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o  OSATULDOVLANEIYLTHZEDERTE
o A—IVJRICHAVLANEZBET HLIIIFITURNEERTET S
o A—AILEBEANBYILIGEEDERISA TNV I—2avDFHEE
o YTATURDFYYADI—TVUTAAI—DEERE
o  USATUFBFEIRIOT AR LR DERE
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o O—3IVJEROBEMIEL
5 (AFLan)oSATURALTFUORADERTE
o UFATURTARINEALT ILDERTE
o YTATIINF—TT7IATDHE
o DAYLRYLYREBETAMDELT
o UTATUMAELR—FDEE
o NASIDDEKTE
o NASKR—IrEATDEHRE
o YUZATUIDTIII—avEDOREL DK
o IMCH—N—DIEE

6. (AT AVVIPOIZATULD

-
S TE

o  VIPYZATUNI IL—TDEE
o JEVIPUZA 7ML —IHIBRDERTE
7. (AT 2av) R —R—RERE D E
8. (FFTLaV)F RO RILDERTE
9. (AT AN ISATUNT U RFIHDHRE
o HUSATUNTIILI—avDHAAPT IIL—TDIEE
o HSATUNTYILI—arDHERSSIDDIETE
o  FHRITANJRAMADYIZAT DB
o  ETSYIURRDISAT DB
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BAFIVITIVI)ADHRTE

ACLR—Z D7 I AFIHDERE

10. (A Fa)Ta—FF ¥ RN TO—TERADAPDIEEDT1+E—T Lt

11. (AT aV)WLANTZ 2t RIZxF B5SNMPERID A +—T L1t

)= a—kDERE

J—3y

O—rZHEET S

CDRRIIZDUNT

J—Lara—kI&, ERAMERGEKE. ERATREFvrRIL EEBALANLGEDHEERELET,
APZRFE Y HHEIIC, ARG —ara—FEREL TS,

=23 a—FDEBICKIREEREHCICE, VJ—ava—rzavILET,

FIE

1. YRTFLEa—IZAVYET,
system-view

2. APEai— APY I —TEa—. FO—/\LariqsFal—avEa— APFOED3Z=S
Ea—. F&-FAPT IL—TTOESI =S Ea—&#ANLET,

e}

APE1—[ZAYET,

wlan ap ap-name

APY IL—TE1—IZAYET,

wlan ap-group group-name
JAa—n\)LariqFalb—avEa—FRIBLET,

wlan global-configuration

ROATRZEIEBICETLT.APTOE A=V Ea—%FRLET,
wlan ap ap-name

provision

ROATVREIBHEICEITLT. APT IL—TTOEDI= UV Ea—&RBLET,
wlan ap-group group-name

provision

3. U—Tava—FEEELFET,

region-code code

T I4ILAE:

o

o

o

o

o

APEa1—TI&, APIFAPY L—TE1—DREEFEALET . APT IL—TE21—IZ) -3y
OA—RFAEELLZWNEES . APIEY B—/Lar d4Fal—avEa—DREFFRALET,
AP I —TEa—TIlE, APIXT O—/\)LarI4Falb—a Ea—DREEZFALET .
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4. (FFav))—ara—KERvILET,
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region-code-lock enable

TI74ILEE:

o APEa—TI&. APIFAPY IL—TE1—DFEEFEALET APY L—TE21—IZ)—D3Y
A—RABFEELLZWNES. AP O—/\LarydqFal—avEa—DREFFRALET,

o APYIL—TEa1—TIlE. APIZY O—/LavoqFal—avEa—DHREEZFEALET,

o JBA—/\)LarvI74FXal—arEa—TlE,)—Parva—RiEaysshFELA,
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E—ayIL—AB LU TA—TREIC—230a—REEHAESIZAPEA R —TILIZT BB S (%, AP
AVAM—ILEBELIEETARENDYET . BLHEAH—ERTUTIL—FEAPDITA VL RIZINAURT
BBEEIF. H—ERTUTIL—rARICA VA= L BEAL/ T T ESN TSI EEFEEL TS,

VRATLEaA—IZAVET,

system-view

Y—ERTUTIL—REa—IZAYET,

wlan service-template service-template-name

E—a IL—LBLUTO—TREIZ)—230a—FREEHINBNL. 1V RN—ILIRE
BATERELET,

region-code-ie { disable | enable { any | indoor | outdoor } }

TI4IETIE E—arIL—LB LB TA—TIHEIZIE)—Cava—RRNEENFETH. A
VAM—IVRIBERA TR EFER TR A,
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Y—ERXTUTL—EERLET,

wlan service-template service-template-name

TI4IETIE H—EXRTUTL—MIFELEE A,
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1.
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wlan service-template service-template-name
Y—ERTUTIL—rDOHBAEERELFET
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TO—JERFZETIDENDYET , COMEEIZKY ., WLANAKEINWGWESIZRETEET,
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VAFLELI—IZAVET,

system-view
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wlan service-template service-template-name
Y—ERXRTUTIL—rDSSIDEFRELET

ssid ssid-name

T IAITIE, H—ERXRTUTL—MISSIDIEFRESNTLEE A
(EE)SSIDEAR—TILICLFET (E—a>TL—LTIERTR),
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system-view
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HS—EXTFUTL—rDERE
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system-view
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3. Y—EXRTUIL—tEEMLET,
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T I+ IETIE H—ERTUIL—MET1E—TILTT,
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—ERZRBETESBSSEERLET
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2. APEaA—FIFAPTIL—TDAPETILEA—ICAYFET,
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wlan ap ap-name
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wlan ap-group group-name
ap-model ap-model
3. TAYLREa—IZAVYET,
radio radio-id
4., H—ERTUIL—FETANXLRIZNAURLET,

service-template service-template-name [ vlan vlan-id1 [ vlan-id2 ] | vlan-group vlan-
group-name ] [ ssid-hide ] [ nas-port-id nas-port-id ] [ nas-id nas-id ]

T I4ILEE:
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Tt A,

vian-id25 18 EDN—F 7 BEMEICDNTIE, TNARDIATURYT7L U RESRLTZELY,

APT L—T iR ESN=H—ERXRTUTL—FE#MA LK
JIZAPZEERTET B
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TIHILETIE APTIL—TRDAPIE, APT IL—TF 2RI VRSN —ERTUTL—rEM#EL .
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wlan ap ap-name
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radio radio-id
4. B/ELEY—EXRTUIL—IEAPY IL—TH oA LLEVKSICAPERELET,
inherit exclude service-template service-template-name
TIHILETIE, APIZFRB T BAPY IL—TI2NAUREN =Y —ERTFUTL—EHMALET

IIAT T —FEREDERK
HFAT VN bST19971 T4 DIRE

CDRRIITDONT
AC(S P RUBRE) F = [FAP(B—AIVERE) [E. V54T Uk bS50 0EERETEEL Y APEFALTYS
AT MST49 0% BRET HE ACDELE BN BRRENET,
APDNIZAT U+ o749 0% RET BIHA . FEELIZVLAND S M D49 0% 8RE T HVLANE = [LVLAN
HEFEZAPITIEETEE T, ACIEHDVLAND S T—RMS T4V EERELFE T,
HIRBEEHTARF1>
ACEFERLTYZAT U M40 EET HRELZARNICTBICIE I9F4T7 U M40V 8REMNA
F—T IS TWNHIEERERLET,
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1. YRTFLEa—IZAYET,
system-view
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wlan service-template service-template-name
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end-vlan]}]}
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FIFILREEDFEMIZDOLTIX. TNNAADATRYT7L U RESBLTLEELY,
ACEF—T—KREDN—FIz7EBEICDONTIE, TS RDATURYT7LURAESRBLTE S,

D24AT b bS48 E DA —T IL1E

CDERIIZDUNT

ACHEBEIR YT —ITIE, 94T bST749974T—F BNACDIGE . FRACTZDIHEREEFED
IZL. A—AJLACTZD#EEZ B MIZLET, ThiIZ&Y,. O—AJLACHE IV LEEBEDHRACHE
BN TA—T U RADMREISNE T,

ACPEB D EEMIZ DL T, TWLAN Advanced Features Configuration Guidel#£& BB L TL=&lyY,
N—Fxz7LiBReD i

N—Fz7II)—-X  ETIL #aa—F BReD Hint
WX1800HSJ—X WX1804H EWP-WX1804H-PWR-CN | Yes
WX2508H-PWR-LTE = EWP-WX2508H-PWR-LTE
WX2510H EWP-WX2510H-PWR
\ WX2510H-F EWP-WX2510H-F-PWR
WX2500H1)—X Yes
WX2540H EWP-WX2540H
WX2540H-F EWP-WX2540H-F
WX2560H EWP-WX2560H
Yes:
WX3010H EWP-WX3010H e WX3010H
WX3010H-X EWP-WX3010H-X-PWR o  WX3010H-X
WXZ00OH X WX3010H-L EWP-WX3010H-L-PWR o  WX3024H
WX3024H EWP-WX3024H o WX3024H-
WX3024H-L EWP-WX3024H-L-PWR | No:
WX3024H-F EWP-WX3024H-F e WX3010H-L
o WX3024H-L
WX3508H EWP-WX3508H
WX3510H EWP-WX3510H
WX3500HSJ—X WX3520H EWP-WX3520H Yes
WX3520H-F EWP-WX3520H-F
WX3540H EWP-WX3540H
A WX5510E EWP-WX5510E
WX5500E1)—X Yes
WX5540E EWP-WX5540E
WX5540H EWP-WX5540H
WX5500H ) —X WX5560H EWP-WX5560H Yes
WX5580H EWP-WX5580H
LSUM1WCMEO LSUM1WCMEO
EWPXM1WCMEO EWPXM1WCMEO
LSQMIWCMX20 LSQM1WCMX20
FHt2avkO—5E | LSUMIWCMX20RT | LSUM1WCMX20RT ves
Sa— LSQM1WCMX40 LSQM1WCMX40
LSUMIWCMX40RT = LSUM1WCMX40RT
EWPXM2WCMDOF | EWPXM2WCMDOF
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EWPXM1MACOF EWPXM1MACOF

N—Fz7I)—-xX  ETIL MEa—Fr WeenHinM
WX1804H EWP-WX1804H-PWR
) WX1810H EWP-WX1810H-PWR
WX1800HI ) —X Yes
WX1820H EWP-WX1820H
WX1840H EWP-WX1840H-GL
) WX3820H EWP-WX3820H-GL
WX3800H ) —X Yes
WX3840H EWP-WX3840H-GL
WX5800HS1)—X WX5860H EWP-WX5860H-GL Yes
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FIR
1. YARAFLEa—IZAYET,
system-view
2. DFATUNT T4V IEREEAF—TILICLET,
wlan client forwarding enable
TIHIVNTIX AT U b ST409 0858 [EA R —T LIS TUVETS,

DAT T —E3IL—LDAT LR DETE

CDERIIZDNT
EFREE AV TSRSV F v TlE APIZCAPWAPR U R ILENLTISA T U RBACIZT—42TL—
LERELES . V51T UMT =87 —LDHT LK (13802.3F /213802 11T ETEE T,
ACHIL—LBHKEBMERITTEIBLENTNKIIZ, BHEB023ITERET H_LaH8DLET,
FIE
1. YRTLEa—IZAYET,
system-view
2. Y—EXRFUIL—FEa—ITAVET,
wlan service-template service-template-name
3. UFATUNT—HIL—LDOAWT LK ERELET,
client frame-format { dot3 | dotl11 }
TIHINTIE 94T T =3I — L1802 3R THT ILiEShET,

APIRENDISAT MDD T4y 0% NIBST 55 EDIETE

CDRRIITDONT
BELEY—ERTUIL—EERLTAPEREL., FEAGIZAT UMD T—2/ Y ybEROyT LT
INEDISATURDRIERERT DD, Ny ZITERFOyT T 5I21E. ROEEERTLET .
FIE
1. YARTLEa—IZAYFET,
system-view

2. Y—EXRTFUIL—IEa—IZAYET,
wlan service-template service-template-name
3. APORHDIZAT UMD T4y IE MBS 5 EEERELES,
unknown-client [ deauthenticate | drop ]
TIAIRTIE APREFBALGIZAT UMD N T IMNEEREL, ChbD IS4 T U DREEfRRRL
EX A
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EEINET, CNICKY, EFa)THERSIN, EENBRZICHYET, ACEAPHID R YT —IM
BHTIGEE X APTISATUNT YL I =230 & A3 —T LT HILEHEDLET,
FIR
1. YARATLEa—IZAYET,
system-view
2. Y—ERTFUIL—IE2—IZAYET,
wlan service-template service-template-name
3. ACEIEIZAPTIZAT UMY I—avmA—TIILIZLET,
client association-location { ac | ap }
TIHINTIE 94T NI T3V [EACTEITINET

D497 I T—avDEMIE

CDBERIIZDNT
A—RNSUL VT &N FES—2avEB/RNCT HE VAT UMDTIIT—2av $EICE
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I ENURFET—2ar BN TaE—TIZHYET TAAR(E, ChHD 2D DEEEAWLANTA R —
TIZESTWTH M TAvIDNTUREESTZY  NURFES —2a v ERITLEZYLER A
£
1. YRTLEa—IZAYET,
system-view
2. Y—ERTVIL—REa—IZAYET,
wlan service-template service-template-name
3. DAVITIII—a ERMILET,
quick-association enable
TIHINTIK 949 T I T—2av [FERITHEOTOET,

DZ5AT U MEBRNEREIN S WebH—/\—DIETE

CDBERIIZDNT

D954T7RMACT LR BE TN T-AP, BEMITERRGEDIFAT7 U MEHRE . HTTPZT LT
fEESNT=-WebH —/I\—[ZT NS ANLIR—FTEZESIZTBIZIE. RDERIEZEITLET, Web¥
—N—IE, H—N—DHRALE . R—FBEBLV/IAMEESNTWBIEEIZDHF . V51T U MERE
ZIFTANET,
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system-view
2. WebH—N\—0DRR G ER—IEBERELET,
wlan web-server host host-name port port-number
T 74 TIE WebH—/\—DRRAME ER—FESIFIEBESNTOER A
3. WebH—/I—D/IREEELET .
wlan web-server api-path path
TI4IRTIE, WebH—N—D/RRIEHEESNTOER A,
4. (EE)—EICLKR—ITEZIIATURIVNDRRBEHRELET,
wlan web-server max-client-entry number
TI4IETIH —EILRKI0ED AT oI UM)ZLR—FTEET,

HELEBATOIS470:07 DERDEIE
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FT AU THA—230 F—DFMIE. DR TLEBERAAFI1ZSBLTZ30,
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1. YATLEa—IZAYET,
system-view
2. TNARADPBEINI-BATISAT7 AT EERTESLIIZLET,
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HRED H it

N—Fz7I)—X ETILETI #MEa—F
WX3024H EWP-WX3024H
WX3024H-L EWP-WX3024H-L-PWR
WX3024H-F EWP-WX3024H-F
WX3508H EWP-WX3508H
WX3510H EWP-WX3510H
WX3500H1J—X WX3520H EWP-WX3520H aY
WX3520H-F EWP-WX3520H-F
WX3540H EWP-WX3540H
WXB500ES— 2 WX5510E EWP-WX5510E XY
7 WX5540E EWP-WX5540E
WX5540H EWP-WX5540H
WX5500H1)—X WX5560H EWP-WX5560H aY
WX5580H EWP-WX5580H
LSUM1WCMEOEW LSUMIWCMEOEW
PXM1IWCMEOLSQ PXMIWCMEOLSQ
M1WCMX20LSUM M1WCMX20LSUM
752 O— 1WCMX20RT 1WCMX20RT L
SEVa—I LSQMIWCMX40LS LSQMIWCMX40LS
UM1IWCMX40RT UM1IWCMX40RT
EWPXM2WCMDOF EWPXM2WCMDOF
EWPXM1MACOF EWPXM1MACOF
. . — — . BeED it
N—Fz7I)—X ETILETIL HHa—~K
WX1804H EWP-WX1804H-PWR
WXL800HJ—X WX1810H EWP-WX1810H-PWR .y
7 WX1820H EWP-WX1820H
WX1840H EWP-WX1840H-GL
WXBBOOHE— 2 WX3820H EWP-WX3820H-GL L
7 WX3840H EWP-WX3840H-GL
WX5800H1)—X WX5860H EWP-WX5860H-GL 30

IYACD-=-ONDEFACDIETE

CDBERIIZDNT

TyPACIZERMACEIRE Y H&. TYDACIHIEESN IR TEIACADF—TT7SATERDIEE
ERIELET . TR RILIE, TYDACHERACH X —T T SA T EERETHERIEINET,

IYPACIK, BESNI-HRTEF—T7IATEREEELLT. FoRILOBEILRICr RIVIERER
BELET, TVCACH3IDDF—T7SATRRRNIZF—T 754 T EEZETELRVES. TyPAC
[FroRIILERTLET . EHNACHIDDFX—T7SATRIRAIZF—T 7 SATBEREZIETELG

B.EWACIErRILERTLEY,

HHBEBRETARS1Y

IvDACHOO—ILEERNICERTBICIE, RAICT IAIIDACA—ILEETTILELHYET . T
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THILEDACO—)LEETTHE ACEDTRTOT AR RILEZRELEIFRESNET,

IYDACIFEMDEMNACTHT AN RIVEHEILTEEFT A, LD R ILITELZBVLANIZEL T

DBENBHYES,

IyPACIE, EHACEELICERD T AR RIVEREILTEETHN, ELLSEHNACA U A—TI(REE
BHIZF O RIVEREIL T BICIE BLEAEETIPPRLAZEARATIRESAHYET, LT YPAC IPFRL
RIZH L TENACOEHDIPTRFLRZIEELIZIGE . £HACIK, PO RILVEEII DO -OIZHZNIZZIEL

EX—TT7SATERDIPTRLREITEFEALET,
FIE

1. YARTFLEa—IZAYET,
system-view

2. ACZEIYDACELTHEL. ZDE1I—ITAVUET,
wlan guest-tunnel edge-ac
TI4ILETIE ACIFTYPACTEEMACTEHYFEE A

3. IvPACIZERHMACERELET.
aggregation-ac ip ipv4-address tunnel-source ip ipv4-address vian
vlan-id-list
TI7HIETIEE, TYPACIZEMACIEHIEESh TLEE A

4, (EE)VTARORNF—TT7SA4TARA—NIIVERELET,
keep-alive interval interval
TIHIWRTE, F—TF734TA 02—\ LIFI0OM T,

EHMACHI Y ACHIETE

CDRARIIZDNT

F—TT7IATERERETHE. EHACIEH, ERDENACITEHEESNI=TYDACHLDLDMNESH
ERANET, BERVEESNIZIVOACHLDEDTHAEHEE . FHACKF—TT7S/4TIEELEREL

FT . ERMEESNIIYPACH LD LD THINEE  EMACRBEREEELET,
HHEREL AR

EHACOBEZIVDIZER T BIZIE. ZRVICTIAHILMDACEEIZETTAULENHYET . T I+

JILEDACKREIEETT HE ACEDTRTOHT AR RILERELHIFRESNET,

IyUACIHEHMDEMNACTY AR RIVEREIL TEFIT M, oD RILIZERLEBVLANIZELTLY

SRENHYVET,

IyDACIE, EMACTEHD T AU RIVEFEIL TEETTH, BELEEHNACAUA—TA AT *

IWEREINL T BIZIE. BESEETIPTRLRZFERATIBELHYET,
FIIE
1. YRFLEa—IZAYET,
system-view
2. ACE&KHACELTIEEL. ZDEaA—ZANLET,
wlan guest-tunnel aggregation-ac
TIAIRTIE, ACIEFTYPACTHEMACTEHYFEE A
3. HEHACHOIVIACERELFET,
edge-ac ip ipv4-address vlan vian-id-list
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T4 ILETIE EHACICTYPACIKEEESN TLWEE A,
TR R T7A—EEDA—TILE

CDRRYITDNT
COWREEFER T HL. IPSeclZ Lo THEBILESNAHIZ, TNAZANT ARV TO—ERESHCPUIC
DEL T BREEEM LSEHENTEET,
FIRBHEAARSIY
CDHEEIL. IPSechH T AU RILAIZERESN TLSIEE ST ITA R —TILIZLTZELY,
COBEEE. TR FoRILDITYDACEEMACTRBH A R—TILEET42—TILICTHLEN
HYET,
T
1. YARATLEa—IZAYET,
system-view
2. IYUACEx—FIIEFEMACEL—IZTAVET,
wlan guest-tunnel { aggregation-ac | edge-ac }
3. FARMURNLIOA—FEEZAR—TILIZLET,
wlan guest-tunnel flow-distribute enable
TIHIETIE FRMNORILIO—EBREE T E—TILTT,

DSATUNTOXFIEDRER
DSATNTISI—230DEFRIAPY IL—T DIETE

CDRRIITDONT
DA T DR ESNIZAPY IL—THADAPET VS T—hTEDLSITTBICIE, ROEEXEERTLET,
FIE
1. YATLEa—IZAYET,
system-view
2. A—Y—TJaI7/IEL—FAALFET,
user-profile profile-name
3. USATURNTIVI—LavITEFRIENBHAPT IL—TEIBELET
wlan permit-ap-group ap-group-name
TIHINTIK 9FATUNT IO T—2aV IS AIAPT IL—TIJIEEE SN TLER A,

DSATRNTII—23 0 DEFRISSIDNDIETE
CDRARIIZDNT
DSAT R ESNT=SSIDENLTWLANIZF YL I—FTEBEKIIZTBIZIE. ROEEEETLET,

FIR

1. PRFLEa—IZAYET,
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system-view
2. A—4¥—JOIJ7MIEa—ITAYET,
user-profile profile-name
3. USATURNTILI—1avIHFAISnASSIDERELET
wlan permit-ssid ssid-name
TIHIVNTIR 9SAT NI T—23 IZFFRISSIDIFIEESNTULVER Ao

RITAR)AADIZAT U EDIEM

CESE- P f S O

BADIFAT bR TANIANMIEBMT BE TRTDF U IAIFAT a2 EINEHE
BIIAVE—UDRTRINET, TAVTIFTYEAAL T RTAMNIRMERELET,

FIR
1. YRTLEa—IZAYET,
system-view
2. HRIARRANMIIZATUMEEBMLET,
wlan whitelist mac-address mac-address

RETA99 TIYIVAADISATRDEM

HIRBEETARS1>
RIANRMERET 49D TSV ANDEAITI AT UNEBMT 5 EFTEEE A
RIAMRRE LV T IV IR ERESNTNDIGE . RTA M AMITBNERIBYET,
FIE
1. YATLEa—IZAYET,
system-view
2. DIATUNERETAVIT IV AMIEMLET,
wlan static-blacklist mac-address mac-address

BAF2VI T39I ) ADETE

CDRARIIZDONT
AV TV IANEREL T, ACEIFAPTHEICTEET .

BAF2VI TSP AREACICH L TEMICERET 5L ACITHEBIN TS T RTHDAPIEZ 1F3y
9ISV ANNDIZAT BB LET . A4 FIVIT VI RNEAPIZH L TERNIZHRET L.
BAFIVITSYI)RANADISAT UM E A FONTWBSAPIXISA T UEIRBLETMN,. 954
TUMIACIZEH SN TS MDAPERE T THZENTEET,

FAFIVITIVIVARDIVR) & =0T 34 —DEIRIIN S LHIBRSNFE T,
HHRBERETARS1Y

RRNTSVTARELT FAFIVITIVIIRMEEREL T, BBEEREOACTEMICLET,

RESNI—DUT8AI—X. FAFT2vIT S0 AMFHLGBMSN =T o)/ LT
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FIE

FENTT . RTAMRRB LUV TSV IRIRESNTNSIHEE  RTAMNIAMITAEHT
ER

1. YARTFLEa—IZAYFET,
system-view
2. REICHELT.ROVITNAODF T avEERLET,
o FAFTIVIITIVII)AREAPTEMICT HLIITHRELET .
wlan dynamic-blacklist active-on-ap
o BAFTIVITZIVIIRRERELT.ACTHERICLETS,
undo wlan dynamic-blacklist active-on-ap
TIHINTIE T ATV TV ANMEIAPTERICHYET,
3. (\EBE)FAFIVIITSVIVARRIVN) DIV 84T —4RELET .
wlan dynamic-blacklist lifetime lifetime

FIFILLTIXR, T—205 34 <—F3008 T,

BAFIVITIVIIVRARIUN) DI =D T BAR— X RELIFAT ORI UMIZHLTETR
HTT

ACLR—ZXDT7 It RAH|HDERTE

HHMBERET (RS54

FIIE

ACLR—ZDT7HERAVFA—)LEREIX. RTAMN RS LUV T IVIVREELYEBESINET AN
ANTSHTFARELT ACLAR—ZADT IR RA—ILEFRTA M) ARE LUV TSUHYARR—ZD T
R bO—ILOEAZRCT /N RIZHRE LG TS,

FBELI=ACLIZdeny XM EENTNDIGERIE. TRTODISA T U MEEFRI T HACLD permit X EEREL
FT . cNETHOREWE, EDISATUREF U SAUIZHYER A,

APE1—DHRFEF. H—ERTUTIL—rE1—DBRELVLEBEINET,
CDHEEEIXL A V2ACLEE (&Y R—L, —BHEELLTEIETMACTRLREITEFERATEE T, A4
AT DACLERRELI-GE . REITBEMIHYEL A,

1. YATLEa—IZAYET,
system-view
2. Y—ERTUTIL—FE1—F=IFAPE2—ICAVET,
o Y—ERTUIL—LE2—ZAALET,
wlan service-template service-template-name
o APEa—IZAYFET,
wlan ap ap-name
3. ACLZEHEELFY.
access-control acl acl-number
TI4ILETIEACLIZEEESNh TLWEH A,
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JnO

—RFX X TO—TERIZTTHAPDILED

F4t—T It

CDRARIIZDNT

FIE

IO—FFrRFTO—TERTIE, SSIDIFEESNEE A, TA—RFv AT O—TERERETSL.
APIE, APDY—E RIBHEERT 5T O—THETHELET .

CODOMEBEICKY, APICA=ZFH RN O—TEBEREZIETDISMT7UMI APEKY R BEIZEEE T4
EMTEET,

1. YARATLEa—IZAYET,
system-view
2. APEa—FIFAPY IL—TE21—IZAVET,
o APEa—IZAVYET,
wlan ap ap-name
o AP IL—TEa1—IZAVYET,
wlan ap-group group-name
3. JA—FxXvRMTO—TERICHTHAPDIGEET1+2—TILICLET,
broadcast-probe reply disable
TIHIVEE:
o APEa—TI&. APIFAPY IL—TE1—DHFREEFEALET,
o APTIL—TE1—TlE. APIFTO—FF+RANTO—TERIZIHELET,

WLAN7 7t XX HSNMPEE D EZN1E

CDRARIIZDINT

FIIE

BEELBWLANT 7 ERARUMENMSICLAR—RF5IZ1E. WLANZ 72RO SNMPEMZBRICLET,
WLAN7 V2 RA R @M ZELLEIE 3 5I121&. [ Network Management and Monitoring
Configuration Guide]DERBAIZHE>TSNMPHLERE T 2L EAHYET,

1. YATLEa—IZAYET,
system-view
2. WEICHLTEET DI T avEBRLET,
o DIATURTULADSNMPEMEA X —TILIZLET,
snmp-agent trap enable wlan client
o UIATUREEDSNMPEMEAR—TILIZLET,
snmp-agent trap enable wlan client-audit
TI74IRTIE SNMPEHIE T4 E—TILTY,
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AIX—bIZATUNT O RRADEMIE

CDARIIZDLT
COOBEEIZEY  AKME—RAPSKIZERESNTLDIGE . XTI VYLANZEDOH—ERXTUTL—F
[SINAURENTWBAIZEIZ. H3ICTA VLR ISAT U DWLANIZBEEIMICT VXA TESLIITHYE
ED
FIR
1. YRTLEa—IZAVYET,
system-view
2. HY—ERFUIL—bEa—FANLET,
wlan service-template service-template-name
3. RY—NIGATURTIRREBHMIZLET,
client smart-access enable
T I+ IETIE RAR—MISATURT IR RIEENEH>TVET,

WLANTZ 9 RARADRTE LIV A TF RO
o

@ ==
e WX1800H!)—X, WX2500HI ) —X | 8 KUWX3000HV ) —X D7 U+ RXaAvbA—F(E, IRFE
—FTCOAERAEELR/ ATA—RPOTUFE Y R—FLTLER A,
o display wlan forwarding-policy. display wlan guest-tunnel. & Ureset wlan guest-tunnel
ATURDYR—KE, THAARETIVIZE>TERYFET, HEMIEITUR)IT7LURESHELT
<=Ly,

FEEDE1—Tdisplayav FEETL, A—HY—Ea1—TYEybav I REETLET,

ARy avwor

2. AGHzH 1 E5GHz R B D A DA
ZAVDZATUNEERRTLET,
BITANLARDASAIDZAT NI ETF
YRIVERERRLES,

display wlan ap all client-number

display wlan ap all radio client-number

display wlan ap { all | name ap-name }

APD)—Uara—FEHERTLET . region-code

EAPTN—TDFLFALIFATUH display wlan ap-group all client-number

HERRLET,

T39I JRLIUM)ERERLET display wlan blacklist { dynamic | static }
display wlan bss { all | ap ap-name | bssid

HEAH—E 2y (BSS)EHE bssid } [ verbose ]

KELET, IRFE—RDIHE:

display wlan bss { all | ap ap-name | bssid
bssid } [ slot slot-number ] [ verbose ]
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display wlan client [ ap ap-name [ radio radio-id ] |
mac-address mac-address | service-template
service-template-name | frequency-band {2.4 |5} ]
[verbose]

D47 MEBRERTLET .

54T PV6 7KL RIZEET BI1EH

FEmLEd. display wlan client ipv6

display wlan client online-duration [ ap

DFAT MDA FABRERRLET ap-name ] [ verbose ]

display wlan client status [ mac-address

U7 RT—sARERRLES. | bese |

WLANERE R S —IF#RERRL
9,

ACDT A RVIERERRLET, display wlan guest-tunnel { all | ip
ipv4-address }

display wlan forwarding-policy

display wlan service-template

YEATVIL—HMERERRLET [ service-template-name ] [ verbose ]

BRY avworR

display wlan statistics client

HSAT MR ERERTLET . [mbc.address mac-address ]

display wlan statistics connect-history
DIAT o MNERBEERTLET {ap {all | name ap-name } | service-template
service-template-name }

display wlan statistics service-template

S N - Sk T .
FEATYTL—MREHRIRORTR service-template-name

APMACIZERET BVIPISA T MMH
FHERERRLET .

RIAMIRRIUM)ERRLET, display wlan whitelist

display wlan statistics vip-client

reset wlan client { all | mac-address

HWELIISATUNFEI TR TDI54 mac-address }

ForkhoBgAILET,

EIN=I54TUrERIFTRTHDS | reset wlan dynamic-blacklist [ mac-address
FATUNEF ATV TFvI XA S | mac-address |

HIBRLFEY
FELES AR RIVEEIFTRTOY | reset wlan guest-tunnel {all | ip
AU RIVERIBRLEYS . ipv4-address }

reset wlan statistics client { all |

DSATUMEEERE YU TLETS mac-address mac-address }

.o = reset wlan statistics service-template
—ERTUIL—fEHE ! .
; Tk R ST LE service-template-name
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WLANT &t X D% 7€ 5

CDOXEDAPETILEVTILEBESIL, BIELTOAMERSINTNET . APETILEVUTILBES DY R
—K&. ACETILIZE-TERYZET,

BI:-WLANTZ I RXDEETE

RYRIT—ORERR

R10IZRT &I RAYFIEZAPEISATUMIIPZRLRAZE|Y HTHI=6H DDHCPH—/\— &L THé
BELE T, APIXSSIDDRL—FRA I TIA VL A —ERZRHLET,

10 RyrI7—I

Client

AC Switch AP
Vlan-int100

@10.1.9.5&/16 % ; @

FIg
1. VLAN100Z4ERLL.VLAN-interfacel00IZIP7RFL RZEIYLETEY,

<AC> system-view
[AC] vlan 100

[AC-vlan100]quit
[AC] interface vlan-interface 100
[AC-Vlan-interface100] ip address 10.1.9.58 16
2. FEAP aplEERL. APETILESTIVIDERELET .
[AC] wlan ap ap1 model WA4320i-ACN
[AC-wlan-ap-ap1] serial-id 219801A0CNC138011454
3. H—EXRTUTIL—FEHREL.APTAYLRIZNAVRLET,
#H—E R T TL—hservicel#ER L. SSIDEM—FATIZEREL. Y—ERTUTL—ENLT
FoSAUNTIEBIFAT o EVLANIOOIZEIY BT, y—ERXTUTL—FEEHICLET,
<AC> system-view

[AC] wlan service-template servicel
[AC-wlan-st-servicel] ssid trade-off

[AC-wlan-st-servicel] vlan 100

[AC-wlan-st-servicel] service-template enable

[AC-wlan-st-servicel] quit

HAPD T A YL R1DEEF v RILEF v RILISTIZERELET
[AC] wlan ap apl

[AC-wlan-ap-ap1l] radio 1

[AC-wlan-ap-apl-radio-1] channel 157

#9—E XF L —bservicelZradiollZ/NAURLET,
[AC-wlan-ap-apl-radio-1] radio enable

[AC-wlan-ap-apl-radio-1] service-template servicel
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B E DHER
#SSIDM L —RFA T DBRIZHY . H—ERTFUTL— M ERLES>TNAIEERERLET
[AC] display wlan service-template verbose Service

template name: servicel

SSID: trade-off

SSID-hide: Disabled

User-isolation: Disabled Service template status:
Enabled Maximum clients per BSS: 64

Frame format: Dot3

Seamless roam status: Disabled Seamless roam RSSI
threshold: 50 Seamless roam RSSI gap: 20

VLAN ID: 100

AKM mode: Not configured

Security IE: Not configured

Cipher suite: Not configured TKIP countermeasure time: 0 sec

PTK life time: 43200 sec

PTK rekey: Enabled

GTK rekey: Enabled

GTK rekey method: Time-based

GTK rekey time: 86400 sec GTK rekey client-offline:
Disabled WPAS3 status: Disabled User authentication

mode: Bypass Intrusion protection: Disabled

Intrusion protection mode: Temporary-block Temporary
block time: 180 sec Temporary service stop time: 20 sec

Fail VLAN ID: 1

Critical VLAN ID: Not configured

802.1X handshake: Enabled 802.1X handshake secure:
Disabled 802.1X domain: my-domain

MAC-auth domain: Not configured Max 802.1X users per BSS:
4096

Max MAC-auth users per BSS: 4096 802.1X re-
authenticate: Enabled

Authorization fail mode: Online

Accounting fail mode: Online

Authorization: Permitted

Key derivation: N/A

PMF status: Disabled

Hotspot policy number: Not configured Forwarding policy
status: Disabled Forwarding policy name: Not configured
Forwarder: AC

FT status: Disabled

QoS trust: Port

QoS priority: 0
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HIZAT U EAPICELE M ITET EEIER TSN TLEEA),

HITAT UDWLANIZ T VA TEHEEHERLET,
[AC] display wlan client service-template servicel
Total number of clients: 1

MAC address Username AP name RID IP address VLAN
0023-8933-223b N/A apl 1 3.0.0.3 100

BlARTARN) AMR—ZADT7 IR MA—)LDEHRTE

RYRIT =R

R11IZFR T &SI, mTARJAREEFE LT, MACZ KL ZXA0000-000f-1211D OS5 A T UMM
WLANIZ 7R TESRESIZLET,

11 RryrI7—9H

Client
AC Switch AP 0000-000f-1211

o—o—

FIig
#R-J A +) ARZMACT KL A0000-000f-1211%& &ML ET,

<AC> system-view
[AC] wlan whitelist mac-address 0000-000f-1211

BEDHE
#MACT KL 20000-000f-12110 R T A M) RN H L& HERELET
[AC] display wlan whitelist Total
number of clients: 1
MAC addresses:
0000-000f-1211

Bl: ZBZT AT TSYIYRARR—ZADTHEAAFA—)LDETE

YT —OERE

K12I1ZRT K32 RETAvI TSS9 o) RAMEEREL T, MACT KL XHY0000-000f-1211D 547 >k
MWLANIZ 7R TELNESIZLET,

12 ryr7—oE

Client
AC Switch AP 0000-000-1211

S—<—<¢ B

FIR
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#MAC7T FL R0000-000f-1211% R AT 4y T Zv ) ANMIEBMLET
<AC> system-view
[AC] wlan static-blacklist mac-address 0000-000f-1211
BEDHER
#MACT KL 20000-000f-1211M R AT 4y I T S5v P ANMHHEEHERLET
[AC] display wlan blacklist static Total number
of clients: 1
MAC addresses:
0000-000f-1211

Bl ACLR—ZADT7HtRAr,O—LDERTE

RYRD—OERL
132/ T &SI, 9SATURBEUISAL T UR2ERLOUIZEEDISA TV RWLANIZ PR TE
BESIZ ACLR—RDT7 I AKIEHEHRELET .
13 2k —IK

Client 1
0000-000f-1121

AC Switch AP

<~ O—

Client 2
000e-35b2-000e

FIE
#L A 2ACLA000ZERLL . V54T VMBIV FA4 T R2EBLOUIEH D547 U hEEFRI T HACL
IW—IVEERLET,
<Sysname>system-view
[Sysname] acl mac 4000
[Sysname-acl-mac-4000] rule 0 permit source-mac 0000-000f-1121 ffff-ffff-ffff
[Sysname-acl-mac-4000] rule 1 permit source-mac 000e-35b2-000e ffff-ff00-0000
[Sysname-acl-mac-4000] quit
#ACL4000%FH—E R T FL—bservicellZ/NA U RLET,
[Sysname] wlan service servicel
[Sysname-wlan-st-servicel] access-control acl 4000

BEORE

#display wlan clientaY U REETLT. 954 TUREISATURAIFAT U R2EET)EBLOUIERE
DYFATUMITHWLANIZ T VR TESHLERHERLET

[AC] display wlan client Total number of clients: 2

MAC address Username AP name RID IPv4 address VLAN
0000-000f-1121 N/A ap 1 192.168.100.12 1
000e-35b2-000e  N/A ap 1 192.168.100.13 1
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Bl AR RILDERTE

RYRD—HERL
E1412RF K312, ACLIZIYCACELTHER AV T —YIZEEE SN, AC2IXEMACELTHER RV
D—YIZBREBENET . WLANIZTZ IR TE5AMNIORNDIS5A4 72 R)IEVLANSIZEY Y TOHNET,

IYPACHT AT Ty ERIT AN RIILADERACICEE TESLSIZ, FAMNURIVERTE
LEY.
14 2ybI7—9H]

@D Guest tunnel External network
——————— Guest traffic

VLA Edge AC Firewall Aggregation AC
7
%
Client AP AC 1 AC 2
VLAN-interface 2 VLAN-interface 2
192.168.2.1/24 202.38.1.20/24

FE
1. ACLIDORE:
HACA U A—TIAADIPTRLRAEHRELFT GHAITRTINFEE
A)o #ACE T YUACELTIRELE T,
<AC1> system-view

[AC1] wlan guest-tunnel edge-ac

#I VO ACHDEMACELTAC2ZIEEL . 7 RAFVLANEL TVLANSHIRELE T,

[AC1-wlan-edge-aclaggregation-ac ip202.38.1.20tunnel-source ip192.168.2.1vlan5
[AC1-wlan-edge-ac] quit
#service templatelZ4ERLL . SSIDZguestiZREL. Y—ERTUTIL— EERIZLET,

[AC1] wlan service-template 1

[AC1-wlan-st-1] ssid guest

[AC1-wlan-st-1] service-template enable

[AC1-wlan-st-1] quit

#AP aplZ{ERL. VT ILIDERELET,

[AC1] wlan ap apl model WA4320i-ACN

[AC1-wlan-ap-apl] serial-id 210235A35U007B000010

HY—ERTUTL—RZAP aplDITA VYL R2IZIN(VRL, Y—ERTFUFIL—rENLTEY
FAUNIGBI 54T U MEVLANSIZEIY B TEY,

[AC1l-wlan-ap-apl] radio 2

[AC1l-wlan-ap-apl-radio-2] service-template 1 vlan-id 5

#radio2ZHHIZLET,

[AC1-wlan-ap-apl-radio-2]radio enable
[AC1l-wlan-ap-apl-radio-2]quit
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[AC1-wlan-ap-apl] quit

2. AC2MDERE:
HACAUBA—TIAADIPTRLRAZHRELFT GEHRITRREINEFEA) #ACERFIACELTIEE
LFEYT,

<AC2> system-view
[AC2] wlan guest-tunnel aggregation-ac
#AC1Z T YT ACELTHEEL., 7 ARVLANZVLANSIZERELEY o

[AC2-wlan-aggregation-acledge-ac ip192.168.2.1vlan5

[AC2-wlan-aggregation-ac]quit

BEDHER
HACLTH AU R TV TRETHLH L HERLET
[AC1]display wlan guest-tunnel all
Guest access tunnel information
Local Mode: Edge ACTunnel Count: 1
Peer IP AddressLocal IP AddressVLANsStatelnterface 202.38.1.20192.168.2.15UpWLAN-Tunnell
#HAC2TT AN RV TV TIRETHAHLEHERLET
<AC2> display wlan guest-tunnel all
Guest access tunnel information
Local Mode: Aggregation ACTunnel Count: 1
Peer IP AddressVLANsStatelnterface 192.168.2.15UpWLAN-Tunnell
#IF4T MVLANSRER T US4 UG oTWNDI L& ERELET
<AC1> display wlan client

MAC addressUser£ AP name RID IP address VLAN
508f-4c40-f3a6 N/A apl 1192.168.1.2 5

Bl 1IPSecH S AR RILDERTE

RYRIT =R

K1512R T &SI2. ACLIFTYPACELTHERYRT —YIZEE SN, AC2(XEMNACEL THER RV E
D—IIZBBENET , WLANIZTZ IV ERT BT ANIDOREDISA TR IFVLANSIZEY B TONET,

IYPSACHNT AT T4 0EESIEL HWIZILE=S AU RILAD I FA T 94— ILER LTS T0v 0%
EHIACICEEE TED LS. IPSecF AR RIILEERELET,
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FIE

B15 rvbT—IR

@0 Guest tunnel External network
————» Guest traffic
Edge AC Firewall Aggregation AC

Client AP AC 1 AC2

VLAN-interface 2 VLAN-interface 2
192.168.2.1/24 202.38.1.20/24
1. ACI1DKE:

HACA U A—TTA ADIPTRLURZHRELETTFEFEMIERTEINFEEA) #HACEZIYyPACELTIEEL
i—a-o

<AC1> system-view

[AC1] wlan guest-tunnel edge-ac

#IYUACHDEMACELTAC2EEEL . 7 ARVLANEL TVLANSZHEELFE Y,
[AC1-wlan-edge-ac] aggregation-ac ip 202.38.1.20 tunnel-source ip 192.168.2.1 vlan 5
#H7 AR R TO—BEES R —TILIZLET,

[AC1-wlan-edge-ac] wlan guest-tunnel flow-distribute enable

[AC1l-wlan-edge-ac] quit
#service templatelZ4ERLL . SSIDZguestiZREL. Y—ERTUTL— EEADIZLET,

[AC1] wlan service-template 1

[AC1-wlan-st-1] ssid guest

[AC1-wlan-st-1] service-template enable

[AC1-wlan-st-1] quit

#AP aplZfEfiL. VU7 ILIDERELET .

[AC1] wlan ap apl model WA4320i-ACN

[AC1-wlan-ap-apl] serial-id 210235A35U007B000010

#H—ERXTUTL—MZEAP aplDTA VYL R2IZINAURL, H—ERTFUTL—FENLTAH LA
VIR ZAT U EVLANSIZEIY S TET,

[AC1l-wlan-ap-apl] radio 2

[AC1l-wlan-ap-apl-radio-2] service-template 1 vlan-id 5

#radio2ZxHHIZLET,

[AC1l-wlan-ap-apl-radio-2] radio enable

[AC1-wlan-ap-apl-radio-2] quit
[AC1l-wlan-ap-apl] quit

2. AC2MERFE:

HACA U BA—DIAADIPFRLRAEFHRELFT GEMIIRTINFEE
A)o #HACEERIACELTHEELE T,

<AC2> system-view
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[AC2] wlan guest-tunnel aggregation-ac

#AC1E Ty ACELTHREL. 7 ARVLANZVLANSIZERELET .
[AC2-wlan-aggregation-ac] edge-ac ip 192.168.2.1 vlan 5

#HF AN RV TO—ERIEZAR—TILITLET,

[AC2-wlan-aggregation-ac] wlan guest-tunnel flow-distribute enable

[AC2-wlan-aggregation-ac] quit

IP SecxE&%E:
#IPVAEARACL3111EERLE T,

[AC1] acl advanced 3111

#R—b18002/57K—k 18002~ DUDP RS 74y 7 & FF AT HACLIL—ILEERLET .
[AC1-acl-ipv4-adv-3111] rule permit udp source-port eq 18002 destination-port eq 18002
#7R—F60016~60031HV 57 R—~60016~60031~DUDPrS 71y %A § HACLIL—/L%E
ERLET,

[AC1-acl-ipv4-adv-3111] rule permit udp source-port range 60016 60031 destination-port range 60016 60031
[AC1-acl-ipv4-adv-3111] quit

#IPSech 5V A7+ — Lt yhranlZFERLET

[AC1] ipsec transform-set tranl

#HP/INTIRDATEIEIZE O RV E—FEFERT HELIZIPSech IV R T+ — Lty ERELET .
[AC1-ipsec-transform-set-tranl] encapsulation-mode tunnel

#IPSech TV RTA—LtyrDESPTOMILEIEELES

[AC1l-ipsec-transform-set-tranl] protocol esp

H#ESPRES S 7 LT X LsELTAES-CBC-1287 LT X LAE{FAL., ESPEEEE7ILTUX LELT
HMAC-SHAL7 LT X LZEFERT BES(ZIPSechk SV R IA— Ly b EEELET,

[AC1l-ipsec-transform-set-tranl] esp encryption-algorithm aes-cbc-128
[AC1l-ipsec-transform-set-tranl] esp authentication-algorithm shal

[AC1l-ipsec-transform-set-tranl] quit
#HIKEF—Fz—>keychainlZ# R LET
[AC1] ike keychain keychainl

#E7202.38.1.20EDIKER TV I—2av AT HRRIEAXF—ZFZRODLIITHELET .
123456 TESTplat&!.

[AC1-ike-keychain-keychainl] pre-shared-key address 202.38.1.20 255.255.255.0 key simple
123456 TESTplat&!

[AC1-ike-keychain-keychainl] quit

#HIKEZOI7A LprofilelZERLET .

[AC1] ike profile profilel

HEAEA XA ADF—Fz—keychainlZEELET .
[AC1-ike-profile-profilel] keychain keychainl

#HIPTRLADIDAA T LE202.38.1.20CE 7 IDERELET .
[AC1-ike-profile-profilel] match remote identity address 202.38.1.20 255.255.255.0

[AC1-ike-profile-profilel] quit

#m%;zltua%ﬁﬁ&&—&yxﬁ%m*ﬂ#olPSecrl-i"»—Mﬁm,lKE*j‘&I—&anyAééﬁi
LFET.

[AC1] ipsec policy mapl 10 isakmp
#IPSecR') & —IZIPVARERACL3111ZHRELE T,
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RE DHERR

[AC1-ipsec-policy-isakmp-map1-10]security acl3111
#IPSeciR!) o —IZIPSech SV R I+ —LtyMranlEEELET

[AC1-ipsec-policy-isakmp-mapl1-10]transform-set tranl

#IPSech> R IILOA—HILTRLR192.168.2.1&E—RP7 KL X202.38.1.20% % ELET .
[AC1-ipsec-policy-isakmp-map1-10] local-address 192.168.2.1

[AC1-ipsec-policy-isakmp-map1-10] remote-address 202.38.1.20

#IPSeciR) —IZIKEFR T 74 JLprofilel&ELET
[AC1-ipsec-policy-isakmp-mapl1-10]ike-profile profilel

[AC1-ipsec-policy-isakmp-map1-10]quit

#IP7RL RX192.168.2.1% &Y X T, IPSeciR) 2 —< v TF1%&VLAN-interface2[ZERALFEY .
[AC1] interface Vlan-interface 2

[AC1-Vlan-interface2] ip address 192.168.2.1 255.255.255.0

[AC1-VIan-interface2] ipsec apply policy mapl

[AC1-VIan-interface2] quit

#GigabitEthernetl/0/1% , 5 I R—hELTEREL . ZDPVIDEVLAN2IZEREL . R—REVLAN2IZ
BYHTEY,

[AC1] interface GigabitEthernet 1/0/1

[AC1-GigabitEthernet 1/0/1] port link-type trunk

[AC1-GigabitEthernet 1/0/1] port trunk pvid vian 2
[AC1-GigabitEthernet 1/0/1] port trunk permit vian 2

[AC1-GigabitEthernet 1/0/1] quit
#ACLIZIPSecEHRTE T AN ERMLEAETAC2IZIPSecE R ELE T GEMITRTINFEEA),

HEMNTETITDHE ACLEAC2OMIZIPSechy RILMNHEILSNET . EFIETTR—M18002 L 58 erh—b
18002MEID ST 195 . B L UELE TTHR—60016~ 6003158 55— k60016 ~60031DED ST 4
v1FIPSecTIRESINZE T,

#AC1EDIPSec SA% XK~ BIZIL. display ipsec saav REFEALET,
[AC1] display ipsec sa

Interface: Vlan-interface5

IPsec policy: mapl

Sequence number: 10
Mode: ISAKMP

Tunnelid: 0
Encapsulation mode: tunnel

Perfect Forward Secrecy:

Inside VPN:

Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428

Tunnel:
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local address: 192.168.2.1

remote address: 202.38.1.20

Flow:

sour addr: 0.0.0.0/0.0.0.0 port: 18002 protocol: udp
dest addr: 0.0.0.0/0.0.0.0 port: 18002 protocol: udp

[Inbound ESP SAs]

SPI: 2485516269 (0x9425f7ed)

Connection ID: 38654705664

Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1L
SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843187/986
Max received sequence-number: 264

Anti-replay check enable: Y

Anti-replay window size: 64

UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]

SPI: 3088244842 (0xb812e06a)

Connection ID: 38654705665

Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843187/986

Max sent sequence-number: 264

47

UDP encapsulation used for NAT traversal: N

Status: Active

HACLTH AU R T YT IRETHLHLEHRLET
[AC1] display wlan guest-tunnel all

Guest access tunnel information

Local Mode: Edge AC Tunnel Count: 1

Peer IP Address Local IP Address VLANSs State Interface
202.38.1.20 192.168.2.1 5 Up WLAN-Tunnell

HAC2TT AU R TV TIRETHH L HERLET
[AC2] display wlan guest-tunnel all

Guest access tunnel information

Local Mode: Aggregation AC Tunnel Count: 1

Peer IP Address Local IP Address VLANs State Interface
192.168.2.1 202.38.1.20 5 Up WLAN-Tunnell

BINATZNLT=IPSecS AR RILDERTE

FYNT—OEH

K 16I2RT &IIT. ACLIFTYPACELTHE R YR T —VICEESN ., AC2IZEHMACEL THE RV E
J—YICBEBEINET . WLANIZTZVERTHSANCDRD IS4 7R IEVLANSIZEIY BTN ET,

IYPACHST AT T4vIEREBIEL. FS T4V OENATT /AL RIZERE TEDKSIZ, IPSecT AR
FIVEHRELET . TYDACHLRIELI-, S T4 v IFEHMACICERE T A EIITNATT/NA REHRTELE
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16 RyrI7—IH

Internal network ) Guest tunnel External network
> Guest traffic

Edge AC NAT Aggregation AC
GE1/0/1 GE1/0/2
~m. GE1/0/1  10.1.0.2/16 wrelh 202.38.1.20/16
E ———————*
Client AP AC 1 AC 2
VLAN-interface 2 VLAN-interface 2
10.1.0.1/16 202.38.1.21/16
FIE
1. ACLDERIE:

HACA L B—TAADIPTRLAZHRELFT GEHIT R REINFE
A)o HACE T YUACELTIRELET,

<AC1l>system-view

[AC1]wlan guest-tunnel edge-ac

#IYUACHEMACELTAC2ZIEEL . 7 ARVLANEL TVLANSZHEELEY
[AC1l-wlan-edge-aclaggregation-ac ip202.38.1.21tunnel-source ip10.1.0.1vlan5
#7 AN R TO—DEEBMILET,

[AC1l-wlan-edge-ac]wlan guest-tunnel flow-distribute enable
[AC1-wlan-edge-ac]quit
#service templatelZ4ERLL . SSIDZguestiZREL. Y—ERTUTIL— EEADIZLET,
[AC1]wlan service-templatel
[AC1-wlan-st-1]ssid guest
[AC1-wlan-st-1]service-template enable
[AC1-wlan-st-1]quit
#AP aplZERL. VT ILIDERELET,
[AC1]wlan ap ap1ET JLWA4320i-ACN
[AC1-wlan-ap-ap1]i-') 7 )L1D210235A35U007B000010
#H—ERXTUTL—MZEAP aplD T A YL R2IZINAURL, Y—ERTFUTL—FENLTEHY
FAUNIGBU 54T U EVLANSIZEIY B TEY,
[AC1l-wlan-ap-apl]radio 2
[AC1-wlan-ap-apl-radio-2]service-templatelvlan-id5
#radio2ZHRIZLFET,
[AC1l-wlan-ap-apl-radio-2]radio enable
[AC1l-wlan-ap-apl-radio-2]quit
[AC1-wlan-ap-apl]quit

2. AC2DEE:
HACA U A—TIA RADIPTRLREHRELFT GEMIERRINFELEA).
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HACEEHACELTIEELET,

<AC2>system-view

[AC2]wlan guest-tunnel aggregation-ac

#AC1E T YU ACELTHEEL. 7 AFVLANZVLANSIZERELE T .
[AC2-wlan-aggregation-ac]ledge-ac ip10.1.0.1vlan5

#H7 AR R TO—BREEAR—TILIZLFET,

[AC2-wlan-aggregation-ac]wlan guest-tunnel flow-distribute enable

[AC2-wlan-aggregation-ac]quit

NATDEETE:

#GigabitEthernet1/0/1IZIP7FL R10.1.0.2%EIYLE TET,
<NAT>system-view

[NAT]interface GigabitEthernet1/0/1

[NAT-GigabitEthernet1/0/1]ip address10.1.0.2 255.255.0.0

[NAT-GigabitEthernet1/0/1]quit

#NATZRL RS IL—F0%ERL. ' IL—T 27 FLR202.38.1.23%:BMLET,
[NAT]nat address-group O

[NAT-address-group-0Jaddress202.38.1.23 202.38.1.23

[NAT-address-group-0]quit

#IPVAELARACL2000Z4ERLL . $- T #v110.1.0.3/16 M5/ VR R JL—
[NAT] acl basic 2000

[NAT-acl-ipv4-basic-2000] rule permit source 10.1.0.3 0.0.0.255

[NAT-acl-ipv4-basic-2000] quit

#GigabitEthernet1/0/2IZIP7 KL X10.1.0.2% &Y B TET,

[NAT] interface GigabitEthernet 1/0/2

[NAT-GigabitEthernet 1/0/2] ip address 202.38.1.20 255.255.0.0

#GigabitEthernetl/0/2 CRIEF 13V IPATEA +—TJLIZLET  ACLIL—/LTH RIS 1=
NTyrDREETIPTRLRIE, FRLRT L—FODTRLRIZERShFET,
[NAT-GigabitEthernet 1/0/2] nat outbound 2000 address-group O

[NAT-GigabitEthernet 1/0/2] quit

Configure IPsec on AC 1.

#IPVAYEGRACL3000Z1ERLE T,

[AC1] acl advanced 3000

#R—H18002/M 57K —F18002NDUDPMS T4y 7% EF A1 $ HACLIL—ILEERLETS ,
[AC1-acl-ipv4-adv-3000] rule permit udp source-port eq 18002 destination-port eq 18002
#R—F60016~60031/H\ 57 R—k60016~60031~DUDPrZ I 1y % Al HACLIL—ILE
TERLET,

[AC1-acl-ipv4-adv-3000] rule permit udp source-port range 60016 60031 destination-port range 60016 60031
[AC1-acl-ipv4-adv-3000] quit

#IPSech SV R 7A+—LitzyhtranlEERLET .

[AC1] ipsec transform-set tranl

#HPINTIRDATRIEIZE U RIVE—REFERT HESICIPSech SV R T+ — Ly bMERELET .
[AC1l-ipsec-transform-set-tranl] encapsulation-mode tunnel

#IPSech TV RTA—LtyrDESPTOMILEIRELES,

[AC1l-ipsec-transform-set-tranl] protocol esp
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H#HESPIE S 7 IILT ) X LELTIDEST7 LT X LZEFEAL, ESPEREI 7 /LT X Ls&ELTHMAC-
MD57 LT ) X LEFERATHESIZIPSech IR TIA—LtyhaHRELET,

[AC1-ipsec-transform-set-tranl] esp encryption-algorithm 3des-chc
[AC1-ipsec-transform-set-tranl] esp authentication-algorithm md5

[AC1-ipsec-transform-set-trani] quit
#HIKEF—F z—>keychainlEERLET
[AC1] ike keychain keychainl

#E7202.38.1.21DIKERT VI —2aV | ZERATAERERF—ZRDEISITHRELET,
123456 TESTplat&!.

[AC1-ike-keychain-keychainl] pre-shared-key address 202.38.1.21 255.255.0.0 key simple 123456 TESTplat&!
[AC1-ike-keychain-keychainl] quit

#IKEZOT74 JLprofilelZERLET .

[AC1] ike profile profilel

HERHBEXF RO FX—Fz—keychainlZiEELE T,

[AC1-ike-profile-profile1] keychain keychainl

HIKERT LT —2av N7 I Ly TE—RTEIET HILEIBELET .
[AC1-ike-profile-profilel]exchange-mode aggressive

#0—A)LIDEFQDN£h3c.comliZERELET .

[AC1-ike-profile-profile1] local-identity fgdn h3c.com
#HPTRLRADIDAA T LE202.38.1.21 CE 7 IDFHRELET .
[AC1-ike-profile-profilel] match remote identity address 202.38.1.21 255.255.0.0

[AC1-ike-profile-profilel] quit

#policylEWS A RTES — U RBE B 1EH DIPSeciR) o —Z B L. IKERT L IT—23 % LT
SAZEET AR —FIEELET,

[AC1] ipsec policy policyl 1 isakmp
#IPSec7R1) 2 —IZACL3000%&$EELET .
[AC1-ipsec-policy-isakmp-policyl-1] security acl 3000
#IPSeciR) o —®DIPSech 5 R 7+ —LitzyhranlZ#HRELET .
[AC1-ipsec-policy-isakmp-policyl-1] transform-set tranl

#IPSechb> R IILDYE—MPF7FLX202.38.1.21% R ELET
[AC1-ipsec-policy-isakmp-policyl-1] remote-address 202.38.1.21
#IPSec/R) L —IZIKEZTB77A JLprofilelZeELET .
[AC1-ipsec-policy-isakmp-policyl-1] ike-profile profilel

[AC1-ipsec-policy-isakmp-policyl-1] quit

#IP7FLX10.1.0.1% %Y H T, IPSeciR') > —2 v T 1% VLAN-interface5ITEALEY .

[AC1] interface Vlan-interface 5

[AC1-Vlan-interface5] ip address 10.1.0.1 255.255.0.0

[AC1-Vlan-interface5] ipsec apply policy policyl

[AC1-VIan-interface5] quit

#GigabitEthernet1/0/1%x ;52 VR—hELTEREL . ZDPVIDZVLAN2IZEEEL . R—FEVLAN2IZ
EYHTET,

[AC1] interface GigabitEthernet 1/0/1

[AC1-GigabitEthernetl/0/1]port link-type trunk
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[AC1-GigabitEthernet1/0/1]port trunk pvid vlan2
[AC1-GigabitEthernet1/0/1]port trunk permit vian2

[AC1-GigabitEthernet1/0/1]quit

H#HETDIGELGEWNE S, DPDON IO T EIThIA =N, YRSARTSR I EITh) A —EN D L5
[SERELFET

[AC1] ike dpd interval 10 retry 5 on-demand

HRART AV IIL—ERELET,

[AC1] ip route-static 0.0.0.0 0 10.1.0.2

HUEE)ACLAIRFI7 IV I DI5FE . IPSecTREEA R—TILIZLET,

[AC1] ipsec redundancy enable

Configure IPsec on AC 2:

#IPSech 5V A7+ —LtyhranlEERLET

[AC2] ipsec transform-set tranl

HPINTIRDATRIEISE O RIVE—REFERT HESICIPSech SV R T+ — Lty ERELET .
[AC2-ipsec-transform-set-tran1] encapsulation-mode tunnel

#IPSech SV AT —LtyrDESPTOMILERELES

[AC2-ipsec-transform-set-tranl] protocol esp

HESPREEL 7 I TUX LELTIDESTILIOYX LZEHERAL, ESPEESE7I/ILTY X LELTHMAC-
MD57 LT X LEERT AHELSIZIPSechk SV R I+ — Lty aRELET,

[AC2-ipsec-transform-set-tranl] esp encryption-algorithm 3des-cbc
[AC2-ipsec-transform-set-tranl] esp authentication-algorithm md5

[AC2-ipsec-transform-set-tranl] quit
#IKEFX—Fz—>keychainl#ERLET,
[AC2] ike keychain keychainl

#E7202.38.1.23,DIKERT L I—2av AT HRRIEAXF—ZFZROLIITHELET .
123456TESTplat&!.

[AC2-ike-keychain-keychainl] pre-shared-key address 202.38.1.23 255.255.0.0 key simple 123456 TESTplat&!
[AC2-ike-keychain-keychainl] quit

#HIKEZOT7A JLprofilelZEMLET .

[AC2] ike profile profilel

HERHAXF—RIEADF—Fz—keychainlZiEELE T,
[AC2-ike-profile-profile1] keychain keychainl

HIKERT LT —2av 7T Ly TE—RTEMET HIEEIRELET .
[AC2-ike-profile-profilel] exchange-mode aggressive

#FQDN®D R 44 7 &h3c.comDIETE ZIDZRELET,

[AC2-ike-profile-profilel] match remote identity fqdn h3c.com

[AC2-ike-profile-profilel] quit

#templatelLEWS BRI T —7 U RBE S 1DIPSecR) o —T o TL—hEERILE T,
[AC2] ipsec policy-template templatel 1

#IPSecR! o —T T L—HZIPSech SV R 74 —LtyMranlZiEELE T,

[AC2-ipsec-policy-template-templatel-1]transform-set tranl

#IPSeckr R ILIZO—HILTRKL R202.38.1.21%K/ELET,

[AC2-ipsec-policy-template-templatel-1] local-address 202.38.1.21
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#IPSecih) o —F U FL—KMIIKEZOJ 74 LprofilelZHELET,
[AC2-ipsec-policy-template-templatel-1] ike-profile profilel

[AC2-ipsec-policy-template-templatel-1] quit

#PSecih) & —F T L—emplatelZE AL TIPSecR) S —I U M) EER LAY —%& Zpolicyl
&L, sequence number Z1I1ZLEY,

[AC2] ipsec policy policyl 1 isakmp template templatel

#IP7RL X202.38.1.21%E|Y 1T, IPSeciR!) > —policylZVLAN-interface2l Z@ERALE T,
[AC2] interface Vlan-interface 2

[AC2-Vlan-interface2] ip address 202.38.1.21 255.255.0.0

[AC2-VIan-interface2] ipsec apply policy policyl

[AC2-VIan-interface2] quit

#GigabitEthernet1/0/1%Z ;57 R—hELTREL . TDPVIDZVLAN2IZEREL . R—FEVLAN2(Z
BYHTET,

[AC2] interface GigabitEthernet 1/0/1

[AC2-GigabitEthernet 1/0/1] port link-type trunk [AC2-GigabitEthernet

1/0/1] port trunk pvid vlan 2

[AC2-GigabitEthernet 1/0/1] port trunk permit vlan 2

[AC2-GigabitEthernet 1/0/1] quit

#HET DL ELGZWMEE . DPDALOM T EICMA—EN  YSAIHETSH I LT A—Eh b L5
ICERELET .

[AC2] ike dpd interval 10 retry 5 on-demand

HABT AU I —FERELET,

[AC2] ip route-static 0.0.0.0 0 10.2.0.3

#EE)AC2HIRFI7 v DIHE | IPSeciEEE A +—TILIZLET,

[AC2] ipsec redundancy enable

MR TITHE ACLEAC2DREIZIPSechk RIILMFEII SN FET , E{ETTAR—F18002& %8 Feh— b+

18002MEID ST 1v5 . B L UELE TTAHR—F60016~60031& 58 55— 60016 ~60031DEDFS5T 4
v13IPSecTIRESINZE T,

#AC1_EDIPSec SA%XFRR3 BIZ(Z, display ipsec saav U REFEALET,
[AC1] display ipsec sa

tunnel Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N Traffic Flow
Confidentiality enable: N Path MTU: 1436
Tunnel:
local address: 10.1.0.1
remote address: 202.38.1.21 Flow:
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sour addr: 0.0.0.0/0.0.0.0 port: 18002 protocol: udp dest addr:
0.0.0.0/0.0.0.0 port: 18002 protocol: udp

[inbound ESP SA]
SPI: 3885901857 (Oxe79e2821)
Connection ID: 55834574848
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3160 Max received
sequence-number: 5
Anti-replay check enable: Y Anti-
replay window size: 64
UDP encapsulation used for NAT traversal: Y Status:
Active

#ACLTT AN RILD TV TIRETHAHLEHERLET
[AC1] display wlan guest-tunnel all

Guest access tunnel information

Local Mode: Edge ACTunnel Count:

Peer IP Address Local IP Address VLANS State
202.38.1.21 10.1.0.1 5 Up

HAC2TH AR RO TV TIRRETH D LEHRLET
[AC2] display wlan guest-tunnel all

Guest access tunnel information
Local Mode: Aggregation ACTunnel Count: 1

Interface
WLAN-Tunnell

Peer IP Address VLANSs State Interface
10.1.0.1 5 Up WLAN-Tunnell
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