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Cloudnet @ HCLIWX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACT000

H3C WLAN Management Platform
WX2812X-PWR

‘ 2 admin ‘

‘ a sssee © ‘

Remember username

English =

@ HCL(SPF1060)

@ iMC

Hac PORTAL

[—;53 Vhware




@ ClouddP @ v 00 @ HCL(SPFI @ iMC  wac PORTAL [[gg v

H3‘ WX2812X-PWR ﬁ Save .‘j Roadmap :. admin

New Password

Confirm Password

Note: The administrator password takes e 1 all network devices man
ick to vi
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H3C H3C=45] = ey 2 5540H) @ Anchor-ac H @ ClouddP @ vACI000 @ HCLSPF1060) @ iIMC  wac POR [z VMware

H3‘ WX2812X-PWR ﬁ Save ."i Roadmap :. admin

Region Code JAPAN(JP)
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| hitps://192.168.0.100/wnm/frame/index.php#M_QuickNetStart

H3CEH] 7 : =T R kel Cloudnet @ HCLIWX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACT000 @ HCL(SPF1050) @ iMC  wac PORTAL [[gg VMware

H3‘ WX2812X-PWR ﬁ Save ."i Roadmap :. admin

< through a gate




(3 H3C Cloudnet X +

| hitps://192.168.0.100/wnm/frame/index.php#M_QuickNetStart

H3CEF| e i) =d &S FEEEiE Cloudnet @ HCLIWX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLISPF1060) @ iMC  wac PORTAL

H3‘ WX2812X-PWR ﬁ Save ."i Roadmap :. admin
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Cloudnet Internet

Clients

Details lefres Delete Offline Devices

Ports Population

Gateway




(3 H3C Cloudnet X +

5 | Ritps//192.168.0.100/wnm/frame/index.php#M_QuickNetStart

H3CEH] 7 b R REHEE Cloudnet @) HCL(WXS540H) @ Anchor-ac @ AC( ) @ ClouddP @\ 060) @ iMC  hac

H3‘ WX2812X-PWR ﬁ Save ."i Roadmap _.. admin

Gateways & AC
- A

Swilching Device
5 0/0
Cloudnet Internet

APs: 1M
Clients: 1

WX2812X-PWR (Gateways & ACs)
SN: 219801A40P8229E00002

WAB320-IP (APs)
SN: 219801A2YF8216E00030

Clients

Thumbnail Download Refresh Delete Offline Devices
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| hitps://192.168.0.100/wnm/frame/index.php#M_QuickNetStart

HaC= 7] & ! ] 2 ok Cloudnet @ HCLIWXs340H) @ Anchor-ac AC(WAT804H) @ CloudAP @ VAC1000 @ HCLISPF1060) @ iMC  wac PORTAL

H3‘ WX2812X-PWR ﬁ Save ."i Roadmap _.. admin
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H3CEH] 7 : =T R kel Cloudnet @ HCLIWX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACT000 @ HCL(SPF1050) @ iMC  wac PORTAL [[gg VMware

H3‘ WX2812X-PWR ﬁ Save .‘j Roadmap :. admin

Wi-Fi Name™ H3C_QuickNet (110 32 cl

You can enter a maximum of 10 Chinese characters.
Password @ Use password Not use password

Password eereneana]
The password must be a string of 8 to 63 characters, which can be digits, |

etters, and special characters.
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<« - C A FRESNTLVELERE | bitps//192.168.0.100/wnm/frame/index.php#M_QuickNetStart B 2 3 oa 2
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR ﬁ Save ."i Roadmap ... admin

Step One: Basic Configuration

Region Code:
Work Mode: Out-of-Path Mode

Step Two: Network Access Configuration

Network Access Method:

Gateway: Third-party gateway

Step Three: Wireless Configuration

Wi-Fi Name

> H3C-G-447120

H3C_QuickNet



(3 H3C Cloudnet X +

@ ClouddP @ v 00 @ HCL(SPFI @ iMC  wac PORTAL [[gg v

H3‘ WX2812X-PWR ﬁ Save ."i Roadmap :. admin

Wireless sen 7120is for d initializati As a best pr : i , delete the wirel ervice after
service deployment. After deleting the wirel n continue to : 158 Are you sure you want to delet
e the | e
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Confirm x

Are you sure you want to logout?
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PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware
H “ WX2812X-PWR H Save .‘.' Roadmap | & admin
Dashboard
Dashboard
Monitoring > Eb Logs 5 0 4 i CPU | 5%
Notification Memory N 55%
Quick Start >
AP o= Clients o
Wireless Configuration > C = C =
Busy APs Top5 Clinets B 5GHz 2 AGHz
Network Configuration > e OUTDOOR2 1
& Onlins(4) s LAB 0 02 10 100 005%) Clients & 5GHz (0.00%)
Offline(5 - ax b
Network Security » ine(3) 9 Lossy o 1 2.4GHz (100.00%
ROOMO1 0
ROOMOZ 0
Application Security >
System > Wireless Services o= Wireless Traffic o
— 2812x Wifi_2 Wifi_3 Wifi_ 4 — Wifi_5
Client Quantity W 5GH: 2.4GHz Traffic (Mbps) - B - - Y
Tools >
5 25
20
15
4 10
3 % Time
13:00 13:30 14:00 14:30 14:59 15:29 15:59 16:29 16:59 17:14 (hh:mm)
2 Traffic (Mbps) —— Inbound —— Qutbound
125
10.0
1 75
5.0
0
2_3 Time
2812x

13:00 13:30 14:00 14:30 14:59 15:29 15:59 16:29 16:59 17:14 (hh:mm)
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Confirm x

Are you sure you want to save the current configuration?




e WX2812X-PWR|Dashboard x + N = (m]} .

« > C A FRESNTUVELERE | btps//192.168.0.100/wnm/frame/index.php#M_Dashboard?np=Syslog.Syslog B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save .""’ Roadmap | ... admin

Dashboard » System Logs

Dashboard

Time a | Level | Description Actions =
Quick Start >

2023-06-2215:18:22 Notification -VSD=vsd-SrcMAC=1019-65c2-45e0; AP spoofing client detected.
Wireless Configuration >

2023-06-22 15:18:23 Notification -VSD=vsd-SrcMAC=9646-8d37-e15c; Beacon flood detected.
Network Configuration > 2023-06-22 15:18:24 Notification -VSD=vsd-SrcMAC=NULL; CTS flood detected.

2023-06-22 15:18:24 Notification -VSD=vsd-SrcMAC=c651-be81-aBcc; RTS flood detected.
Network Security >

2023-06-22 15:18:24 Notification -VSD=vsd-Channel=104; Prohibited channel detected.
Application Security >

2023-06-22 15:18:27 Notification -V5D=vsd-SrcMAC=f474-880b-5430; Probe request flood detected.
System > 2023-06-22 15:18:30 Notification -VSD=vsd-Channel=124; Prohibited channel detected.
Tools N 2023-06-22 15:18:33 Notification -VSD=vsd-SrcMAC=ee55-b80a-ad03; BlockAck flood detected.

2023-06-22 15:18:33 Notification -VSD=vsd-Channel=132; Prohibited channel detected.

2023-06-22 15:18:34 Notification -VSD=vsd-Channel=136; Prohibited channel detected.

2023-06-22 15:18:36 Notification -VS5D=vsd-SrcMAC=1019-65c2-41c0; AP spoofing client detected.

2023-06-22 15:18:36 Notification -VSD=vsd-Channel=140; Prohibited channel detected.

2023-06-22 15:18:37 Notification -V5D=vsd-5rcMAC=f474-880b-5431; AP impersonation attack detected.

2023-06-22 15:18:37 Notification -VSD=vsd-Channel=144; Prohibited channel detected.

Total 572 entries, 572 matched.Page 7/ 7. 4 <4 B> Bl Q




@ Wx2812X-PWR|Dashboard x +

<« - C A FRESNTUVELERE | btps//192.168.0.100/wnm/frame/index.php#M_Dashboard?np=Syslog.Syslog
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System log statistics xX
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Emergency Alert Critical Error Warning  Notification Informational Debugging
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<« - C A FRESNTOVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_Dashboard?np=WDashboard.index&tab=3 B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware
H ;‘ WX2812X-PWR H Save .‘.' Roadmap | & admin
Dashboard » Details
Dashboard
9 5 System Usage
Monitoring >
Quick Start > Current time 1 5.4604 System up time 0 DayS
2023-06-22 03:16:02
Wireless Configuration >
Network Configuration >
Serial number:
Network Security > 5%
Flash 219801A40P8229E00002
CPU
Application Security > Used ’
Bootrom:
0 Free
System > 51 ‘6
Mem 1.09
Tools >
Hardware:
Ver.A
Software:

7.1.064, ES5 5620




e WX2812X-PWR|Dashboard x + e - a X

<« - C A FRESNTOVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_Dashboard?np=WDashboard.index&tab=3 B =2 W o} o &

PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'" Roadmap | ... admin

Dashboard » Details
Dashboard
APs(9) 5 1

Monitoring >

Performance Top 5 by usage-Rates
Quick Start >

APs 9 Radios 23 AP Name | RxRate(Mbps)  Q AP Name | TxRate(Mbps) Q
Wireless Configuration > 802.11b(2.4GHz) 0 802.11a(5GHz) 0 — —— — 2l

802.11n(2.4GHz) 1 802.11n(5GHz) 0
Network Configuration > 802.11g(2.4GHz) 0 802.11ac(5GHz) 2

802.11ac(2.4GHz) 0 802.11ax(5GHz) 12
Network Security > 802.11ax(2.4GHz) 8

Noise floor (dBm)
Application Security >

N

Feir N -200 -105 -100 -95 -90 -85 -80 75 -70 0

Channel usage (%) Top 5 by usage-Clients
Tools > APName | SGHzClents —Q APName | 24GHzClients Q

KX [ 1 La8 1
0 10 20 30 40 50 60 70 80 90 100
APs

Search
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Cloudnet @ HCLIWX5540H)

6 Anchor-ac

@ AC(WA1804H)

@ Cloudap

@ vaciooo

@ HCL(SPF1060)

@ iMC

nac PORTAL [—[il VMware

H Save

."'i Roadmap | ... admin

Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Configuration

Network Security

Application Security

System

Tools

Dashboard » Details

Channel usage (%)

=] En
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AP Name a ‘ AP Model

LAB

LOBBY

OUTDOOR

OUTDOOR2

ROOMO1

ROOMOZ

ROOMO3

WAB320-JP

WAB320-IP

WABG30X-IP

WAG320-IP

WAB638-IP

WAB320-IP

WAB528i-1P

50

N\ Online
3\ online
R\ 0ffline
S\ Online
N 0ffline
S\ Online

A\ 0ffline

Total 9 entries, 9 matched, Oselected.Page 7/ 7.

60

70

IP Address

10.10.11.143

192.168.0.13

192.168.0.51

192.168.0.12

80

90 100

Serial ID

219801A2YF821...

219801A2YF821...

219801A2RF821...

219801A2YF821...

219801A2KF820...

219801A2YF821...

219801A3M682...

802.11ax(5GHz)...

802.11ax(5GHz)...

802.11ax(5GHz)...

802.11ax(5GHz)...

802.11ax(5GHz)...

802.11ax(5GHz)...

802.11ax(5GHz)...

10p 5 Dy Usage-Liients

AP Name
LAB

default-group
default-group
default-group
default-group
default-group
default-group

default-group

| 5GHz Clients
1

Clients

Q

AP Name

Search
Traffic(Tx/Rx in Byte)
1385660499/2346585...
3855292/296318173
0/0
0/0
0/0
42597/75031

0/0

| 2.4GHz Clients

Uptime

0-00:50:13

0-00:19:06

0-00:00:00

0-00:09:25

0-00:00:00

0-00:21:16

0-00:00:00
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e WX2812X-PWR|Dashboard x + N = (m]} .

<« - C A FRESNTOVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_Dashboard?np=WDashboard.index&tab=3 B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save .""’ Roadmap | ... admin

Dashboard » Details
Dashboard
9 Wireless Services(5) 1
Monitoring >
Wireless services
Quick Start >
- Search -
Wireless Configuration >
Wireless Service Name a SSIiD Forwarding Type Authenticator Authentication Mode Cipher Suite Default VLAN | Wireless Service
Network Configuration > 1 2812x Centralized AC Static PSK TKIP & CCMP 2 ® on
Network Security N 2 Wifi_2 Centralized AC Static PSK TKIP & CCMP 2 O OFF
3 Wifi_3 Centralized AC Static PSK TKIP & CCMP 2 O OFF
Application Security >
4 Wifi_4 Centralized AC Static PSK TKIP & CCMP 2 =
System > 5 Wifi_5 Centralized AC Static PSK TKIP & CCMP 2 O oFF
Tools >

Total 5 entries, 5 matched.Page 7/ 7. 14 <4 > B Q




6 WX2812X-PWR|Dashboard x + e - a X

<« - C A FRESNTOVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_Dashboard?np=WDashboard.index&tab=3 B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware
H ;‘ WX2812X-PWR H Save .‘.' Roadmap | & admin
Dashboard » Details
Dashboard
9 5 Clients(1)

Monitoring >

Performance Top 5 by usage Upload | Download
Quick Start >

Clients 1
Wireless Configuration 802.11b(2.4GHz) 0 802.11a(5GHz) 0

(B8-E2-65-35-5D-0E

802.11g(2.4GHz) 0 802.11n(2.4GHz) 0
Network Configuration 802.11n(5GHz) 0 802.11ac(2.4GHz) 0

802.11ac(5GHz) 0 802.11ax(2.4GHz) 0
Network Security > 802.11ax(5GHz) 1

SNR(dB)
Application Security >

N S — I NS EE—

System > 10 15 20 25 30 35 40 45 50 55 60 65 70

Rate (Mbps) Device types
Tools >

| J— -
0 24 54 108 390 780 1170 1300
Clients

Search
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| http 92.168.0.100/wnm/frame/index.php

H3‘ WX2812X-PWR . Save ... Roadmap | g admin

Dashboard

Monitoring Clients Clients Info Access Category Frames Access Category Bytes Total Frames Total Bytes

s Wireless Networks Wireless Services Wireless Services Statistics

Wireless Configuration . _ L
Access Points 5 AP Groups APs Statistics

Network Configuration
RF Monitoring RRM Spectrum Analysis

Network Security
Wireless Security WIPS

Application Security
Application Monitoring Bonjour Multicast Optimization Client Proximity Sensor

System

Tools

ex.php#M_Monitoring



6 WX2812X-PWR|Monitoring|Client: X + i = (m]} .

¢« > C A FESNTLEWERE | hips//192.168.0.100/wnm/frame/index.php#M_MonClients B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Monitoring ¥ Clients » Clients Info

Dashboard
Clients =
Menitoring > Total 5GHz 2.46Hz
1 1 0
Quick Start >
Wireless Configuration >
By AP By SSID
Network Configuration >
LAB 1 0 2812x 1 0
Network Security >
Application Security >
System >
Tools >
1M 14 <4 B> Bl 11 4 <4 B> Bl
By Authentication Mode By radio type
&% 802.11a(5GHz)
% Open 802.11n(5GHz)
8021x 802.11ac(5GHz)
MAC 802.11ax(5GHz)
Portal 802 11b(2.4GHz)
MAC + Portal 802 11g(2.4GHz)
PSK + WEP

802.11n(2.4GHz)
802. 11ac(2.4GHz)




e WX2812X-PWR|Monitoring|Client: X + i = (m]} .

« > C A RESNTOVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_ACFrame B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Monitoring » Clients > Access Category Frames

Dashboard - Search

Monitoring N MAC Address a ‘ VO(Tx/Rx/Dropped) ‘ VI{Tx/Rx/Dropped) ‘ BE(Tx/Rx/Dropped) ‘ BK(Tx/Rx/Dropped) | —]
(8-E2-65-35-5D-0E 2/0/0 0/0/o 133,093/297,804/0 4/0/0
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

Total 7 entries, 7 matched.Page 7/ 7. 4 <4 B> Bl Q




e WX2812X-PWR|Monitoring|Client: X + i = (m]} .

<« - C A RESNTVELERE | btps//192.168.0.100/wnm/frame/index.php#M_ACByte B & W 3} o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Monitoring » Clients > Access Category Bytes

Dashboard - Search

Monitoring N MAC Address a ‘ VO(Tx/Rx/Dropped) ‘ VI{Tx/Rx/Dropped) ‘ BE(Tx/Rx/Dropped) ‘ BK(Tx/Rx/Dropped) | —]
(8-E2-65-35-5D-0E 368/0/0 0/0/o 110,130,436/344,938,822/0 184/0/0
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

Total 7 entries, 7 matched.Page 7/ 7. 4 <4 B> Bl Q




e WX2812X-PWR|Monitoring|Client: X + i = (m]} .

« > C A FRESNTLELERE | bitps//192.168.0.100/wnm/frame/index.php#M_TotalFrame B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Monitoring ¥ Clients » Total Frames

Dashboard - Search

Monitoring > MAC Address a ‘ Transmitted ‘ Received ‘ Dropped =
(8-E2-65-35-5D-0E 133,265 297,975 0
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

Total 7 entries, 7 matched.Page 7/ 7. 4 <4 B> Bl Q




e WX2812X-PWR|Monitoring|Client: X + i = (m]} .

¢« > C A FBESWTLELWERE | htes//192.168.0.100/wnm/frame/index.php#M_TotalByte B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Monitoring » Clients » Total Bytes

Dashboard - Search

Monitoring > MAC Address a ‘ Transmitted ‘ Received ‘ Dropped =
(8-E2-65-35-5D-0E 110,130,988 344,938,822 0
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

Total 7 entries, 7 matched.Page 7/ 7. 4 <4 B> Bl Q




e WX2812X-PWR|Monitoring|Wirele X + i = (m]} .

¢« > C A FESNTVELWERE | bips//192.168.0.100/wnm/frame/index.php#M_MonSSID B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Monitoring » Wireless Networks » Wireless Services

Dashboard Search
Monitoring > Wireless Service Name. SSIiD Forwarding Type Authenticator Authentication Mode Cipher Suite Default VLAN Wireless Service
1 2812x Centralized Local AC 1 Static PSK TKIP & CCMP 2 ® oy
Quick Start >
2 Wifi_2 Centralized Local AC 0 Static PSK TKIP & CCMP 2 O oFF
B e 3 wifi_3 Centralized Local AC 0 Static PSK TKIP & CCMP 2 ® off
Network Configuration 5 4 Wifi_4 Centralized Local AC 0 Static PSK TKIP & CCMP 2 O oFF
5 Wifi_5 Centralized Local AC 0 Static PSK TKIP & CCMP 2 @ oFF
Network Security >
Application Security >
System >
Tools >

Total 5 entries, 5matched.Page 7/ 7. 4 <4 B> Bl Q




e WX2812X-PWR|Monitoring|Wirele X + i = (m]} .

¢« > C A FBESNTVEWERE | btps//192.168.0.100/wnm/frame/index.php#M_WSReport B % O o & :

PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save .""’ Roadmap | ... admin

Dashboard Search
Monitoring N Frames(Tx/Rx) Frame Bytes(Tx/Rx) Data Frames(Tx/Rx) Data Frame Bytes(Tx/Rx) Association Frames(Tx/Rx) | —]
1 LAB 1 133,489/298,060 110,195,875/344,973,594 133,484/298,055 110,195,541/344,972,983 0/0
Quick Start >
1 LAB 2 1,988,949/1,210,998 2,236,642,896/1,041,021,665 1,988,946/1,210,395 2,236,642,677/1,041,021,364 11
Wireless Configuration > 1 LOBBY 1 230,095/55,977 296,318,437/3,855,611 239,092/55,974 296,318,173/3,855,292 0/0
Network Configuration > 1 LOBBY P 0/0 0/0 0/0 0/0 0/0
1 ROOMO2 1 0/0 0/0 0/0 0/0 0/0
Network Security >
1 ROOMO?2 2 353/367 75,224/42,904 351/364 75,031/42,597 0/0
Application Security > 1 OUTDOOR?2 1 0/0 0/0 0/0 0/0 0/0
=i N 1 OUTDOOR?2 2 0/0 0/0 0/0 0/0 0/0
Tools >

Total 8 entries, 8matched.Page 7/ 7. 4 <4 B> Bl Q




e WX2812X-PWR|Monitoring|Acces: X + i = (m]} .

¢« > C A FESNWTVELERE | btps//192.168.0.100/wnm/frame/index.php#M_MonAPs B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'" Roadmap | & admin

Monitoring ¥ Access Points » APs

Dashboard
AP guantity =
Monitoring > Online APs Offline APs Unhealthy APs
© 4 @5 0o
Quick Start >
Wireless Configuration >
By AP model By AP type
Network Configuration >
% Online manual APs
o Auto APs
Network Security >
Offline manual APs
Unauthenticataed APs LS
Application Security >
System >

Tools >




6 WX2812X-PWR|Monitoring|Acces: X + i = (m]} .

« > C A FRESNTUELERE | btps//192.168.0.100/wnm/frame/index.php#M_MonAPGroups B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Monitoring » Access Points » AP Groups

Dashboard

By AP model
Monitoring >

default-group 6 9

Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >

1” I <o p> p|
Application Security >
System >

Tools >




e WX2812X-PWR|Monitoring|Acces: X + i = (m]} .

« > C A RESNTUELERE | btps//192.168.0.100/wnm/frame/index.php#M_APReports B » W ) o &

PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Monitoring ¥ Access Points » APs Statistics

Dashboard - Search

Monitoring s APName a | AP Model | SeriallD | MAC Address | Radio Type | Status (=

LAB WA6320-P 219801A2YF8216E00030 5C-A7-21-F3-67-20 802.11ax(56H2)(1), 802.11ax(2.4GHz...  Online
Quick Start >

LOBBY WA6320-IP 219801A2YF8216E0001L 5C-A7-21-F3-61-A0 802.11ax(56H2)(1), 802.11ax(2.46Hz...  Online
Wireless Configuration > OUTDOOR WA6630X-IP 219801A2RF8214E0000K N/A 802.11ax(56H2)(1), 802.11ax(5GHz)(..  Offline

H 3 - -28-Le- -Co- lax Z R laxie, Z... nineg

Network Configuration > OUTDOOR?2 WA6320-IP 219801A2YF8217E00048 9(-54-C2-4D-EB-AD 802.11ax(5GH2)(1), 802.11ax(2.4GHz...  Onli

ROOMOT WA6638-P 219801A2KF8209E0007R N/A 802.11ax(56H2)(1), 802.11ax(5GHz)(..  Offline
Network Security >

ROOMO2 WA6320-P 219801A2YF8216E00036 5C-A7-21-F3-67-E0 802.11ax(56H2)(1), 802.11ax(2.46Hz...  Online
Application Security > ROOMO3 WAG528i-P 219801A3ME8227E0001B N/A 802.11ax(5GH2)(1), 802.11ax(2.4GHz...  Offline
e N ROOMO4 WAG638 219801A24F8201E0000) N/A 802.11ax(5GH2)(1), 802.11ax(5GHz)(..  Offline

ROOMOS WA538-Jp 219801A295919960001Q N/A 802.11ac(56H2)(1), 802.11ac(56Hz)(2...  Offline
Tools >

Total 9 entries, 9matched.Page 7/ 7. 4 <4 B> Bl Q




@ WX2812X-PWR|ManitoringRF Mc X J& AYF-Fuk04EEIPETELA~ X + W - o X

« > C A RESNTVELERE | btpsy//192.168.0.100/wnm/frame/index.php#M_MonRFOptimization B =2 W ) o &
PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

HSave ."'i Roadmap | ... admin

Monitoring » RF Monitoring » RRM

Dashboard
DFS o= TPC o=
Monitoring > AP Name | Radio | Date | Time Q
LAB 5GHz(1) 2023-06-22 16:29:59
Quick Start > @ Interference LAB 5GHz(1) 2023-06-22 16:40:59
% Packet dropping LAB 2.4GHz(2) 2023-06-22 16:07:59
Wireless Configuration > % Retransmission LAB 2.4GHz(2) 2023-06-22 16:18:59
@ Radar signal LAB 2.4GHz(2) 2023-06-22 16:29:59
Network Configuration > @ Busy LAB 2.4GHz(2) 2023-06-22 16:40:59
®» Others LAB 2.4GHz(2) 2023-06-22 16:51:59
Network Security > LOBBY 5GHz(1) 2023-06-22 16:18:59
1/5 4 <4 B> Bl
Application Security >
S N Bandwidth Adjustment o=
AP Name | Radio | Date | Time Q
Tools > LAB 5GHz(1) 2023-06-22 16:35:59
LOBBY 5GHz(1) 2023-06-22 16:35:59
0UTDOOR2 5GHz(1) 2023-06-22 16:35:59
ROOMODZ 5GHz(1) 2023-06-22 16:35:59

-“p] 14 <4 »> »i




@ Wx2812X-PWR|Monitoring|RF Mo X + v = o X

<« - C A FRESNTOVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_MonitoringSpectrumAnalysis B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Monitoring » RF Monitoring » Spectrum Analysis

Dashboard
Interference device information o= Channel quality information o=

Monitoring > No interference devices exist. Quantity

5

4
Quick Start >

3
Wireless Configuration > 2

1 90-100
Network Configuration > 100.00% 0 Quantity: 0

LIUEITY
0 170 20 30 40 50 60 70O 80 90 100

Network Security >
Application Security >
System >

Tools >




e WX2812X-PWR|Monitoring|Wirele X + i = (m]} .

« > C A FRESNTVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_WipsDashboard B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'" Roadmap | & admin

Monitoring » Wireless Security > WIPS

Dashboard
Attack statistics oY Device information oY =
Monitoring > Flood 293,607
| 80% 20% AP:
. CTS
uick Start p
¢ > I, 33700 AP Client lie 24
BlockAck
Wireless Configuration > I 29950
52.05% Beacon
I 40400
Network Configuration > Authentication
| 227
AssociationRequest
Network Security > 0
Auth(AP)
Uncate(client) [
Application Security N Others 20,622 Malformed packet 249,839 Rogue
ClientSpoofAP MalformedAssocRequest Auth(client) - _ Mesh
System > I 20595 0
AdhocSpoofAP InvalidSourceAddress
0 I 2ocT
Tools > APSpoofAdhoc AbnormallBSS&ESS
APSpoofClient FATA-Jack '_____.--"'
- 0 Ext(P) —
APSpoofAP DuplicatelE
0 EE. ¢
Countermeasure Statistics oY =

789(77.05%) 12001.72%) 11200394%) 3(0.29%) Oo%)
Class Ass Att Black Manu




e WX2812X-PWR|Monitoring|Applic X + i = (m]} .

« > C A FRESNTVELERE | btpsy//192.168.0.100/wnm/frame/index.php#M_MonBonjour B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Monitoring » Application Monitoring > Bonjour

Monitoring > Services Name a ‘ Instance Name ‘ Protocol ‘ IP Address ‘ VLAN ‘ TTL | —]
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

Total 0 entries, @matched.Page 7/ 7. 4 <4 B> Bl Q




e WX2812X-PWR|Monitoring|Applic X + i = (m]} .

« > C A FRESNTVELEE | btps//192.168.0.100/wnm/frame/index.php#M_MonitoringMulticast B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'" Roadmap | ... admin

Monitoring » Application Monitoring » Multicast Optimization

Dashboard
Statistics IPvd | IPve =
Monitoring > Multicast sources Multicast groups IGMPv1/IGMPy2 clients 1GMPv3 clients
0 0 0 0
Quick Start >
Wireless Configuration >
Duration o Client version o
Network Configuration >
Network Security >
Application Security >
System >
Tools >
Client o Multicast group o
MAC Address | Duration(hh:zmm:ss) | IPv4 Multicast Groups Q Multicast Source | Multicast Group | Clients Q




6 WX2812X-PWR|Monitoring|Applic X + i = (m]} .

« > C A FRESNTOVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_MonProbe B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Monitoring » Application Monitoring » Client Proximity Sensor

Dashboard

Clients o= Duration o Vendor o
Monitoring >
Quick Start >

0% 0%
Wireless Configuration > Associated Active
Network Configuration >
Network Security > Total Associated Disassociated Active Inactive
0 0 0 0 0

Application Security >
S > Statistics eI 4

Tools >




I;il Dashboard

E Monitoring

m Quick start

m Wireless Configuration

m Network Configuration

m Network Security

m Application Security

m System

m Tools

m Cloudnet
HRICTHHERREICRY AE

!E [HGUI
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+

5 | Rt //192.168.0.1 vnm/frame/index.php

H3CEH] JEpa] = Cloudnet @) HCL oH) @ Anchor-ac A ) CloudAP \ 0 @ HCLSPFI060) @ iMC  wac PORTAL

. Save ..' Roadmap | g admin

Dashboard

Monitoring

Quick Start

Wireless Configuration Add Wireless Services
Network Configuration

Network Security

Application Security

System

Tools




@ Wx2812X-PWR|Quick Start/Add A1 X + v = o X

« > C A RESNTVELERE | bitps//192.168.0.100/wnm/frame/index.php#M_AddAp B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware
H “ WX2812X-PWR H Save .‘.' Roadmap | & admin
Quick Start » Add AP
LEEIDTETT Name =« AP connection priority . ,
(1-64 chars) 4(Inherit) (0-7, Inherit by default)
Monitoring >
Description (1-64 chars) CAPWAP tunnel keepalive Echo interval
Quick Start > 10(Inherit) seconds (0,5-255, Inherit by default)
i
Wireless Configuration > Model « Celect Request retransmission Retransmission interval
elect... v
; ; 5(Inherit) seconds (3-8, Inherit by default)
Network Configuration > ® Serial ID
(1-63 chars)
N > Retransmission attempts
O MACsddress HH-HH-HH-HH-HH-HH
S 3(Inherit) (2-5, Inherit by default)
Application Security >
AP group name . .
_ Statistics report interval
default-group P 50(Inherit) seconds (0-240, Inherit by default)
System >
Region code Celect.. . CAPWAP tunnel encryption ©~ O ON O OFF @ Inherit (OFF)
Tools >

Software upgrade O ON O OFF ® Inherit (ON)




@ Wx2812X-PWR|Quick Start/Add \\ X + v = o X

<« - G A FRESNTLVELERE | btpsy//192.168.0.100/wnm/frame/index.php#M_AddSsid B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Quick Start » Add Wireless Services

Dashboard

Basic settings Authentication settings
Maonitorin

‘ ? Wireless service name Authentication mode @ Open (no authentication)
(1-63 chars)

Quick Start > O Static PSK

SSID

* (1-32 chars) O 802.1%

Wireless Configuration > (O 802.1X (clear)

Description (1-64 chars) O Static WEP
Network Configuration > O MAC Authentication

#“
Network Security > Wireles Sory - [JIPv4 Portal Authentication
eless oervice [ IPv6 Portal Authentication
Application Security > Default ULAN 1(default) (1-4094, 1 by default) Authenticator ®Ac
O ap

E— > Hide 551D Oes @Mo Management Frame ON @ OFF

User Isolation OVYes @ No .
Tools > Protection

Forwarding type ® Centralized

O Local

[J Policy-based




@ Wx2812X-PWR|Quick Start/ddd L~ X + v = o X

¢« > C A FESWTLEWERE | htps//192.168.0.100/wnm/frame/index.php#M_AddUser B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware
H “ WX2812X-PWR H Save .‘.' Roadmap | & admin
Quick Start » Add User
Dashboard
Username =
(1-55 chars)
Monitoring >
Password
(1-63 chars)
Quick Start >
Confirm password
Wireless Configuration >
description (1-127 chars)
Network Configuration >
~
Network Security >
Authorization user group
Select... v
Application Security >
Service types O ADVPN(J IKE(D IPoE D LAN access (] Portal J PPP () SSL VPN
System > Max concurrent logins (1-1024)
Tools > R
Authorization attributes * Authorization ACL

4+  (2000-4999)

minutes (1-120)

e |dle timeout

* Authorization VLAN

(1-4094)

e SSLVPN policy group

(1-31 chars)




@ Wx2812X-PWR|Quick Start/ddd L~ X + v = o X

¢« > C A FESWTLEWERE | htps//192.168.0.100/wnm/frame/index.php#M_AddUser B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Quick Start » Add User

Dashboard = (2000-4999)

* Idle timeout

Monitoring >
minutes (1-120)
Quick Start >
¢ Authorization VLAN
Wireless Configuration >
(1-4094)
Network Configuration > .
¢ SSLVPN policy group
Network Security > (1-31 chars)
Application Security > Binding attributes * UserAccessinterface
Select... v
System >
e UserIPv4 address
Tools >

¢ User MAC address

(HH-HH-HH-HH-HH-HH)

* VLAN through which the user accesses the device

(1-4094)




I;il Dashboard

E Monitoring

m Quick start

m Wireless Configuration

m Network Configuration

m Network Security

m Application Security

m System

m Tools

m Cloudnet
HRICTHHERREICRY AE

!E [HGUI
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+

5 | Ritps//192.168.0.100/wnm/frame/index.php

H3CEH] JEpa] ._ Cloudnet @) HCL oH) @ Anchor-ac ; CloudAP \ 0 @ HCLSPFI060) @ iMC  wac PORTAL

H3‘ WX2812X-PWR . Save ... Roadmap | g admin

Dashboard

Monitoring

Quick Start

Wireless Configuration Wireless Services Wireless Services Configuration

Network Configuration AP Management AP AP Groups AP Global Settings AP Provisioning AP Group Provisioning

Network Securit
L Wireless QoS Client Rate Limit Bandwidth Guarantee Wi-Fi Multimedia

Application Security
Radio Management Radio Configuration RRM Spectrum Analysis Load Balancing Band Navigation

System
Wireless Security WIPS Allowlist and denylist

Tools
Mobility Domain Roaming

Applications Mesh Services Multicast Optimization Location Aware Bonjour Client Proximity Sensor




e WX2812X-PWR|Wireless Configur: X + i = (m]} .

« > C A FRESNTOVELERE | btpsy//192.168.0.100/wnm/frame/index.php#M_ServiceTemplate B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Wireless Configuration » Wireless Services » Wireless Services Configuration

Dashboard Search
Monitoring > B Wireless Service Name a Wireless Service Forwarding Type Authentication Mode Cipher Suite
[ 2812x ® oy Centralized Static PSK TKIP & CCMP 2
Quick Start >
0o 2 Wifi_2 @ o Centralized Static PSK TKIP & CCMP 2
Wireless Configuration > o 3 wifi_3 ® oFf Centralized Static PSK TKIP & CCMP 2
Network Configuration 5 O 4 Wifi_4 @ oFF Centralized Static PSK TKIP & CCMP 2
[ Wifi_5 @ oFf Centralized Static PSK TKIP & CCMP 2
Network Security >
Application Security >
System >
Tools >

Total 5 entries, 5 matched, Oselected.Page 7/ 7. 4 <4 B> Bl Q




@ Wx2812X-PWR|Wireless Configur- X + W - o X
« > C A FRESNTUELERE | bitps//192.168.0.100/wnm/frame/index.php#M_AccessPoints B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save

.""’ Roadmap | ... admin

Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Configuration

Network Security

Application Security

System

Tools

Wireless Configuration » AP Management®» AP

| Description

AP Group

Serial ID

MAC Address

Search

LAB

LOBBY

OUTDOOR

OUTDOORZ

ROOMO1

ROOMOZ

ROOMO3

ROOMO4

0o 0O 0o 0o oo o oo

ROOMO5

Total 9 entries, 9matched, Oselected.Page 7/ 7.

default-group
default-group
default-group
default-group
default-group
default-group
default-group
default-group

default-group

Manual AP

Manual AP

Manual AP

Manual AP

Manual AP

Manual AP

Manual AP

Manual AP

Manual AP

WAB320-IP

WAB320-IP

WABB30X-1P

WAB320-IP

WABB38-IP

WAB320-IP

WAB528i-IP

WAB638

WA538-JP

219801A2YFE216E0D...

219801A2YFE216E0D...

219801A2RFB214E00...

219801A2YFE217E0D...

219801A2KF8209E00...

219801A2YFE216E00...

219801A3MB8227E00...

219801A24F8201E00...

219801A2959199G00...

5C-A7-21-F3-67-20

5C-A7-21-F3-61-A0

N/A

9C-54-C2-4D-E8-A0

N/A

5C-A7-21-F3-67-E0

N/A

N/A

N/A

2,802.11ax(5GHz)(1),8...
2,802.11ax(5GHz)(1),8...
3,802.11ax(5GHz)(1),8...
2,802.11ax(5GHz)(1),8...
3,802.11ax(5GHz)(1),8...
2,802.11ax(5GHz)(1),8...
3,802.11ax(5GHz)(1),8...
3,802.11ax(5GHz)(1),8...

3,802.11ac(5GHz)(1),8...

M Online
A Online
M 0ffline
S\ Online
M Offline
S\ Online
N ofiline
N ofiline

M Ofiline

14 <«




e WX2812X-PWR|Wireless Configur: X + i = (m]} .

<« - C A FRESNTOVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_APGroups B & W 3} o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Wireless Configuration > AP Management > AP Groups

Monitoring > B Name a ‘ Description ‘ APs Actions =
[J  default-group 9
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

Total 7 entries, 7 matched, Oselected.Page 7/ 7. 4 <4 B> Bl Q




6 WX2812X-PWR|Wireless Configur: X + i = (m]} .

¢« > C A FESWTLELWERE | htps//192.168.0.100/wnm/frame/index.php#M_APSettings B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Wireless Configuration » AP Management® AP Global Settings

Dashboard
Basic Settings

Monitoring >

Region code JAPAN(IP)
Quick Start >

Region code lock
Wireless Configuration >

Auto AP
Network Configuration > m
Network Security > Auto AP conversion m:l
Application Security >
System >

Tools >




e WX2812X-PWR|Wireless Configur: X + i = (m]} .

« > C A FRESNTLELERE | btps//192.168.0.100/wnm/frame/index.php#M_APProvision B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Wireless Configuration » AP Management®» AP Provisioning

Dashboard - Sl

Monitoring > AP IPv4 Address AP IPv6 Address GateWay IP Address DNS Server IP Address Actions =
J LAB
Quick Start >
[J LOBBY
Wireless Configuration > (J OUTDOOR
Network Configuration > (J OUTDOORZ
[J  ROOMOD1T
Network Security >
() ROOMOZ
Application Security > O ROOMO3
System > [ ROOMO4
[J  ROOMOS
Tools >

Total 9 entries, 9matched, Oselected.Page 7/ 7. 4 <4 B> Bl Q




e WX2812X-PWR|Wireless Configur: X + i = (m]} .

« > C A FRESNTOVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_APGroupProvision B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Wireless Configuration > AP Management > AP Group Provisioning

Dashboard - Search

Monitoring > B Group Name a ACIPv4 Address DNS Server IPv4 Address DNS Server IPvb Address
[J  default-group
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

4 <4 B> Bl Q

Total 7 entries, 7 matched, Oselected.Page 7/ 7.
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Wireless Configuration » Wireless QoS » Client Rate Limit

Dashboard
Client type based configuration = Service based configuration =
Monitoring > Client Type | Inbound CIR(Kbps) | Outbound CIR(Kbps) Q Service Name | Inbound CIR(Kbps) | Outbound CIR(Kbps) Q
802.11ax(2.4GHz) 1
Quick Start > 802.11ax(5GHz) 2
802.11ac(2.4GHz) 3
Wireless Configuration > 802.11ac(5GHz) 4
802.11n(2.4GHz) 5
Network Configuration > 802.11n(5GHz)
802.11g(2.4GHz)
Network Security > 802.11a(5GHz)
Il <o p> | I <4 p> p|
Application Security > . @ !
S N APradio based configuration = APgroup radio based configuration =
AP Name | Radio | Status | Inbound CIR(Kbps) | Outbound CIR(Kbps... Q Group Name | Model Name | Status Inbound EIR(ths..I.Uulhnund CIR(Kb... Q
Tools > LAB 5GHz(1) Inherited default-group WAS538-JP 5GHz(1) Disabled
LAB 2.4GHz(2) Inherited default-group WA538-JP 5GHz(2) Disabled
LOBBY 5GHz(1) Inherited default-group WA538-JP 2.4GHz(3) Disabled
LOBBY 2.4GHz(2) Inherited default-group WAB320-JP 5GHz(1) Disabled
OUTDOOR 5GHz(1) Inherited default-group WAB320-JP 2.4GHz(2) Disabled
OUTDOOR 5GHz(2) Inherited default-group WAB528i-JP 5GHz(1) Disabled
OUTDOOR 2.4GHz(3) Inherited default-group WAGB528i-1P 2.4GHz(2) Disabled
0UTDOOR2 5GHz(1) Inherited default-group WAB528i-JP 5GHz(3) Disabled

1/3 4 <4 B> B>l 1/2 4 <a B> Bl
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Wireless Configuration » Wireless QoS » Bandwidth Guarantee

Dashboard
Maximum bandwidth =
Monitoring > 802116 7000 Kbps 802.11n(2.4GHz) 250000 Kbps
Quick Start N 802.11a 30000 Kbps 802.11n(5GHz2) 250000 Kbps
802.11g 30000 Kbps 802.11ac(2.4GHz) 250000 Kbps
Wireless Configuration >
802.11ac(5GHz) 500000 Kbps 802.11ax(2.4GHz) 250000 Kbps
Network Configuration > 802.11ax(5GHz) 500000 Kbps
Network Security >
AP configuration =
Application Security > = .
AP Name | Radio | Status | Service Q
Syet N LAB 5GHz(1) Inherited
ystem
LAB 2.4GHz(2) Inherited
Tool N LOBBY 5GHz(1) Inherited
ools
LOBBY 2.4GHz(2) Inherited
OUTDOOR 5GHz(1) Inherited
OUTDOOR 5GHz(2) Inherited
OUTDOOR 2.4GHz(3) Inherited
OUTDOOR2 5GHz(1) Inherited
1/3 4 <4 B> Pl
Group configuration =
Group Name | Model Name | Radio | Status | Service Q
default-group WA538-JP 5GHz(1) Disabled 1,2,3,4,5
default-group WA538-JP 5GHz(2) Disabled 1,2,3.4,5

default-group WA538-JP 2.4GHz(3) Disabled 1,2,3.4,5
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Wireless Configuration » Wireless QoS » Wi-Fi Multimedia

Dashboard
WMM configuration = EDCA parameters =
Monitoring > AP Name | Radio List | WMM Status | SVP Mapping Q AP Name | Radio List | Access Category | ACK Policy | AIFSN Q
LAB 5GHz(1) Enabled Disable LAB 5GHz(1) AC-BK Normal ACK 3
Quick Start > LAB 2.4GHz(2) Enabled Disable LAB 5GHz(1) AC-BE Normal ACK 7
LOBBY 5GHz(1) Enabled Disable LAB 5GHz(1) AC-VI Mormal ACK 1
Wireless Configuration > LOBBY 2.4GHz(2) Enabled Disable LAB 5GHz(1) AC-VO Mormal ACK 1
OUTDOOR 5GHz(1) Enabled Disable LAB 2.4GHz(2) AC-BK Mormal ACK B
Network Configuration > QUTDOOR 5GHz(2) Enabled Disable LAB 2.4GHz(2) AC-BE MNormal ACK 7
OUTDOOR 2.4GHz(3) Enabled Disable LAB 2.4GHz(2) AC-VI Normal ACK 1
Network Security > OUTDOORZ 5GHz(1) Enabled Disable LAB 2.4GHz(2) AC-VO Normal ACK 1
1/3 @ 14 <q4 B> B 112 14 <4 B> Bl
Application Security >
S N EDCA parameters for clients = Client WMM statistics =
AP Name | Radio ID CAC Policy |A|:(ess Categor..| CACStatus MAC Address | SSID | QoS Mode Q
Tools > LAB 5GHz(1) Max number of clients(2... AC-BK 3 (8-E2-65-35-5D-0E 2812x WMM
LAB 5GHz(1)  Max number of clients(2... AC-BE 7
LAB 5GHz(1)  Max number of clients(2... AC-VI Disabled 2
LAB 5GHz(1) Max number of clients(2... AC-VO Disabled 2
LAB 2.4GHz(2)  Max number of clients(2... AC-BK 3
LAB 2.4GHz(2)  Max number of clients(2... AC-BE 7
LAB 2.4GHz(2)  Max number of clients(2... AC-VI Disabled pd
LAB 2.4GHz(2)  Max number of clients(2... AC-VO Disabled 2
112 4 <4 B> >l 11 e <4 B> »I
Traffic Stream =

MAC Address Access Category Priority
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Wireless Configuration  Radio Management » Radio Configuration

Dashboard
Radios of all AP models =
Monitoring > AP Model Bandwidth(MHz) Channel Max Power(dBm) Status
default-group WAB630X-IP 5GHz(1) 802.11ax(5GHz) 80 Auto unlock 15 ON
Quick Start > default-group WABG30X-JP 5GHz(2) 802.11ax(5GHz) 30 Auto unlock 21 ON
default-group WABGE30X-IP 2.4GHz(3) 802.11ax(2.4GHz) 20 Auto unlock 17 ON
Wireless Configuration > default-group WA538-JP 5GHz(1) 802.11ac(5GHz) 80 Auto unlock 15 ON
default-group WA538-JP 5GHz(2) 802.11ac(5GHz) 80 Auto unlock 22 ON
Network Configuration > default-group WA538-JP 2.4GHz(3) 802.11n(2.4GHz) 20 Auto unlock 17 ON
default-group WAB528i-JP 5GHz(1) 802.11ax(5GHz) 80 Auto unlock 18 ON
Network Security > default-group WAB528i-JP 2.4GHz(2) 802.11ax(2.4GHz) 20 Auto unlock 15 ON
1/2 14 <4 B> BI
Application Security >
S N Radios of all APs =
AP Name Bandwidth(MHz) Working Channel Specified Channel Max Power(dBm) Administrative State Running State Q
Tools > LAB 5GHz(1) 802.11ax(5GHz) 80 116 Auto unlock(Inherit) 20 ON ON
LAB 2.4GHz(2) 802.11ax(2.4GHz) 20 6 Auto unlock(Inherit) 21 ON ON
LOBBY 5GHz(1) 802.11ax(5GHz) 80 36 Auto unlock(Inherit) 20 ON ON
LOBBY 2.4GHz(2) 802.11ax(2.4GHz) 20 6 Auto unlock{Inherit) 21 ON ON
OUTDOOR 5GHz(1) 802.11ax(5GHz) 80 - Auto unlock(Inherit) 15 ON -
OUTDOOR 5GHz(2) 802.11ax(5GHz) 80 - Auto unlock(Inherit) 20 ON -
OUTDOOR 2.4GHz(3) 802.11ax(2.4GHz) 20 - Auto unlock{Inherit) 17 ON -
OUTDOORZ 5GHz(1) 802.11ax(5GHz) 80 132 Auto unlock(Inherit) 20 ON ON
1/3 14 <a B> BI
Radios configured with scheduled shutdown =

AP Name | | | Active or Not | Time Range Q
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Wireless Configuration » Radio Management » RRM

Dashboard
Real-time adjustment =
Monitoring >
Global Channel Optimization
[T ] Optimize Channel
ick Start
Quick Star 2 Global Power Optimization m:l
Wireless Configuration > Global Bandwidth Adjustment I imi
m .1ll Optimize Power
Network Configuration >
et pegsnis > AP configuration = AP group configuration =
Application Security >
LAB 5GHz(1) Inherited Inherited Inherited default-group WAB630X-JP 5GHz(1) Inherited Inherited Inherited
Syet > LAB 2.4GHz(2) Inherited Inherited Inherited default-group WAB630X-JP 5GHz(2) Inherited Inherited Inherited
ystem
LOEBY 5GHz(1) Inherited Inherited Inherited default-group WABGB30X-JP 2.4GHz(3) Inherited Inherited Inherited
Tool s LOBBY 2.4GHz(2) Inherited Inherited Inherited default-group WA538-JP 5GHz(1) Inherited Inherited Inherited
ools
OUTDOOR 5GHz(1) Inherited Inherited Inherited default-group WA538-JP 5GHz(2) Inherited Inherited Inherited
OUTDOOR 5GHz(2) Inherited Inherited Inherited default-group WA538-JP 2.4GHz(3) Inherited Inherited Inherited
OUTDOOR 2.4GHz(3) Inherited Inherited Inherited default-group WAGB528i-JP 5GHz(1) Inherited Inherited Inherited
OUTDOORZ 5GHz(1) Inherited Inherited Inherited default-group WAB528i-JP 2.4GHz(2) Inherited Inherited Inherited
1/3 14 <4 B> Bl 1/2 14 <4 »> B

RRM history information
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H Save
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Wireless Configuration  Radio Management » Spectrum Analysis

Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Configuration

Network Security

Application Security

System

Tools

APs

AP Name
LAB
LAB

LOBBY
LOBBY
OUTDOOR
OUTDOOR
OUTDOOR
0OUTDOOR2

1/3

5GHz(1)
2.4GHz(2)
5GHz(1)
2.4GHz(2)
5GHz(1)
5GHz(2)
2.4GHz(3)
5GHz(1)

Spectrum Analysis
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF

RRM Collaboration

Sensitivity Level

Device Trap

Channel Quality Trap

14 <4 B> pl
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Wireless Configuration  Radio Management » Load Balancing

Dashboard
Global settings =

g > Status OFF Session threshold 20
Quick Start N Mode Session-mode Session gap threshold 4

Max denials 10
Wireless Configuration >

RSS! threshold 25
Network Configuration >
Er o frmr N Loadbalancing groups =

Group ID | Description | Radios Q

Application Security >
System >
Tools >

0/0 4 <4 B> B
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Wireless Configuration  Radio Management » Band Navigation

Dashboard
Global settings =
g > Status ON Max denials 1
Quick Start N Session threshold Client info aging time 180s
Session gap threshold 4 RSSI threshold 15
Wireless Configuration >
Network Configuration > APs _ AP groups =
AP Name Band Navigation Group Name Band Navigation
Network Security > | - q L | . Q
LAB Inherit default-group ON
LOBBY Inherit

Application Security >

OUTDOOR Inherit

OUTDOORZ2 Inherit IE

System >

ROOMO1 Inherit

ROOMO2 Inherit
Tools >

ROOMO3 Inherit

ROOMO4 Inherit

1/2 14 <4 B> Pl 111 14 <4 B> Pl
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Wireless Configuration 3 Wireless Security » WIPS » Details

Dashboard

WIPS Enable
Monitoring >
- Search -
ick Start
S ’ m  APName a | Status " Radios | VSD Name Actions  I=
Wireless |:0|'|f|'g|_||'ati0|'| > [} LAB Online 56”2”),245HZ{2:‘ vsd
O LOBBY Online 5GHz(1),2.4GHz(2) vsd
Network Configuration >
O OUTDOOR Offline 5GHz(1) vsd
Network Security >
O OUTDOOR2 Online 5GHz(1),2.4GHz(2) vsd
Application Security > O ROOMO1 Dffline
0 ROOMOD2 Online 5GHz(1) vsd
System >
O ROOMO3 Offline
Tools >
O ROOMO4 Offline
O ROOMO5 Offline

Total 9 entries, 9matched, Oselected.Page 7/ 7. 4 <4 B> Bl Q
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Wireless Configuration ¥ Wireless Security » WIPS > Edit Vsd

Dashboard VSD name  #
vsd (1-63 chars)
Monitoring >
Classification policy
poll x v
Quick Start >
Attack Detection Policy
pol2 x v
Wireless Configuration >
Signature polic
J POty Select... v
Network Configuration >
Countermeasure policy
Network Security > pol3 o
Application Security > m )
System >

Tools >
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Wireless Configuration » Wireless Security » WIPS > Edit Policy

Dashboard .
Policy name =«
poll (1-63 chars)
Monitoring >
Trust MAC
MAC
Quick Start >
HH-HH-HH-HH-HH-HH
Wireless Configuration >
Network Configuration >
HHHHHH
Network Security >
Trust SSID ssID
Application Security >
1-32 chars.
System >
Block MAC
MAC
Tools >
HH-HH-HH-HH-HH-HH
Manually classified APs MAC T
HH-HH-HH-HH-HH-HH Rogue AP v
AP classificati L
cassiiitation rue Rule ID Category Severity Level
1-65535 Rogue AP ~ 1-100
Classify invalid 0Uls
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[—{a VMware

ﬂ Save
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Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Configuration

Network Security

Application Security

System

Tools

Flood attack detection

Status

4]

<]

<]

<]

4]

<]

Wireless Configuration » Wireless Security » WIPS > Edit Policy

Association request

Authentication

Beacon

Block ack

CT1s

Deauthentication

Disassociation

Eapol start

Null data

Probe request

Reassaociation request

RTS

Eapol logoff

Eapol failure

Eapol success

Interval(s)

60

60

60

60

60

60

60

60

60

60

60

60

60

60

60

Threshold

50

50

50

50

50

50

50

50

50

50

50

50

50

50

50

Quiet(s)

600

600

600

600

600

600

600

600

600

600

600

600

600

600

600
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Wireless Configuration » Wireless Security » WIPS > Edit Policy

Dashboard ]
Policy name =«
pol3 (1-63 chars)
Monitoring >
Categories External AP
Quick Start N Misconfigured AP
Potential-authorized AP
Wireless Configuration > Potential-external AP
Potential-rogue AP
Network Configuration >
Rogue AP
Network Security N Uncategorized AP
Unauthorized client
Application Security > Misassociated client
Uncategorized client
System >
@ Attack
Tools N @ Ad hoc

MAC address
MAC Address

HH-HH-HH-HH-HH-HH

Select sensor all

Apply Cancel
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Wireless Configuration » Wireless Security ¥ Allowlist and denylist ¥ Details

Dashboard
Allowlist
I

Monitoring >
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

Total 0 entries, 0 matched, Oselected.Page 7/ 7. 4 <4 B> Bl Q
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Wireless Configuration » Mobility Domain » Roaming

Dashboard
Mobility group information =
Monitoring > No mobility group exists. Create a mobility group.
Quick Start >
Wireless Configuration > Mobility group members =
Network Configuration > No mobility group exists. Please create a mobility group first.
Network Security >
L P T > Roam-in clients = Roam-out clients =
MAC Address | HomeACIP Address | AP Name | Radio Q MAC Address | Foreign ACIP Address | AP Name | Radio Q
System >
Tools >
0/o 14 <4 B> Pl 0/0 4 <4 B> Pl
Client roaming status Client roam-track information =
MAC Address Ruamlng Status MAC Address | ACIPAddress | AP Name | Radio Q

(8-E2-65-35-5D-0E (8-E2-65-35-5D-0E 127.0.0.1 OUTDOORZ 5GHz(1)
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Wireless Configuration » Applications » Mesh Services

Dashboard

Mesh Network 8 =
Monitoring > AP Name | Radio | Mesh ID | PeerMac | BSSID | Channel Q
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >

0/0 4 <4 B> Bl
Application Security >
S N Mesh Profile + = Mesh Policy + =

Profile Number | Mesh 1D | Profile Status Q Policy Name | Mesh Link Initiation | Probe Request Inter..., Link Rate Mode Max Links

Tools >

0/0 14 <a B> Bl 0/0 4 <4 B> I

Probe Request Suppression = Mesh profiles and policies for radios =
| Mesh Policy Name Q

AP Name Probe Request Suppression

AP Name | Radio | Mesh Profile Number
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Wireless Configuration > Applications » Multicast Optimization

Dashboard
IPv4 multicast optimization = IPv6 multicast optimization =

Monitoring >

1 2812x Off 1 2812x Off
Quick Start > 2 Wifi_2 Off 2 Wifi_2 Off

3 Wifi_3 Off 3 Wifi_3 Off
Wireless Configuration > 4 Wifi_4 Off 4 Wifi_4 0ff

5 Wifi_5 Off 5 Wifi_5 Off
Network Configuration >
Network Security >

1M I <4 B> Bl 11 I <4 B> Bl

Application Security >
System >

Tools >
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Wireless Configuration » Applications » Location Aware

Dashboard
Global configuration =
Monitoring > Aeroscout: Disable Fingerprint: Disable
Quick Start >
AP configuration =
Wireless Configuration >
AP name | Aeroscout status | Fingerprint status Q
Network Configuration >
Network Security >
Application Security >
System >
Tools > 0/0 14 <4 B> Pl
AP group configuration =
Group name | Aeroscout status | Fingerprint status Q

0/0 4 <4 B> Bl
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Wireless Configuration > Applications » Bonjour

Dashboard
Global = Bonjour Service Types + =

Monitoring > Status Close Service Name | Protocol Status Applied Policy
Quick Start N Service Mode Typical

Service Query Close
Wireless Configuration >

Query Interval 15 minute
Network Configuration > Unicast Threshold 10
Network Security > Discarded Query

Discarded Response 0/0 14 <4 B> Bl
Application Security >
S N Bonjour Policies + = WLAN Service =

Policy Name Binding Info WLAN Service | Policy Q

Tools >

0/0 4 <4 B> BI 0/0 4 <4 B> Bl

AP = AP Group

=
Status AP Group Name Status Q




e WX2812X-PWR|Wireless Configur: X + i = (m]} .

« > C A FRESNTVELERE | btps//192.168.0.100/wnm/frame/index.php#M_Probe B » W ) o &

PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Wireless Configuration > Applications » Client Proximity Sensor

Dashboard - Search

Monitoring g B APName a | RadiolD | Status =
0O LAB 5GHz(1) 0ff
Quick Start >
O LAB 2.4GHz(2) Off
Wireless Configuration > 0 LOBBY 5GHz(1) 0ff
Network Configuration > o LoBBY 2.4GHz(2) off
O OUTDOOR 5GHz(1) Off
Network Security >
O OUTDOOR 5GHz(2) 0ff
Application Security s (]  OUTDOOR 2.4GHz(3) 0ff
System > O OUTDOORZ2 5GHz(1) 0ff
O OUTDOOR2 2.4GHz(2) 0ff
Tools >
O ROOMOT 5GHz(1) 0ff
O ROOMOT 5GHz(2) 0ff
O ROOMOT 2.4GHz(3) 0ff
O ROOMO2 5GHz(1) 0ff
O ROOMO2 2.4GHz(2) 0ff
O ROOMO3 5GHz(1) 0ff

Total 23 entries, 23 matched, Oselected.Page 7/ 7. 4 <4 B> Bl Q




I;il Dashboard

E Monitoring

m Quick start

m Wireless Configuration

m Network Configuration

m Network Security

m Application Security

m System

m Tools

m Cloudnet
HRICTHHERREICRY AE

!E [HGUI

75



Y7 Vzhoo!#E X | +

2.168.0.100/wnm/frame/index.php#M_MonAPGroups

H3‘ WX2812X-PWR . Save ... Roadmap | g admin

Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Configuration Network Interfaces Interfaces Link Aggregation PPPoE

At e NetworkLinks  VLAN VLAN Groups  MAC DHCPSnooping

Application Securit
= . Network Routing Routing Table Static Routing RIP

System
IPvd DNS Dynamic DNS

Tools
IPv6 DNS

Multicast IGMPSnooping MLDSnooping

Management Protocols DHCP HTTP/HTTPS FTP Telnet SSH




e WX2812X-PWR|MNetwork Configur X + i = (m]} .

« > C A RESNTUELERE | btps//192.168.0.100/wnm/frame/index.php#M_Interface B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save .""’ Roadmap | ... admin

Network Configuration » Network Interfaces ¥ Interfaces

Dashboard Interfaces
Monitoring >
- Allinterfaces v Search
e s e > Interface a IP Address Speed(Kbps) Description Actions =
e atroeir O GE1/0N Up 10.10.11.60/255.255.255.0 1000000 Full GigabitEthernet1/0/1 Interface
Network Configuration > O GEl/0/2 Down = 0 Auto GigabitEthernet1/0/2 Interface
GE1/0/2 -

BT ST 6 4 O GE1/0/3 Up - 1000000 Full GigabitEthernet] /0/3 Interface
Application Security >

] GE1/0/4 Down - 0 Auto GigabitEthernet1/0/4 Interface
System >

J GE1/0/5 Down - 0 Auto GigabitEthernet1/0/5 Interface
Tools > -

J GE1/0/6 Down - 0 Auto GigabitEthernet1/0/6 Interface

O GEl/0/7 Up - 1000000 Full GigabitEthernet1/0/7 Interface

J GE1/0/8 Down - 0 Auto GigabitEthernet1/0/8 Interface

J GEl/0/9 Up - 1000000 Full GigabitEthernet1/0/9 Interface

Total 20 entries, 20 matched, Oselected.Page 7/ 7. 4 <4 B> Bl Q




6 WX2812X-PWR|MNetwork Configur X + i = (m]} .

<« - C A FRESNTVELERE | btps//192.168.0.100/wnm/frame/index.php#M_LAGG?np=lagg.add_lagg&type=add B =2 W 3} o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Configuration » Network Interfaces » Link Aggregation » New Link Aggregation Group

Dashboard '
Aggregate interface type = i .
Bridge aggregation v
Monitoring >
Aggregate interface number (a-1)
Quick Start >
Aggregation mode = .
Dynamic v
Wireless Configuration >
Member Ports
GE1/0/3 X v
Network Configuration >
GE1/0/3 w
Network Security >
Application Security > _ Cance
System >

Tools >




@ Wx2812X-PWR|Network Configur X + W - o

<« - C A FRESNTVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_WPPPOE?type=add&inp=wpppoe.Settings_module_route_edit & & 3} o a2
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Configuration » Network Interfaces » PPPoE » Add PPPoE User Account

Dashboard
Interface =
GigabitEthernet1/0/1 X -
Monitoring >
Username
(1-80 chars)
Quick Start >
Password
(1-255 chars)
Wireless Configuration >
Online mode O Always online
Network Configuration >
@ Disconnect upon expiration of link-idle timeout timer 120 Seconds (1-65535, 120 by default)
Network Security >
Open the NAT function
Application Security > m
System >

Tools >




e WX2812X-PWR|MNetwork Configur X + i = (m]} .

<« - C A FRESNTVELERE | btps//192.168.0.100/wnm/frame/index.php#M_VLAN B & W 3} o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Network Configuration » Network Links » VLAN

Dashboard VLAN
Search
e s e > Tagged Port List IP address of the VLAN interface Description
Wireless Configuration > 1 Yty 0 192.168.0.100/255.255.255.0 ap-manage
2 0 0 172.16.12.1/255.255.255.0 client

Network Configuration >

Network Security >

Application Security >

System >

Tools >

Total 76 entries, 2 matched.Page 7/ 7. 4 <4 B> Bl Q




e WX2812X-PWR|MNetwork Configur X + i = (m]} .

<« - C A FRESNTLELERE | btps//192.168.0.100/wnm/frame/index.php#M_VLANGroup B & W 3} o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Network Configuration » Network Links » VLAN Groups

Monitoring > B Name a Actions =
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

Total 0 entries, @matched, Oselected.Page 7/ 7. 4 <4 B> Bl Q




e WX2812X-PWR|MNetwork Configur X + i = (m]} .

« > C A FRESNTVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_MAC B » W ) o &

PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save .""’ Roadmap | ... admin

Network Configuration » Network Links » MAC

Dashboard MAC
Monitoring >
oo > MAC Address a Interface Actions =
TR O 0C-DA-41-1D-31-1B 1 GE1/0/13 Learned Yes
[J O0C-DA-41-1D-59-62 1 GE1/0/13 Learned Yes
Network Configuration >
[J OC-DA-41-1D-9F-65 1 GE1/0/13 Learned Yes
Network S it
A2y . O  0C-DA-41-1D-E6-5B 1 GE1/0/13 Learned Yes
0C-DA-41-1D-E6-58
Application Security > [J  4C-77-CB-BE-ED-58 1 GE1/0/13 Learned Yes
[J  4C-E1-73-42-50-E3 1 GE1/0/13 Learned Yes
System >
[J  4C-E9-E4-A6-61-0C 1 GE1/0/13 Learned Yes
Tools >
(] 54-Co-FF-44-71-21 1 GE1/0/13 Learned Yes
] 5A-09-C0-28-CE-26 1 GE1/0/13 Learned Yes
] 5C-AT-21-F3-61-A0 1 GE1/0/7 Learned Yes
] 5C-A7-21-F3-67-20 1 GE1/0/9 Learned Yes
(] 5C-AT-21-F3-67-E0 1 GET/0/11 Learned Yes
[J  70-57-BF-FF-FE-DA 1 GE1/0/13 Learned Yes
~ T nr 70 TN ro A 1 rcafnitn I mmeem A AT

Total 25 entries, 25 matched, Oselected.Page 7/ 7. 4 <4 B> Bl Q




6 WX2812X-PWR|MNetwork Configur X + i = (m]} .

¢« > C A FBESWTLELWERE | hips//192.168.0.100/wnm/frame/index.php#M_STP B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Configuration » Network Links » STP

Dashboard STP

Spanning tree protocols eliminate loops in a physical link-redundant network. Spanning tree protocols include STP, RSTP, PVST and MSTP.

Monitoring >
Quick Start >
Wireless Configuration > Operating mode MSTP
Network Configuration >
Port Instance State >
Network Security >
Instance State >
Application Security >
Port State >
System >
Tools > MST region >
MSTI settings >
Port settings >
Port MSTI settings >

Advanced settings >




@ WX2812X-PWR|MNetwork Configur X + i = (m]} .

€« > C A RESNTVELERE | bips//192.168.0.100/wnm/frame/index.php#M_DHCPSnooping e % O o & :
PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

HSave ."'i Roadmap | ... admin

Network Configuration » Network Links » DHCPSnooping

Monitoring >
Search
Quick Start >
Interface Trusted Port Binding Record
Wireless Configuration >
GE1/0/1 O
Network Configuration >
GE1/0/2 O
Network Securit
v > GE1/0/3 Interface a a
Application Security > GE1/0/4 0 O
System > GE1/0/5 0 O
Tools N GE1/0/6 0 A
GE1/0/7 O O
GE1/0/8 O O
GE1/0/9 O O
GE1/0/10 m) 0
GE1/0/11 O O
GE1/0/12 O O

GE1/0/13 ] ]




@ Wx2812X-PWR|Network Configur X

¢« > ¢

P GG H3C

H3CEF|

+

EXdl ;R FE

B8

EEE

Cloudnet @ HCLIWX5540H)

A FRESNTUELERE | btps//192.168.0.100/wnm/frame/index.php#M_RoutingTable?np=Routinginfo.ipv4 &VRF=

6 Anchor-ac

@ AC(WA1804H)

@ Cloudap

@ vaciooo

@ HCL(SPF1060)

@ iMC

Hac PORTAL

[—[il VMware

H Save

."'i Roadmap | ... admin

Network Configuration » Network Routing ¥ Routing Table

Dashboard

Monitoring >
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

< IPv4 Routing Table

Destination a

0.0.0.0

0.0.0.0

10.10.11.0

10.10.11.60

10.10.11.255

127.0.0.0

127.0.0.1

127.255.255.255

172.16.12.0

172.16.12.1

172.16.12.255

192.168.0.0

192.168.0.100

AN 1E0 N CC

Total 77 entries, 17matched.Page 7/ 7.

| MaskLength

0

32

24

32

32

32

32

24

32

32

24

32

B

| Protocol

Static

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

Direct

[ ——

| Preference

60

| Next Hop
10.10.11.254
127.0.0.1
10.10.11.60
127.0.0.1
10.10.11.60
127.0.0.1
127.0.0.1
127.0.0.1
172.16.12.1
127.0.0.1
172.16.12.1
192.168.0.100

127.0.0.1

AN 0 NN

Search

| Interface =

GE1/0/1
InLoop0
GE1/0/1
InLoop0
GE1/0/1
InLoop0
InLoop0
InLoop0
Vlan2

InLoop0
Vlan2

Vian1

InLoop0

[N}

4 <4 B> Bl Q




e WX2812X-PWR|MNetwork Configur X + i = (m]} .

<« - C A FRESNTOVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_StaticRouting?np =staticrouting.ipv4&Vrfindex=0 B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Network Configuration » Network Routing ¥ Static Routing

Monitoring > B Destination a Mask Length Preference Interface
O 0.00.0 0 60 10.10.11.254 0
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

4 <4 B> Bl Q

Total 7 entries, 7 matched, Oselected.Page 7/ 7.




o WX2812X-PWR|Network Configur X +

&« 2 C A RESNTVELERE | bips//192.168.0.100/wnm/frame/index.php#M_RIP

[l rc GG [ Hc [ wscEm [ @8 | @R [ 2T [ #8 [ ®85k& || Coudnet @ HCLWXSS40H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  wac PORTAL (g VMware

New RIP Instance X

RIP instance =
(1-65535)

Select...

® Enable all networks
O Add networks

Interface
Select...




o WX2812X-PWR|Network Configur X +

€« > C A RESNTVEBLEE | bitps//192.168.0.100/wnm/frame/index.php#M_BGP

[l rc GG [ Hc [ wscEm [ @8 | @R [ 2T [ #8 [ ®85k& || Coudnet @ HCLWXSS40H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  wac PORTAL (g VMware

Enable BGP x

Autonomous system .




o WX2812X-PWR|Network Configur X +

« > C A RESNTVEBLERE | bips//192.168.0.100/wnm/frame/index.php#M_OSPF

[l rc GG [ Hc [ wscEm [ @8 | @R [ 2T [ #8 [ ®85k& || Coudnet @ HCLWXSS40H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  wac PORTAL (g VMware

New OSPF instance X

Instance name
(1-65535)

Router ID
(X.X.X.X)




6 WX2812X-PWR|MNetwork Configur X + i = (m]} .

¢« > C A FESWTLELWERE | hips//192.168.0.100/wnm/frame/index.php#M_PBR B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Configuration » Network Routing ¥ Policy-Based Routing

Dashboard Policies
Monitoring >

IPv4 PER policies E >
Quick Start >

IPv6 PER policies E >
Wireless Configuration >

Network Configuration >

Network Security >
Application Security >
System >

Tools >




6 WX2812X-PWR|MNetwork Configur X + i = (m]} .

<« - C A FRESNTVELERE | btps//192.168.0.100/wnm/frame/index.php#M_NAT?type=edit&np=NAT.add_outbound&lfindex=1&ACLNumber= B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Configuration » IP > NAT » Edit Dynamic NAT Rule

Dashboard
Interface =
GE1/0/1: GigabitEthernet1/0/1 Interface v
Monitoring >
ACL &
Quick Start > Address group O Address Group
@ EasyIP
Wireless Configuration >
VRF
Public network v
Network Configuration >
Translation mode ® PAT
Network Security > Port preservation [ Try to preserve port number for PAT
Enable Enable this rule

Application Security >

Tools >




e WX2812X-PWR|MNetwork Configur X + i = (m]} .

<« - C A FRESNTVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_IP B & W 3} o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Network Configuration » IP 3 IP

Dashboard P

Monitoring >

LGS o > B Interface a | Status | IP address | Description Actions =

Wireless Configuration > 0  GigabitEthernet1/0/1 up 10.10.11.60/255.255.255.0 GigabitEthernet1/0/1 Interface
(] GigabitEthernet1/0/2 down - GigabitEthernet1/0/2 Interface

Network Configuration >
[J  InLoopBackO up 127.0.0.1/255.0.0.0 InLoopBackD Interface

Network Securit

e s O Vian-interfacel up 192.168.0.100/255.255.255.0 ap-manage

Application Security > [  Vian-interface2 up 172.16.12.1/255.255.255.0 client

System >

Tools >

Total 5 entries, 5 matched, Oselected.Page 7/ 7. 4 <4 B> Bl Q




e WX2812X-PWR|MNetwork Configur X + i = (m]} .

<« - G A FRESNTVELERE | btpsy//192.168.0.100/wnm/frame/index.php#M_ARP?Vrfindex=0 B =2 W o} o &

PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save .""’ Roadmap | ... admin

Network Configuration » IP » ARP

Dashboard ARP

Address Resolution Protocol resolves IP addresses into MAC addresses on Ethernet networks.

Monitoring >
Quick Start >
IP Address a Interface Description
Wireless Configuration >
] 10.10.11.19 18-65-71-F2-86-9F Dynamic GE1/0/1
Network Configuration > O 10.10.11.38 0C-DA-41-1D-05-BA Dynamic GE1/0/1
Network Security N (] 10.10.11.40 F4-74-88-0B-54-20 Dynamic GE1/0/1
O 10.10.11.52 0C-DA-41-1D-9F-65 Dynamic GE1/0/1
Application Security >
] 10.10.11.78 A0-69-D9-52-14-80 Dynamic GE1/0/1
System > O  10.10.11.88 7C-DE-78-70-F6-31 Dynamic GET/0/1
Tools N O 10.10.11.89 0C-DA-4t=To=F1= Dynamic GE1/0/1
O 10.10.11.94 4C-77-CB-BE-ED-58 Dynamic GE1/0/1
] 10.10.11.96 0C-DA-41-1D-C7-78 Dynamic GE1/0/1
O 10.10.11.100 0C-DA-41-1D-C9-04 Dynamic GE1/0/1
] 10.10.11.104 DE-24-36-81-50-56 Dynamic GE1/0/1
O 10.10.11.107 5A-09-C0-28-CE-26 Dynamic GE1/0/1
(] 10.10.11.116 64-79-F0-DD-A1-21 Dynamic GE1/0/1

Total 23 entries, 23 matched, Oselected.Page 7/ 7. 4 <4 B> Bl Q




6 WX2812X-PWR|MNetwork Configur X + i = (m]} .

¢« > C A FESNWTLEWERE | hips//192.168.0.100/wnm/frame/index.php#M_DNS B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Configuration » IP > IPv4 DNS

Dashboard DNS

Servers ‘

Domain Name System (DNS) is a distributed database used by TCP/IP applications to translate domain names into IP addresses.

Monitoring >
DNS Server IP Address
Quick Start >
KEAX
Wireless Configuration >
Upto 6.

Network Configuration >

Network Security >
Application Security >
System >

Tools >




@ WX2812X-PWR|MNetwork Configur X + i = (m]} .

<« - C A FRESNTVELERE | btps//192.168.0.100/wnm/frame/index.php#M_DDNS?type=add&np=DNS.add_policy B =2 W o o & :
PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

HSave ."'i Roadmap | ... admin

Network Configuration » IP > Dynamic DNS

Dashboard .
Policy name =«
(1-32 chars)
Monitoring >
Service provider
www.3322.0rg v
Quick Start >
Server address members.3322.0rg (1-64 chars)
Wireless Configuration >
'
Network Configuration > Username
(1-32 chars)
Network Security >
Passwaord
(1-32 chars) O Show password
Application Security >
Update interval
0 days 1 hours 0 minutes (1 hour by default)
System >
SSL client polic
poiey Select... R
Tools >
Associated interf
seotatedinteriace Interface Fully Qualified Domain Name(FQDN)
GE1/0/1 v 1-253chars.

Fully Qualified Domain Name(FQDN) should be a string of 1-253 characters.

Apply Cancel




e WX2812X-PWR|MNetwork Configur X + i = (m]} .

<« - C A FRESNTUVELERE | btps//192.168.0.100/wnm/frame/index.php#M_IPv6 B & W 3} o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Network Configuration » IPve ¥ IPvb

Dashboard IPv6

Monitoring >

LGS o > B Interface a | Status | IPvb Address | Description Actions =

Wireless Configuration > 0  GigabitEthernet1/0/1 up - GigabitEthernet1/0/1 Interface
(] GigabitEthernet1/0/2 down - GigabitEthernet1/0/2 Interface

Network Configuration >
[J  InLoopBackO up - InLoopBackD Interface

Network Securit

e s [J  Vlan-interfacel up - ap-manage

Application Security > [  Vian-interface2 up - client

System >

Tools >

Total 5 entries, 5 matched, Oselected.Page 7/ 7. 4 <4 B> Bl Q




6 WX2812X-PWR|MNetwork Configur X + i = (m]} .

<« - G A FRESNTVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_ND?np=ND.Add_nd&type=add B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Configuration » IPvb > ND » New Neighbor Entry

Dashboard VRF
Public network x v
Monitoring >
IPvb address
Quick Start >
MAC address =
Wireless Configuration >
Interface
GE1/0/1 X v

Network Configuration >
Network Security > _ Cance
Application Security >
System >

Tools >




e WX2812X-PWR|MNetwork Configur X + i = (m]} .

¢« > C A FESNWTLEWERE | htps//192.168.0.100/wnm/frame/index.php#M_IPv6DNS B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'" Roadmap | ... admin

Network Configuration » IPvb ¥ IPvb DNS

Domain Name System (DNS) is a distributed database used by TCP/IP applications to translate domain names into IPv6 addresses.

Monitoring >
Quick Start > DNS Server IPvb Address Output Interface
KoXudeX Select... v
Wireless Configuration >
You can specify up to six DNS server IPv6 addresses.
Network Configuration >
You must specify an output interface if the DNS server IPv6 address is a link-local address. If the DNS server IPv6 address is a
global unicast address, the device looks up the routing table for an output interface
Network Security >
Application Security >
System >

Tools >




6 WX2812X-PWR|MNetwork Configur X + i = (m]} .

<« - C A FRESNTUVELERE | btpsy//192.168.0.100/wnm/frame/index.php#M_IPsec?np=IPsec.Add_ApplyPolicy&type=add B = W o o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Configuration » VPN IPsec » Add IPsec policy

Dashboard

Interface =

GE1/0/1 v

Monitoring >

IP type @ I1Pvd O IPvb
Quick Start > Priority (1-65535)
Wireless Configuration > Description (1-80 chars)
Network Configuration > P
Network Security > Mode @® Peer/Branch end O Center end

Remote IP address or hostname &

(1-253 chars)

Application Security >

ACL +  (3000-3999 or 63 chars)
System >

IKE version @ IKE v1
Tools > Exchange mode @® MainO Aggressive

Authentication method
Pre-shared key v

Pre-shared key =« (1-128 chars)
-128 chars

Re-enter Pre-shared key

Remote D =«
IPv4 address ~ / (example 1.1.1.1/ 255.255.255.0)

LocalID
IPv4 address +  10.10.11.60 (example 1.1.1.1)

Show advanced settings




e WX2812X-PWR|MNetwork Configur X + i = (m]} .

« > C A RESNTVEBLERE | bips//192.168.0.100/wnm/frame/index.php#M_IGMPSnooping B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Network Configuration » Multicast > IGMPSnooping

Dashboard IGMP Snooping
Monitoring >
X B
A & B VAN a | IGMP Snooping Version Actions =
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

Total 0 entries, @matched, Oselected.Page 7/ 7. 4 <4 B> Bl Q




e WX2812X-PWR|MNetwork Configur X + i = (m]} .

€ 2> C A RESNTVEBLERE | bitps//192.168.0.100/wnm/frame/index.php#M_MLDSnooping B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Network Configuration » Multicast > MLDSnooping

Dashboard MLD Snooping

Monitoring >
EX: =

Quick Start >

B VAN a | MLD Snooping Version Actions =
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

Total 0 entries, @matched, Oselected.Page 7/ 7. 4 <4 B> Bl Q




@ WX2812X-PWR|MNetwork Configur X + i = (m]} .

<« - C A FRESNTLELERE | bitps//192.168.0.100/wnm/frame/index.php#M_DHCP B & W 3} o & :
PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

HSave ."'i Roadmap | ... admin

Network Configuration » Management Protocols » DHCP

Dashboard DHCP

The Dynamic Host Configuration Protocol(DHCP) provides a framework to assign configuration information to network devices.

Monitoring >
Quick Start 3> Search
lrEEes LI LR 4 Interface DHCP Service Relay Server '
Network Configuration > GE1/0/1 DHCP server v
Network Security > GE1/0/2 DHCP server v
Vian1 DHCP server v
Application Security >
Vian2 DHCP server v
System >

Tools >




6 WX2812X-PWR|MNetwork Configur X + i = (m]} .

¢« > C A FBESNTVEWERE | btps//192.168.0.100/wnm/frame/index.php#M_HTTP B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Configuration » Management Protocols » HTTP/HTTPS

HTTP/HTTPS connection idle timeout

Dashboard
Connection idle timeout 10 min

Monitoring >
Quick Start > HTTP
Wireless Configuration > HTTP service m:l
Network Configuration > HTTP service port number 80
Network Security > Access ACL Null
Application Security > HTTPS
R > HTTPS service m:l
Tools >

HTTPS service port number 443

Access ACL Null

FTP

FTP service . OFF

Telnet

Telnet service m:l




6 WX2812X-PWR|MNetwork Configur X + i = (m]} .

¢« > C A FBESNTVEWERE | btps//192.168.0.100/wnm/frame/index.php#M_HTTP B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Configuration » Management Protocols » HTTP/HTTPS

Dashboard Access ACL Null
Monitoring > FTP
Quick Start > FTP service
Wireless Configuration >
Telnet
Network Configuration >
I Telnet service m:l
Network Security >
Advanced settings >
Application Security >
SSH
System >
Stelnet service
Tools >

SCP service

SFTP service

Advanced settings >

NTP

NTP Service




@ WX2812X-PWR|Network Configur X J& AYF-Ruh04EEPEFELA~ X + W - o X

¢« > G A FESWTVELWERE | btps//192.168.0.100/wnm/frame/index.php#M_LLDP B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Configuration » Management Protocols > LLDP

Dashboard LLDP

Monitoring >

Quick Start >

Interface status

@ >
>

Wireless Configuration

LLDP neighbours

b
L S
v

Network Configuration

Network Securit >
y Protocol settings >

Application Security >
Interface settings >

System >
TLV settings >

Tools >




@ WX2812X-PWR|Network Configur X J& 4YF-Fuk04EEIPEFELA~ X + W - o X

<« - G A FRESNTLVELERE | btps//192.168.0.100/wnm/frame/index.php#M_LLDP?np=LLDP.neighbor B =2 W o} o &

PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save .""’ Roadmap | ... admin

Network Configuration » Management Protocols > LLDP

Dashboard - Search

Monitoring N Interface | Agent | System Name | ChassisID Type / Chassis ID | PortID Type/ PortID =
GET/0/1 Nearest bridge agent CLOUD538-02 MAC address / f474-880b-5420 MAC address / f474-880b-5420
Quick Start >
GE1/0/1 Nearest bridge agent Core_S5024PV3 MAC address [ fc60-9b2c-2516 MAC address [ fc60-9b2¢-252c
B e GE1/0/1 Nearest bridge agent H3C MAC address / 54c6-ff44-7120 MAC address / 54c6-ff44-712d
Network Configuration > GE1/0/1 Nearest bridge agent Locally assigned / DESKTOP-8180050 MAC address / 4ce1-7342-50e3
GE1/0/3 Nearest bridge agent 0UTDOOR2 MAC address [ 9c54-c24d-e8a0 Interface name / GigabitEthernet1/0/1
Network Security >
GE1/0/7 Nearest bridge agent LOBBY MAC address [ 5ca7-21f3-61a0 Interface name / GigabitEthernet1/0/1
Application Security > . o
GE1/0/9 Nearest bridge agent LAB MAC address [ 5ca7-21f3-6720 Interface name / GigabitEthernet1/0/1
System > GE1/0/11 Nearest bridge agent ROOMO2 MAC address [ 5ca7-21f3-67e0 Interface name / GigabitEthernet1/0/1
GE1/0/13 Nearest bridge agent Core_S5024PV3 MAC address [ fcb0-9b2c-2516 MAC address [ fc60-9b2¢-252¢
Tools >
GE1/0/13 Nearest bridge agent CLOUD538-02 MAC address / f474-880b-5420 MAC address [ f474-880b-5420
GE1/0/13 Nearest bridge agent Locally assigned / DESKTOP-8180050 MAC address [ 4ce1-7342-50e3
GE1/0/13 Nearest bridge agent H3C MAC address [ 54c6-ff44-7120 MAC address [ 54cb-ff44-7121

Total 72 entries, 12 matched.Page 7/ 7. 4 <4 B> Bl Q
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Y7 Vzhoo!#E X | +

2.168.0.100/wnm/frame/index.php#M_MonAPGroups

H3‘ WX2812X-PWR . Save ... Roadmap | g admin

Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Configuration

Network Security Traffic Policy Packet Filter QoS Policies Priority Mapping

SRS R AccessControl  IPVAACL  IPvGACL  Layer 2 ACL

System L _ L ) .
Authentication MAC Authentication B02.1X Portal Port Security

Tools
ISP Domains RADIUS

User Management Local Users

Guest Management Guest List Import Guests Generate Guest Accounts Approve Guest Guest Configuration

BYOD Rules BYOD Authorization




o WX2812X-PWR|Network Security| X +

€« > C A RESNTVELEE | bitps//192.168.0.100/wnm/frame/index.php#M_PacketFilter?np=Pktfilter.add_interface&type=add

[l rc GG [ Hc [ wscEm [ @8 | @R [ 2T [ #8 [ ®85k& || Coudnet @ HCLWXSS40H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  wac PORTAL (g VMware

New ACL X

@ IPv4 ACL
~IPve ACL
. Ethernet frame header ACL

. User-defined ACL




@ WX2812X-PWR|Metwork Security| X + i = (m]} .

<« - C A FRESNTVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_MQC B & W 3} o & :
PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

ﬂSave ."'i Roadmap | ... admin

Network Security » Traffic Policy » QoS Policies

Monitoring >
Interface Incoming Outgoing
Quick Start >
Select... "0 0
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >

Tools >




@ WX2812X-PWR|Metwork Security| X + i = (m]} .

<« - C A RESNTVELERE | btps//192.168.0.100/wnm/frame/index.php#M_Priority B & W 3} o & :
PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

HSave ."'i Roadmap | ... admin

Network Security » Traffic Policy » Priority Mapping

Dashboard Priority Map Priority Map-table

Monitoring >
802.1p-priority to Local-precedence priority map v Search
Quick Start >
Import Export
Wireless Configuration >
0 2
Network Configuration >
1 0
Network Securit >
/ 2 1
Application Security > 3 3
System > 4 4
Tools > 2 >
6 6
7 7




6 WX2812X-PWR|Metwork Security| X + i = (m]} .

<« - G A FRESNTLVELERE | btps//192.168.0.100/wnm/frame/index.php#M_IPv4ACL?np=ACccLAdd_ipv4grpaitype=add B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Security » Access Control » IPv4 ACL » New IPv4 ACL

LEEIDTETT ACL Category = @® BasicO Advanced
N ACL

Monitoring > * (2000-2999 or 1-63 chars)
Quick Start > Rule match order @ Config O Auto

Rule numbering ste

. o I 5 (1-20)

Wireless Configuration >

Description (1-127 chars)
Network Configuration >

) #
Network Security >
Continue to add rule

Application Security >
System >

Tools >




6 WX2812X-PWR|Metwork Security| X + i = (m]} .

<« - C A FRESNTOVELEE | btps//192.168.0.100/wnm/frame/index.php#M_MACACL?np=ACccL.Add_macgrp&itype=add B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Security ¥ Access Control » Layer 2 ACL > New Ethernet Frame Header ACL

Dashboard

ACL =

(4000-4999 or 1-63 chars)

Monitoring >

Rule match order @ ConfigO Auto

i Rule numbering ste
Quick Start > gstep 5 (1-20)
Wireless Configuration > Description (1-127 chars)
Network Configuration > 4
) & Continue to add rule

Network Security >
Application Security > m Cance
System >

Tools >




@ WX2812X-PWR|Metwork Security| X + i = (m]} .

<« - C A FRESNTOVELEE | btps//192.168.0.100/wnm/frame/index.php#M_MACA B & W 3} o & :
PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

HSave ."'i Roadmap | ... admin

Network Security ¥ Authentication » MAC Authentication

Dashboard MAC Authentication MAC Authentication

MAC authentication controls network access by authenticating source MAC addresses on a port. The feature does not require client software, and users do not have to enter usernames and passwords for network access.

Monitoring >

Quick Start > Search

Wireless Configuration > Interface MAC Authentication Online Users Max Users(1-4294967295) Settings

Network Configuration > GE1/0/3 0O 4294967295

Network Securtty , GE1/0/4 ) 4294957295
GE1/0/5 m) 4294957295

Application Security >
GE1/0/6 O 4294957295

e ’ GE1/0/7 O 4294957295

fools : GE1/0/8 0 4294967295
GE1/0/9 ) 4294967295
GE1/0/10 m) 4294967295
GE1/0/11 ) 4294967295
GE1/0/12 0 4294967295
GE1/0/13 m) 4294957295
GE1/0/14 ) 4294967295

XGE1/0/15 O 4294967295
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<« - C A FRESNTLELERE | btps//192.168.0.100/wnm/frame/index.php#M_8021X B & W 3} o & :
PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

HSave ."'i Roadmap | ... admin

Network Security ¥ Authentication » 802.1X

Dashboard 802.1X

802.1X controls network access by authenticating the devices connected to 802.1X-enabled LAN ports.

Monitoring >
Quick Start > Search
Wireless Configuration > Interface Enable 802.1X Access Control Online Users Max Users(1-4294967295) Advanced Settings
Network Configuration N GE1/0/3 0 MAC-based v 4294967295
, GE1/0/4 O MAC-based v 4294967295
Network Security >
GE1/0/5 O MAC-based v 4294967295
Application Security >
GE1/0/6 O MAC-based v 4294967295
System >
GE1/0/7 O MAC-based v 4294967295
Tools >
GE1/0/8 O MAC-based v 4294967295
GE1/0/9 O MAC-based v 4294967295
GE1/0/10 0 MAC-based v 4294967295
GE1/0/11 O MAC-based v 4294967295
GE1/0/12 g MAC-based v 4294967295
GE1/0/13 O MAC-based v 4294967295
GE1/0/14 O MAC-based v 4294967295

XGE1/0/15 O MAC-based v 4294967295
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¢« > C A FBESNTVELERE | btps//192.168.0.100/wnm/frame/index.php#M_Portal B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Security ¥ Authentication » Portal

Dashboard Portal

Portal authentication, also called Web authentication, controls user access to networks by authenticating the username and password entered on a portal authentication page.

Monitoring >

Quick Start > Portal authentication server >
Wireless Configuration > Portal Web server >
Network Configuration > Local portal Web server >
Network Security > Portal-free rule >
Application Security > Interface policy >
System > Online users >

s ? Portal DHCP packet capture




@ Wx2812X-PWR|Network Security| X + A% - a X

¢« > C A FESWTLELWERE | htps//192.168.0.100/wnm/frame/index.php#M_PortSec B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Network Security ¥ Authentication » Port Security

Dashboard Port Security
Port security combines and extends B02.1X and MAC authentication to provide MAC-based network access control.
Monitoring >
Quick Start > Search
Wireless Configuration > Interface Port Security Mode Users Advanced Settings
Network Configuration > GE1/0/3 None v 0 Advanced Settings
) GE1/0/4 None v 0 Advanced Settings

Network Security

GE1/0/5 None v 0 Advanced Settings
Application Security >

GE1/0/6 None ~ 0 Advanced Settings
System >

GE1/0/7 None v 0 Advanced Settings
Tools >

GE1/0/8 None ~ 0 Advanced Settings
GE1/0/9 None ~ 0 Advanced Settings
GE1/0/10 None ~ 0 Advanced Settings
GET/0/11 None ~ 0 Advanced Settings
GE1/0/12 None ~ 0 Advanced Settings

GE1/0/13 None ~ 0 Advanced Settings

GE1/0/14 None v 0 Advanced Settings

XGE1/0/15 None v 0 Advanced Settings
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<« - C A FRESNTUVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_ISPDomain?np=Domain.Add_domain&itype=add B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Security » AAA > ISP Domains » New ISP Domain

Dashboard .

Domain =

(1-255 chars)

Monitoring >

State

Active v

Quick Start >

Service type (0 Login (] LAN access(] Portal
Wireless Configuration >

Show advanced settings

Network Configuration > m )

Network Security >
Application Security >
System >

Tools >
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« 2> C A RESNTVEBLEE | bips//192.168.0.100/wnm/frame/index.php#M_Radius?np=RADIUS.Add_scheme&type=add B » 3} o a2

LPC GG [ mHc [ oHscEm [ @Rl [ @& [ 2T [ B8 | ®HiE || Coudnet @ HCLWXSS40H) @ Anchor-ac @ AC(WA1S04H) @ CloudAP @ VACI000 @ HCL(SPF10s0) @ iMC  wmac PORTAL [z VMware

H3 WX2812X-PWR ﬁ Save ."i Roadmap ... admin

Network Security > AAA > RADIUS > New RADIUS Scheme

Dashboard
Scheme name
(1-32 chars)
Monitoring
Authentication server Primary authentication server
. *Portrange is 1-65535,1812 by default.
Quick Start >
VRF Type Host Port * Key State
Wireless Configuration >
Public network v |P address v AXXX 1-65535 v

Network Configuration >
Secondary authentication server

Network Security > *Portrange is 1-65535,1812 by default.
VRF Type Host Port * Key State
Application Security >
Public network * IP address v RXXX 1-65535 v
System >
The shared key for authentication
Tools > (1-64 chars)

Accounting server Primary accounting server

*Port range is 1-65535,1813 by default.

VRF Type Host Port * Key State

Public network * IP address v RXXX 1-65535 -

Secondary accounting server

*Port range is 1-65535,1813 by default.
VRF Type Host Port * Key State

Public network T IP address v OAXXX 1-65535 v
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<« - C A FRESNTVELERE | btpsy//192.168.0.100/wnm/frame/index.php#M_LocalUser?np=LUser.Add_user&type=add B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Security ¥ User Management » Local Users » New User

Dashboard User name
(1-55 chars)
Monitoring >
Password
(1-63 chars)
Quick Start >
Confirm password
Wireless Configuration >
description (1-127 chars)
Network Configuration >
~
Network Security >
Authorization user group
Select... v
Application Security >
Service types O ADVPN(J IKE(D IPoE D LAN access (] Portal J PPP () SSL VPN
System > Max concurrent logins (1-1024)
Tools > R
Authorization attributes * Authorization ACL

4+  (2000-4999)

minutes (1-120)

e |dle timeout

* Authorization VLAN

(1-4094)

e SSLVPN policy group

(1-31 chars)
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« > C A FRESNTUVELERE | btps//192.168.0.100/wnm/frame/index.php#M_BYOD B » W ) o &

PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

ﬂSave ."'i Roadmap | ... admin

Network Security > BYOD » BYOD Rules

Dashboard
User-defined DHCP rules + = Predefined DHCP rules =
Monitoring > DHCP Option 55 Value | Device Type Q DHCP Option 55 Value | Device Type Q
1,121,33,3,6,12,15,26,28,51,54,58,59,119,252 Chrome 05
Quick Start > 1,121,33,3,6,12,15,286,42,51,54,58,59,119 Generic Linux
1,121,33,3,6,12,15,28,42,51,58,59,119 Galaxy Xcover
Wireless Configuration > 1,121,33,3,6,12,15,28,51,58,59,119 Galaxy Ace
1,121,33,3,6,15,28,40,41,42,51,58,59,119 Kyocera Printer
Network Configuration > 1,121,33,3,6,15,28,44,51,58,59,119 Motorola Android
1,121,33,3,6,15,28,51,58,59 Samsung Android
Network Security > 1,121,33,3,6,15,28,51,58,59,119 Generic Android
0/0 14 <4 B> B 113 14 <4 B> Bl
Application Security >
S N User-defined HTTP user agent rules + = Predefined HTTP user agent rules =
HTTP User Agent | Device Type Q HTTP User Agent | Device Type Q
Tools > ##_ MAX 4G 5.0 _T-Mobile_4.2.2_android_en_5.0.4428_DID999 Generic Android
## SM-G900V_Network Extender_4.4.4_android_en_5.0.4402... Generic Android
## SM-G900V_Verizon Wireless_4.4.4_android_en_5.0.4402_V... Generic Android
##_7992_ATRT_4.1.1_android_en_4.0.1024_ATT003 Generic Android
$%7BPRODUCT_NAME%7D/1 CFNetwork/548.1.4 Darwin/11.0.0 Apple iPod, iPhone or iPad
%%%2394D8FB-C554-425C-28D0-05223766E265%%% Generic Android
%%%8DC4ADAC-A257-FBDE-AE99-CC16CD 1EAB4(%%% Generic Android
%%%DBABI1C1-D32(-4D8F-4770-2B9B5EBDF149%%% Generic Android
n/o 4 <4 B> Bl 1/850 4 <4 B> B
User-defined MAC rules + = Predefined MAC rules =
MAC Address | MAC Address Mask | MAC Address MAC Address Mask Device Type Q

NANCNN AC NN D nan rC C CC0n nononn N o Fat
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<« - G A FRESNTUVELERE | btps//192.168.0.100/wnm/frame/index.php#M_BYODAUTH B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Network Security » BYOD » BYOD Authorization

Dashboard - Search

Monitoring > User Group Name User Profile Session Timeout(min) Idle Timeout(min)
system 0
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

4 <4 B> Bl Q

Total 7 entries, 7 matched.Page 7/ 7.




6 WX2812X-PWR|Metwork Security| X + i = (m]} .

<« - C A FRESNTVELERE | btpsy//192.168.0.100/wnm/frame/index.php#M_PacketFilter?np=Pktfilter.add_interface&ttype=add B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Security » Traffic Policy » Packet Filter

Dashboard
Interface *
Select... v
Monitoring >
Direction @ Inbound O Qutbound
Quick Start > Packet filter @ IPv4 ACLO IPv6 ACLO Ethernet frame header ACL User defined ACL O Default action
ACL = +  (2000-3999 or 1-63 chars)
Wireless Configuration >
Network Configuration > m Cance
Network Security >
Application Security >
System >

Tools >




@ WX2812X-PWR|Metwork Security| X + i = (m]} .

<« - C A FRESNTVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_MQC B & W 3} o & :
PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

ﬂSave ."'i Roadmap | ... admin

Network Security » Traffic Policy » QoS Policies

Monitoring >
Interface Incoming Outgoing
Quick Start >
GE1/0/1 x v 0 0
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >

Tools >




@ WX2812X-PWR|Metwork Security| X + i = (m]} .

<« - C A RESNTVELERE | btps//192.168.0.100/wnm/frame/index.php#M_Priority B & W 3} o & :
PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

HSave ."'i Roadmap | ... admin

Network Security » Traffic Policy » Priority Mapping

Dashboard Priority Map Priority Map-table

Monitoring >
802.1p-priority to Local-precedence priority map v Search

Quick Start >

Import Export
Wireless Configuration >

0 2
Network Configuration >

1 0
Network Security >

2 Import 1
Application Security > 3 3
System > 4 4
Tools > 2 >

6 6

7 7




6 WX2812X-PWR|Metwork Security| X + i = (m]} .

<« - G A FRESNTLVELERE | btps//192.168.0.100/wnm/frame/index.php#M_IPv4ACL?np=ACccLAdd_ipv4grpaitype=add B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Security » Access Control » IPv4 ACL » New IPv4 ACL

LEEIDTETT ACL Category = @® BasicO Advanced
N ACL

Monitoring > * (2000-2999 or 1-63 chars)
Quick Start > Rule match order @ Config O Auto

Rule numbering ste

. o I 5 (1-20)

Wireless Configuration >

Description (1-127 chars)
Network Configuration >

) #
Network Security >
Continue to add rule

Application Security >
System >

Tools >




6 WX2812X-PWR|Metwork Security| X + i = (m]} .

<« - C A FRESNTOVELEE | btps//192.168.0.100/wnm/frame/index.php#M_MACACL?np=ACccL.Add_macgrp&itype=add B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Security ¥ Access Control » Layer 2 ACL > New Ethernet Frame Header ACL

Dashboard

ACL =

(4000-4999 or 1-63 chars)

Monitoring >

Rule match order @ ConfigO Auto

i Rule numbering ste
Quick Start > gstep 5 (1-20)
Wireless Configuration > Description (1-127 chars)
Network Configuration > 4
) & Continue to add rule

Network Security >
Application Security > m Cance
System >

Tools >




@ WX2812X-PWR|Metwork Security| X + i = (m]} .

<« - C A FRESNTOVELEE | btps//192.168.0.100/wnm/frame/index.php#M_MACA B & W 3} o & :
PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

HSave ."'i Roadmap | ... admin

Network Security ¥ Authentication » MAC Authentication

Dashboard MAC Authentication MAC Authentication

MAC authentication controls network access by authenticating source MAC addresses on a port. The feature does not require client software, and users do not have to enter usernames and passwords for network access.

Monitoring >
Quick Start > Search
Wireless Configuration > Interface MAC Authentication Online Users Max Users(1-4294967295) Settings
Network Configuration > GE1/0/3 O 4294967295
GE1/0/4 4294967295
Network Security > O
GE1/0/5 O 4294967295
Application Security >
GE1/0/6 O 4294967295
System >
GE1/0/7 O 4294967295
Tools >
GE1/0/8 0O 4294967295
GE1/0/9 0O 4294967295
GE1/0/10 O 4294967295
GE1/0/11 0O 4294967295
GE1/0/12 O 4294967295
GE1/0/13 O 4294967295
GE1/0/14 0O 4294967295

XGE1/0/15 O 4294967295




@ WX2812X-PWR|Metwork Security| X + i = (m]} .

<« - C A FRESNTLELERE | btps//192.168.0.100/wnm/frame/index.php#M_8021X B & W 3} o & :
PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

HSave ."'i Roadmap | ... admin

Network Security ¥ Authentication » 802.1X

Dashboard 802.1X

802.1X controls network access by authenticating the devices connected to 802.1X-enabled LAN ports.

Monitoring >
Quick Start > Search
Wireless Configuration > Interface Enable 802.1X Access Control Online Users Max Users(1-4294967295) Advanced Settings
e i A GE1/0/3 0 MAC-based v 4294967295
GE1/0/4 MAC-based 4294967295
Network Security > O N
GE1/0/5 O MAC-based v 4294967295
Application Security >
GE1/0/6 O MAC-based v 4294967295
System >
GE1/0/7 O MAC-based v 4294967295
Tools >
GE1/0/8 O MAC-based v 4294967295
GE1/0/9 O MAC-based v 4294967295
GE1/0/10 O MAC-based v 4294967295
GE1/0/11 O MAC-based v 4294967295
GE1/0/12 O MAC-based v 4294967295
GE1/0/13 O MAC-based v 4294967295
GE1/0/14 O MAC-based v 4294967295

XGE1/0/15 O MAC-based v 4294967295




6 WX2812X-PWR|Metwork Security| X + i = (m]} .

¢« > C A FBESNTVELERE | btps//192.168.0.100/wnm/frame/index.php#M_Portal B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Security ¥ Authentication » Portal

Dashboard Portal

Portal authentication, also called Web authentication, controls user access to networks by authenticating the username and password entered on a portal authentication page.

Monitoring >

Quick Start > Portal authentication server >
Wireless Configuration > Portal Web server >
Network Configuration > Local portal Web server >
Network Security > Portal-free rule >
Application Security > Interface policy >
System > Online users >

s ? Portal DHCP packet capture




@ Wx2812X-PWR|Network Security| X + A% - a X

¢« > C A FESWTLELWERE | htps//192.168.0.100/wnm/frame/index.php#M_PortSec B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Network Security ¥ Authentication » Port Security

Dashboard Port Security
Port security combines and extends B02.1X and MAC authentication to provide MAC-based network access control.
Monitoring >
Quick Start >» Search
Wireless Configuration > Interface Port Security Mode Users Advanced Settings
Network Configuration > GE1/0/3 None v 0 Advanced Settings
) GE1/0/4 None v 0 Advanced Settings

Network Security

GE1/0/5 Interface None v 0 Advanced Settings
Application Security >

GE1/0/6 None ~ 0 Advanced Settings
System >

GE1/0/7 None v 0 Advanced Settings
Tools >

GE1/0/8 None ~ 0 Advanced Settings
GE1/0/9 None ~ 0 Advanced Settings
GE1/0/10 None ~ 0 Advanced Settings
GET/0/11 None ~ 0 Advanced Settings
GE1/0/12 None ~ 0 Advanced Settings

GE1/0/13 None ~ 0 Advanced Settings

GE1/0/14 None v 0 Advanced Settings

XGE1/0/15 None v 0 Advanced Settings



6 WX2812X-PWR|Metwork Security| X + i = (m]} .

<« - C A FRESNTUVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_ISPDomain?np=Domain.Add_domain&itype=add B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Security » AAA > ISP Domains » New ISP Domain

Dashboard .

Domain =

(1-255 chars)

Monitoring >

State

Active v

Quick Start >

Service type (0 Login (] LAN access(] Portal
Wireless Configuration >

Show advanced settings

Network Configuration > m )

Network Security >
Application Security >
System >

Tools >




e WX2812X-PWR|Metwork Security| X + i = (m]} .

« 2> C A RESNTVEBLEE | bips//192.168.0.100/wnm/frame/index.php#M_Radius?np=RADIUS.Add_scheme&type=add B » 3} o a2

LPC GG [ mHc [ oHscEm [ @Rl [ @& [ 2T [ B8 | ®HiE || Coudnet @ HCLWXSS40H) @ Anchor-ac @ AC(WA1S04H) @ CloudAP @ VACI000 @ HCL(SPF10s0) @ iMC  wmac PORTAL [z VMware

H3 WX2812X-PWR ﬁ Save ."i Roadmap ... admin

Network Security > AAA > RADIUS > New RADIUS Scheme

Dashboard
Scheme name
(1-32 chars)
Monitoring
Authentication server Primary authentication server
. *Portrange is 1-65535,1812 by default.
Quick Start >
VRF Type Host Port * Key State
Wireless Configuration >
Public network v |P address v AXXX 1-65535 v

Network Configuration >
Secondary authentication server

Network Security > *Portrange is 1-65535,1812 by default.
VRF Type Host Port * Key State
Application Security >
Public network * IP address v RXXX 1-65535 v
System >
The shared key for authentication
Tools > (1-64 chars)

Accounting server Primary accounting server

*Port range is 1-65535,1813 by default.

VRF Type Host Port * Key State

Public network * IP address v RXXX 1-65535 -

Secondary accounting server

*Port range is 1-65535,1813 by default.
VRF Type Host Port * Key State

Public network T IP address v OAXXX 1-65535 v




6 WX2812X-PWR|Metwork Security| X + i = (m]} .

<« - C A FRESNTVELERE | btpsy//192.168.0.100/wnm/frame/index.php#M_LocalUser?np=LUser.Add_user&type=add B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Network Security ¥ User Management » Local Users » New User

Dashboard User name
(1-55 chars)
Monitoring >
Password
(1-63 chars)
Quick Start >
Confirm password
Wireless Configuration >
description (1-127 chars)
Network Configuration >
~
Network Security >
Authorization user group
Select... v
Application Security >
Service types O ADVPN(J IKE(D IPoE D LAN access (] Portal J PPP () SSL VPN
System > Max concurrent logins (1-1024)
Tools > R
Authorization attributes * Authorization ACL

4+  (2000-4999)

minutes (1-120)

e |dle timeout

* Authorization VLAN

(1-4094)

e SSLVPN policy group

(1-31 chars)




e WX2812X-PWR|MNetwork Security|t X + i = (m]} .

« > C A FRESNTUVELERE | btps//192.168.0.100/wnm/frame/index.php#M_BYOD B » W ) o &

PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

ﬂSave ."'i Roadmap | ... admin

Network Security > BYOD » BYOD Rules

Dashboard
User-defined DHCP rules + = Predefined DHCP rules =
Monitoring > DHCP Option 55 Value | Device Type Q DHCP Option 55 Value | Device Type Q
1,121,33,3,6,12,15,26,28,51,54,58,59,119,252 Chrome 05
Quick Start > 1,121,33,3,6,12,15,286,42,51,54,58,59,119 Generic Linux
1,121,33,3,6,12,15,28,42,51,58,59,119 Galaxy Xcover
Wireless Configuration > 1,121,33,3,6,12,15,28,51,58,59,119 Galaxy Ace
1,121,33,3,6,15,28,40,41,42,51,58,59,119 Kyocera Printer
Network Configuration > 1,121,33,3,6,15,28,44,51,58,59,119 Motorola Android
1,121,33,3,6,15,28,51,58,59 Samsung Android
Network Security > 1,121,33,3,6,15,28,51,58,59,119 Generic Android
0/0 14 <4 B> B 113 14 <4 B> Bl
Application Security >
S N User-defined HTTP user agent rules + = Predefined HTTP user agent rules =
HTTP User Agent | Device Type Q HTTP User Agent | Device Type Q
Tools > ##_ MAX 4G 5.0 _T-Mobile_4.2.2_android_en_5.0.4428_DID999 Generic Android
## SM-G900V_Network Extender_4.4.4_android_en_5.0.4402... Generic Android
## SM-G900V_Verizon Wireless_4.4.4_android_en_5.0.4402_V... Generic Android
##_7992_ATRT_4.1.1_android_en_4.0.1024_ATT003 Generic Android
$%7BPRODUCT_NAME%7D/1 CFNetwork/548.1.4 Darwin/11.0.0 Apple iPod, iPhone or iPad
%%%2394D8FB-C554-425C-28D0-05223766E265%%% Generic Android
%%%8DC4ADAC-A257-FBDE-AE99-CC16CD 1EAB4(%%% Generic Android
%%%DBABI1C1-D32(-4D8F-4770-2B9B5EBDF149%%% Generic Android
n/o 4 <4 B> Bl 11125 4 <4 B> B
User-defined MAC rules + = Predefined MAC rules =
MAC Address | MAC Address Mask | MAC Address MAC Address Mask Device Type Q

NANCNN AC NN D nan rC C CC0n nononn N o Fat




@ Wx2812X-PWR|Network Security| X + A% - a X

<« - G A FRESNTUVELERE | btps//192.168.0.100/wnm/frame/index.php#M_BYODAUTH B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Network Security » BYOD » BYOD Authorization

Dashboard - Search

Monitoring > User Group Name User Profile Session Timeout(min) Idle Timeout(min)
system 0
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >
Tools >

4 <4 B> Bl Q

Total 7 entries, 7 matched.Page 7/ 7.




137

I;il Dashboard

E Monitoring

m Quick start

m Wireless Configuration

m Network Configuration

m Network Security

m Application Security

m System

m Tools

m Cloudnet
HRICTHHERREICRY AE

!E [HGUI




Y7 Vzhoo!#E X | +

| http 92.168.0.100/wnm/frame/index.php#M_MonAPGroups

H3‘ WX2812X-PWR . Save ... Roadmap | g admin

Dashboard

Monitoring >
Quick Start >
Wireless Configuration >
Network Configuration >

Network Security Application Groups Application Groups
Application Security Object Groups Service Object Groups IPv4 Address Object Groups IPvE Address Dbject Groups
System Security Actions Redirect Capture
Tools Security Policies Security Policies
Application Audit Audit Policies

Rate Limit Rate Limit

Profiles Signatures

URL Filtering URL Categories URL Filtering Profiles

Anti-Virus Profile




@ WX2812X-PWR|Application Securt X +

<« - C A FRESNTUVELERE | btps//192.168.0.100/wnm/frame/index.php#M_appgroup?np=security.add_appgroup&itype=add

P GG H3C

H3CE7] EXdl ;R FE

B8

EEE

Cloudnet @ HCLIWX5540H) @ Anchor-ac

@ AC(WA1804H) @ CloudAP

@ vaciooo

@ HCL(SPF1060)

@ iMC

Hac PORTAL

[—ﬁ; VMware

ﬂ Save

."'i Roadmap | ... admin

Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Configuration

Network Security

Application Security

System

Tools

Application Security > Application Groups > Application Groups » Create Application Group

Application group name %

ap1|

Description

1M(45)

P2P(13)
Streaming_Media(103)
E-Mail(12)

(< < I <

System_Tools(29)

(<< I < I <

Map_Navigation(13)
Life_Service(227)

a

Available applications

Filter

Network_Community(65)

(1-63 chars)

(0-127 chars)

o

R

<<

Vulnerability
Malware-vehicle
Data-loss
Bandwidth-consuming
Misoperation
Tunneling

Evasive

Productivity-loss

Selected applications

Filter

09
o9
0v9
09
09




6 WX2812X-PWR|Application Securt X + i = (m]} .

« > C A FRESNTVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_serviceobjectgroup B =2 o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3C WX2812X-PWR

Application Security » Object Groups » Service Object Groups

HSave ."' Roadmap | A admin

Monitoring

3com-nbx UDP Source port0-65535,Destination port...  No Predefined
Quick Start

audio-call-control TCP Source port0-65535,Destination port...  No Predefined
Wireless Configuration bfd-control UDP Source port0-65535,Destination port...  No Predefined
Network Configuration bfd-control-multihop UDP Source port0-65535,Destination port...  No Predefined

bfd-echo UDP Source port0-65535,Destination port... No Predefined
Network Security

bgp TCP Source port0-65535,Destination port...  No Predefined
Application Security R .

chargen bap TCP Source port0-65535,Destination port...  No Predefined
System cmd TCP Source port0-65535,Destination port...  No Predefined

daytime TCP Source port0-65535,Destination port...  No Predefined
Tools

dhcp-client UDP Source port0-65535,Destination port... No Predefined

dhcp-relay UDP Source port0-65535,Destination port... No Predefined

dhcp-server UDP Source port0-65535,Destination port... No Predefined

discard_tcp TCP Source port0-65535,Destination port...  No Predefined

dns-tcp TCP Source port0-65535,Destination port...  No Predefined

dns-udp UDP Source port0-65535,Destination port... No Predefined

Total 704 entries, 104 matched, 704 selected.Page 7/ 7.
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e WX2812X-PWR|Application Securt X + i = (m]} .

<« - C A FRESNTUELERE | bitpsy//192.168.0.100/wnm/frame/index.php#M_IPv40bjectGroup?np=security.add_ipv4&type=add B 2 % o o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Application Security » Object Groups » IPv4 Address Object Groups » Create IPv4 Address Object Group

Dashboard

Group name  *

(1-31 chars)

Monitoring >

Description (0-127 chars)
Quick Start >

i
Wireless Configuration > Objects - Search -
B Type a | Content | Excluded addresses Actions =

Network Configuration >
Network Security >
Application Security >
System >
Tools >

Total Oentries, Omatched, 0selected.Page 7/ 7. 4 <4 B> B Q




e WX2812X-PWR|Application Securt X + i = (m]} .

<« - C A FRESNTVELERE | btps//192.168.0.100/wnm/frame/index.php#M_IPv60bjectGroup?np=security.add_ipv6&type=add B 2 % o o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Application Security » Object Groups ¥ IPv6 Address Object Groups » Create IPvb Address Object Group

Dashboard

Group name  *

(1-31 chars)

Monitoring >

Description (0-127 chars)
Quick Start >

i
Wireless Configuration > Objects - Search -
B Type a | Content | Excluded addresses Actions =

Network Configuration >
Network Security >
Application Security >
System >
Tools >

Total Oentries, Omatched, 0selected.Page 7/ 7. 4 <4 B> B Q




6 WX2812X-PWR|Application Securt X + i = (m]} .

¢« > C A FESWTLELWERE | htps//192.168.0.100/wnm/frame/index.php#M_Block B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Application Security » Security Actions » Block

Dashboard
Security feature Blacklist period (sec) Restore default

Monitoring > PS 1-86400. Default: 1800 'ﬂ'

Quick Start > URL filtering 1-86400. Default: 1800 &
Wireless Configuration >

Network Configuration >

Network Security >

Application Security >

System >

Tools >




6 WX2812X-PWR|Application Securt X + i = (m]} .

¢« > C A FESWTLELWERE | htps//192.168.0.100/wnm/frame/index.php#M_Redirect B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Application Security » Security Actions » Redirect

Dashboard

Security feature URL
Monitering > IPS 9-63 characters, starting with http:// or https://
Quick Start > Anti-virus 9-63 characters, starting with http:// or https://
Wireless Configuration > URL filtering 9-63 characters, starting with http:// or https:/f
Network Configuration > _ _
Network Security >
Application Security >
System >

Tools >




6 WX2812X-PWR|Application Securt X + i = (m]} .

« > C A RESNTUELERE | bitps//192.168.0.100/wnm/frame/index.php#M_Capture B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Application Security » Security Actions » Capture

Dashiboard Security feature Max captured Kilobytes Export to URL Scheduled export time
g > IPS 0-1024. Default: 512 1-255 characters, starting with ftp:// or tftp:// ®
Quick Start >

Wireless Configuration >

Network Configuration >

Network Security >

Application Security >

System >

Tools >




6 WX2812X-PWR|Application Securt X + i = (m]} .

<« - C A FRESNTLELERE | bitps//192.168.0.100/wnm/frame/index.php#M_SecPolicy?np=security.add_secpolicy&PageType=Add B = W o o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR & Roadmap | & admin

Application Security » Security Policies » Security Policies » AddApply policy

Dashboard Security policy name Session aging (O Enable @® Disable
(1-127 chars)
Persistent session aging O Enable @® Disable
Monitoring >
SSID i i
Select.. . Policy @ Enable (O Disable
Quick Start > Application groups Candidate Selected
AP :
v Details
. . i Select.. Search for Search for
Wireless Configuration >
AP Grou
P Select... . > e
Network Configuration >
Type ® IPv4 O IPvé M
Network Securit >
y Description (1-127 chars) pep
Streaming_Media
Application S it
pplication Security > E_Mail
V]
Network_Communit
System > Action O Permit @® Deny - y
System_Tools
Source IP address
Tools > Select... N Map_Navigation
Destination IP address
Select... v
Service
Select... v
Time range
Select... v

m I--.:‘-:;-




e WX2812X-PWR|Application Securt X + i = (m]} .

<« - C A FRESNTUELERE | btps//192.168.0.100/wnm/frame/index.php#M_AuditPolicy?np=security.add_auditpolicy&type=add B 2 % o o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save .""’ Roadmap | ... admin

Application Security > Application Audit » Audit Policies > Add Audit Policy

Dashboard

Audit policy name % Service
(1-63 chars) Select... v
Monitoring > .
Type ® Audit O Audit-free O Deny Time range
Select... v
Quick Start > Enable
SSID
Select... v
Wireless Configuration >
AP
Network Configuration > Select...
. AP groups
Network Security > Select... v
Application Security > Source IP address Select... v
System > Destination IP address
Select... v
Tools > Audit rules - Search -

Application categories Actions =

Total Oentries, Omatched, 0 selected.Page 7/ 7. 4 <4 B> Bl Q




6 WX2812X-PWR|Application Securt X + i = (m]} .

<« - C A FRESNTVELERE | btpsy//192.168.0.100/wnm/frame/index.php#M_RateLimit?type=add&np=security.add_rate_limit B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Application Security » Rate Limit » Rate Limit > Add Rate Limit Rule

Dashboard Rule name # Time range
(1-63 chars) Select... v
Monitoring >
A maximum of Chinese characters are supported. Total rate limit
Upstream 8-100000000 kbps
Quick Start > 551D Select... v
Downstream = 8-100000000 kbps
Wireless Configuration > AP
Select... v
Per-terminal rate limit
Upstream 8-100000000 kbps
Network Configuration > AP group
Select... v
. Downstream = 8-100000000 kbps
Network Securit
/ > Application groups Candidate Selected
L . Details
Application Security > Search for Search for
System » >3 <€
IM
Tools >
p2p

Streaming_Media
E-Mail
Network_Community
System_Tools

Map_Navigation




e WX2812X-PWR|Application Securt X + i = (m]} .

<« - C A FRESNTLVELERE | bitps//192.168.0.100/wnm/frame/index.php#M_Profiles?np=security.add_ipsprofiles&PageType=Add B 2 % o o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save .""’ Roadmap | ... admin

Application Security » IPS » Profiles » CreatelPS profile

Dashboard

Name =
(1-63 chars)
Monitoring >
Filtering criteria

Quick Start > You can set criteria to filter IPS signatures for an IP5 profile based on the signature attributes. If you do not set any filtering criteria, the IPS file contains all enabled IPS signatures.

> B WebServer > M Vulnerability
Network Configuration > > M FTPServer > W Other

"

Network Security > > @ Database

> B WebApplication
Application Security > > 4 ApplicationSoftware

> 0 MailServer
System >

> NetworkProtocol
Tools > > [ Other

Object Server Client
Default action Deny Permit Reset Block-source
Severity Critical High [J Medium U Low
Rule filtering list
n Rule ID Rule name |Protected o...| Object suln:a..l. Object Severity Attack type Action State Q
] 1026 WEE_SERVE... WebServer Other Server High Vulnerability Reset Disable
O 1374 WEB_SERVE... WebServer Other Server High Vulnerability Permit Enable
O 1990 WEB_SERVE... WebServer Other Server High Vulnerability Permit Enable
O 2591 WEB_SERVE... WebServer  Weblogic Server High Vulnerability Reset Enable
O 2643 EXPLOIT_MS... Database MS-50L Server High Vulnerability Permit Enable




6 WX2812X-PWR|Application Securt X + i = (m]} .

« > C A FRESNTVELEE | btps//192.168.0.100/wnm/frame/index.php#M_Signatures B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Application Security » IPS > Signatures

Dashboard Delete all Snort signatures [ Show Snort signatures only

Import Snort signatures

Quick Start >
1026 WEB_SERVER_ATTAC... WebServer Other Vulnerability SQLInjection Server High Reset Disabled
Wireless Configuration > . . - . .
1374 WEB_SERVER_Possi...  WebServer Other Vulnerability SQLInjection Server High Permit Enabled
Network Configuration > 1990 WEB_SERVER_Possi...  WebServer Other Vulnerability SQLInjection Server High Permit Enabled
2 1020 | WEB_SERVER_Oracl..  WebServer WebLogic Vulnerability XS5 Server High Reset Enabled
Network Security >
2643 EXPLOIT_MS-SQL_S... Database MS-S0OL Vulnerability SQLInjection Server High Permit Enabled
Application Security > , . L . i
3142 FTP_Possible_FTP_D...  FTPServer Any Vulnerability SQLInjection Server High Permit Enabled
System > 3295 WEB_SERVER_Possi...  WebServer Any Vulnerability XS5 Client High Permit Enabled
Tool 3432 WEB_SERVER_IBM_L... MailServer LotusNotes Vulnerability XSS Server High Permit Disabled
ools >
3801 WEB_SERVER_Possi... WebServer Other Vulnerability SQLInjection Server High Permit Enabled
4131 WEEB_SERVER_Oracl...  Database Oracle Vulnerability XS5 Server High Reset Disabled
4276 WEB_SERVER_IBM_L... MailServer LotusNotes Vulnerability XSS Server High Reset Disabled
4363 FTP_Possible_FTP_D... NetworkProtocol FTP Vulnerability SQLInjection Server High Reset Enabled
4479 FTP_Possible_FTP_D... NetworkProtocol FTP Vulnerability SQLInjection Server High Reset Enabled
4933 WEB_SERVER_Possi... WebServer Other Vulnerability SQLInjection Server High Permit Enabled

Total 722 entries, 122 matched.Page 1/ 7. 4 <4 B> Bl Q




e WX2812X-PWR|Application Securt X +

¢« > ¢

P GG H3C

H3CE7] EXdl ;R

=T

B8

EEE

A FRESNTOVELEE | btps//192.168.0.100/wnm/frame/index.php#M_URLCategory

Cloudnet @ HCLIWX5540H)

6 Anchor-ac

@ AC(WA1804H)

@ Cloudap

@ vaciooo

@ HCL(SPF1060)

@ iMC

Hac PORTAL

[—[il VMware

H Save

."'i Roadmap | ... admin

Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Configuration

Network Security

Application Security

System

Tools

Application Security » URL Filtering > URL Categories

connection status: @ Mot connected [ Configure ]

URL Categories
Pre-Adult
Pre—
Pre-Adult
Pre-Adult
Pre-Adult
Pre-Adult
Pre-Adult
Pre-Arts
Pre-Business
Pre-Business
Pre-Business
Pre-Business

Pre-Business

0O 0O 000 o0 o0 oo o0 o o0 o0 o0

Pre-Business

Pre-Nudity
Pre-AdultSuppliers
Pre-SexualHealth
Pre-Abortion

Pre-Vulgar
Pre-Homosexual
Pre-OtherAdult

Pre-Arts

Pre-Business
Pre-IndustryAndAgriculture
Pre-Service
Pre-Advertisement
Pre-ExpressageAndLogistics

Pre-Speciallndustries

Total 740entries, 140 matched, 0selected.Page 7/ 7.

Description

Nudity

AdultSuppliers
SexualHealth

Abortion

Vulgar

Homaosexual
OtherAdult

Arts

Business
IndustryAndAgriculture
Service

Advertisement
ExpressageAndLogistics

Spediallndustries

Enter a host name

(£

Actions

<4




e WX2812X-PWR|Application Securt X + i = (m]} .

<« - C A FRESNTVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_UFLT?np=security.add_url_profile&PageType=Add&Data= B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Application Security > URL Filtering » URL Filtering Profiles » CreateURL Filtering Profile

Dashboard

Name

(1-31 chars)

Monitoring >

Default action @ NONE O Permit O Drop O Reset O Redirect O Block-source

uick Start

L & Cloud query ]
Wireless Configuration > HTTPS filter O

Whitelist -
Network Configuration >

@  Host patter type | HosT | URIpattem type | URI Actions

Network Security >
Application Security >
System >
Tools >

Blacklist -

@  Host pattern type | HoST | URIpatterntype R Actions




e WX2812X-PWR|Application Securt X + i = (m]} .

<« - C A FRESNTVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_AntiVirus?np=security.add_avparameters&type=add B =2 W o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

Application Security » Anti-Virus » Profile » Create Anti-Virus Profile

Dashboard

Name =
(1-63 chars)

Monitoring >

Description

(0-255 chars)

Quick Start >

File transfer protocols
Wireless Configuration > HTTP Upload Download Action Block v

Max cache file size 1 MB(1-24)

Network Configuration > FTP Upload Download Action Block v
Network Security > Mail protocols

SMTP Upload Action  Alarm v
Application Security >

POR3 Download Action Alarm N
System >

IMAP Upload Download Action  Alarm
Tools > File sharing protocols

NFS Upload Download Action  Block v

SMB Upload Download Action  Block v

Application exceptions Virus exceptions

o o B

B Name a - Action Actions = m Da | Name Actions =
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| http 92.168.0.100/wnm/frame/in hp#M_MonAPGroups

H3‘ WX2812X-PWR . Save ..‘ Roadmap | g admin

Dashboard

Monitoring

Quick Start

Wireless Configuration

Network Configuration

Network Security

Application Security

System Log EventLogs LogSettings

Tools Resource Time Range

File Systems File System Management

License Management License configuration Obtain DID Licenses and features Compress

Management Administrators Settings Configuration Upgrade Reboot About




e WX2812X-PWR|System|Log|Bvent X + i = (m]} .

€« > C A RESNTVELEE | bips//192.168.0.100/wnm/frame/index.php#M_SysLog B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save .""’ Roadmap | ... admin

System » Log » Event Logs

Dashboard

System Logs
Monitoring >
Quick Start > Actions =
Wireless Configuration > 2023-06-22 1bbew=s Notification -VSD=vsd-SrcMAC=5ca7-21f3-6730; Client spoofing AP detected.
2023-06-22 16:26:38 Notification -V5D=vsd-AP1=5cai-21f3-6730-AP2=5ca7-21f3-6730; Wireless bridge detected.
Network Configuration >
2023-06-22 16:26:38 Notification -VSD=vsd-SrcMAC=8c45-00dd-bb8d; Authentication flood detected.
Network S it
e s 2023-06-22 16:26:41 Notification _VSD=vsd-SrcMAC=e67d-456a-a19; Channel change detected.
Application Security > 2023-06-22 16:26:45 Notification -VSD=vsd-Channel=13; Prohibited channel detected.
2023-06-22 16:26:46 Motification -V5D=vsd-5rcMAC=daa1-19d3-005a; Error detected: duplicated ie.
System >
2023-06-22 16:26:58 Notification -VSD=vsd-Channel=2; Prohibited channel detected.
Tools >
2023-06-22 16:26:59 Notification -VSD=vsd-Channel=8; Prohibited channel detected.
2023-06-22 16:27:07 Notification -VSD=vsd-Channel=8; Prohibited channel detected.
2023-06-22 16:27:20 Notification -VSD=vsd-Channel=116; Prohibited channel detected.
2023-06-22 16:27:27 Notification -VSD=vsd-SrcMAC=5ca7-21f3-6730; Client spoofing AP detected.
2023-06-22 16:27:27 Notification -V5D=vsd-AP1=5car-21f3-6730-AP2=5ca7-21f3-6730; Wireless bridge detected.
2023-06-22 16:27:31 Notification -V'SD=vsd-Channel=10; Prohibited channel detected.

Total 572 entries, 572 matched.Page 7/ 7. 4 <4 B> Bl Q




e WX2812X-PWR|System|Log|LogSe X + i = (m]} .

« > C A FESWTLALWERE | htes//192.168.0.100/wnm/frame/index.php#M_LogSettings B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'" Roadmap | ... admin

System » Log » LogSettings

Dashboard
Log to buffer
Monitoring >
Output logs to the log buffer m:l
Quick Start >
Maximum Buffered Logs 512
Wireless Configuration >
Log to hosts
Network Configuration > 9
Hostname or IP Port VRF
Network Security >
1-253 chars. 1-65535,514 for default Public network v
Application Security >
*Up to 4 log hosts.
System >

Tools >




o WX2812X-PWR|System|Resource|T X + i = (m]} .

<« - C A FRESNTVELERE | btps//192.168.0.100/wnm/frame/index.php#M_TimeRange?np=Timerange.Add_timerange&type=add B 2 % ] o & :

PC GG H3C H3CEF| (e R T = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

ﬂSave ."'i Roadmap | ... admin

System » Resource ¥ Time Range > New Time Range

Dashboard

Name =
(1-32 chars)
Monitoring >
Periodic time range 3 )
Start Time End Time Sun Mon Tue Wed Thu Fri Sat
Quick Start >
hh:mm hh:mm O 0 0O 0O 0O O 0O
Wireless Configuration >
Absolute ti
Solte Hme range Start Time Start Date End Time End Date
Network Configuration >
hh:mm YYYY-MM-DD hh:mm YYYY-MM-DD
Network Security >
Application Security > Apply Cancel
System >

Tools >




e WX2812X-PWR|System|File Systerr X + i = (m]} .

« 5 C A FRESNTOVELEE | btps//192.168.0.100/wnm/frame/index.php#M_FileSystem B & W b} m & :

PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save .""’ Roadmap | ... admin

System » File Systems » File System Management

Dashboard File Management
Monitoring >

flash: ’
Quick Start >

Total: 3917744064 bytes, Used: 405876736 bytes, Free: 3511267328 bytes

Wireless Configuration > -
Search -

Network Configuration > Size(bytes) Directory VersionFile Operation
Network Security > [ flash:/apimge/wa5300.ipe 24401920 2023-06-07 13:50:12 No NO T
[0  flash:fapimge/wa6300.ipe 51109888 2023-06-01 13:50:36 No NO ]
Application Security >
[0 flash:/apimge/wa6300a.ipe 52130816 2023-06-01 13:50:54 No NO )
system ’ O  flash:/apimge/wa6500a.ipe 54496256 2023-06-01 13:50:18 No NO 1}
Tools > [ flash:/apimge/wab500b.ipe 54787072 2023-06-07 13:50:28 No NO |
[0 flash:/apimge/wa6600.ipe 65907712 2023-06-01 13:50:44 No NO T}
flash:/apimge/wage00.ipe
] flash:/apimge 2023-06-01 13:50:54 Yes NO )
(]  flash:/autonet_topo.dba 0 2023-06-01 14:01:10 No NO T}
[0 flash:/backup/startup_casel.cfg 5001 2022-12-1316:14:02 No NO )
(0 flash:/backup/startup_case2.cfg 3230 2022-12-1316:20:46 No NO ]
[ flash:/backup/startup_case2.mdb 74110 2022-12-13 16:20:46 No NO T}
[]  flash:/backup/startup.cfg 9086 2023-06-0611:43:18 No NO o)
1 flash:/backun/startun.mdb 229071 2023-06-06 11:43:26 No NO Tl




o WX2812X-PWR|System|License M- X +

« > C A RESNTVELEE | bitps//192.168.0.100/wnm/frame/index.php#M_LicCfg

[l GG s | Hicsm | @R[ @R [ 2¥® | B8 [ BHE || Coudnet @ HCLWXSS40H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ vACi000 @ HCLISPF1050) @ iMC  wac PORTAL [[gg VMware

Online Automatic Installation x

Make sure the license management platform is reachable.
The email address is optional. This address is used to receive the activation key or license file sent from t

he license management platform.

License management platform domai .
licensing.h3c.com

nname

License key &

Customer company/organization
Company/Organization

First name

Last name

Phone number

Email address

Zip code

Address

Project name




o WX2812X-PWR|System|License M- X +

« > C A RESNTVELEE | bitps//192.168.0.100/wnm/frame/index.php#M_LicCfg

[l GG s | Hicsm | @R[ @R [ 2¥® | B8 [ BHE || Coudnet @ HCLWXSS40H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ vACi000 @ HCLISPF1050) @ iMC  wac PORTAL [[gg VMware

Online Automatic Installation x

Make sure the license management platform is reachable.
The email address is optional. This address is used to receive the activation key or license file sent from t

he license management platform.

License management platform domai .
licensing.h3c.com

nname

License key &

Customer company/organization
Company/Organization

First name

Last name

Phone number

Email address

Zip code

Address

Project name




e WX2812X-PWR|System|License M: X + i = (m]} .

¢« > C A FESNTLEWERE | htps//192.168.0.100/wnm/frame/index.php#M_LicBrief B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

System ¥ License Management ¥ Licenses and features

Dashboard - Search

Monitoring > Feature name a ‘ Licensed or Not ‘ Status | —]
ACG N -
Quick Start >
APMGR N -
Wireless Configuration > AV N -
Network Configuration > IPRPT N )
IPS N -
Network Security >
SSLVPN N -
Application Security > URLT N
System >
Tools >

Total 7 entries, 7matched.Page 7/ 7. 4 <4 B> Bl Q
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<« - C A FRESNTOVELERE | btpsy//192.168.0.100/wnm/frame/index.php#M_LicCompress

[l GG s | Hicsm | @R[ @R [ 2¥® | B8 [ BHE || Coudnet @ HCLWXSS40H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ vACi000 @ HCLISPF1050) @ iMC  wac PORTAL [[gg VMware

Compress License Storage X

This operation clears expired licenses, uninstalled licenses, and Uninstall keys from
the license storage area, and it changes DID. Before performing a compression, mak
e sure the Uninstall keys are backed up and all license files generated based on the
old DID have been installed.

Are you sure you want to compress the license storage?
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<« - C A FRESNTUVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_Admin?np=User.add_manegement&type=add B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

System » Management » Administrators » New Administrator

Dashboard
User name =«
(1-55 chars)
Monitoring >
Password
(1-63 chars)
Quick Start >
Confirm password )
(1-63 chars)
Wireless Configuration >
User roles
Select... v
Network Configuration >
Group
Network Security > Select... N
Permitted access types O Terminal(J Telnet (D FTPCJ HTTPCJ HTTPS [ PAD ] SSH
Application Security >
Max concurrent online users )
(1-1024)
System >
FTP working directory flash: (1-255 chars)
Tools >

Show advanced settings




@ Wx2812X-PWR|System|Managem X + \ — o *

<« - C A FRESNTOVELEE | btpsy//192.168.0.100/wnm/frame/index.php#M_DeviceSettings?np=Basic.Devinfo B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

System » Management » Settings

Dashboard
Monitoring >
< Device Information
Quick Start >
Device name )
Wireless Configuration > H3C (1-64 chars)
Device location
Network Configuration >
Network Security > &
Contact information
Application Security >
o
System >

Tools >




@ Wx2812X-PWR|System|Managem X + W - o

<« - C A RESNTVELEE | btps//192.168.0.100/wnm/frame/index.php#M_Config?np=Config.View B 2 3} o =2
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

System » Management » Configuration

Dashboard
Monitoring >
< System Running Configuration
Quick Start >
1.#
Wireless Configuration > 2.version 7.7.064, ESS 5620
ER
4. sysname H3C
Network Configuration > 5 #
B. clock timezone JP add 09:00:00
Network Security > 7. clock protocol ntp
8.#
9. wlan global-configuration
Application Security > 10. region-code JP
11. calibrate-channel self-decisive enable all
System > 12. calibrate-power self-decisive enable all
13. calibrate-bandwidth self-decisive enable
14. #
Tools > 15. wlan band-navigation enable
16.#
17. telnet server enable
18.#
19. dhcp enable
20.#
21. lldp global enable
22.8
23. password-recovery enable
24.#
25.vlan1
26. description ap-manage
27.#
28.vlan 2
29. description client
30.#

- . 1
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<« - C A FRESNTOVELEE | btps//192.168.0.100/wnm/frame/index.php#M_Upgrade B =2 W 3} o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

System » Management » Upgrade

Dashboard
Monitoring >
Upgrade
Quick Start > You can automatically or manually upgrade the system software.
Before an automatic upgrade, make sure the cloud connection is in connected state. You can view the connection state from the System Tools > Remote Management > Cloud Services page.
Before a manual upgrade, use the release notes to verify the software and hardware compatibility and save the upgrade file to your terminal. The upgrade file must be an IPE file.
Wireless Configuration > You can get the new version of the software from the H3C official website
Network Configuration > _
Network Security >
View Software Images >
Application Security >
System >

Tools >
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¢« > C A BESNWTVEWERE | btps//192.168.0.100/wnm/frame/index.php#M_Reboot B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

System » Management » Reboot

Dashboard

Monitoring >
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >

Tools >




@ Wx2812X-PWR|System|Managem X + \ — o *

<« - C A FRESNTUELERE | btps//192.168.0.100/wnm/frame/index.php#M_About?np=About.Devicelnfo B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

System » Management » About

Dashboard Device name H3C
Serial number 219801A40P8229E00002
Monitoring > Device type WX2812X-PWR
Description H3C Comware Platform Software, Software Version 7.1.064, ESS 5620 H3C WX2812X-PWR Copyright (c) 2004-2023 New H3C Technologies Co., Ltd. All rights reserved.

Quick Start > Device location -

Contact information -
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >

Tools >




@ Wx2812X-PWR|System|Managem X + \ — o *

« > C A FRESNTLELERE | btps//192.168.0.100/wnm/frame/index.php#M_About?np=About.Version B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

System » Management » About

Dashboard H3C Comware Software, Version 7.7.064, ESS 5620
Copyright (c) 2004-2023 New H3(C Technologies Co., Ltd. All rights reserved.
H3C WX2812X-PWR uptime is 0 weeks, 0 days, 4 hours, 25 minutes

Monitoring >
Last reboot reason : Power on
Quick Start > Boot image: flash:/boot.bin
Boot image version: 7.1.064, ESS 5620
Wireless Configuration > Compiled Mar 21 2023 15:00:00
System image: flash:/system.bin
System image version: 7.7.064, ESS 5620
Network Configuration > Compiled Mar 21 2023 15:00:00
Network Security > with T ARM 2000MHz Processor
2048M bytes DDR4
3776M bytes EMMC Memory
Application Security >
Hardware Version is Ver.A
System N CPLD Version is 002

Basic Bootrom Version is 1.09
Extend Bootrom Version is 1.09
Tools > [Subslot 0JH3C WX2812X-PWR Hardware Version is Ver.A




@ Wx2812X-PWR|System|Managem X + \ — o *

<« - C A RESNTUVELERE | bitps//192.168.0.100/wnm/frame/index.php#M_About?np=About.Electronic B =2 W o} o &

PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H Save ."'i Roadmap | ... admin

System » Management » About

Dashboard -

Monitoring > Serial Number Manufacturing Date
Chassis WX2812X-PWR 219801A40P8229E00002 54-C6-FF-44-71-20 2022-10-08 00:00:00 H3C
Quick Start >
Chassis Level 1 Module slot1#1 219801A40P8229E00002 54-C6-FF-44-71-20 2022-10-08 00:00:00
Wireless Configuration > SubSlot0 Level 2 Module slot1#1 219801A40P8229E00002 54-C6-FF-44-71-20 2022-10-08 00:00:00
Network Configuration >
Network Security >
Application Security >
System >
Tools >

Total 3 entries, 3 matched.Page 7/ 7. 4 <4 B> Bl Q
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+

5 | Rt //192.168.0.1 vnm/frame/index.php

H3CEH] JEpa] = Cloudnet @) HCL oH) @ Anchor-ac A ) CloudAP \ 0 @ HCLSPFI060) @ iMC  wac PORTAL

. Save ..' Roadmap | g admin

Dashboard

Monitoring

Quick Start

Wireless Configuration
Network Configuration
Network Security
Application Security

System

Tools Debug Diagnostics

Ping IPvd Ping IPv Ping RF Ping

Tracert IPv4 Tracert IPvb Tracert

Packet Capture Wireless Packet Capture




@ WX2812X-PWR|Tools|Debug|Diag: X +

AT\

< & A FEINTVZLER | htgps//192.168.0.100/wnm/frame/index.php#M_Diagnostic B 2 ) o 2 :

Cloudnet @ HCLIWX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACT000 @ HCL(SPF1050) @ iMC  wac PORTAL [[gg VMware

WX2812X-PWR HSave ."'i Roadmap | ... admin

Tools » Debug » Diagnostics

Dashboard

Monitoring > -

Quick Start >

Wireless Configuration >

Network Configuration >

Application Security > ... Collecting diagnostic information...
System >

Tools >




@ Wx2812X-PWR(Tools|Ping|IPva Pir X + v = o X

<« - C A FRESNTOVELEE | btps//192.168.0.100/wnm/frame/index.php#M_Ping4 B =2 W 3} o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Tools » Ping » IPv4 Ping

LEEIDTETT Destination IP address or hostname
192.168.0.254

Monitoring > Result:
. Ping 192.168.0.254 (192.168.0.254): 56 data bytes

Quick Start > 56 bytes from 192.168.0.254: icmp_seq=0 ttl=128 time=1.306 ms
56 bytes from 192.168.0.254: icmp_seq=1 ttl=128 time=1.408 ms
56 bytes from 192.168.0.254: icmp_seq=2 ttl=128 time=1.18T ms

LB TS 56 bytes from 192.168.0.254: icmp_seq=3 ttl=128 time=1.626 ms

56 bytes from 192.168.0.254: icmp_seq=4 ttl=128 time=1.058 ms
Network Configuration >

-—- Ping statistics for 192.168.0.254 ---

5 packets sent
Network Security > 5 packets received

0% packet loss

Round-trip time: min/avg/max/stddev=1.058/1.315/1.626/0.194 ms
Application Security >
System >

Tools >




@ WX2812X-PWR[Tools|Ping|IPvé Pir X J& AYF-Rur104EEPEFELA~ X + W - o X

¢« > C A FESWTLEWERE | hips//192.168.0.100/wnm/frame/index.php#M_Ping6 B % O o & :

PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware
H ;‘ WX2812X-PWR H Save .‘.' Roadmap | & admin

Tools » Ping » IPv6 Ping
LElE Destination IP address or hostname =
FFOT:0:0:0:0:0:0:101

Monitoring > Result:

) Ping (56 data bytes) = --» FFO1::101
Quick Start > Request time out

Request time out

Wireless Configuration > Request time out

Request time out
Request time out

Network Configuration
-— IPv6 ping statistics for FF01:0:0:0:0:0:0:107 ---

5 packets sent
Network Security > 0 packets received
100% packet loss

Application Security >

System >

Tools >




@ WX2812X-PWR[Took|Ping|RF Ping X J& AYF-Ruk104EEPEFELA~ X + W - o X

€« > C A RESNTVEBLEE | bips//192.168.0.100/wnm/frame/index.php#M_RFPing B % O o & :
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware
H “ WX2812X-PWR H Save .‘.' Roadmap | & admin
Tools > Ping » RF Ping

LEEIDTETT RF Ping enables an AP to test the quality of the link to a wireless client. The AP sends empty data frames to the client at each supported rate and calculates link quality information based on the responses from the

client.
Monitoring >

MAC address » . i

4C-E1-73-42-50-E3 _ Client list

Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >

Tools >




@ WX2812X-PWR[Tools[Tracert{lPva © X J& AYF-Rub104EEPEFELA~ X + W - o X

« > C A FRESNTUVELERE | bitps//192.168.0.100/wnm/frame/index.php#M_Tracert4 B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Tools » Tracert » IPv4 Tracert

Dashboard
Destination Address or Host Name 10.10.11.254
Monitoring >
Result
Quick Start >
Tracert to 10.10.11.254(10.10.11.254), 30 hops at most, 52 bytes each packet,
‘I L
Wireless Configuration > 2 e
3 ®* K W
q L
Network Configuration > 5 s
6 * k ®
?’ w R W
Network Security > g e
g w R W
Application Security > LI
‘I‘I w W
‘]2 * W W
System > 13 **=*
‘|4 w W
‘|5 * W W

Tools > 16 **=*




@ WX2812X-PWR[Tools[Tracert|lPvé © X J& AYF-Rur104EEPEFELA~ X + W - o X

« > C A RESNTUVELERE | btps//192.168.0.100/wnm/frame/index.php#M_Tracert6 B =2 w o} o &
PC GG H3C H3CEF| (e R FT = EHlk Cloudnet @ HCL(WX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  mac PORTAL [[gg VMware

H3 WX2812X-PWR H Save .‘.' Roadmap | & admin

Tools » Tracert » IPv6 Tracert

Dashboard
Destination Address or Host Name
Monitoring >
Result
Quick Start >
Wireless Configuration >
Network Configuration >
Network Security >
Application Security >
System >

Tools >




@ Wx2812X-PWR|Tools|Packet Capt. X Je AUI-Fyb0FEEIPEFELA~ X | <+

<« - C A FRESNTVELERE | bitps//192.168.0.100/wnm/frame/index.php#M_WirelessCapture

[l rc GG [ Hc [ wscEm [ @8 | @R [ 2T [ #8 [ ®85k& || Coudnet @ HCLWXSS40H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACI000 @ HCLSPF1060) @ iMC  wac PORTAL (g VMware

Wireless Packet Capture x

AP name

5GHz(1)

Capture mode = @® Remote: captured packets are sent to the Wireshark client.
O Local: captured packets are sent to the FTP server.

RPCAP service port
2002 (1-65535)
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< Cc @ oasiscloud.h3c.com/oasist/static/#/net/network/sitecollection/site Et Q 2 W D o a2 :
PC GG H3C H3CE Exb: FT B EHEE Cloudnet @ HCLIWX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACT000 @ HCL(SPF1050) @ iMC  wac PORTAL [[gg VMware

Cloudnet Fw hO—2 Z~¥— ho&m H—EX £ qep -

v J—4 JSF TOKYO  H b @ KAMIYACHO

Device Management Password
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&y H3C Cloudnet X -+

< Cc @ oasiscloud.h3c.com/oasisé/static/#/net/network/sitecollection/site :'t

Cloudnet @ HCLIWX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACT000 @ HCL(SPF1050) @ iMC  wac PORTAL [[gg VMware

Cloudnet Fy ho—2

27— hO&M 3 @ o & @ Y=a17)L | HICTRAINING? & -

& xvho—o TS5 1 TOKYO 1  : KAMIYACHO v
=IF Y ~EE B I — DERTE Device Management Password
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&y H3C Cloudnet X -+

Cloudnet @ HCLIWX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACT000 @ HCL(SPF1050) @ iMC  wac PORTAL [[gg VMware

Cloudnet I 2% — o&M 3 0 © -
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&y H3C Cloudnet X -+

Cc @ oasiscloud.h3c.com/oasist/static/#/net/monitor/clientOverview

C_:Iout_jn_et

Cloudnet @ HCLIWXS540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP

dw ho—4 A~—o&m

@ vaciooo @ HCLSPF1060) @ iIMC  wac PORTAL [[gg VMware
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&y H3C Cloudnet X -+

< Cc @ oasiscloud.h3c.com/oasist/static/#/net/monitor/clientOverview :t Q © Ir D o a2

Cloudnet @ HCLIWX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACT000 @ HCL(SPF1050) @ iMC  wac PORTAL [[gg VMware
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&y H3C Cloudnet
wac PORTAL @y VMuware

@ vaciooo @ HCLSPF1060) @ iMC

< Cc @ oasiscloud.h3c.com/oasist/static/#/net/monitor/deviceinfo/ac
@ Anchor-ac @ AC(WA1804H) @ CloudAP

2A~— hoém
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Cloudnet
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Cloudnet
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5 H3C Cloudnet X 5 H3C Cloudnet X -+ W - o X

< c @ oasiscloud.h3c.com/oasis6/static/#/net/config/ac/serviceconfig B a ©» % o o & :

Cloudnet @ HCLIWX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACT000 @ HCL(SPF1050) @ iMC  wac PORTAL [[gg VMware
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5 H3C Cloudnet X 5 H3C Cloudnet X -+ W - o X

< Cc @ oasiscloud.h3c.com/oasisb/static/#/net/config/ac/addService/219801A40P8229E00002/1214492/KAMIYACHO,/WX1814X-PWR/enable/0/h3c_guicknet Et Q 2 w D o 2 i

Cloudnet @ HCLIWX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACT000 @ HCL(SPF1050) @ iMC  wac PORTAL [[gg VMware
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(35 H3C Cloudnet X Gy H3C

< Cc @ oasiscloud.h3c.com/oasise,
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(3 H3C Cloudnet

x (3 H3C Cloudnet

Cc @ oasiscloud.h3c.com/oasisb/static/#/net/config/ac/wirelessSafe/attack
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Cloudnet
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(G5 H3C Cloudnet x (3 H3C Cloudnet * + W — u} ¥

< c @ oasiscloud.h3c.com/oasis6/static/#/net/config/xiaobeiac B a ©» % o o & :

Cloudnet @ HCLIWX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACT000 @ HCL(SPF1050) @ iMC  wac PORTAL [[gg VMware
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35 oudneg’ A s Cloudne
(& H3C Cloudnet X G5 H3CC t X +
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(35 H3C Cloudnet X 3y H3C Cloudnet X -+
< Cc @ oasiscloud.h3c.com/oasisb/static/#/net/message/alarm/detail/62b3dd1ab94a2d000a5e0160 :L Q 2 w D a 2
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(35 H3C Cloudnet X 3y H3C Cloudnet X +

< Cc @ oasiscloud.h3c.com/oasist/stati
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Cloudnet @ HCLIWX5540H) @ Anchor-ac @ AC(WA1804H) @ CloudAP @ VACT000 @ HCL(SPF1050) @ iMC  wac PORTAL [[gg VMware
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System is starting... =======<EXTENDED-BOOTWARE MENU>=============
Press Ctrl+Y to download basic bootware |<1> Boot System |
Press Ctrl+D to access BASIC-BOOTWARE MENU... |<2> Enter Serial SubMenu |
Press Ctrl+T to start heavy memory test |<3> Enter Ethernet SubMenu |
Booting Normal Extended BootWare. |<4> File Control |

<H3C>reset saved-configuration
The saved configuration file will be erased.
Are you sure? [Y/N]:y

Configuration file in flash: is being cleared.

. . ) ] Please wait ...
The Extended BootWare is self-decompressing....Done. |<5> Restore to Factory Default Configuration | Configuration file is cleared.
|<6> Skip Current System Configuration | <H3C>reboot
: H3C WX2812X-PWR B W v ; 1.09 Tk |<8> Skip Authentication for Console LOgin | Configuration file please wait......... DONE!
* _ ootiWare, Version 1. * |<9> Storage Device Operation | Current configuration may be lost after the

|<0> Reboot |

reboot, save current configuration? [Y/N]:n
This command will reboot the device.
Continue? [Y/N]:y

Now rebooting, please wait...

3k 3k sk sk sk sk sk sk sk sk sk sk sk sk ok sk sk 3k 3k 3k 3k 3k 3k 3k 3k sk sk >k >k >k >k sk sk sk sk sk sk ok ok ok sk ok sk sk sk kosk sk sk sk sk ok ko

Compiled Date : Mar 24 2023
Memory Type : DDR4 SDRAM
Memory Speed : 2666MHz

Ctrl+Z: Access EXTENDED ASSISTANT MENU
Ctrl+C: Display Copyright
Ctrl+F: Format File System

Memory Size : 2048MB Enter your choice(0-9)' 5 %Jun 23 05:23:19:356 2023 H3C

SEED\/Ver.smn _: 3'0 A Password recovery capability is enabled. To perform this operation, first DEV/B_/SYSTEI\/LREBOOT: System is
ersion - ver disable the password recovery capability using the undo password- rebooting now.

flash Size : 3776MB

recovery

bl din CLI
BootWare Validating... enable commanc In

Press Ctrl+B to access EXTENDED-BOOTWARE MENU... |<1> Boot System |

|<2> Enter Serial SubMenu |

Password recovery capability is enabled.
Note: The current operating device is flash
Enter < Storage Device Operation > to select device.

|<3> Enter Ethernet SubMenu

|<4> File Control

|<5> Restore to Factory Default Configuration
|<6> Skip Current System Configuration

|<7> BootWare Operation Menu

|<8> Skip Authentication for Console Login
|<9> Storage Device Operation

|<0> Reboot

Ctrl+Z: Access EXTENDED ASSISTANT MENU
Ctrl+C: Display Copyright

Ctrl+F: Format File System

Enter your choice(0-9): 0
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version 7.1.064, ESS 5620
#

sysname H3C

#

wlan global-configuration
region-code JP

#

telnet server enable

#

dhcp enable

#

ip host quicknet.h3c.com 10.10.11.58
dns fast-reply enable

#

[ldp global enable

#

password-recovery enable

#

vlan 1

#

dhcp server ip-pool 1

gateway-list 192.168.0.100
network 192.168.0.0 mask 255.255.255.0
dns-list 192.168.0.100

#

wlan service-template 1

ssid H3C_QuickNet

akm mode psk

preshared-key pass-phrase cipher
$c$3%gLzTSjKFvdPgnZ5qx2UQ=
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

interface NULLO

#

interface Vlan-interfacel

ip address dhcp-alloc

undo dhcp select server

#

interface GigabitEthernet1/0/1
port link-mode route

#

interface GigabitEthernet1/0/2
port link-mode route

#

interface GigabitEthernet1/0/3
port link-mode bridge

poe enable

interface GigabitEthernet1/0/4
port link-mode bridge

poe enable

#

interface GigabitEthernet1/0/5
port link-mode bridge

poe enable

#

interface GigabitEthernet1/0/6
port link-mode bridge

poe enable

#

interface GigabitEthernetl/0/7
port link-mode bridge

poe enable

#

interface GigabitEthernet1/0/8
port link-mode bridge

poe enable

#

interface GigabitEthernet1/0/9
port link-mode bridge

poe enable

#

interface GigabitEthernet1/0/10
port link-mode bridge

poe enable

#

interface GigabitEthernetl/0/11
port link-mode bridge

poe enable

#

interface GigabitEthernet1/0/12
port link-mode bridge

poe enable

#

interface GigabitEthernet1/0/13
port link-mode bridge

port link-type trunk

port trunk permit vian 1

poe enable

#

interface GigabitEthernet1/0/14
port link-mode bridge

poe enable

#

interface Ten-GigabitEthernet1/0/15
port link-mode bridge

#

interface Ten-GigabitEthernet1/0/16
port link-mode bridge

#

scheduler logfile size 16

#

line class console

user-role network-admin

#

line class vty

user-role network-operator

#

line con 0

user-role network-admin

#

line vty 0 31

authentication-mode scheme
user-role network-operator

#

undo info-center logfile enable

#

ssh server enable

#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role
#

role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#
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#
role name level-6

description Predefined level-6 role

#
role name level-7

description Predefined level-7 role

#
role name level-8

description Predefined level-8 role

#
role name level-9

description Predefined level-9 role

#
role name level-10

description Predefined level-10 role

#
role name level-11

description Predefined level-11 role

#
role name level-12

description Predefined level-12 role

#
role name level-13

description Predefined level-13 role

#
role name level-14

description Predefined level-14 role

#
user-group system

#

#

local-user admin class manage

password hash $h$6$Eeya2dOurTLWeV7+ruMISrA==
service-type ssh telnet http https
authorization-attribute user-role network-admin
authorization-attribute user-role network-operator
#

netconf soap http enable

netconf ssh server enable

#

ip http enable

ip https enable

#

smartmc enable

#

wlan tcp mss 1360

#

wlan ap-group default-group

vian 1

#

autonet enable

#

cloud-management server domain cloudnet.h3c.com
#

return
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« Network view

e — Dashboard Network Security
Quick Start Packet Filter
Add New AP Traffic Policy
Dashboard Add New SSID Qos Policies, Priority Mapping
Add New User Access Control
TP 802.1x
Quick Start > || Monitoring L
Wireless Network A‘gzgmgat'o"
Clients
Monitoring > Wireless Security User Management
Client Proximity Sensor A(:hzzsg:lﬁcr;\gﬁlication
Wireless Configuration > /:\ppllcatlon M(_m'to”r_'g Port Security
Wireless Configuration Portal
Wireless Networks Svst
Network Security > AP Management 3|!{S em
Wireless QoS esource
— R Wireless Security ACL, Time Range
y WIPS Cloud Platform
Allowlist and denylist Tools
Tools > Radio Management Debug
802.11n/802.11ax settings ,transmission Reporting
: distance Client Statistics
Reporting > Applications Wireless Service Statistics
Mesh, Multicast
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« System view
. Dashboard
Actions . .
Network Configuration
Network Interfaces
Dashboard VLAN

Metwork Configuration

Metwork Security

System

Tools

Network Routing
Routing table
Static Routing

Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT

Network Security

Packet Filter

Traffic Policy

Access Control
802.1x

Authentication
RADIUS

User Management

System
Event Logs
Resource
ACL
Administrators
Management
Configuration save, import
Upgrade
Reboot
Tools
Debug

Local users
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