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« ZiR49%E > Device state & Smart O&M» S DER % BT 3

ClOUd_n_et_ Smart O&M Service » Q AN E_U Manuals | H3C_salesdemo | -
Dashboard Alarm List Subscription
ol fo:
(& Issues * Alarm Info: Alarm Category Alarm Type Alarm Severity Alarm Triggers
e Anal
o CPU Usage Tip Avg CPU usage within 10 min exceeds | g5 % (75 to 100, 85 by default)
D &ome Memory Usage Tip Avg memory usage within 10 min exceeds | 85 % (75 to 100, 85 by default)
.1 Clients AP bulk dropped Tip Inthe past | o min one or more APs are disconnected, (0 to 120, 0 by default) (2
AP frequent dropped Info An AP dropped more than 5 times in 24 hours yesterday
82 Network
Device offline Info Device offline from cloud platform for more than 10 minutes / 24 hours
= N o
&  Optimization (==} Device frequently offline Miner Device offline from cloud platform more than 7 times within 10 minutes
@ Secuty Device state AP batch online Tip Inthe past | 0 min one or more APs are connected, (0 to 120, 0 by default)
Port UP/DOW Info Device port status changed
= Safeguard )
Port PoE Info Port PoE function status changed
v VIP IP Address Conflict Minor IP address conflicts were detected on a switch interface
EoGRE Tunnel Interface Up/D
(5“5 Al-Driven Tasks Tip EoGRE Tunnle Interface State Change
own
Device upgraded successfully Tip Device upgraded successfully
(] Device upgraded failed IMinor Device upgraded failed
Device operation Device restart Info Device restart

~

Device unbinding Info Device unbound from the CLI
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« ZiR49%E > Device state & Smart O&M» S DER % BT 3

Cloudnet Smart O&M Service » 0 b [ manuais | H3C_salesdemo |
Dashboard Alarm List Subscription
s High forwarding CPU utilizatio
(% Issues Tip The device's CPU usage is high because it forwards too many data packets
n
Ana
Broadcast multicast ratio is too
Tip Broadcast / multicast messages take up too much channel resources
B Alarms high
A Client Excessive wired port traffic Tip Excessive traffic on the physical interface
Alents
Device temperature alarm Tip Device temperature abnormality detected
€8 Network _
RF does not start Info RF is off
@. Optimization High noise floor Info AP noise floor is too high
. Message congestion Info IMessage congestion
e Security
Channel radar aveidance Tip The RF working channel has detected a radar and has evaded
&= safeguard Wired port recelving error pack
Tip Continuously receiving error packets on the physical interface of the AP

ets continue to grow
P ve

AP wired port is Down Info AP physical interface status is set to DOWN

¢3: Al-Driven Tasks Wired port negotiation rate is |
Tip AP physical interface negotiation rate is low Enable Periodic Sending (Once a Day)
ow

Wired port receiving resources
Tip The AP physical interface peer sends packets too fast
are insufficient
Wired ports continue to send
Tip The physical interface of the AP continues to send out ermor messages
wrong packets

Wired ports negotiate half-dupl

Tip AP physical interface duplex mode negotiation is half duplex
ex
AP temperature alarm Info AP temperature abnormality detected
Insufficient sending resources Info Insufficient sending resources
@ Beacon frame sending failed Info Beacon frame sending failed
Smart O&M

Beacon frame resource is insu
Infn Beacon frame resource is insufficient
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- ZEIRHFE > Device state & Smart O&MHD 5> DER%ZEMT S

Cloudnet Smart O&M Service » 0 & [Z] manuals | H3C_salesdemo )
Dashboard Alarm List Subscription
< Smart O8N Beacon frame resource is insu
& lssues o Info Beacon frame resource is insufficient
| flicient
Data message sending falled Info Data message sending failed
m  Alarms
Insufficient message resource
) Info Insuficient message resources
2 clients s
WAN port uplink bandwidth ala
|‘i‘| Network Tip Alarm uplink bandwidth within past 10 minutes on the WAN port: | 50 M (Value range: 1-1000. Default: 50).
S rm
R Ontanizat WAN port downlink bandwidth
e (GO Tip Alarm downlink bandwidth within past 10 minutes on the WAN port: | 2 M (Value range: 1-1000. Default: 50)
alarm
) Security Large deviation in flow ratio in
Tip The proportion of the outgoing and incoming traffic of the device exceeds the preset threshold of the system
_ and out direction
&% safeguard
High 2.4GHz channel usage Info Channel usage of 2.4 GHz radios exceeds | 60 % (Range: 20-100, Default: 60).
v vip High 5GHz channel usage Info Channel usage of 5 GHz radios exceeds | 60 % (Range: 20-100, Default: 60).
- N Too many clients on 2.4 GHz r
(":}? Al-Driven Tasks Info Number of clients on 2.4 GHz radios exceed | 20 (Range: 10-200, Default: 20)
adios
Too many clients on 5 GHz rad
Info Number of clients on 5 GHz radios exceed | 40 (Range: 10-200, Default: 40)
i0s
WAN port connectivity Minor WAN port connectivity check. Packet loss rate exceeded 10 % (10-100, 10 by default) in 10 minutes
Loop defected on switch port Minor Loop detected on switch port
Too much Tx broadcast or mult
Minor Broadcast or multicast transmission rate exceeds | 100 in the statistics collection period(40-500, 100 by default)g
icast traffic
IRF split IMinor IRF split
STP discarding detected on s
Minor STP discarding detected on switch port
witch port
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« ZiR49%E > Device state & Smart O&M» S DER % BT 3

Cloudnet Smart O&M Service » AR Manuals | H3C_salesdemo | B
@ Dashboard Alarm List Subscription
@ Issues Region lock Tip Device moved out of locked region
lssue An 3G/4G link detection Tip 3G/4G link disconnected/established
0 fems Traffic threshold Tip Traffic threshold exceeded
iy Signal strength Tip Signal strength lower than threshold
Q2 clients
Router Online device ratio Tip Online device ratio lower than threshold
&  Network - VPN tunnel state Tip VPN funnel established/disconnecied
@ . Wired link detection Minor Wired connection disconnected/established
& Optimization
Card Insertion or Removal Tip A card or sub card on the device was inserted or removed;
@ Ssecurity . - .
Camera Disassociation Minor Camera went offline
{C}E Safeguard Abnormal Camera Traffic Info Uplink traffic of client failed to reach | 50 KB/s (10-2048. 50 by default).
v VIP & Critical client goes offline IMinor Inthe past | 0 min one or more critical clients were disconnected (0 to 120, 0 by default) @
Clients Critical client goes offline frequ
_ Info A critical client went offine over 5 times in the past day
(5—_}, Al-Driven Tasks -~ ently
Critical client goes online Tip Inthe past | 0 min one or more critical clients were connected (0 to 120, 0 by default) &)
Add Fault Report Tip A new fault report was submitted and needs processing
.Fault Reports
Fault Report State Change Tip The state of a fault report changed
Doctor AP Doctor AP Test Notifications Minor One Doctor AP test notification sent
B -
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From: <cloudnet@oasisinfo.h3c.com>
B {+: 20224128 (X)) 10:46
{#44: Cloud platform—Alarm

To: <site_manager@h3c.com>

Cloud platform—Alarm The device WX1840H_DEMO in the TS Demo site outgoing and incoming traffic ratio
exceeds the system pre—made threshold, and there may be a large humber of broadcast message replication.
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