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CPU Usage Memory Usage DHCE: endpoint 'WAN Interface
Ferica 2.6Kbps (@)
218Kbps 0)
Endpoints Interface rate System log

Memory Usage System Time: Up Time:
02:50:57 2011-01-01 0days 02:50:57
51%
Current usage Average usage Device Model: Serial Number:
MSR830-10HI 219801A1S0A12C000008
Boot ROM Version:
123
Hardware Version:
10
Software Version:
7.1.064 Release 6728P22
Failed to perform a version check. Please connect to the
cloud platform
Interface Status @ m Layer 3 mode m Layer 2 mode Not connected
WAN interface LAN interface

Flash

E ® Used 73%
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® Free 27%
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E Endpoints Interface rate System log
Top 5 endpoints by traffic rate View more 10s v

Endpoint IP address  Endpoint name Username Access method Interface Endpoint MAC address Uplink rate(Kbps) Downlink rate(Kbps) ~ Online duration Traffic details
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System Information

Memory Usage

N\

53%

Endpoints

DHGP endgoints @

WAN Interface

89.5Kbps
PLEV T

Interface rate

21
@ Entries
0]

System log

CPU Usage
‘ = l
Time Level

2011-01-01 03: @ Notification

2011-01-01 02: @ Notification

2011-01-01 02: @ Notification

2011-01-01 02: @ Notification
2011-01-01 01 @ Notification
2011-01-01 01: @ Notification

2011-01-01 00: @ Notification

2011-01-01 03: @ Information...

2011-01-01 02: @ Information...

2011-01-01 00: @ Information...

Description

admin logged out from 192.168.100.27.

user admin from 192.168.100.27, session id 2, idle timed out.
admin b\ 192.168.200.28 ZRALTH.

admin M 192.168.200.28 ZR5M.

admin was added to the blacklist for failed login attempts.
admin logged in from 192.168.100.27.

admin logged out from 192.168.100.27.

admin logged in from 192.168.100.27.

admin logged out from 192.168.100.27.

user admin from 192.168.100.27, session id 3, idle timed out.
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Website blacklist and whitelist: Website blacklist and whitelisty>%2%%1)v4oL
T. Network Behaviors > Web blacklist and whitelistR—ZFEILET,

Traffic statistics ranking: Traffic statistics ranking')>9%%')v- LT, Traffic
Ranking > Global control R—JIZ#EILET
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System Information Z Technology Support

New H3C has been committed to providing customers with high-quality products.If you experience an issue using the product,please contact us in any of the following ways:
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Single WAN config

linel Tips: By default, the load sharing mode is user-based average load sharing based on

ine. * WANO(GEO) 4 - 3 . ifv fiaure lir d sk a M 0 "

equal-cost routes. To modify and configure link load sharing, go to the Network > WAN

’ Settings > Modify multi-WAN policy page.

Link mode * ‘ PPPoE v
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NAT Enabled
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Tips: By default, the load sharing mode is user-based average load sharing based on
Password (1-255chars) equal-cost routes. To modify and configure link load sharing, go to the Network > WAN
Settings > Modify muiti-WAN policy page.
NAT Enabled
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1. FEH—13 AT, Fast ConfigurationZ:&RLET .
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Network typel) AR5, ARL—2D R YT —O 8 EEIRLET,

NATZ4—ILE T NATEZA R—TILIZTEMESHEERLET,

LANNDBEBD T /AL AN DD/NT )y IIPERE T HIHE L NATES R—TILIZLET,
NextZ21)vo LT . WANDEREEZZETLET,

10 BERE: B—WANERTE

| Fast Configuration

B online Help
Single WAN config
finet Tips: By default, the load sharing mode is user-based average load sharing based on
USB SIMO(Cellular0/0) v equal-cost routes. To modify and configure link load sharing, go to the Network > WAN
Settings > Modify multi-WAN policy page.
Operator » @ CMCC © Unicom O Telecom O Custom o iz i
Username (1-32 chars)
Password (1-32chars)
Auth method PAP Or CHAP =
Network type v
NAT Enabled
[Nea

12



LANZ%

H11 BESRE  Ta7ILWANSRE

yast Configuration

B online Help

Dual WAN config

linel USB SIMO(Cellular0/0) v line2:% WAN1(GED) v
Operator x ® CMCC O Unicom ) Telecom ) Custom Link mode x DHCP v
Username =
(1-32 chars) NAT Enabled
Password (1-32chars) Tips: By default, the load sharing mode is user-based average load sharing based on
equal-cost routes. To modify and configure link load sharing, go to the Network > WAN
Auth method RIS = Settings > Modify multi-WAN policy page.
Network type ~
NAT Enabled
| Previous |

E DB

WANEREMNTE T I 5. LAN settingsR—U A BHEET,

1.
2.

3.

4.

Local IP address74—ILKIZ. LANADT /NS RATHERAISNBIPPRLAZEAALET,

IP maskZ4—ILRIZ IPPRLADRRVFERIFRRIREAALET
(f5]:255.255.255.0F f=[%24),

DHCP server74— /LR T, HEIZE LU TEnabled##BIRLET , T/3\1 XAEDHCPH—/\
—ELTHEESE . IPPRLRAZELANKNDRARZEY HTAIZ(X, Enabled%:&IRLET .

o Enabled%:&RLI-#&. ROFRIEEFTLET,
— IP distribution range74—JLRIZ, BIYH TAHIP7FL ADERIBIPTRLRAERKR TIPT R

LRZASALET,

-~ Gateway address 74— /JLRIZ, T/Af AMDHCPYSA T U MIEYH TR —kDx
AFRLREAALETS,

- ;l\;_sw—)blfla TINARDBI AT U MZEIY B THDONSH—/N\—DIPFTRELRZA AL

o EnabledZZEIRLEWLGE . T/\AATDHCPIZEMIZHYER A,
NextZ4)yo LT, LANDEREEZZTLET,

13



H12 BERE LANDRE

Fast Configuration

LAN config

Local IP address = 192168.0.1

1P mask * 255.255.2540 {Example:255.255.255.0)
DHCP server Enabled
1P distribution range 19216812 ~ 192168.1.254

Gateway address 192.168.0.1

DNS 192168.0.1

[ rroioos Jll e

*IhT—Y

=JL ==
WANEX TE
WANERTE DHFE
[GER YT —S(WAN) I, BRI AW ICh > TEEY —ERFRHLET, 15— vb &

B RXHEWANRYRD—YTY,

— B2, TINAR[E WANRY LT —OF7 0t RBIZEBOWANY —N\—ZBH#LET,
) A DER

CDRARIIZDNT
FINRIE . ROWANT IR FAZE S R—RLTULVET,

e  Single-WAN scenario: 2YtT—9H—EZXDL1DDA U A—FR b —ERTONAF —IZ&>
TOHRESNZZEIL. ZOVFUFEERLET,

e  Multi-WAN scenario: 7—9H9—EZXN2DDA o 3—y b —ERTONAE —IZL>TIR
HINTWBBAIX. COVFIVAEBIRLETS,

ELLNUFIATH REFIRIERELCTY
FIE

1. FEH—23rRA2T, Network > WAN Settings##iRLET,

14



F I+ ILETIL. SceneZTNERENET,

2. WEIZIELT, Single-WAN scenarioEf=I&Multi-WAN scenario##IiRLET

3. WANRYRIT—9F7H9tRRIZIDFEEIFEHDO Y —/N\—%FFRLFET . Chik. WEWANS—N
—TH. ENMILBEETLADELS—Y—N—TEMFENVEE A,

o HBH—WAN®DIFUATIE, EEEIDY—/N\—%EIRLET,
o TILFWANDLFUATIE, BlI#R1. E#R2. EIHR3. B LUPEIRID Y —/N\—FFRLET,

ENALBEETLNUSBY — /NN —[CEASIh TS5 E L. interfface USB
SIMO(Cellular0/m)Z:E&RLFE T . BE/NAMILBIEET LMNSICED 2a—IILFEIET NI RIZAR
SINTWBETLDFZEIL. SIMA—RAHEAIN TS H—/\—SIMx(Cellularn/m)ZZE1RL

E3 2
.
4. BREVIVILES,
> +
13 L FIAOFER
B s ot sty | o s o
Foniine telp
Single-WAN scenario WAN interface  WANO(GEO)
) Single-WAN scenario @® Multi-WAN scenario
Please select the WAN outgoing interfaces. Please choose WAN outgoing interfaces. @

Linel » v Linel: USB SIMO(Cellular0/0) X v

Line2:

Line3:

Lined:

LineS:

WANGEER T D& Rk

CDRARYIZDNT

WIRH —/\—F = ILE/NAMILBIE(BC/AG)ET LZEHERAL T, WANRYR T —YIZ7 O R TEET,
MEY—/N\—FENLIZWANRYET—IADTH+ER

1. FEH—130_AL2T, Network > WAN SettingsZ:&iRLET

2. WAN Settings#7%&2)vILET,

15



14 WANDERSE

WAN Settings

Single-WAN scenario

MAC address
1 WANO(GEQ) Fixed IP 192.168.200.14 1C-AB-34-C7-CF-34 Enable “

Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page:  10v n

TORETAAVEIIVILET,
BEE—REBIRLET . AT avII&. PPPOE. DHCP, & & UFixed IPAHYET
o PPPoEZZBIRTDZEE. RDNFTA—FEHRELFET,
- User IDZ4—LRIZ H—ERTONSF —hoiRESh -2 —H—2FEAHALET,

- User passwordZ4—JLRIZ, H—ERTONAE—HSIREEIN /AT —KEADLE
ED

— Online modeTAlways onlinez®iRLET,

o DHCPZEIRLIZGE. T/ M RIFWANT 2R BIZDHCPH—/ =i/ T v IPT
FLRZERBLET,

o Fixed IPEZERLIZIBE L. RO/INTGA—FEFRELET,
- IP addressZ4—JLKIZ BEIEIPFRLARAZASALET,

— Subnet maskZ4—IJLRIZ, YT RV RIFERIEY TRV RIDRS(;EZ .
255.255.255.0F = 1&24)* A HLFET,

- GatewayZ4—ILRIZ =,/ DIPFRLRZAHILET,

— DNS174—JLREDNS274—ILRIZ, 54 IDNSHY—/\—EtHU S 1) DNSH
—N—DIPFRLREZZNENANALET . TS5 IDNSH—/N—HRAS £ fE
RIZKEBLEBE., £HUFDNSH—N—DMERShET,

Using the interface to the default MAC(XX-XX-XX-XX-XX-XX)ZEf=[¥Using the

specified MAC for MACZEIRLZET .

Using the specified MACZZIRLI-IGE (. MACTRLREAALET . WANRYLT—57

D RRAICAA—R Y F—ERTANA T — 2o TEY L TONIPPRLAZFERATRIES

(&, RET4YIMACTRLREZHRELET .

NATZEMNZTENEINERIRLET,

LANRYRT—9 EDEBD T INA ADRENT UV IIPTRLREZRE T HIHEIL. CO¥EEEHE
MLFET THIZTRLRT—ILEFERAT BIZIX. Use Address Pool for TranslationZ34RL .
FRURT—ILEEIRLET,

TCP MSS74—JLKIZ, MSS{EZ A ALET,

16



MTUZ4—/JLRIZ. MTUEZADLET .
Do OBRBERNZTENESIMIERIRLET,

COHEEIX IBEENFZIPTRLAANDY VIR T—ERERE T HIET, U IDTRASEY
TA4ERLSEET COMBEEAR—TILICTHIEE L. RONFA—FERELET,
o Detection addressZ74—JLKIZ, YD VRERADIPTFLRAZAALET .
o Detection intervalZ4—JLRIZ, YLV ERERBEAALET,
10. BRZEVIYILETY,

15 WANEREDZEH
Modify WAN configuration X
WAN interface WANO(GEOQ)
Connection mode Fixed IP v
IP address % 192.168.200.14
Subnet mask:: 255.255.255.128
Gateway 192.168.200.1
DNS1
DNS2
MAC D Using the interface to the default MAC( 1C-AB-34-C7-CF-34)
® Using the specified MAC
NAT function Enable v

Use Address Pool for Translation  Please Choose Address Pool v

TCP MSS 1280 (128-1610bytes)
MTU 1500 (46-1650bytes)
Link detection Disable v

Detection address

Detection interval (1-10s)

E/NAILBIE (BC/AC)ET LENLIZWANRY R T—IADT IR
1. FEH—130_AL2T, Network > WAN SettingsZ:&IRLET
2. WAN Settings#7%&2)vILET,

17



16 WANDEE

WAN Settings

WAN Settings [ Modify multi-WAN policy l§ Save previous hop.

Single-WAN scenario

1 WANO(GEO) Fixed IP 192.168.200.14 1C-AB-34-C7-CF-34 Enable “

Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: | 10v n

3. fTOwMETFTAIEVIVILET,

4. H—EXRTAONAHF—FBIRLET , AT 31Z(%. Mobile. Unicom. Telecom#$ LU Custom
NHYET,

°o  Mobile, Unicom, £ &UTelecomZBIRLIZIGE (X, RD/NFA—FEHELFT,
— UsernameZ4—ILRIZ, Y—ERTANA T —hoitshi-2—5—2F A NLET,
— PasswordZ4—JLRIZ, HY—ERTONAF =Rt S =X T—FE#AHLFET,
- Auth method74—JLFT, 2a—H -8B ARERIRLFET,
A7 avICIE, PAP or CHAP, PAPE &UCHAPH$HYFET . CHAPIZPAPLYH ¥
T T Ry T—IDF 27 THWMEE(E, CHAPEERLET, T/HIRBLV21—Y
—DIVRRAVIDEREEAREBBMICRIT T —RF BIZIE. PAP or CHAPZEREIRLE
T, RAAREAMICTBICE. —Y—BERT—RERETIRENHYET .
o CustomZFEIRLIZGEIE. RO/INSGA—FEFHRELET,
— APNIZ4—LRIZ, —ERTONAZ =D R T HAPNEANLET,

— Dialer numberZ4—JLRIZ, H—ERXTANAE —D SR EN=F AV ILT VT XF %
AALET,

— UsernameZ4—/LRIZ. H—EXTANS S —oiE#Ehf-2a——8ZFZAHLET,
— PasswordZ4—/LRIZ, H—EXTANASF —hoBEEIN /AT —FKZAALET,
— Auth methodZ74—ILRT, A—H¥ B ARZTRIRLETS,

AT avIZ(&. PAP or CHAP. PAPHE KU CHAPA®HYET , CHAPIZPAPKYH ¥

TTY o 2T —ID X7 THWNGEEIEL. CHAPERIRLET , TARB LUV I—

—DIVRRAVMI AKX Z B BRI T—FF BIZIE, PAP or CHAPZ®EIRLE
T REAEAREAMICTBICIE. A—HF—RE/SRT—REEETIDLENHYET

BHOHF—ERTONAT —DSIMA—REF=(XI0T SIMA—FZERTREE (X h AR LEE
RLET,

5. ModeT.,H—ERTONAF—DRYrT—OFE—FERIRLET,
6. NATZERZTEINESIHIEEIRLET,
LANSYRT =9 EDEBD T /INMA ZADE /AT )Y IIPTRLRAZHETHIEEL. COMEEEHE

18



MLET THIZTRLRAT—LEFEAT BIZIX. Use Address Pool for TranslationZ34RL .
FRLAT—ILEBIRLET,

DO OB ERNCT EMNEINERIRLET,
COHEEIX HEESNFZIPTRLAAND YV IR T—ERERE T HET U IDTRASEY
TA4ERLSEET COMBEEAR—TILICTHIEE L. RONFA—FERELET,
o Detection addressZ74—JLKIZ, YD VRERADIPTFLRAZAALET .
o Detection intervalZ4—JLRIZ, YU VEHEREANILET,
EEE S (PIN)IE. SIMA—FAMD I —HF—IZ &> THEASNIDEHLLET, PINO—F%
ERE Y BICIEL. More Configa 2yl RDINGA—FEFELET,
o PINBESZHMTENEINEERLET,
COWEEEANCTHHBEIE. PIND—FEANLET, THNARD X T1ERIETBITIE,
COMREEAMTEILEHEDOLET,
o PINOI—FZZEET BIZIE. Modify PINEYYyIL, RD/INTA—REEHLET,
o Current PIN CodeZ4—/)LRIZ, &LPINO—FZAALFET,
o New PIN CodeZ4—/LFIZ, #HILLWPINO—FZEANLEY,

o Confirm New PIN CodeZ4—JLRIZ, HILLWPINO—FZ3E5—EAALET,

o EBEFREETAICIE.EEDIAIVREIIVILET . EEEZF v ILTBIZ[XBackES!)
w95,

o PINO—R®OOv %S BIZIE. Unlock PINE2w oL, ROINSGA—2EERBLET
TPINO YO ERRI—F 1T74—ILRIZ, PINOY Y BRa—FEANLES,

o New PIN CodeZs—/)LFIZ, FILLWPINI—RFZAALEFT,

o Confirm New PIN CodeZ4—/LRIZ, #HLLWPINO—FZEL5—EAALET,

o PINO—KROOYYEERRT BIZIE, UnlockEI)wILET . EEZIYETIZIE, Back%
2)9oLET,

o ENAIILBEETLEZERLHTSHIZIX. Reboot ModemZEH)vILET,
Save Configa 2wy L%EY,

(o]
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B17 WANEREDZEHE
Modify WAN configuration X

WAN interface USB SIMO(Cellular0/0)

Service provide @ Mobile & Unicom &) Telecom () Custom

Username admin (1-32chars)
Password (1-32chars)
Auth method PAP Or CHAP &

Mode N

NAT function Enable v
[ Use Address Pool for Translation

Link detection Disable v

Detection address

Detection interval (1-10s)

More Config

) Enable PIN Verification

PIN Code (4-8 digits)

* Please ensure correct PIN code,for that consecutive PIN verification failures
might lock a SIM/UIM card.
* After enabling PIN verification,please reboot modem.when the status prompts

for "SIM/UIM Need PIN Verification" then enter the modem authentication pin
and save the configuration.

* If unfortunately locked,please use the PUK code to unlock the card.

Modify PIN Unlock PIN Reboot Modem

T ILFWANRYS —DER

HIREESSUVHIFI1Y
CDERYIE RILFWAND A TOH Y R—ENET,
FIE
1. FEH—23 AT, Network > WAN SettingsZEIRLET
2. Modify Multi-WAN policy#7&421)voLEY,
3. ROESIT.TILFWANRYL—FEELETS,

o BEHOWANARLCH—ERTONAF—IZELTLVSIHGE L. Average load sharingFf=I&
RRAMTSHT4RELTDHBandwidth proportion load sharingZ#EiRLET,

- Y—ERTONAZT—HFTRTO) VIR FERZERE T 555 (. Average
load sharingZERLET,

20



- Y HEERMNEL DB AL, Bandwidth proportion load sharingZ®iRLET,

o BHOWANNRELLZH—ERTANAT—IZBLTWDIEE(E AXNTFUT4RELT
Service provider-based load sharingZE7=I&Multilink advanced load sharingZ;&iR
LFEY,

- BY—ERTONAF—DRELYIFEIEEIRET 5B E L. Service provider-based
load sharingZZERLET,

- OO EERMARL DB AL, Multilink advanced load sharingZ:&iRLET .
o FYNIT—VDREMERRT BT ROKSITVIENVITYTILET,
— Main link (please select the WAN interface for the main link) Z:Z&RL . [EI#R%#
RLFET,

- Backup link(please select the WAN interface for the backup link)Z:#1RL . B}
TERLET,

AN DENVITIT I DITNELEBIEEHERELET,
4.  ApplyESJvILET,

18 W JLFWANRYS—DEE

WAN Settings

Modify multi-WAN policy

When multiple WANs belong to the same service provider, select one of the following modes:

® Average load sharing @

O Bandwidth proportion load sharing @

When muitiple WANs belong to different service providers, select one of the following modes:

O Service provider-based load sharing @
O Multilink advanced load sharing @

Link backup

O Main link (please select the WAN interface for the main link)

21



BIDRYTHRE

FEHF—2arRAUT, FybT—%SNetwork > WAN SettingsZ:&IRLET .
Save previous hop27&#9)vILET,

3. HIDRYTDRELEFNTINEINERIRLET,

TILFWAND L FIATIE, COMEEE A R—TILICL T, LANRYR T —VZ&FIETF = (TFEE
ET BT YD RICLWANY —/N—2 N L TRk Sh B &512LET,

X 19 BIDHRYTDRTE

LAND % 7
LANEZ T DHLE

REBR YD — 23R T BT DLANY —/\—% % EL, DHCPEAR—TJLICLT, Y—/\—%

VLANIZEIY S TAHIZ(E,. ROEEEZEITLET,

DHCPI&. EICLANADHRRMIIP7ZRLRAZFEIY B TAH-HIZERASNHLANT AL TS, DHCP

X, ROBNY L TAH=X LEHR—FLTLET,

e Dynamic allocation: CO#aEE Y —/N\—(THEBLET . COBEEIL. IPPRLRXEFHRAMIE)
BIZEIYETET IPPRLRAD—ZADEARYVINIZAE T F-IXIPTRLANRINMI &S
THRMICESSINE. IP7RLRIERIORRAMNCERTEE T COEETAD=XLIE. IP
TRLRE—EHMRRNMIBEIY B TEHHEITERASNETS,

e Static allocation: EIIP7RL RIZH—/\—IZ/AIUREN T RRAMNICOMACT KL RIZ/\
AURENET , BIIPT LRI GEMIERATEE Y, COBETOAN=X LXK, IPTFL
RERAMIABGEMICEIV S THGEICERINET,

LANY —/\—REEREKT D

RYRT—OERL
RERYRT =TI T AGEY —/I\—DIPTRLREZHRET SEHE . T-IXVLANEF DVLANY —/N
—HERT BIGE L. ROEEEETLET,

22



FIE

10.

FEH—2a0 R4 T, Network>LAN SettingsDIBIZEIRLET,
LAN Settings#7%9)voLET,

20 LANDEEE

LAN Settings
Lot sertiags @ VLAN Division i Static DHCP 8 Allocated DHCP bindings:

F T
s e ]

) Vian-interfacel 1 19216801 255.255.2540 “&

Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 v n

AddE9)vILET,
LAN interface typeZ4—JLR T, —/\—24TEERLET,

o VLANY—/N\—%EIRLI-15 AL, VLAN IDZEA AL T, VLANEZFDVLANY —/N\—Z{ERL
E3 I

o GEinterface%ERIHEE(L. GE—/N\—%FFRLET,
Interface IP address 74— JLKRIZ, H—/A—DIPFRLRAZAFILET,

Subnet mask 74— JLRIZ, IPPRELADIRIEIEIXRIDREIEZADLET
(f51:255.255.255.0F 1=1%24),,

TCP MSST4—ILR T, H—/\—DTCPI\TYrDBRKET AU A X(MSS)EHRELET,
MTUZ4—ILKRIZ, H—/"—DMTUZABLET,

BHEINh TS5 47 UM avEa—412 8 CIPPRLRAZEMIZEY U TH TN ADEB AL,
Enable DHCPEEIRL TT/N\A RADODHCPEZEMIZLET,

ApplyE21voLET,

23



E21 LANY—/3A—D3EM

Add LAN %
LAN interface type O VLAN interface @ GE interface
Please choose GE interface * | 5p> v
Interface IP address 192.168.1.1
Stbpetmask 255.255.255.0
TCP MSS 1000 (128-1610bytes)
MTU 2000 (46-1650bytes)

Enable DHCP

Start address of pool 192.168.1.1
End address of pool 192.168.1.254
Forbidden address @ 192.168.1.1
Geteway address 192.168.1.1
DNS1 192.168.1.1
DNS2

Address lease

minute(range:1-11520,default:1440)

VLAND R E

YT —OERL
TINAZAEDLANY—/N—ZEESNT-VLANIZE|Y HTT,. RICLVLANKHDHRARAEETEDKSIZL.
ERAVLANHD KA EEBETEELLSIZLET,

FREBEESEIVHAIRSIY
MR — R ER—CTH—/\—OPVIDELTVLANE R E T HBE X, VLANA T TIZER SN T
WA EEHERELET,

24



=
PVIDIX, R—rDTIAILEVLANZHE R LET . R—FTRIESNT=2T L L/ YR X, PVIDDSD
INTYREREENFET,

AR H

TINARETELANY—/N\—D BT BVLANZETEL . LANY—/N\—RER— TR T HVLANY—
N—EERLET,

FIg
1. FEH—30~_RAL2T, Network > LAN SettingsDIEITEIRLET,
2. VLAN Division®7%451)voLET,

22 VLAND4E|
LAN Settings
Online Help
GE4 1 “
GES 1 “
GES 1 “
GE? 1 “
GE8 1 #
GE9 1 #
Page 1 of 1. Total entries on the page: 6. Selected entries: 0. Entries per page: 10+ n

3. HY—N—JRFC, —N—DEdit7AAVEI)vILET, FHLER—FRER—DHHEET,
4. PVIDIZA4—IKIZ, —/\—DPVIDEAALFET,

5. VLANIZH—/N—ZFE|YLTY, VLANDSH—/N\—ZHIRL-YTBIZIE. RO FIEEETLE
-;-0

o {EFTIEEZEVLAN!) AR TVLAN IDE9) v LTH—/\—%VLANIZEIY HTSH . [FEHTTEE
BVLANYRLD LIZHBEXKNT AL ED )9O L TH—/N\—%E A7 EEl T X TDVLAN
ZEYHTEY,

o VLANMSH—/\—ZHIBR T BIZIE. BFRIVLANY RRTVLAN IDZESYvHLET  EIRLE-
FTRTOVLANDNS Y —/N—ZFHIBRT B[, BFRIVLANUR D LIZHEDEREXENT A
EI)9ILET,

6. Applyx2)vILET,
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F23 R—MER O FH

Detailed port configuration X
Port name = GE4
PVID # 1 o
Available VLANS Permitted VLANS
VLANL
Cancel

E—_4—TDHCPZEZhZT 3

RYRIT =R

TIN AN, BEZEA—IZERINTWE Y5147 AvEa—4LE)ZIPPRLRAEZFHIIZEIY X TS
12X, E=A#—TDHCPZA®—JILIZLET,

FREFEESLVHARSIY
EZA—THREINETRLRAT—ILD, TS RATHRESN-WANY—/\—DIP7RL REFH EEE
LTWEWZ EZmERLET .

FIE

1. FEH—130_A2T, Network > LAN SettingsDIEIEIRLET,

LAN Settings27#9UvILET,
Y—N\—DEdit7A(aAVE D )vILET,

Enable DHCPA 7L 3w IRLET,

A wbn

5. Start address of poolZ1—JLEEENd address of poolZ4—JLR T, DHCP IS4 7 MZE|

26



YL THIENTEBIPTRLADEFERELET .
6. Forbidden address74—ILR T, 9547 MZEY L TRIENTEHEWIPTRLRAEIEELET .

TELABERD—EDIPTRLA(T—hITATRLRIGE)EVFAT MBIV ETHIENTE
BWNBEIX. CNODTRLRZREIE 7RV RELTHEELEY .

7. Gateway address. DNS1, 8&UDNS274—/LRIZ, ThENT —bo A TS5A4<DNSH
—N\— BLUEAVFYDNSH—/A—DIPFRLREAALET,

8. Address LeaseZ1—I/LRIZ, BIYLTAHIPPRLAD)—R(HFEBE)EANLET, fEX (X,
IP7RLRDY)—RE5BMICIEET BIZIE. 72006 A ALET,

9. ApplyE9UvILET,
E24 LANY—/\—DfRE

Modify LAN x
VIANID +« @ (1-4094)

Interface IP address « 192.168.0.1

Subnet mask * 255.255.254.0

TCP MSS 1280 (128-1460bytes)

MTU 1500 (46-1500bytes)

Enable DHCP
Start address of pool 192.168.1.2

End address of pool 192.168.1.254

Forbidden address @

Geteway address 192.168.0.1
NS 192.168.0.1
DNS2

Address lease 1440

minute(range:1-11520,default:1440)

A3 T4 YIIP-MACINL T4 EERRT B

RYRT—OERL
—EDISATUNIBETEIPFRLREEY XU TARIZIE. 9514 TROMACT KL REIPZRL RIZ/NA
RTBESZRET4YIDHCPEERELET .

HFHIREESIUVHIRSIY
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ARBTA9IDIFAT NPT RELAM, T/AA R THRESINF-WANY —/\—IP7RL REHIZEFENTLY
WS EEREELET,
ATREH

FEEZEDY—/N—TDHCPEEMIZLET , BHIDHCPOAEFRALTIPFRLAZEIY L TAIZIE., —
IN—@ODHCPERELHIRT AHENHYET,

FE

1. FEH—130_RA2T, Network > LAN SettingsDIEIEIRLET,

2. Static DHCPAI#%0JvoLET,

3. Add&EYUYILET,

4. Interface'JRArM S, DHCPRIIGDH—/\—%:&RLFET,

5. Client MACT4—ILRIZ, 9547 VbDMACTRLREAALEY
PCRATDISAT U DIBE L. MACTRLADNICTEREHERTEET,
TINARBALTHS54T7 DB AL, display interfacea<w > REEITLT, $—/A\—DMACTF
LRERGELET,

6. Client IPZ4—ILRIZ, TS RIZEYHTBHIPFRLRAEAALET,

7.  ApplyEVUVILET,

B25 R4T49IIP-MAC/ISL T 12 DYERL

add Static DHCP Binding X
Interface Vlan-interfacel v
Client MAC = 1234-5678-achE For example:aabb-ccdd-eeff
ClientIP x 192.168.3.100
Client Description (1-235 character)
e
Cancel
BEDAATAIIIP-MACNA o TA T —ETIERT S
FHIRBESLIUAIRSIY

ARATAYIIP-MACNA T 427 & —ELTHER T I2IE. 9547 EMACTRL REIPFREL ARID Y
yELTEAR—MET,
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FIE

AR

FEH—230RA2T, Network > LAN SettingsDIBIZRIRLETS,

Static DHCP#J %9 voLFET

Import. =2y ILET,

Interface’) RkM S, DHCPH—/\—,LTEMET B —/\—%ERLFET,

Select FileZ2') vl RBTAVIIP-MAC ALV T4V T ERETIEI7MILVERIRLET,

3

Excelz{ERALT., B#MNAURT—TILEERTEES, COT—TILIZIL. IP ADDRESS.
MASK., MAC ADDRESS# &UDESCRIPTION(ZAFLav )D& INEENFT . BEIZIGLT
INEDINDOABTEERELIzE. T—TILECSVERXTRELET,

Applyxo)vILET,

DHCPYZAT7UMIEIYEToNTIPPRLRAEFR KT BIZ(E, Allocated DHCP bindings#7%
2V ILET,

E26 RATAVIIP-MACINL T 4T DAL R—F

Import Static IP-MAC Bindings X

Interface | Vlan-interfacel v

J7AIVERR | BREATOEEA

Z Y TEHNF-DHCPNAYTAUETHRTET S

AR M

FIR

Y—IN—TRATAVIEIEF A FZYIDHCPEERTET HE. DHCPOSATUMIEIY B TOENZIPTR
LRERRTEET,

1. FEH—130_AL2T, Network > LAN SettingsDIBEIEIRLET,

2. Allocated DHCP bindings#7%421)v L%,

3. H—N—[Z&oTEIWYHTOEN=IPTRLRER T BIZIX. DHCP server interface!) R ks

29



DHCPH—/\—MA 2—TJLIZHE> TS —NN—%&8IRLET,

E27 EYETONF=DHCP/IRLVT 1T

LAN Settings
Allocated DHCP bindings

H online Help

DHCP server interface Al v
Advanced search Refresh
DHCP server interface DHCP client IP DHCP client MAC Lease expiration time

Page 0 of 0. Total entries on the page: 0. Selected entries: 0. Entries per page: | 10 v

R— T

R—rEBROBE

R—FEBEZFERATEE. R—MAT . TaTLYIRE—KR FEE, MACZRFL AL EDEYER—K
BT BIEHRERTLEY . R—FOYERT—EREEEBLIY ., R—rDT1TLYIRE—RERE
”égEELf: U f%f’d—o

1l

¥FIE
1. FEH—23 RA2T, Network > Port ManagementZ:&iRL %3,

2. Physical StatushS LD VR ED) 9oL T R—bEA =TIV FEIETaE2—TIILIZLE
ER

X 28 R—hEH

Port Management

An interface operating in Layer 3 mode is used as a routing interface.An interface operating in Layer 2 mode is used as a switching interface.
Refresh

GED Layer Full 1000000 1C-AB-34-C7-CF-34 Up - #

GE1 Auta 1000000 1C-AB-34-C7-CF-35 | u- I #

GE2 Auto 1000000 1C-AB-34-C7-CF-36 | u- I #

GE3 Auta 1000000 1C-AB-34-C7-CF-37 ]

GE4 Auta 1000000 1C-AB-34-C7-CF-38 #

GES Auto 1000000 1C-AB-34-C7-CF-38 [ u- | #

GE6 Auto 1000000 1C-AB-34-C7-CF-38 [ u- | #

GE7 Auto 1000000 1C-AB-34-C7-CF-38 m #

GER Auto 1000000 1€-AB-34-C7-CF-28 m #

GE9 [Loye I Full 1000000 1C-AB-34-C7-CF-38 [ u> I #

Page 1 of L. Total entries on the page: 10. Selected enfries: 0. Entries per page: | 10 v n

R—rDEdit7AaED)vILET,

Fiber/Copper Mode!J REMHR—E—FZEEIRLET .
Speed JAMSEEAF T avEBIRLET,

6. HR—FDMACTFLRERRLET,
Applyz2')vILET,

o > w

~
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®29 R—bDwE

Modify port configuration X
Port Name Layer3 (GE3)
Port Status Up
Fiber/Copper Mode Copper Port -
Port Duplex @ Auto .
Speed Auto v
MAC address
{(HH-HH-HH-HH-HH-HH])
Cancel
=JL =2
NATEXE

Network Address Translation(NAT)IL. IP/SyrAYE —ADIP7RLAZFIDIPTRL RIZEHL
FT . NIZKY, TSAR—FRRAMINEBRYNT—VIZT O ERTE, FERRAMET A R—F Ry
D=9 )—RIZTI9ERATEET,

NATIX, RDT7RLRAE#RAREHR—FLTLET,

e Port mapping: 12MD/\TYYJIPTRLREERLDZR—IBEESEFERAL T EHORIH—/N
—(WebH—/\— A— )L —/\— FTPH—/N\—EENIE R AN —E RZ IR TES &
SITLES . COFEITKY . NTUVYIIPFRLAD) Y —REFHNTEET

e One-to-one mapping: 754 R—rF7RLRENRTYYOTRLABDEIERYE LT H1ERL
FIBERYNTI—ITVERERIZIE. COAXEFERALET BE/TUVIIPTRLRE
FRALTREY—N—IZ7 IR T IBENHIGEE . COFXIHREINET,

NATIZIE . ROEEGHEEENHYET
e NAT hairpin: REBL—H—HDNAT7RLRAZFEALTRE Y —/N\—IZT7 IR TESLSIZL

Y. COWEEE, NTVYIIPTRLREFERL TR A—H — (T —ERZR T HREH
—N—RTORL—HF—5T7190% 7 — b/ THIE T DHEITERASNET,

e NATALG: HERYrT—0EN TRV T—ODREIZT T r— 3> BY—E X (FTPADNS
BEDFEETDEEE. COTT)r—arB7Ora)LIZRLTNAT ALGEAR—TJLIZL

31



F94, ChIZkY . PRLRAEBRRICCOTOIILOT—2EHEE E LKL TEET,
R—rvE D DR

1. FTEH—23oRA2T. Network > NAT SettingsZRIRLET

2. Port mapping%#7 T. AddZ&52vHoLET,

3. Interfacel) RbMB, AU A—RYMIHE#RE T HE=4—EERLFET,

4. Protocol TypelZTCP, UDP, TCP+UDP. Ff=I&CustomZZEiRLET,

REPH—/N—DERIT BN RR—FETORILEEIRT S5, CustomZEIRLF-&IZMSY
AR—rBTORINERTEEEZAALET FTPH—/\—ILTCPZFEAL. TFTPH—/—[%
UDPZEEALEY .

5. Global IP addressIZCurrent IP addressZf=[&Other IP addresses%:&iRLET,
6. Global port number')ArMS, FTP, Telnet, Ef-[dUser-defined portsZERLET,

NEY —N—CE > TR SN E Y —ERNFTPE[ETelnetTHWMEE &, —E ADR—+F
BEAALFET, FzEA X HTTPH—/\—DIFEE7R—I80TF , Custom for Protocol Type%
EIRLEGE . COT— LR ERETET R A,

7.  Local IP addressZ4—ILKRIZ. REBHF—/N—DTSAA—FPFPRLARAZADLET,

8. Local port numberZ4—JLKRIZ, AEH—/N\—DHR—+EESEAHALET, Protocol
TypelZCustomZ:ERLI=HGE . CDT1—ILRIFEBRTEE A,

9. Apply &#9UvoLZET,
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B30 NATAR—bk2yEL S DB

Add NAT Port Mapping X
Interface * WANO(GEO) v
Protocol Type * @ TCP uDP ¢ TCP+UDP Custom (1-255)
Global IP address = @ Current IP address() Other IP addresses
Global port number = @ FTP v
Local IP address = 192.168.1.10|
Local port number @ Start Port Number (1-65535)End Port Number (1-65535)
Description (1-63 characters)
[ cancel |

131D VE T DIRERK

FIRBESLUVHIRTIY

TINARIZINTYYIIPTRL AL DULAVELMEE (X, I1IDIVEL T ERE LR EEHRLET,
FI&

1. FEH—130~_RAL2T, Network > NAT SettingsZ:&RLET .

2. One-to-one mapping27%5)voLET,

3. Add&EVUYILET,

4. Local IP address74—JLRIZ, REBIPPRLREANLET,
5. Global IP addressZ4—JLRIZ, SAEBIPPRLRZASILET

6. WE(ZIGLT. Specify allowed destination IP addresses#®iRLET,

o ZOFATLavEERTIEEIF. ABL—F—ATI LR TESEEIPTRLREIP
address/mask 74— JLRICAALET , PRL AL, IEESNT=FBETRLREH D/
YMIHLTETINET,

o IZOFTLaVERIRLEVMGE . REBRYRT—IDDHNER YT =R ESNDTRT
DT YMNMZHL TP RLRAEMNRITINES,

7. ApplyEVUvILET,
8. One-to-One mapping%#7 T. enable following OnetoOne mappingZEiRLET,
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31 NAT 1x1evEL S OEM

Add NAT One-to-One Mapping

Local IP address = 192.168.1.10
Global IP address = 200.200.200.1

[ Specify permitted destination IP addresses

IP address/mask @ (1-255 characters,examples:
150.2.0.0/255.255.0.0 or 150.2.0.0/16)

s

Description (1-63 characters)

NAT7RLRT—ILEZHRTET S

1. FEH#—2arRALUT, Network > NAT Settings#ZIRLET .
Address Pools#7%#9)vILFET,

AddZEV)vILET,

Address Pool NameZ4—JLRIZ, PRLRT—)LE&ZAHLET,

A w DN

Start IPv4 Address 74— JLRIZ, BASRIPVATRL READLET,
6. End IPv4 Address 74— ILRIZ, & TIPVATRFLREAALET,
7. TAAY T HEYYVILT. FRLRT— LR EEEELET,
8. HHOTFLREHEZEMT BICIE. FIESEFIE6EHEYRLET,
9. ApplyEZUvILET,
B32 NATZRLRF—)LDiEmM

Add NAT Address Pool

Address Pool Name » @ test (1-31 chars)

Start IPv4 Address % IP address range

End IPv4 Address =
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NATATZEVDETE

AR EH

NATATZEVZEHRET HHIC. R—bIvE T F X1/ IDTYE LS ERELET .
FIE

1. FEH—230RA2T, Network > NAT SettingsZEiRLET,

2. Advanced Settings#7%&9)vILET,

3. NAT hairpinf81 T. Open NAT hairpin functionZ®iRLEY,

4.  ApplyEIUvILET,

B33 M E-NATATEY

NAT Settings

H online vl
NAT hairpin @
=JL ==

NAT ALGDEXTE

1. FEH—13 RA2T, Network > NAT SettingsZ2iRLET .

2. Advanced Settings27%7)voLET,

3. ZORILDONAT ALGEAR—TILIZLET,

4.  Applyx2)vILEY,

35



SV

E34 sHIERE-NAT ALG

NAT Settings

Port mapping || One-to-one

NAT hairpin @

mapping Ml Address Pools ll Advanced Settings

@® Open NAT hairpin function

© Close NAT hairpin fu

NATALG @

Enable NAT ALG for
Enable NAT ALG for
[J Enable NAT ALG for
Enable NAT ALG for
[J Enable NAT ALG for
[J Enable NAT ALG for
[J Enable NAT ALG for
Enable NAT ALG for
Enable NAT ALG for
[J Enable NAT ALG for
[J Enable NAT ALG for
[0 Enable NAT ALG for
[J Enable NAT ALG for
[J Enable NAT ALG for
[J Enable NAT ALG for

netion

DNS

FTP

H323

ICMP-ERROR

LS
MGCP
NBT
PPTP
RTSP
RSH
scep
sip
SQLNET
TFTP
XDMCP

)= BIEDEE

aA—H—45I)L—7

[FLHIC

A—H =5 )I—T X KA B F=FIPFRLADYT V=TT, —HF—J )IL—TIZ(FEHD AN
—EEDBIENTE, AVN—IIHRRAME  IPPRLAEIZIPPRLRAGEREIZT A ENTEET, A
—H—J I —TEERLT. HEEEELED—HDY—ERDI—HF—/\ryrEHATEET,

FREFEESLVHARSIY
o IP7RLAAVN—IZIEETEBDIXIPVATRELREIFTTY , IPV67RL R [FHHR—rENTLVER AL
o IP7RLAREHDEBTZRLRIX, 8T 7RLAKYBNKZITFNIEHRYERE A,

FIgr
1. EROFES— 3 v)—hib, Network Behaviors > User GroupZ#IRLET,
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AR

K35 a—¥—5)L—F

ol onine Help
1P address 0.0.0.0-255.255.255.255 # @
group_ 1P address: 192.168.1.100 # @

Page 1 of 1. Total entrles on the page: 2. Selected entries: 0. Entries per page: 10 v

AddZE2YvILET,

User group nameZ4—JLRIZA—H¥ =5 )L—FEEADLET,
CommentZ4—JLRICA—H =Y IL—TOHBAEAALET .
A—H =T IN—TDAN—FFELEFT,

o A—Y—YIN—TITBMTEIRRANEEAALET,

o A—HY—JIL—TIEMTBIPTFLRZEAALET,

o BIRT7RLARERTTFRLRAZAALT, Aa—H—45IL—TIZEMTBIPTRL ASEHZEIETE
LEY,

o IPPRLREEMNORN T DIPTRLAZHEELET .

—>oEP) LT BESNIZAVN—FIIYMET,
BLCRATDEBD A N—ZBINT BIZIE, FIESEL6EHRYRLET
ApplyzED)vOLET,
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K36 1—H—4 IL—FDEM

Add User Group X
ﬁ Online Help

User aroup name x 0 test (1-63 chars)
Comment test (1-127 chars)
Host name @ Host name (-]

IP address [-]
IP address
IP address range Start

End
Exclude IP address @
Cancel

R E6EE D )L—T

[FCHIZ

BICHERE(F-E A 1L, FEIBEEEEAVNT —IHEETE)Z S E OB ITEMICT 258 1L, FiEE
BT IW—TH#HREL. TNEEET SR L TSBTEES,

EEEES I —T (2. EROBBEEESHAIENTEET , KO TOBEEEEZFEHTEE
-g—o

e Periodic: B AEBMS:00~12:00D X5, 5 EDEB IZEHMIZHEYRLET,

e Absolute: SO #EERL. BYRLER A, EAIE, 201551 A 1B D8:00M520155F1H3
BH®18:00£TTY,

FEEE Y L —T DT I T4 THRIE. ROKLSIZFHEShFET,

o ITRTOEHRAT—IAVIEHRELET,

e T ARTMabsoluteRT—rAVIEFREELET,

o 22MOXEYrOHRBENERMEER T I —T DT IT4IHEABELFET  ROBFEEEEE

BRI DHELFET

o TEHIMEFRIEEF: AR SEEH D08:30~12:008 £ 113:30~18:00,
o HEXTEFRIEREN: 201544 H1H ~20154%4830H M 10:00~12:003 £ 114:00~16:00,
TOT1477 R, 201554818 M 5201554A308FTH AEANS£E H0)10:00~12:008
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£U14:00~16:00T9 .

HIRFESLVHITM

o mARIADBMEEHEFHTEET . HIFMEEHEIZIE. & KR320 E HAFREZE L1204
EEEENLASENET,

e CLIEWebEZA—DEAMSRICHBEREY IL—TERETHEEITETFEA,

12D AT DEEHEEFH D& Z{FERAL CHRBEREY IIL—T%
RET D

HREFRESLUHIRS1Y
B EARs R EE B 1= (LA e #EBR 2 (T = S ORISR T L —TERE T DICIE ROEEEFRTLET .
FIE

1. EBRIOFESF—3v)—hb, Network Behaviors > Time Range Group

ERRLES,

37 Time range group

Time Range Groups

day to Saturday 01:00 - 0200 false [cfc]

2. AddEYUYILET,
3. Timerange group nameZ«4—/LRICERESERS IL—T2EANLET,

4. Time ranges'JALM 5, Periodic time rangeEf=IZAbsolute time rangeZ#iRL . EHIH
RFEEEE - (T EEEERELET,

o TEHIMRMEEZRTE T HICIE. BAZEIRL. RBBLER THIEAALT,. T35R
RBEEVIVILET,
o EXEFHEEFEEERTETAHICIE, FRBA SR T AEERL. MERLIER TRIEADLT,
TSREBEEVIVILET,
5  ApplyEVUvILET,
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F38 12D 44 7 ORI O A% AL -k MEE T L —T D E

Create Time Range Group X
ﬁ Online Help
Time range group name * @ test (1-32 chars)
Time ranges Periodic time range hd
Thu Sat
1 00 2 Ty
Cancel

TE iR SR gi B S BRI St O A= = O BT EEE 7 )L
— 7%

HREFRESLUHIRS1Y
MR R ER S R REROMAZECKREER Y L —TERET DI ROEFXRERTL
i‘g_o

FIE

> w DN

A
34

EY D

ERDFES— a9 —his, Network Behaviors > Time Range GroupZ®#iRLET,
AddE2')yILET,

Time range group name 74— /LRICHREIEEREY I —TR8EAHLET,
KRR Z R ELES .

o Time ranges'JAkMSPeriodic time rangeZEIRLET BB ZEIRL . BAIAFFZI &48
TEZHEAALT, TS5RESEIIVILET,
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E39 BN ERMEEORE

Create Time Range Group X
ﬁ Online Help
Time range group name @ test (1-32 chars)
Time ranges Periadic time range v
[Sun Mon | Tue | Wed M ri 20
1 :00 - 2 00 W
Cancel

o Time range')AkMi>Absolute time rangeZ:&RLET, FR B &8 T BEREIRL . BitR
BRIEKR THBEAALT, TS5REFEIIVILET,

40 #fa>e B RS B 0D 5% E
Create Time Range Group X
ﬁ Online Help
Time range group name » @ test (1-32 chars)
Time ranges Absolute time range ~
2022-11-07 [3] - 20221107 [F] @
1 00 — 2 00 @
Cancel

5. ApplyEZUvILET,

FFEEE Y IL—T&wmET D

HIRFESLUHIRS1Y
I 5 e Pl i ] LA 3 B R BB B D T 5 % & O BRI BB B )L — T N5 | J) S Rl 6 ) 2 1 e ot R e 5 B
ZHIFRT AICIE. ROERERTLET

FIgr
1. EROFES—I 3 V)—hi, Network Behaviors > Time Range GroupZ:&iRLE T,
2. EFREEEEY )L—F DOperationhSLTEditE9 v ILET,

3. Time ranges')AkM 5, Periodic time range®fzI&Absolute time rangeZ#EIRLE T,
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BEFEEBE D RICHIBRT VTV )V ILET,
ApplyZE2')vILET,

F41 FEEET L—T OfRE

Modify Time Range X

ﬁ Online Help

Time range group nhame = @ (1-32 chars)

Time ranges Periodic time range A

Sun Mon | Tue | Wed | Thu

01 : 00 - 02 :00 W

T iEE B 3

[FCHIZ

1l

HEIEEE T, bS04I —rEFIRL, 2—H—5 IL—T ORRESERELEDEECEDINTISD
O EEOHMNHIEHTEET,

BEIZEEINOTWVALESITATNITavIDBER. T)—VF o RIINEAR—TLIZLTHE
IBZRIETEET,

1800 il PR D 3% 7€

FIE

1. FE&H—>arv)—hi, Network Behaviors > Bandwidth ManagementZ:&RLET,

42 #isiE D HIR

Bandwidth Management

O _web_manageHttp_group. any WANO(GEO) 100 200 Shared bandwidth Z45]

Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10

2. Bandwidth limits#7 T, Add&5J)vYL%ET , Add Bandwidth Policy R—U D\ BEEE T,
o Application Interface ) RbMLEZS—ZFIRLET , T/AM RIF, BIRENF-E=S

42



— CHEEEEEETLEY.

o User rangeTI!J7 T, Select existing groups'J ARMS1—H—5 IL—TH#BIRLET . T
NARIE BREN 2 A—HF—J I —TADO I—F— T L THEIREEEEERTLET,

o Flow limitationf8i T, 7v7A—FHigiBE A Vo O— N FEBZREL . HEIBESYST
AXEERLFET, 7y O—RHEEEFF Vo O—FFEEEIEELEVMES ., T/N1
RFERASN B 7T O—RFHEEE(EF 70— EEREHRRLEE A,
FEHEEIV L THRICE. ROEDHBHYET
- Sharing: {8 ELI=FEEN TR TOI—H—ICHEFIZHEEINFT,

—  Monopoly: IEESNF=HEEIL, LADI—H—Ck>THMMMICERINET,

o Restricted periodf8i8 T. BEIE Y IL—T#BRLET,

3. ApplyESUvILET,
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F43 HigiiER) > —DiEm
Add Bandwidth Policy X

Application Interface = @ WANODIGED) v .
\ f)

User range =

Select existing groups @ _web_manageHttp_group_ ~ | New user group

Flow limitation «

Upload bandwidth 100 ( 8- 1000000kbps )
Download bandwidth EOd ( 8- 1000000kbps )
Traffic assignment @ ® Sharing O Monopoly

Restricted period =
@ All time periods

O Select existing time group @ New time group

G)—2F v RIEERET D

HIRBREIVHIRS1
BEDONT19I~DEBERBT BIZE. T —oFr R DOL—MEZHFEY REERELELNTS
Y,

FIE

1. FE&H—Larv)—hin, Network Behaviors > Bandwidth ManagementZ:&RLET .
Green channel27%&451)v LEY,
Enable the green channelZ:&iRLEY,
BIEICHESNOTVNAUE59T4T NS T4 RIS 7TV r—avnFabaLES &R —+
BEERELES . 7IIVT—2avi—BI BS540 NI =0 Fr R VENLTEES
nFEY,
a. Define applications for the green channelZ®iRL. AddZYvILET,
b. 7FUr—avd, TORALES . BLUR—IESERELET,
c. ApplyZEO)vILET,
5. ERINETRTOTINT—avItHLT, ROFIR/SSA—2EZELET,

o 7490 —bETRTOWANEZAZ—TRICIEIZHIE S HIZIX. Bandwidth upper limit

> wo N

44



for the green channelZ:&RL. 7Y T RN —LFEIEFF IV RN)—LORKNST1v9L
—rERELFET,

o FZT4YIL—FEWANE=AR—CLICELAEICHIBRT SIZ(E. Bandwidth upper limit
for the green channel D #REFEFRL . RWANE=ZZ—D T YT RN —LFIEH IR
J—LDBRARNTT19IL—bERELET,

o BRI \4rybRZEHIBET AIZIX. Match packets that are smaller thanZ:&iRL. &KX/
FIrRERELFET . BR/NNTYNREBZ D/ YME T F v RILTIRZEESIE
‘A,

6. ApplyE9vILET,
R 44 T)—2VF v

Bandwidth Management

Bargwldth Imbs B Cr=en chatoel 8 Dandwidth guarantee

For o -
B Fable the qreen channel (]
Usrslevam widt ol line 1+ 100 AR Mbps) Cuwnslrcon vandwidth ol ine 1+ 100 (IR0 Mbps)
Usralrvam banwisll ol line 2+ 200 MANR-1000 Mbps)  Luwislizom sandwidih ol ine 2+ 200 (NADA-1500 Mbpe)
— Max guarantead Taffic rate for gresn channel
Per-Irtariace upstream trafic rate LUgE LMC ML
Per-irteriace dawratrean i rate [ 008-100C Mops)
Mulh ki Wl are salles Lian
Mairnan: lenstn (1-53535 Dytes)
ke applizations o e grcn clnnel
Deflne applications for the Imerface
. =)
a Appl licalion | L P
2 i 1 onthe page: 0. Salarred entrias: 0L Faries per page: 10 v

IR REEDERTE

HIRBESLUHIFSIY
EZA—OFBRRIAR) S —(E, E=2—DOE NFEEBNFRESNTWDIEEICEFEMGYE
TO
1D DEZA—IZHRETELFEIBRIEAR ) —(X1DFEZ1TTY , BB RIER ) —IZXEHD—
IW—ILVEERETEETS, —BL—ILIZIFERO—HEELR T CETET RIFEHEE. — BT 57
RTCDA—HYF—IZF>THAINSIHEHBOEE T,

FIE
1. FEHF—3v)—hi, Network Behaviors > Bandwidth ManagementZ#iRLET,
2. Bandwidth guarantee#7%%2)voL%ET,
3. EZA—DUHNFEHIBERELET .
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o Output bandwidth(Mbps)Z4—JLRIZ, $—ERTONAF—HRIEFTIEBRDIIHF
BiEEANLET,

o ApplyEJUvILET,
B 45 FisiE fREE

Bandwidth Management

| =B
Interface Qutput bande/th (Mepsh @
VIANU(SEY)
L§3 SMUellu
: =n
11 Policy name pplication infarface Operation
Fage 0 of C. Total enrles on the page: 0. Selected entres, . [nles per page: 1w

E-A—DFEBRIER) S —ZHELFT,
o Add%%')wsZLZETF, Create Bandwidth Guarantee Policy® 47O Ry ANKFREINET,
o Policy nameZ4—/LRIZRY—&EAHLET,
o Application interfacel) Rk, R —ZBRATHE=F4—%FBIRLFET,

46 HigiEREEAR S —DERE

Create Bandwidth Guarantee Policy X
Policy name test (1-16 chars)
Application interface WAND(GED) -

Queue ty... Guarante... Protocol Proto... Local subnet/mask Local ... Peer subnet/mask Peer ... Oper.

corc

o Add#%%4Y)v LET, Create Match RuleZ A4 7OS RyIANKRTREINET
o Queue type) RbM5, EFEIFAFERIRLET  EFIFAF LY ERE DB EIBAELGYES,

o Guaranteed bandwidthZ4—JLRIZ, =BT 5T RTODA—H—HIFHRTIEHEHIIEFA D
LET,

o Match criteria configurationf8t T, 7O B EEIRTEMTOrILBESEAAL, O
—ANHTRYNIRIEA—DILR—IEFTEREL. E7HTRINTRVEETR—ES
EERELT +7AMaVEI)VILET,

o ApplyEVvILET,
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5. Create Bandwidth Guarantee Policy# 4/ 7O Ry X T, ApplyEoJ)voLET,
E47 —BIL—ILDERL

Create Match Rule X
Queue type * AF e
Guaranteed bandwidth * 100 (0.1-1000 Mbps)
Match criteria configuration *
P v
Cancel

=

YR —DEEDEE

[FLCHIC

FYRT—VEEERE, A —Y BT IR TELST TV r—avEWeb S A EFIEIL, 2—H—4
V=T LSRR DN TR —IBEZ S HHIAHIELET

SO0—\)Larkro—ILNDERTE

CDRARIIZDINT
FYRT—BEBEIER) S —B LV URLEZRYV T BT BICIE. ROEEEZEITLET .
FIE

1. FEHF—I 3 v)—hi5 . Network Behaviors > Network BehaviorsZ#iRLET,
2. Global control#7 T. Enable Network Behaviors#:&iRLET,

3. ApplyEVUvILET,
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Network Behaviors

el Nebwnrk Dectenion mamgenient policy §Wel Blwklist o whilefis 8 Sl eline UREs

| = RIS
2RI —OEEEEBR)—FHERT S
FIRBESIUVHIRFSIY
URLE=AYF IFHTTPIZE S TLVET , URLE=AY VS HIE LHRESH BIZIE, HTTPE T Oy
ILENTLESLY,
FIE

1. FEHF—3v)—h5, Network Behaviors > Network Behaviors%:&IRLE T,

E49 RybI—UEBMEE BRI —

Network Behaviors

O test any any Not block Not block Not rate limit # &

2. Network behavior management policy27%42')voLET,
3. AddEIVYIL. RDINFGA—FEHRELET,

o Policy nameZ4—ILRIZRYS—ZEFANLET,

o Userrangef8ii T, 1 —H— IL—T%&ERLET,

o Limit period 88T, BFEIEEY L —TZBIRLET,

o URL control Bl T, ROEEZITLET,

— Select URL types: ERIEZRDURLAITHEFLUVECERDURLZI T ERLET . B
CEZEDURLOEROFHMIL. [BEEERDURLIA TOER IZSBL TS,

— Protocol: 7ORILEA T (HTTPEIZHTTPS)ZRIRLET . T 74 ILETIL, HTTPSA
BRSNTLET,

— URL control action: URLHIfEHI 793w 8RLET , Record 7o arEFPermit7 4
aVFERIEDeny 7o a v EEBITRIRT AL, A E-(XIEEEEICEE T 2158 E 0%
TEET,

48



o Application control$818T. Select network applications D {E|IZ# dDetails7
AAVEY)YILTT TV —2avE&RL. 7TV r—avizwLTROWLT D
DT a3V’ ELET
- Block: 7Ty —2a~DT I REERLET,
— No blocking or rate limit: L—MHIBBHZLTT TV —2ao~DT7 I REHALET,
- Rate limit: L—MHIR{GETT TV =230 ~ADT7 I RZHFRAILET . RET (V%
UL T RRT YTV IFBIRER AT D) o FERERELET .
4.  ApplyEIUvILET,
5. Global control#7%%1)v%L. Enable Network BehaviorsZ:&iRLTH LRI —%F
BMILET,

E50 RybT—EEEERYS —DRE

Create Network Behavior Management Policy X

Policy name « @ test (1-31 chars)
Userrange *
@ All users
() Select existing groups Add user group

User groups facilitate management of address groups. Please add user groups from Network Behaviars = User Group,
Limit period

@ Always

) Select existing time groups Add time group

To add time groups, select Network Behaviors = Time Range Groups.

URL control @

Select URL type All URLs ra
Protocol HTTP CJHTTPS

URL control action * @ @ Permit only the selected URL types O Block only the selected URL types
URL control log [CJ Record

Application control

Select network applications None selected &

WebHS A +DTS5vH) ANBITAR) ANDEETE

CDRARIIZDNT
BEOURLADTZIEREHA£=1ETOvoTBIZ1E. ROEEEETLES,
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FIE

FEHF— 39—, Network Behaviors > Network Behaviors&ZRLET,
Web blacklist and whitelistZ7%%41)wv4 %9,

Enable Web blacklistE7=&Enable Web whitelistzZRLET,

HYR— 2T ASTEERLET . AT avICE HTTPEKUHTTPSAHYET , T4
JILRTIE HTTPAEIREN TULET,

URL keywordZ4—JLRICURLE A IL, TS5 REEEY) VI L TURLEEMLET .
SHICURLEEBMT BICIE, FIE4EZEYVIRLET,

ApplyES)wIL T, TS5y ANERIEIRTA M RDBREERTLET,
®51 WebH A bDTS5YIUYRMNERTLNIRAMDEERTE

Network Behaviors

BEERURLZATZRET S

CDRRAIIZDNT

EEEHDURLZATTIIEHEB - EHMEEIC. COFRIERTLET,
HIRBEESSUHIFS1Y

HEEZNDURLEZIYRR—LTEET, Internet Explorerd S ¥ #FERALTURLEZI VA R—,T 5&
EIZEXCelDEBTS—AFRELIIBZ AT, IEDREERDIIICEELET.

FIR

1
2.
3.

IEY—)L/A—T, ToolsiRA2%&1)v%L. Internet OptionsZ#FIRLFET,
Security#7%%5')v-L. Custom level... #5)vy I LET,

ActiveX controls and plug-inst%<3> T, Initialize and script ActiveX controls not
marked as safe for scriptinglZxtL TEnableZ#IiRLET,

FEHSF— a3 v1)—hs, Network Behaviors > Network Behaviorsz:&iRLET,
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2
3
4.
5
6
7

X52 B2 E&URL

Network Behaviors

Global Control [} Network behavior management policy i Web blacklist and whitelist

Self-define URLs @

1 Default URL type “

Self-define URLs#7#5)voILET,
URLAATEANL. TSREEEVvILET,

URLZURLAZA FITEMT BICIE RETAAVEIIVILET,
URLZA AL, FS5REBEV )y ILTURLEEMLETY,
SLICURLEEBMT BIZIE, FIESEREYIRLET,
ApplyE21yILET,

E53 URL¥—J—FDERE

Set URL Keyword X

1 test Ty

VO ZF T —ANR—R

DY —F T —IR—ADWE

TNARE DT ZFYeFERLTT TV r—2avBDMS 719 0E#RILES . TIARIE. 7TV

AUV ZF T —RAR—REURLV YT ZF v T —AR—REHYR—FLET, VT ZFrT—4ER

—RERHN—DIVICEHTEET,

TINARLEDV T =ZF T —ER—ZADBHIZIE. ROFEEHERATEET,

O —FwEAR—LET,
BHOVT ZFI7AINEFEHTEY O—KL, FDI7MIVEERALTT/NM R LD =F
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W T —HR—REEH T BBEABHYES

o AUSIUTEHLET.
BIFERH -tk T/ RIEEBMIBITOL Y =F v I74 LES S O—KLT Y =
FOT—AR—REBHLET

HREFESLVHITM

o VU ZFNT—HAR—REEHFI BRI SAEUVANAVAM—ILEN, B THAZEFHERLE
7,

o TNARADEZFAEVNBEDKEDLEMEZTEOTWAGEEE, VYV ZFrT—4~—
ADBEHFHEERITLENTLZEN, BETLEVE DT ZF v T—EX—XDEHITKEL., =y
FO—ODBEERICEEESATT.

V) ZFeDAR—k
1. FTEH—3r AT, Network Behaviors > Signature DatabaseZ#RLET,

E54 7TV r—av s —FoT—8R—X

Signature Database

As a best practice to get bette

2. Application signature database”#7 £1zIXURL signature database#? 7 T. Import
signaturesz=2')vILEd,

3. BWR=IT I FrYI7MILEERLET,
4.  Applyx2)vILEY,

55 URLI YT —F v T—E2R—X

Signature Database

Y ZFNT—AR—REFUSAVTEHT S

FREBEESEVHARSIY
FoSAVT ZF e T —ER—ADBHERNSEBIZIE, T/AALZADDNSENLTARWeb Y A+
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DA BFEIPTRLRIZEERTESILEHRLET,
FE
1. FEH—130~_AL2T, Network Behaviors > Signature DatabaseZZiRLET,

2. Application signature database”#7 £fzI&URL signature database?7 T. Update
onlinex 2"y L%EY,

A0S
BEXEOS DIBE

BEENTHELFERT L. 7TV r—2a Gl KU URLEIEEEEISH L TERSN 0T 2 RRT
EFET AT RN —IEBEDEEE SUNTDERITICRILES

TV r—avBEENT OB

1. FEH—130~_RAL2T, Network Behaviors > Audit LogZ#ZIRLEY,
2. Application audit logs#7 T, Enable Logging##EiRLE T,

3. Application audit logs#7 Tl 7V r—LavBEERJ #RRTEET, AT EZITIVRR—F
9 BIZIX. Export to ExcelZ21)vILET,

®56 7V r—avEEENS

Audit Log

Application audit logs [URLSilter logs

& online Help

As a best practice to get better application audit effects, update the application signature library.

@ Enable Logging ) Disable Logging

Application type Date and time

Page 0 of 0. Total entries on the page: 0. Selected entries: 0. Entries per page: 10

URLE=A2—0OSJ DEKE

1. FEH—13>~_AL2T, Network Behaviors > Audit LogZRiRLET,
Application audit logs#7 T, Enable LoggingZ:&iRLET,
URL Filter Logs#7%&21JvoL%ET,

URL filter logs#7 Tl URLE=A—AJERRTEET, AT ETIVRR—F T BIZIE,
Export to Excel&®92')vyoLET,

> wo N
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E57 URLE=4—RA4

Audit Log

‘Application auditlogs |l URL filter logs

For better experience, please use Chrome or Firefox to export log messages.

Page 0 of 0. Total entries on the page: 0. Selected entries: 0. Entries per page: | 10 v

NS J0v o5 X

FST4vOS0F T DR

Global control27 Tl&, A—Y—rS 749050 X VT EKUVTTVTr—2a bS5 749950F% 05 %
AR—TNFELET1E2—TIIZTEET,
o  A—H—rSTqVISUFUTHNERIZIE-TLNSIGAEL, User traffic ranking Ta—H—r57
VDT —RERRTEFET,
RHLR—U%BFEET,

o 7IVT—3 b5 7490DZF T A3 —T ILIZIE> TINS5 A [LApplication Traffic
Ranking#7 T7 IV —2av b3 049 9T —3% RAHZENTEET,

78—/ )LEIE DR TE

HIRBEESLXUHIRS1Y

FIIE

e  LANY—/N—ZEMLED, ZOR—STINLDY—/N\—DA—HF— 5749950 F05
FAR—TIIZTERELHYET,

o  R—BIIBEBHEILY—N—IFETREE. H—/\—DLHIILGlobal control#T 2R RSh
FH A H—/\—oR—2ILERZHEIBRT 5L, H—/\—[XGlobal control#JIZRRSh
E—;—O

1. FEH—23rRA2T, Network Behaviors >Traffic RankingZ#iRLE T,

2. Global control 27T, 7F)7r—3av 37499 D304 1TEBIIZT BIZIE. Application
traffic rankingIZ#ELNTONEEIRLET . 7TV —2av hS 7490 DI I F T EENIZT S
[Z[E. Application traffic ranking|Z#iL\ TOffEEIRLET

3. H—/N\—UXFT, Y—\—DOn/OfRZL%EH)v LT, B—/\—DFMIPE LUDHCP1—
Y= T4V F T EBNFEFBNNCTEET . L BROY—N—ZBIRL. &
LEFBDBatch enablez9')y oL T, SHEDHY—/A—DEHNIPE KUDHCPA—H—r57 1Y
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DSUoX T ERVICTEET, = EHO Y —/\—%RRL . A LFEDBatch disable®!)
yIL T, SNSDH—N—DEHIPE KUDHCPA—HY—,S 4995 % 2 ESHI-TEE
ERS

4.  H—/\—®DOperationFI TEdit71aA& V) v LET . Add intranet segmentR—I HAE
FT, VATLIX AVRSRYRET AV CADIPPRLRIZRLTOIAH NS T4t B LUSY
XUTEEFTLET, TIAILMDA USRS AR, —N\—CEEEHIA TSR
RO =0T ARTT , RYRNT—IEGE R T DICIE AV SR T AU MEELLERT
BLENHYET . ARV T AV ERSN-BE X, BONHRELET,
o H—N—LZIZIX. H/MEFDH—N\—DRBFDARTINET, —/N\—RIRETEE LA,
o AVFSHYMET AUNIEBMTBIPTRLRAZLDERELET,
o AVRSRYMET AUNIEMTBIPTRLREEDRIBIPTRL AR TIPTPRLAFERTEL

9,

5. FAAY 77 E9)YOLT ARV AUNIEREFEBMLET,
6. ApplyE9UvILET,
E58 40—\ L&l

Traffic Ranking

Global control [§iUsertraffic ranking i Application traffic ranking

Application traffic ranking  ® On O Off

User traffic ranking

After adding LAN interfaces, you must enable user traffic ranking for these interfaces on this page

User traffic ranking Intranet segment Operation

O Viant [ o | All Addresses

Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: | 10 v < | < > | -

I

A—HF—r3T09070F T DHRE

HIRFESLUHIRS1Y

FIR

R A—YY—DA—H =570 IS0 X UL BICERTRTHY ., I —F—DBREIDE
HYVFEC A ERIEA—F—DA—F— S5 T709v 950 F U T HEEERTT DICIE, ZRPIZ/O—N
ILHIEIR—S TEET 32— /N\—DA1—F—hS5T09050 X U5 e E AT T AR EAHY
*9,

1. FEH—3rRA2T. Network Behaviors >Traffic RankingZ:#IiRLEY,
2. User traffic ranking#7%42)voLET,
3.  #—/\—DOperationh>LlZHHRate limit74aAvz&9)vILET,
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4. RAWEAR—UT, 7IVr—ard—N—%&RL. 7YyTO—FFEEES Yo 0—FFEIE
ERELFT,
5. Apply&2'JvI LT, TURRA UL —MHIBRDEEETTLET

6. H—/\—DOperationHhZLIZHADetails7AAVEI )V ILT, A—HF—r3T490ELUVZD
thDEHRERTT DFEMN—TICAVET,
59 A—H— 5749750 F 0T

Traffic Ranking

Global control @ User traffic ranking

Online Help

The traffic statistics function for authenticated users is enabled by default. To view the traffic statistics for unauthenticated users, go to the global control page.

[ eves o imiion -

Endpoint MAC address Uplink rate(Kbps) Downlink rate(Kbps)  Online duration

Page 0 of 0. Total entries on the page: 0. Selected entries: 0. Entries per page:| 10 v

TIVr—2av k34905 0F% 07 DFRTE

HREFRESLUHIRS1Y

FIE

FI)r—S3 bS04 F G EBRTETBHIZIE. BRI O—NIILEIER—STT Ty —S 30
cSD49950F 5% AXR—TIVZTHDRHELHYET,

1. FEH—230RA2T, Network Behaviors > Traffic RankingZ:&RLET,

2. Application traffic ranking27%42')voLET,

3. F7FUHr—armOperationdl|Z@HBDetaill 7AALED ) ILT, FIVr—2avhS74998
FUOZEDMDIEHZ R FHFHBR—UICAALES,

®60 7V r—avbS52499D50 %05

Traffic Ranking

Page 0 of 0. Total entries on the page: 0. Selected entries: 0. Entries per page: | 10 v

FYLT—0t€Fa)T4

2747 )4—IL
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T7AT A= ILESEED IR E

T7AT 9+ —ILREIL. EXa)TARAIZEDWT/ Y E#FIL . RIEL/ TRy T —H(2
ABDEHRSTE=ODTHL AV EETLET,

HREFESLVHITM

XA TAIIL—ILDBEEFEEICHERELEFT, EXa1)ToIIL—ILIZBEEIBCBEINET . —
FTBEXAUTAIN—ILBRDOMBE T7AT A= LTI —ILTHRESN=7I2a EERTLET,

GIp=ES s

X2 TARAIZRET DRI, ROFRIEETLES
o  WANRREZRBALET.
o  EFAUTARAIERYTIREEBEEZRELET

X1 TADRAZEEMT D

1. FEH—3>~_RAL2T, Network Security > FirewallZ:&RLET,

61 v¥&a)TqI)L—IL

2. AddEIVYILFET,

3. InterfaceZ4—ILR T, X2 )T4BRAEERT 59— /N\—%EIRLET, I74T7O+—ILIE,
CORBIZFERALT, Y—N\—IZRIFT B/ vhEBELET,

4.  ProtocolI4—ILRT, 8—7 v/ Vb MERT HT7AMLEERLET,
o FIURKR—LRB/INTINERET HICIE, TCPEIZUDPEERLETY
o ping#Ff=ldtracert/ Vi yhERE T BHIZIE, ICMPEZEIRLET,
o FTRTOTOraILD /NNy EBET B2, All protocolsZEIRLET,

5. Source IP address/mask 74— ILRIZ, N7 YRMEEBDIPPRLRAERRIZAALET . T
RTOREEEBIOD/INTYNERBETAIZIE, anyEANLET,
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6. Destination IP address/maskZ«14—JLKRIZ, BRID /N YL —/INDIPFRELRAER R I%E A
ALET, TRTOLY—/N\EBTD/ T ybE—BSEBI2IE, anyZ A ALET,

7. Destination portZ4—JLRIZ, 3= r IR DIRER—IESEAALET 2R IE.
HTTP/N 7y D5 E(F80TY

8. TimerangeZ4—ILRT, L—ILEBIZTHHEHEEERIRLET .

9. ActionZ4—ILRT, 3—5 Y/ yMIRLTRITTH7 I avm&IRLET,
10. PriorityZ4—JLR T, ROVWFTNHODARIEETLET,
o I—IJLIZBEEZEIYLTHIZIK, AutoZFEBIRLET . L—ILEBROIEFIZHK- T, JL—
IWICBEENEVETONET . BEEDBESHFITRATYTIES5TT,

o BEEDEZANTBICIE., User-defined&:EIRLET , BEANESWNFEEBEENESLYE
ERS

11. DescriptionZ4—JLRIZ, JREID#HBAEADLET,
12. ApplyE2')voLFET,
E62 X a)T1/L—ILDEM

Add Firewall Rule X
Interface x @ Vianl S v
Protocol TCP %
Source IP address/mask @ 192.168.1.10/255.255.255.0
Destination IP address/mask @ 192.168.2.30/255.255.255.0
Destination port @ 30 (0-65535)
Time range
Action @ Permit O Deny
Priority @ Auto O User-defined (0-65534)
Description @ (1-127 chars)
Cancel
TL A
Z 51
W

WL 1EHBEE

DDOSHE([IA L A—1 b L T—HRIITHY., WEDDOSHE XYL K ELWHELEF ISR AIREMEM

58



HYFET, COMEEICKY . ROBEORENS T /NARERYNT—VHRETEET,

e Single-packet attacks: HEZE (L. FELBRD/ N\ ryrEFERLTI—T YN AT LERE
SEFEY, LA L LANDRE TR, 4—7 Vb AT LDIPFTRLRAMTCP/ Ny b DEETTIP
TRLREFREIPFRLADEAELTHEASNET . KBEIX. ChoD/\VrybaEELTY—
TINRATLDER ) —RERBIE . F— T YN AT LNRBRED Y —ERZRETELGL
KIIZLET,

e Abnormal flow attacks: EEATIO—KE(ZIL. ROIATOHRENEENET,

o Scanning attacks: HEBH(X. 2—TYhRIET—VIZRBATEHHEERDITH=HIC,
RAMPRLRER—MER XY LTE—SybrybD—H RO —%70—J L., /R—k
EHREFY,

o Flood attacks: WEE(X. A—7 YN AT LIZKEDBEBEREZELEFT, VATAIL,
INLDBEBERICEETHDICILIEC, EALGI—HF—(CH—ERZRBTEEE A,

TINARIF, RODDoSKED S ILEHR—FLTLVET,

e Single-packet attacks: Fraggle® 2, LANDIZ %, WinNukeIZ %, TCP75%4 X% ICMPE|
ETREE/ N YNRE, ICMPYF ALY Vb SmurfREE, IPY—RJL—FKE, IPLO—
FIL—FRE, BLUKREICMP/ T YbRE,

e Abnormal flow attacks: R¥ ¥ KE SYNISYFKE, UDPISYRKE., 5LUICMPIS
IRHE,

WEMEDEE

1. FEH—30RA2T, Network Security > Attack DefenseZ:&iRLE T,
2. Attack Defense#7 T, Add&2)vILET,

X 63 ERHH

Attack Defense

1ok T eferoe B Attack Defense Statistics i Blacklist Management

WANGED) Abnormal flow attack defense #&

3. BRAWVER—C T ROISIICHERHERELET,
o Interface) Ao, REHEHEREINEHINSH—/N\—FFERLET,
o HB—N\TyrRE(IHTIREREESR—TILIZLET,

RAMTSITAREL T, TRTDEATDE— /b HEITH L THER#HIZE A R—T LIl
F9,
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o EELIA—REIIHTIHEMEEAR—TILICLETS,
AFX U REHEHEREDICLIZE. T YRDREIETIPTRLRAZE TSV RMNIEBMT S
EEBIRTEFET, TN RIE — BT BEETIPTRLREHF D/ rybEROyILET T
SUP)AMIEMENTZIPTFL RER KT BIZIE, Blacklist ManagementR—I (274
ERLET,
RNRNTSYTAREL T, RYRT—=I5T49 04 TIZRSNTISVRRERHES R —T L
IZLET,

4. ApplyEVIYILET,
E64 BERHEEET N —DEM

Add Attack Defense Configuration X

Interface = WANO(GED) v

Single-packet attack defense

Fraggle attack defense

_| Land attack defense

] WinNuke attack defense

TCP flag attack defense

] ICMP destination unreachable message attack defense

| Smurf attack defense

| Source routing option attack defense

_ ICMP redirect message attack defense
_ Record route option attack defense

Large ICMP packet attack defense
Abnormal flow attack defense
Scanning attack defense
Source IP address join the Blacklist
L] SYN flood attack defense

[J UDP flood attack defense

L] ICMP flood attack defense

W EBh st

[ZC&HIZ

COWMEEEEALT. RBL/T, S RERRE. REORENFELELFRE. WBSh-H—/nN—/
THA)TAV =0 BB —DRELEIPLRE, T/NA RIS HDDoSKHEDFHMERRL
ij—o

FIR
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1. FEH—130~_AL2T, Network Security >Attack DefenseZ:&IRLET,
2. Attack Defense Statistics#7 &9y oLET,

3. HB—/\ryhNKREBICEYA#EEHEREZR T T BIZIL. Single-packet attack defenseZEIRLE
ER

4. EELHIO—KE(CETLIHMETERERTTDHIZIEL. Abnormal traffic attack defensex4')wo
LEd,

5. #iztEHRE TV AR—rFBIZIE, Export in ExcelZ9)voLET,
65 HEFhE#TET

Attack Defense

Attack Defense Statistics INBlacklistManagement

B online Help
® Single-packet attack defense O Abnormal traffic attack defense
No Attack Type Total Attack Tim... Last attack Attacked Interface/Security Zone User Attacked IP D

Page 0 of 0. Total entries on the page: 0. Selected entries: 0. Entries per page:| 10 v

o9 ANEE

[FLHIC

FIE

AX v URERHMEZEEDICLER. EETIPPRLRE ISV I AMIEBMTEES, T/AMRIE, —
B9 HEETIPTRLRERF D/ \VrybEFOyTLET,

TS9P RAMIEBMENZIPTRLRZE R RS BIZIL. Blacklist ManagementR—(ZFHES—RL
T4, ZOR—=JITIK, TIVVYRNMIEBMENTZIPPELA, MACTRL R B4 TE LU T UL a i
E. TSV AMNE T HERIEEHRSINET .

1. FEH—30RA2T, Network Security > Attack DefenseZ:&iRLE T,

2. Blacklist Management#J%5)vHoLET,
3. TIYYVRDBLIPTRELRZHIERT BIZIE. IPTRLRADActionhT LIZHLHEIBRT 12 %Y

Yy LET,
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Be6 TSI AMEE

& online Help

Page 0 of 0, Total entries on the page: 0. Selected entries: 0. Entries per page: 10 v

3

$ 5t il fR
B R DS

EEHIREZEAL TIPS LD EFEHIRL, VY—REIY S TEREHIEEZR ESEET,
IP7RLAMSDTCPIERF - [LUDPHEBO A ERHIREEAHL. BHEMMERFHIRETES
FT. ZTOIPTRL AN S DEFEMFITFHFAIShEE A

ROEFHIBRZHRE TEET,

e Network connection limits: IP7FL REE RN DFIPTFL AN LD EHGHEFRLET . D
FIRRAEE. 1DDIPTRLAMNS T RTODH—/N\—TRIESNLEHRDETHHEHIRT 5120
[CERSNET,

e  VLAN-based network connection limits: VLANY—/A—EDKIP7 KL A h D D
HEHIRLES  COHPBRAEL. IDDIPTRLAMNSIDDVLANY —/N\—ETRIESHh
BLEGHRESIRT I-OICERSNET,

R =R DHEREBRT S

1. FEH—13>~_RAL2T, Network Security > Connection LimitZ®iRLET,

2. Connection Limits®#7 . Enable Network Connection LimitZ:&iRLET,

E67 ryrI7—oEHEFIRIL—IL

Connection Limit

@® Enable Network Connection Limit Disable Network Connection Limit

2 192168.1.10 192.168.1.30 1000 [CAT}
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Add%E41)vsLET ., Add Connection Limit RuleR— A BEEET .
Start IP address 74— JLRIZBAIEIPFRLAZAALET .
End IP address 74— ILRIZR TIPPRLREAALET,

o g M W

Per-IP connection upper limitZ4—JLRIZ, RIPTRLRAFEETTET HTCPHE#E UDPHEL
BERABZEAALET,

BEETIPTRLRIEELTH, EELR—IES . SEEIPTRL R, SEAER—ES, FzET 0k
WEATHEGHERIL. AOEGERGSNET,

7. IPPRLARZEICTCPESEHIBR 9 AIZ[XPer-IP TCP connection upper limit74—JLRIZTCP
ERORKBEANLET,

TCPIEM DI REL. TCPEHHEUDPHEBD AT R ABUT THADLENHYET,

8. IP7RLARIEICUDPH#KEHIBR S BIZ(L. Per-IP UDP connection upper limitZ4—JLR(Z
UDPH#MIDHRARBEANLET,

UDPHEHGEDRRH L. TCPEHREUDPEBDSHERABMUT THILENHYEYS
9. DescriptionZ4—JLRIZIL—ILDEHEBZADLET,
10. Apply.#0)vIL%EY,
[68 v kT —EEHRIL—ILOBMARE

Add Connection Limit Rule X
Start IP address = 192168.1.20
End IP address = 102168.1.20
Per-IP connection upper 1000 (Range:2-10000, 1000-2000 recommended)
limit =
Per-IP TCP connection upper | 5qgg (Range:2-10000, 1000-2000 recommended)
limit
Per-IP UDP connection upper | 5qqg (Range:2-10000, 1000-2000 recommended)
limit
Description o (1-127 chars)

A

Cancel

VLANR—Z DR~y b —EGHIR DR TE

1. FEH—13> AT, Network Security > Connection LimitZF#IRLET,
2. VLAN-based Network Connection Limits®J%&4%1)w4LE9,
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o o &~ W

9.

10.

E69 VLANR—R DRy —#EH DO HIR

Connection Limit

ICONASCHONBIMISNY /L AN-based Connection Limits

O Vian-interfacel 1000 == [£4c]

Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 v n

AddE4')voLE9 ., Add VLAN-based Connection Limits RuleXR— A BHEET,
VLAN Interface!) Ak MSVLANY—/\—%FIRLET,

Enable Connection LimitZ:&iRLET .
IP Max Connection Limit74—JLRIZ, RHIPFRLREEETET HTCPE LU UDPHERG DI
BEt#EAHALET,

REIEFXIPZRLRIZRILTEH, EIETAR—MES. SBEIPFRFL R, BEAR—NE S, £=(ZT70ka
IWARAATH R BER L. AlDEHRERLINET,

IP7RLAZ EIZTCPiESRZHIFR 3 AIZIZTCP Max Connection LimitZ4—JLRICTCPE#HD &
K#xEADLET,

TCPEBDHRARIT. TCPEHLUDPHERD S RABUT THAIBELHYET .

IPPRLAC EIZUDPE#HZFIR 9 5IZ(&. UDP Max Connection LimitZ4—JLRIZUDP##:
DERRBEADLET,

UDP# D IRA L, TCPIERLEUDPEBKD S HRABUT THILENHYFET,
DescriptionZ74—JLRIZIL—)LDFHBAZAALET,
ApplyEo1voLET,

E 70 VLANR—ZR Dy =K FHIRIL—ILDEMN

Add VLAN-based Connection Limits Rule X

VLAN Interface Vlan-interfacel v
Enable Connection Limit O
IP Max Connection Limit % | 19pg (Range:2-10000,recommend 1000-2000)
TCP Max Connection Limit | 309 (Range:2-10000,recommend 1000-2000)
UDP Max Connection Limit | 5pg (Range:2-10000,recommend 1000-2000)
Description @ (1-127 chars)

)

Apply Cancel

64



MAC7FLRAEZ=S—

MAC7 KL RAE=ZSA—NDIRE

BEDTNAANSEESND/ T YN EHAIF(FEETITREE1E. T/NARIZEHKTHL 17 —3
HY—/IN—[ZMACFRLRAEZS—F B ETEET,

MAC7RLRAEZA—(L BEDMACTRLREZEIETET B/ VhEEZR) VT LET,
o  RITARNIAMNARZ—TILDBE. TNARIE, RTARJZARDMACT KL AN SEIESNT=/ 4
yhEITEERILE T,

o TSYHNAMMAR—TILDIBE . TNARIET5vH) AMIEBHINI=MACTRL AN SEE
Sty ErEROYILED,

MACT7KRLARAE=ZA—%BET D

HIRFESIUVHIFS1Y
EEIURRAVMIER Y 5 —/\—THRIANAMMACTFLREZSZ—E A R —TILIZT HI5H
. EBIURFRAVFDMACTRL AN T TITRTA M) RMMIBMEN TS EEHEELET
FIE
1. FEH—130~_RAL2T, Network Security > MAC Address FilterZiZiRLET,

2. ZOOHEEEAR—TILIZT B Y —N\—DFE=R) 2T AKX ELT, WhitelistEf=(EBlacklistZ:&
RL. Enablex9)vHoLET,

3. ApplyEVUvILET,

®71 MACE=4—MDEEE

%{!II

MAC Address Filter

MAC Filter Setting [SIMAC Black and White List Management:

Please make sure that the MAC address of the management terminal is added to the white list.

Vianl Please Select v OEnable @Disable

Page 1 of L. Total entries on the page: 1. Selected entries: 0. Entries per page: | 10 v << | < R

RIANIRANERIETSVIIAD IV )—ZEMT S

HIRET ARSI
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MACTRLARTA M) ARET SO RADHBEFIBIEELLTLET , XROFIETIE. HIELTMACT
RFLRRTAR)REDEEEIZDWNTERBALET,

FIE

1. FEH—30~_RAL2T, Network Security > MAC Address FilterZ:&iRLE T,
2.  MAC Black and White List Management27%%")voL%Ed,

3.  White list27 Tl MACZRLRERITA M) ANMIBITEET,
B72 MACTSYHYRRBEUFRTA R R

MAC Address Filter

o

Page 0 of 0. Total entries on the page: 0. Selected entries: 0. Entries per page: | 10 v

4. AddEH)YILET,
5. RERSNEAR—CT RIS RAMIEMNTAMACTRLRAZAALET,
6. ApplyEoUvILET,

B73 RITAMJRARADMACTRL A BN
Add Source MAC Addresses X

MAC address « @ 9c-e8-95-b5-51-b5

description (1-127 chars)

ROARM)ANERIET VOV RARD IR —D—$EEN

HIRFESLUHIRS1Y

MACZRLARIARJRARET Sy ACDEEFIBETELULTOET , ROFIETIL. HlELTMACT
FLRBRTAR)RADEREIZDLTERALEY,

FIR

1. FEH—13> AT, Network Security > MAC Address FilterZE{RLET,
2. MAC Black and White List Management27%%")v L% 3,
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White list27 Tl&. MACTRFLRERTA M) RNMIBMTEET,
RIA )R DA LT, Export > Export templatez9JvoLET,
AyoO—RLizToTL—MERE MACTRLRZEMLT, 771 ILEREFLET,
R—U T, Import.#9)vILET,

7.  BAW=AR—I T, Choose Filex 2y L. BIlHRELI=I7MIILEERLET,

8. ApplyEyvILET,

o o &~ W

RIOARMIRANEZE TSV IR D RS

FIRBESLUVHIRTIY
MACT7RLRRT AR RRET SV IR D EEEFIBIEFELULTOET . ROFIETIE, HlELTMACT
FLRRTA R RFDREIZDOVTERBALET,
FIE
1. FEH—130~_RAL2T, Network Security > MAC Address FilterZ:&iRLET,
2.  MAC Black and White List Management27%&%")voL%ET,
White list2 7 Tl&. MACTRLRZRTA M) RMIBMTEET,
MACZFL ATV —DEdit7A4av &) vILET,
5. RERSNF=A—UT, HLLWMACTFLRZHERTEL. Apply& o)y ILET .

> W

®74 EETMACTRLRADRE

Edit Source MAC Addresses X

MAC address « @ | gc_8-95-85-51-85

description (1-127 chars)

ARPIEMNSD{RE

ARPIEMNSDREDIRE

ARPIIABEMIZHEFE T . KB EIL. ARPORBHELXFFEFMALTRIYNTI—IT NI RERETS
AREENHYET, T/NA R E. LANHNOARPHELDAIILAFRBLTHIET B0, EHD
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ARPHEBRIEMAEZIRILFET
ARPIHEMNSDREIZIT. ROEEELHYET

e Dynamic ARP learning: E=2—&IZH 4 FIVIARPT—=UT DA R—T JULIERT—E X%l
fLET,
FAFIVIARPTI—=U T MY —N\—TT4E—TILIZHE>TWBEE. Y—/N\—FF 1 FIvY
ARPIUN)—4ZEB TEFER A, EXAITAZRALEIELOIZ H—N\—DFT R TOE LR
ARDARPIVN)—%F TIZEELTWBIEE XK. # M FIYIARPS—= G & T42—TLIC
TEFEY,

e Dynamic ARP management: # 4 FIYJARPIUR)—I R AV ARPRF v BLUE
EARPOIEENFET,

o Dynamic ARP entry management: 4 4 F3vyJARPIUN)—%)TL v a, B0, F=IEHI
BRTEFET,

o ARP scanning :ZOHEEIE. LANNDBNGRACD T A FIVIARPIUN) —ZERLET
o Fixed ARP :ZO#EEIX. # 4 FIYYARPIUN)—% R AT IARPIUN)—IZEHRLET,
ARPRFr U (LB % . IMEETRELIzRYET—Y L CEEARPELLIZERAINET, T/A1R
DARELZARPIVN)—FZBELENKSIZT BIZIE. ARPRF v LEEARPD WA NEITINT -
BT HAFTIVIARPEBET4+—TJILICLET,

e Attack protection management: AT YJARPIUN) =T R AN EFUSEBR VLD
—IADI—HF =t ADHIENEENET .

o Static ARP entry management: X271y ARPIUR)—DY Ty o, B0, Bk, /3y
FAUR—b, FFN\YFITIRR— I ERTTEET,

o Control of user access to the external network: RIEERAEI—H —IZKDHNEBRVET
—IANDHEBEHILT B0, TINARIZREATYIARPIVN)—HH B 1—H—12(FIZ
NEBRIRT—IADT I EREHATEHEIITRIRTEE T, COREETIRNC. FTARP
AX YU LEEARPERITLET,

FAFIYIARPS—=2 DERTE

1. FEH—30RA2T, Network Security > ARP Attack ProtectZ®#iRLE T,

2. Management Of Arp Learning27 T, # 4 F2XVJARPS—=U 7 DA F—T JLAT—4
RERELET,
o HAFTIVIARPT—=2J %A F—TILIZT BICZIE, OpenE V) vILET,
o FAFIVIARPSI—=UJEEMIZTBHICIL, Closex Vv ILETS,
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R 75 #4FSYIARPS—=4

ARP Attack Protect
The Management Of Arp Learning 9
&l orline Help
GEQ WAN
GEL LAN
GE2 LAN open I
ot 1N
Vian-interfacel LAN Open |
Page 1 of 1. Total entries on the page: 5. Selected entries: 0. Entries per page: | 10 v n

BAFIYIARPEEZRTET S

1. FEH—13o~_AL2T, Network Security > ARP Attack ProtectZ:&iRLET,

Dynamic ARP Management27#451)voLEY,
BEDFAFTIVIARIUM)—IZH LT, ROWVWTHHADERIEETLET,

o BITFDARPIUN)—%E#H T HICIL. Refreshz ' )vILET,

o BIFDARPIUN)—ZFNTHIBRT BICIL, Cleark V') yILET,

o BEDFAFTIVIARPIUN)—ZHIBRT BICIE. FA4FIYIARPI VM) —FFIRL.
deletez2')yILT, Yes&V)vILET,

B76 ¥ 14FSvIARPEE

ARP Attack Protect

The Management Of Arp Learning i Dynami

All interfaces v B online el
O 1921682001 74-1F-4A-85-38-58 Dynamic GEO 8
) 19216820028 68-05-CA-79-DE-A1 Dynamic GEO 8
O 19216820043 68-05-CA-A2-15-83 Dynamic GEO 8
O 19216820065 50-DA-00-4C-F9-57 Dynamic GEO 5]
O 19216820066 80-48-78-F4-8D-1D Dynamic GEO a
O 19216820068 EC-DA-59-4E-48-6D Dynamic GEO a
O 192168.20069 64-2F-C7-2D-7C-B2 Dynamic GEO a
0 192168.20070 88-2A-5E-03-92-4C Dynamic GEO @
O 19216820071 5C-C9-99-28-70-E5 Dynamic GEO @
0 19216820072 00-DD-B6-6C-DD-91 Dynamic GEO 8
Page 1 of 3. Total entries on the page: 10. Selected entries: 0. Entries per page: 10 v n 2 [3 [isi[as

4, ARPRFv U LEIEARPEEITLET,
a. Scan&¥')vyULET,
b. Interfacel) Arh Y —N—%EIRLET,

69



c. ‘RSNFzR—TDStart Ipv4AddressT1—ILREENd Ipv4Address 74— ILRIZ, TNE
NEARIPVATEL REE TIPVATRLRZEAALE T IPPRLREEMN Y —/N\—LRLCHR VR
D—9vT A EIZHBEEFEZRLET,

d. IP addresses already in existing ARP entries are also scannedZ:&iRLET,

e. BL4FIYYARPIVN)—%FRATAYIARPI VM) —IZEWT BIZIE. 44 F3VIARP
IUR)—%FERL. Fixed ARPES)YHILET,
B77 R¥v>

SCANARP X

interface = VLAN(VIan1) x v

Start 192.168.1.100
IpvdAddress

End 192.168.1.105
Ipv4Address

[C) IP addresses already in existing ARP entries are also scanned.

WEEHEEDRE

HIRBEESLXUHIRS1Y

FINAAANDOTAVIZERT B HRARDARPIURNJ—MNR ATV IARPIUN) —ThH DI EEHERL
9,

AR

RETA4YIARPIVM)—%—ELTEMT B2, A3 T4YIARPIUN) =% 74 LICIRTEL. B
—HIWITFAILDSTNARIZ—BAVR— T 2HENHYET,

RAETAVIARPIUN) =& —{EL TELLAVR—bF BICIE, FTEAFEDRFTAYIARPI UM —
EI7AIVCTIRR—LET . COTF7ANETUTL—rI7MILELTHERTE REITHLTRE
TAVIARPIUN)—%RETEET,

FIgr
1. FEH—13> AT, Network Security > Attack ProtectZ:&RLET .
2. Attack Protection Management27%421voLET,
3. HERYNT—IADI—HF—UEREHELET,

o TNARIZRZTAYIARPIUN) = HH1—HF—FIFICHBRINT—I~DT It R%E
FFRI 9 5IZ1E. Allow only users with static ARP entries to access the external

70



networkzERLET,

o ITRTOA—HF—IZHERYNT—I~ADTHEAEHT T SIZIE. Unlimited access%ER

LET.

4. RAT4YHYARPIUN)—IZHLT, ROVWTNAHIDERIEEIT

LEY,

o RATAYIARPIUN)—%EEF#HT HIZIL. Refreshz2)voLET,
o RATAYYUARPIUI)—ZF—ELTAUR—MT BIZIL. ImportEo)vILET,

o ARBTAYIARPIUN)—%FEDHTIHVRKR—ITBIZIL, ExportEH2)vILET,
o ARBFAYHARPIUR)—ZHEMT BIZIE. AddEYVILET , REREN=-R—O T A4

FA4YIARPIURN)—DIPFRLRAEMACTRLAZAHALET .
o BEDRATYIARPIURM)—%HEIBRT BIZIZ. static ARP entriesziEiRL . Deletex 1)

HLTYesH D )voLET,
X 78 WEFHEE

ARP Attack Protect

Allow only users with static ARP entries to access the external network @ @ Unlimited access

Page 0 of 0. Total entries on the page: 0. Selected entries: 0. Entrles per page: | 10 v

XN B3 TN 0

E79 ARPTUN)—MIBHN

New ARP Entry

IP address * | 107.168.1.100
MAC 9c-e8-05-b5-51-b5 (Format: HH-HH-HH-HH-HH-HH)
address =

Description (case-sensitive, 1-255 chars)

el 5

1Tl

R—A)LEREE
R—4 LRSI D E
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K==L, FYRT—IADA—HF—H 2 RAEZHEHT 5O 21— —DIDEFRIELET, 11— —
&, R—2)LBEEE@EBLI=R . RYRT—H)Y—RIZTIEATEET . TNNARIE. RDEALT DR
_g)l/nl..nIE%"j--h H,i?'o

e Web page authentication: 1—H—[EWebT S HENL TR—2ILEIEZMBLET . T
NARE A—F—DRBEIER—VICA ALz A—F—RENRT—FEFEALTA——%52
BELETS,

e WecChat client recognition: 1—H—I[&, 2—H—mT7+O—LTL SWeChatA X T7h oM
SO TIRESN DRV T =V 0% D)0 HIEITE T R—2LREEZFHIRT 5,
51560)7" g)l/nl.. nIE’)"'fj'C"E nunIE7747Jl“y7I“r717€’r./Zl‘ ILT%)M‘EIQ:%UQE'E—AJ

R—FII AL THEDI——IEESN =RV T—0)Y—RIZTHEATESRLIIZTBIZIE.
R—BIL ) —IL—ILEEHTEET . R—2ILT—I)L—LIZ—FBIEBIZIE, 2—F—DMAC
FEL AR IPPRLRERIIHRARENEENET,

Web/\_:);lb\ﬂIE% O) I:IIL:\I:IIE/\_ ~\\€*ﬁhjzj_é

TR EY
R—EIILA—HF—ITEHESN TS Y — /N —DIPPRLRAEERELET,
INVDTSHOURA A=V ELTERT M A—2%F  TINAAANDAT A VIZFERTH95/47 LD

background-logon.jpgEWVVSARTIDA—AILIT7AILEL T, R—FILERBER—DITRFLET, 14
—S DR EH1440x900T, YA XH3255 KTHAHLERERELET,

FIE
1. FEH#—I3~RA2 T, Authentication > Portal AuthenticationZ:ZiRLET,
2.  Web page authenticationZ®#i{RLZET,

3. Enabling Web authentication service##IRLFET , R—2ILBIZEERL T HIZIL. WebF23
HS—EREERAEEICTIRELAHYET,
o Session timeoutZ4—ILRIZEYS IV B LT I NEBESRELET, 2 —F—DA 51>
BEINCDIEZBADE. TNNARIEFA—F—F0T 7 IMNZFT,
o Authentication service interfacel ) Akh s, IR—2 LRSI FF AR EEIZT B0 —/\—% &
RLFET, BIRLE=Y—/\—(ZIX IPPRLADER SN TWARENHYET,

o Language of AuthenticationR—I 74— LR TEBERIRLET . £ 7L aVICIEENglishE
fzlZChineseNEFENFT,

CDOBFITIE, EnglishAMERENTHET,

4. NRAT—FOEBZHATEINEIDNERELET . R—2L1—HF—HBOT A /RRT—FEE
BETEAHK312FBIZIL. Allow password change4 7 ar%BIRLET .

5.  Window titleZ4—JLRIZI4URIBAMLEAALET  F=EZ X, Welcome to
Portal Authentication Page’&TY,
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6. Window prompt information74—JLRIZ, D4R TAVTMEREAALET  RIHIZERL
EX

XXX company T9,

7. Import background images 74— JLRD#&IZ&HAHChoose Filez71)y 7L BEER—TT/\y
DT IVRAA=DELTRERAT A A—DT7 AV EERLET .

8. Submit®~)vyILET,

9. Preview&JUyILFET  BREBEDZRIER—UNRTEINET,
K80 WebR—I BN ERTE

Portal Authentication

Authentication Settings [SAuthN-Free MACs B AuthN-Free IPs

B cnline Help

@ Web page authentication @
Enabling Web authentication service

O WeChat client recognition @

Session timeout @

100 Minute(1-4294967295)
Authentication service interface @ Vianl -
Language of Authentication page @ English -
[ Allow password change
Window title @ test (1-255 chars)
Window prompt information @ (1-255 chars)

Import background images @

Choose File | No file chosen

i i ]

WeChaty A7 U RERBADZELER—FRTET S

AR

FIIE

R—RII A—F—ITEHRIN TS —/N\—DIPFRLRERELET,

IR—BILEREIR—D TNV I T SOUVRA A—DELTERT BAA—T% . TINAAADOT A UIZfE
B3 29547 b EDguanzhu.jpgbN S BRIDO—HILIT7AILELTRELET . A A—C DR
EM422x251 T, YA X P47 KTHAHZEEFERLET,

1. FEH—13 R4S T, Authentication > Portal AuthenticationZEiRLET,

2. WeChat client recognitionZ:&RLEY,
3. Enabling Web authentication serviceZZ#IRLFET . R—2ILERIEZEHERL T HIZIE. Web

nu..\nIE"j- |: Z&{ﬁﬁﬁjﬁgl TéZ\Eﬁ‘ﬁ)UiT

o Session timeoutZ4—ILRIZEYLa B LT I MERBIZERELET, —F—DF 54
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VRN DEEFBADE, TN R EA—F—E0T 7 IMLFET,
o Authentication service interface ) ArH i, R—F LB EFE AT EEIZT B P —/\—% %
RUET . BIRLE=H— /N —(ZE IPPRLADEREIN TWEIRENHYET,

4.  Window titleZ4—ILRIZO4 R34 MLEADILET , F=&Z 1L, Welcome to Portal
Authentication Page’z & T,

5. Window prompt information Z74—JLRIZ, D4R TOVTMEREANDLET RICHIZRL
EX P

XXX company T9,
6. Import background images 74— /LED1#&IZ&HHChoose Filez ') v L. FBEEN— T/
DIIVIRAA—DELTHERAT A A—CT7MILERIRLETS

7. WeChat DNST4—JLRIZ, WeChat AR 7 AV UNMIBESN TS T NS RDFE AV BE AN
LET TNARDRAMVEITHEATEDDIE . XF . BFNATV(). TUF—Ra7 (). B&
PRy T o RAM VB DETRICR YN )EFERAT A EETEEE A,

8. Submit®JvILET,

9. Previewz7vyILFEY BHFEDRIER—CNRTEINET,

81 WeChaty 517V DR E

Portal Authentication
Authentication Settings SAUthN-Free MACs B AuthN Free IPs

B oniine Help

O Web page authentication @ @® WeChat client recognition @
Enabling Web authentication service

Session timeout @

100 Minute(1-4294967255)
Authentication service interface @ Vianl -
Window title @ test (1-255 chars)
Window prompt information @ (1-255 chars)
4
Import background images @ Choose File | o file chosen

WeChat DNS @ (1-230 charactor)

A EMACTRLRAZEMT S

1. FEH—13 R4S T, Authentication > Portal AuthenticationZEiRLET,
2.  AuthN-Free MACs#J %41y LET,
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82 FBREFREMACT FLRARER—

Portal Authentication
AuthN-Free MACs.

] 9C-E8-95-B5-51-B5 test o}

Page 1of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 v

AddZ2')yILET,

DescriptionZ74—JLRIZ, FREIFREMACTRL RADERBAZ A ALE T,
Applyz2')vILET,

o o &~ w

E83 EEFAREMACTRLRD BN

Add Authentication-Free MAC Address X

MAC address 9¢-e8-95-b5-51-b5

(Format: HH-HH-HH-HH-HH-HH)
Description (1-255 chars)

A EIPPRLRAEIFZRRANEEEMNT S

1. FEHF—13 R4S T, Authentication > Portal AuthenticationZEiRLET .

2.  AuthN-Free IPs#J%%)vHoLET,
E84 BREFEDIPFFLRAEERRANE DFER—D

Portal Authentication

RIRESN=-R—U T, MAC address74—JLRIZMACZRLRZEAALET,

Advanced search

O 1P address Type Deseription Operation

[N EERICAN) emiree

Fage 1ol 1 folal nlics o U puge: 1 Seiectd onlrics: U, slizs pe page 10w

ook
=N =N N
‘H-

3. AddEYUvILET,
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4. RRENE=R—TJ T, Address add mode ) AWML T RLRABATEEIRLET, Hih—kah b
A7 avIZlE. Source address. Destination address# &UHostnamehHYET,

o Source addressZ7-IdDestination addressZ:&iRL1-H & (XIP Address74—ILRIZIPF7R
LRERRIEANLET,

o HostnameZ:&EIRL1-1#5 &1L, HostnameT4—ILRIZHRAREZEAALET,
5. DescriptionZ4—JLRIZ, ZBAFREIPTRLRAEEHRAM OHBAEADLET,

6. ApplyE9UvILET,
E85 B AREIPFRLADEM

Add no authentication address x
Address add mode # | ¢ ree address -
IP Address: = 1021681.10 /24
Description (1-255 character)
e

PPPOEH—/\—

CDRARIIZDNT

IPPRLARZEIY ST FAVILT YT A—H—DRIEER{TTESPPPOETO—KR/\URE AV ILT
v T —ERZRM I BIZIE. PPPOEY—/\—%2EEELET .

FREBBESEVHARFSIY
CNEDHBEMNTETITEE. T/INARIEPPPOEH —/A—ELTEIMEL. IPPRLARAZE|YLU T . AA4Y
WP TA—H—ORAEZETLET  FAVILT YT 1—F—(ZA 23—y T OERA Y —E RZIR

#9BIZIE. PPPOEH—/\—DEREIZMA T, WAND R EBLITOIBENHYET , WAND R EF1T
5121, Fast ConfigurationR—FEf=[ENetwork > WAN SettingsR—JIZ7I2ALET,

FIE
1. FEH—I 3 RALT. Authentication > PPPoE ServerZ:&RLET .

76



10.

E86 PPPoEY—/\—

PPPoE Server

orine v

O Enabled Vian-interfacel 192.168.1.20/255.255.255.0 192.168.1.20 # &

Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 v n

AddZE2')yILET  PPPOEH —/\—ZEBMT 1= DR—UHFHEET,

Apply to74—JLR T, PPPOEA A VL7V T H—ERDIREIZHERT BT /A R Y —/1—%:E1R
LFET,

VT interface address 74— JLRIZ  VTH—/\—®DIP7RL A& A LT, PPPOEH—/\—HIP
TFRLURZE|Y Y TR ENTEDLSIZLET,
Subnet Mask 74— JLRIZ, VTH—/N\—IPZ7RLAD Y TRYNIRAIZANLET,

User address poolZ4—JLRIZ, PPPOEZ A YV IL 7y TA—H—IZE|Y B THIPFRLREATIL
F7,

DNS174—/JLRIZ, PPPOEF A VLT v T 12— —DT 54 < )DNSH—/\—DIPVATFL X% A
HALFET,

DNS274—JLR T, PPPOEZ A ¥ L7 v T 1—HF—DtHHJDNSH—/A—DIPvAT L X%
EELET .

Max. endpoints allowed on the server74—JLRIZ, A 22— IRT I 2RADI=HDF A
WTPYTEHAIT 51— —DRABEANLET,

ApplyZ5') vy LT, PPPOEY—E REA R—TJLIZLET,

E87 PPPoEH—/\—MiB I

Add PPPoE Server X

Apply to
VT interface address =
Subnet Mask =

User address pool « 192.168.1.101-192.168.1.200 This field can be a single address

DNST 192.168.1.100
DNS2
Max. endpoints allowed on the server (1-65534,100 by default)

Mote: Please add users of the PPP service type on the user management page.

Vlan-interfacel hd
192.168.1.100

255.255.255.0

or an address range

# (for example, 192.168.1.100-192.168.1.200).

7



A—H—BE

1Tl

—DRRJIZDUNT

A—H—FBEEERALT. TN REN LT RV —VITT V2R T H5 21— —D1—H—h™
UNEEBLEYS, A—F AV UMERICIE —F—ERIER(O—F—RBELNRRT—R)BELURY
FO—0H—ERFRERATREG Y —EREFTDHAMEEC)NEFENETS . TAT T4 TR
— 43 LEBRECPPPOERRRI A L) I, TNARIFA—HF—h OV MEREFERAL CTA—Y—%R5LE
T, AP AU MEBRN I - —EBES 1 —ILADERE—HT 21— —DHN. TATY
TATARMEEBLTHER YT VT O RATEETS,

A—H—HIUrEEMT S

AR

A—HF—HIUREMACHNAURIZES TN A—F— NI EHEDRAMINAURT B2, &
RAS EDNICOMACTRLRERGTHARLENHYET,

¥FIE
1. FEH—230RA2UT, Authentication > User ManagementZ:&iRL %9,
2. User Settings#7 T, Add&#2")voLET,

H88 1—H—i&5E

User Management

PRP Not bind Nat limited Active #E

3. RESINEEA4T7ATRYIAT, UsernameTds—ILRIZA—H—ZEAHLET,
4. StateI74—ILRT, A—F—HIUCDAT—EREHRELET,

o ZOTAIVNEFERATEIL—H—ARYNT—IH—EREERTELLIICTTBICIE, Active.
EEIRLFET

o A—Y—AIDTHIIEFRLTRYNI—IH—EREERTERVRIITT HICIE,
Blocked€#RLFEY . cDL—HF—HV U E—RMICERILEWERIE, CORT—ER
EERLFET .

5. PasswordZ4—JLKIZ. /SAT—KZAHALZET,
NAT—REERLEWNGES ., AT ARI—F—IDREE/SRT—FEBLEELEFE AU, X2
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10.

11.

YT 4%581E T BE=ODARRNTSOTARELT, A—F =IO MDIRRAT—FEERLET,
Service type74—ILR T, A—HF—HU DY —EREZRLFET,
MACIZA—ILR T, —HF— NIV rEMACTRLRIZINA VR T EMESHEZIRLET,

o A—HY—HIUFEMACTRLRIZ/INAURT BIZIE, BindZZIRL . XX-XX-XX-XX-XX-XXD
X TMACZRLRAZADLET,

REEF . TNAR(FIEESNF-MACTRLRE . COT AV MEERT 51— —DERED
MACT7RLREBELET, 22DMACTRL AN —HLAVMGE . 12— —(XFBEFIZRBMLE
ER

o A—HY—HVUrEMACTRLRIZNAURLIELMEE X, Not bindZ:EIRLET,

A—H—(X. ZOA—HY—hOUrEERALT. FEDIVRRAVEDSIDTNARENL
THERYNI—DIZTFHEATEET,

Max concurrent 10gins 74— JLF T, COT AV EFERATELRBI——DRRHEH
ELET,

HIRERELAEVNES . THAIRE COTAIUEERT SR I —HEFIRLEE A,
ExpireDate 74— /LR T, A—H—HD U bDOBE M ERELE T,
COA—HF—hIUrEERT 21— —(L. BHHBRNICOARALTEBTEET,
DescriptionZ74—JLR T, A—H—hHU U rDFRBAZHRELET .

A—Y AV EBRICEZTEERTESSIIC, E1—F—DIUMDOHRBAZHELET,
ApplyZEoUvoLET,
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X 89 A —H—miEm

Add User X
Username * test (1-55 chars)

State @ Active (O Blocked

Password x sove (1-63 chars)

Service type * (J Portal PPP

MAC ® Not bind O Bind

Max concurrent logins (1-1024)

ExpireDate @ Notset O Set

Description (1-127 chars)

A—HY—hOUEHIBRT S

HIRBEESLXUHIRS1Y

A—HF—AIUEEIRLTL, COTHIUNEFERT A0S/ 01— —[ERT7IrEnFEL A, Bl
BRZETIE. HILLA—Y—DIDTAVNEFRALTAUSA VRS EDHAREIESNFET,

FIE
1. FEH—23rRA2T, Authentication > User ManagementZ:&iRLET,

aA—H—hoUkDOperationdlZFHHDelete7 1A% ) v ILET,
RRSINIFATATRYIRT, Yest Vv ILET,

E90 A—H—nHIk

Confirm X

Are you sure you want to delete the selected item(s)?
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o540 A—HF—NDRER

FE
1. FEH—13 AT, Authentication > User ManagementZ:&RLET .

Online UserJ TlE, #0540 A—H—%#RRTEET,
Advanced searchx2") v LET , RIRSNI=Z A TAITRYIRT, E=A—FHEERL

Search&2')yILEY,
®o1 BELTERR
Advanced Search X
Username admin
Access type Partal v
Rate (Bps) 111
IP address 192.168.1.10

MAC address

User group

Internet access

Search Reset Close

RERYET—
IPsec VPN
IPsec VPNDHIE

IPsec VPNIZ. IPsecT7/ALEHERLTHILINREITF/RX— bRy T—ITY, IPsecld. 2
DOIVRRAVMAICHELEIN =X 17 FrRILTT—EEEELET . CORLEFX 17 Fr R
JLIEBE. IPsechU RILEFFIENFET,

IPsecld. ROTALILET VT X LEHA - 2F2)TAIL—LT—UTY,

o FREINVH—(AH).

e  Encapsulating Security Payload(ESP),

e Internet Key Exchange(IKE),
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REEEESIEDT LT YR L,

AHELUVESPIE, X2 )T —ERZRHUTE X2 )T4F O TY, IKEIZBEF—3H#2 %
ET7LET,

TNARIE RO T—IF—REHR—IFET,

—

Center-branch mode: ®EDEITSVFF—rIxA1E, TUEA—T534 X E—DF—r
TA~DIPsechy RIVEREILET , TIUF I, IPsecENLTIVA—T I3/ Xt a—ERE
[SBIETEFET .

Branch-branch mode: 75 F 5 —bO A&, REDFHNDITSUF 5 —bo 4 ~DIPsec
FoRIILEHILET, TIUFRIDOT—RBEIL. IPseclZ&>TRESNET,

FINAREITSOF/—RELTEHRTET S

CDERAIIZDLT
TUBR—TZUoFRINT =TI TS0 F /=Rt P—/—FEIPsech U RIVEHEIL T DLELHY
F9.
TIUFRAR YT —ITIK. TS0 F/—RIFRDTZUF/—FEIPsech o RIVETEIL T DL ENSH
VEJ,
EXRZIPsecREEBRT S
1. FEH#—13vRA2T, Virtual Network > IPsec VPNZ:EIRLET
2. IPsec policy#27&#9)voILET,
B92 IPsecRYS—R&ENR—D
IPsec VPN
1Psec policy Monitor information
B online Help
Advanced search m
O Name Network mode Interface Local address Peer address Operation
U az2233 Branch gateway WANO(GED) 192.168.200.14 3.3.3.254 [ w
Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 v - -
3. AddZEVUYILET,
4.  NameZ4—JLRIZIPseciR) o —BZAALET,
5. InterfaceZ4—JLEAD, IPsec RS —ZBAT Y —/N\—Z2RBIRLET . BIRLI=Y—/\—HE
TICEIETELCLERLET,
6. Branch gatewayE—FZ:&RLET,
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10.

Peer gateway address 74—JLRIZ, IPsecboRILDYE—MPFRLRAZEANLET,
IP7RELRIE, BLDBE . AT —bITAFBEXET—FITADWANY—/N—KLRTT,
T4 TH—DORIEAX THAFA B F—ZFEALES,

Preshared keyZ4—JLRIC E7 CEAINAIEREBF—ZAALET . BRIHBEF—ILEH]
[CHRITI—bEN, TRNEAXENFT,

IPsec protected flowsfEE T, RDFEELITVET

a.
b.

C.

Protocol )R, IPsech R ILTRET HTOMILEERLET

Local subnet/mask74—JLRIZ, A—AJLREIPFRLR/IRRIEAALET,

Local portZ4—JLRICA—h)LRER—FEADLET,

CDT4—ILRIF, RETORILHTCPELUDPDIGEICEIFRETEET
TNARIE EETDRER— IS LVIPTRLANSEE SN/ YKL TIPsech”
TILEERITLES,

. Peer subnet/mask74—ILRIZ, E7 CRESNTZIPFRLRIRRIEZADLET,

Peer portZ4—ILRIZ, E7R#ER—F EANLET,
ZDI74—ILRIZ, RETORLATCPEIZUDPDIE A IR ETEET,

FTNARIL, BEDRER—FBELIPTRLANSZIELT=IPsec/ A\ Y EITEATEILIE
mpBLET,

Add7A/arx o) yoLET,

. BIDFIRZHEYRLT, IPsecTRESN-TO—T M) —ZESHITEMLET,
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X 93 IPsecR L —mEM

Add [Psec Policy X

Add IPsec Policy

Name 22233 (1-33 chars)
Interface = WANO(GEO) v
Network mode ® Branch gateway @ Headquarters gateway @
Peer gateway address | 3.3.3.234 (Example: 1.1.1.1)

Authentication method

Presharedkey = | ,,.... (1-128 chars)

Protected data flows =

1 P 3.3.3.0/255.255.255.0 3.3.3.0/255.255.255.0 Ty

P v

Show advanced settings...

IKEERTE DIERK
TIHIEDIKEREEZEETHICIX, ROFEEEZETLETS .,

1.

Add IPsec PolicyX—> M Show advanced settings > 9% 9y LET,

2. IKE settings#7 T, raV I —a E—REFIRLET . 77 avIZIEMain moded
Aggressive modehHYET,

TIULYLTE—REFAVE—FRIYEETT N, FTATUoTATA4BERDREFIREShFE A,
AMUE—RETATUoOTATAERDRELZIRBLETH., BETT, EHICRLTEYLERITY
I— 3 F—REEIRLET,

TINAADINTYYIIPFRLADHRICEY B TONDGE (X, TI LY TE—FERIRTHE
=H8HLET,

IDRATEEIRL. IKEEEEEDLocal IDT4—ILRIZA—A)LIDEAHALET, IDAASTIZIL. IPTF
KL X, FQDN, XUUser-FQDNAHYZET,

IDAATEO—HILIDA, E7DVE—MDERELRLTHAEEHERLET, IKERTLIT—2 3
DE—RDPALE—RDIBEIL. IP addressZBIRTANEAHYET,

IDRATHZEIRL. IKEZEEEDRemote IDIZ4—ILRIZYE—RDEAHALET, IDAATIZIE. IP
address., FQDN, kU User-FQDNAHYZET,

IDAATEYE—RDM . E7DA—AILIDEELRILTHAZEEZHERLET,
DPDHEAR—IIIZT HMNESIIEEIRLET, DPDIXTYRETZEREL, TS RIEXTYF
E7 CHEMINT-IPsechr R ILEBIKRLET,
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RANTISHTF4RELT, T/INALRATDPDEA #—TILIZLT, IPsechko RILDTRASE YT 4D
REELRICRELET,
HEINETIWNTIXLOEAEDLEEERT 5155 1FRecommended Z:ERL . IKERTY
I—2ar70ADEEL. BEE. BEUPFS7ILTY X LDBAEHOEEHRAEITAXTS

B &L CustomizeFEIRLET,

IPseckRILD2DDETIZ, BILHES1E, BBE. BEXUPPFSTILTYRLMNEFESN TSI L
FHEALET .

SA lifetime 74— ILRIZIKE SASA 73 A LEAALET , SATE2A LB EARUINIZIES &, IKE

INGA—EHFELR

R 94 IKEDSHAERE DAL

JoT—YavEn®Ed,

Advanced settings

Negotiation mode
Local ID
Remote 1D«

DPD

Algarithm suite

IKE settings IPsec settings

Main mode

[P address ¥ 2222

[P address v 1111

Enable ® Disable

Recommended v

v

(Example: 1.1.1.1)

(Example: 1.1.1.1)

SA lifetime 86400 seconds (60-604800. Default: 86400.)

DES- SHA1- GROUP1 (Factory default)
AES128- SHAL- GROUPZ (Windows/ default)

IPsecDHFMBRTELZEA TS
T4 EDEERLIPseciREEZE R T HIZIE. ROEEEETLET,

1
2.
3.

HAKHZIPsecER EZHEM L. Show advanced settings')> 9% 91y ILET,
RRSN=R—I T, IPsec settings#7 %57 voLET,

HRERINSEX1TTALL BEETILTIR L BLURIE7 LTV LEFEHT 515
& lERecommendedZ:ERL. X747 Oba)L, BT LTV L BEETILITVX A,
HTEIMEE—R | BEUPFSTILTYRX LEHRZTA X T BHEE [LCustomizeZ:EIRLET,
A—AhJLIPSecREFRVRT—I T AU NEETRERYNT—I T AVOEAN T4
—;RYRT—YIZBLTWRIEE (&, P RILAT ML E—REEIRTHLEREDLET,
IPsech> R IILD2DDETIZ, RALEFaT+TOrL, BETILTVX L BEEETILT

YR L, hTEIAEE—F . BEUPFSTILTN X LD ERESN TSI EEFHERLET,

Time-based SA lifetimeZ4—ILRI[Z, IPsecBRI I —avEd M) H—3 5EREA DL
93 BRI T T AL, IPsec/S\TA—AHRFRITLI—avanEzT,
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5. Traffic-based SA lifetimeZ4— LK TIPsecERI L I— 3 i M)A —F 357090 DESE
ABLET, FSTavIDBERESINI=NS TV IHIBRERZ DL, IPsec/\TA—FABRILIT—
2avEnhEY,

6. Trigger modeZ4—JLK T, IPsec SARIL I —a3>MDTrigger modeZ:&RLET, Flow
trigger & Long connection trigger DA T avnHpyUEd,

o Flow trigger: #ESN DT 71D IPsecREZEHZEH-LTL\SIZEIC. IPsec SART
I3 ENIA—LET,

o Long connection trigger: &%z IPseciR EMNTE T LIzEEIZ, IPsec SARTLIT—3 %
rJA—LET,

7. Back to basic settings%%')y%~LT. Add IPsec PolicyR—YIZRYZET,
8. ApplyESvILET,
95 IPsecDSEMIERE

Advanced settings IKE settings ~ IPsec settings

Algorithm combination Recommended ¥

ESP- SHA1- 3DES(Recommend)
ESP- SHA1- AES128 (Windows7 default)
ESP- SHA1- AES256(Recommend)

Encapsulation mode * Transport ® Tunnel

PFS v

Time-based SA lifetime 3600 seconds (180-604800. Default: 3600)
Traffic-based SA lifetime 1843200

Kilobytes (2560-4294967295. Default: 1843200)

Trigger mode

Flow trigger v

TINARERE—/—RELTERET D

CDRARPIZDNT
o R—TSUFRINT—I Tl v 83—/ —KRIZTSoF /—KREIPsech o RIVEREL T HHENHY
i—a—o

EEXWLZIPsecRETHEETHS

1. FEHF—3 AT, Virtual Network > IPsec VPNEZIRLET,
2. IPsec policy#27&#9)vILET,
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B96 IPsec R —BER—D

IPsec VPN

1Psec policy

Acdvanced search

0 Name Network mode Interface Local address
[ a2Z33 Headquarters gateway  WANO(GE0) 192.168.200.14

Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: | 10

[ | s [ e |

o - n ’

Online Help

Cperation

[EQm)

3. AddEYUvILET,
4. NameZ4—ILRIZIPseciR) > —&&E AHOLET,

5. InterfaceZ4—JLR T, IPseciR) L —%@HT 5 —/N\—ZRRLFET  EIRLI-H—/\—HTS

UFICHETERHLERHERLET .
6. Headquarters7—hko A E—REZZRLFET,
7. Preshared keyZBiEAREFALET,
TNARE, BRIHEBFF—RAAR LT EYR—FLET,

8. Preshared keyZ4— /LRI E7 CHEASNIEMEBF—ZAALET . BRIHAF—ILHEH]

[ZRILT—hEh, FRNGLRXENFT,

97 IPsec R > —m B M

Add [Psec Policy

Add IPsec Policy

Name % a2233 (1-33 chars)
Interface * WANO(GEO) v
Network mode © Branch gateway @ © Headquarters gateway @

Authentication method

Presharedkey * | ieeee (1-128 chars)

Show advanced settings...

IKEEXTE DIERL
TIAHIFDIKEREFLEEFT AIZIE, ROEEZETLET,

1. Add IPsec PolicyX—< M Show advanced settings' J> 9% 9)vILET,

87



IKE settings#7 T, 23V T—LavE—REERLET , AT 3>IZIE, Main moded
Aggressive modehHYET,

T TE—RFAMVE—RKYEETIN, TAT o T4 T EROBRETIREEINTEA,
AMUE—REFTATUoOTATABROBRELZRBLETH, BETT, BEHICISCTEYARTY
I—a E—REERLET,

TINAZADINT )Y IIPTRLANFMIZEIY B TONBIGEE. 7I LY TE—REEIRTHIE
=REHLET,

IDRAT%EEIRL. IKEEEEEDLocal IDI74—/LRIZA—AHILIDEAALET . IDRATIZIE, IP
address., FQDN. & U User-FQDNMHYZET,

IDBATHEEIPO—AILIDA, TSV FTHRESNTLBE—MDEATELV)E—FDERILT
HEELEHRLET,

IKERIVI—23 0 FE—FBNALE—FDIFEIL. IP addressEBIRT HIBLELHYET,
DPDZEAR—T T HMESIERIRLET, DPDIETYRE7ZEHEL. T/AM RIETYF
E7D#H5BIPseck RIILEBIBRLET,

RRANTSOTARELT, TINMRADDPDEA R—TILIZLT, IPseck RILD T AL SE ) T 4% 8
BINICEREFLET,

HRERINLZTILTIVXLOEAEHLEEFERT S5EIERecommended%:ERL . IKERTY
I—2a 70t ADESE, S, BEUPFSTILIY X LDBABHEEHREITAXTS
B&IECustomizeZE&IRLET,

IPsechRILD2DODETIZ, RLES1E, FBEE. BEUPFSTILT YA LMERESIN TN E
#HEALET,

SA lifetimeZ4—ILRIZIKE SAZA 734 LEANLET , T4754 LHERUINIZES L. IKE
INSGA—EANFRIVI—30ShET,

X 98 IKED FFHAEE TE D e Ak

Advanced settings IKE settings  IPsec settings

Negotiation mode Main mode v
Local ID IP address v 2222 (Example: 1.1.1.1)
DPD Enable ® Disable

Algorithm suite Recommended ¥

SA lifetime 86400 seconds (60-604800. Default: 86400.)

DES- SHA1- GROUP1 (Factory default)
AES128- SHA1- GROUP2 (Windows7 default)
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IPsecDEFMBRELHER TS
TI7HILNDEEEIPseciRELXE R T HICIE. ROEEEETLET,

1.
2.

3.

6.

7.

HEABEIPsecEREX ML . Show advanced settings > 2% 91)voILET,
RRSN=R—T T, IPsec settings27&o)vILET,

HREINDZEX2)T47ORIL BEETILITV L, BLURATZ LTI LEERT 515
AlERecommendedZ:ERL. X747 Aba/L, BIET7ILTVRX L BEETILITVX A,
HTEIMEE—R | BEUPFSTILTYX LEHNRZIA X T BHEELCustomizeZ:BIRLET,
H—7JLIPSecRER YR T =TT AV MEETRERYNT =TT AVEDEHEN T4
—b;RYRT—YIZBLTWDIGE(E. P RIILAT EILEE—REEIRT B LEHEDLET,
IPsech> RILM2DDETIZ, ALEFaYF+TOrIL BETILITIVXL BEETILTYX
L, AT RIEE—R EXUPFSTILTVX LDEESN TS EEHERELET,

Time-based SA lifetimeZ4—JLRIZ, IPsecBRI LI —2ava ) A—7 5MREANLET,
RIRMIET 35, IPsec/\TA—ANFRI LI —avdhEzT,

Traffic-based SA lifetime TIPsecBEAIT Y I—2a3 E M) A—F 3857090 DEZANLET,
S0 IOMEERESNI-NS T v I4IRZBA DL, IPsec/\TA—EANFRILI—avshEzT,

Back to basic settings%%')v4~ LT, Add IPsec PolicyR—IZRYET,
ApplyzEo)vOLET,

B99 IPsec D E¥HllER E DR

Advanced settings IKE settings = [Psec settings

Algorithm combination

Encapsulation mode Transport @ Tunnel

PFS v

Time-based SA lifetime 3600 seconds (180-604800. Default: 3600)
Traffic-based SA lifetime 1843200

Recommended v

ESP- SHA1- 3DES(Recommend)
ESP- SHA1- AES128 (Windows7 default)
ESP- SHA1- AES256(Recommend)

Kilobytes (2560-4294967295. Default: 1843200)

E-A2—IFHR

1.

2.

FEH— 3 RA T, Virtual Network > IPsec VPNZEIRLET,
Monitor information27&45) v L%,

89



100 E=2—15R

IPsec VPN

Monitor information

Online Help
Advanced search @
O  Policy name Status Interface Local addr... Remote ad... Security proposal Operation

Page 0 of 0. Total entries on the page: 0. Selected entries: 0. Entries per page: 10 v

L2TPH—/\—

L2TPH—/\— D E

BEARLZL2TPY —/N\—/RSA—RZ R TEL., L2TPEAR—TILIZT BIZIF. ROEEEZETLES,

TEQUE—FLI—HF—(XHPHERELE)DNEEDATRYET—IRADYY)—RIZT RTS8
D, BRETARNIRIZENT-V) 21— a3 FRB T BIZIE, L2TPHY—N\—FHERLET,

L2TPH—/3—I[F, PPPELUL2TPT AL/ Ty EEBTES T /NARATY . BHE. L2TPH—/\—
FEFROAEBRYET—IDRRICERESNET,

L2TPH—/\—%HERT S

FIE
1. FEH—13vRA2T, Virtual Network > L2TP Server&:&iRLET
2. L2TP Config87&v")vyILET,
3. L2TP ServerZ71—JLKTenableZ#RLFET,
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101 L2TPH—/\—18 Rk

L2TP Server
L2TP Config @ Tunnelinformation
H Online Help
L2TP Server @® enable © disable
Advanced search m

L2TP Group Number User Authentication Mode Opposite Tunnel Name Operation

2 PAP 123abc #
Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 v I N

AddZE2YvILET,

L2TP configurationfBE T, RO KSIZL2TPR U RILISTA—BEHRELET,

o WEIZIELT, Tunnel peer namezd 7L ava&IRLET, COATLavF#EIRT H5E
(X, L2ZTPOSA 7LD RV EEAHILET

o Local tunnel nameZ4—JLRIZ, L2ZTPH—/A—Dro R L EEADLET,
o Tunnel authentication/\3A—4T, B EIZIECTEnableFf=[dDisableZ:ERLET
- Enable%:&IRL-ZA (X, Tunnel password 74—JLRIZF U RILISRAT—REAALE
Yo FURILVEREERREIZKY XY TAMNBIEINE T COMBEZFERT B,
L2TPH—/N\—&L2TPOSAT U bDEA ThU RILERIEEARICL. A D/ART—R A
RLTHE LRI IRENDHYET,
— DisableZ#iRT B&. L2TPH—/\—,L2TPOSATUDRICI U R ILERESL TS
F=HDEEEEITEINFER A
PPP authentication method') Ak, LEIZIELTNone, PAP, £=[XCHAPZEZEIRLE T,
o NoneZBEIRY DL, A—HF—ITRHLTRIANETINFER A, CORBIFEF X2 T4H
RHEWN=OCEFELTERALTZEL,
o PAPZEEIRTBHL, A—H—ITHLTHRARN DA VRBIANEITINET  CORELA
XDEX1)T4EHEETY,
o CHAPZREIRT D&, A—HF—(THLTIVTA/N\IR DA VZAENEITENE T, CDFREE
AREEEDEX 1) T1ZHBATOHET,
PPP address configurationf8i# T, PPP7RLR/N\GA—2EHELFET,
o VT interface address74—JLRIZ VTH—/N\—DIP7RLRZEA AL T, L2TPH—/N
—L2TPOSA T U ERIFA—HF —[ZIPTRLRZEIYHE THENTEDKIITLET,
o VTinterface Mask74—JLRIZ, VTH—/\—DIP7ELRAD Y TRIMIRIEAALET,
o User address pool 74— JLRIZ L2TPOSA T U hEIFA—F—ICEIVHTHIPTRL
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10.

AEAHALET,

LNS user management$8& T, 7RV T >TPPPA—H —ZBMLET,
Display advanced configurationZ4J)vo LT, MR EEEERTLET .
Advanced configurationfBIg T, RD LS ITFHEH/NTA—2EHELET,

o

o

Hello interval 74—JLFIZ, HellofSifRE A ALET

AVP hiddenZ4—JLR T, BEIZGLCTEnableEzI&Disablez#IRLET

~ EnableZ:®&iRT 5L, BLE—RTAVPT—ER(Fo RIILRT L IT—230/854—4, &y
AVRAVI—3VNTGA—E  BIV A ——FEREZ SO FEE T H=-DIThY
FIVISRID—REDMEREINFET , COBEEICKY. T—HEEDEF1)TFhRIESNE
ER

- DisableZ:&RT DL AVPT—RIEERTE—FTEHESNFER A,

Flow controlZ4—JLE T, HEIZECTEnableEf=I&DisableZ#IRLET

- EnableZ&RY 5. L2TPT—2/ Vb DERERIZ, /N7 YNMIBFENSL —7 VR
BE#FEALT. My EbhonznESHNERISh. Ty DIEFNEBRShE
T, COBEEICKY, L2TPT—4/N\ Ty NRE D EREHELEEMEN R ELET  COHEE
EBMCTBICIL. L2ZTPH—N—EL2TPYSA T OV T A TT7A—HIHEF I
LET.

- DisableZ&iRT DL, /M ubERESIT | IBFHLERShER As

Mandatory CHAP authentication 74— /LK T, A ZEIZECTEnableZ/z[&DisableZERL

Y,

— EnableZEIRT HL. L2ZTPYZA T UM I—H —%FREILI- . L2TP Y —/\—(&
CHAPEERLCA—Y—DRAEHEEERTLET  COMBEICKY., X2 T1h%E
fEENFEY , BWADCHAPIRIEZ AR T BIC(E, PPPEEEE A EA CHAPIZERESN T
WBHTLEHRELET .

— DisableZ:&RT DL, L2TPH —/N\—([F 21— —ITH L THBEDCHAPERRIEZETLE
B AL 2% B DCHAPRIIE Y R—LTLVENA—H—IZH L TIE, CDHREEESNIC
TEHILEEBEOLET,

Mandatory LCP renegotiationZ74—/JLk T, A EIZECTEnableFx 1[I Disablez #iRL &%

ER

— Enablez®EIRT 5L, L2TPITA T UM A—HF —% AL L2TPH—/3—(E
LCPERILI—LavaERALT, a——ICR L THELCPRI LI —av &RRETE
EERITLET . COBREICEY ., X ) T4h5REENFE T BEDLCPERIT S T —
I EWBDCHAPRIIO M AZAMIZTHE MBEDLCPERILI—avNDH
NEIZHEYET,

~ DisableZZ&iRT 5L, L2TPY—NA—F1—HF— (TR L TR EAEDLCPERI LI — 3
VERFTLER AL LCPROIVI—L3vFHR— LTV —F —([ZHLTIX. 2D
HREF BT HELEEBOLET,
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11. ApplyE2JvILET,
R 102 L2TPT IL—F DERL

Create L2TP group
L2TP configuration
¢ Tunnel peer name @ 123abc
Local tunnel name

Tunnel authentication
PPP authentication configuration

PPP authentication method

@
PPP address configuration

VT interface address *
VT interface Mask *

User address pool *

LNS user management

H3C-LNS

Enable @ Disable

PAP

11:3:1

255.255.255.0

192.168.1.100

(1-31 chars)

(1-31 chars)

This field can be a single address, or
an address range

7 example:192.168.1.100-192.168.1.200

* You must add the specified PPP users. After completing configuration on this page, add users on the

Authentication Management > User Management page.

Display advanced configuration...

L2TPT I —T%im&ET 5

FIE

> w0

93

FEHF =30 RAL2T, Virtual Network > L2TP Server&:&iRLET
L2TP Config#7&o')vILEY,
L2TPY IL—T DEditZ )y ILES,

WEITIHCTINGA—2%REL. ApplyE2)vILET,



R 103 L2TPT IL—FD#RE

Modify L2TP group

L2TP configuration

¢ Tunnel peer name @ (1-31 chars)
Local tunnel name H3C-LNS (1-31 chars)
Tunnel authentication Enable @ Disable

PPP authentication configuration

PPP authentication method PAP o
®
PPP address configuration
VT interface address * 1111
VT interface Mask * 255.255.255.0
User address pool * 192.168.1.100 This field can be a single address, or

an address range
# example:192.168.1.100-192.168.1.200
LNS user management
* You must add the specified PPP users. After completing configuration on this page, add users on the
Authentication Management > User Management page.

Display advanced configuration...

L2TP4 IL—T D HI&

FIE
1. FEH—13>RAUT, Virtual Network > L2TP ServerzZ#IiRLET,
2. L2TP Config#7%92)vILFET,
3. ROVTIADDEIRIERTLETS,
o L2TPYIL—T DDeletex ') vILET,
o BEHDL2TPY IL—TEERL. Deletez V) vILET,
4. YesxEDI)VILEY,

94



E104 HIBRDRERR
Confirm X

Are you sure you want to delete the selected item(s)?

L2TPRU R ILD KRR

FIg
1. FEH—23RAUT, Virtual Network > L2TP Serverza:&iRLET,
2. Tunnel Information27%4)vo L%,

105 L2TPr> IV

L2TP Server

L2TP Config @ Tunnel Information

Honine kel
U Local Tunnel Number Opposite Tunnel Nu... Opposite Tunnel Port  Opposite Tunnel IP A... Session Number Opposite Tunnel Na... Operation

Page 0 of 0. Total entries on the page: 0. Selected entries: 0. Entries per page: | 10 v

L2TPr R IL D HIER

FIE
1. FEH—23rRAT, Virtual Network > L2TP Server&#{RLFET,
2. Tunnel Information#7%&451)voLET,
3. ROVWThIDERIERTLET,
o L2TPhrRILMDelete®x')vILET,
o BEDL2TPLU R ILZEEIRL. Deletez )y ILET,
4. YeszED'I)VILET,
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106 HIBRDRER
Confirm X

Are you sure you want to delete the selected item(s)?

(Ve f o |

L2TP 247 b

L2TPOSAT7 D E

HEARKMBRL2TPOSA T MG A—REBTEL., L2TPEA R —TILIZT BIZIF. ROEEEEFTLET,

TEDOXELTEDORNERYRTI—IAD)Y—RIZTIERT B0 DRELETIARMNIEIZEBNF-VY
21— 3 ERMTBIZIE, L2TPH —N\—ZHERBLE T,

L2TPOSA 7 &, PPPELUL2TPT ORI/ Y ENIBTEDT/INAATY . BE . L2TPYSA
FUMITEOXEOHOIZEBESNET,

L2TPOSA T REERTET S

FI&
1. FEH—13 AL T, Virtual Network > L2TP ClientZ:&RLET,
2. L2TP Config#7&o)vILEY,
3. L2TPZE#IZT BIZIE. L2TP Client74—/LE TenableZ:&RLET

107 L2TPYSAT7 U MER
L2TP Client
L2TP Config @ Tunnelinformation
& online Help
L2TP Client ® enable © disable
Advanced search m
O  L2TP group number Authentication method Local tunnel name Operation
01 None H3C-LAC Z®
Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 v e - .

4.  AddEYJYILET,

5. L2TP configurationfBI T, RO KSITL2TPRURILINGA—EEFRELET .
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o Local tunnel nameZ4—JLKRIZ, L2TPOSA T UMD RIILEEADLET,
o Address assignment method 74—/)Lk T, A ZE(ZfE L TStaticEf=[EDynamicE:ERLET

— StaticZERLI-BA (L. Static IP address 71— LK TREPPPE=4—®DIPFK
LREFHTHRETOILELHYET,

— DynamicZ:&IRLI=15A . INSIZ{REPPPE=2—IZIPPRLRAZHMICEY L TET,
o Tunnel authentication/\SA—4T, L E(ZELCTEnableE = (IDisableZERLFET,

— EnableZERLI=B AL, Tunnel password74—JLRIZEREE/ A RT—FEADLET,
b RILEREEEREIC LY. EX ) TAARRIESNET . COMREZFERT HICIE, L2TP
HY—N—EL2TPYZATURDEA T RILERFEEMICL. mAD/IRT—FHEL
THALEHER T ILENHYET,

— Disable®#EiRd 5L, L2TPH—/IN—¢L2TPISA T UMDRBIZ, R IVEFEL T 51=6
DEFELETINFEE AL

PPP authentication method J XM 5, HEIZIELCTNone, PAP, E£1=IECHAPEEIRLE T,

o NoneZ&EiR9I 5L, A—F—ITHLTERIENRITEINFR A CORBEAEFEXLUTAH
FEHEL=O . FELTERL TS,

9] PAPEL*R?%& ad— 'U:_[ J‘TL—C;X/JJ_“/\/I‘/I’fgnLnIEb\%?i’éhg':—‘;-o ho)nhniEjj__t
DtEFXa)T4EFREETT,

o CHAP%J_*R?%& ZL—'U'—L“TL'CCS"?I{/\/I* /I*f?m. nIEb‘%ﬁ'éﬂ’Lf'd'o ho)nhn
AREEEDEFL)TA(EBATLET,

L2TP server configuration 815 ML2TP server address 74— JLRIZ, L2TPH—/A\—®DIP7
FLRZEANDLET,

Advanced configurationfBigi T, RD LOIZFM/NNTA—FZEHRELFET,
o Hello intervalZ4—JLKIZ, HellofEIlgZ AALET,
o AVP hiddenZ4—ILR T, A EIZ[G L TEnableZEf=dDisableZEIiRLET,

- EnableZ:&iRT 5&. b RILERIE/ AT —FZEFERALT. AVPT—Q(FJ*JL*: I—
DIAVINTA—A, YR TV I —2au T A4 LU A—F—RiHEHRESD)
MNIERTE—FTERESNFT T, COBEEICKY . T—HEDEF 1 ToMRIESINFE
ED

- DisableZ:&iRI & AVPT—RIFERTE—FTEHESNEE A,

o Flow control 74— /LR T, EIZIGELTEnableFzI&DisableZ#IRLFE T,

- EnableZ®EiRY 5L, L2TPT /Yy yhDEZERIZ, N yMIEENE—T VR
BEEFEALT, My ntzhESMDEAISN ., T VrDIBFENERINE
T o COMREICEKY, L2TPT—5/ VY MEED IEFEM EERIEA M ELET , COHEE
AT BRI L2TPY—/N—LL2TPYZAT ROV T AT O—HFl{HZE BRI
LFET,

— DisableZ &R S, N rvbIBEHENT | IEFLERESNEL A,
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9.

ApplyzE2')vILET,

K108 L2TPT IL—FDERL

Create L2TP group X

L2TP configuration
Local tunnel name H3C-LAC (1-31 chars)
Address assignment method » Static @ Dynamic

Static IP address

Tunnel authentication Enable @ Disable
PPP authentication configuration

PPP authentication method

None v
L2TP server configuration
L2TP server address % 3.3.33 ( Comma-separated list of 1 to 5 IP addresses or host]
names)
Advanced configuration
Hello interval 60 seconds (60 to 1000, and 60 by default)
AVP hidden @ Enable @ Disable
Flow Control ) Enable ® Disable

L2TPT I —T%im&ET 5

FIE

> w0

FEH— 30 _RA 2T, Virtual Network > L2TP ClientZ:&RLEY
L2TP Config# &7 vILET,

L2TPY IL—T DEditZ )y ILES,
WEIZIGCTNGA—FZmEL. Applyx o)y ILET,
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R 109 L2TPT IL—FD#RE

Modify L2TP group X
L2TP configuration
Local tunnel name H3C-LAC (1-31 chars)
Address assignment method Static @ Dynamic

Static IP address

Tunnel authentication Enable ® Disable

PPP authentication configuration

PPP authentication method

None v
L2TP server configuration
L2TP server address x 3333 ( Comma-separated list of 1 to 5 IP addresses or hos|
names)
Advanced configuration
Hello interval 60 seconds (60 to 1000, and 60 by default)
AVP hidden @ Enable ® Disable
Flow Control Enable @ Disable

L2TP4 IL—T D HI&

FIE

FEHS—230_R(L2 T, Virtual Network > L2TP ClientZ:&iRLET,
L2TP Config#7&o)vILEY,

ROVWTIDDIRIERTLET,

o L2TPY IL—TDDeletex ')y LET,

o BHOL2TPY IL—T%RIRL, Deletez V' vILES,

Yes&aV)vILET,
110 HIpgDFER
Confirm X

Are you sure you want to delete the selected item(s)?

KB
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L2TPRU R ILD KRR

FIg
1. FEHF—30RAT. Virtual Network > L2TP ClientZ:&iRLEY .
2. Tunnel Information27%41)v4LET,

111 L2TPRrYRIL

L2TP Client

Tunnel Information

Online Help

@  Local Tunnel Num... Opposite Tunnel ... Opposite Tunnel ... Opposite Tunnel L.. Session Number ~ Opposite Tunnel ... Operation

1 458 0 1701 3333 0 Tar
[J 3558 0 1701 3333 1 Tar
0 8929 0 1701 3.3.3.3 0 T
0 46820 0 1701 3.3.3.3 0 T
Page 1 of 1. Total entries on the page: 4. Selected entries: 0. Entries per page: . 10 v << | < n . .

L2TPr R IL D HIER

FIE
1. FEH—13 AT, Virtual Network > L2TP ClientZ:&iRLET,
2. Tunnel Information®227%&42)v4LET,

3. ROWTIhIDERIZETLET,
o L2TPhURILMDelete® ')y LET,

o BHODL2TPrUHRIVEZEIRL. Deletex V) ILET,
4. YesHE)yyLET,
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E112 HIRRDFERR

Confirm X

Are you sure you want to delete the selected item(s)?

EoGRE

EoGREDH =

Ethernet over GRE(EOGRE)I&. 1 —4 R yr ORI ZIPR YT —Y LDRBERA U bY—RAY
FURIVIZATEIAETED LR TARILNTE A —HRUMIL—LIE. —FDLURILIY
FThTILEEh . £5—ADLURILIURTHT ILIED RSN ET,

EoGREI%., EOGREF Y RIILE—RFE LU EOGRE-iN-UDPhY RILE—REHR—FLET LAV —2
A=Y 2RI YRBNATESN—H LEFERALTL AV —3R VD —0%& N L TERE SN BI5E(C
FRY. b2 RIILE—FZEOGRE-iN-UDPIZERELFE T . NATT NS ZANFELLZWGE (T FURILE
—R%#EoGREIZERELEY .

EOGRErVRILEERTET S

HIRBEESLXUHIRS1Y

EOGREF RILDERBIZF Y RILE—FZHEELET FoRILDERZICAN O RIILE—RELEETS
_ElFTEEEA

FIE
1. FEH—I3_RA T, Virtual Network > EOGREZ&EIRLET,
2. EOGRE Tunnels#7%4)yoLZET,
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E113 EoOGRErY 2RIV

EoGRE Tunnels

Online Help
@  Tunnel ID Tunnel source interface/address Tunnel destination address Operation
0 123 192.168.0.1 1111 [ERm|
Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 ce | « n .

3. AddEIJYILET,
4. EOGRERVRILINGA—HEHZELET,

o Tunnel IDZ4—JLRIZ, o RILIDEASLET,

o Tunnel sourceZ4—JLRT, bURIJLEETE=Z—FEIRT DM FURILEETTFLR
EHRELFET,

5. Tunnel destination address74—JLR T, hYRIILDFEEIPTRLREFZELET
6. Show advanced settings#%)vIL T, b RILE—FEFRELFET,

o FURILE—FZHE0OGRE-iNn-UDPIZERE 3 IZIL. UDP encapsulation4 73> ##iRL
FY, TIHILFDUDPR—+ESEZFEATHILE. AIOUDPR—FESEIEET HILL
TEFEY,

o FURILE—FZEEOGREIZERE T AIZIE. UDP encapsulation4A 7> ava o) 7LET,

7. ApplyEVUvILET,

E114 EoOGRE; R ILDEDN

Add EoGRE Tunnel X
Tunnel ID % 123 (1-1024)
Tunnel source % © Source interface

® Source address  192.168.0.1

Tunnel destination address « 1111

Show advanced settings

102



VE-BridgeE=4—%&%E9 5

FIRFBESIVHIFS1>

FIE

> W

o

P RIVEZS—F = [EGEE=F—H1DDVE-BridgeE=2—IZ/Af UREN T IHE . FD
Fo R EZS—F - XGEE=S4—ZRIDVE-Bridge E=4#—IZN\A R TEET, =1L, TD
NAURIEREFDVB-BridgeE=2—m 5 BEIRIZHIBRSNET

VE-Bridge E=2—IZ/N\A VU RENFGEE=2—I&, LAV —28X 2 ITEETTEET,
thDH—EXDHREIX. GEE=ZF—TIEEMZAVE A,

FEH -3 RAUT, Virtual Network > EOGREZZEIRLET,
VE-Bridge Interfaces27%9')vILET,

E 115 VE-BridgeE=4%—

EOGRE Tunnels W VE-Bridge Interfaces [ Monitorinformation

E Online Help
Advanced search m
VE-Bridge interface Bound interface Permitted VLANs Operation
VE-Bridge2 GE1 #
Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 v ce | < .

AddZE2vILET,

Interface number74—JLKIZ, VE-BridgeE=42—N&ESEAHLET,
Default VLANZ4—JLR T, VE-BridgeE=4—MPVIDEHELE T,
Link typeZ4—ILR T, YoV DFEFEEFIRLET,

o TIHILNVLANDSD RS T4 9O TR EZSA—Z @B TESELSI2F BIZIE, AccessEEIR
LE9,

o BEOVLANALDRS T4y IMNEZE—Z BB TELHKIICT DITIE, TrunkZZEIRL ., 3
AESh=-VLANDIDZHEELET .

Bound interfaceZ4—JLE T, LAY —285& FICE=4—%VE-BridgeE=4—IZ/\(VRLET,

o BFURIEZHS—%HVE-BridgeE=2—IZ/\( 2R T BIZIL. Tunnel interfaced 73 %&
RL. EOGREFV RILEZA—ZEIRLET . F/=[F. No bound interfacez#IRL T, b
FILE=HS—%VE-Bridge E=4—IZ/N\AURLAENESITT BT ELTEFET,

o LANY—3EZH#—%VE-BridgeE=#—IZ/\(> K3 BIZIL, GE interfacez T arz:&
RL. LAV —3E=A—%BIRLET, F7=(Z. No bound interfacezFEIRL T, L1¥—3
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E=A—%VE-BridgeE=A—IZN\A R LEWKSIZTHIELTEFET,
8. ApplyEyUvILET,

® 116 VE-BridgeE=4—Mi&M

Add VE-Bridge Interface X
Interface number « 2 (1-1023)
Default VLAN 1
Link type Access v
Permitted VLANs @ All VLANSs
Bound interface © Tunnel interface
@® GE interface GE1 v

E-A—IFHMERTI D

1. FEHF—I3RA T, Virtual Network > EOGREZ&EIRLZET,
2. Monitor information27&#52vHo L%,
3. EOGREFUHIID, RT—RR, FETE=F—FIETFLA, BLUBETFLRAERER L

9.
FoRILBTYTREDIGE (X, T INEELERETEE T, FURILNEOREDB S, /X
TN EERMETEE A

E117 EOGREFVRILE=S—1FHR

Monitor information

Online Help
Advanced search
Tunnel ID Tunnel status Tunnel source interface/address Tunnel destination address
123 up 192168.0.1 1111
Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 v < | n N
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=L ==
it FExE
O N
TI)g—oa3 g —EX
TI)r—i3o9—EXDEE
FI)r—2avY—EREZFERTRE FAMVR—LV AT L(DNS)E#E TEE 9, DNSIE.
TCPIPF7 I — 3y TRAMVZHIPFRLRIZE RS 5-OIFRAIN I DT —E2R—XTT,

KA ZMSIPFRLAADTYE LS 1L, DNSTUM)—EMEIENET , DNSIEERME-ILBIRIZER
ETEET,

#BIDNS

EF#HIDNS(SDNS)Z T AL ANV R EIPPRLADBIDIYE Y FH THER TEE T, KAA
VREFEALTY—ERX(Web, A*—)L, FTPH—ERBE)TIERTEEBE . VAT LIFRAMUE
2 YE T ENIPPRL AEDNSF vy 2 TRELET,

43294 DNS

Dynamic DNS(DDNS)(&. DNSH—/N\—DRAL U Z EIPTRL AR DI YE L #ESMICEHF TEE
ER

BANXNT YT TIRRDOFIAGE  — 8D F A TlE. WANE=Z2—ZFERLTWeb, A—JL.
FIEFTPH—EXDRH SN E=2—DIPFRLANERTINFET , A—HF—DEEF AV B %
FRALTY—ERIZTIVERTEDLIIZT BHIZIE. WANE=S—TDDNSEHELET . WANE=4
—DIPFRLABNEBRSINDE, T/ RIEBEERIIZ/ Ay EDDNSH—/N—[ZEIEL T KA B
EIPFRELRADIYEL T #EBHLET,

EBIDNSDERK

1. FEH—30RA2T, Advanced Settings > Application ServicesZEIRLET,
2. SDNS#TJT.Add%&VJvy LET, New SDNS EntryR—IAFHEET
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E118 SDNS

Application Services

ﬁOnIine Help
A static DNS entry describes a manually configured mapping between a host domain and an IP address.
Advanced search m
Domain name IP address Operation
root 4444 Z W
Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 v << | < R .
3. Domain nameZ4—ILRIZ, RIMT =D T NRAADE AR EAALET
4. IP address74—ILFIZ, RYRT =D T NAADIPFRLRAEAALEY
5. EAESUVILET,
F119 SDNSTVr)—0iBNN
New SDNS Entry X
Domain name * root (1-253 chars)
IP address # 4444
> -~ =1 —
A4 F =V DNSDERTE
FIRBESIUVHIFS1Y
TINARADDDNSH—/N—MBR AL VR ERFET HEEIZ, WANEZZ—A/ T Yy IIPTRL R Z&fEH
L—Cb\é:téﬁgab\bij—o
AREH
DDNS#% % E 9 5HI1Z. DDNSH—E R 70/ & —(PeanutHull%: &) DWebH A MZ 7oA L, TH™
hEBHFELFET,
FIR

1. FEH—13> AT, Advanced Settings > Application ServicesZ:&{RLET
2. DDNS%#J%&VJYILET,
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E120 DDNS

Application Services

ﬁ Online Help
WAN interface Domain name Service provider Server address Update interval  Username Status Opera
WANO(GEOQ) www.3322.org  members.3322.org 0d1hOm Disconnected Zw
Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 v gz | @ S

Add%E%5') v LEF, New DDNS PolicyR—UhBREET,

BV =R—C T WANEZA—D—E NS, Web, A—JL, F=ZFTPH—E RZ R T HWAN
interface!) AREEIRLET,

Domain nameZ4—JLRIZ, TINAADR A &ZAHALET,
RDODDNSH—/N—/5A—42%EBFELET,
o Service provider) Rkmi>H—E 270/ & —(PeanutHulliz &) & RIRLET,

o Server address74—JLRIZ. DDNSH—/\—KLRXZAHLET, H—/\—FL AR T
AILMRE LR BIEE L. Modify server address#EIRLTIPPRLREZZEELET,

o TINARAMNDDNST YT T—hEREEIETIMBERELET . BREOZHRET 5.
WANEZA—RLANEREIN-EE . F-XWANEZZ—NE O RENS TV TIREEIC
OB ABIZRY ., TNRAARIET YT T—REREEELET .

UsernameZ4—JLK &Password 74— JLRIZ, DDNSH—/N\—[Z&fFShTLNEA 11— —
BENRT—FREZTNENATLET,

ApplyE21voLET,
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K121 DDNSARYS—DEM

New DDNS Policy %
WAN interface #
Domain name (1-253 chars)
Server Settings
Service provider www.3322.0rg v
Server address * (1-64 chars)
Modify server address
Update interval 0 days(0-365)
1 hours(0-23)
0 minutes(0-59)
Accout Settings
Username adminl (1-32 chars)
Password (1-32 chars)

RBITAYII—T A2

[XC&HIC

BHIL—MNIFEBTHERINET, RYFT—2DMNROS—ABEMTEELTNRIB A, RyrT—
ODNELSEIMET BESIZEHIIL— MR T AT TEAET . A E. ELLVBED=HIZ, Ry
RI—HOHAEZE—ES—FITAIPPRLRICE DV TEMIL— B TEEX T,

FCSEEICEIZET B-DITEBDREITAv I — DERAARELRIZ S E. RET1v I IL—NIE%S
TVI7LUREZEY ETHENTEFET  RETAVIIL— DTV IT7L U RBEAMENEE . IL—F
DTS4 ) T1IEELEYET

HIRBESLIUAIFSIY
RETAYIII—bDR YRR T ICRE TNz B 4—D BN IGE . RE2T1v 7 IL—hk
FA—AILTNAZADSHIBRENER A, COMBEERIRT HICE, Ry IT—VREZHRL. RET
1IN —FEREEHRET IR ENHYET,

FIE
1. FEH—13>~RAL2T, Advanced Settings > Static RoutingZ:#RLET
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o W

122 RAT497 I —R) Rk

ﬁ Online Help
Advanced search m i
Destination Mask Length Preference  Next Hop Interface Description Operation
0.0.0.0 0 60 192.168.200.1 GEO 7w
Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 v %
AddZJ)vILET,

Destination IP address74—JLRIZ, REZT4YIIL—FDBESYET—IIPTRLRZAALET,
Mask length74—JLRIZ, BRIV T—VDIRAIREASILET,

Next hopZ4—ILE T, HAEZA—FEIRL, RATAVIIL—FDRIRHRYTIPFRLAZ AR
LET,

o HHEZA—ZBIRLET, Y R—FESNBE=ZA—EA4TIZI1E. WAN, £)L5—. EELUVLAN
EA—DEFENFET,

o RYARMRYTIPTRLRZAALET,

PreferenceZ4—JLRIZ, RET4YII—bDT)IT7LUREAALET,
DescriptionZ74—JLRIZ RZT4 Y7L — L DERBAZAALET,
ApplyzED)vOLET,
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E123 IPV4ARZAT4vIIL— DB

New [Pv4 Static Route X
Destination IP 192.168.3.100
address *
Mask length * 24 (0-32)
Next hop @ = ¥ Output interface
GEO v

Next hop IP address

Preference 0 60 (1-255)

Description (1-60 chars)

I
RYS—R—ZJL—TF 45

[XC&HIC

Policy-Based Routing(PBR)Z{#A T 5L, —ED N\ yh—HEELTHLaVEETRI—%FK
ETAHIET. NI DFHEICEDNT/NT Y ERRICERETEE T, F2EA (L PBRRYS—%ER
ELTIBELI=REIETEIXFBEIPTRLRAZE D/ ybhE, BBELI-RIRAMRY T (ZERELT=Y,
BELIZE=ZF—DoEELZYTEEY,

FE
1. FEH—13 AT, Advanced Settings > PBRE®EIRLET,
2. PBRRUL—ZEATHES—EERLET,
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E124 PBRARYS— R+

Policy Based Routing

ﬁ Online Help
Vlanl v Advanced search E}f«;’i}j | Delete |
Protocol ... Source p... Source address rar Destinati... Destination ad Valid period utput in... Nexthop Description
TCP 90 192.168.1.100-192.... 8080 192.168.1.200... 00:00-24:00 M... WANO(... -- - [ 1
Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 v .

AddEV1JvILET,
Match rulefBiE C, R EIZIGCT—BEELZRELET .
o Protocol typeZ4—JLE TProtocol typeZ:&RLET,

— Protocol numberZZRL-1BE (&, 7O LB EEZANTINEAHYET  1-E2
(X, 80(HTTPDIBEA) T,

— TCP#EIIXUDPEERLI-IGE L. BET 1\ bR ETR—IESLEAER—IE
SEANTILERHYET,

o Source address range7+1—JLF$ KU Destination address rangeZ74—JLRIZ, E{ETT
BEURBEDIPFRLAERAEFAALET , PRURERHEEET H(2(1X, 1.1.1.1-1.1.1.20
KO, BIRIPTRLREE TIPFRLRENATU(TRYYET . 1DDIPFRLRADHETE
ETIAHI21E.1.1.1.1-1.1. 110 K3, ZDIPFRLAZFFIRIPZFRLRAER TIPFRL AD M
HELTAALES,

o Source PortgkUDestination Port74—)LRIZ, Y—RR—rELUIEER—FEATIL
9, Source Port& LU Destination PortZ4—JLKI&, ORI EALTNTCPE=1E
UDPDIZFEIZOHLETT,

o Valid period+4933a> T, PBRAR—H B LEMERELE T IB2AEIEET
5IZ1%. #AfE1£00:00-23:591ZF%ELET

Output interface or Next hopZ4—ILET, =¥ 9 /N7 ybDH AT S—F IRV AR
VITEHRELET,

BEERZIZTS1=0IZ, DescriptionZ4—JLRIZPBRR S —DERBAZEAALET,
ApplyED21voLET,
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E125 PBRARYS —ERTE DAL

Add PBR List @ X
Match rule
Protocol type * TCP v (0-255)

Source address 192.168.1.100-192.168.1.200
range #*

Destination address 19 168 1.200-192.168.1.249
range #

Source port * 90

(1 to 65535. You can enter a single port number or a port number range, for example, 3000-4000.)
Destination port # = gggo

(1 to 65535. You can enter a single port number or a port number range, for example, 3000-4000.)

Valid period * 00 : 00 - 24 : 00 SunMon Tue Wed Thu Fri Sat

v v v ¥ 4 v v

Output interface WANO(GEO) v Next hop @

Description (Optional. Value range: 1 to 15 chars.)

Cancel

SNMP

SNMPD#EE

Simple Network Management Protocol(SNMP)% B 9 5 & . MIBT 5 715 £ M Network
Management System(NMS)ZERLT. T/\A RIZ7IVERXL. BETEFET, SNMPHOEREINT
WBIEE . EEBARVNEZA—D TV TERIFFTVY BULNCPUERER, ARURRLEE)NHKLET
B TNARIZBEMIZISY T EEA U TH—LENMSISEELET,
T3 X[&, SNMPv1, SNMPv2c, £ K USNMPv3ZEHHR—rLEF . SNMPV3(E, SNMPVIE KU
SNMPv2ckYHLEBENF- X2 ) TAERELET,
e SNMPV1IEBKUSNMPv2cld, BREEIC/ SR —REFERLET,
(] SNMPV3IZEREEICa— H— %E1§Fﬁ—d—éf_ . EREEF— &774/ \o—F— EE&ELTE‘EO)
XA TAEHRTIVENHYET,
o] d— -U= % tnlu\nIE:"—\'_'j:\ #)JJENMS#\T/ \41(-77‘1’_’13'%)0)%&575( f_&)(u\ NMSo)mL.
FEICERESNET,
o TFANY—F—IE NMSETNARBTEESNDIAVE—DERBEELLT, AvtE—2
MEEINGENESIZTEHIZERINET,
AIREH
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FEATASNMPNA—auE R ELE T NMSET NS RIE. FILSNMP/A—S 3V AT ARENSH
UFEd,

SNMPV1ZE7-I1ZSNMPV2cD % TE

HRFEESIVHIES12

NMSET /AL R TIE, RILSNMP/RRT —REFERTAHENHYET, SNMP/IRT—R(ZIE, 5AH
YER/NRAT—RERARY/EEZAHNNRAT—ERHBYFET, DKEL1DZRETILENHYET,

FIE

o &~ W

TINAZAMDINGA—REZIG S I, EHAMYER/NRT—FEFERELEFT .

TINARADINFGA—LBERBLTHRET BIZIF, HARY /SR TR EEERAAH/NNRT—FERTE
LET,

FES— a0 RA2 T, Advanced Settings > SNMPEZIRLEY,
SNMPZA #:—TJLIZLET,

SNMPv1 and SNMPv2cD/N\—2a & BIRLET
SNMP/SRT—RZEHEELFET,

Trust Host IPv4 Address 74—JLRIZNMS®DIP7RLRAZEAALET,

BELIENMSOAMNTNARZEEBTEET, CO/NTA—2ZEBHLAENES . IELLISNMP
INRAT—REFERATEZTRTONMSHAT NS REEETEET,

Trap Target Host IPv4 Address/Domain 74— JLRIZ, BHZEZ{ETHHRACDIPFTRLRFE
FIERA B EATILET,

Contact Information 74— JLRIZ, TNNARAEEE D EREBEHREADLET,
Device Location 74— JLRIZ. T/INA ADYPBILISFREAHLET,
ApplyzE2)vOLET,
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E126 SNMPv1& &U'SNMPV2cDERE

SNMP

Online Help

SNMP ® Enable Disable
SNMP Version ® SNMPv1 and SNMPv2c SNMPv3
SNMP Password Read-only password
admin (1-32 chars)

Read-write password
admin123 (1-32 chars)

Trust Host IPv4 Address ¢ 77 1

Trap Target Host IPv4 29799 (1-253 chars)
Address/Domain

Contact Information New H3C Technologies Co., Ltd. (1-255 chars)
Device Location Hangzhou, China (1-255 chars)

*Provide a read-only password, a read-write password, or both. To configure both passwords, make sure they are not the same.

SNMPV3D & E

HIRERSLUHIRS1Y
NMSETNRAR(E, ALA—Y—2&, BEIEF—. BLVTFA N —F—2ERATILENHYES,

FIE

> WD

10.

FES—arRA2 T, Advanced Settings > SNMPEZEIRLEY,
SNMPZA R —TJJLIZLET,

SNMPV3/N—2avZ&IRLET

usernameZ#EELFE Y,

authentication keyZ§ELET,

privacy keyZ#iEELEY,

Trust Host IPv4 Address 74—JLRIZNMSDIP7RLRAZAFILET,

HESNIENMSEFNT NS REEEBTEEY , CO/NFA—FERFELLGVMGE S IELLISNMP
A—H—& X —. BEVTSAN—F—ZFERTHT XN TONMSHT/NA REEETE
EX I

Trap Target Host IPv4 Address/Domain 74— )LRIZ, BiH%EZIET HHRALDIPZRFLR
FIFRABEANLET,

Contact InformationZ4—JLKRIZ, TNA REEEDERLIEREADLET,
Device Location 74— JLRIZ, T/\A RDYIBILISEFRZANLET .
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11. ApplyE2JvILET,

127 SNMPv3DE&E
E Online Help

SNMP ® Enable Disable
SNMP Version SNMPv1 and SNMPv2c @ SNMPv3
Username admin (1-32 chars)
Authentication Key * | .,.... (1-64 chars)
PrivacyKey % | _..... (1-64 chars)
Trust Host IPv4 Address 4 111
Trap Target Host IPv4 2:9:09 (1-253 chars)
Address/Domain
Contact Information New H3C Technologies Co., Ltd. (1-255 chars)
Device Location Hangzhou, China (1-255 chars)

CWMP

CWMPOHIE
CPE WAN Management Protocol(CWMP)#v k7 —%Tl&. Auto-Configuration Server(ACS)H\5
CPE(Customer Premises Equipment)Z—{&LTYE—FTH—ICBETEET, iKY, CPEE
EOR@ENFREN, AT F VAR EHNENFET,
ARG
ACSHREE Y R—h g o8 —/\—ZHEREL. BRICACSH—/N—DHREETVET .
FIE
1. FEH—13 RS2 T, Advanced Settings > CWMPZEEIRLET,
2. CWMPZAR—JILIZLET,
3. ACSHBIET.ACSOURLTRLR, A—H—&  BLUW/XRT—FEAALFET,

CPEIZ& > TRIASN-ACSADEHRERIZIT, ACSA—H —ZENRT—FENEFNTLE
9, ACSIE. BRADACSL—H—Z E/SRT—KHN, ACSH—/N—(IxLTO—HILIZERES
N=tDERILTHAGEIZRY ., BEREZITANET,

4. CPEfBEIT. RDERIEETLET,
a. CPEA—HY—&L/I\RT—FZEEFELET,

CPETOEEZEDNHSH|HAERIET B51-HIZ. ACSIEZCPED 1—H —R ENRT—KZED
EEHGSEEELET, ACSHACPEZHIEHTEEDI(E
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FIEOI—HF—L ENRAT—FRIE., CPEIZRLTA—AIIZERESN-LDERLTT,
b. HEIZKHLT, EHMNBA U I+—LEBNELIIEMLET . COMEEEEICTIEHE

(F, A2 TH— LNy DEERREHRELET

CPE[Z. CPEEACSDA—H—RENRT—REFNEFNEL AL TA— LNy EEE

FBHEIZEST, ACSANDIEHERERFIBLET .

TINAREREDRERTBEBRICACSICHERSE 21, EHRMTEMEREEZ A R—T )L
ST BRENHYFET

c. ACSIZ##rd ACPELDE=A—FIEELET,

5. Certaing2')vyoLET,

E 128 CWMP®DEESE

CWMP

CWMP
ACS

CPE

® Enable
URL *

Username

Password

Username

Password

Disable

http://4.4.4.4
admin

(8-255 chars)

(1-255 chars)

(1-255 chars)

(1-255 chars)

(1-255 chars)

ﬁ Online Help

Periodic Inform Enable @ Disable
CPE connection

interface

VATLY—)L
EREE
EXRREDHE

TNARAEREV AT LBEZNEERTET HI2IE. ROEEEETLET,
TNARERIZIE. TNARE, TINAADEF. BEPEREBEBRNEENTT . T/\1RB(THRE
ARETI A, TN\ RDIGFAEER B RISHRETETEE A
AT LEZIZIE, Bt Bl BEUISLY —ohEFENETT, ELLVRTLBZIE. RybD—
HEBLBIEICFARTT , RYNT—I ETTNAREERITIT BRI, VAT LBZZELEEELT
QAN
TNARIE ROWNWTNHODFZEFERALTORTLBIERMBTEET,
o  JRTLBAEFHTHRELET.

COTNARIE, O—HILIZEESNF=D X T LBERBZFERAL, RIZ. AEOKBHIRSIZL-
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TEREINFIOV I EBEFERAL T AT LBRBZH#FT 5,
TNAADBEHTHE, PATLBRITHBHEABOT IAHILMNIRYET,
o NTPY—/N\—LHEZEEMNICREAIEET,

TIARENTPH—N—DoRFLEBHLERED D AT LRLELTHEAL. EHMINTPS
—N—ERZERBLET . TAIRDBBFRELTH, TS RIENTPY —/N—ES AT LE%E
ARCERLES ., RYPT—V LIINTPY—IR—HhH25E 1. COHEEREOLET.

BALY)—ANoDEEZEEALTHESNSG AT LKREIE, KYIEHETY,

bz

WebE=AR—IZ7 V2R TBICIE. ROVWTNAD TS0 EERTHLEHEOLET,
e Internet Explorer 10L4B%,

e Chrome 57L0F%,

o Firefox 35L4F%,

ERHGET NA R EBDETE

1. FEH—13>~_RALUT, System Tool > Basic SettingsZ:&RLFET,
2. Deviceinformation27 T, TINARABZZAHALET,

3. ApplyESUvILET,

®129 F/31 R1&#R

Basic Settings

Device information Date/Time

H Online Help

Device name H3C (1-64 chars)

Device location

Contact information

SATLRZZEFHTHET S

HIRBREESIUHIFS1>

TINARE)T =T %L, TIHHFEROY AT LRZIBRENETLSINET,
ARG

TINARDNEET DB LT —ZHAILET
FIE
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E A

5.

6

FEH -3 RAUT, System Tool > Basic SettingsZ:&IRLET
Date/Time#J &2 )vILEY,

Manually set the clock#ZIRLET

DRTLERE. TAA RO ERBEIN TO SISO RERZIZHELET,
a. BfFEBRIRLES,

b. BFREIZEIRLET, WebTE=_A2A—THEHARIREL 2 M DEIL, 3D #£5k(00. 03, 06, 09, ..
57 T3, EFTORMZEFERALTEEZMARTETT, =LA (X, D DEZE201ZRET I,
=PIZ18%:&IRL., RIZEXRENZF2E YY)y L T20ERELET .

TINARANFET DIEFDIA LY —VEERLET,
ApplyEH1JvILET,

K130 SR T LRZIOFEHERTE

Basic Settings

Device information  Date/Time

Online Help

System time
Set date and time ® Manually set the clock

2011-01-01 &

03:15:37 ]

Automatically synchronize the clock with a trusted time source on the network

Time zone R

Lisbon (GMT+00:00)
[ Aoy ]

UTCEZIZ BEIRIICERIEASHE S

FREBBESEVHARFSIY
TINAADNTPH —/N\—E,RILEAA LY —V#FERAL TSI EEREZELE T,

TINARDNEET DB LT —ZHAILET

AR &M

FIIE
1.
2.
3.
4.
5,
6.
7.

FEH— 3 RA2T, System Tool > Basic SettingsZ:&IRLET
Date/Time#7 &) vILET,
Automatically synchronize the clock with a trusted time source on the networkZ1RL

EX R

Default NTP Server ListZ2') LT, TIAILDNTPH—N\—ZHELET,
IPPRUREIFHRRAMEZAALT NTPY—N—ZEELFET,

ALY —FERLET,

Applyz2')vILET,
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E131 UTCHZI ) B BRI

Basic Settings

Date/Time
E Online Help
System time
Set date and time Manually set the clock
® Automatically synchronize the clock with a trusted time source on the network
Default NTP Server List
Time zone 5
Lisbon (GMT+00:00)
&
o TNARIZTIFHILVEDNTPH —/N—DERESNTODNEINE, TNARADETIIZEOTER
VES,

o TIFIEDNTPH—N—ZFERHTEIN BEIZIECTNTPY—N—ZEETEET, T/ 1AL,
B OBLEEFIRE T AFEHATEEANTPH—N\—SUTCEZIZ BEIMICIRELET ., A
AIREENTPH —/\—HALENMER ., TS RIFAESYOVIIESEERALET  NTPH—/\—D#
MNEIETBE TNARIETBUNTPY —N—EEZIZREALET .

=/\ bls
=7,
nz

D E

COWEEZFERALT. Ry —VEEEZZMLET . ZMEERT L ROEIRVERTTEET,

o tracert: /N YR T NAZAMSIEEFRRNETRIBYT B/ \RAEBILET,

o ping: ADTNAREIERADEZERTREREZTAMNET,

e Diagnostic export: VAT LDBWENS TN 2a—TFA40 T DE=HIZ, T4 —FFES1—ILDEY
EEREIRELEY  THAARIE RELEFEHREEREI7MILICEBMICREL. EOT7(MLE
WebBJ A UIHRICRELET

e Port mirroring: R—rS5—YJ(E, ERRRR—IEEBRT S/ Vv E BERICERKR—
MZaE—L. 8 R—bDEEFEREVTILEALTRBLET . RYT—HBEEE (L, ZOHER
EHEALT, M40 V8RN TH—I VAN BLUBEEZHERITTEET,

e Packet capture tool: YT =0T =R/ yhEX v TFr LT, RN T—IEEELYSIRM
[SHMLET COY—ILIE. NV IIURTEITT S=OICtcpdumpZERAL. FvTFrIntz
NryhEWebO s A ViRER EDflash--packetCapture.pcap ELVS A RIND 774 JLICE ERIIZR
#LEY,
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tracertM &k

1. FEH—3 AT, System Tool > DiagnosticsZERLET .
2. Tracert27&7)vILET,

3. FEIPFRLRERIEIHRRANEAALET,

4. Start#9)vILET,

5. ResultfBET. tracert DFERERRLET,

132 tracertDIERK

Diagnostics

Tracert

Destination IP address or 195 168.200.1 m
hostname x
Result:

Traceroute to 192.168.200.1 (192.168.200.1), 30 hops at most, 40 bytes each packet

PiNgMD % TE
FEH#—arR4A T, System Tool > DiagnosticsZ&IRLET,
Ping#7 &0y LET,
EIPTRLRAEIERAMEANLET,
ping/ Nk DEETTE=A—F LR ETIPFRLRAERELET,
Startz7J)vILET,
ResultfBi T, pingD#ERERTLET .

© 0k~ wDh P
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® 133 pingDE&E

Diagnostics

Destination IP address or 195 168.200.14 Source interface or IP Auto v Start
hostname address
Result:

Ping 192.168.200.14 (192.168.200.14): 56 data bytes
56 bytes from 192.168.200.14: icmp_seq=0 tt|=255 time=0.286 ms
56 bytes from 192.168.200.14: icmp_seq=1 ttl=255 time=0.172 ms
56 bytes from 192.168.200.14: icmp_seq=2 tt|=255 time=0.149 ms
56 bytes from 192.168.200.14: icmp_seq=3 tt|=255 time=0.165 ms
56 bytes from 192.168.200.14: icmp_seq=4 ttl=255 time=0.178 ms

--- Ping statistics for 192.168.200.14 ---
5 packets sent
5 packets received
0% packet loss
Round-trip time: min/avg/max/stddev=0.149/0.190/0.286/0.048 ms

ZETTEHRDIRE

1
2.
3.

FEH#—arRA T, System Tool > DiagnosticsZ&IRLET,
Diagnostic Export27%5)vILET,
Collect.Z0")vy 9 L%EY,

E134 MBSO INE

Diagnostics

Diagnostic Export

Diagnostics
Collects features' operating information. The information will be compressed and saved to your terminal. You can use the information for system diagnostics and troubleshooting.
This operation might take a long time.

R—r25—1 Y DIER

e

FEH—arRA T, System Tool > Diagnostics&:&RLET

Port Mirroring27 %451y LET,

LAY —2FE=3—FFLAV—3E=Z2—DR—IFI5—UU T ZRETIEEIERLET,
EETR—IERELET,

;—ZTI'{’—FEE#QLETQ RIZV—AR—bDARAZBRLET . ROATLIVEFERATESE
o Inbound: EEFTR—FTRIESNTIz/ T YMNIFTESS—IUTLET,

o Outbound: FEEFTR—IISEESNIN\TYMIFTESIS—IVTLET,
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5.
6.

o Both: #ETR—FTRIESN /T YREEETR—IODEESNIz/ YLD HZE
S5-I LET,

EETR—,ESSIZEBMNTRIZIE +7A(aVE I )vILET,

sEER—rEREIRLETS,

EnsurezVJvILET,

K135 R—r35—2 T OERK

Diagnostics

‘Diagnostic Export @ Port Mirroring [ Packet capture tool

® Layer2 Portimage Layer3 Portimage
Source port @ Interface Direction

GE4 v Inbound v+
Destination Port @ GE4

INTYRFR X TFI—ILERET S

HRERSLUHIRS1Y

COWBELEERAT BRI AN —D AT AT N IR X TF Y I7ANERTFET 512D+ 2754
BN HHEEHRLTUZEN AL —DBEATRBLTWSGE . N7 yb v TFYERIEET
I HRNIFEILELES,

FIE

FES—L 3 RA2T, System Tool > DiagnosticsZ:&RLET,
Packet capture tool27%&5)voL%ET,
INTYNEX YT FN T HE=A—5&IRLET, L—5—
LOEEOWANE=S—%ERTEFET,

FvTFoT B b DHA RE AR TRELET , capture length/ $5 A—41E, 7734 X
BT BFYTFrTEERARERLET, SO ESAETSNESLYENES.
FINARIEZD /IS ESNREQALTUY DHEX Y TFrLET,

FATFARERCT BE, WV MUBRRAREY . tepdumpASF vy a TED /Ty DM
DELBYET , TORR. NTIMDRONDITREEAHYET  REBGNTIMNEF YT FrTE
BIEERMRELT, YT FrREBHEELES,

WEIZIELT Ty EFvTF T 50D TAMILAATEEELET  alZBIRT 5L,
ZE—EDITRTONTIMRF Y TFrEnET,

XN TFvENt= T INERETHI7AILDHRR Y A XEMBEM THELET
NrobX T FriRER B TRELES,
EETLRRAMNG AR Lo THRY T FENDN T YNEEZE—LET . RDA T3V &FERAT
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10.

EFY,

o

o

Any: TRTDFEETHRRAND AT b EX Y TFLET,

Filter by IP address: #EDIP7RL REZH DRAMMSEESNI=/ A yrEFr T FrLE
ED

Filter by MAC address: HEDMACT L REH DRAM DR ESN 2\ Ty EF v TFv
LFET,

SEAERRAMAGA—RZEOTIIGEN D/ VT YNEE=S—LET . RDA T aVEERATEET,

[e]

[e]

o

Any: TRTDFRERRCD /AT IEXTFvLET,
Filter by IP address: #EDIP7 L REFHF ORAMMZELIz/\rybEF v TFrLET,

Filter by MAC address: #fEEDMACTRL RZE#HF DRAMDZELz/\ryhEF v TFrLE
ED

Startx9')vILEd,

BAEDR—=JIZE, Ty TFr 7O R EBEF YT FrInTOD/ Ty AR RS
F9 . CancelzV)vIT 5L N IbFrTFrERT L. F¥TFrI74 )Lflash -
packetCapture.pcapEI VA R—bTEFT,

136 /%y hF v TF Y —ILDERE

Diagnostics

This feature captures incoming packets on the specified interface.

Interface #* GEO v Bytes to capture * | 1g51g (64-8000Bytes)
]
Protocol % | AL 7 Maximum 5 (1-10MB)

Duration * 20 (1-30s)

Capture filter:

Source host Any v Destination host
Any

Diagnostic Export B Port Mirroring l Packet capture tool

packet file (7]
size *

EBETHONEE
adminZ7hHHOUREE[ZDULNVT

COR—=TUHEFERALT, A—HF—DDNTFNARADOTAVIZFERTEIEEETHOUNEEER S IR
LET, BEETHYUNEM., REF-ITHIBRTEET,

admin7h U h4&ENT 3

1.

FEH— 30 RA2T, System Tool > admin AccountsZ:&IRLET,
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137 7 hook

Admin Accounts

ﬁ Online Help
=
admin Administrator Telnet, WEB 7w
Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: 10 v

AddE2)vILET,

RERSNFFATOTRIIARAT, A—HF—RITA—IRIZFTHIVNRBEAALFET,
Password 74— JLRIZ/SRXT—F# A f1L. Confirm password 74— /LR CHERZRLE T,
INRT—FEHFEELGWMEES . —F—DAIDT7AhIUIEFERLTT /AARIZAT AU HEEIT,
DRTLIFNRRT—FEERLER A EFa)T1Z2ALESESICTIE admin7AI D /IR T
—REERELFET,

User roles74— /LK T, 21— —0O—)LEFFIRLET,

o COEBETHIUVNMIREOERFEZEIY L TSHITIE, Administratora:EIRLET

o ZOEBETHIVUNMIRTIERDHEEYHTHICZIL, Operatorz:ERLET,
Permitted access types74—JLK T, access servicesZ#EIRLET,

o AVY—IY—EREZDEBETHIUMNIEIYHTSIZIL, ConsoleZ&RLET,

Y=Y —EREZFATEE, A —F—(FaY—ILR—MEERTT /A RIZAT A TEE
ERS

o Telneth—EREZDEBETHIUMNIE|Y K TBIZIE, TelnetEEIRLET,

Telnetb—ERZFERTBE. T/ANA AMTelneth—N—ELTEELTLVSBE . 21— —I[&
TelnetySA 7 UMD T /AL R ZTelnetiETEEzT,

o FTPH—ERZZNDEEETHOUMIE|YLYTBIZIE, FTPEEIRLETD,

FTPH—EREFERATBHE. TNALADNFTPH—N\—ELTEIELTLNVRES . 2—H—I%
FTPOSAT UMM TINARALED T 7AW RTF LYY —RIZTHEATEET,

o WebH—EREZZDEEETHIUMIEIYLHTAIZIL, WEBEERLET . WebY—E X%
T EE A —F—([FWebfBRETT /A RIZAT AV TEET,

o SSHY—ERZZDEEETHIUMIEIYHTBIZIE, SSHEEIRLETD,
SSHY—EREFRHTBE, T/INA AMSSHY —/\—ELTEMET RS . 11— —ILSSH
DSAT DS TINARIZCAT AV TEET, SSHAY AL, Telnet G 1o KYELRET
ERS

Max concurrent online users 74— JLRC. COEBET7HY UM EATEIRB1L—F—

DERRBEHRELET,

HIRZZRELLEWNGE . TN RIFICOEEBETHI UM ERTIRBI— —DEHIRL

FH A,

DEEETIE. COadmin7HhO U b EERALTFTPERTT N\MRIZAY (VT BREIBLI—H —
iﬂlliﬁlﬂiﬁéhiﬂ'/\/

FTP working directoryZ4—JLRIZ AEETALOMNIEAALET . EETHVUKC
FTPH—EZRNEIV LB TOENTLRIHEEIX. CONTA—FERBATILENHYFET,
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9.

BIEEETALINIZEANT BI=ODRANT S T4 REL T, BRANBIFDT7 1)L/ \R%EFR TS HSystem
Tool > Upgrade > File ManagementR—J(Z7 92 RALET,

ApplyZE2')vILET,

E138 adminZAh kDB

New Administrator X
Username * test (1-55 chars)
Password @ (1-63 chars)

Confirm password

User roles

Administrator X v
Administrator Ty
Permitted access types v/ Consolel) Telnetl? FTPL) WEBL) SSH
Max concurrent online users 3 (1-1024)
FTP working directory (1-255 chars)

Cancel

admin7 AU kDRE

1.

FEH =230 RA2T, System Tool > Admin AccountsZ:EIRLET,
admin7ho kD OperationhS LIZHBEAIt7AAVEI)vILET,

KERESNE=F 4705 Ry X T, Change password 74— JLRIZEFHLLVWART—KEA AL,
Confirm password 74— L CHEEELET .

admin7 AU hD/SRAT—REEB LIz, ZOadmin7AD UM ERT 21— —(E. RE DD
TJAVBIZNRD)—FEBEEETILENHYET,

User roles ) AT #HLLWA—LEZRLET,

o COEEBETHIUMIREDEEFELEIYA TSI, AdministratorzZIRLET,

o ZOEBETHIUNMIRTHERDAHZEEY L THIZIE, OperatorFERLET,

Permitted access typesZ4—JLFT. new access servicesz:ERLET,

o AVY—IHY—ERZIDOEBEETHVUMIEIYHTAICIE. ConsoleZ:ERLET,

Y=Y —EREFEATEE, A—F—([FaV—ILHR—MEETT NS RIZAT (0 TEE
ERS

o Telnetdh—ERZZDEEETHIUMNIEIY KU TAIZIE, TelnetZEIRLET,

TelnetH—ERXZFEARATBE. T/AL AN Telnet—/A\—ELTEELTWVAES . 22— —I%
Telnet?9SAT7 DB T /AL R ZTelnetiE ik TE£E T,

o FTPH—ERZCDEBETHVUNMIBIYHTHIZIE, FTPERIRLET .
FTPH—ERZHERT L, TNAANFTPH—/N—ELTEMELTLWDIEE ., 21— —(F
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FTPOSAT UMM TINARAED T 7AW AT LYY —RIZF O EATEET,
o WebH—ERZZDEBEETHIUMIE|YLTHIZIE, WEBEEIRLET . WebH—E X%{&
B3 5L, —H—I[EWebBHTT /A RIZCAT AU TEET,
o SSHY—ERZZDEBEETHIUMIENY L TBIZIE, SSHEEIRLETD,
SSHY—ERFFHTBE, T/NA AMNSSHY —/\—ELTEMET B15E. 1 —H —IELSSH
DSAT DS TINA R (AT A TEET, SSHAT A&, TelnetAyd 42 kYERET
ERR
6. Max concurrent online users74—JLF T, HILLMEZERELT. COEBETHOUIER
TEHRIBFI—Y—DRRFBELEELET,
FIREZELLEWNMGE . TN RIICOEBETHO VN ERTHRBI—F—DHEHIRL
FH A,
COHRFETIE. COadmin7hHo U ERALTFTPEBETTN\ARIZAS (T 5RELI—H—
HILFIRINELA,
7. FTP working directory 74— JLRIZ ILLMEETALINIZAALET . EEBT AUV
[SFTPH—EZXNE YL TONTWBRBA (X, CONSTA—2EERTILENHYET,

BIHHEETALINZEANTBIODARRNTSITAREL T RINBEFEDIT7AIVINRERTT BTz
System Tool > Upgrade > File ManagementX—JIZ7 9 ALET,

8. ApplyEVUvILET,
139 admin7ho v DR

Edit Administrator X
Username * (1-55 chars)
Change password @ ..., (1-63 chars)

Confirm password

User roles Administrator X v
Administrator ]

Permitted access types Console¥ Telnetl) FTPL) WEBLJ SSH

Max concurrent online users (1-1024)

FTP working directory flash: (1-255 chars)

Cancel

BEEHATHOUHIRT

1. FEH—3>RAL2T, System Tool > Admin AccountsZERLET,
2.  admin7ho 2 kDOperationhS LIZHSDelete7AaALED)vILET
3. TIRSNFATOTRYIXT, Yes&EV)vILET,
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JE—FEHE
JE—FEHOBE

JE—FEBEZFERALT. RV T —VERREFLIETNARAQOUE—FOT AU BEIUVEED/NTA—

REFRELFT,

DE—NEBZFERTLHE. ROFRVEEITTEES,

e Permit ping on interfaces: E=4—h\ping/ Ay b EEETEDLSIZTBICIE. RDEEEE
TLET, pingld. RybT—V#EGEBEEHL. RYMT—VDERFTRAT—HRZTWET H-HD
—T4)T4TY,

e  Permit Telnet login on interfaces:AJ 1> DHFAI1—F —IPHEFEDE=F—%NLTT
NAR[TelnetE R TEAEIITT BICIE, ROEEXEETLET, TelnetlEYE—FAT A1V
FORaLTT , I—H—IEZPCHST /A RIZTelnetiEHEL T, T/NA REFE—FEETEE
ER

e Permit SSH login: T/\A X7V ERZRET BHICIE. COEEZEZETTLTSecure Shell(SSH)
Y—EREAR—TILIZLET, SSHIZR YT =X 2)T4T O T, BESIL LR E
FRALT.SSHIZ X217 H)E—FFP I EREEF 2T THRORYNT—I L TOIT7 A/ LEREE
RETEET, SSHY—N—LLTEMET BT/ 1 RIE RDOSSHY—EREHR—LET,

o Stelnet: Secure Telnet(Stelnet)MEZ (I Telnet R LFEIL TI AY, Stelnetd AHKY
®LTY,

o SFTP: Secure FTP(SFTP)(&, SSHiEfEERAL TEXa 777/ VEREZRELET . T
NARTIE, EFaT7EIT7AIVEBBSLVEEDT-HIZ, YE— b1 —F—MFT/\1RIZAT
A TEET,

o SCP: Secure Copy(SCP)[&. 77/ IVEREICTOAE—T 5 AEFIRHBLET,

e Permit HTTP/HTTPS login on interfaces: 1—H—AHTTPEIZHTTPSZEAL THE
DEZA—RBHTT/NARIZOT AV TERLIIZTBIZIF. CORRIEEITLET, Weba T A
VT HTTPERIXHTTPSZERATEE S, HTTPSASY A UL HTTPOY 12 &Y R 2T,
A—H—[&, HTTPEIXHTTPSZFE AL TPCHALT/NA ADWebEZ4—(ZO5 AL, T/
AADBRELEEE)E—ITITITENTEEY,

e Usethe cloud service:ZMARIEEITLT, 18— YMERTH3ICYSORY—/N—ED
JE—FEBI RIIVEHEILILET  RYNT—OBEEE. 95I9RH—R—ZFNLTT /(1R
) E—FCEBBIUVRTTEET,

E=4— Lt TpingZFa 95

. FTEH—13 AT, System Tool > Remote LoginZ:&RLFET,
2. Ping#7T.E=A—MOPermit pingZ:#RL T, E=2—hping/\ b FEIETES LS
IZLFEY,
3. ApplyEVUvILET,
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B 140 ping—E RDE&E

Remote Login

Online Help

Inler lace Piny
GEO 5
Vlan-interfacel 5

TelnetO g 4> DEKTE

FEH—arRA T, System Tool > Remote LoginZF#iRLET,
Telnet27#9)vILET,

Telnet serviceDIEIZHBHREED)vIL T, Telneth—E REB#IZLET, Telnetb—E
ANONREDIFE . H—ERITEHIZHYET,

4. IPv4 Listening Port74—JLRE7T=[XIPV6 Listening Port 74— JLKIZ, Telnet¥—E RD7R—bk
HESEAALET,

FIRT—OBHEIZIEL T, IPVA)RZ UG R— b B S E=XIPV6URZ U R— B S EAALET,

o A—H—NMIPVARYET—IRHRDT /A R ZTelnetiEi 31568, 1 —F —HERTHKR—
&S (L. IPv4 Listening Port74—ILRTHRELIZAR—FEBLRILTHIVLELHYET,

o A—H—MIPVeRYLT—IKHNDT /A R ZTelnetiEi 31568, 1 —F —IERTHR—
&S (L. IPv6 Listening Port 74— /LR THRELIZAR—FEBLRILTHIVLELHYET,

5. ApplyEoU)voLET,
141 TelnetY—E RADEXE

Remote Login
Telnet

& online Help

Telnet service 1Pv4 Listening Port + 23 (23, 1025-65535, 23 by default) IPV6 Listening Port | 23 (23, 1025-65535, 23 by default)

Apply

Administrator IP Address List m

1P Address 192.168.1.100

IP Address Range

Exclude IP Address

Administrator IP Address ListQAEIZHHEditES)voILET,
RRINE=AR—CT YE—FAGTAVADEZS—DIPVATRLRAZE1DU HIEELET .
o ARMDEBEIPTRLRAEEBIMT BIZIE., IP address74—ILRIZIPPRLREAALET,
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o

EEEIPTRLADEFZBINT SIZ(E. IP address range74—JLKRIZIP address
rangezHEELEY

R 7RL R T FRLRKVENIKTEIBRELHYET , BRlICIEESNTZIPTRLRIE.
BESNEZIPPRLRADEEN THOTENEVEE A
IP7RLREGEEMSIPTRLRAZERIN T BIZ1E, By T HIP7RL A%FExclude IP address”
1—ILRIZAALET,

B En=IPPRLRIE IEESN-IPPRLAGEERN THAILERHYET , Bytsht-IP
FELRIL. TelnetZ A LTTFNARIZF IR TEEH A,

8. T7AALTT &V JYILT HEELLIPYRLA, PRV AR, FIEBRNSIzIPTE
LRZ. GRIOEBEEFEIPTRLRAYANIEMLES,

9. FIE7T~8F#EYRL T, EEEIPFRLAZES(ZEMLET,
10. ApplyZ2UvoLET,
142 EEEIPFRLADEE

Edit Administrator IP Addresses X

IP address

IP address range Start

Exclude TP address @

ﬁ Online Help

IP address [-]

End

Cancel
SSHRJV A2 DEKTE
FEH—23rRA2T, System Tool > Remote LoginZ:&RLET,
SSHAT &0y ILES,

3. RYMIT—HBEH(IZHEUT, 102FLIFERDOSSHY—ERZBIZLET,

o

Stelnet—E XEH$HZF BIZIZL. Stelnet service 41— ILEDREIZHBRALED) YYD
LT, H—ERXDIKEZONIZERELET

SFTPH—E RZEAR—T)IJLIZTFBIZIL. SFTP service 74— ILEDI&EIZH BHREE D) voL
T. H—EXDIKEFONIZERELET,

SCPH—EREAR—T)IJLIZTFBIZIL. SCP service 74— ILEDIEIZH BRI ED)vIL
T, H—ERKEFONIZERELET .
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E143 SSHY—E RADERE

Remote Login

T orniine 11elp

Stelnet service
SFTP service m
SCP semvice

HTTPAS A EHTTPSAY AV DERTE

FEH—arRA T, System Tool > Remote LoginZz#iRLET,
HTTP/HTTPSAT%#0)vILET,

HTTP Service Port74—JLR T, HTTPAY A > DIR—rEBSEAALET HTTPAT A
[X. 10000 kY REVNR— I BEEFERTHIEEEEDLET,

4. HTTPS Service Port74—JLRIZ. HTTPSEY AV HDR—,EEEZAHLET, HTTPSOS
A21Z1%, 10000& Y KREVWVR—IBEEFERATHIEERBEDHLET,

Web Idle timeoutZ4—ILRIZAA LT Y FEEZEAADLET,
ApplyzED)vOLET,
® 144 HTTP/HTTPSH—E XDE&5E

Remote Login

HTTP/HTTPS

Online Help
HTTP Service Port % 80 HTTPS Service Port % 443 Web Idle timeout * 10 (1-999 minute,default:10 minute)
Administrator IP Address List Edit

IP Address

IP Address Range 0.0.0.0-255.255.255.255

Exclude IP Address

Administrator IP Address List®&AAIIZ&HBEditZ9I )y ILET,
LV R—C T, BEEIPFRLAZEMNLEYS,
o BERDEEEIPFZRLAZEMT BIZIL, IP address74—ILRIZIPPRLAZAALET,

o BEEEIPTRLADEFEZEMT HIZIX. IP address range71—ILRIZIPPRL R
DEFEEEELFES,
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10.
11.

BR7RL RIS T FRLRAKYBINEK T BBELRHYET , BRIIIEESNIZIPTRLRIE,
BESNFIPPFLRADEEN THHTEMNELEE A,

FIHILETIER. TNALRIZIPFPRL A& FE1.1.1.1-255. 255. 255. 255 5DWeb 7 It X%
ALET . BEICKLTTFRLREREZHRETEET . IPPRLADEE®R Y, EEE LA WebR
—DIZTORRTEDIEFEZE LTSS,

RRANTSHTFARELT, EBEIPFPRLRAYRAMERELT, A—HF =547 UM T
BVLANEZA—DFHET BRI T—OT AV EEDET,

o IPZRLAREEMSIPTRLAZRN T BIZIE. B9 T BIPFRL A%ZExclude IP address 7+«
—JILRIZAALET,

BN SNIZIPTRLRIE, IEESNIZIPPRLREERNTHILENHYET , 7/ 31 XL, Bt
ENTF=IPFRLADDDWeb7 I RZHALEE A
TAAY T EOUYvOL T BELEIPPRLR, PRLUREE, £EBRNASNFIPTR
LRz, GRIOEEEHIPFFLAYRMIEMLET,
FIE8~9%#EVIRL T, BEEIPTRLAESLITEMLET,
Applyx o) vILET,

145 EEEIPFRLADERE

Edit Administrator [P Addresses X

If no administrator IP address are configured, the device automatically adds a default adminstrator IP address

IP Address 192.168.1.100 IP address range 2

IP Address Range Start

Exclude IP Address @

End

D2V —ERZRBET S

N o o b~ w DR

FEH—arR( T, System Tool > Remote LoginZ#iRLET,

Cloud Service? &7 yILET,

Cloud ServiceZ4—/)LEM50penEERL T, V5 VFH—ERZBMILET,
Server domain nameZ4—JLRIZ, IT5VRY—IR—DRALBEAILET,
SysnameZ4—ILRIZ, TINAADV R T LZHEAALET,
Applyz2)voLET,

R—Y FOQRA—FH#EHTHAMY., Cloudnet7 740 —KLTAVAM—ILLET,
RIZ EBTTTIERE. 959K —N\—(2OJ A4V LT TNNAAD)E—FEIBEA TS
AEITVET,
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146759 K9 —ERDRE

Remote Login

Telnet HTTP/HTTPS Cloud Service

AP Dovmload

Cleud Sarvire & Open Close
Server comain name
Sysnams

Connectinn State lnconnected

Managemant State Unmanaged

BREE

1l

BREEOHME

BHEBREFERALT. TN\IRALDEBRI7MVEEELET . BREEEHERT
BERDERAVERITTEFETY,

==y

View the running configuration: T/Af AOETAV I4F¥ 1L —L 3 ERRLET,
R VIR ITTDIN—2a 0 EEZA—DIPFRLARZIRET AIZIE. FES—Sav AU
5System Tool > Config Management##1RL . View Config#J%&0)vILE T,

Restore the factory defaults: CORR V&, FBEE TIHHBEROT IAILNMIETLET . T
NARIZRA—bT7 YTV T4F 2L —2a0 T7AIDEWNE S, FERF2— 7Y Ta2Tq
FaL—2a IT7MILHBBNTVSEEE. RORZ—NT7 Y THEICT NI RERETED LS

2. ZDRRVEEFTLET,

Save the running configuration: COAR YT, BfTa0 74X 2L — 3 F AL Dnext-
startupa> 74X 2L —a> 774 L (T 54 next-startupa> 74X 2L —2a>T7 (L) IR
#LET, ROFIEEETLET .

RARIE I DFEIEEHDREIRIET T LIZRICEFTLET . ChITKY, ERLIZFHLLERTE
PTNRAZAD) TR SINET,

Restore the configuration from a backup file: ZOA2RX Y&, ETarT7s¥al—av %
NYGTITIT7ANDEDAT4F 2L —avITBERAFET BTV T4F¥al—av(C
RO EFLIFEFELLLGVERENEENTVDIGEIC. CORFRVEERTLET,

Export the running configuration: ZOARYTl&, EfTarI,F¥al—avEzarI74¥alL
—2aVIFAIIITYRR—MLET  FRERTH=OICEITIAVT4F 2L —2aVEN\VITY
TFBICIE. CORIRIVEEFTLET,

TIHHEROTIHILNEEICELET,

1.
2.
3.

FEH =23 RAL2T, System Tool > Config ManagementZ:&iRLET,
Restore Config27 %4y LET,
Reset. &9y ILET,
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K147 THHFROT I74ILMREDETT

Config Management

Restore Config

Online Help

REREIN=FATATRYIAT, YesE D)L TCITIGEHERD T IA LR EEETL. VX
FLEEREMICYT T BIEEFHEELET,
FDE. TNARTEHMICT—FL, THBHEEOTIAIIEEIZRYET,

1A (XL —a EREFELET,

w e

FES— a0 RA2 T, System Tool > Config ManagementZ:&iRLET,
Save Config#7 &9y ILET,
Save Running ConfigurationZ2J)vy- L%,

148 Save ConfigrR—

Config Management

il Save Config

Save Running Configuration
Import Configuration
Export Running Configuration

AW R=U T ROVWT IO DFAEEEAL T, A > Dnext-startupa>FFaL—3> 7

FACETIAVT4FX2L—2a0 EREFLET,

o to the next-startup configuration file: ZDA T3 E&IRT BE, T7MILERINTEL
BYET, BTV T4F¥ 2L —2avIE A= ATAT DI —bTALIMIZHZT7A
JVIZEERESN, COT7MILHA AL Dnext-startupar 74FaL—30T70)LELT
BESNFET,

o tofile: ZDATLavEERTBE, RITaVT4FX1L—aVFRETHII7MIILEEIRL,
ZDITFAINEA D Dnext-startupaAL T4 ¥ aL—2 3V T7/ILELTIRETEET,
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149 EITAVT4F¥ 2L —Lav DREF
Save the running configuration X

® to the next-startup configuration file

to file .cfg (1-216 chars)

|

5 ApplyE9UvILET,
INVITITI7AILHI LR EETT 5

1. FEH—130RAUT, System Tool > Config ManagementZ&iRLET,
2. Save Config#7 &9y LET,

3. Import ConfigurationZ2)voILEY,

4

BLV=R— T, Choose FileZ2)wHI LTV 7y TaArI4Xal— 3 T7/ L EEIRLE
ERR

150 /NI T VT I74 ILDRERIR

Import Configuration X

| 77 1VEER |B.v4 @

. ApplyEo)vILET,
6. TNAREYIT—LET,

T2 T4F¥aL—2aDIHARKR—k

1. FEH—23rRA2T, System Tool > Config ManagementZ:&iRLET,
Save Config#7&9)vILET,

ETA0T14F¥ 2L —30FO0—HILPCIZTHRR—FFBIZ(F. Export Running
Configuration&®41)vIL%Ed,

IO T7DTVvITIL—k
[ZL&HIZ

VI TFTYITIL—FREFRALT. TNNARY I TET VI I L—KL. TINARAEDT7AILEE
BLET, T/INMRYINIITETYT I L—RTBIET, FtaedBMLI=Y . N\TEBELYTEE
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ED
ROFFEEFEALT, TNNARY IO TET VT I L—RTEFET,
e Manual upgrade: T/3f RIZ7vFTO—REN=O—HILIPED 7 ILEFERALT, T/AMRYIhDx
TETYITL—KLET,
e Auto upgrade: 75 IR TSYR I+ —LNSRFDYINIITAA—T74()VEFHA—KLT,
TINARY Iz T7ETVTIL—RLET,
T71ILEE T, ROEEEHHR—ILTVET,

e Upload: T/AARIZT7AINETYTO—RLET 1zEX (L. ipe 77 INETINARIZT7yTO—F
LThB. ZOIT7ANEERALTT AR LDV IO 7ETYT I L—RTEET,

e Delete: EETHWIZAINETNAZAMSHIBRL T, 774 E>THEHAIN TSR —UFEE,

ERBLES,
o Download: T—2D/\YI T VTFIERTDI=HIZ, THRAAMBPCIZT7ALEF 7O—FL
FYo

FINAARY I T7DT7VTITL—K

TNARYILITFTEFETTYTIL—FTH
1. FEHF—S3rv)—hi, System Tool > UpgradeZ:&IRLET,
2. Upgrade#7T. Manual upgrade&%')voLET,

B151 7vFSIL—F

Upgrade File Management

Online Help

Upgrade software

You can automatically or manually upgrade the system software.

Before an autcmatlc upgrade, meke sure the cloud connectlon s In connzacted state. You can vlew the connectlon state from the System Toals > Remote Managzmen: > Cloud
Services page.

Before a manual upgradle, use the release notes o verify the software and harcware compatibility and save he upgrace file ta your termirzl The upgrade file must be an IPE file.
You can get the new version of the software from the | 13C official website

oo

Select Filex4')voL. BRIDIPEZ7AILEEIRLET,
TFTINARIZFHLLW IR 7% I2A—R T BIZ(%. Reboot NowZEIRLET,
OK#%EH)YILET,
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B152 S RTLYINIT T DFE7vTIL—FK

Upgrade system software X

I7IVEER | BR=ATOERA

Reboot now @

TINARY Iz FEBENIZTYTITL—FT S
o HIEFEBERLIUVHARSAY

BE7 YT L—FORIC, 5V EGRNEIKE TH O LEHRLET EHRKEE, System
Tool > Remote Management > Cloud ServicesR—U TR TEET,

o FIE
1. FEHF—L3rv)—hi, System Tool > UpgradeZ:&RLET,

2. Upgrade?7JT. Auto upgradez2)vo LT, BEI7 V7 L—FRADKRHFDY I+ DT IN—
AVEITIVRT YN IA— LTI O—RLET,

153 S RATFLYI Y T 7 OBET7YISTL—K
Information X

Failed to perform a version check. Please connect to the cloud platform

Close

TJ7M4ILDEE

F7ANETYIA—FT B
1. FEHF—S3uy)—hin, System Tool > UpgradeZ:&IRLET,
2. File Management#J%%5)vo L% 9,
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154 27/ ILVEE

File Management

File Management # online velp

flash: -
Total: 257949696 bytes, Used: 191303680 bytes, Free: 66646016 bytes

Advanced search m

O  Name Size(bytes) Time Directory VersionFile Operation
B flash:/ o0000-cmw710-boot-ro728p26.bin 6921216 2011-01-01 0%:53:47 No YES ™
0 flash:/ sooo000-c w7 10-wwd-r6 728 p26.bin 113664 2011-01-01 0%:52:57 No YES W
L flashy/sooooo -cmw710-wifidog-r67 28p26.bin 91136 2011-01-01 0%:52:57 No YES W
[ flashy/ 200000-cmw710-voice-r6728p 26.bin 10240 2011-01-01 09:52:59 No YES W
0 flash:/ s00000-cmw 710-system-r6728p26.bin 82387968 2011-01-01 0%:53:43 No YES T
L flashy ocoooc-cmwT10-security -r6728p26.bin 583680 2011-01-01 08:52:59 No YES Ao
B flashe/x00000¢ -c mw710-data-r6 728p26.bin 4037632 2011-01-01 09%:52:59 No YES ™
B flashy/ soooxx.ipe 94134732 2011-01-01 0%:02:48 No NO W
[ flash:/dpifaudit/predefined 2011-01-06 07:34:43 Yes NO W
O flash:/dpifav 2011-01-06 07:34:43 Yeg NO ™

Page 1 of 7. Total entries on the page: 10. Selected entries: 0. Entries per page: | 10 v

[=]
R
w
v
v
w

3. UploadZ&%voLZET,

4, Select File,&2)voL,. 7y7O—RT 577/ ILEEIRLET,
5  ApplyEVUvILET,

E155 271/ ILOF7vFA—F

Upload X

ITFAIILZER BREATHEEA

FZ7MIVEHIBRT S
[ E N Y X

TINARATHEAINTNDA A= T 7 ILIFHEIBRLEWN TS, F7MIIVEHIBR T &, T/AARAMIE
BICEMELGBYET,

FIE

1. FEH—I3v1)—hi, System Tool > UpgradeZBiIRLET,

2. File System#7%#451)v9LET,

3. HIRIBI7MILEHA)EERLET,

4. Deletex7)vILET,

137



156 774 L DHIER

Confirm X
If no administrator IP address are configured, the device automatically adds a

default adminstrator [P address.

One or more selected files are startup software image files. Startup
software image files cannot be deleted.

FZ7ALDFoo0—FK
1. FEH—>3v1)—hi, System Tool > UpgradeZBIRLET,
2. File System#27%5)vyoLET,
3. HorO—FT5I7MILERAERIRLES,
4. DownloadZ%)vIL. FooA—REDNREZIRLET,

FA1t I RAEE
FJAERAEE[ZDL\T

TFTINARTIAEVAR—ADHEEEFRTDIZIE. S/ RAF—FBAL,. TNEFERALTTZ V74
R—=2aVI7ANEEBRL, TOTAR—23VT7ANET INARIZAV A= LT IRERHYET,
SAEUANDELGMEEE R T BIZIE. Licenses and features#7 &2 voLET,

1l

=
FHITARN—230T74)IE, TFINAZADWebE=ZR—TIES A2 R T7AILELEIENET,

SA O RAEEDHIBEIEEAAFTA

TNARTIA U REEBLTWAMIE, D 1 —F—DF/ U REBARIEETL TGN E
ZHERRLTIZELY,

AV ADNDELGHEEERTT D

1. FEH—230RAUT, System Tool > License ManagementZ:&iRL %3,
. Licenses and features#7%42vo L%,
3. TAEVAR—RDOBHEE. FAEVRART R BLUVFI1EV R4 TERRLET,
o Feature name: ERTARICTA LV ANBELGEEEZRTLET,
o Licensed or Not: ##EEDT1 o RAKEEZRRLET,
- N SAEVRENTWWVEH A,
- Y MV REH
o Status: AtV ADIEFEERTLET,
- Formal: EALT=2M4t€2 R, CORKREIX. BNEZERXRTA U ANSA U RR—LENT
WBHIEERLET,
- Tria: BAZMtEU R, COKRERF., BREHBESA LV ABAIVRA—LENTINS I EZE
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RLEY,

- Pre-licensed: FLAVRA—ILENF=54 R, COREF. BHLETLAVAR—ILE
NE=SAEVANRAVAR—ILENTWNSZ EERLET,

BEEIZS AV RADBERINTLVEWMES . ZOTA—ILRIZIENA TV (DR REINET, #
BEEFEATBIZIE. BHESAEVREA VRN —ILTERENHYET,

B157 5S4t R EHEE
License Management

License configuration ‘Obtain DID Licenses and features Compress

B online Help

ACG
APMGR Trial
1PS

SSLVPN
UFLT
WEB-CACHE

pkg_data

pkg_security

z z =z z =z z =z | =< =z =
8

pkg_voice

Page 1 of 1. Total entries on the page: 9. Selected entries: 0. Entries per page: | 10 v -

FSAEORAN—CFEHET D

CDRARIIZDNT
SAEVRAN—CEEHBLT, PRUINDSA o RIEREHIBRLET . COREICKY. FILLS A+
VREAVAR—ILT B=H DT RIEAN—DBEE AN EREINET,

HIRBESLUAIFSIY
BHHRBUINIZZA VAN T NARICHFET HI5E. EMEIEEICK>TDDNEERESNET, £

HBEETI AR, GULDIDIZEFINTNBTRTODTA BV ANA UV R—ILENTWNDIEEHE
BLTLEEW, BEERIE. COEIHTA U REA VAL TERLIGYET,

FIRr
FEZ—230RAL2 T, System Tool > License ManagementZiZRLET,
Compress#7&9)vILET,

A SN TS T ITAR—2a  I7MILDBRYDEN . AV A= ILENDT I T14R—>327
FAILDEEYEDLZVMGEE X, BALV=R—TCompressE# )y I TEET,

RSNz TOTAR—2a v I7MILDRY D=4 SN=T IT4 =23 771 LD EFHH
AVARM=IENF=TITAR—230T71ILDE

4. Apply Z0VvILET,
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B158 StV AR —S DEHE

License Management

Compress

Online Help

Total number of allowed license files 128

Number of installed license files 1

TOTAN—23VI7AIVEERT B

HIRFRELUVHIRS1
B TRONIYHEIBRESNFYLEBWESIZ, TOTAR—2a0 D7/ VEBLITRELTNYI7YTL
T TV ADKBERTH=OIZ. TITARN—2aVT7M VDA PABTELBLGL TS
A

H3CSA o REE TSy I+ —ALIZIELLMEREF A AL TETITAR—2 30 T7 A ILERB TELLY
BE& & H3CHR—MIEKL TS,

AR EM
VINITT AU REABEBAL T, SV RF—EMBLET .

FE
FEH -3 RALUT, System Tool > License ManagementZ:&iRL %3,
Obtain DID#T#49)vILET,

FTINAADSNEDIDERELET,

H3C License Management Platform(CR4 4> LET,
https://new-licensing.h3c.com/website/anonymous/navindex/en-US/activate/input-
licenseZERALT. 7OTAR—2a 07V ERBLET . TOTAR—230I71ILDE
RO FEEHIZDULVTIE, Th3c Switches and Routers Licensing GuidelZ#Z L TE&LY,

® 159 DIDDOERE

A w DR

License Management

Obtain DID [

Online Help

Device SN 219801A1S0A12C000008
DID 4g6i-96/F-Xydr-T#XH-Q%3C-W5#F-$+88-7QS9

FAEVREAVAN—=ILT B

1. FEH—13>RAL2T, System Tool > License ManagementZ:ERLET,
2. License configuration®7 T, AddZ2)vILET,

140



160514t REE

License Management

License configuration

Online Help
Advanced search m
Feature name Product description Type Status Installation time Validity period
APMGR Enhanced Access Controller License,12... Trial (days restricted) In use 2011-01-01 20:31:16 58days left
Page 1 of 1. Total entries on the page: 1. Selected entries: 0. Entries per page: = 10 v 5 %

3. RBRERINEFATATRYIRAT, TOTAR—30 774 IVEERL, ApplyED)vILET,
B161 SAtEVRADAVARM—IL

Install License X

Online Help

Select a license file IPLVEER | BREATVEEA

£y )
)T —rDBE

TINARETEZBI, FBERT D a—)LLE=RRIIC) T - 32 ROFRIERTLET

ST <CHEY

FIRBESSUVHIFS1Y
TNARZBREBTHE Y—EXADNFEENES, COBREIFERLTETLTIZEL,
FIIE
FEH—2 30 _R( T, System Tool > RebootZ#REIRLFET
Reboot now4#7 T, Reboot Device#o)v LET,
RRSNFZZATATRYIRAT, ROVT DDA T avEE&RLET
o  Saverunning configuration before the reboot

o  Forcereboot the device immediately without performing any software check
4.  ApplyEIUvILET,
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®162 T/3L ADBIE)

Reboot

Reboot now

Reboot

Perform this operation with caution. A device reboot might cause a service outage.

Reboot Device

AR a—)LSnt-BitE)

1. FEH—13 AT, System Tool > RebootZ:&IRLET,

2. Scheduled reboot#7%5)voLET,

3. Scheduled rebootZ4—)LK T, EnableZ:#IRLET,

4. Reboot atZ4—/LRT. BEDTN\A AOBEBBEEEELET,

5 SubmitZ9UvILET, TNARIERT D a— LS -BRIZBEHLET,
®163 VT —rDRTTa—)y

Reboot

Scheduled reboot

Scheduled reboot enables the device to reboot at the scheduled time every week. Before a scheduled reboot, the device automatically saves the
running configuration. If the device fails to save the running configuration, it skips the reboot operation. Make sure the device has enough storage
space to save the running configuration.

Scheduled reboot ® Enablec) Disable
Reboot at *
Sun | Mon Tue Wed Thu Fri Sat

00 : 00

AT LAY
AT LA DBE

e, TNNARIEVRATLOTZAERL, BEENRTELI-RTE. TNAADREDEE, BLUT
NAREDEERARIETDRLET, DATLOTZRDNT, TNNALRD/INTA—TURFERL.
RYNT—DREEENS T IV a—T4 T TEET,
DRTLATEQTH—N—ZEELT—REETHILEDL, WebR—D TRV IUMN ) —2EER T
TBHIELTEET,
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O 1F. RUFT LS. EEEDSVIEIZO~TDS DD EEELANLIZHEHEEINET,

£1AJLR)L
EEXEDE LAJL e
0 e DRATLIFERATEE A, 1EZIE VAT LR OHRIMTIN TUE
RGN ?—o
1 s EZS—LEDMS TV IR LREBAIGELE, ICITHNT HBE
=" AHYFET
5 BT hIL DUTAHIVIEAREE T2 E TNAADBEN LREZRB A TNS. BIR
ED2—INEELTND, T7U LA DEELTLDHETT,
3 I5— I5—IKRE, FER I VI DIREASELLIHELE,
4 - EERRE, EAE BE=2—DUEENTY  AEY)Y—RDMENRT-
=" SINfFYLEY,
5 IS ERETHAINEKRGRE, 2EAF WMRAT /NS R AT ALY, T
INA RN T—RLEZYLET,
6 154 B AYE—, f2ER L, TR Opingi@ENERITSNET,
7 Ty TINWG Ayt—,

SARTLATEAT Y —N—ITEET S

RS
TNAREQTH—N—PHEIZE|ZFETEHILEMHRLET,
FIE
FEH#—arRA T, System Tool > System LogZ&IRLFET,

2. System Log#7J T, System LogZ:&RL. OF H—N\—DIP7RLRAE:(FRAMEZAALE
ED

3. ApplyEVIUvILET,

H164 Y ATLAYT OOYTH—iIN\—~DEE

@ Send to alog server x 127.0.0.1 (IP address or host name ) ﬁ Online Help

WebR—IOTURT LAY ERTT S

FEH =3 RA2T, System Tool > System LogZ:&RLET,

System Log4#7 Tl&, BT TUM)—A K. LALELUBRBABIRECDITYRNENET . 15
REHBEZEETIE.BEDNOOTIVN) —ERRTEET,

3. Export®2')yo LT . B A2 LzPCICAY TR ) =59 RR—LET,
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System Log

@ Send toalog server s 127.0.01 (IP address or host name ) & oniine Help

o (e |G
me

2011-01-01 03:29:. @ Notification -Eventindex=2-CommandSource=snmp-ConfigSource=startup-ConfigDestination=running; Configuration changed.

2011-01-01 03:23: @ Informational User (admin, 192.168.200.28, session ID ) performed an edit-config operation: message ID=, operation result=Failed, XPat...

2011-01-01 03:22:. @ Notification admin logged out from 192.168.100.27.

2011-01-01 03:22:. @ Informational user admin from 192.168.100.27, session id 2, idle timed out.

2011-01-01 03:19:. @ Notification -Eventindex=1-CommandSource=snmp-ConfigSource=startup-ConfigDestination=running; Configuration changed.

2011-01-01 03:15:: @ Notification admin logged in from 192.168.100.27.

2011-01-01 03:02:: @ Notification admin logged in from 192.168.100.27.

2011-01-01 03:00:( @ Notification admin logged out from 192.168.100.27.

2011-01-01 03:00:( ® Informational user admin from 192.168.100.27, session id 2, idle timed out.

2011-01-01 02:53:: @ Notification admin A\ 192.168.200.28 Z5Ak1.

Page 1 of 3. Total entries on the page: 10. Selected entries: 0. Entries per page: | 10 v 2 |3 | s | s

SmartMC
R —F

SmartMC®O#34r

Smart Management Center(SmantMC)(&, 2YrT—I Ty ICHELIz RN T —IT NI RE—TT
MICEEESLVHRELET, SmatMCHRYRIT —I T 1DDT/NAANAT A —ELTHEREL . A
UN—ELTHEET DRYDTNAREBTELET,

COR—=U T, THNARA—)VEAT A —TERETEE Y, v ¥ —%EE L&, Intelligent
Management. Intelligent O&M# KU Visibility DER—IZF7 VAL, TRHDR—I([CHES
NTWDEEEEFERALTAVN—ZF—RICEETEET . AV 2% ET HL. Configure
WizardR—UIZF7 VR TELEIRYET,

AN—F, SmartMCHry T —JICBBIZSINTEET . AV N\—ZFEHTEMT BHIIF.
Visibility > TopologyR—IIZF7IEAL, AddE DV VILET AV N—TNAADHE.
Configuration Wizard R— | Intelligent Management > RolesR—< | & UIntelligent
Management > Disable SmartMCR—2IZ7 VA TEET , T/AMRAA—ILEA/N—HDHITY
F—IZHYE Z BIZ(&. Configuration Wizard R—> Ff=[&Intelligent Management > Roles R—
DI OEALET,

FREBEESEVHARSIY
SmartMCR Ry, —IZ[Fa<w o5 —A LALLM WLER A

A S —ASSmanMCHw k7 —5(= EBMISSMT BI=(E, BHIITF—ERELTHD, [AHER
ERTITA N\ — 2B T DRENHYET,

FIE
1. FEHF—13>RAUT, Configuration WizardZ2#RLET
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5.

7.

Management IP address#2 7% vILET,

Configure management IP addressf8iE T. 7/\1 AVLANE=2—1DIP7RLRAZE AN
LFET,

VLANEZA—1DIPFPRLAEEHAT &, SmatMCHR YT —SMVLAN 1IZERENET,
VLANEZA—1DIP7RLAMNRESNTWSIGEEIL, ZOTRLRAZEBIPFFLRAELTEE
FRTEES,

Mask length%8E T, EEBIP7RLADIRAIVRERELET .
X166 HEEIP7RFLADRE

B3 englih sdmin Q ﬂl

Configuration Wizard

Corfigure management IP address | 172.16.10.1

Mask length 23 (131

Next.z2')voLFET,
Outgoing interface2 T MEREINET,

T INA ZEVLAN 1(SmartMCRy T —O M BFEE T HIGAN DR YT —015 AV MINE
BT NAREFERALTAYN—DWebE=F—IZEET IR T HLIETEFH A CORE
23t BIZIE. TS RIERT 5V —E=F—FHIEET=2—LLTHREL. Visibility
> TypologyR—IIZFUEALT, MRAD—T YT TAUN—FERL. ZD A /\—DLog in
to Web Interfacez /1) vIL%ET,

Outgoing interfacefBifi T, T/\A RIZEM T HE=F—RET=F—LLTHEELFET,
F167 REE=—F2—DH/TE

Configuration Wizard

Outgoing interface  GigabitEthemst0/)

192468.200.14/wom/winetiind 200019620567k 05cDed(Tc6ic5 kf..

Next& 2w LET,
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Management userR—UNRREINFET,

EE1—H—Fa7 o —0O—NIL1—H—TT  fEESN-1—F—DEFEELLGNEE. VX
TALlZaA—Y—%2a—hLa—44—ELTERLET .

UsernamefBigi(c. A—A)IL1—H—EFANLET,

PasswordfBigIZ. A—h)LA—5—BJ 1> DNRT—FEANLET,

X168 BHE1—Y—DIER

Configuration Wizard

Userrame » (155 zhars)

Password # (1-63 zhars)

10. Next#4)vHILZET,
CommitR—UNRRSNFET,
11, SFREMNELWZEEHEEL. Certaingy)wILET,

X169 &EDET

Management P address :  172.16.10.1

Mask leng:h & 93
Outgoing inte-face s GigabitEtheme:0/C

Username

gpus)

AT)O TN ETE

TINARADFEENIDERTE
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TNARAO—)LREDBE
TNAROA—)LEARVA —FFAVN—ITYYB R BIZIE ROEEERTLETS,

FIRBESIVHIRFS1Y
TINARDERS-AVT4F 2L —23VT7AIEF D O—RLENLIITT BIZE, T/A/RO—)L
EOAVA—DBAVN—ITYYBEZ KT, TOIATAE =DV I 7T T4¥aL—230T7
A IVEFTPH—/—MSHIBRLET,

FIE

FEH—2arRAU T, Intelligent ManagementZ:&RLET,

Roles#7&01)vIL%ET,

Specify device rolef&1 T, CommanderZf=l&Member£#iRLE T,

Certainzy )y L%ET,

E170 T/ RADRBIDIRE

E N

AL

Intelligent Management

Auto topology coliectionl] FTP server  MOutgoing interface liAuto fink aggregation i Disable SmartMc

Specify device role Member ® Commander

FEEE=FI—DHRE

RIEE-SF—HEDHE

REE=S—IF. oA —LEDLANV—B3/—FRYINEZA—TT, T/NARADBAL/N\—DWebE=
A—ICEET I ERTH-OIZFERASNET,

K171IZRT &SI, RRMEIEZZ—ZFZNLTAIUF—ITEHKL. RYT =0T AR
192.168.56.0/24 T3, SmartMCRyhJ— (&, FYrT =015 A 1192.168.2.0/24|1FET 5
VLAN 1IZHYET, COHEE.  RAMIOIU T —DWebEZA—IZT VLR TEET A, A/\—D
WebEZA—([ZIXT VR TEEE A,

ORI LT BHIZE. SmantMCHR YR T —I DRIEET=F—ELTE=S—ERELET . REE.
AVIN—DWebEZZ—IZT7IVERTHIZE. I —DEZL—ITFT VAL, Visibility >
TypologyZ:&iRL . BRIy TTAU/N—%ERL T, Log in to Web interfacex 7y oLET,
DIFE., ARE —F A /N—KL X% Outgoing_IP_address:Port_numberfs X D#FHLWVFRL RIZS
S— L HLWTZRLREZFERLTAVN—DWebEZA—IZ7 I ERATEET,
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171 RYSD—HF AT TS5 L

192.168.56.2/24

Interface
192 168 56.1/24

152.165.2.1/24

Wian-interface 1 lan-interface 1

s, 192.168.2.2/24 192 168232445
= T =<
Member 1 Member 2

FIRBESEIVHARSIY
SmartMCAytJ—4I1dVLAN 1IZFF#EL. SmatMCRyhD—oDHEE=42—&ELTVLAN-interface

1ZBRETEFER A
FIE
1. FEH—I3 AU T, Intelligent Management#RiRLET,
2. Outgoing interface27 %491 vILET,
3. EZA—ERET=A—LELTHEET DI VA LEZZ—DOperationAZ LIZH AT A3
AxsyvsLET.
4, E-A—EBIBRTBIZIE. YR SEZSA—DOperation S LIZHZ T AL ELY o LET,

172 REE=F—DKE

W

Intelligent Management

The egress interface is used to communicate between the SmartMC network and the external network.

Fr— Page 1 of 1. Total entries on the page: 4, selected entries: 0. Entries per page: 10+ .
Management Interface Outgoing interface Operation
GigabitEthernet0/0 No X
@ GigabitEtherneto/1 No X
GigabitEthernet0/2 No oX
Vlan-interface10 No BX
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AT FO&M

—

T 7\

NARADTYTTL—F

TN RTYTTL—FDOBE

AT =B RE—RTPYTY IR I T EAN—DAV T 2L — 30 TF7AIVET YT L—KT 5
I2IE. ROEEFEITLET,

AVIN—DFTPY—/I—DST YT L—RI7M I ESL O O—RLTWSEE(Z, Ao vO—FE+xy
>+2)L 9 BIZIL, Cancel DownloadingZ7)yoLEY,

TYvFTTL—RDEITHIZT YT I L—FERYETIZIL. Cancel Upgrade®9)vILET,

HIRFRELUHIES1Y

TYFTL—R DRI, FTPH—/I—MRESN TSI EERERLET, Intelligent Management >
FTP serverR—J[Z7HIHAL T, REXHBHRTEET,

TYvTILU—KDRIZ, PYT I L—RI7AILDFTPH —/NN—I R ESN TR EEHERLET . 7Y
GJUL—Rda, AVN—FFTPH—N—HhST7( LEBEMIZA Y A—RLET,

FvFTITLU—RI27MIVERETS

1. FEHF—I3 RAUT, Intelligent O&MZEEIRLET

2.  Upgrade device#7%9)vILET,

3. TYTTL—RI7AINEHRTETBICIE. YRS T /NA AD Operationh5 LIZHET AV
EovsLES,

4, RIERINER—UT, 7YvITTL—RI7MIIDIEFEEERELET .
o IPEZ7AINEERLI=HEX. IPED7AILEEAALET,
o BINZZAIWEERLIIGE X, T—r o —SDRERAT LN —D%FATLET,
o BEITANEERLIGEX. REI7TMINVBEANLETS,

5. TYITL—RIBIRTOTINARDTYTIL—RI7MIVERET BIZIE, BIDOFIEEREYIRL
EX R

TIARDTYTITL—F

1. FEH—23arRAUT, Intelligent O&MZEZEIRLET,

Upgrade device27&#5vILET,
DARDSTYTTL—R BT NAREERLET

UpgradeZ2')vILEY,

RERSNFR=U T, 7YTIL—RT 24T ONET VT T L—FBRERELET,
o TYITUL—FDEBEZERTLHHEEL BEEFMEEZEELET.

o ARTVa—IENRATVITL—FERIRT S EERIRLIIB A, 7y T T L—FEEZI
EHEELFEYT.

6. CertainZz2)yoLEd,

o > N

VP AVENOE=OVE )

1. FEHF—3 RAUT, Intelligent O&MZEEIRLET
2. Upgrade device#J#9)vILET,
3. TYITL—FEXvouILTET/NAREERLETS,
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4. Cancel upgrade&9)voL%ET,
VLANZ TR TY T TEA

DURTYTTOVLANEADEE
ROBEEF-FTAN—LDFTRTOR—IEIEELIVLANIZE|Y M TAIZ(X, ROEEZEITL
9,
o  R—MIZMDAUN—F = (FavoF—IZEHEINTULER A
o  KR—KIT7HERR—FTT,

HBREESLVHIES1>
o ATTAUAUN—ITEESN TN DT I EAK— L, SRS VLANISHIY S TR EMTES
A

o  1DUEDTIERR—FEVLANIZEIYETEHIENTELMES . AV /N—DVLANER [T KK
LET . VLANDERITKELIZIHE . 7 ERR—FDVLANAYN— v T E, VLANDMER SR
HEIDKEICETINET,
o FUN—DVLANDERIZKELTY, thD A /N—DVIANERIZFHZELEE A,
FIE
FEHF =23 RAUT, Intelligent O&MZEEIRLET
Deploy VLAN in one step27%9')voLET,
Please select operation objectT!)7 T, Members&f=[ESmartMC5 IL—F&&#IRLFE T,
BEIT AU /N—F I [ESmartMCH IL—T % A h5:EIRL . Deploy VLAN in one step
E0VILET,
RALV=R— T VLAN IDEAALET,
Certainz /)y LEY,
REERERTRT BICIL, View deployment resultZ91)vILET,

AT MNER—NE R
ATV TP R—FDOE

COBEEIZKY, AT (L BEINT=N\YFI7FAMILADRELTEEL, APET=ILIP PhonehA+
eI —=DIZT7 R T BHR—MNBRTEET,

N

o o

FREFEESLVHARSIY
o HREIS—FEBITBIZIX. N\YFIFAILADTARATOAIVRNEZA—E 1 —TETTESHZ
LEERLET

o N\YFIFAIIZIE. RARBLIOXFEEDHDHEMNTEET,

o NYFIFAINERTETHEEL, T7AILEBNELLNI EFHERLTESL, Thik, 7714V 4
AELLWDESIHIEL AT LNRIELEWN =TT, I\YFI7AIILEIRELI- &I, T71ILEHI
BRLIZY. 7ML D EARIEERLAENTESLY,

o EBRTEDERAENIC. VATLALIFR—IEEEZT IAIIREICETLET .
e APFET=IXIP Phone N R—EMSUIEI SN TEH, R—FDREFEFINEHA,
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R—FIDDEETE

w

N o g s

FEH =230 RAUT, Intelligent O&MEERLFET
Intelligent port identification®27%&5) v LET,

Createx ')y L. R—bD/INYFBBI7AIVEERLET . FERLER. T7/ILURMA B EIHY
(ST adhES . NUFIFAINT TIZEFETHIEEE. ROFIRICEEEAES

JARDS/INYFI7AIVERIRLET,

Set port identificationZ%')voL%ET,

Accessing deviceTL)7 T, APET=IXIP phoneZ:&RLET,
Certainz/J)vyLEY,

®173 R—FIDDEEE

Set port identification

New file autonet_topo.dba
Current file

Accessing device = @ AP O IP phone

R—K DD EIfG

o 0N PRE

FEHF—arRAU T, Intelligent O&MZEIRLET .

Intelligent port identification# %2y L% T,

Remove port identificationZ4') o LEY,

RREINF=R—TUDAccessing devicefBigi T, APE=IZIP phoneZERLET,
Certainz /)y LEY,

174 R—MDDHIER

Remove port identification

Accessing device « @® AP O IP phone
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BREAAT—FADRT

P NP

FEH—2 30 RALUT, Intelligent O&RMZEEIRLET
Intelligent port identification®27%&42) v LET,

View deployment status&2')voLET,
BLV=R—U D Deployment method$818 T, Manual deploymentEf=IdAuto deployment%
ERLEY,

Auto deployment%EiRL1=15B A d. Accessing device TAPZE=(ZIP phoneZERLE T,

E175 R—FEREREBDRT

View deployment status

Deployment method * @ Manual deployment O Auto deployment

Page 0 of 0. Total entries on the page: 0, selected entries: 0. Entries per page: 10+

D Device na  Start time End time Status Operation

BEDOHAT /NN RERMT D

BEDHST /NI ADRZBOBE
BB RBFEEFHRBEFERALT. BEEDHHAN—ERMTEEY,

FHIRBEETTBICIE FLOWAUN—LBEEDH DAV N—DTNAREIATHELCTH D0
ENHYET,

BEERERTTICE. ROEGFEBH -TLELNHYVET,

o TINARBATIE . FHILWAUN—LEBEBEDH DAV /IN—TRILTT,

o LLDPIE#RIE. HILWLWAVN—EBEDH DAV /N—THELTT,

o FLLAUNA—ITH L TERBINZLLDPIERIL., 1FRLIAIZ3EEHLTCRILTY .

AV —(F  BEDHDIAVN—DERIT7AIVEFTPH—N\—N5E 00 —KR 3 B5K5(THLLA
UN—IZHRRLET B I7AIILEET o O—RLEz# . FILWAVN—ZERI7MIILEETLTE
BEETLET,

HIRBEESLUHIRS1Y

IDUEDTNRARICEENHSEHEE . AV E—FEBRIBERTTEY . FHXBABEIC
BYES,

HLWAVN—DRAZYIRAT )y EEIEETBIZIE ARV T INARER T BHEE2, FHLL
AVIN—EEZEDHDAVN—DRIVIEREEIEERENRCL THIEFERELET,
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[BEEDHLHT N\AAZBBIRILT S

FEH—2 30 RALUT, Intelligent O&RMZEEIRLET

Replace faulty device27 &5y ILET,

Enable auto replacement&4')voLET,

BEEDH DA N—DA VA= ILENTWHRIZH LAV N—FZ LV RAM—)LL, T/ A
AERELET,

E176 BEDHHA0/\—DEEIEHR

R

Intelligent Operation and Maintenance

Page 0 of 0. Total entries on the page: 0, selected entries: 0. Entries per page: 10v

Faulty device ID  Faulty device MAC New device ID  New device MAC Replacement  Status Start time End time

[EEDHDAVN—EFHYTRRT S

FEHF—arRAU T, Intelligent O&MZEIRLET .
Replace faulty device27 %9y ILET,

BEDHBAVN—BAVA—IILENTWN=FBRRIZH LW AV N—E AV R—)LL, TN
AEEELET,

FEHF =3 RAT, Visibility#92)voLET,

Typology# 7%y LET,

Manual replacementZ&5)voLET,

RAWNR—UT TNARETIL. BEDOHDIT /AR, BLUFHLWT /NI REEELET .
Certainz /)y LEY,

w

© N o g &
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177 BEEDOHBAVN—DFETHILH

Manual Replacement X
Device model v
Faulty device = v
Replacement device » v

QK
BRERYE

HBEREFOHRE

SmartMCO Ryt —ohRAC—IEBBMICHEINE T, TRXTODT /NS RANRYET—I125 0
Lz, EEBEIIWebEZA—MSMRAD—FRRL, AVN—TNARTAAVERSYI LTHES
REL, ABEINFMROD—2O0—A)LPCIZRETEET, RV T —IDWEBEINSET. RLPC
NoDFDHEDOAT AU, RESAMROD—RRRTINET,

v
T

SN s —aRLET
ST A R EBCEEL TN B EERLES .
-
-QI~7|-i’|:|~‘)—0)1%7ﬂ£(:*‘yl~'7—’7(:5571113111‘:;“// —ERLET.
N KOS — DR BEIC A A A TS AR e ERLE T,

.®Ii\ SmartMCHRyrI—IHNDAPERLET,

HIRFESLUHIRS1Y
o  FBETYTRBREDIZVFICREEIN, TSV EERELTHRESN-BEIENLYZE
HA,

o FERIFREFLIZ. SMaAtMCORYRT—IODNEBINIIFGE . fzEZ E, —EBD A N—HNE
MEIFHIBRSNIIGE  DATLIEEBMICHLWVERZHBELET . RESNIERETED
[SHEYFEE A,
FIE
1. FEHZF—2arRAUT, Visibility&22)vILET,
Typology#7%9)vILEY,
3. Collect typologyZ2)woLET , VAT LI, SmatMCHRYRT—IADTINA R, A 75—,
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BEUR—MERZIELES

4. Manual refreshz2')vILET, VAT LK RAN—BLUT /NS RIFRICEDNT, IRE
DNFERTYTEBHLET,

AUN—AAVERSYS LT, SmantMCHRy I —- DEREHFEILLE T,
Save typology #91)vIL%ET,
E178 FENI-KHERRDEL

e A
Visibility
Topology ce fist
K g Commander  Member
New membe: Offli
@ <
rate <50%
rate 50%-75%
rate >75%
View port rate indicated by connection color  Inbound v Double-click the device icon to view details. Q Q
Blocked link
Auto topology refresh interval None > Manual refresh  Collect topology Save topology Initialize topology Manual replacement  Adddevke =~ TTTTTeTSTeSsssssss
[e] -~
MRES—DO#EE
MRES— DAL DBE
SMantMCRyrT—IRDF T4 TINARZHBIBRL. TDAVN—KEEETT DI ROEXE
ETLFET,
FIE

FEHF =23 RAT, Visibility#92)voLET,
Typology#7%&9)voLET,

Initialize typology&%')v L%,

E179 MRES—DO#MHE

@

Initialized topology successfully.
Topology will be refreshed after five
seconds
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BRZEFHTER

EENARBELE-TNNAIRAOBREZROBE
BEDHDAVN—DYPEMICKBINE-#. CO2RIEETLTHEROZBREN) H—LET . HL
WAVUN—[X, BEDHEZAVN—DERI7AIVEFTPY—IN—0D A HoO0—KRL, 77/ IILEELT
LTXBETETLET,
HFIREEBESEIUVHIRSIY
o TMADHLWAUN—LREEZEDH DA N—DTNARETILEIRFAV/ANA—IDARELTH
HILEHERLET,

o HIELIEIMERMY HHTIC, BMELIEM DERYA TN TOIGRTIZHTLUOVERAZ Y
(F. I RTOT—TNEHLVEBMITERELES

FIE

1. FEHF—I3 RALUT, VisibilityZ2)vILET,
2.  Typology#7%5voLET,
3. Manual replacementz9)vyoLEd,
4., BWR—TUT . TNARETIL.BEDOHDIT/NAR, BIUFHLWT NI REEBELET,
5. Certain&®2)yoLFET,
E180 FHI-KZERDEHR
Manual Replacement X

Device model v

Faulty device » v

Replacement device » v

TINAREEBMYT 5

TNAREMOHE

SMantMCHR YR T =T NA REFETEMT BITIE. ROERYVEETLET , Add DevicerR 2>
DA LBIZ. BMIZERATERLWT AL ROBNRTINET,
FHIRBESLIUAIRSIY
SMartMCHy kI —JIZTI\A REFEITEMT BR1IZ. T RO FEEIT TS,
e HTTPEKLUHTTPSY—ERZEAR—TILIZLET,
e Tehneth—ERZEAR—TILIZLET,
e  HTTPIZE DLV TNETCONF over SOAPE A R—TJILIZLET,
e LLDP#EEZS O—/NILIZAR—TILIZLET,

156



o NART—FKHadmin, H—ERXEALTHTelnet, HTTP. BLUHTTPS. RBACA—JLA
network-adminThd0—H/)L1—HF—adminZH/ELET .

e VTYEIZEIRIIAKschemeZisELET .
o SNMPV2cEHR—FFBEIITTNAREREL, HAHADRYERZRERICSNMPIZ2 =T 9
ZpublicxEELE T,
FE
FEHF—arRAU T, VisibilityZ:&RLET,
Typology#7%49)voLET,
Add devES1)vILET,
FAWR—UTIPPRLAR A—H—&  BLU/RRT—REHEELET,
CertainZz4JvIL%ET,
E181 T/AA R DB

o b w b E

Add Device X

IP address x -

Username = (1-55 chars)

Password » (1-63 chars)

AN—BEE D RE

R—FDERK
1. FEZF—23vARAUT, Visibility&@:&RLET,
2.  Typology#7%49)vHoLET,
3. A—TINTNARDTAAVEI)VILET,
4. TNAARAUT, EZH—EERLET,
5. Configure ports#2)voLET,
6. RRSNFR—DT, N\YFREIT7MNEERLET,
7. Certainz )y LET, I7MILADEEN ., MG T HE=F—ITRITINFET,
8. FTE&#—I3 RAUT.Intelligent O&MZEZRIRLET
9. Intelligent port identification27%&42)voLEY,
10. View deployment statusz2) v LT, E=F8—DAT—RRAERERLET,

TINAADBAEERTS
1. FEHZF—arRAT, VisibilityZ:E&IRLET .
2.  Typology#7%9vILET,

157



B—TINTINARDT AAVED)VILET
Rename device#2JvILET,
AWER—IUT, THIREEAALET,
Certainz 4y JvILEY,

WebE®E=4—IZAT (2T 5

WebEZA—OJT A1V DOHME
AUN—DEBWebE=A—I2O5 12T BIIE. RDEIRIEEFTLET,

o 0o &~ w

FIE

FEZ =23 RAT, VisibilityZ:&IRLET
Typology#7%&491)vILET,
B—ITYRNAN—DT AT )V ILET,

Log in to Web interface® ) v L%,

FAWNZR—C T AVN—DA—HF—BENRRT—REANLET,
182 WebE=2—~DAJ 1>

o~ wnh e

H3C

MSR830

Remember my username Login

TINARZBEEHT S

TNARYT—FOHE
AUN—ZBEFT BT ROERVERFTLES Y R— SN TWSBEBAEXIIRDESYTY:
o REZRFLTHBEHLTY,
o EFIMICHEBLEY.
o TIHHFEROT IHIMEETHEHLET.
HIRBEESLUHIRS1Y
Y—EZADFEZEETHHIC FELTT NA REHREL TS,

BEREE Y R—LTVDT/NAATIE., BREBRICTIHHAROT 74V E TEEREH IR
ShEYJ,

FIR

158



FEZF =23 RAT, Visibility&E:&IRLET,
Typology#7&2)vIL%ET,

A= YR A IN—DTAAEI)9ILET,
Reboot deviceZY)vILET,
RAWNR—UT  BREBAZEEEELET,
Certainz 4/ J)vILEY,

ANn—A4

AvNn—ny OBE

AUN—DF vy 20T EERBAT | SLVAPEEHOJ 2R TTDICIE. ROEXEETLET,
FIRBESKUHIES1Y

AR —IE, AN—CEIZBRKI0BEDBREENYT R ETEET.

@ g M wDd -

FIE
1. FEHF—I3 RALUT, VisibilityZRIRLET,
2.  Typology#7%9voLET,
3. A—HYrAUN—DQT AV EI)VILET,
4.  Member logs&42')vILET,

TFERDE R

RHOEHROBE
CPUERER, AEMAR EERBR. \7yMERERGE, AN\—DEZL VT EHRERTT SIS
(F. ROEXERITLET,
FIE
1. FEZF—23vARAUT, Visibility@:&RLET,
2.  Typology#7%49)vHoLET,
3. BA—TYNAIN—DTAAVEI)VILET,
4. Monitoring information&42')v2LEY,

TINARY R

TINARYRDOBE

TINARYZRMZE, AV F =B LUVAVN—DERNEBRHRTINET , T/AI RDFMIFRE R
RTBITIE, T/INARDOperationFIDT A2 2EIYILET . HDRABLTNARELTERTH
FUEHTEEY,

HRALTINARALTERET D

FEZT—2arRAUT, VisibilityZ:ERLET,

Device list37%& 21y L%ET,

B—H YT INAREBIRL, FDT /A ADOperationFlIZH BT A2 vILET,

FAWZTIRA RO FHR—D T, T/IAARADSYSOIDEEREL. TDEEZIE—LET.

Closex 7))y LT . R—UZFHALET,

o M b E

159



Customize device typex4')vILET,

FLV=AR—2 T, SYSOIDIEZREY fF 1T, TSR TEIEELET
Certainz2'JvILEY,

183 T/ RELTDHRETAX

Customize device type X

SYSOID =« (1-63 chars)

Device type = (1-31 chars)

X Close

HREIAXEN=TINAREAT DR T
1. FEZ—1arRAUT, VisibilityZ:&IRLET,
2. Devicelist27&#51)vILET,
3. View customized device typexoJvILET,
184 hRAZA XENI=-FINARELTDER T

Customize device type X

Page 0 of 0. Total entries on the page: 0, selected entries: 0. Entries per page: 10 v

SYSOID Device type Operation

160



