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rule [rule-id ] { deny | permit } [ counting | fragment | logging | routing [ type routing-
type ]| source { object-group address-group-name | source-address source-prefix |
source-address/source-prefix | any } | time-range time-range-name | vpn-instance vpn-
instance-name | *
loggingF—T—RBEMITLEDEDIE. ACLEFERT HED 21— IL(/ N YR IAILRTTEE)
NEFXUTEHR—ILTLSIHEETZITTY .

6. (EE)L—ILaArEEMERIIHFRELET,

rule rule-id comment text
TIHILETIE IL—ILAAVMIEESNTOERE AW



YhaEACLDERTE
YEaRACLIZDUNT

PEERACLIE, ROEH(CE DT/ yhEBELED,

o EERIPFRLZA,

e FEIPFRLZ,

o NTYNTSAHTA,

e A—7#JLQoS ID,

o JOMILDIEH,

e  TCP/UDPEETHLUVFRIAR—IES. TCPIZY | ICMPAYE—T 24T B KUICMPA
wE—Ua—REE Z0MoTakaiAvT —iER,

EAKRACLELLEL T, YE5RACLTIE. KYRBRTIERL IR VT D ERETT,

E— | ~ > A N —

S EFACLEEDNHINEBIESLVAMSAY
ACLIL—ILTIEE SN TzloggingF¥—7—F&FEAT 5L ACLE D A—LIFAT AvtE—CF A2 T4
A—avt U A—(TERETEEY,

AV THA—2a0tA3—TlE, QT Avt—SDI4IR)VT R AEFEFECHEAIL—ILERETE
i‘g_o

AV TAA—=230toB—TlE, aVVY—ILEEZ IR U D H AEICACLOT EH A TEEFT A,
AV —ILOEZSIEREHE WEELTRELEEE. HAEDEKREFEDICLHYEE A,
TINARIZRFESNTVNBDACLAY ERTRT BIZIL, display logbufferav > REERLET, TI4IL
FCAR—TIUIZHLTWNBAT NI 7ADAT B AET4E—TJLIZLENESIZLTLESLY,

Information Center ® % & ® 5 # [Z D LM T (X . [ Network Management and Monitoring
Configuration Guide]Z &L TZELY,

IPV4?IL“\ BRACLODELTE
VXTAE:L_' Auia—o
system-view
2. IPVMLEERACLEMERL. ZDE1—2AALET . BEITELT. ROVThADF T3 %EIR
Li—g—o

o ACLESZHETELT. BESHHEIPVARIRACLZERLEY
acl number acl-number[ name acl-name ] [ match-order { auto |
config }]
o advanced¥—T—rZEEL T, IPVARIRACLZERLE T,
acl advanced { acl-number | name acl-name } [ match-order { auto | config } ]
3. (EE)IPV4HRACLOERBAEERELET .
description text
T 74 LTI, IPVAYRERACLICIEERBAN HYFEH A



4. (EBN—LOBSHTRATITERELET,
step step-value
TIAIRTIE =L DBEBFFFRTYTIE5T, FIRIL—ILIDILOTT,

5. FRAIZERFEETRELET,
rule [ rule-id ] { deny | permit } protocol [ { { ack ack-value | fin fin-value | psh psh-value
| rst rst-value | syn syn-value | urg urg-value } * | established } | counting | destination
{ object-group address-group-name | dest-address dest-wildcard | any } | destination-
port { object-group port-group-name | operator portl [ port2 ]} | { dscp dscpl [to
dscp2 ]| { precedence precedence | tos tos } * } | fragment | icmp-type { icmp-type
[ icmp-code ] | icmp-message } | logging | source { object-group address-group-name |
source-address source-wildcard | any } | source-port { object-group port-group-name |
operator portl [ port2 ] } | time-range time-range-name | ttl operator ttl-valuel [ ttl-
value? ] | vpn-instance vpn-instance-name | *
loggingF—7 —FOBEMIZHEDIE. ACLEFERTHEDa—IL(\rybT4)LR) T 3E) MR
X EHR—LTWBIEETZITTT,

6. (HEE)L—ILIAPEEMEITHELET,
rule rule-id comment text
TIHILETIE IL—ILAAMERESA TOER A,

|Pv6¢fE§EACLO) X TE

SRATFLEaA—IZAYET,

system-view
2. IPVEHLERACLEMERIL. ZDE1—2AALET . BEITELT. ROVThADF T3 %=EIR
L/i-a—o

o ACLESZHELT. BESTEIPVERACLEZERLET .
acl ipv6 number acl-number[ name acl-name ] [ match-order { auto | config } ]
o advanced¥—T—FZ{EEL T, IPV6HRIRACLZERLET
acl ipv6 advanced { acl-number | name acl-name } [ match-order { auto | config } ]
3. (IER)IPvEHLRACLDFRBAZERELE T,
description text
T 74 LR T, IPVEHLEERACLICIE RN HYFEE A
4., (HEBEIL—ILDOBEMHFRTYTERELET,
step step-value
TI2HILETI =L DEBFHFRATYTIE5T, Bta/IL—ILIDIFOTY
5 HAIZERFIIHRELFET,
rule [ rule-id ] { deny | permit } protocol [ { { ack ack-value | fin fin-value | psh psh-value

| rst rst-value | syn syn-value | urg urg-value } * | established } | counting | destination
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{ object-group address-group-name | dest-address dest-prefix |
dest-address/dest-prefix | any } | destination-port { object-group port-group-name |
operator portl [ port2 ]} | dscp dscp | flow-label flow-label-value | fragment | icmp6-
type { icmp6-type icmp6-code | icmp6-message } | logging | routing [ type routing-type |
| hop-by-hop [ type hop-type ] | source { object-group address-group-name | source-
address source-prefix | source-address/source-prefix | any } | source-port { object-
group port-group-name | operator portl [ port2 ] } | time-range time-range-name| ttl
operator ttl-valuel [ ttl-value2 ] | vpn-instance vpn-instance-name ] *
loggingF—"7 —F BRI ED(E, ACLEERTHEL1a—IL(N Ty T4 BT E) MO
T EHR—LTWBIZEETZITTT,

6. (HEE)L—ILIAPEEMEITHELET,
rule rule-id comment text
TIAIRTIE =LAV MERESNTOER A,

LA4Y¥—2 ACLDEE

CDRARIIZDLT
LAY —2 ACLIE, 1 —H R YPTIL—LAYE —ACLELIE(EN , RDESHEL A —24 —H RybAy
B—J4—LRIZE DN Ty ERBRALEY,
e EEFTMACTKLZA,
e BEEMACTFRLZ,
e 802.1pFSAAUTA(VLANTSA AT 1),
o YryBTZoraLsAT,
o  HhTuNikHAT,

FIE
1. :/X%At“l_‘:kui-d—o
system-view
2. LAV—2ACLEERL. ZDOE2—ZAALET . BEITELT. ROVT DDA T a5
RLFET,

o ACLEFZHEELT.LAV—2ACLEERLET,
acl number acl-number[ name acl-name ] [ match-order { auto |
config }]
o mack—T—FZEHEELT, LAY —2 ACLZERLET .
acl mac { acl-number | name acl-name } [ match-order { auto | config } ]
3. (\EBE)LAVY—2ACLOGHAZERELET,
description text
T 74 TIE LAY —2 ACLICIEERBANHYFEE Ao
4. (EBR)IW—ILOBEBHFRATYTEEZELET .

step step-value
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T4 ILETIE L—ILDBEB T RTYTIL5T, BtRL—ILIDIXOTT ,
HAZERFE-ITRELET

rule [rule-id ] { deny | permit } [ cos dotlp | counting | dest-mac dest-address dest-
mask | { Isap Isap-type Isap-type-mask | type protocol-type protocol-type-mask } |
source-mac source-address source-mask | time-range time-range-name ] *
(ER)IL—ILAAVNEBMFEIFRELETT

rule rule-id comment text

TIAIRTIE =LAV MERESNTOER A

ACLOO)OE—

CDRARIIZDNT

BEFEDACL(Y—AACL)ZOE—L T, ACLEZERL TEE T, HLLACL(BEEACL) (X, Y—RACLE
CTAanT1ERNBEHLETHN. V—RACLLIZEL AR EF-IXEM2ERALET,

HRBREEIVHIRS1
ACLZIEERICOE—FBIZIE, RO EEHERLET

FIE

EFHACLIE. ZETACLERILAAT T,
FEEFTACLIZT TIZHEELET A, SEXACLIIEELEFE A,

DRTLEA—IZAVET,

system-view

BEFDACLEZIE—L T, #LLACLEERLETY

acl [ipv6 | mac ] copy { source-acl-number | name source-acl-name } to { dest-acl-

number | name dest-acl-name }

ACL7Vt5L—arnA4r+—T )Lk

CDRARIIZDNT

ACL7 V15 —2avIt&kY, ACLIL—ILEBENESRIEINET, 77EIL—avDFRIE. ACL
IL—=ILOEEELIZEMLET , =2 X NATRASPFHEED YL IR —AD Y —E RIZKEH
ACLAFEARAINBEA . ACL7 75— aviz&Y ACLIME DB EIZL Sy avDEA LT
rERIBTEET,

ACL7 715l —av(d, ACLIL—ILAYE. BIkk. FEXEEINz% . —EHREBEINET,
BESARSRICEMDIL—IIEENREELLEES . EBEHRITBUAI UM ERIBLET , ACLIZEE
NBHIL—ILHVI00U T DIHE . BELARMIX2F TY , ACLICEENDIL—ILA 100X B R FI5E . B
EARS (X208 T,

FIR

SRATFLEaA—IZAYET,
system-view
ACLZERL . ACLE 1—%BAtALE T,
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acl {[ipv6 ] { advanced | basic } { acl-number | name acl-name } | mac { acl-number |
name acl-name } } [ match-order { auto | config } ]
3. ACLOACL77t35L—avEAr—TILIZLET,
accelerate
TIHILETIE.ACL7 7E35L—2aviET42—TILTY,

AZE:
ZHDOACLIL—ILNFET BB E . undo accelerateav U REETT BE. TNALANE KL
CPUEAE7S—LLEMEIZEL,. BEOY—ERNIBIZEEX5Z 50 8eENHYET,

ACLEERL=/\ Ty T4IL R T DERTE
ACLZFERLTI=/\ YR I2ILR) T 2DV T

COIETIE. ACLEEARAL T/ N YrE IR T TBFIBIZDWNTEHRBLET . 1-&X1E. ACLEA
UR—DIARITERLT, BEFERENTINETAILR) VT TEET,

INTYRTLILEZ) T D=2 DA 2 RA—T T4 ANDACLDE A

HRBRSLUVHIRS1
12 8—T1A ZADRLA BIZHRAEDACLEERTEEY

FIE
1. YRTFLEa—IZAVET,

system-view
2. AVA—TzAREa—%AHOLET,
interface interface-type interface-number
3. ACLEAVA—DJIARITERALT, /N yhET4LBY VT LET,
packet-filter [ipv6 | mac ] { acl-number | name acl-name } { inbound | outbound }
TIAIRTIE AV E—=T AR IR ETA LA DT LER A

INTYRTLILB) T D=8 DT —2 RFTADACLODE F

HIRBESLIUAIFSIY
RARIZ2DACLERLY —UR7ZICERATEE T, V—URT7 O FMIZ DL TIL, [Security Configuration
Guide]Z#ZHBL TS,

FIE
1. YRFLEa—IZAYET,

system-view
2. V—URFE2L—FFRLET,

zone-pair security source source-zone-name destination destination-zone-name
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3. VY—URTIZACLEZ#ERALT. N7 ybETAILRIDTLET,
packet-filter [ ipv6 ] { acl-number | name acl-name }
TIHIRTIH V=RV IbETLILE) T LER A

INTYRDILE) G REOAX T ELUSNMPEIDERTE

CDRARIIZDNT

FIE

INryRI4ILBY T OaYg TR E-ZSNMPEE £ /L. H AR TERE 2 —F-1E

SNMPED 1—JLIZH AT BEIICACLED 2—ILERETEET, AJ TN EIT@ERIZIE,
—HBLI=/\ b DEE—BLIZACLIL— LA R ERSNT T, 7O—D D /N7y HACLIL—

WIZ—BF 5L HARBRMARBEN, TNARIEE=EBIZZONAryb@OT TR F =38

MEHALET HABRNRT I 5L, TALRE70—DE&ED—B/ \rykpOs TR

FrET@EMELEDLET,

AV THA—=23 02— FEMIZ DL TIX., Network Management and Monitoring
Configuration GuideZ &L TS,

SNMP®DEFHIZDULNTIE, Network Management and Monitoring Configuration GuidezZ 8L T
Q- AW

1. YRTLEa—ICAYFET,
system-view
2. INTYRDaLA) LT ORI ERITEMEH AT HREEERELET .
acl {logging | trap } interval interval
TIAIREEIFONTY . TIHILLTIE, THRARITNT YR TLB) T OOT TR FE
f=IESNMPEBEIZAERLFEE A,

INTYRTAILE) T DT IAHILNT O3V DERTE

CDRARIIZDNT

FIIE

FTIHILETIE X ybT0ILAIE, EOACLIL—ILIZE—FLIEWL Ay D EBEHFILET . ED
ACLIL—LIZH—BLELT Y NEIBER T 521 ROEEEEITLET . /A vb o0 T D
TIHIVNT O2avlE T—=o RPN YR TR T IR ELF R A V= RT NI T4 )L
BT DT IAILNT O AV, BICIEETY,

1. YRTLEa—IZAYET,
system-view

2. INTYRIAWAY T DT IHIVNT I3 EdenylTERELET
packet-filter default deny

T I4ILNTIX, 1Y T4 IILRIEZEDACLIL—ILIZE—BLEELV Sy D @B EHFRILET

ACLODRTRE LUV A TFHAOAIUR

14



FEEDE1—Tdisplayav> FEETL. A—FEa—Tav gy LET,

AR
ACLDERE LA EDHERTLET .

ACL7t5L—av RT—RARAERTE
LFEY,

INTYRTAILR) T DACLT T r—
LAVIERERTLET,

INTYRIAILR T ACLD A D#EET
=RELFET,

INTYR IR T ACLD BIEMEHE
WERTLET,

HBEACL TN I LR EERE
i 7.|_T Li?— o

avworR
display acl [ipv6 | mac ] { acl-number | all | name acl-
name }

RRAVRTAVE—RDIGE:

display acl accelerate { summary [ipv6 | mac ] |
verbose [ipv6 | mac ] { acl-number | name acl-name } }
IRFE—FDIFE:

display acl accelerate { summary [ipv6 | mac ] |
verbose [ipv6 | mac ] { acl-number | name acl-name }
slot slot-number }

RAURTOVE—RDBE:

display packet-filter { interface

[ interface-type interface-number ] [ inbound |
outbound ] | zone-pair security [ source source-zone-
name destination destination-zone-name | }
IRFE—FDIHE:

display packet-filter { interface

[ interface-type interface-number ] [inbound |
outbound ] | zone-pair security [ source source-zone-
name destination destination-zone-name ] } [ slot slot-
number |

display packet-filter statistics { interface interface-type
interface-number { inbound | outbound } [ default |
[ipv6 | mac ] { acl-number | name acl-name } ] | zone-
pair security source source-zone-name destination
destination-zone-name [ [ ipv6 ] { acl-number | name acl-
name } ]} [ brief ]

display packet-filter statistics sum { inbound |
outbound } [ipv6 | mac ] { acl-number | name acl-
name } [ brief ]

RAVRTAVE—RDIFE:

display packet-filter verbose { interface interface-type
interface-number { inbound | outbound } [[ipv6 | mac ]
{ acl-number | name acl-name } ] | zone-pair security
source source-zone-name destination destination-zone-
name [[ipv6 ] { acl-number | name acl-name } ]}

IRFE—FDI5E:

display packet-filter verbose { interface interface-type

interface-number { inbound | outbound } [[ipv6 | mac ]

{ acl-number | name acl-name } ] | zone-pair security

source source-zone-name destination destination-zone-

name [ [ipv6 ] { acl-number | name acl-name } ]} [ slot

slot-number ]
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ACL#EEHEHREVVT7LET .

INTYRTAILR T ACLD S Dk
HEEELET,

reset acl [ ipv6 | mac ] counter { acl-number | all | name
acl-name }

reset packet-filter statistics { interface [ interface-type
interface-number ] { inbound | outbound } [ default |
[ipv6 | mac ] { acl-number | name acl-name } ] | zone-
pair security [ source source-zone-name destination
destination-zone-name ] [ ipv6 ] { acl-number | name acl-
name }}
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ACLDE5E I

BlAB—D LA RAR—=ZADINTINITLILZDERTE
FYRT—OER

FIE

TEF., TNARENLTEMAZHEEERLET ., 1\ YR I(ILEAERDESIZKRELET .
o HEEMNSHUET—AR—ZAY—/IN\N—~ADTIELRENDIDTELHALET,

o FAEBDFEMMD(8:00~18:00)I2DH . BFEEMET —IRN—ZAY—/IN\—~DT7 VX%
HFRILETS,

o HMOEAMNST—IRN—RAHY—/I\—~ADTIEREEEFLET,
SV Ay s & 4 & N
Financial database server
‘ 192.168.0.100/24

GE1/0¢1

GE102 ';-..;" GE1/0/4
T

w—
Device CE1/0
President's office Financial department Marketing department
192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

#7L%E B D8:00h 518:00F TH E AL EEZERLES

<Device> system-view

[Device] time-range work 08:0 to 18:00 working-day

#3000& LV HFE S DIPVATERACLEERILET .

[Device] acl advanced 3000

HERENOUMBT —IRN—RY—N—~ADT7 I EREHFANT DI —IVEERELET,

[Device-acl-ipv4-adv-3000] rule permit ip source 192.168.1.0 0.0.0.255 destination
192.168.0.100 0

HE TSR I EEH DT —BR—RA Y —N—~ADT It RAEHATIIL—IILEERLET,

[Device-acl-ipv4-adv-3000] rule permit ip source 192.168.2.0 0.0.0.255 destination

192.168.0.100 0 time-range work

HIABET —AR—ZAY—N\—~DT IV EREZEETTDIL—ILEEELET,

[Device-acl-ipv4-adv-3000] rule deny ip source any destination 192.168.0.100 0

[Device-acl-ipv4-adv-3000] quit
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#IPvAHRERACL 3000%# AL T, 4% —J 1 AGigabitEthernet 1/0/1 EDFIE/ 4y bET AL
2)TLET,
[Device] interface gigabitethernet 1/0/1
[Device-GigabitEthernet1/0/1] packet-filter 3000 outbound
[Device-GigabitEthernet1/0/1] quit
BEDHR
HIATFEBDPCAHS, BNFERFREI R IZT — AR —R Y —/\—x L TpingE EITTEHLEHRELET(C
DFITIE, TRTOPCHAWindows 10&FFEHLTLVET),
C:\> ping 192.168.0.100
Pinging 192.168.0.100 with 32 bytes of data:
Reply from 192.168.0.100: bytes=32 time=1ms TTL=255
Reply from 192.168.0.100: bytes=32 time<lms TTL=255
Reply from 192.168.0.100: bytes=32 time<1lms TTL=255
Ping statistics for 192.168.0.100:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average = 0ms
HI—T T4 T EFDOPCH ., BIFERFRE R ICT —FR—R Y —/N—[ZH L TpingZ ETTEHELNI L
THERLET,
C:\> ping 192.168.0.100
Pinging 192.168.0.100 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Ping statistics for 192.168.0.100:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
#T 184 X EDIPVAYLEERACL 30000 R E LR B DHETERRLET
[Device] display acl 3000
Advanced IPv4 ACL 3000, 3 rules,
ACL's step is 5
rule O permit ip source 192.168.1.0 0.0.0.255 destination 192.168.0.100 0
rule 5 permit ip source 192.168.2.0 0.0.0.255 destination 192.168.0.100 0 time-range work
(4 times matched) (Active)
rule 10 deny ip destination 192.168.0.100 0 (4 times matched)
COHNE IW—IERT IT4T THAHZEERLTVET, pingiREDFER. JL—ILE5EIL—IL
10(F4E—ELF L=,
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B =2 RFAR—ZDINTIRN T ILEDERTE

FYRIT—DERE

RFE TNARENLTEHMZEEERLEY BT NS —N— #HRE  HBHHM. &
LU= T10T8MIE BGES X ) T4V —VICBLTWET . RO KT/ Ih T35 R
ELFET,

o HEEMNSHUBET—AR—ZAY—/IN—A~ADTIELRENDIDTELHALET,

o WMEBDHMEMRRID(8:00~18:00)IZDH . HIEEHMSHMET —ER—ZAH—/\—~D
TOEREHALET,

o OISR BT —EIR—RY—N\—~ADT I EREEELET,
B2 RyND—9F AT T 5L

Server zone

Financial database server
192.168.0.100724

GE1/0M

GE12 ';E__:' GE1/0/4
&)

Device
GE1/0/3

President Finance Market
Zone Zone Zone

President's office Financial department Marketing department
192 168.1.0/24 192.168.2.0/24 192 168.3.0/24

FIE
#tx ) T4V —>ServerFERL . /22— x4 XGigabitEthernet 1/0/1% ¥ 1174 — (2

BMLET,

<Device> system-view

[Device] security-zone name Server

[Device-security-zone-Server] import interface gigabitethernet 1/0/1
[Device-security-zone-Server] quit

#tx ) T4V —>PresidentZ{ERL .. 12—/ XGigabitEthernet 1/02%t¥a!) 74—
VITEMLEY,

[Device] security-zone name President

[Device-security-zone-President] import interface gigabitethernet 1/0/2

[Device-security-zone-President] quit
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#t¥2)T1J—>FinanceZ{EmL . 4128 —J 1 XGigabitEthernet 1/0/3% ¥ )74 —>
[SEMLET,

[Device] security-zone name Finance

[Device-security-zone-Finance] import interface gigabitethernet 1/0/3
[Device-security-zone-Finance] quit

#tXa)T4J—>MarketZERL . 1248 —J x4/ XGigabitEthernet 1/0/4%t¥%1') 74 —>IZ
BILET,

[Device] security-zone name Market

[Device-security-zone-Market] import interface gigabitethernet 1/0/4
[Device-security-zone-Market] quit

#ELE HDB:00H 518:00F TH E AL EEEZERLES

[Device] time-range work 08:0 to 18:00 working-day
HHHEREDA T4 AL BET —EIR—R Y —/IN\—~ADT7IEAE D THLHAT5ELSIZACL
3000 ELFET .

Device] acl advanced 3000

[Device-acl-ipv4-adv-3000] rule permit ip source 192.168.1.0 0.0.0.255 destination
192.168.0.100 0

[Device-acl-ipv4-adv-3000] quit

HIEBOMERBPRICOH . UBBHSIRBET —IX—RAY—N\—~ADT I ERZHAAT 5L
[CACL 3001% 8% ELET o

[Device] acl advanced 3001

[Device-acl-ipv4-adv-3001] rule permit ip source 192.168.2.0 0.0.0.255 destination
192.168.0.100 0 time-range work

[Device-acl-ipv4-adv-3001] quit

#ACL 3002% R EL T, D EFIMN DI HET —IN—R Y —/N\N—~DT7 I ERZEBLET,
[Device] acl advanced 3002

[Device-acl-ipv4-adv-3002] rule deny ip source any destination 192.168.0.100 0
[Device-acl-ipv4-adv-3002] quit

HEETTEF) T4V —President&3e k¥ 1) T4V —Servera DV —UARTEERLET,
NIRRTV T DTOHIZACL 3000 —URTPICERALEY

[Device] zone-pair security source president destination server
[Device-zone-pair-security-President-Server] packet-filter 3000
[Device-zone-pair-security-President-Server] quit

HEETLEF) T4V —FinanceLSE k¥ 1) T4V —Serverg i DV —URTEERLET,
IR T ILAY T DT=HIZACL 3001%Y —UR7ISEALET,

[Device] zone-pair security source finance destination server

[Device-zone-pair-security-Finance-Server] packet-filter 3001
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[Device-zone-pair-security-President-Server] quit
HEETTEF) T4V —MarketEFE e ¥ ) T4 —>Servera DY —RT7EERBLET .
INTYRTAILR) T D=2, ACL 3002% Y —URT7ITERALET
[Device] zone-pair security source market destination server
[Device-zone-pair-security-Market-Server] packet-filter 3002
[Device-zone-pair-security-Market-Server] quit

BEDHER
#ATEEDPCHY ., I RIS T —IR—R Y —/\—ITH L TpingZ EITTEHLEMHRLET
(COHITIE. TRTHOPCHWindows 10&FEALTLET),
C:\> ping 192.168.0.100

Pinging 192.168.0.100 with 32 bytes of data:

Reply from 192.168.0.100: bytes=32 time=1ms
TTL=255 Reply from 192.168.0.100: bytes=32
time<lms TTL=255 Reply from 192.168.0.100:
bytes=32  time<lms  TTL=255 Reply from
192.168.0.100: bytes=32 time<lms TTL=255

Ping statistics for 192.168.0.100:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average = Oms

HI—T T4 T EFADPCH, BFEBERE IS T —FIR—X B —/\—[Zx L TpingEE T TSR E
HEFELET .
C:\> ping 192.168.0.100

Pinging 192.168.0.100 with 32 bytes of data:

Request timed out.
Requesttimed out.
Request timed out.

Request timed out.

Ping statistics for 192.168.0.100:
Packets: Sent = 4, Received =0, Lost = 4 (100% loss),
#T 1\4 X L DIPVALEERACL 30018 & UB002MERFE LA S DHfstE . BEXREMNICKRRLET,
[Device] display acl 3001
Advanced IPv4 ACL 3001, 2

rules,
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ACL's stepis 5

rule O permitipsource 192.168.2.00.0.0.255destination 192.168.0.1000time-range work (4
times matched) (Active)

[Device] display acl 3002
Advanced IPv4 ACL 3002, 1 rule,
ACL's step is 5
rule 0 deny ip destination 192.168.0.100 0 (4 times matched)

COHEAIE. ACL 3001DIL—ILDNT OT4T THBEERLTNVET , pingiREDFER . ACL
3001&ACL 3002 A 4E—ELELT=,
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