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X EFIE
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<Device> system-view
[Device] interface gigabitethernet 2/0/1
[Device-GigabitEthernet2/0/1] ip address 10.1.1.1 24
[Device-GigabitEthernet2/0/1] quit
[Device] interface gigabitethernet 2/0/2
[Device-GigabitEthernet2/0/2] ip address 10.1.2.1 24
[Device-GigabitEthernet2/0/2] quit
[Device] interface gigabitethernet 2/0/3
[Device-GigabitEthernet2/0/3] ip address 200.1.1.2 24
[Device-GigabitEthernet2/0/3] quit
#1 H8:305V518:00F TO R fEl #EF < FrfElEE Ftime1ZfERL E£ T,
[Device] time-range timel 8:30 to 18:00 daily
#A—H YR TL—LAYT—ACL 4000% 5% EL T, 000f-e2DTL T4 I AT UM =E(E TTMACT K
LREHFD/Vrybbitime 1 CEREL-BHEOBIZITRBTESLIICLET,
[Device] acl number 4000
[Device-acl-ethernetframe-4000] rule permit source-mac 000f-e200-0000 ffff-ff00-0000 time-
range timel
[Device-acl-ethernetframe-4000] rule deny source-mac 000f-e200-0000 ffff-ff00-0000
[Device-acl-ethernetframe-4000] quit
#ACL 4000%#E L T. GigabitEthernet 2/0/13 & U GigabitEthernet 2/0/2MDFEE /N rybET 4L R
VILET,
[Device] interface gigabitethernet 2/0/1
[Device-GigabitEthernet2/0/1] packet-filter 4000 inbound
[Device-GigabitEthernet2/0/1] quit
[Device] interface gigabitethernet 2/0/2
[Device-GigabitEthernet2/0/2] packet-filter 4000 inbound
[Device-GigabitEthernet2/0/2] quit
HT IAIIL—RERELET,
[Device] ip route-static 0.0.0.0 0.0.0.0 200.1.1.1

BT =7
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H#ACLDNINT IR D4 )L B UG IZIEEBICHERASN TSI EFHERLET,

[Device] display packet-filter interface inbound



Interface: GigabitEthernet2/0/1
In-bound policy:
ACL 4000
MAC default action: Permit
Interface: GigabitEthernet2/0/2
In-bound policy:
ACL 4000
MAC default action: Permit
HEFEEFEMelDMIZ, ETAT NI RDBNEBR YT — D EBIETET DI LEHRLET GEHRIZHE),
#HETA T I\ AD A Etimel1Z B A THERR YR — D EBIETERV LR LFE S FEIT 4
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HEIF7TAIL

interface GigabitEthernet2/0/1
port link-mode route
combo enable copper
ip address 10.1.1.1 255.255.255.0
packet-filter 4000 inbound
#
interface GigabitEthernet2/0/2
port link-mode route
combo enable copper
ip address 10.1.2.1 255.255.255.0
packet-filter 4000 inbound
#
interface GigabitEthernet2/0/3
port link-mode route
combo enable copper
ip address 200.1.1.2 255.255.255.0
#
ip route-static 0.0.0.0 0 200.1.1.1
#
time-range time1 08:30 to 18:00 daily
#
acl number 4000
rule O permit source-mac 000f-e200-0000 ffff-ff00-0000 time-range timel
rule 5 deny source-mac 000f-e200-0000 ffff-ff00-0000



BlPFZRLRIZEBNTYNDTLILER) Y
Ry —HE

R2IZR T &Iz, DEDORERYNT =1L, TINAREZNLTAUA—yMIESGELE T i

FEFY, S, BLUVY—N—[F. BHEY TRy EIZHYET,

ROBEH/EFH-TEIIACLERELET,

. FIREPFY(L, /22—y EY —N—IZIEWDTET IR TEEIT A FEFEFIHIZIE
WDTET7IERATEZ A,

o HAEBAREMIL. EFHEERNA ~EERNS:30~18:00)[FH—/I\—DIH T HLATEE
G o A A=Y O —INN—([ZIET I EATEETH . EFERNMIEERMICIETIEX
TEFEEA.

B2 Ry T—OF AT T F L

Servers
Internet ‘

10.1.3.1724

GE2/0/2
10.1.2.1724

10.1.1.0024 10.1.2.0/24

PC1 ‘ PC 1 ‘
PC2

PC 2
Admin dept. R&D dept.

Z\
BT
RYR D —OBEHRERB=TIZIE. RORRIEEFTTILENHYET .
o BRI Z LA ERAREFANDT I LERAZEE T BIZIE. ROZRAIEZEFTLET,

o

o

YT 3Yr10.1.2.0/2458 THD /Ny hEEE T 5B ELRACLERELET .
ACL%@ R L T. GigabitEthernet 2/0/3 LD FE/NNTINETA LRI T LET,

o MEMEBFADT I ERAFIHERET DICIEL. ROFRIVERITLET

o

o

BREREORREEEZFERLET (AERNSEEHD8:30~18:00),

BMACLEERIL. RDIL—IVERELET,

- HITRYP10.1.3.012458TH /Ny DHEBRSE D LTI —ILERELET , BFfH
HERNTT VT4 1B EIITIL—ILERELETS,

- WRFAKIAICKIEETANDT I REEETBIZIE, TR vH10.1.1.0/2458
TN EET T HRAIZERELFES,

ACL%ZEFL T. Ten-GigabitEthernet 2/02 L DFEE /T IRETAILEY VT LET,



ﬁﬁﬁ LTWESY IRz 7D/N\—23>

DEREHIIE. ROIO6THERE LUHREEEN TLVET

agio)fﬁuﬁegg;ﬁ&‘;lﬁﬁ/r Nk

ENFEEERE P ICRE&DER AN Y —/N—F2(FHIZT VR TEDKSIZACLIL—ILERTE T DIHE L. deny)l
—JLDRFTZpermit)L—ILERELET, 2oL E BIFBRHFRPICAUA—T A AT RTO /Yy
FEEBLET,

JL ==
E%lILE
TINARAEDAA—TA RIZIPTRLREEIY B TET,
#GigabitEthernet 2/0/0[ZIPPRLRAZEIY L TET,

<Device> system-view

[Device] interface gigabitethernet 2/0/0
[Device-GigabitEthernet2/0/0] ip address 200.1.1.2 24
[Device-GigabitEthernet2/0/0] quit
#hD A A—TTARIZIPTRFLRAZEY HTET (FEHITERR),
2. TIAILML—FEERELET,
[Device] ip route-static 0.0.0.0 0.0.0.0 200.1.1.1
3. EEHMICKIREDEFINDTIEREEELFET,
#IPVAYLEERACL 3000&E L ET .
[Device] acl number 3000
#H T2 vh10.1.2.0/2458 TD /N DBBEIER T DI —ILEHRELFET,
[Device-acl-adv-3000] rule deny ip destination 10.1.2.0 0.0.0.255
[Device-acl-adv-3000] quit
#ACL 3000% & FL T. Ten-GigabitEthernet 2/0/3 L DB IE /Ny ET4ILB) VT LET,
[Device] interface gigabitethernet 2/0/3
[Device-GigabitEthernet2/0/3] packet-filter 3000 inbound
[Device-GigabitEthernet2/0/3] quit
4. R&DEFDT I ERAHEMERELET .
#RAEBHNSERER D8:30H 5 18:00F TH HFEEiFworktimeZ B ELET
[Device] time-range worktime 8:30 to 18:00 working-day
#IPVAYEARACL 3001 ERILET .
[Device] acl number 3001
#T 1y h10.1.3.012458 TH/ VSR ER B R ICRIBTESLIITRAIZHELE T,
[Device-acl-adv-3001] rule permit ip destination 10.1.3.0 0.0.0.255 time-range worktime
#HTRTOIP/N YA RERRPIBIB YT A EEERT DI —ILERELET,

[Device-acl-adv-3001] rule deny ip time-range worktime



#H T 12 vh10.1.1.0/2458 TH /N DBBEIER T DI —ILERELFT
[Device-acl-adv-3001] rule deny ip destination 10.1.1.0 0.0.0.255
[Device-acl-adv-3001] quit

#ACL 3001%# AL T. GigabitEthernet 2/0/2 L DFEE/ T ybET4ILEBY T LET .
[Device] interface gigabitethernet 2/0/2

[Device-GigabitEthernet2/0/2] packet-filter 3001 inbound
[Device-GigabitEthernet2/0/2] quit

X TE DHERR
HACLAS /Ny D4 LB T ICIEBISERSN TSI EERHEELET,
[Device] display packet-filter interface inbound
Interface: GigabitEthernet2/0/2
In-bound policy:
ACL 3001
IPv4 default action: Permit
Interface: GigabitEthernet2/0/3
In-bound policy:
ACL 3000
IPv4 default action: Permit
# AR D930, ARFAFKIFAN LA 2—R vt EDWebH A MIpingEEITTEHENI LT
RALFET.
C:\>ping www.abc.com
Pinging www.abc.com [199.181.132.250] with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.

Request timed out.

Ping statistics for 199.181.132.250:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
C\>
#RAEBDIKF3077 2. EEEFIMSA L F—R Y EDWebH A MMIpingERITTEHI LERHERLE
ED
C:\>ping www.abc.com
Pinging www.abc.com [199.181.132.250] with 32 bytes of data:
Reply from 199.181.132.250: bytes=32 time=1ms TTL=122
Reply from 199.181.132.250: bytes=32 time<lms TTL=122
Reply from 199.181.132.250: bytes=32 time<lms TTL=122
Reply from 199.181.132.250: bytes=32 time<lims TTL=122


http://www.abc.com/
http://www.abc.com/
http://www.abc.com/
http://www.abc.com/

Ping statistics for 199.181.132.250:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1ms, Average = 0ms
C\>
#RAER D19:301ZHARBAFEMFIN oA 2—F Vb EDWebH A MIpingTEHLEHELET
C:\>ping www.abc.com
Pinging www.abc.com [199.181.132.250] with 32 bytes of data:
Reply from 199.181.132.250: bytes=32 time=1ms TTL=122
Reply from 199.181.132.250: bytes=32 time<ims TTL=122
Reply from 199.181.132.250: bytes=32 time<ims TTL=122
Reply from 199.181.132.250: bytes=32 time<1lms TTL=122

Ping statistics for 199.181.132.250:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1ms, Average = 0ms
C\>

HmEI7FAIL

interface GigabitEthernet2/0/0
port link-mode route
combo enable copper
ip address 200.1.1.2 255.255.255.0
#
interface GigabitEthernet2/0/1
port link-mode route
combo enable copper
ip address 10.1.3.1 255.255.255.0
#
interface GigabitEthernet2/0/2
port link-mode route
combo enable copper
ip address 10.1.2.1 255.255.255.0
packet-filter 3001 inbound
#
interface GigabitEthernet2/0/3
port link-mode route

combo enable copper


http://www.abc.com/
http://www.abc.com/

ip address 10.1.1.1 255.255.255.0
packet-filter 3000 inbound
#
ip route-static 0.0.0.0 0 200.1.1.1
#
time-range worktime 08:30 to 18:00 working-day
#
acl number 3000
rule 0 deny ip destination 10.1.2.0 0.0.0.255
#
acl number 3001
rule O permit ip destination 10.1.3.0 0.0.0.255 time-range worktime
rule 5 deny ip time-range worktime
rule 10 deny ip destination 10.1.1.0 0.0.0.255
#
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X EFIE

1. TNAREDAUB—TzARICIPTRLRZEIYETET,
#GigabitEthernet 2/0/1[ZIPPRLRAZEIY L TET,
[Device] interface gigabitethernet 2/0/1
[Device-GigabitEthernet2/0/1] ip address 100.1.1.1 24
#hD A A—TTARIZIPFRLRAZE|Y Y TEI (GEHAIZEE),

2. EBEHMOTIERGHEHRELET,
#IPVAYLEERACL 3000& KL ET .
<Device> system-view
[Device] acl number 3000
#WebH—/\—mM5H T Ryk10.1.1.0124 EDRARADTCP/ Ny bEEFRI T HIL—ILEERTE
LET, TCPR—FES31023&Y KEL ACKFEIFRSTIZT MR ESNTVET,
[Device-acl-adv-3000] rule permit tcp established source 100.1.1.2 0 destination
10.1.1.0 0.0.0.255 destination-port gt 1023
#4J #v100.1.1.0/24M 54 T 1 yk10.1.1.0/24~DTCP/Nr Y b DEBEIEE T HIL—ILEH
ELFET,
[Device-acl-adv-3000] rule deny tcp source 100.1.1.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
#100.1.1.3/32%#FTLET HFTP/ Vb DRIBZEIER T HIL—ILERELET
[Device-acl-adv-3000]rule deny tcp source 100.1.1.3 0 source-port range 20 21
[Device-acl-adv-3000]quit
#ACL 3000%:# AL T. GigabitEthernet 2/0/3 L DFEIE/ T IrETLILBY T LET .
[Device] interface gigabitethernet 2/0/3
[Device-GigabitEthernet2/0/3] packet-filter 3000 outbound
[Device-GigabitEthernet2/0/3] quit

3. WRRAFREFADTVEAHEHEZHRELET,
#IPVAYEARACL 3001 ERILET
[Device] acl number 3001
#100.1.1.2/32% X ETTET HHTTP/N Y DBEBEEEBT DI —ILERKELFY
[Device-acl-adv-3001] rule deny tcp source 100.1.1.2 0 source-port eq 80
[Device-acl-adv-3001] quit
#ACL 3001%: @R L T. GigabitEthernet 2/0/2 L DFEIE/ N5y ETA LRI TLET,
[Device] interface gigabitethernet 2/0/2

10



[Device-GigabitEthernet2/0/2] packet-filter 3001 outbound
[Device-GigabitEthernet2/0/2] quit

EXTE DFERE
1. ACLAYRTYRIAILA) T ICERICERIN TSI LEHRALET,
[Device] display packet-filter interface outbound
Interface: GigabitEthernet2/0/2
Out-bound policy:
ACL 3001
IPv4 default action: Permit Interface:
GigabitEthernet2/0/3
Out-bound policy:
ACL 3000
IPv4 default action: Permit
2. BEIMMOSFTPHY—/N\—[TelnetTEM TSRV LEMIRALET,
C:\>telnet 100.1.1.3 21
Connecting To 100.1.1.3...Could not open connection to the host, on port 21:
Connect failed
C\>
3. WebH—n\—hi, EEEPMADRIMIRLTpingERITTEHM ., RRFEDOHEFTHILE
[TV EARATEGNIEEHERLETS
HEBIPIDRRAMIHBTIAINT ERELET . GEHITEE)
#WebH—/\—HBHRAMIpingEEITLET , pingiREIEXRILET .
C:\>ping 10.1.1.110

Pinging 10.1.1.110 with 32 bytes of data:

Reply from 10.1.1.110: bytes=32 time=2ms TTL=128
Reply from 10.1.1.110: bytes=32 time=14ms TTL=128
Reply from 10.1.1.110: bytes=32 time=1ms TTL=128
Reply from 10.1.1.110: bytes=32 time=1ms TTL=128

Ping statistics for 10.1.1.110:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 14ms, Average = 4ms
C:\>
HWebH—N—DoHBITHIF T VLR TEGRNEEHERLET GEEITHEER),
4, WEBIREBFIMNDWebH —/N\—IZTelnet BTSN EEHERLET,
C:\>telnet 100.1.1.2 80

1



Connecting To 100.1.1.2...Could not open connection to the host, on port 80:
Connect failed
C\>

HmEIFAIL

interface GigabitEthernet2/0/1
port link-mode route
combo enable copper
ip address 100.1.1.1 255.255.255.0
#
interface GigabitEthernet2/0/2
port link-mode route
combo enable copper
ip address 10.1.2.1 255.255.255.0
packet-filter 3001 outbound
#
interface GigabitEthernet2/0/3
port link-mode route
combo enable copper
ip address 10.1.1.1 255.255.255.0
packet-filter 3000 outbound
#
acl number 3000
rule O permit tcp source 100.1.1.2 0 destination 10.1.1.0 0.0.0.255 destination-port gt 1023
established
rule 5 deny tcp source 100.1.1.0 0.0.0.255 destination 10.1.1.0 0.0.0.255
rule 10 deny tcp source 100.1.1.3 0 source-port range ftp-data ftp
#
acl number 3001

rule O deny tcp source 100.1.1.2 0 source-port eq www
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