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1R T K REDT =, I IL—FALERED T —r Iz IL—4EBIE. TNZTNREED /AT
YITRLRAEFEDE—DWANA U A—DJ A REFERALTA U A—RIMIERLET Rt X IEIL.
A=y ENLTHEIZERELE T . A EXERMDT—270—%RETHICIE. ¥—+bozM)L
—ARZIPsech U RILEREIILET , *YRT—IERDKSITHRELET,

o FRFEICERTHAF—123456 TESTplat&! #FEATHLIIT. L—FALIL—EBEHRELET .
o  HNTEIIEE—FZEFRIVIZ, X2 T4TORIVEESPIZIEELET .

o HEBIET LT R LE3DES-CBCIZ, BREI7I/ILTV X LEMDSIZIEELFET

ST YR & o drA N

Router A Router B
Headquarters Branch
gateway gateway
VLAM1 VLAN1
10.1.1.1424 IP=ec tunnel 10121724

Host A Host B
10.1.1.2124 10.1.2.224

BRI

IPsec VPNZERTE T BICIE. L—FABLUIL—IBTRDBEEETTLET

1. WANBIULANDERMLGHREETITVET .
a. HIL—FDOWANALA—TAADIPTRLRAES —b Iz (ZELET .
b. &IL—4®DVLAN 1DT I+ ILNMPFRLREEBLET,

2. IPseciR)—%EBMLET,

BIL—BDWANA U B—T 1A R XEEIPFRLRAZFALTA U 2—RyMIERT =6, 71—
RIDIKERTY T =3 U A E—REERT 5 E51ZIPsectR) O —% R ELET .

HIRFESLVHIRS1Y

VLAN 1D T I74ILMPFRLRZZEE T HE, WebiEmNKBLET . EELIPFRLRZFEALT,
WebA/ U A—JzARICBERT AT E2RERHYET,

FYRT =TT a7 IILWANEXTILFWANT I REFEHALTWNSIGEE L. RIL—RIZRET19D
IW—FERELT. E7RAEBRYNT—IRTDRST1v 0% IPsecR) L —THRESNI=WANS L 2—7
TARIZERELET , COBFITIE IL—RIE VT IIWWANT V2R EFERALET . RET497)L—bD
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IPsecho R IILDOMEIT, ALEITEEFX—. X2 To7OraL  BBEETIILTUX L EBEE7ILT
YA L, BEEUDTRILIEE—RDMERESNTNAI EEHEELET,

FIR

JL—3ADEE

VLAN 1QIPPRLADZER
#VLAN 1OVLANA 2 A—D A RIPFPRLA%10.1.1.1/24I-EFELET,

1.

2
3
4,
5

WebM U A—TxA(RIZAT AV LET, FES =232 XL T, Network > LAN Settings DIIEIZ
BIRLET,

VLAN 1M OperationhS L TEdit74a>&9)vILET,
Interface IP address74—/JLKIZ, 10.1.1.1EAHALET,

Subnet maskZ4—JLRIZ, 255.255.255.06 A HLET,
ZDMDINTA—RIZIIBRE DR ELERAL., ApplyEx o)y ILET,

E2 VLAN 1OZE®

Modify LAN X
VLANID + @ {1-4094)
Interface IP address « 10111
Subnet mask =« 255.255.255.0
TCP MSS 1280 (128-1460bytes)
MTU 1500 (46-1500bytes)

# Enable DHCP

Start address of pool 10.1.1.1
End address of poal 10.1.1.254
Forbidden address @ 10.1.1.1
Geteway address 10.1.1.1
DINS1 10.1.1.1
DINS2

Address lease 1440

minute(range:1-11520 default:1440)

AV B—RYMNZBEHT B=-HDWANAL U E—T L A (WANO)DERE
# BEIPFRLAZFEALT, BE—OWANA U A—DJ A REZERTELET,

1.

FEH—arRA4 T, Network > WAN SettingsZ®#IRLET,
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2. RFEEINI=SceneX—I T, Single-WAN scenarioz:&RL. Linel74—/LETWANO(GE0)%
BEIRLET,

3. ApplyESUvILET,
B3 WANIBR D 1A

WAN Settings

Online Help
Selected scenario Single-WAN scenari io WAN interface  WANO(GEO)

® Single-WAN scenario Multi-WAN scenario

Please select the WAN outgoing interfaces. Please choose WAN outgoing interfaces. @

Linel WANO(GEO) Linel: Choose.
Line2:
Line3: Choose
Lined: Cho:
LineS: Choo

WAN Settings#7 &5 v LET,

WANO(GEO)MOperationhS5 AIZHBEAit7AALES )V ILET,
Connection modeZ1—/JLR T, Fixed IPZRIRLET,

IP address 74—JLKIZ, 2.2.2.1EAALET,

Subnet maskZ74—JLRIZ, 255.255.255.0 A ILET,

Gateway 74—JLRIZ, 2.2.2.254, A HLFET,

10. ZDMD/NFA—RIZIIBREDHREEZERAL. ApplyE 2 vILET,
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B4 WANSREDZE R

Modify WAN configuration X
WAN interface WANO(GEO)
Connection mode Fixed IP v
IP address * 2221
Subnet mask = 255.255.255.0
Gateway 2.2.2.254
DNS1
DNS2
MAC ® Using the interface to the default MAC( 1C-AB-34-C7-CF-34)

Using the specified MAC

NAT function Enable ¥

Use Address Pool for Translation

TCP MSS 1280 (128-1610bytes)
MTU 1500 (46-1650bytes)
Link detection Disable v

Detection address

Detection interval (1-10s)

IPseci RS —DERK
#AINT =V E—FERRE T —bIAELTHREL., IKERT VI =230 E—RFEAMVE—FELTHRE
LFEd.
1. FEH—13 AT, Virtual Network > IPsec VPNZEIRLET,
2. AddZEIIYILET,
3. BAWR=IT RONFGA—ZEEHELET,
o mapléWVSERIERELET,
o Interface74—JLETWANO(GEO)Z#EIRLET,
o Network modeZ+s—/LKTHeadquarters gatewayZ#EiRLEYT .
o Preshared key74—JLK(2123456 TESTplat&!EAHALET,



R 5 IPsecRL—DEM

Add Psec Palicy

Add IPsec Policy

MName =
Interface =

Metwork mode

Authentication method

Preshared key &

Show advanced

=ttings

mapl (1-33 chars)
WAMO[GED) v

Branch gateway @ ® Headquarters gateway @

................ (1-128 chars)

Show advanced settings#7JyILET . RIRSNTFA—I T RO/NFTA—REEBRHLET,

O

O

O

Negotiation modeZ+4—JLK T, Main mode##RLFET,
Local IDZ4—JLKT. IP addressZ:&iRL. 2.2.2.1EAHLET,
DPD7+4—J/LR T, Enable%:#{RL. DPDRITRIREI0IIEELE T,

COEREL. TIOAINITIETAE—TIIZHESTWET , IPsecho RILDTRASEYT4%4

A L)—IZBERTBICIE. COMEEEAR—TILIZLET,
Algorithm suite74—JLRK T, CustomizeZ:#RLE T,
Authentication algorithm>+4—JLK G, MD5%ZEIRLET,
Encryption algorithm>Z+4—JLK T, 3DES-CBCH&EIRLFET,
ZDHDINTA—RIZ(E, TIAIMEEEZFEALET,

X6 IKED IR E

Advanced settings

Megotiation mode

Local ID

DPD

IAlgarithm suite

Iuthentication

algorithm *

Encryption algorithm =«

PFS *

SA lifetime

IKE settings = IPsec settings

Main mode v

IP address ¥  2.2.21 (Example: 1.1.1.1)

® Enable © Disable

DPD retry interval = 30

Customize A

MD5 v

3DES-CBC v

DH group 1 v

26400 seconds (60-804800.

seconds (1-300)

Default: 36400.)




6.
7.

IPsec settings27 &7y L. RO INGA—F%HELET,

o Algorithm combinationZ4—JLFT. CustomizeZ:&RLFET,

o Security protocolZ4—JLF T, ESPEERLET,

o ESP authentication algorithmZ4—JLK T, MD5%#IRLET,

o ESP encryption algorithmZ4— /LK T, 3DES-CBC#ZEIRLET,
o Encapsulation modeZ4—JLRT, TunnelZ2#RLET,

o FDMDNFTA—RIZ(E, TIAIIREEERALES,

B7 IPsecD S E

Algorithm combination
Security protocol =

ESP authentication algorithm =
ESP encryption algaorithm #

Encapsulation mode *

PFS
Time-based SA lifetime

Traffic-based SA lifetime

Advanced settings IKE settings | IPsec settings

Customize v

ESP v
MD3 v
3DES-CBC v

Transport ® Tunnel

3600 seconds (180-604800. Default: 3600)

1843200

Kilobytes (2560-4294957295. Default: 1843200)

Back to basic settings%%')v2LT. Add IPsec PolicyR—YIZRYE T,

ApplyzED)vOLET,




IL—EBDEETE

VLAN 1QIPPRLADZEE

#VLAN 1DOVLANA U B—TJ A RIPFRLRA%10.1.2. 12412 B LET,
Webf 2 2—JxA( R [zA5 AV LET,

o g~ wbdh P

FEH—L30RA2T, Network > LAN SettingsDIBIZRIRLETS,
VLAN 1M OperationhS L TEdit74a>&9)vILET,

Interface IP address74—JLFIZ, 10.1.2.1EAALET,

Subnet maskZ4—JLRIZ, 255.255.255.06 A HLET,
ZTDMDNTGA—RIZIIBEEDEREEZFEAL. ApplyEoI)vILET,

E8VLAN 1OE®

Modify LAN

VLANID + @ (1-4094)
Interface IP address » 10121

Subnet mask « 255.255.255.0
TCP MSS 1280 (128-1460bytes)
MTU 1500 [46-1500bytes)

# Enable DHCP
Start address of pool

End address of pool
Forbidden address @
Geteway address
DNS1

DMNS2

Address lease

10.1.2.1
10.1.2.254
10.1.2.1
10.1.2.1

10.1.2.1

1440

minute(range:1-11520, default:1440)

AV B—RYMNZEHT B-HDWANA U E—T L A(WANI)DERE
H#EIEIPPFLRAEFALT, E—DOWANS U A—Jz( REHRELET,
FEH =3 RA2T, Network > WAN SettingsZ#IRLET

1.

2. FTIRSNhT=SceneXR—I T, Single-WAN scenarioZ:&R L. RIZWAN3I(GEL/0/3)%&ERLET
DI4—ILRIZRREINET,

3. ApplyEVUvILET,



E9 WANS YA DERTE

WAN Settings
& online Help
Selected scenario Single-WAN scenario WAN interface WAN3(GE1/0/3)
~
@ Single-WAN scenario © Multi-WAN scenario
Please select the WAN outgoing interfaces. Please choose WAN outgoing interfaces. @
Linel * WANS3(GEL/0/3) Line1: Choose.
Line2: Choose.
Line3 Choose.
Lines: Choose
LineS: Choose.
Line6: Choose.
Line7. Choose.
Lines: Choose
Lines: Choose.
lineto: | Choose v
[ tooy |

WAN Settings#F&51)vILET,
WAN3(GE1/0/3)DOperationhS ALIZHBEdit 74V %D v I LET,
Connection modeZ,—JLR T, Fixed IPZREIRLET,

IP address 74— JLRIZ, 2.2.3.1&AALET,

Subnet maskZ74—JLRIZ, 255.255.255.0 A ILET,
Gateway74—JLRIZ, 2.2.3.254, A HLET,

10. ZDMMD/NFA—RIZIBREDFRELZERAL. ApplyE 2 vILET,
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Modify WAN configuration X
WAN interface WAN3(GE1/0/3)
Connection mode Fixed IP v
IP address * 2231
Subnet mask * 255.255.255.0
Gateway 223254
DNS51 114114114114
DNS2 223555
MAC @® Using the interface to the default MAC( EC-DA-59-4E-48-6D )

O Using the specified MAC

NAT function Enable X

[T Use Address Pool for Translation

TCP MSS 1280 {128-1610bytes)
MTU 1500 {46-1650bytes)
Link detection Disable v

Detection address

Detection interval (1-10s)

IPseci RS —DERK
HAVNT—DE—REITSUF T —b I/ ELTREL, IKERTY I —L 3V E—RE ANV E—RELTER

ELET,

1. FEH—23rRA2T, Virtual Network > IPsec VPN#FREIRLET,
2. AddEY)YILET,

3. BAWR=IT RONFGA—ZEEHELET,

o mapl&WVSARIEEELET .

o InterfaceZ74—)LRTWAN3(GEL/0/3)&:&ERLET

o Network modeZ4—/LETBranch gateway##iRL. E77 —bO A/ FRLR%2.2.2.1IZ
BELEY,

o Preshared key74—JLK(2123456 TESTplat&!EAHALET,

o Protected data flows$EiE T, RE T S7ArJLELTIPEEIRL. Local subnet/mask”
4—JLK1210.1.2.0/255.255.255.0, Peer subnet/maskZ74—JLK(Z

10.1.1.0/255.255.255.0& A ALT, FAav e #HUvHILET,

10



K11 IPsec/ RS —m3EM

Add IPsec Policy X

Add 1Psec Policy

Mame & mapl [1-33 chars)
Interface # WAN3(GEL/0/3) -
Metwork mode ® Branch gateway @ O Headquarters gateway §
Peer gateway address # 2221 (Example: 1.1.1.1)

Authentication method
Preshared key SEBNBRIIIENERS [1-128 chars})
Protected data flows =

ID Protoco Local subnet/mask Local port Peer subnet/mask Peer port

1 IP 10.1.2.0/255.255.255.0 10.1.1.0/255.255.255.0 iy

show advanced setting

(=]

Show advanced settings#7JyILET . RIRSNTFAR—I T RO/NFA—EEEHLET,
o Negotiation modeZ«4—J/LK T, Main mode##ERLET,

o Local IDZ4—JLRT, IP address%:&iRL. 2.2.3.1EAHNLET,

o Remote IDZ4—ILRT, IP address®#iRL. 2.2.2.1EAHLET,

o DPDZ1—JLRT, EnableZ:#{RL. DPDEX1TRHIRZ30IHEELET

o Algorithm suite74—JLK T, CustomizeZ#iRLE T,

o Authentication algorithm2Z4—JLF T, MD5Z&:ERLET,

o Encryption algorithm>4—JLF T, 3DES-CBC#ZERLF T,

o FTDMDNTA—ZIZIE, TIAIIRELEEALES,

11
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Advanced settings

Megotiation mode
Local ID
Remote ID «

DFD

ilgorithm suite

Wuthentication

algorithm =+

Encryption algorithm *
PFS *

SA lifetime

IKE settings
Main mode
IP address ¥ 2231

IP address ¥ 2221

® Enable © Disable

DPD retry interval =| 30
Customize v

MD3

3DES-CBC
DH group 1

86400

1Psec settings

v

(Example: 1.1.1.1)

(Example: 1.1.1.1)

seconds (1-300)

seconds (60-504800. Default: 86400.)

IPsec settings27 &0y L. RDINGA—E%HFELET,

o Algorithm combinationZ74—JLF T, CustomizeZ:&RLET .

o Security protocolZ74— LR T, ESPEZEIRLET,

o ESP authentication algorithmZ4—JLK T, MD5%®#iRLET,

o ESP encryption algorithm=>4—/)LK T, 3DES-CBC#ZEIRLET,
o Encapsulation modeZ4—JLRE T, Tunnel##RLET,

o FTDMDNTA—RIZE, TIAIIRELEERALES,

12




E13 IPsecDEFHAERE DAL

Advanced settings IKE settings | IPsec settings
Algorithm combination Customize v
Security protocol * ESp v
ESP authentication algorithm =+ MDS v
ESP encryption algorithm = 3IDES-CBC v
Encapsulation mode = Transport ® Tunnel
PFS v
Time-based SA lifetime 3600 seconds (180-604800. Default: 3600)
Traffic-based SA lifstime 1843200

Kilobytes (2560-42949567295. Default: 1843200)

Trigger made Flow trigger v

6. Back to basic settings#%')v2LT. Add IPsec PolicyXx—YIZRYUE T,
7. ApplyESUvILET,

=7 = =
=R TEDER

1. HRRAFADRKRRAIBIZH L TIEEICpingTES L2 MERELET,
C:\Users\abc>ping 10.1.2.2
Ping 10.1.2.2 (10.1.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.2.2: icmp_seq=0 ttl=254 time=2.137 ms
56 bytes from 10.1.2.2: icmp_seq=1 ttI=254 time=2.051 ms
56 bytes from 10.1.2.2: icmp_seq=2 ttl=254 time=1.996 ms
56 bytes from 10.1.2.2: icmp_seq=3 ttl=254 time=1.963 ms
56 bytes from 10.1.2.2: icmp_seq=4 ttl=254 time=1.991 ms
--- Ping statistics for 10.1.2.2 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.963/2.028/2.137/0.062 ms

C:\Users\abc>

2. WebA/%—JxAZXTVirtual Network > IPsec VPN > Monitor InformationZ%')v/L T, R
DEEMHRLET .
IPsechr RILAIEEIZFEILENE T, Status ActivelL. IPsech R IILAIEEEICFEIIESNI-C L%
RLEY,

13



Hl: 75 Ly TE—RIPsec VPNDERE
YT —ORER

R14IZTRT &SI AT — koA IL—FAIX, BE/NTUYITRLREHFEDE—DWANA2—TJT
AR=FRALTAUA—RYMNIEHRLET . XET—FD A )L—42BIL, DHCPIZ K-> TEIY HToN T
IP7RLAZFERALTA U A—RUMNMIERLET At EXEIL A 3—RVENLTHEISEELE
T o A EXERDT—270—ZFRE T BIZX. L—EBIZIPsech RILVEFREIILET , Ry LT—4
EROLSIZHRELET,

o  EREICERIHAF—123456 TESTplat&!ZFHTHLIIZ, L—FAEIL—EBEHRELET,

o  HATEIEE—FZLORILIZ, X)) TF«FORIILZESPIZIEELE T,

. g5t 7 LT X Li%3DES-CBCIZ, BB 7 IILOV X LEMDSIZIEELET

K14 RYNT—OE AT 5L

Router A Router B
WAND
Headguarters 3 =% Branch
gateway gateway
WLAN1 WLANT
10.1.1.1/24 IPsec tunnel 10.1.2.1124

Host A Host B
10.1.1.224 10122124

IPsec VPNZERTE T BICIE. L—FABLUIL—IBTRDHBEEETETLET .

1. WANBIULANDERMLGHREETITVET,
a. ZBIL—BDOWANAUA—TIA RADIPFRLRES —h DA/ FIBELET
b. £IL—FDVLAN 1DTIAILNMPFRLAREEBLET,

2. IPseciR)—%EBMLET,

IPseck> R ILD FAI(JL—4B)IEDHCPTEIY H ToNT=IPPRL REEH T 5=, IPseck>
IWEERICHEETBIZIE. J—X1DIKERT L T—SavIc 75 Ly TE—REERT A5
IPsecrR)o—%HRELET,

HIRFESLUVHIRS1Y

VLAN 1D T I74IILNMPFRLRZZEE T HE, WebiEmNKBLET . EELIPFRLRZFEALT,
WebfA—JxA RIZHBEOT AT EBELHYET,

FYRID =TT a7 IILWANE =XV ILFWANT I EREZERALTWBES (X, HFIL—R(ZRETA9D
IL—FEBRELT. E7ABRAYNT IR TDRS Ty o%IPseciR) —THESNI-WANA 52—

14



TARIZEZELET, COFITIE IL—RED VT IWWANT IEREZFERALET  R9T1v 97 IL—hDEE
FBlIXBEHYEREA IN—BIETIHILFL—FEERL. TRTONS T4y oEH DT —bozAIZER
*ELET,

IPsecho R IILDOMEIT, ALERTEEFX—. X1 Tc7OraL BBEET7IILTYX L EBEE7IILT
DXL, BEUHTEIMEE—RNERESN TSI EERERLET,

FIE
IL—EADEETE

VLAN 1QIPPRULADER

#VLAN 1OVLANA U A—T A RIPFRLRA%10.1. 111241 EELET,

1. WebM A—JzA/RIZATAULET, FES—2ar XL T, Network > LAN Settings DIIEIZ
BIRLET,

VLAN 1M Operation A5 LTEAit7Aa>E9)vILET,

Interface IP address 74—JLRIZ, 10.1L.1.1EANLFET,

Subnet maskZ74—JLKIZ, 255.255.255.0 A HLET,
ZDMDINFA—ZIZEBREDHREEFERAL. ApplyE o' JvILET,

ok~ DN

15 VLAN 1OE®E

Modify LAN X
VLANID + @ (1-4094)

Interface IP address * 10111

Subnet mask # 255.255.255.0

TCP MSS 1280 (128-1460bytes)

MTU 1500 (46-1500bytes)

¢ Enable DHCP

Start address of pool 10.1.1.1
End address of pool 10.1.1.254
Forbidden address @ 10.1.1.1
Geteway address 10.1.1.1
DNS1 10,111
DINS2

Address lease 1440

minute(range:1-11520, default:14440)

15



A B3—RY MBS T =D DWANSLUE—T A X (WAN 0)DE&TE
#EBEEIPPRLRAEFEALT, BE—DWANA U A—D A RERELFET .
1. FEH—130_RAL2T, Network > WAN SettingsZ:&IRLET

2. ZRFEINI=SceneX—I T, Single-WAN scenarioz:&iRL. Linel174—/LETWANO(GEQ)%
ERLET,

3. ApplyESUvILET,

K16 WANER D F1)A

WAN Settings

Online Help
Single-WAN scenario WAN interface  WANO(GEO)

® Single-WAN scenario Multi-WAN scenario

Please select the WAN outgoing interfaces. Please choose WAN outgoing interfaces. @

Linel # WANO(GEO) L Linel:
Line2:
Line3:
Lined:

LineS: Choose.

L =N

WAN Settings#7#9)voLET,

WANO(GEOQ)MOperationhS5 ALIZHBAEAIt7AALEI )V ILET,
Connection modeZ,—JLR T, Fixed IPZRIRLET,

IP address 74—JLKIZ, 2.2.2.1EAHALET,

Subnet maskZ1—JLRIZ, 255.255.255.0&£ A ILE T,
Gateway74—JLKIZ, 2.2.2.254, A HLFET,

10. ZDHD/NFA—ZIZFBREDHEZEAL. ApplyZz o)y ILFET,

© N o g A
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B17 WANEREDZEHE

Modify WAN configuration

WAN interface WANO(GEO)

Connection mode Fixed IP v

IP address * 2221

Subnet mask = 255.255.255.0

Gateway 2.2.2.254

DNS1

DNS2

MAC ® Using the interface to the default MAC( 1C-AB-34-C7-CF-34 )
Using the specified MAC

NAT function Enable v
Use Address Pool for Translation

TCP Mss 1280 (128-1610bytes)

MTU 1500 (46-1650bytes)

Link detection Disable v

Detection address

Detection interval (1-10s)

IPseci RS —DERK
# RAINT—DE—RERET - I/ ELTEEL. IKERT O IT—2aVE—RET7I Ly TE—REL
THEELET,
1. FEH—13> AT, Virtual Network > IPsec VPNZERLET,
2. AddEY)YILET,
3. RAWR=UT RONGA—FEHRELET,
o mapléWVSERIERELET,
o Interface74—JLETWANO(GEOQ)Z#EIRLET,
o Network modeZ1—/LETHeadquarters gatewayZERLET
o Preshared key74—JLK(2123456 TESTplat&!EAHALET,
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X 18 IPsec/R L —m3EM

Add Psec Policy

Add IPsec Policy

Name x
Interface =

Network mode

Authentication method
Preshared key &

Show advanced settings

mapl (1-33 chars)

WANO(GED) ¥

Branch gateway @ ® Headquarters gateway @

................ (1-128 chars)

4. Show advanced settings&7'JyILFET . RIRSNFR—I T, RONFA—2EBHLET,

e}

e}

e}

19 IKEDE#ERE

Negotiation modeZ1—JLK T, Aggressive modeZ:&RLET .

Local IDZ4—/LR T, FDQN%#RL . FQDN4 (=& [Fwww.test.comFS BR),

DPD74—JLF T, EnableZ#{RL. DPDER1THEIRZE30IIEELET .

COREL, TIANMTIETAE—TIIZHESTOET , IPsecho RILDTRASEYT4%4

A L)—IZERTBICIE. COMEEEAR—TILIZLET,
Algorithm suite74—JLK T, CustomizeZ:#RLE T,
Authentication algorithm>+4—JLK G, MD5%ZEIRLET,
Encryption algorithm>Z+4—JLK T, 3DES-CBCH&EIRLFE T,
ZDHDINTA—RIZ(E, TIAIMEEEZFEALET,

Advanced settings

Negotiation mode
Local ID

DPD

Algorithm suite

Authentication
algorithm %

Encryption algorithm %
PFS x

SA lifetime

Back to basic settings

IKE settings ~ IPsec settings
Aggressive mode v

FQDN ¥ www.test.com (1-255 chars)

® Enable © Disable

DPD retry interval % 30 seconds (1-300)
Customize v
MD35 v
| 3DES-CBC ]
DH group 1 v
86400 seconds (60-604800. Default: 86400.)

5. IPsec settings#27&2vIL. RDINSGA—FEHRELET,

18




o Algorithm combinationZ4—JLFT. CustomizeZ:&RLET,

o Security protocolZ4—JLFE T, ESPEERLET,

o ESP authentication algorithm274—JLE T, MD5%Z2RLET

o ESP encryption algorithmZ4—/)LK T, 3DES-CBC#ZEIRLET,
o Encapsulation modeZ4—JLRT, TunnelZZ#RLET,

o ZTDMDINFTA=RIUZ, TIAILMREEERLET .

B20 IPsecDEEHAESE

Advanced setfings IKE settings = [Psec settings
Algorithm combination Customize v
Security protocel & ESP v

ESP authentication algorithm « MD5 v

ESP encryption algorithm « 3DES-CEC v

Encapsulation mode = Transport ® Tunnel

PFS v
Time-based SA lifetime 3600 seconds (180-604800. Default: 3600)
Traffic-based SA lifetime 1843700

Kilobytes (2560-4294967295, Default: 1843200)

Back to basic settings

Back to basic settings%%')v2LT. Add IPsec PolicyXR—YIZRYE T,
ApplyzED)vOLET,

19



IL—EBDEETE

VLAN 1QIPPRLADZEE

#VLAN 1OVLANA U A—T A RIPFRLR%10.1.2. 11241 EELET,

o g s~ w D E

WebAf o B—JxA/ R [ZAF 1 LET,

FEH—L30RA2T, Network > LAN SettingsDIBIZRIRLETS,
VLAN 1M OperationhS L TEdit74a>&9)vILET,

Interface IP address74—JLRIZ, 10.1.2.1EAALET,

Subnet maskZ4—JLRIZ, 255.255.255.06 A HLET,

. TOMDNTGA—ZIZIIEEEDEREEFEAL. ApplyEV)vILET,
®21 VLAN 10ZEHE

# Enable DHCP
Start address of pool

Modify LAN X
VLANID « @ (1-4084)
Interface IP address = 10.1.2.1
Subnet mask 255.255.255.0
TCP MSS 1280 (128-1460bytes)
MTU 1500 [46-1500bytes)

10.1.2.1
End address of pool 10.1.2.254
Forbidden address @ 10.1.2.1
Geteway address 10.1.2.1
DM51 10.1.2.1
DNS2
Address lease 1440

minute(range:1-11520, default:1440)

AV B—RYMNZBEHT B=-HDWANSLE—IT L X (WAN 3)DERE
# DHCPTE|Y B TONIPPRLRZFEALT, E—OWANA LU A—DJ A/ REHRELET,

1. FEH—130~_AL2T, Network > WAN SettingsZ:&IRLET

2. FTIRSNhi=SceneXR—I T, Single-WAN scenarioZ:&R L. RIZWAN3I(GEL/0/3)%&ERLET
DI4—ILRIZRREINET,

3. ApplyEVUvILET,

20



E22 WANRBRL DS 1A

WAN Settings

» ) & online Help
Selected scenario Slngle-WAN scenario WAN interf: WAN3(GE1/0/3)
@ Single-WAN scenario © Multi-WAN scenario -
Please select the WAN outgoing interfaces. Please choose WAN outgoing interfaces. @
Linel # WANS3(GE1/0/3) Linel: 0se.
Line2: hoost
Line3:
Single line : Line4:
Connects to the .
service providers LineS: OSE.
through Ethernet
interfaces or Line6: hoost
3G/4G interfaces. Line7: C =
.J ine’ hoose.
# E Line8:
! Line9: OSE.
Line10: hoose v
S
4.  WAN Settings27 &0y ILET,
5.  WAN3(GEL/0/3)MOperationhZ LIZHBEdit7A(aAVEI)vILET,
6. Connection modeZ4— /LK T, DHCPEERLET,
7. ZTOMDINFA—RIZIEBREDHRELFERAL. ApplyZ o) vILET,
23 WANEREDEE
Modify WAN configuration X
WAN interface WAN3(GE1/0/3)
Connection mode DHCP
Makesure the allocated subnet and the VLAN interface IP address do not overlap.
MAC @® Using the interface to the default MAC( EC-DA-59-4E-48-6D )
O Using the specified MAC
NAT function Enable
[C] Use Address Pool for Translation
TCP MSS 1280 {128-1610bytes)
MTU 1500 (46-1650bytes)
Link detection
Detection address
Detection interval (1-105)

IPsecR S —DHERL

HAIND—HDE—RETSUFH

21
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ELTHRELET,

FEH—2 a3 RAT, Virtual Network > IPsec VPNZEZEIRLET,
AddZEY)vILET,

RAWR—D T RONGA—FEERELET,

1.
2.
3.

o

o

o

maplEWNSEHIEIEELET .

Interface 74— JLE TWAN3(GE1/0/3)&#IRLET,

Network modeZs—/LETBranch gateway##iRL. E7 57—,/ 7RLR%2.2.2.1(C
BELET,

Preshared keyZ+4—JLK[2123456 TESTplat&!EAALET,

Protected data flows$Bi T, {Ri& 3 5FO0ra)LELTIPZEEIRL. Local subnet/mask”
4—JLK1210.1.2.0/255.255.255.0, Peer subnet/mask74—JLK(Z

10.1.1.0/255.255.255.0 A ALT, 7AaAv e #HUvILET,

E24 IPsecRY) S —miEM

Add [Psec Policy X

Add 1Psec Policy

Mame & mapl [1-33 chars)
Interface # WAN3{GEL/0/3) -
Metwork mode ® Branch gateway @ O Headquarters gateway @
Peer gateway address # 2221 (Example: 1.1.1.1)

Authentication method

Preshared key SEGEIERRRIRENERS [1-128 chars)

Protected data flows =

1 1P 10.1.2.0/255.255.255.0 10.1.1.0/255.255.255.0 |}
IP v

show advanced setting

[=="]

Show advanced settingsZ2)vILET . RIRSNTFZR—D T ROINTA—FEEHLET,

Negotiation modeZ+4—JLK T, Main modeZ#ERLFET,
Local IDZ4—JLE T, FDQN%ERL . FQDNZ (=& % [Ewww.testl.comZFSHR),

Remote ID74—/LF T, FDQN%:ZERL . FQDN£& &L Twww.test.comEAALET,
DPDZ+4—JLR T, Enable%#iRL . DPDEITHMREZ30ITHEELET .

Algorithm suiteZ74—JLF T, CustomizeZ:&RLET .

Authentication algorithm2Z,—JLF T, MD5%:&RLET

Encryption algorithm24—JLK T, 3DES-CBCZZEIRLET,
ZTDMDINTGA—=RIZE, TIHIVIEREEFERALET .

22



25 IKED S E

Advanced settingS | IKEsettings  IPsec settings

Megotiation mode Aggressive mode v
Lacal ID FQDN ¥ | www.testl.com {1-255 chars)
Remote ID - = FQDN ¥ www.itest.com {1-255 chars)
DPD ® Enable © Disable

DPD retry interval = 30 seconds (1-300)
ilgorithm suite Customize v
uthentication MDS v

algorithm =+

Encryption algorithm « 3DES-CBC v
PES =+ DH group 1 v
SA lifetime 86400 seconds (60-604800. Default: 86400.)

IPsec settings27 %01y L. RDINGA—E%HELET,

o

e}

e}

Algorithm combinationZ4—JLRK T, CustomizeZ:ERLFET,
Security protocol74—JLR T, ESPZEIRLE T,

ESP authentication algorithm2Z+4—/LE T, MD5%®#IRLET,
ESP encryption algorithm>+4—)LKE T, 3DES-CBCH:&ERLFET .
Encapsulation modeZ4—JLE T, TunnelZ:&RLET,
ZDMDINTGA=FIZNE, TIAIMEREEFEALET

23



26 IPsecDEEHAERE

Advanced settings IKE settings = IPsec setfings
Algorithm combination Customize v
Security protocal * ESp ¥
ESP authentication algorithm MDS v
ESP encryption algorithm =+ IDES-CBC v
Encapsulation mode = Transport ® Tunnel
PFS v
Time-based SA lifetime 3600 seconds (180-604800. Default: 3600)
Traffic-based SA lifetime 1843200

Kilobytes (2560-4294967295. Default: 1843200)

Trigger mode Flow trigger v

6. Back to basic settings#%')v2LT. Add IPsec PolicyX—YIZRYUE T,
7. [ERZEIUVILET,

=7 = =
=R TEDER

1. RARANKRARBIZR L TERIZpingTESZEEXMRLET,
C:\Users\abc>ping 10.1.2.2
Ping 10.1.2.2 (10.1.2.2): 56 data bytes, press CTRL_C to break
56 bytes from 10.1.2.2: icmp_seq=0 ttl=254 time=2.137 ms
56 bytes from 10.1.2.2: icmp_seq=1 ttl=254 time=2.051 ms
56 bytes from 10.1.2.2: icmp_seq=2 ttI=254 time=1.996 ms
56 bytes from 10.1.2.2: icmp_seq=3 ttl=254 time=1.963 ms
56 bytes from 10.1.2.2: icmp_seq=4 ttl=254 time=1.991 ms
--- Ping statistics for 10.1.2.2 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.963/2.028/2.137/0.062 ms

C:\Users\abc>

2. WebA>%—27x4AXTVirtual Network > IPsec VPN > Monitor Informationz%')v4oLT.
IPseck U RILIMNIEBICHEML SNT-CEFHEZRLET , Status Activeld. IPseck RILMIEE IZHE
aAEhf=-C&ERLET,
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