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<H3C>system-view

System View: return to User View with Ctrl+Z.

[H3C]sysname SWA

[SWA]vlan 2

[SWA-vIan2]port GigabitEthernet 1/0/2

[SWA-vIan2]quit
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GO0/0 192.168.1.1/24 -

RTA
GO0/1 1.1.1.1/24 -

RTB G0/0 192.168.2.1/24 -




GO0/M1 2.2.2.1/24 -

VLAN 1 1.1.1.2/24
SWA

VLAN 2 2.2.2.2/24
PCA 192.168.1.2/24 192.168.1.1/24
PCB 192.168.2.2/24 192.168.2.1/24

FIE2: )L—T42JTORILERET D
RTA, RTB, SWA [ZLLFD&51Z OSPF 28X ELFT .
[RTA] ospf 1
[RTA-ospf-1]area 0
[RTA-ospf-1-area-0.0.0.0]network 1.1.1.0 0.0.0.255
[RTA-ospf-1-area-0.0.0.0]quit
[RTA-ospf-1]quit

[SWA]ospf 1

[SWA-ospf-1]area 0
[SWA-ospf-1-area-0.0.0.0]network 1.1.1.0 0.0.0.255
[SWA-ospf-1-area-0.0.0.0]network 2.2.2.0 0.0.0.255
[SWA-ospf-1-area-0.0.0.0]quit

[SWA-ospf-1]quit

[RTBJospf 1

[RTB-ospf-1]area 0
[RTB-ospf-1-area-0.0.0.0]network 2.2.2.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]quit

[RTB-ospf-1]quit
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ZEIW—B—TYE—FITFAR—bRIRT—IANDRET VI IL—FELLTDOLIIEHELET
[RTAJip route-static 192.168.2.0 255.255.255.0 1.1.1.2
[RTB]ip route-static 192.168.1.0 255.255.255.0 2.2.2.2



LEB/ETTE.RTA RTB, SWA DIIL—FT19TF—TIERTLET,
[RTA]display ip routing-table

Destinations : 18

Destination/Mask

0.0.0.0/32
1.1.1.0/24
1.1.1.0/32
1.1.1.1/32
1.1.1.255/32
2.2.2.0/24
127.0.0.0/8
127.0.0.0/32
127.0.0.1/32

Routes : 18
Proto  Pre Cost
Direct 0 O
Direct 0 O
Direct 0 O
Direct 0 O
Direct 0 O

O_INTRA10 2

Direct
Direct

Direct

127.255.255.255/32 Direct

192.168.1.0/24
192.168.1.0/32
192.168.1.1/32
192.168.1.255/32
192.168.2.0/24

224.0.0.0/4
224.0.0.0/24

Direct
Direct
Direct
Direct
Static
Direct

Direct

255.255.255.255/32 Direct

O O O o o © o o

60
0
0
0

<SWA>display ip routing-table

Destinations : 16

Destination/Mask

0.0.0.0/32
1.1.1.0/24
1.1.1.0/32
1.1.1.2/32
1.1.1.255/32
2.2.2.0/24
2.2.2.0/32
2.2.2.2/32
2.2.2.255/32

Routes : 16

Proto
Direct
Direct
Direct
Direct
Direct
Direct
Direct
Direct

Direct

Pre Cost

0
0
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0
0
0
0
0

0

o ©O O © o © ©o o

NextHop
127.0.0.1
1111
1111
127.0.0.1
1111

1.11.2
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
192.168.1.1
192.168.1.1
127.0.0.1

192.168.1.1
1.1.1.2
0.0.0.0
0.0.0.0
127.0.0.1

NextHop
127.0.0.1
1.1.1.2
1.1.1.2
127.0.0.1
1.11.2
2222
2222
127.0.0.1
2222

Interface
InLoopO
GEO0/1
GEO0/1
InLoopO
GEO0/1
GEO/1
InLoopO
InLoopO
InLoopO
InLoopO
GEO0/0
GEO0/0
InLoopO
GEO0/0
GEO0/1
NULLO
NULLO
InLoopO

Interface

InLoopO
Vianl
Vianl
InLoopO
Vlanl
Vian2
Vian2
InLoopO
Vian2



127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
[RTB]display ip routing-table

Destinations : 18 Routes : 18

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
1.1.1.0/24 O_INTRA10 2 2.2.2.2 GEO/1
2.2.2.0/24 Direct 0 O 2221 GEO/1
2.2.2.0/32 Direct 0 O 2221 GEO/1
2.2.2.1/32 Direct 0 O 127.0.0.1 InLoopO
2.2.2.255/32 Direct 0 O 2221 GEO/1
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.0/24 Static 60 0 2222 GEO/1
192.168.2.0/24 Direct 0 O 192.168.2.1 GEO/0
192.168.2.0/32 Direct 0 O 192.168.2.1 GEO/0
192.168.2.1/32 Direct 0 O 127.0.0.1 InLoopO
192.168.2.255/32 Direct 0 O 192.168.2.1 GEO/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO

COFERIT.SWA DIL—TA2 T T—TVIZETFAR—,RYNT—I~DIL—rEFFOTLVE
WoEERLTLET,

LITD&SIZ. PCA & PCB DG HEZELET

<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break

Request time out



Request time out
Request time out
Request time out

Request time out

COFERIE. PCAIX PCB IZ ping TEGWIEERLTUVET , COFERDEHIL SWA A PCB
ADIIL—FEFS>TLVELDSTY,

FIIE 3:IKE FAR—YILEEHRTET S

[RTAJike proposal 1
[RTA-ike-proposal-1]authentication-method pre-share
[RTA-ike-proposal-1Jauthentication-algorithm md5
[RTA-ike-proposal-1]encryption-algorithm 3des-cbc
[RTA-ike-proposal-1]quit

[RTB]Jike proposal 1
[RTB-ike-proposal-1]authentication-method pre-share
[RTB-ike-proposal-1]authentication-algorithm md5
[RTB-ike-proposal-1]encryption-algorithm 3des-cbc
[RTB-ike-proposal-1]quit

F|IE 4: IKE keychain Zs&E 9 %

[RTA]Jike keychain keychainl
[RTA-ike-keychain-keychainl]pre-shared-key address 2.2.2.1 255.255.255.0 key simple h3c
[RTA-ike-keychain-keychainl]quit

[RTBJike keychain keychainl
[RTB-ike-keychain-keychainl]pre-shared-key address 1.1.1.1 255.255.255.0 key simple h3c
[RTB-ike-keychain-keychainl]quit

F|IE 5: IKE profile Z58E 3 %

Pre-shared key Z{#5

[RTAlike profile profilel

[RTA-ike-profile-profilel]local-identity address 1.1.1.1
[RTA-ike-profile-profilel]match remote identity address 2.2.2.1 255.255.255.0
[RTA-ike-profile-profilel]keychain keychainl



[RTA-ike-profile-profilel]proposal 1
[RTA-ike-profile-profilel]quit

[RTB]ike profile profilel

[RTB-ike-profile-profilel]local-identity address 2.2.2.1
[RTB-ike-profile-profilel]match remote identity address 1.1.1.1 255.255.255.0
[RTB-ike-profile-profilel]keychain keychainl
[RTB-ike-profile-profilel]proposal 1

[RTB-ike-profile-profilel]quit

FIE 6:ACLZRTET S
MIL—2—hH TRy 192.168.1.0/24 & 192.168.2.0/24 EDRBD S T4 %EBEHTED LS
ICACLZERELEY .

[RTAJacl advanced 3000

[RTA-acl-ipv4-adv-3000]rule O permit ip source 192.168.1.0 0.0.0.255 destination
192.168.2.0 0.0.0.255

[RTA-acl-ipv4-adv-3000]quit

[RTB]acl advanced 3000

[RTB-acl-ipv4-adv-3000]rule 0 permit ip source 192.168.2.0 0.0.0.255 destination
192.168.1.0 0.0.0.255

[RTB-acl-ipv4-adv-3000]quit

F|IE 7:IPsec proposal #XE T S

[RTA]Jipsec transform-set trans1
[RTA-ipsec-transform-set-trans1]esp authentication-algorithm shal
[RTA-ipsec-transform-set-trans1]esp encryption-algorithm aes-cbc-128

[RTA-ipsec-transform-set-trans1]quit

[RTB]Jipsec transform-set trans1
[RTB-ipsec-transform-set-trans1]esp authentication-algorithm shal
[RTB-ipsec-transform-set-trans1]esp encryption-algorithm aes-cbc-128

[RTB-ipsec-transform-set-trans1]quit



F|Ig 8: IPsec policy ME%E &iE A

M IL—R—IZHVT. IPsec policy DERTE LMBHET HIEBLIEHRINTLSYEAF2TT—XIC
TNEERT S,

[RTAJipsec policy policyl 1 isakmp
[RTA-ipsec-policy-isakmp-policyl-1]remote-address 2.2.2.1
[RTA-ipsec-policy-isakmp-policy1-1]security acl 3000
[RTA-ipsec-policy-isakmp-policyl-1]Jtransform-set transl
[RTA-ipsec-policy-isakmp-policyl-1]ike-profile profilel
[RTA-ipsec-policy-isakmp-policy1-1]quit

[RTAJinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ipsec apply policy policyl
[RTA-GigabitEthernet0/1]quit

[RTB]ipsec policy policyl 1 isakmp
RTB-ipsec-policy-isakmp-policyl-1]Jremote-address 1.1.1.1
RTB-ipsec-policy-isakmp-policyl-1]security acl 3000
[RTB-ipsec-policy-isakmp-policyl-1]transform-set transl
[RTB-ipsec-policy-isakmp-policyl-1]ike-profile profilel
[RTB-ipsec-policy-isakmp-policy1-1]quit

[RTBJinterface GigabitEthernet 0/1
[RTB-GigabitEthernetO/1]ipsec apply policy policyl
[RTB-GigabitEthernet0/1]quit

FIE 9: REZEHERT D

[RTA]display ike proposal

Priority Authentication Authentication Encryption Diffie-Hellman Duration

method algorithm algorithm group (seconds)
1 PRE-SHARED-KEY MD5 3DES-CBC Group 1 86400
default PRE-SHARED-KEY SHA1 DES-CBC Group 1 86400

[RTA]display ipsec transform-set
IPsec transform set: trans1

State: complete



Encapsulation mode: tunnel
ESN: Disabled
PFS:
Transform: ESP
ESP protocol:
Integrity: SHA1
Encryption: AES-CBC-128

[RTA]display ipsec policy

IPsec Policy: policyl
Interface: GigabitEthernet0/1

Sequence number: 1
Mode: ISAKMP

Traffic Flow Confidentiality: Disabled
Security data flow: 3000

Selector mode: standard

Local address:

Remote address: 2.2.2.1

Transform set: tranl

IKE profile: profilel

IKEV2 profile:

SA duration(time based): 3600 seconds
SA duration(traffic based): 1843200 kilobytes
SA idle time:

[RTB]display ike proposal
Priority Authentication Authentication Encryption Diffie-Hellman Duration

method algorithm algorithm group (seconds)

1 PRE-SHARED-KEY MD5 3DES-CBC Group 1 86400
default PRE-SHARED-KEY SHA1 DES-CBC Group 1 86400



[RTB]display ipsec transform-set
IPsec transform set: trans1
State: complete
Encapsulation mode: tunnel
ESN: Disabled
PFS:
Transform: ESP
ESP protocol:
Integrity: SHA1
Encryption: AES-CBC-128

[RTB]display ipsec policy

IPsec Policy: policyl
Interface: GigabitEthernet0/1

Sequence number: 1
Mode: ISAKMP

Traffic Flow Confidentiality: Disabled
Security data flow: 3000

Selector mode: standard

Local address:

Remote address: 1.1.1.1

Transform set: transl

IKE profile: profilel

IKEV2 profile:

SA duration(time based): 3600 seconds
SA duration(traffic based): 1843200 kilobytes
SA idle time:

FIE 10: b RILDFEILSNTOTIREBLTOAINERERT S

PCA mi5 PCB [Z ping LTl PC D #E#zHERLET,
<PCA>ping 192.168.2.2



Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out

56 bytes from 192.168.2.2: icmp_seq=1 ttl=253 time=2.000 ms

56 bytes from 192.168.2.2: icmp_seq=2 ttl=253 time=9.000 ms

56 bytes from 192.168.2.2: icmp_seq=3 ttl=253 time=2.000 ms

56 bytes from 192.168.2.2: icmp_seq=4 ttl=253 time=4.000 ms

A PO ICMP TO—ERMNZA LT IMIBY DT RTOERIEZA LTI RLED
Sf2ZEERLTVWEY, RUDERNZA LTINS BHEIIC IPsec SAs MERATELMof-1=
O ZPDERIFWEEINFELIz, RPDVIIRAMY IKE 2T IT—3> %) H—L, RIC
FHEEIND IPsec SAs HHEEIN ., BIFED T XTDY IR IPsec bR ILENLTIRSEICS
EfEshFEL,

RTA £ RTB @ IPsec & IKE &R RLET,
<RTA>display ike sa
<RTA>display ike sa

Connection-ID  Remote Flag DOl
2 2221 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY

<RTA>display ike sa verbose

<RTA>display ike sa verbose

Connection ID: 2
Outside VPN:
Inside VPN:
Profile: profilel

Transmitting entity: Initiator

Local IP: 1.1.1.1
Local ID type: IPV4_ADDR
Local ID: 1.1.1.1

Remote IP: 2.2.2.1



Remote ID type: IPV4_ADDR
Remote ID: 2.2.2.1

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: MD5
Encryption-algorithm: 3DES-CBC

Life duration(sec): 86400
Remaining key duration(sec): 85632
Exchange-mode: Main
Diffie-Hellman group: Group 1

NAT traversal: Not detected

Extend authentication: Disabled

Assigned IP address:

<RTA>display ipsec sa
<RTA>display ipsec sa

Interface: GigabitEthernet0/1

IPsec policy: policyl
Sequence number: 1
Mode: ISAKMP

Tunnel id: O
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 1.1.1.1



remote address: 2.2.2.1

Flow:
sour addr: 192.168.1.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 2415685184 (0x8ffc6e40)
Connection ID: 12884901889

Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHAL

SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843199/2777
Max received sequence-number: 4

Anti-replay check enable: Y

Anti-replay window size: 64

UDP encapsulation used for NAT traversal: N

Status: Active

[Outbound ESP SAS]
SPI: 3646540216 (0xd959c9b8)
Connection ID: 12884901888

Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1

SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843199/2777
Max sent sequence-number: 4

UDP encapsulation used for NAT traversal: N

Status: Active

<RTB>display ike sa
<RTB>display ike sa

Connection-ID  Remote Flag DOl
2 1.1.11 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY

<RTB>display ike sa verbose



<RTB>display ike sa verbose

Connection ID: 2
Outside VPN:
Inside VPN:
Profile: profilel

Transmitting entity: Responder

Local IP: 2.2.2.1
Local ID type: IPV4_ADDR
Local ID: 2.2.2.1

Remote IP: 1.1.1.1
Remote ID type: IPV4_ADDR
Remote ID: 1.1.1.1

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: MD5
Encryption-algorithm: 3DES-CBC

Life duration(sec): 86400
Remaining key duration(sec): 85506
Exchange-mode: Main
Diffie-Hellman group: Group 1

NAT traversal: Not detected

Extend authentication: Disabled

Assigned IP address:

<RTB>display ipsec sa
<RTB>display ipsec sa

Interface: GigabitEthernet0/1




IPsec policy: policyl
Sequence number: 1
Mode: ISAKMP

Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 2.2.2.1
remote address: 1.1.1.1
Flow:
sour addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.1.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 1971329230 (0x758018ce)
Connection ID: 4294967296
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1L
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2592
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N

Status: Active

[Outbound ESP SAs]
SPI: 316893198 (0x12e3680¢€)
Connection ID: 4294967297
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2592



Max sent sequence-number: 4
UDP encapsulation used for NAT traversal: N

Status: Active

IPsec policy: policyl
Sequence number: 1
Mode: ISAKMP

Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 2.2.2.1
remote address: 1.1.1.1
Flow:
sour addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.1.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3646540216 (0xd959c9b8)
Connection ID: 4294967298
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2677
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N

Status: Active

[Outbound ESP SAs]



SPI: 2415685184 (0x8ffc6e40)

Connection ID: 4294967299

Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843199/2677

Max sent sequence-number: 4

UDP encapsulation used for NAT traversal: N

Status: Active

H X, HHSh5d ISAKMP SA & |0sec SAs WI R THEILSINTI=ZEERLTLET ., RTA
DAINIUR SA D SPI L RTB D7 Ih/NIUK SA D SPI E—FL.RTA DT IR UR
SA @ SPI & RTA DA N UR SAD SPI E—BLET, SAs (. BCRERFET LT X LERE
BAETILIAV X LEFRALET,

FIE 11:1Psec DENMEEEIRT S

FHETHETO IPsec SA & ISAKMP SA&45)79 %,
<RTA>reset ike sa

<RTA>reset ipsec sa

<RTB>reset ike sa

<RTB>reset ipsec sa

TIVTEBHIZLES,

<RTA>terminal monitor

The current terminal is enabled to display logs.
<RTA>terminal debugging

The current terminal is enabled to display debugging logs.
<RTA>debugging ike packet

<RTA>debugging ipsec packet

IPsec b2 LERESL S 518D PCA M5 PCB ~ ping LEY
<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out

56 bytes from 192.168.2.2: icmp_seq=1 ttI=253 time=2.000 ms

56 bytes from 192.168.2.2: icmp_seq=2 ttl=253 time=9.000 ms



56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=2.000 ms
56 bytes from 192.168.2.2: icmp_seq=4 ttl=253 time=4.000 ms

TINUX U IERERL. 2LET

<RTA>*Dec 27 10:59:36:781 2021 RTA IPSEC/7/PACKET:
Failed to find SA by SP, SP Index = 0, SP Convert-Seq = 65536.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

Encryption algorithm is 3DES-CBC.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

Hash algorithm is HMAC-MD5.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

DH group 1.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

Authentication method is Pre-shared key.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

Lifetime type is in seconds.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

Life duration is 86400.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

Construct transform payload for transform 1.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

Constructed SA payload.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

Construct NAT-T rfc3947 vendor ID payload.

*Dec 27 10:59:36:781 2021 RTA IKE/7/PACKET:

Construct NAT-T draft3 vendor ID payload.

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET:

Construct NAT-T draft2 vendor ID payload.

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET:

Construct NAT-T draftl vendor ID payload.

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET:

Construct XAUTH drafté vendor ID payload.
*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif =0, src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0, src=1.1.1.1, dst = 2.2.2.1/500

vif=0, src=1.1.1.1, dst = 2.2.2.1/500

vrf=0, src=1.1.1.1, dst = 2.2.2.1/500

vif=0, src=1.1.1.1, dst = 2.2.2.1/500

vrf =0, src=1.1.1.1, dst = 2.2.2.1/500

vif=0, src=1.1.1.1, dst = 2.2.2.1/500

vrf =0, src=1.1.1.1, dst = 2.2.2.1/500

Sending packet to 2.2.2.1 remote port 500, local port 500.

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET:

vif=0, src=1.1.1.1, dst = 2.2.2.1/500



[-Cookie: d5f7180aa563cf61
R-Cookie: 0000000000000000
next payload: SA

version: ISAKMP Version 1.0
exchange mode: Main

flags:

message ID: 0

length: 176

*Dec 27 10:59:36:782 2021 RTA IKE/7/PACKET: vif =0, src = 1.1.1.1, dst = 2.2.2.1/500

Sending an IPv4 packet.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500
Received packet from 2.2.2.1 source port 500 destination port 500.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

I-Cookie: d5f7180aa563cf61
R-Cookie: 535bbbeaca951ab0
next payload: SA

version: ISAKMP Version 1.0
exchange mode: Main

flags:

message ID: 0

length: 116

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:
Received ISAKMP Security Association Payload.
*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

Received ISAKMP Vendor ID Payload.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

Received ISAKMP Vendor ID Payload.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

Process SA payload.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

Check ISAKMP transform 1.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

Encryption algorithm is 3DES-CBC.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET:

HASH algorithm is HMAC-MD5.

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0, src=1.1.1.1, dst = 2.2.2.1/500

vif=0, src=1.1.1.1, dst = 2.2.2.1/500

vif=0, src=1.1.1.1, dst = 2.2.2.1/500

vif=0, src=1.1.1.1, dst = 2.2.2.1/500

vif=0, src=1.1.1.1, dst = 2.2.2.1/500

vrf=0, src=1.1.1.1, dst = 2.2.2.1/500

vif=0, src=1.1.1.1, dst = 2.2.2.1/500



*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500
DH group is 1.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500
Authentication method is Pre-shared key.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500
Lifetime type is 1.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500
Life duration is 86400.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500

Attributes is acceptable.

*Dec 27 10:59:36:783 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500

Process vendor ID payload.

*Dec 27 10:59:36:788 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500

Construct KE payload.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500

Construct NONCE payload.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500

Construct NAT-D payload.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET: vif =0, src = 1.1.1.1, dst = 2.2.2.1/500

Construct DPD vendor ID payload.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500

Sending packet to 2.2.2.1 remote port 500, local port 500.

*Dec 27 10:59:36:789 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500

I-Cookie: d5f7180aa563cf61
R-Cookie: 535bbbeaca951ab0
next payload: KE

version: ISAKMP Version 1.0

exchange mode: Main

flags:
message ID: 0
length: 208
BRI7AIL
e RTA

#



sysname RTA
#
ospf 1
area 0.0.0.0
network 1.1.1.0 0.0.0.255
#
interface GigabitEthernet0/0
port link-mode route
ip address 192.168.1.1 255.255.255.0
#
interface GigabitEthernet0/1
port link-mode route
ip address 1.1.1.1 255.255.255.0
ipsec apply policy policyl
#
ip route-static 192.168.2.0 24 1.1.1.2
#
acl advanced 3000
rule O permit ip source 192.168.1.0 0.0.0.255 destination 192.168.2.0 0.0.0.255
#
ipsec transform-set trans1
esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shal
#
ipsec policy policyl 1 isakmp
transform-set trans1
security acl 3000
remote-address 2.2.2.1
ike-profile profilel
#
ike profile profilel
keychain keychainl
local-identity address 1.1.1.1
match remote identity address 2.2.2.1 255.255.255.0

proposal 1



ike proposal 1
encryption-algorithm 3des-cbc
authentication-algorithm md5
#
ike keychain keychainl
pre-shared-key address 2.2.2.1 255.255.255.0 key simple h3c
#



RTB
#
sysname RTB
#
ospf 1
area 0.0.0.0
network 2.2.2.0 0.0.0.255
#
interface GigabitEthernet0/0
port link-mode route
ip address 192.168.2.1 255.255.255.0
#
interface GigabitEthernet0/1
port link-mode route
ip address 2.2.2.1 255.255.255.0
ipsec apply policy policyl
#
ip route-static 192.168.1.0 24 2.2.2.2
#
acl advanced 3000
rule O permit ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
#
ipsec transform-set trans1
esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shal
#
ipsec policy policyl 1 isakmp
transform-set trans1
security acl 3000
remote-address 1.1.1.1
ike-profile profilel
#
ike profile profilel
keychain keychainl
local-identity address 2.2.2.1
match remote identity address 1.1.1.1 255.255.255.0



proposal 1
#
ike proposal 1
encryption-algorithm 3des-cbc
authentication-algorithm md5
#
ike keychain keychainl
pre-shared-key address 1.1.1.1 255.255.255.0 key simple h3c
#



SWA
#
sysname SWA
#
ospf 1
area 0.0.0.0
network 1.1.1.0 0.0.0.255
network 2.2.2.0 0.0.0.255
#
vlan 1
#
vlan 2
#
interface Vlan-interfacel
ip address 1.1.1.2 255.255.255.0
#
interface Vlan-interface2
ip address 2.2.2.2 255.255.255.0
#
interface GigabitEthernet1/0/1
port link-mode bridge
#
interface GigabitEthernet1/0/2
port link-mode bridge
port access vlan 2
#



