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FIE1:IP FRLRZHRET S

K 33ITKSCIPFRLRZEIYLTES , PCADTIHILMS—b9zAELTRTA, £LTPCB
DT IHIVNT—hI14% RTB ERELET .

PC.IL—3—  ZELTRAYFZER 4-1 DFIIHEHMBLET . TL T R YFIZIT VLAN 2 Z4EmK
L.VLAN 2 [Z GE1/0/2 #:BMLFET,

<H3C>system-view

System View: return to User View with Ctrl+Z.

[H3C]sysname SWA

[SWA]vlan 2

[SWA-vlan2]port GigabitEthernet 1/0/2

[SWA-vlan2]quit

£ 3-3IP7RLREYHT

XE A8—Jx4R | IPPRLR HF—kyzA
G0/0 192.168.1.1/24 -
RTA BALFIVIIZIPT
GO0/1 -
KL REES
GO0/0 192.168.2.1/24 -
RTB
GO0/1 2.2.2.1/24 -
VLAN 1 1.1.1.2/24
SWA
VLAN 2 2.2.2.2/24
PCA 192.168.1.2/24 192.168.1.1/24
PCB 192.168.2.2/24 192.168.2.1/24

FIE 2: L—T1>JTALILEERTET S
SWA, RTB I[ZATF D &SIZ OSPF Z5RELFET .

[SWA]ospf 1

[SWA-ospf-1]area O

[SWA-ospf-1-area-0.0.0.0]network 1.1.1.0 0.0.0.255
[SWA-ospf-1-area-0.0.0.0]network 2.2.2.0 0.0.0.255
[SWA-ospf-1-area-0.0.0.0]quit



[SWA-ospf-1]quit

[RTBJospf 1

[RTB-ospf-1]area 0
[RTB-ospf-1-area-0.0.0.0]network 2.2.2.0 0.0.0.255
[RTB-ospf-1-area-0.0.0.0]quit

[RTB-ospf-1]quit

FEOEIIZEFER.SWA FAHERYNT—9FZIaL—FLTWT, 2HERYENT—TIL—FDH R
HFLTUWET, ShidP TRy 192.168.1.0/24 £ 192.168.2.0/24 ~D JL—rEH->TWWEH A G
#5(E, OSPF T1)7 PCA & PCB [CEfSNhTWVBIL—E—A B TT—AADIL— EEATNE
A,

JL—B—B TYE—FTSAR—bRINT—IADRET AT IIL—RELTOIIIHZELET .
[RTBJip route-static 192.168.1.0 255.255.255.0 2.2.2.2

FlE3: AEDRYNT—IERERELET

[SWA]dhcp enable

[SWA]dhcp server ip-pool 1

[SWA-dhcp-pool-1]network 1.1.1.0 mask 255.255.255.0
[SWA-dhcp-pool-1]gateway-list 1.1.1.2
[SWA-dhcp-pool-1]quit

[RTA]Jinterface GigabitEthernet 0/1
[RTA-GigabitEthernet0/1]ip address dhcp-alloc
[RTA-GigabitEthernet0/1]quit

RTA DIL—T 4 T ERERTLET . COBERIZ RTAN IP FRLRETIAHILML—REERBLT
WBHIEERLTVET,
[RTA]display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask  Proto  Pre Cost NextHop Interface
0.0.0.0/0 Static 70 0 1112 GEO0/1
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0

1.1.1.0/24 Direct 0 O 1.1.11 GEO/1



1.1.1.0/32 Direct 0 O 1111 GEO/1
1.1.1.1/32 Direct 0 O 127.0.0.1 InLoopO
1.1.1.255/32 Direct 0 O 1111 GEO/1
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoopO
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoopO
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoopO
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO0
192.168.1.0/24 Direct 0 O 192.168.1.1 GEO0/0
192.168.1.0/32 Direct 0 O 192.168.1.1 GEO0/0
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoopO
192.168.1.255/32 Direct 0 O 192.168.1.1 GEO0/0
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO

PCA mi5 PCB ~ ping LEY ., PCA BMa3 T 54 R—hRURT—IADIL—bEFHFOTLVEL =,
PCB ~M ping (X TEFEH A,

<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break

Request time out

Request time out

Request time out

Request time out

Request time out

F|IE 4:IKE Proposal #5%ELE3

[RTA]ike proposal 1
[RTA-ike-proposal-1]authentication-method pre-share
[RTA-ike-proposal-1]authentication-algorithm md5
[RTA-ike-proposal-1]encryption-algorithm 3des-cbc
[RTA-ike-proposal-1]quit

[RTB]ike proposal 1
[RTB-ike-proposal-1]authentication-method pre-share
[RTB-ike-proposal-1Jauthentication-algorithm md5
[RTB-ike-proposal-1]encryption-algorithm 3des-cbc



[RTB-ike-proposal-1]quit

F|IE 5: IKE identify Z5ZELET

[RTAJike identity fqdn rta
[RTB]ike identity fqdn rtb

F|I§ 6:1KE keychain Z5%ELET

[RTAJike keychain keychainl

[RTA-ike-keychain-keychainl]pre-shared-key address 2.2.2.1 255.255.255.0 key sim
ple h3c

[RTA-ike-keychain-keychain1]quit

[RTB]Jike keychain keychainl
[RTB-ike-keychain-keychainl]pre-shared-key hostname rta key simple h3c
[RTB-ike-keychain-keychainl]quit

F|E 7:IKE Profile #58F L9

[RTA]ike profile profilel
[RTA-ike-profile-profilel]exchange-mode aggressive
[RTA-ike-profile-profilel]match remote identity fqdn rth
[RTA-ike-profile-profilel]keychain keychainl
[RTA-ike-profile-profilel]proposal 1
[RTA-ike-profile-profile1]quit

[RTBJike profile profilel
[RTB-ike-profile-profilel]exchange-mode aggressive
[RTB-ike-profile-profilel]Jmatch remote identity fqdn rta
[RTB-ike-profile-profilel]keychain keychainl
[RTB-ike-profile-profilel]proposal 1
[RTB-ike-profile-profile1]quit

FE 8:ACLZRELET

[RTA]acl advanced 3000

[RTA-acl-ipv4-adv-3000]rule O permit ip source 192.168.1.0 0.0.0.255 destination
192.168.2.0 0.0.0.255

[RTA-acl-ipv4-adv-3000]quit



[RTB]Jacl advanced 3000

[RTB-acl-ipv4-adv-3000]rule O permit ip source 192.168.2.0 0.0.0.255 destination
192.168.1.0 0.0.0.255

[RTB-acl-ipv4-adv-3000]quit

FI|IE 9:IPsec Proposal #XELET

[RTAJipsec transform-set trans1
[RTA-ipsec-transform-set-trans1]esp authentication-algorithm shal
[RTA-ipsec-transform-set-trans1]esp encryption-algorithm aes-cbc-128

[RTA-ipsec-transform-set-trans1]quit

[RTB]Jipsec transform-set trans1
[RTB-ipsec-transform-set-transl]esp authentication-algorithm shal
[RTB-ipsec-transform-set-transl]esp encryption-algorithm aes-cbc-128

[RTB-ipsec-transform-set-trans1]quit

FIg 10: IPsec Policy &L CEALET

75 D JL—A—T IPsec Policy 58 EL . TNEBET SEEICHEKIN TSI 4T —ANER
LEY,

[RTA]ipsec policy policyl 1 isakmp
[RTA-ipsec-policy-isakmp-policyl-1]remote-address 2.2.2.1
[RTA-ipsec-policy-isakmp-policyl-1]security acl 3000
[RTA-ipsec-policy-isakmp-policyl-1]transform-set transl
[RTA-ipsec-policy-isakmp-policyl-1]ike-profile profilel
[RTA-ipsec-policy-isakmp-policy1-1]quit

[RTA]Jinterface GigabitEthernet 0/1
[RTA-GigabitEthernetO/1]ipsec apply policy policyl
[RTA-GigabitEthernet0/1]quit

BEEZEELTO RTB [F, /IO IP PRLRERGTELGN =0, TUTU—FELTHER T 2L E
AHYES,

[RTB]Jipsec policy-template templatel 1

[RTB-ipsec-policy-template-templatel-1]security acl 3000



[RTB-ipsec-policy-template-templatel-1]transform-set transl
[RTB-ipsec-policy-template-templatel-1]ike-profile profilel
[RTB-ipsec-policy-template-templatel-1]quit

[RTBJipsec policy policyl 1 isakmp template templatel
[RTBJinterface GigabitEthernet 0/1
[RTB-GigabitEthernet0/1]ipsec apply policy policyl
[RTB-GigabitEthernet0/1]quit

FIE 11 REEHERLET

RTA & RTB T display Av U REE VR EFERERTLET
<RTA>display ike proposal

Priority Authentication Authentication Encryption Diffie-Hellman Duration

method algorithm algorithm group (seconds)
1 PRE-SHARED-KEY MD5 3DES-CBC Group 1 86400
default PRE-SHARED-KEY SHA1 DES-CBC Group 1 86400

<RTA>display ipsec transform-set
IPsec transform set: transl
State: complete
Encapsulation mode: tunnel
ESN: Disabled
PFS:
Transform: ESP
ESP protocaol:
Integrity: SHA1
Encryption: AES-CBC-128

<RTA>display ipsec policy

IPsec Policy: policyl
Interface: GigabitEthernet0/1

Sequence number: 1



Mode: ISAKMP

Traffic Flow Confidentiality: Disabled
Security data flow: 3000

Selector mode: standard

Local address:

Remote address: 2.2.2.1

Transform set: transl

IKE profile: profilel

IKEV2 profile:

SA duration(time based): 3600 seconds
SA duration(traffic based): 1843200 kilobytes
SA idle time:

[RTB]display ike proposal

Priority Authentication Authentication Encryption Diffie-Hellman Duration

method algorithm algorithm group (seconds)
1 PRE-SHARED-KEY MD5 3DES-CBC Group 1 86400
default PRE-SHARED-KEY SHA1 DES-CBC Group 1 86400

[RTB]display ipsec policy-template

IPsec Policy Template: templatel

Sequence number: 1

Traffic Flow Confidentiality: Disabled
Security data flow : 3000

Selector mode: standard

Local address:

IKE profile: profilel

IKEV2 profile:

Remote address:



Transform set: trans1

IPsec SA local duration(time based):
IPsec SA local duration(traffic based):
SA idle time:

[RTB]display ipsec policy

IPsec Policy: policyl
Interface: GigabitEthernet0/1

Sequence number: 1

Mode: Template

Policy template name: templatel

FIE 12: b RILDNEILSNTOTEBL TSN ZHEFELE
..d—

PCA 5 PCB [Z ping LTHEIA D PC DR EREZELES .

<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break

Request time out

56 bytes from 192.168.2.2: icmp_seqg=1 ttI=253 time=2.000 ms

56 bytes from 192.168.2.2: icmp_seq=2 ttI=253 time=1.000 ms

56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=1.000 ms

56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=1.000 ms

HAK &AD ICMP TO—ZERMD A LT IMNMIGEY MDD TR TOERIEEA LTI MLGEM ST
ZEERLTVET . RHFDVIIRIDRA LT IMF BRI IPsec SAs BFIFATELGMN 11T
T RIDERIIWEIN, BIED TN TOEKRIL IPsec b RILENLTIHEICEESNEL-,

RTA & RTB @ IPsec & IKE 1E#ERFLET
<RTA>display ike sa
Connection-ID  Remote Flag DOl

2 2221 RD IPsec



Flags:
RD--READY RL--REPLACED FD-FADING RK-REKEY

<RTA>display ike sa verbose

Connection ID: 2
Outside VPN:
Inside VPN:
Profile: profilel

Transmitting entity: Initiator

Local IP: 1.1.1.1
Local ID type: FQDN

Local ID: rta

Remote IP: 2.2.2.1
Remote ID type: FQDN
Remote ID: rtb

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: MD5
Encryption-algorithm: 3DES-CBC

Life duration(sec): 86400

Remaining key duration(sec): 86080

Exchange-mode: Aggressive

Diffie-Hellman group: Group 1

NAT traversal: Not detected

Extend authentication: Disabled

Assigned IP address:
COHNERITIKE AT LYY TE—RTORIEELIZCEERLTVET,
<RTA>display ipsec sa

Interface: GigabitEthernet0/1




IPsec policy: policyl
Sequence number: 1
Mode: ISAKMP

Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address:1.1.1.1
remote address: 2.2.2.1
Flow:
sour addr: 192.168.1.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3943816766 (Oxebllde3e)
Connection ID: 12884901888
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3269
Max received sequence-number: 9
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N

Status: Active

[Outbound ESP SAs]
SPI: 2248163441 (0x86004071)
Connection ID: 4294967297
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600



SA remaining duration (kilobytes/sec): 1843199/3269
Max sent sequence-number: 9
UDP encapsulation used for NAT traversal: N

Status: Active

<RTB>display ike sa

Connection-ID  Remote Flag
2 11.11 RD
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY

<RTB>display ike sa verbose

Connection ID: 2
Outside VPN:
Inside VPN:
Profile: profilel

Transmitting entity: Responder

Local IP: 2.2.2.1
Local ID type: FQDN
Local ID: rtb

Remote IP: 1.1.1.1
Remote ID type: FQDN

Remote ID: rta

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: MD5
Encryption-algorithm: 3DES-CBC

Life duration(sec): 86400
Remaining key duration(sec): 85645
Exchange-mode: Aggressive

Diffie-Hellman group: Group 1

DOl

IPsec



NAT traversal: Not detected

Extend authentication: Disabled

Assigned IP address:
COHEAHERIT ISAKMP SA BT T Ly TE—RTRIISN = EERLTVET,
<RTB>display ipsec sa

Interface: GigabitEthernet0/1

IPsec policy: policyl
Sequence number: 1

Mode: Template

Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1428
Tunnel:
local address: 2.2.2.1
remote address: 1.1.1.1
Flow:
sour addr: 192.168.2.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.1.0/255.255.255.0 port: 0 protocol: ip
[Inbound ESP SAs]
SPI: 2248163441 (0x86004071)
Connection ID: 4294967296
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2792
Max received sequence-number: 9
Anti-replay check enable: Y

Anti-replay window size: 64



UDP encapsulation used for NAT traversal: N

Status: Active

[Outbound ESP SAS]
SPI: 3943816766 (Oxebllde3e)
Connection ID: 4294967297
Transform set: ESP-ENCRYPT-AES-CBC-128 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/2792
Max sent sequence-number: 9
UDP encapsulation used for NAT traversal: N

Status: Active

FIIE 13:IPsec DIR{EZERLES

FETHETD IPsec SAs & ISAKMP SAs 47 LET,
<RTA>reset ike sa

<RTA>reset ipsec sa

<RTB>reset ike sa

<RTB>reset ipsec sa

FRyRLTEEMILET
<RTA>debugging ike packet
<RTA>debugging ipsec packet

IPsec b RIVEREL T HDEN)H—F BH7=8IZ PCA 5 PCB ~ ping LET .
<PCA>ping 192.168.2.2

Ping 192.168.2.2 (192.168.2.2): 56 data bytes, press CTRL_C to break
Request time out

56 bytes from 192.168.2.2: icmp_seqg=1 ttI=253 time=5.000 ms

56 bytes from 192.168.2.2: icmp_seq=2 ttl=253 time=4.000 ms

56 bytes from 192.168.2.2: icmp_seq=3 ttI=253 time=3.000 ms

56 bytes from 192.168.2.2: icmp_seq=4 ttI=253 time=3.000 ms

TIEU T EHEEL. SHLET .
<RTA>*Dec 27 17:41:06:235 2021 RTA IPSEC/7/PACKET:



Failed to find SA by SP, SP Index = 0, SP Convert-Seq = 65536.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

Encryption algorithm is 3DES-CBC.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

Hash algorithm is HMAC-MD5.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

DH group 1.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

Authentication method is Pre-shared key.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

Lifetime type is in seconds.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

Life duration is 86400.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

Construct transform payload for transform 1.

*Dec 27 17:41:06:235 2021 RTA IKE/7/PACKET:

Constructed SA payload.

*Dec 27 17:41:06:241 2021 RTA IKE/7/PACKET:

Construct KE payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

Construct NONCE payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

Local ID type: FQDN (2).

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

Local ID value: rta.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

Construct ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

Construct DPD vendor ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

Construct NAT-T rfc3947 vendor ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

Construct NAT-T draft3 vendor ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

Construct NAT-T draft2 vendor ID payload.

*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET:

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0, src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0, src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500



Construct NAT-T draftl vendor ID payload.
*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500
Construct XAUTH draft6 vendor ID payload.
*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500
Sending packet to 2.2.2.1 remote port 500, local port 500.
*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500
I-Cookie: bcded72f665242bf
R-Cookie: 0000000000000000
next payload: SA
version: ISAKMP Version 1.0
exchange mode: Aggressive
flags:
message ID: 0
length: 328
*Dec 27 17:41:06:242 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500
Sending an IPv4 packet.
*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500
Received packet from 2.2.2.1 source port 500 destination port 500.
*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET: vrif =0, src = 1.1.1.1, dst = 2.2.2.1/500
I-Cookie: bcded72f665242bf
R-Cookie: f74c3eafc3262c64
next payload: SA
version: ISAKMP Version 1.0
exchange mode: Aggressive
flags:
message ID: 0
length: 328
*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET: vrif =0, src = 1.1.1.1, dst = 2.2.2.1/500
Received ISAKMP Security Association Payload.
*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET: vrf =0, src = 1.1.1.1, dst = 2.2.2.1/500
Received ISAKMP Key Exchange Payload.
*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET: vif =0, src = 1.1.1.1, dst = 2.2.2.1/500
Received ISAKMP Nonce Payload.
*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET: vif =0, src = 1.1.1.1, dst = 2.2.2.1/500
Received ISAKMP ldentification Payload.
*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET: vif =0, src = 1.1.1.1, dst = 2.2.2.1/500



Received ISAKMP Vendor ID Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received ISAKMP Vendor ID Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received ISAKMP Vendor ID Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received ISAKMP NAT-D Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received ISAKMP NAT-D Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received ISAKMP Hash Payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Process NONCE payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Process KE payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Process ID payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Peer ID type: FQDN (2).

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Peer ID value: FQDN rtb.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Process SA payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Check ISAKMP transform 1.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Encryption algorithm is 3DES-CBC.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

HASH algorithm is HMAC-MD5.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

DH group is 1.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Authentication method is Pre-shared key.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Lifetime type is 1.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0, src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrf=0, src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrf =0, src =1.1.1.1, dst = 2.2.2.1/500



Life duration is 86400.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Attributes is acceptable.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Process vendor ID payload.

*Dec 27 17:41:06:251 2021 RTA IKE/7/PACKET:

Received 2 NAT-D payload.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

Verify HASH payload.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

HASH:
df75edf4 8f4bc628 a283abdl b255633c

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

Construct NAT-D payload.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

HASH:
6a243ada 79b85851 5372998f fdbfabal

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

Construct authentication by pre-shared-key.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

Construct INITIAL-CONTACT payload.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

Encrypt the packet.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif =0, src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vrf=0, src=1.1.1.1, dst = 2.2.2.1/500

Sending packet to 2.2.2.1 remote port 500, local port 500.

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

I-Cookie: bcded72f665242bf
R-Cookie: f74c3eafc3262c64
next payload: NAT-D
version: ISAKMP Version 1.0
exchange mode: Aggressive
flags: ENCRYPT

message ID: 0

length: 116

*Dec 27 17:41:06:256 2021 RTA IKE/7/PACKET:

vif=0,src=1.1.1.1, dst = 2.2.2.1/500

vif=0,src=1.1.1.1, dst = 2.2.2.1/500



BRRI71IL

o RTA
#
sysname RTA
#
interface GigabitEthernet0/0
port link-mode route
ip address 192.168.1.1 255.255.255.0
#
interface GigabitEthernet0/1
port link-mode route
ip address dhcp-alloc
ipsec apply policy policyl
#
acl advanced 3000
rule O permit ip source 192.168.1.0 0.0.0.255 destination 192.168.2.0 0.0.0.255
#
ipsec transform-set trans1
esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shal
#
ipsec policy policyl 1 isakmp
transform-set trans1
security acl 3000
remote-address 2.2.2.1
ike-profile profilel
#
ike identity fqdn rta
#
ike profile profilel
keychain keychainl
exchange-mode aggressive
match remote identity fqdn rtb
proposal 1
#



ike proposal 1
encryption-algorithm 3des-cbc
authentication-algorithm md5
#
ike keychain keychainl
pre-shared-key address 2.2.2.1 255.255.255.0 key simple h3c



#RTB
#
sysname RTB
#
ospf 1
area 0.0.0.0
network 2.2.2.0 0.0.0.255
#
vlan 1
#
interface GigabitEthernet0/0
port link-mode route
ip address 192.168.2.1 255.255.255.0
#
interface GigabitEthernet0/1
port link-mode route
ip address 2.2.2.1 255.255.255.0
ipsec apply policy policyl
#
ip route-static 192.168.1.0 24 2.2.2.2
#
acl advanced 3000
rule O permit ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
#
ipsec transform-set trans1
esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shal
#
ipsec policy-template templatel 1
transform-set trans1
security acl 3000
ike-profile profilel
#
ipsec policy policyl 1 isakmp template templatel
#
ike identity fqdn rtb



#

ike profile profilel
keychain keychainl
exchange-mode aggressive
match remote identity fqdn rta
proposal 1

#

ike proposal 1
encryption-algorithm 3des-cbc
authentication-algorithm md5

#

ike keychain keychainl
pre-shared-key hostname rta key simple h3c
#



SWA
#
sysname SWA
#
ospf 1

area 0.0.0.0

network 1.1.1.0 0.0.0.255
network 2.2.2.0 0.0.0.255

#

dhcp enable
#
vlan 1
#
vlan 2
#
dhcp server ip-pool 1

gateway-list 1.1.1.2

network 1.1.1.0 mask 255.255.255.0
#
interface Vlan-interfacel

ip address 1.1.1.2 255.255.255.0
#
interface Vlan-interface2

ip address 2.2.2.2 255.255.255.0
#



