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DEXEHIL. S5024-CMW710-R6328PO3THERL S S U HER SN D TY,

# 8 H8:30H\518:00F THRFHE £ B I R & Ftime 12 ERLF T,
<Device> system-view

[Device] time-range timel 8:30 to 18:00 daily

#A—H 2RI TL—LANYSF —ACL 4000% R EL T EFETMACT KL R[Z000f-e2&L0 5T L Dq
HDADRGF N =y ELIO B @B TESLSIZLET,

[Device] acl mac 4000

[Device-acl-mac-4000] rule permit source-mac 000f-e200-0000 ffff-ff00-0000 time-range timel
[Device-acl-mac-4000] rule deny source-mac 000f-e200-0000 ffff-ff00-0000
[Device-acl-mac-4000] quit

# ACL 4000%i# FAL T. GigabitEthernet 1/0/13 & U'GigabitEthernet /012D EE/ N rybE T4
WAV GLET,

[Device] interface gigabitethernet 1/0/1
[Device-GigabitEthernet1/0/1] packet-filter mac 4000 inbound
[Device-GigabitEthernet1/0/1] quit

[Device] interface gigabitethernet 1/0/2
[Device-GigabitEthernet1/0/2] packet-filter mac 4000 inbound

[Device-GigabitEthernet1/0/2] quit

O) EE At

# ACLIN/X TR D4 LAY U T ICERISEASN AL HRALET,
[Device] display packet-filter interface inbound
Interface: GigabitEthernet1/0/1

Inbound policy:

MAC ACL 4000
Interface: GigabitEthernet1/0/2
Inbound policy:

MAC ACL 4000

# tlmelo)lﬁFHEIEEElW'Ct TTT/\’foJ\%ﬁB* vk — 7&15“: —C%é &&ﬁnlu\bi—d— (niﬁ'j:
1)

# ETATNAZADimel DIFRIFEEEZEA THMHBR VI —VERIETELRNCEEHRELET (B
MIZEE).



HmEI7FAIL

#

interface GigabitEthernet1/0/1
packet-filter mac 4000 inbound

#

interface GigabitEthernet1/0/2
packet-filter mac 4000 inbound
#
time-range time1 08:30 to 18:00 daily
#
acl mac 4000
rule 0 permit source-mac 000f-e200-0000 ffff-ff00-0000 time-range timel
rule 5 deny source-mac 000f-e200-0000 ffff-ff00-0000
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R2I12RF &SI, TINARIGFFTPY —/IN—TF , ROEBEH{EE T L5IZ. TNNARIZFTPF7 &Ry
FO—ILEERELET,

o  HITRYF0.1.2.0240 1 —H—[F, VD THFTPH—/N\—[ZFT IV LATEET,

o  YIAvh0.1.1.024031—Y—(&, SR A (AREH ~ &EB)DH KR (8:30~18:00)I<
FTPH—/N—[ZF7HERATEEY,

o BROHDHIL—HY—ITIE LANILISOI—F—A—)LHEIYHBTOENFET,
B2y D —9F LTI S L

FTP Server
10.1.1.0/24 Device
10121724
N
PC 1

PC2

10120024

PC1 .
PC2

BRI

PRI —OBBER/-TIZIE RDIRVERTTIVELHYET,

o ACLIZ2DDIL—ILEERELET, 12D IL—ILIEHTRYR0.1.2.0/24 5D /Ny hEEFRT L
T, E5312DIL—ILIEHTRYR10.1.1.0/245 5D /4y b EEFRIL . FAE B OFLERE T(Z
DHBRIZHYES,

e ACLEFEALT.FTPH—N\—~DT7HIEREHELET,

FRHINDY IR I T D/IN—23
CDHREFIE. S5024-CMW710-R6328PO3 TR E LU RSN -£DTI,

FIIR

# AN SEEFETOERRES:30~18:00DEFE & FEftpZ R ELET
<Device> system-view

[Device] time-range ftp 8:30 to 18:00 working-day

# IPVAEARACL 2000%1ERLET

[Device] acl basic 2000

# YT RYR0.1.2.024D0V 5D INTIREHFRI T B EIITIL—ILERELET,



[Device-acl-ipv4-basic-2000] rule permit source 10.1.2.0 0.0.0.255
# ftp DEREEEFR AN TY I+ Ub10.1.1.0240 5D/ ry b EHFRI T B I —ILERELET .
[Device-acl-ipv4-basic-2000] rule permit source 10.1.1.0 0.0.0.255 time-range ftp

[Device-acl-ipv4-basic-2000]quit

# TINARLDFTPY—N—ZEF/RIZLET,

[Device] ftp server enable

#ftp NS RIDA—HILA—HF—FEBML. COI—H—IFTPHY—ERDFEREHFAILET,
[Device] local-user ftp

[Device-luser-manage-ftp] service-type ftp

# O—HILA—H—D/IRT—REHRELET,
[Device-luser-manage-ftp] password simple 123456
#O—HILA—HF—ITLRLISOA—F—O— )LEEVLTET,
[Device-luser-manage-ftp] authorization-attribute user-role level-15
[Device-luser-manage-ftp] quit

# FTPH—N\—~DT7 72 REHIHT HIZIE. ACL 2000%FEALET
[Device] ftp server acl 2000

=JL == =

RTEDIER
#10.1.2.100DRAREFERAL T, BIEB DR ERBBDICFTPHY—N\—IZOJ (U TELEEER
LES.

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\>ftp 10.1.2.1

Connected to 10.1.2.1.

220 FTP service ready.

User (10.1.2.1:(none)): ftp

331 Password required for ftp.

Password:

230 User logged in.

#10.1.1.100DRAEFERAL T, SE B OMERFERICFTPY—/N\—IZOJ (U TEH LR
LEJ,

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\>ftp 10.1.2.1

Connected to 10.1.2.1.

220 FTP service ready.

User (10.1.2.1:(none)): ftp
331 Password required for ftp.



Password:

230 User logged in.

#10.1.2.100DRRAMEEAL T, EEBRBSNFTPY—/N\—ICOJ (U TELHIEEHRLET,
Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\>ftp 10.1.2.1

Connected to 10.1.2.1.

220 FTP service ready.

User (10.1.2.1:(none)): ftp

331 Password required for ftp.

Password:

230 User logged in.

# 10.1.1.100DRRAEFEAL T, EEBMSCFTPY—N\—IZO (U TELRWIEERRLET,
Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\>ftp 10.1.2.1
ftp>

ftp>Is

Not connected.

HmEI7FAIL

#
time-range ftp 08:30 to 18:00 working-day

#
acl basic 2000
rule O permit source 10.1.2.0 0.0.0.255
rule 5 permit source 10.1.1.0 0.0.0.255 time-range ftp

#
local-user ftp class manage
password hash
$h$6$HVOQzdIMVPtVAOA7$hFeYeT1lic7AgOPJ/z/Ci9db347bnJ2krcnzA+ID++iG
0jC5qSybNhuH7zi70tH4d42Y3mYtsqgNaBGsNOfOilvA==
service-type ftp
authorization-attribute user-role level-15
authorization-attribute user-role network-operator
#
ftp server enable
ftp server acl 2000
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SHZIETEEBEMIZT I EATEEE A

BBRYNT—OF AT TS s

AT

10.2.1.0/24

Servers
Internet ‘

Device

‘10.1 1.0024 10.1.2.0024
PC1 ‘ PCH1 .
PC 2 PC 2
Admin dept. R&D dept.

PRI —OBBEF/-TIZIE RDIRVERTITDRELHYET,

EEEMICLOREDEFANDT I EREEB T HITIF. ROZRVEETLET,
o HITHRYF0.1.2.02458 TNy bEIEER T HLIIHRRACLE R ELE T,
o ACLZ#FL T, GigabitEthernet 1/0/4DFEE /N ybE TR T LET,
R&DEFIDT VA KI#HEEE T BIZIE. ROFRVEEITLET,

o %@ H(ARE~&RE)DIRERRORRMSIE(8:30~18:00)%/FRLET .

o PERACLEMERL. ROIL—ILEHELET,

— HITRYR0.2.1.0245E T/ YT BB TED LTI —ILERELET , B
HERNTT VT4 1B LI —ILERELET,
R&DEBFINEEERFIT VR T HILEERT BT, TR wh10.1.1.0/2458T
DINTIREERT DI —ILERELET,

o ACL#Z®ERLT. GigabitEthernet 1/0/3MEE /7 ybE T4 ILRI T LET,



FERENGYILIITD/IN—23Y

CDEEEHIIEL. S5024-CMW710-R6328PO3THERE LU HERSINE=LD TT,

HIRIBIEEAARSAY

ACLIL—ILZEERFEL T, R&DERFIMFAEX B DFAERFE R ICH—N—FFIZTT IV ERATELLIIZTH
BEIX ERIL—ILORINIHRAIIL—ILERELE T, FrIIL—ILERELEWNE, A F—T/ RIE
REBOMERBBRIZTRTONNYYNEERLET,

FIE
EEEPANFEARERMFIICT VLR TERVESITT S

# IPVAHLERACL 3000 1ERLET .

<Device> system-view

[Device] acl advanced 3000

# BT £ YR10.1.2.024BTD/NVr I BB Y S EEIER T HIL—ILERELFET
[Device-acl-ipv4-adv-3000] rule deny ip destination 10.1.2.0 0.0.0.255
[Device-acl-ipv4-adv-3000] quit

# ACL 3000%# FIL T. GigabitEthernet 1/0/4 L DEE /T ybE T4 ILB) T LET,
[Device] interface gigabitethernet 1/0/4

[Device-GigabitEthernet1/0/4] packet-filter 3000 inbound
[Device-GigabitEthernet1/0/4] quit

R&DERFAD 7 U X HI|EH DR TE

# BIEHDEEE TORRESEFS:30~18:00 D gEFworktimeZ R ELE T .
[Device] time-range worktime 8:30 to 18:00 working-day

# IPVAYIiERACL 3001 & ERLET
[Device] acl advanced 3001

# HJ1xvh10.2.1.02458 TH/ Ny b A EN BB P ISRIBTED LT DIL—ILERELET
[Device-acl-ipv4-adv-3001] rule permit ip destination 10.2.1.0 0.0.0.255 time-range worktime

# worktimeDEFEIR DT RTDIP/N 7D BEBEEST T HIL—ILEFRELET,
[Device-acl-ipv4-adv-3001] rule deny ip time-range worktime

# YT 1xyr0.1.1.02458TH/ N7y ABIB T 5 EEHEE T DI —ILERELFT,
[Device-acl-ipv4-adv-3001] rule deny ip destination 10.1.1.0 0.0.0.255
[Device-acl-ipv4-adv-3001] quit

# ACL 3001%E AL T. GigabitEthernet 1/0/3 LD BEE /M ybEI4IILB) T LET,

10



[Device] interface gigabitethernet 1/0/3
[Device-GigabitEthernet1/0/3] packet-filter 3001 inbound
[Device-GigabitEthernet1/0/3] quit

R TEDHEER
# ACLDSNT YR I LAY U IZEBICERASh A LEHRLET .
[Device] display packet-filter interface inbound
Interface: GigabitEthernet1/0/3
Inbound policy:
IPv4 ACL 3001
Interface: GigabitEthernet1/0/4
Inbound policy:
IPv4 ACL 3000
# A A M9:3012, ARFREFIA LA 2—FR vk EDWebH A ML TpingE EITTELLY
CEEHERELET

C:\>ping www.google.com
Pinging www.google.com [173.194.127.242] with 32 bytes of data:

Request timed out.
Request  timed
out. Request
timed out.
Request  timed
out.

Ping statistics for 173.194.127.242:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss), C:\>
# ABE D30I, EEEHMMN S E—H U EDOWebH A MIHL TpingE BT TEHILER
ALFEY,
C:\>ping www.google.com

Pinging www.google.com [173.194.127.242] with 32 bytes of data:

Reply from 173.194.127.242: bytes=32 time=30ms TTL=50
Reply from 173.194.127.242: bytes=32 time=30ms

TTL=50 Reply from 173.194.127.242: bytes=32
time=30ms TTL=50 Reply from 173.194.127.242:
bytes=32 time=30ms TTL=50

Ping statistics for 173.194.127.242:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

11


http://www.google.com/
http://www.google.com/
http://www.google.com/
http://www.google.com/

Minimum = 30ms, Maximum = 30ms, Average =
30ms C:\>
# AR M 19:30IC, ARARSFANSA U FI—R b LD I T HAMIpingTESZLEHERLE
ED
C:\>ping www.google.com

Pinging www.google.com [173.194.127.242] with 32 bytes of data:

Reply from 173.194.127.242: bytes=32 time=30ms TTL=50
Reply from 173.194.127.242: bytes=32 time=30ms TTL=50
Reply from 173.194.127.242: bytes=32 time=30ms
TTL=50 Reply from 173.194.127.242: bytes=32

time=30ms TTL=50

Ping statistics for 173.194.127.242:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 30ms, Maximum = 30ms, Average =

30ms C:\>
BREITAIL
#

interface GigabitEthernet1/0/3
packet-filter 3001 inbound
#
interface GigabitEthernet1/0/4
packet-filter 3000 inbound
#
time-range worktime 08:30 to 18:00 working-day
#
acl advanced 3000
rule 0 deny ip destination 10.1.2.0 0.0.0.255

#

acl advanced 3001
rule O permit ip destination 10.2.1.0 0.0.0.255 time-range worktime

rule 5 deny ip time-range worktime
rule 10 deny ip destination 10.1.1.0 0.0.0.255

12
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Bl:TCP/IN Y D4 ILE) Y
YT —ORER

B4R &312, FIRBAREM. BB, SLUY—N\—FEREDRUPI—I LIZHY, T/IAARE
NLTHEBTINTVET,

ROBWEFB =T &N TR TERELET

e  WebH—/N\—(F, EEEFIZOAHTTPY—E RZERELET,

o FTPH—/N\—( IRARSMIZ(FICFTPH—ERZRELET,

o RAREWebH—/N\—REIDTCPIERIL. RAMIES>THOHEIETEE T, RAREFTPH—/N
—EDTCPIESE . RAREIEIFTPH—NN—DO LTI ZE->TRIATEET,

BarybIT—9F AT TS5 L

Web Server FTP Server

100.1.1.1/32 101.11.1/32
Servers
XGE10M

XGE1/V3 XGE0R2

am.tm@t am.mz.um
PC1 a PC1 a
P2 PC 2
Admin dept. RE&D dept.

BRI

TYNT—OBHREB-TIZIE. ROBRIEZETITILELHYET,
o HRAMZIL-STEASNI=WebH —/N\—ADTCPIE#ELH T BIZIE. RDEARIEEFTLES,
o FEISINI=TCPEHENLTWeb Y —/N\—HoEESh=/ YN BB TES LS
129 BIZIE. BEHACLIL—ILERD LSIZEELET,
— WEIMSNT-TCPIEHRZBAT 5=, )L—)L Testablished¥—7 —F(ACKZE/=
[FRSTIZSY EVrEYNERRELET,
— TCPAZII—A(LEE. 1023&YKEVNTCPR—EEEFHT S0, HEiLshT-
TCPHERE— T HLI12. 1023KYREVR— BB DEFEZFIEELET
o WebH—N—MREETEZHITRYINORANEET D2HTRYMNIEEIND/ Y
FiER T AEELACLIL—ILEERLET,

o FTPTIL. T—2E5E(CTCPAR—R20%FE AL FTPHIfEIZAR—F21ZFERALE S FTPRS 71y
9% AT BIZIE. ACLIL—ILTTCPIR—R20B KU 21%H6ET ALENHYET,

o  HTTP/\4yhE#RBIT BIZIL. ACLIL—ILTTCPHR—I80FIEELE T,
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FERENGYILIITD/IN—23Y

CDEEFEHIL. S5024-CMW710-R6328P03TIER B LU HER SN -1 D TT,

FIR

SEEFAOT7 RO O—)LOER
# IPv4A4L3RACL 3000&ERLZE T,

<Device> system-view

[Device] acl advanced 3000

# Webt—/\—M 55T :vk10.1.1.024 EDRARADTCP/ N b &R T HIL—ILEERTE
LET, TCPAR—FES(E£1023KY KEL ACKFEFRSTIZ I DERESNTLET,

[Device-acl-ipv4-adv-3000] rule permit tcp established source 100.1.1.1 0 destination 10.1.1.0
0.0.0.255 destination-port gt 1023

# YT 3vk100.1.1.1/320 5 T £ vh10.1.1.024~DTCP/IN T YDA R L —EEE T 5L —
IWEHRELET,

[Device-acl-ipv4-adv-3000] rule deny tcp source 100.1.1.1 0 destination 10.1.1.0 0.0.0.255

#101.1.1.1/32h R ESNT-FTP/N 7Y DBEBEEER T HIL—ILERELET
[Device-acl-ipv4-adv-3000] rule deny tcp source 101.1.1.1 O source-port range 20 21
[Device-acl-ipv4-adv-3000] quit

# ACL 3000%# L T. GigabitEthernet 1/0/3 L D FIE/ M ybET4ILB) T LET,

[Device] interface gigabitethernet 1/0/3

[Device-GigabitEthernet1/0/3] packet-filter 3000 outbound

[Device-GigabitEthernet1/0/3] quit

R&DERFAD 7 U X H|EH DR TE

# IPVAYLEIRACL 3001Z1ERLET .

[Device] acl advanced 3001

#100.1.1.1/32M X ESNT=HTTP/AT YR DN AR —FEEBTHIL—ILEERTEL
F9,

[Device-acl-ipv4-adv-3001] rule deny tcp source 100.1.1.1 0 source-port eq 80
[Device-acl-ipv4-adv-3001] quit

# ACL 3001%# AL T. GigabitEthernet 1/0/2 L D RIE /b E TRV T LET,
[Device] interface gigabitethernet 1/0/2

[Device-GigabitEthernet1/0/2] packet-filter 3001 outbound
[Device-GigabitEthernet1/0/2] quit

14
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1.

ACLD /N yh AR T ICEBICERAIN S LERRLET,
[Device] display packet-filter interface outbound

Interface: GigabitEthernet1/0/2
Outbound policy:
IPv4 ACL 3001
Interface: GigabitEthernet1/0/3
Outbound policy:
IPv4 ACL 3000
EEEFIMBFTPHY —/\—([TelnetlE i CELRWVIEEREELET,
C:\>telnet 101.1.1.1 21
Connecting To 101.1.1.1...Could not open connection to the host, on port 21:
Connect failed
C:\>
WebH—/\—h5, EEEFFADHRIMNIL TpingERITTESN . KRR LD HBF T+
WEITT )RR TEGWEERERLET .
# BEEEMORANMIEFIAINFEHRELFT  GHEIZEER)

# WebH—/\—hHRARIpingZEITLET , pingtRIEEBTILET,
C:\>ping 10.1.1.110

Pinging 10.1.1.110 with 32 bytes of data:
Reply from 10.1.1.110: bytes=32 time=2ms
TTL=128 Reply from 10.1.1.110: bytes=32
time=14ms TTL=128 Reply from 10.1.1.110:
bytes=32 time=1ms TTL=128 Reply from
10.1.1.110: bytes=32 time=1ms TTL=128

Ping statistics for 10.1.1.110:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 14ms, Average = 4ms

C\>

# WebH—/N\—MoHEBEITAHIWAIZT VA TERWNIEEHERLE T (GHIIXERR),
R&DEFIM BWebH—/ A —([CTelnetiE i TSR EFERLET,

C:\>telnet 100.1.1.1 80

Connecting To 100.1.1.1...Could not open connection to the host, on port 80:
Connect failed
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BREITAIL
#
interface GigabitEthernet1/0/2
packet-filter 3001 outbound
#
interface GigabitEthernet1/0/3
packet-filter 3000 outbound

#
acl advanced 3000

rule 0 permit tcp source 100.1.1.1 0 destination 10.1.1.0 0.0.0.255 destination-port gt 1023
established

rule 5 deny tcp source 100.1.1.1 0 destination 10.1.1.0 0.0.0.255

rule 10 deny tcp source 101.1.1.1 0 source-port range ftp-data ftp
#
acl advanced 3001
rule O deny tcp source 100.1.1.1 0 source-port eq Www
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