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B27 A—H—DA U1 NEBRDOERTR

=R aEER
PSSR RS REAE N AR T AENIR.
FF:
=2 ID: WIN-1DPIIK4L5UP\user
PR user
g WIN-1DPIIK4LSUP
SERIREHRF SRR WIN-1DPIIK4L5UP\user
=P
£4 ID: NULL SID
WFEER:
SE2IREIRFER
RS 00-E0-24-50-40-2B
BRERR: AQ-36-9F-8B-63-4C
NAS:
NAS 1Pv4 it 101.0.165.11
NAS IPv6 itk
NAS R tolly
NAS [ LR
NAS &0: 16785508
BEEHRM): =2
HR(S): Microso ft Windows secur JRREIEID):
=45 ID(E): 6272 EEHEBIY):
HEIL): B2 REF(K):
al(VE i HEHLR):
RIEREB(O) =
BEEE(): SRR e
SHP)

2022/11/2 15:26:07
EEeies
A
WIN-1DPSIK4L5UP

Fi(C)

FUSAUMACRIEA—Y —IZBd B1FHE R R T HIZE. R4/ vF L Tdisplay mac-
authentication connectiona< > FZFERALEY,

<Switch> display mac-authentication connection

Total connections: 1
Slot ID: 1
User MAC address: a036-9f8b-634c

Access interface: Ten-GigabitEthernet1/0/2

Username: user

User access state: Successful

Authentication domain: mac-

auth IPv4 address:
101.0.165.12

IPv4 address source: User
packet Initial VLAN: 165
Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization VSI: N/A
Authorization microsegment ID:
N/A Authorization ACL
number/name: N/A Authorization

dynamic ACL name: N/A

Authorization user profile: N/A
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Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled

Start accounting: Successful
Real-time accounting-update failures: 0
Termination action: Default

Session timeout period: N/A
Offline detection: 300 sec (command-configured)

Online from: 2013/01/08 02:47:40
Online duration: Oh 26m 8s
Port-down keep online: Disabled (offline)

The output shows that the user using the shared account user has passed MAC
authentication and come online.

HAX. BT Hh I A——2FRALTWSI—Y —HMACEREEIZEEL. AT UITHoT=C
EETRLTVET,

HmEI7AIL
#

mac-authentication
mac-authentication domain mac-auth
mac-authentication user-name-format fixed account user password cipher
$c$3$2HMbYWuGcvFCWTALAWQK5AzOvN2w5SY=

mac-authentication authentication-method chap

#
domain mac-auth

authentication lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl

#

radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher
$c$3$9jjI0Ip5VA/WXEWO65ZIT7j4AINB8XTF key accounting
cipher $c$3%$fk1zm9nf2IFMdk+I7hGsyBcsAwqgLobi7
user-name-format without-domain

#

interface Ten-GigabitEthernet1/0/2
port link-mode bridge
port access vlan 165

mac-authentication
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[Switch] undo mac-authentication user-name-format
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1. 95472 T.NPSH—/A\—[ZpingZRITLT. MACEIIZEBLTHUSAVIZIHBIEN
TELILEHERLET(GEMITIER),

2. NPSH—/N\—T., A3/ 01— —ZBT 3 EHRERTLET,
K33 1 —H—DA S/ EROER TR

XY 6272, Microsoft Windows security auditines.

=M amEE
MiESRERESEERE TR ETAEMR.
FAF:
=4 |D: WIN-5RKOEVTVVADAD01 094000005
HBAERR: 001094000005
PR WIN-5RKOEVTVVAD
=2IEEARAERR WIN-5RKOEVTVVADNOO1 094000005
ErE e
== 1D MNULL SID
s
SERENHRASER
Aot B A T AN FA T4 CN AR DA

BEERR(M): ==

==iE(S): Microsoft Windows secur i2Z8TE(D): 2022/9/5 17:38:00
=4 ID(E): 6272 ESEESIY):  FISSRREES
FHBU(L): =2 (K AT

B =83t HERLR): WIN-SRKOEVTVVAD

3. FAUSAUMACRERIIA—Y—ICBT 5 1EHRERTT HICIL. X1 yF L Tdisplay mac-
authentication connectiona< > FZFERALEY,

[Switch] display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: c8e2-6535-5de0
Access interface: Ten-GigabitEthernet1/0/2
Username: c8e265355de0

User access state: Successful
Authentication domain: mac-

auth IPv4 address:

101.0.165.12

IPv4 address source: User

packet Initial VLAN: 165

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization VSI: N/A

Authorization microsegment ID:

N/A Authorization ACL

number/name: N/A Authorization
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dynamic ACL name: N/A

Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0
Termination action: Default

Session timeout period: N/A

Offline detection: 300 sec (command-configured)
Online from: 2013/01/08 05:10:17 Online duration: Oh Om 16s

Port-down keep online: Disabled (offline)
The output shows that the user has passed MAC authentication and come online.
BREITAIL
mac-authentication
mac-authentication domain mac-auth
mac-authentication user-name-format mac-address without-hyphen
uppercase mac-authentication authentication-method chap
#
domain mac-auth
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl
#
radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher $c$3$9jjlI0Ip5VA/WXEWO065ZIT7j4AIN88XTF key accounting
cipher $c$3%$fk1zm9nf2IFMdk+I7hGsyBcsAwqgLobi7

user-name-format without-domain
#
interface Ten-GigabitEthernet1/0/2

port link-mode bridge
port access vlan 165
mac-authentication
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e 802.1XEREEIC(X. PAP, CHAP, 1=l IBAE I (EAP-PEAPI O ZFEALE

ERS

X34 Xy NTO—T EAT T T A

NPS
Radius Server
101.0.144.123/24
XGE1/0/2
Vlan 165
XGE1/0/49 101.0.165.11/24
Vlan 165
101.0.165.11/24
Client Switch

101.0.165.12/24

FRINBYIDIT7D/IN—3>

COREHNF. RDN—F22T7ELEV IRV 7 N—Vav THEREIN  REESNTOETS,

N—Fox7 YIRHITFDIN—D3
S5560X-54C-PWR-EIR 1 YF /N\—327.1.070
SREIY—/\— Windows Server 2016 NPSDi5&
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X35(ZR9 &£SIZ. Windows Server 2016 NPSH —/\—LEELTOSAT DR —2ILEE

EERTTALICARAYFERERLET . V54T RYNT—H)Y—RIZT AT BIZ

(is—k g}bnnquELﬁTéz‘gb\%")ig-o

AAYFERDEIIRELET,

¢  NPSH—/IN\—%LDAPH—N\—BXUR—RILEBIEY—/\—ELTHERLT. 951470k
DR—AILERERITLET,

o EER—FILIBIAEFERALET,

X35 RYRT—OF AT IS5 L

NPS

LDAP Server
101.0.144.123/24

XGE1/0/2
Vlan 165
XGE1/0/49 101.0.165.11/24
Vian 165
101.0.165.11/24
Client Switch

101.0.165.12/24

FRINBYIDIT7D/IN—3

COEREFIL. RDODN—FIzT7ELRY I T7N—D30TEBEN  BEISh TULVET,

N—Fox7 YIRHITFDIN—D3
S5560X-54C-PWR-EIR 1 YF /N\—327.1.070
SREIY—/\— Windows Server 2016 NPSDi5&

FIIE

AR

COBITIE. BEEDEEZHTERLET . V4T UM RMVTF BEUHY—/N\—DHEITEIE
TREHDIYNT—IEREF O TNDEEHRLET

AAYFDERE
HHTTPAR—ZXDA—AhHILIR—2)LWebH—E RFEHL. TNDE2—ZFAHALET,JR=Z2STCP

R—rEEF2331LIEELET,
<Switch> system-view
[Switch] portal local-web-server http tcp-port 2331
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[Switch-portal-local-websvr-http] quit

#7R—4A)LWebH—/\—newpt DURL#http://101.0.165.11:2331/portal EL THERLET
[Switch] portal web-server newpt

[Switch-portal-websvr-newpt] url http://101.0.165.11:2331/portal
[Switch-portal-websvr-newpt] quit

#LDAPH—/\—cccxERL . EEEDN, 1 —H—RERDRX—ZDN, LDAPFZEE Y —/\—DIP7
FLR. BLUVEEE/NRT—FEHRELET,

[Switch] Idap server ccc

[Switch-ldap-server-ccc] login-dn cn=administrator,cn=users,dc=test,dc=com
[Switch-ldap-server-ccc] search-base-dn dc=test,dc=com

[Switch-ldap-server-ccc] ip 101.0.144.124

[Switch-ldap-server-ccc] login-password cipher 123456

[Switch-ldap-server-ccc] quit

#LDAPR X —LldaplZF{ERKL . LDAPEREEY—/\—%ccc LTHRELET .

[Switch] Idap scheme Idap1l

[Switch-ldap-ldapl] authentication-server ccc

[Switch-ldap-Idapl] quit

#VLAN 165&VLAN-interface 165Z4ERL . VLANA U 3—J A RICIPPRLRAZEEIYETET,
VLAN-interface 165127R—% )LWebH—/\—newptZiEELE T,

[Switch] vlan 165

[Switch-vlan165] quit

[Switch] interface Vlan-interface 165

[Switch-Vlan-interface165] ip address 101.0.165.11 255.255.255.0
[Switch-Vlan-interface165] portal apply web-server newpt

[Switch-Vlan-interface165] quit

#Ten-GigabitEthernet 1/0/47% & U Ten-GigabitEthernet 1/0/2%VLAN 165IZEIY S TET,
[Switch] interface Ten-GigabitEthernet 1/0/47

[Switch-Ten-GigabitEthernet1/0/47] port access vian 165
[Switch-Ten-GigabitEthernet1/0/47] quit

[Switch] interface Ten-GigabitEthernet 1/0/2

[Switch-Ten-GigabitEthernet1/0/2] port access vlan 165
[Switch-Ten-GigabitEthernet1/0/2] quit

#ISPR A/ domainlZERLL . ISPRASU RN DR—2)L 1 —HF—(TxL T, BEE A iEZLDAP
2. RBABKVTh T4 FikEnonel ZBRELET

[switch] domain domainl

[switch-isp-domain1] authentication portal Idap-scheme Idapl

[switch-isp-domain1] authorization portal none
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[switch-isp-domainl] accounting portal none

[switch-isp-domainl] quit
#ISPRAS>domainl& T 74 LEDISPRASUELTIRELET,
[Switch] domain default enable domainl

#VLANA 2 A—T 1/ X165 TEER—ZILRBHE A F—TILIZLFET,
[Switch] interface Vlan-interface 165

[Switch-Vlan-interface165] portal enable method direct
[Switch-Vlan-interface165] quit

be

A—H—F. BER—2ILRBIEAFE I T RIMER—2LRBAEFEALTHU 5101245
ENTEFEY  HITRYMNEAR—FILERIIE EITT BIZIE. XM vF £ Tportal enable method
directa~ > F%portal enable method layer3a<v U RICEERZ T, —N\—BLUVI547
VENDREEERTALEFHYFEEA,

Windows Server 2016 NPSH—/\—D &R
F'Windows Server 2016 NPSH—/\—®D#E R IDERBABIZHK>T. NPSH—/N—FEHLET,

=JL == =
RTEDIER

1. 9547 TWebISHHERE, PRLR - /N—[2/R—4%)LE25EIP(101.0.165.11)Z A AL T,
Enter¥x—%#LET, BLV=O00AR—C T, A—HF—RENRT—KEAHDLET,

A AV%E9) v LET, EEICAOS (U TERILEHERLET,

E36 WebASF £ R—
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H37 EELZOT 1

Log Out

Copyright© 2004-2022 New H3C Technologies Co, Ltd All rights
eserved.

NPSH—/N—T, A3 0 1—H—IC BT SFHERTLET .
E38 1 —H—DFUSMURHORT

it 4624, Microsoft Windows security anditing

Bl EEEE

SRR,

RS
=2 ID: NULL SID

WRFERR -

EZEID: Ox0

EEEE:
il 3
FRFNEERE: -
=R

biray: iy

fim oA

BEE/R(M): =2

R(S): Microsoft Windows secur iZEETE(D): 2022/9/6 19:00:23

=4 IDE: 4624 EEERIY): BR

HWENL): == FETK): =Eah

B =it FHEALR):  WIN-NT2QI8KLNCM fest.com
EAEREE(0): FE

BEFE: EE s Rzl )

A4 vF LT, display portal userav¥ > RFZEFERLT. R—2/)L1—HF—ICEHT HIFHRER L

FY,
<Switch> display portal user all

Total portal users: 1
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Username: user

Portal server:

State: Online

VPN instance: N/A

MAC IP VLAN Interface

a036-9f8b-634c 101.0.165.12 165 Vlan-interface165

Authorization information:

DHCP IP pool: N/A

User profile: N/A

Session group profile: N/A

ACL number: N/A

Inbound CAR: N/A

Outbound CAR: N/A

The output shows that the user has passed portal authentication and come online.
HAE, 2—F—AR—RILEBEEIZ &L, MU0l EZERLTVET,

BREITAIL
interface Vlan-interfacel65
ip address 101.0.165.11 255.255.255.0
portal enable method direct
portal apply web-server newpt
#
domain Idap
authentication portal [dap-scheme Idap
authorization portal none
accounting portal none
#
Idap scheme Idap
authentication-server Idap
#
Idap server Idap
login-dn cn=administrator,cn=users,dc=test,dc=com
search-base-dn dc=test,dc=com
ip 101.0.144.124
login-password cipher $c$3$MU1UdANLgSFniShERPL15CYR7NSHW6RKErhr3bQuNA==
#
portal web-server newpt
url http://101.0.165.11:2331/portal
#
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portal local-web-server http
default-logon-page en.zip
tcp-port 2331
#
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51:802.1X CHAPZREE DR E

AR
COBITIE, BEEDEREEITERLET . V95470 RAYF . B LUV —N\—HDHEEIZEE
T AHDRYNT—IEGREF > TNAIEFRERELET,

ALYFDEE

#RADIUSR F—LradiuslEERL . 1—HF—RBEB IV T HI T4 RIINPSH—/N\—%
101.0.144.1231Z3EEL . TL—0TFAME R THAE X —%FadminlZE&EL . RADIUSH—/N
—ICEEINEZ LT —BDLRAMVBERNLET,

<Switch> system-view

[Switch] radius scheme radiusl

[Switch-radius-radius1] primary authentication 101.0.144.123

[Switch-radius-radius1] primary accounting 101.0.144.123

[Switch-radius-radius1] key authentication simple admin

[Switch-radius-radius1] key accounting simple admin

[Switch-radius-radius1] user-name-format without-

domain [Switch-radius-radius1] quit

#RAEAXERELFY . COBITIL. EAPRRIFZERITL. CHAPZEFAL TRADIUSH —/3—&
BIETHSIIRAYFERELET

[Switch] dotlx authentication-method CHAP

#ISPRAA > domain1ZERKL . BREE. F2R]. BXUTHOU T4 T DI=HIZRADIUSR F— L%
ISPRASUIZHEALET,

[Switch] domain domainl

[Switch-isp-domainl] authentication default radius-scheme radiusl
[Switch-isp-domainl] authorization lan-access radius-scheme radiusl
[Switch-isp-domainl] accounting lan-access radius-scheme radiusl
[Switch-isp-domainl] quit

#VLAN 165&VLAN-interface 165Z4ERL . VLANA U A—DJ A RIZIPPRLRZFEIY HTET,
[Switch] vlan 165

[Switch-vlan165]

quit

[Switch] interface Vlan-interface 165

[Switch-Vlan-interface165] ip address 101.0.165.11 255.255.255.0
[Switch-Vlan-interface165] quit

#Ten-GigabitEthernet 1/0/49%VLAN 165IZEIUHTE T,

[Switch]interface Ten-GigabitEthernet 1/0/49
[Switch-Ten-GigabitEthernet1/0/49] port access vlan 165

#Ten-GigabitEthernet 1/0/49T802.1X% A #—J JLIZL. ISPR AL domainlZhBRALELT
BELET,

[Switch-Ten-GigabitEthernet1/0/49] dotlx
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[Switch-Ten-GigabitEthernet1/0/49] dotlx mandatory-domain domainl
#Ten-GigabitEthernet 1/0/49TR—hR—ZAD 7YXV A—)LEARX—TILIZLET,

[Switch-Ten-GigabitEthernet1/0/49] dotlx port-method portbased [Switch-Ten-
GigabitEthernet1/0/49] quit
#Ten-GigabitEthernet 1/0/2%VLAN 1651ZE|Y 1 TET,
[Switch] interface Ten-GigabitEthernet 1/0/2
[Switch-Ten-GigabitEthernet1/0/2] port access vlan 165
[Switch-Ten-GigabitEthernet1/0/2] quit
#ISPRAAS > domainl& T 74 ILEDISPRASVELTIEELE T,
[Switch] domain default enable domainl
#802.1X%&x Y A—/NJLICAR—TJLIZLET,
[Switch] dot1x
Windows Server 2016 NPSH—/S\—DH&RL
M| £ B 1—HF—TFH oL b ERLI-MACRRIE DR DERBAIZHE ST, NPSH—/\—ZHEHL
FY,
BEDHE
1. A—H—RENRRT—REAALIE. iNodesS51 7 hEHERAL T, 802.1X3REEE/RNALTH
UTAUNGBHIEEERLET,
B39 iNodeZ 517 hENLE=T7ER

iNodeE8EEFim

802.1XEEE

Br= [user
= 8B |oooo
v GEFAFPS

PortaliEiE

o |
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B40 FEThL1-802.1 X%

iNode Intelligent Client

802.1x connection

Online user user
Connection status Connected
Security status Not Checked

Connected at 2022-9-8 11:03:42

Disconnect 4

NPSH—/\—T. A5/ 21— —IZ BT HIEHRERTLET,

H41 A—HF—T7 IR EROE T

2] =@7E1s - =4 6272, Microsoft Windows security auditing.
= FEEE
NAS g AP
NAS 2= 16785508
RADIUS Zre:
EETERR: tolly
= 1P Hshk: 101.0.165.11
SHBBERES:
d SHE
PR 802.1x
BHEEHStEES: Windows
SHBTRES: WIN-RSOC6TAF7VG
SHEEEER: MDS-CHAP
EAP 223 -
PP AT 43031 1
BECRER: SiEHRESS AR TSI,
BEERM): ==
RS i ft Windows secur i2; ) 2022/9/1 11:06:05
=44 ID(E): 6272 EEEEU(Y): FEsEREESE
&BU(L): =2 FEEFK): AT
A == HEWUR):  WIN-RSOCE6TAF7VG
EAEREB0): =2
n: =48
=51P)

=E(C)

A4 802 XA —H — (BT DIFHMERTT BIZ[E. R vF L Tdisplay dotlx

connectionavY U REFEARALET,

[Switch] display dotlx connection

Total connections: 1

Slot ID: 1

User MAC address: a036-9f8b-634c
Access interface: Ten-GigabitEthernet1/0/2
Username: user

User access state: Successful
Authentication domain: domainl
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EAP packet identifier: 2
Authentication method: CHAP
AAA authentication method: RADIUS
Initial VLAN: 165
Authorization untagged VLAN: N/A
Authorization tagged VLAN list:
N/A Authorization VSI: N/A
Authorization microsegment ID:
N/A Authorization ACL
number/name: N/A Authorization
dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful
Real-time accounting-update failures: 0
Termination action: Default
Session timeout period: N/A
Online from: 2013/01/03
08:22:24 Online duration: Oh
Om 35s
The output shows that the user
has passed 802.1X CHAP
authentication and come online.
SO AlIK. 2—H—H'802.1X CHAPRREEIZE L. Ao SA Vo2 EERLTLET,
BEITAIL
#
dotlx
#
interface Ten-GigabitEthernet1/0/2
port link-mode bridge
port link-type hybrid
port hybrid vlan 1 100 165
untagged port hybrid pvid vlan 165

undo dotlx handshake
dotlx mandatory-domain

domainl undo dotlx
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multicast-trigger dotlx port-
method portbased

#

domain domainl
authentication lan-access radius-scheme radius1
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl

#

radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher
$c$3%$9jjlI0Ip5SVA/WXEWO065ZIT7j4AIN88XTF key accounting
cipher $c$3%tk1zm9nf2IFMdk+17hGsyBcsAwgLobi7 user-name-
format without-domain

#
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151:802.1X PAPEREI DR E

RAYFDEERE
[RAYFDHREIDFRBAIZH O TRAAYFERELET . 1=F2L. RO KSIZFEEEA X EPAPIC
RETILELHYET,

[Switch] dotlx authentication-method PAP
Windows Server 2016 NPSH—/X—®D &Rk

I'Windows Server 2016 NPSH—/\—®D#ER 1D ERBAIZH > T, NPSH—/N\—ZEHLET .
=L, FYbD—9R) O —DRIEEAHEEL T, BEILESN TWELGEEE(PAP, SPAP)AIEE
TEHELELHYET,

K42 BEEAXDIEE

#E ¢ Hh BE

2 O—4 UL DRl EER LTS .
Ta’f\fﬂj‘%ﬁll‘f*]ﬂ“?-ﬁi’*ﬁi}?[c_ HLAOES. 2o b0 PAEAESENES.

)
le] : TELEAETE NI T HIDS PHE AR T L3 .
o P Eb B LFrb _Ef'uP {DIFHEL. NPS EHS3 P e DRAT. ERENTOBIEFTAI Y I-FEhE
oy riay B LPk EAP (DIEEE(T:
[ iR 1D 328N
BT 855! DHEE FagEEhO

T ONAS Ak

JERDCDS.. we(E).. AIER(RD

T ORGSR
[ Microsaft BES{EIEEE -2l 2 (MS-CHAP v2i(\)

HAD - BOERERAIN S, 3 —H (2 - FOEE RIS 3(H)
[ Microzaft 8BS EETET (MS-CHAPIY)

HAD - BOERERAHIN S, 3 —H (220 - BT E &SRS
[(1eE8{EITEE (CHARIC)
MARESLENTLEZEE (PAF. SPAPIF)
(I8 ida s do T - MEFICa5 P MR AT 9300

oK Fyutll ERA)

EDRER
1. A—H—RELEIRT—FEAALI#. iNodeVSA4 7 aERALT, 802.1X5R5IE/\ALTA
341 f&éht&ﬁﬁuubi?(n*ﬁ[iiTéhiﬁ/\J)
2. NPSHYH—/N\—T. A3/ 01— —IZ BT 5EHRERTLET,

ﬂﬁll
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43 A —H—F IR HEROER R

[l B4/EE - 344 6272, Microsoft Windows security auditing.
=R #EEs
NAS ze: LIk il
NAS 00 16785508
RADIUS ZFis:
EFERTER tolly
EriE 1P ik 101.0.165.11
SHIBEAEE:
EEERERER FrERFER Windows SHBIE
PIEERE SR 802.1x
SHEHEER: Windows
SHBERSE WIN-RSOC6TAF7VG
SHIEER: PAP
EAP 37
SRR 303030303030303430313033323231363437303030303030663230383030303030303939
BRoRER: HIOHREES ATIBEEIE.
v
BEEHRM): =2
EiB(S): Microsoft Windows secur iZZREIEI(D): 2022/9/1 10:44:31
=4 ID(E): 6272 EEERIY): WEEERREES
RBIL): B ZRFK): =ERD
BRL): £ HEHR):  WIN-RSOCE6TAF7VG
EEREBO): &8
EEEE0: S EEREE

54802 IXFRIE 1—H —(C BT BIFHEFR TS DL, X1 vF L Tdisplay dotlx
connectiona< > REFEALET,

[Switch] display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: a036-9f8b-634c
Access interface: Ten-GigabitEthernet1/0/2
Username: user

User access state: Successful
Authentication domain: domainl
EAP packet identifier: 2
Authentication method: PAP

AAA authentication method: RADIUS
Initial VLAN: 165

Authorization untagged VLAN: N/A
Authorization tagged VLAN list:

N/A Authorization VSI: N/A
Authorization microsegment ID:
N/A Authorization ACL
number/name: N/A Authorization
dynamic ACL name: N/A
Authorization user profile: N/A
Authorization CAR: N/A
Authorization URL: N/A
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Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0
Termination action: Default

Session timeout period: N/A

Online from: 2013/01/03

08:25:51 Online duration: Oh

Om 8s

The output shows that the user has passed 802.1X PAP authentication and come online.

BREIFAIL

#

dotlx

dotlx authentication-method

pap #

interface Ten-GigabitEthernet1/0/2
port link-mode bridge
port link-type hybrid
port hybrid vlan 1 100 165
untagged port hybrid pvid vlan 165

undo dotlx handshake
dotlx mandatory-domain
domainl undo dotlx
multicast-trigger dotlx port-
method portbased

#

domain domainl
authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl

#

radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher
$c$3$9jjI0Ip5VA/WXEWO65ZIT7j4AINB8XTF key accounting
cipher $c$3$fk1zm9nf2IFMdk+I17hGsyBcsAwgLobi7 user-name-
format without-domain
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Hl:VLANBIY HTEHEALT802.1XFET-=I%
MACEEEED X TE
SV LYY 357

B44(Z7r 9 &£S51Z. Windows Server 2016 NPSH—/\—LE¥ELTISA 7 FMD802.1XFET =L

MACEREIZERITTAIIRAYFEERELET . V54T U RYNT =) Y—RIZT RS S

[Z1&. 802.1XFE - IIMACER I X BB T D ELHYET,

AAYFERDESIHRELET,

e  NPSH—/N\—%RADIUSH—/\—,LTERL. 7547 MI®LT802.1XFE = IEMACER
SEETLET.

o 54T U M802. 1XFE=IIMACEEZEEL - T, 9547 MR ZEVLANZEIYH TS
FSIINPSH—/N\—%ERELE T, FIHIVLANIZ144TY,

K44 RYNT—OE AT 5L

NPS

Radius Server
101.0.144.123/24

XGE1/0/2
Vlan 165
XGE1/0/49 101.0.165.11/24
Vlan 165
101.0.165.11/24
Client Switch

101.0.165.12/24

FERENGVYIrITTD/N—DaYy

COREHE. RDN—RITELIVYITEI 7 N—Vav THERSh, RSN TOET,

N—Fox7 YIRHITFDIN—D3
S5560X-54C-PWR-EIR 1 YF /N\—327.1.070
EREEH —/\— Windows Server 2016 NPSDi5&

f5:VLAN IDEIY HTZE{EALT-802.1XF =&
MACZEEE D ER TE
AALYFDERTE
MACERRIEA—H—DHZEIE. [RIVFDEREIDHRBAIZR > TRIYFEERELFET,
802 X A—H —DHBEIE. [RAYFDERE IDFHBIZH S TRAVFERELETS

Windows Server 2016 NPSH—/\— D& L
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EXRREEBALET

e TWindows Server 2016 NPSH—/\—D#ERL 1D ERBAIZHK > T, MACSESEA—5—HA
ISINPSH—/I\—%HERHLET,

e TWindows Server 802.1 NPSH—/\—D R 1D EHEAIZHE ST, 2016 X1 —H—FIZNPS
H—N—FEBRELET,

VLANEIYEBTOIZEIE. RybT—IR ) —DERESZT TRADIUSTRE 21—+ RD LS5IZHRE

TEINELABHYET,

e Tunnel-Medium-Type7 rJE 1—rZBMLTrURILATATRATEREL. TRIE 12—+ D
fEZ802(FT R TDE2AT AT EA—H R YMEE DI+ —IVrEEL)IZHRELET,

e Tunnel-Pvt-Group-ID7 FJE 2—rZEBML T, F|YHTSY JIL—IVLAN IDZEIEEL. 7R
Ea—rDEZHRELET . COBFITIL, 1000MFEREINTINET,

e Tunnel-Type7hJE1—rEEBMLT, AT S RS TORILEEEL, TRIE2—F
MDIEZVirtual LAN(VLAN)IZERELET,

45 RrybkI7—91R)—DRADIUSEEDIETE

) ﬂ
JrAF)  BfEA) FTN) ALTH)
e 27 H3CDTO/(T4 X
@ nes(o-ml) B2 £k Hp BE
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v _f - SETE(S):
: e, A —E
1 ERERRYY- . RADILE Btk ABRIEE RADIIS £5-( P2 MISES3IE. 24 RADIUS AL, [FE]
= Ak R Ignwo BT, B LA0E, BkL RADIUS b:vf‘UHd_fsénitr‘u it
5 T [dMicrosoft ’ : REMECDOTE. RADIUS D34 Pl bl B A Mgl L TS
v il 7 -rpEE Ethorot | 2 s EE
T B mEu-obub N—FCHNE—F PHER
5 RADIUS #54Fuh o HiG gy TLFLAELTEEEE| BT
= Tk RADIUS F- /(- NETIORIIL (BAF) - P
Ef e 2405- if# sl 7 P 7ols- Framed-Pratocol FPP
4 [Eg=1 Service-Type Framed
e & N Tunnel-Type Virtual LiNs [VLAN)
Qo | o PEE Tunnel-Prt-Group-ID 100
Tunnel-Medium-Type TP {IP wersion &)
b SREELED. HlER(R)
AE - AR
EATE
7 —H—m
< > || €
oK Foull EEA)
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REDIER
1. NPSH—N—T. A5/ 1—F—IZ BT 3EFHRERTLET.
46 1 —H—DA S/ BEROER TR

*@F OEEE ES S0 E5EE8 o
Q FHx.. 2022/9/5 18:52:57 Micro... 6272 PESRERESE
A k.. 2022/9/5 18:52:57 Micro... 4634 i

A FH. 2022/9/5 18:52:57 Micro... 4624 BFE
A T 2022/9/5 18:52:57 Micro... 4648 TR
. 2022/9/5 18:52:57 Micro... 4776 EEISE

. 2022/9/5 18:44:19 Micro... 5059 EftEasi v
B 62725 Microsoft Windows security auditing. x
2 EES
MESERESCAZ NEFETHEUR. Lo
AR
=2 1D: WIN-5RKOEVTVVAD\001094000005
HRPERR: 001094000005
P WIN-5RKOEVTVVAD

SERRERIRFETR: WIN-5RKOEVTVVAD\001094000005

=R
=2 1D: NULL SID
WRERR
SELIREIRFETR:

AR He. AN FA AL En a0 aA

BEERM): =2

HE(S): Microsoft Windows secur iZRE&1iE(D): 2022/9/5 18:52:57
=44 ID(E): 6272 EEESY): MESHRES
REUL): == A@FEK): =AY

ARL): g3 HEHR):  WIN-5RKOEVTVVAD

2. ARAYFT,802.1XFE=IEMACRIEA—H —IZ, IEESNT=ZEAVLAN IDHAIELLEIY &
TONTWAIEEZHERLET,

#HA L TA 2802 IXEREAEA— —IZE 9 S 1R E R~ HIZIL. display dotlx connectiona <R
EHEALET,

<Switch> display dotlx connection
Total connections: 1

Slot ID: 1

User MAC address: a036-9f8b-634c
Access interface: Ten-GigabitEthernet1/0/2
Username: user

User access state: Successful
Authentication domain: domainl

EAP packet identifier: 2
Authentication method: CHAP

AAA authentication method: RADIUS
Initial VLAN: 165

Authorization untagged VLAN: 100
Authorization tagged VLAN list:

N/A Authorization VSI: N/A
Authorization microsegment ID:

N/A Authorization ACL



number/name: N/A Authorization
dynamic ACL name: N/A

Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful

Real-time accounting-update failures: 0
Termination action: Default

Session timeout period: N/A

Online from: 2013/01/08

06:52:03 Online duration: Oh

Om 14s

#A U FAUMACRREL— Y —(IZB T 218 &R T HICIE. display mac-authentication
connectiona Y REFERALET,

[Switch]display mac-authentication connection
Total connections: 1

Slot ID: 1

User MAC address: 0010-9400-0005
Access interface: Ten-GigabitEthernet1/0/2
Username: 001094000005

User access state: Successful
Authentication domain: domainl

IPv4 address: 192.85.1.2

IPv4 address source: User

packet Initial VLAN: 165

Authorization untagged VLAN: 100
Authorization tagged VLAN: N/A
Authorization VSI: N/A

Authorization microsegment ID:

N/A Authorization ACL

number/name: N/A Authorization
dynamic ACL name: N/A

Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A
Authorization temporary redirect: Disabled
Start accounting: Successful
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Real-time accounting-update failures: 0
Termination action: Default
Session timeout period: N/A
Offline detection: 300 sec (command-configured)
Online from: 2013/01/08 06:25:15
Online duration: Oh Om 8s
Port-down keep online: Disabled (offline)
ZOH AL, VLAN 1000 11— —ICEREICEY L TONIEERLTLET,

BREIFAIL

RIZ. 802.1XFREEDHIERLET .

#
dotlx

#

interface Ten-GigabitEthernet1/0/2
port link-mode bridge
port link-type hybrid
port hybrid vian 1 100 165
untagged port hybrid pvid vian
165

undo dotlx handshake
dotlx mandatory-domain
domainl undo dotlx
multicast-trigger dotlx
port-method portbased

#

domain domainl
authentication lan-access radius-scheme radius1
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl

#

radius scheme radiusl
primary authentication 101.0.144.123
primary accounting 101.0.144.123
key authentication cipher
$c$3$9jjI0Ip5VA/WXEWO65ZIT7j4AINBBXTF key accounting
cipher $c$3%$fk1zm9nf2IFMdk+I7hGsyBcsAwqLobi7 user-
name-format without-domain

#
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