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Unified Platform

SeerEngine-Campus DHCP

Layer 3 switch (.6.)
sit 1/ )
iiE - & o G

Spine

BaJe J9AIIS 921N0S3aY

Leaf

| &
Access: J

A typical campus network model that includes spine, leaf, and
access devices.
APs and wired users are connected to access devices.

TATIWRINADIFIFTIE RANAOTNAREFHTHAADDBDELHYE T, L.
['Configuring redundant dual-spine uplinks]Z=I&[Configuring DRNI for dual spine devices
(manual)JZSRLTZELY,

RIN)=IRYET—DETIL

RIS ) =D 2y T—DFETILIE, AD-Campus V) 2—2a> TIIEFRTHY , R/ISA T INARE—
TTNAREFREENE T, COETITIH. TOERATNAARITERESNEE A BIE AP CHE1—
H—(F, V=TT NARIZEEEHINET, V=TT /(1 R%E AP L2 —H—[THHE T H103—T( R
EFHTERETIVENHYET,

K 2 R K32, RIAUT I8 A& VXLAN ZHR—bFBREABHYET , R/ISAIUT/RARITEIC,
BD)—IDTNARABTIL—,EE5£ T 580D RR BEWIL—MGET /A RELTHEBEL . R—5 —
TNARELTEIESEFRAAT D —N—CBEY—EREFRELET . T2aT LAY T—H
[E. E5IZDRNI 2y b —9FETILEIE DRNI RYRT—IFETFILIZHHBENTEET . HRFTUL
TlE. TaF7ILR/IA T INA RIZ DRNI SFREIEDHEHYFEL A, TAVYLR AC BNRINAUTINARIZHE
FEENTVAEEX RINAUTNAREFEALTDR VAT LERML., AC IZHEHEEN TS TRTD
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Unified Platform

SeerEngine-Campus DHCP

Layer 3 switch

.
wla]w

ROUTER

Router

Spine

Dual spine devices + RRs

EeaJe U9AI3S 921N0SaY

Leaf

A special network model that does not include access devices.
APs and wired users are directly connected to leaf devices.

J=—IDF7HRARYET—HDETIL

COETILTIX. BROTIVECRTINAZRDN) =TT NARIHEHRINET . RIMM VT NNA RITEBESO
FtH A, RYNI—HEBREBEIZEHMTY , COETILIEEITMNRELR YN —JIBRATEET . )—TTN
ARIE. R—F—FNARELTHERABALT DY —N—ITBEY—ERERHBLEST . 2 D2DY—TF/N
AZANBRBEINTNIBEIEX. RANTS5HTARELT)—ITTNAREZFERALTDR VATLERELE
T TAVLRAAC BNY—DTNARIHEFENTWNBIERE. U—IT NI REFEHALTDR VAT LE
BREL.ACICTEHKSN TSI RTDAUA—TI( AE DRAVA—DA RIZEIYHTEILENHYE
ER

K32, )—FT7IERRYNT—DFETILDRINI =98 AT TS LERLET,
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Unified Platform

SeerEngine-Campus DHCP

Layer 3 switch

SWITCH
7

i i

! i 7D
""""" ECMP-— "~ — ROUTER
= ‘& “ 77t Router

e 1
"6') Dual leaf devices + RRs
SWITCH ;

Leaf

wwwwww

BaJe JOAISS 92JN0S3aY

Access

The network model contains only leaf and access devices. No spine
devices are deployed. This model is mainly used in small-sized
networks.

SWITCH

—

IRF #y kT —5ET I

RIL)=TFDRARYET—HDETIL

RIS —D-TFTHORARLKYNT—TETILIZIZ RNL )= . BEUTIERATINAAREENE

9, ol AD-Campus V) 1— 3> QBB RV NI —HETILTT,

o  RNAUTFTINAR[E, VXLAN ZHR—bF2RENHYET, 12, BHB)—TT /NSRBI TIL—F
HFELE T BN RR BEUPIL—MEET /NS RELTHEBEL . R—F —TFTNARELTSESEFHA
ATDY—N—IZBEY—ERFRYBLET . RIMUTNA R REVR 7OV E—RTEMET S
&L IRF 277 YvoE MR T HIEELTEET,

o J=DTNARILVXLAN ZHR—bLTWBRELRHBYET, V=T /N\A R, 2—F—FR5EEL
—MREICERINET,

o  TUBATNARILAP ETURRAUMIER SN, TILFLARILDART—REHR—LLET,

42 R =TT I RRFZINT—IETILDRINT =D AT TS5 LERLET,
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Unified Platform

SeerEngine-Campus vDHCP

Layer 3 switch @ rg 1
B
! |

e T T T |

1

|

Router

SWITCH

Spine

E9.JE I9AI3S 921N0S3aY

Leaf

Access |

A typical campus network model that includes spine, leaf, and
access devices.
APs and wired users are connected to access devices.

RIL =TI T—DETIL
RN =3I T—DFTI)LIE, AD-Campus V) 1—2a> TIEEFRNTHY . RINA T INARE—

TTNAREINEENE S T ERT A RBRESNFR A, BIR AP EHERLI—F—X. V—07T
NARICEEERSNE T V—TTN\ARE AP 21— — IR T DIV I—T(REFHTEET
SRHENHYVET .

RIS T INA A& VXLAN ZHR—FE2BERHYET, £I2, BHD)—TT/N\A AETIL—IEER
ET 50D RRBLPIL—MEET /NS RELTHEEL., R—F —T NS RELTIFEIFHR2AT DY —
N—IZBEY—ERZTRHELET . RIMMUTNARIE, REVR7OVE—RTHMET HZEL IRFI7T
YyHEMRTHELTEET,

512, R —DRINT—DETILDRINI —DEF AT TS LERLET,
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Unified Platform

SeerEngine-Campus vDHCP

Layer 3 switch | =
| E :
| ©
I S
g i Router I | 8
Spine ; I8
; IRF+RR ! : I 3
: ! e
| : ®
| o
I ﬁ
I |
—_—— =
Leaf

A special network model without access devices.
APs and wired users are directly connected to leaf devices.

J=—IDF7HRARYET—HDETIL

COETILTIR. BROTIVECRTNAZRD) =TT NARIHEHRINET , RIMVTNNA RIEERSN

FtH A, RYMNI—VBRREIIBETY, COETILIEEITMNREL RN —JIBRATEET . )—TTN
ARF R—EF—FTNARELTEFESELRATDH—N—IZBEY—ERFRHBLET, TNLIEREY
R7OVE—RTEET A2 &L IRF 970 woE KT 5L TEET,

K62, )—IT7IERARYNTI—DETILDRINI =9 AT IS LERLET,
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Unified Platform

SeerEngine-Campus DHCP

Layer 3 switch

Leaf

eaJe J9AI3S 921N0SaY

Access

The network model includes only leaf and access devices. No spine
devices are deployed. This model is mainly used in small-sized
networks.

spine-aggregation-leaf-access E1=I% spine-aggregation-leaf RYFI—OFT )L
B 7Ry &I
o EEMBRNAU) =TT IERAEIERNAU) =TI T—IFETILELLE LT, £HRVET—

HDETILTIR RINMUTINARE) =TT INA ZADBIZEH LAY —3 RAvFHEMNESNET &
HLANV—3 R vFI&. VXLAN E£f=(&X EVPN 25 R—r3F 2 EIXHYEE A,

o FTRTDARNAV =D . BLUTIEATNARIF, REVR7AVE—RTEETBZEE.IRF D
7oV DERRT HELTEET,

o  EHTNARIZIZ RINLUTINAREY—DTINARIZZEES S ECMP JL—kAHY . FDEH[E
*%—G—;—O

o TITFIUv—INUHEHIE U—DTNARETFIERATFNARDBETHREINET,
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Unified Platform

SeerEngine-Campus DHCP

Layer 3 switch : |
| E :
He| ool :

B3Je JOAJIS 921N0SaY

Router 1 I
Spine @:.IRHRR —@ %‘ E I
SWITCH I I
G
|
: |
Aggr I_ S
Leaf
Access i mm N

In optimized automated deployment, aggregation devices can be deployed between spine and leaf
devices.

An aggregation switch is a beryllium copper Layer 3 switch, which is used only for underlay routing
and forwarding. It does not need to support VXLAN or EVPN.

Y —N\—Ey T —I T INA XE DR

ZZTIlE. Unified Platform &Z M2 R— MSeerEngine v/ X vDHCP H—/\—_ EIA &%
FYRT =T NARIZHESR T B=OITFERTHLA V-3 RybT—I#Em AR DN TEHRALES,

LAY —3 2k —O#GARIE. AV bA—5—¢ERVRNT—ITNAADER IP TRLAMNE LR YR
— DT AR EICRWMGRIZERASNET LAY —3 IL—TA T &N L THEICEZETELILEHER
LTLIESLY,

aVbA—5—([F)E—FIURICRETEET AU MA—5—ET NS ZADBRELCL AN —2 RYRT—IR AL
VIZBLTWAREIHYFEEA) BBEIZ 1 DD NIC ZFEHT HI5A . SeerEngine Fr/SREHET
SYRIA—LIEINICEEBLET, BLEIZ 2 DD NIC ZEHT 5154, SeerEngine ¥ /AR EMAET
Sy TA—LIEH 2D NIC EFERALET,
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Connections between servers and devices

Spine-leaf-access connection

Unified Platform

SeerEngine-Campus DHCP

trunk vian 1 |
vian 1 dhcp [ i
relay ;

Vian 4094
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Connections between servers and devices

Spine-leaf-access connection

Unified Platform

SeerEngine-Campus DHCP

vian Ldhep < L vuosa

relay S I e
Vian 4094

Leaf

Access

TR T—OFER

1.

AD-Campus v k7 —Tl&. SeerEngine ¥+ /3X, DHCP ¥ —/\—  BLURYrT—I T/
AZAMLAY—3 THEERINET, IRF I7TVVINRINAUTINARELTEMET B15E . R/\
AT INARADT VTP AB—T 1A X T port trunk permit vianl 4094 AX U REFE AT 20 E
BHYFET,

RN T INA RIE VXLAN ZHR—FE2RERHYET, EITRR BEIUVIL—MRET /NI REL
THEEEL. BB —TT N\ARETIL—EEREL, R—F —T N\A RELTIFESFGE R T DY —
N—ICBIEY—ERFRBELET . RIMUTNARE) =TT NARBED IO IET o ZE—L A
DTT o RINAUTINARE) =TT INAADBNEWNZEET I, EFH O TWDILEHERTINE
NHBHEITTY,

=TT INNARTIE, TIERAT A RIEHTEINDA L Z3—TARIE)—TF )0 94 03—Tx
ARTYT, Y—IEIU) oL B—DIARIE, A—HF —BAADTIA 53— TIA RELTHRES
nNET, A—F—DY—TTFNARTHUFAUNKBE =TT NARFFDI—F—D)—04
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—HY—%EBL551——tFa) T4 IL—TIEIYETHIENTEET,
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14



VLAN Al 3 A5V O9R—hELTERESNE T, TV R T NA RIEHRT—RESR—LLE
T K 3IBOWRT—FBRYR—rENFET, BEREAPIZT VR TNAARABThRAY—K3 %I
[X.GE AU A—TJxA REFEHTHILELHYET .
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interface GigabitEthernetl/0/31

port link-mode bridge

port access vlan 130

stp edged-port

#

O ==

TORATNRAZRPAV b O—5—(CAAENTE. A bO—5—IE . TV ERTNAXLDITY
RIRA UM EIN -/ 2 —TJ 14 X stp edged-port AX R EBEMICERALET . 2O LS
BAVB—DIAREIURRAVIDOEIML, U= T NA RIZEFKLIZIBEE . AV F3—T(RIZE
Fah = stp edged-port AR R IEBEIMIICHIBR TEE B A, YR T4F2L—3VEFE)
THIRR T 2ELHYET,

®RET—yI0—

AD-Campus 6.2 VY a—3avIZlE, FoA —LARE . T/3L RDMAHRAH . F—"—LAHE . BLU
l_ﬁ_gﬁgmgQibfﬂ\g—G?—o

ToE—LAERIL. T/ 1 RO YEHLERICBIET HREC. TNIRADBEA VHR—
BERFFBF U R—FEHGE, 05— T NAREMARATT=ODERELYFET,
F—N—LAREF. TIAR—FRYNT =) LAV =2 YT —IRIM Y BLUBEF2T1T
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1Y BRI, 1—F—EE, FHERRIS— BEUTHERY—ERBEENET
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Configure the
Start management

Configure SeerEngine-Campus
switch

!

Install and log in to Unified Platform
Required main process

:] Optional main process Complete basic settings (isolation
domain, fabric, DHCP server, and AAA
server settings)

Required subprocess
Incorporate devices (underlay devices

Optional subprocess can be automatically deployed or
manually incorporated)

Add private networks, Layer 2 network
domains, and security groups

1

Configure and deploy policy templates

Configure EIA ]—0

Configure access policies and access
services (associated with security

grouIs)

Create access users (associated with
access services)

SeerEngine ¥+ /XRRIEL EIARBEOWA T, RAVETAVE B LIS RAB BN Y R—rSHTLY
9, H#MIZ DL TIX. [Unified Platform and Components Deployment Guide for AD-Campus 6.2

Solution]#Z L TSN,

3

TUR—LAERTIE. TAA RO BERBAEFEBHEA T R—bSNFT . BEEMDOFEHIZDLNT
I%. TAD-Campus 6.2 Automation Configuration GuideJFE7=I&[AD-Campus 6.2 Optimized
Automation Configuration Guide]&Z B LTS, FEER D EFEMIZ DL TIX, [Manual

incorporation]&# S L TZ&LY,
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Cluster northbound VIP: 100.1.0.100

Unified Platform

SeerEngine-Campus DHCP
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Node 3: 100.1.0.203
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FURA—LAIPTELADH YD

—h s AR 200.1.1.0/24
Unified Platform/— X/ 9 KR

ot 2 DIPPELA 100.1.0.100
EIA 100.1.0.100
SeerEngine¥ v /\RIZRED 110.1.0.100

IP7FLR

/—F1:110.1.0.101
/—F2:110.1.0.102
/—F3:110.1.0.103

SeerEngine¥v /XX /—F®D
IP7FLX

VDHCPIZRAMIPFRL R 110.1.0.104

/—k1:110.1.0.105

VDHCP/—R®DIP7RL R .
/—K2:110.1.0.106

Microsoft DHCP IP7FL X 8.0.1.171

Spine IRF 7YYL O3k T—X2 5

B

RAIRAVEBEP)—TTINA(RLED
W—TIRYIALB—T A ADIPT
Fl/XO

Unified Platform(=04 429 %1=8%
DIP7RL R,

EIAH—/A—DIPF7KL X,
SeerEngine¥v>/iXavb0—35

—OSRADIPFTRL R,

SeerEngine¥+v> /AR bA—5
—ISREAD /—REDIPTRL R,

VDHCPH—/\—D IS5 XAIPFKRL
A(KERA)

VDHCPH—/\— LD /—FDIPFK
LR,

Microsoft DHCPH—/\—®DIPF7 K
LR,

SeerEngine ¥/ ARDAVMA—5—,EFEE TSV T —LA L DD NICEHFTHLFIF

Z D+ 1)ATIL. Unified Platform, SeerEngine F+> /XX rA—5—, vDHCP H—/\— &V
EIA H—/—H, ALRYRT =TT AVRAD IP PELREERLET,
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13 FH)ADRYEI—IE

Cluster northbound VIP: 100.0.0.100

Unified Platform

SeerEngine-Campus

Node 2: 100.1.0.202
Node 3: 100.1.0.203

s GEYOT T -
; VLAN 30 gateway: 100.1.0.1

SWITCH

L3-Switch | X

! IRF+RR
Spine Z ‘6 ¢
! SWITCH

#& 6 Y—/\—IP DYRF

VLAN 1 gateway: 120.1.0.1
TE1/0/6 | VLAN 4094 gateway: 130.1.0.1

"H &

VLAN LRyhD—985 AT
k) 120.1.0.0/24(120.1.0.1)
VLAN 409429k —o15 A

M —kr 1) 130.1.0.0/24(130.1.0.1)

VLAN 30y kT —H15 Ak

(F—k 1) 100.1.0.0/24(100.1.0.1)

VLAN 91y b —945 Ak 91.1.0.0/24

ToF—LAIPFRLRADFYT

— AR 200.1.1.0/24
Unified Platform/—X/\r9U K

H—E2DIPTRLR 100.1.0.100
EIA 100.1.0.100

SeerEngine¥+v>/3X952 40 | 100.1.0.200

23

n%

BERRAICERINSVLAN 112y
kD=2,

IV bA—5—¢T AL ABDBIEIC
FEASINBVLAN 40944 ykT—
o

Unified Platform. SeerEngine3+
VIR BXUVDHCPTERAIN S
FYRT—o T AR,

FEICKDMHAHFIZ, RINA
FINRE) =TT INA AR DBEIE
IZERAINBVLAN,

RIMVBEV)—=TTINARLED
=T NV AL B—TALADIPT
FLZX,

Unified PlatformIZB 4’ (>3 %18
DIPFEL R,

EIAYU—/\—®IP7RL R, a/\—
CRERTIL, EIAY—/\—[%
Unified Platform® /—X/\") R4
—ERIP7RLRZEFERALET

SeerEngine¥+v>/iXavbO—7



HE i o
IP7RLR —ISRADIPFTRL R,

. \ /—F1:100.1.0.201 _ _
SeerEngineFv /AR /—F®D J—K2:100.1.0.202 SeerEngine¥v /i3 kA—35

IP7RLR —I3READ/—LEDIPTRL R,
/—k3:100.1.0.203

VDHCPH—/\—DHISAZIP7RL

VDHCPYZRADIPFRL R 100.1.0.204 (EER).
/—K1:100.1.0.205 — = K g
VDHCP/—REDIPFEL R ’ VDHCPH—/\— LD /—FDIPTH
/—K2:100.1.0.206 LR,

Microsoft DHCPH—/\—®DIP7 K

Microsoft DHCP IP7RL X 8.0.1.171 L

SeerEngine F¥>/8RaAVbA—5—LE TSV IA—LIA| 2D NICEERTHLFUA

C D F 1A TIE. SeerEngine F+v>/SXa>kA—5—& Unified Platform [$£725 vk —o145 4
D IP PRLREFEALZET, EIA Y —/3—£& Unified Platform 95X 2(ERI LR YT —915 AN
7F7EL. SeerEngine ¥y /83X rA—5—& VDHCP H—/N\—([FRCAR YT =95 AV E#HBLE
ER

14 S FIVFDRYNIT—VE

Cluster northbound VIP: 100.0.0.100

Unified Platform

SeerEngine-Campus

Node 2: 110.1.0.102
Node 3:110.1.0.103

i GE1/077
; GE1/0/3 VLAN 30 gateway: 100.1.0.1
VLAN 1010 gateway: 110.1.0.1

L3-Switch h
SWITCH
VLAN 1 gateway: 120.1.0.1
TE1/0/6 | VLAN 4094 gateway: 130.1.0.1

g -

Spine

w
£
ar
I
Y
T
+
Y
L]
%
3
ar
T

ZDFITIE, SeerEngine ¥+ /SR> kA—5—¢& Unified Platform TH 4 M NIC AAMERSIN TLVE
¥ FRLRTSU =T %R TITRLET,
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7 Y—nR—IPDYRE

®H

VLAN 18 9bT—915 A MY
—kozq)

VLAN 40944k —ot45 A
M7=k )

VLAN 301y kT—H15 Ak
(7—bkozA)

VLAN 10104y T—ot45 AV
rT—FkrozA)

VLAN 911y kT —H15 Ak

FoB—LAIPTRLAD R VLT
—915 AUk

Unified Platform/—X /KR
H—EZADIP7RLR

EIA

SeerEngineFv > /INRITX2D
IP7RLR

SeerEngineF+v2 /XX /—F®D
IP7RFLR

VDHCPOSRADIPTRL A

VDHCP/—F®DIPF7FL X

Microsoft DHCP IP7KFL X

A—H—)Y—RTS52=

Table 4 |2, A—H—H—ERDVYY—RTS5o= 5% RLET,

%

120.1.0.0/24(120.1.0.1)
130.1.0.0/24(130.1.0.1)

100.1.0.0/24(100.1.0.1)

110.1.0.0/24(110.1.0.1)

91.1.0.0/24

200.1.1.0/24
201.1.1.0/24

100.1.0.100
100.1.0.100
110.1.0.100

/—F1:110.1.0.101
/—F2:110.1.0.102
/—k3:110.1.0.103

110.1.0.104

/—F1:110.1.0.105
/—F2:110.1.0.106

8.0.1.171

2l

Table 4 A—H—HY—ERYY—RT5=245

B

BERMAICERINSVLAN 11y
|" '7_70

AVRA—F—ET A RABEDREIEIC
RSN BVLAN 40941 vkT—
T

Unified Platform TPCEM@{EIZfE
BAEhdrykD—o15 Ak,

SeerEngine+ > /X EVDHCPAY
avbO—S5—¢PCREIDRISIZER
ERAESINPES/E 7B A S
(SeerEngineFv/ SAHHIL LT
NICEERY BIHERICHKE).

FHIZKABEHAARIZ, R/
TINARE =TT INAREDEE
IZEHASINBVLAN,
ANAVEEVOY—TTINAAED
W—TRYGALB—D L ADIPT
KL X,

Unified PlatformIz04 (>3 5=
DIPFRL X,

EIAY—/N\—®DIP7RL XA,
SeerEngine¥+v /AR kO—3

—JZREDIPTEL R,

SeerEngine¥v> /AR bA—7
—ISRAAD/—FDIPFEL R,

VDHCPH—/N\—DNIS5XBIPFKL
R(KRERA),

VDHCPH—/\—LED/—FDIPTFK
LR,

Microsoft DHCPH—/A\—®DIP7 K
LR,

"HE

HEitXa) T4 IL—T vk
— 98T AT —koTA)

]

20.0.0.0/16(20.0.0.1)

25
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teachert¥a) 744 IL—TH1—
F—hERLET,



HE i e
BYODtEFT45 IL—T Rk

Tt Al 2A) 50.0.0.0/16(50.0.0.1) BYODA—H—A\FERALET,
7ARRIRT =GR T AT 22.2.2.0/24(22.2.2.1) B RhA—H—hUERALET,
kozA)

PREEICRBL =y b —o1S A—H—BAICkB Lz a—Y—

33.3.3.0/24(33.3.3.1)

AVNT—FDzA) AERLEY,

I)FAHANET AU NO)T1HIL
40.0.0.0/16(40.0.0.1) VLANAOVSIEE) ZEIY BTH =
A—H—hMERLET,

J)TFAhNET AN ST —boT
1)

A—H—VLAN TS5 =24

VLAN 7—)LZERLI=#% TVLAN 7—)LEZEE I B EIETEL =8, FHIIZ VLAN JY—R TS5
ZUTETOVELHYET, ZTEICIL. VLAN SEHEDEBME-ITHIR. HLU VLAN SEEDOFHINEE
nxd,

RDBEATD VLAN T— )L HHR—rESNTULVET,

e  Campus access VLAN pool: T/AfRADFR—REIZ, 7UERXT/3/4R(Z VLAN RE % ER
LEI . T74/LD VLAN &EBHIE 101~3000 T,

e  Security group VLAN pool: 1—H—9tZAD1=OIZ, R@EER AV AD X2 )T45 IL—TIZ
VLAN ID 2E|Y Y TFEF, TI74/LED VLAN & (% 3501~4000 T,

e  Campus auth-free VLAN pool: [ZER AV NDBIEFRELILT4T«IZ VLAN ID ZE|U LT,
REIAREBEIUTATADNAURINTNST VR TNARIZ VLAN SR EZRBEALET . TI4/LE
@ VLAN #iF (% 4051~4060 TY .

e  Wired service VLAN pool: VLAN X7 —9214TDRBER A ADFHHFEL—H—IZ VLAN ID
#EYHMTEI, TIAILED VLAN EFE (X 101~3000 TY .

e  Wireless service VLAN pool: VLAN 2y bT =984 TDRBERALADTA YL R 1—H—IZ
VLAN ID ZE|Y L TET, T 74ILED VLAN & (X 3501~3600 TT,

HIRBESLUHIFSIY

SeerEngine ¥ v/ XA bO—5—I&, BRIERINT VLAN T—)LZRELET , RD prefefined

VLAN 7— )LD ERIEERTEE LA,

e default_access, ¥v/S\RA7Ht A VLAN 7—IL T,

e  default_security_group, %2745 )L—7 VLAN T—/LTT,

e default_auth_free:¥+x>/SREBEFT)—VLAN 7—)LTT,

e  default_wireless, FEfFH—E X VLAN T—)LTT,

e  default_wired, H#H—E X VLAN 7—/LTT,

VLAN F— LM ST =% (X. FD VLAN T— L2 EBETEFH A, ZEIZ(X. VLAN SEEOEME-
[XHIBR. $&U VLAN SEBRDFHNEENFET .

8775 VLAN 7—JLD VLAN [£A4—/\—S5vTTEEH A,
79+t X VLAN 7—)LiZ, FHEht=- VLAN RO HREEHHR—FLET,

T 74 ILETIL. SeerEngine ¥ /3Xa>bO0—5—(%, BFD MAD RIZB#IMIZERESNTZ IRF 777
1)>v21Z VLAN 100 ZZIY 25T, VLAN 4090~VLAN 4094 [3F#i&F#A» VLAN T,
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FI+ILETIE,. A FA—5—[E DR YR TFLRD DR A /IN—T/INALXIZVLAN 2 ZEEALT. 74—
LMIL—rDREIEAZETLNET .

A—HF—BEZLRIDO/NA—S30 s/ —230 6.2 27V TS L—K3 %L, VLAN #ERISELAELS
BELNBHYET . BVWEREETAICIE. [T—2OREEIES)VILET,
FE
VLAN 7—LEREL. Y ATFLADTRTDH VLAN T—)LIZET ZIERERTIT BIZIE. ROFIEE
EITLET,
1. Automation > Campus Network > Devices R—(ZHEILET,
2. R=LMALEIZHS VNID Pools Z5)vILET,
3. VLANs #7%%91)v9 LT, VLANs R—IZREFT,
15 VLANs R—

Network Devices

VLANs

Add

Name Type VLAN Range Default VLAN Pool State Actions

default_auth_free Campus Auth-Free VLAN ] Ready

default_wireless Wireless Service VLAN Pool Yes Ready

default_wired Wired Service VLAN Pool Yes Ready

default_security_group Security Group VLAN S In use
default_access Campus Access VLAN e In use

Showing 1 - 5 of 5 entries. Page 1 of 1

VLAN 7—JL® VLAN EE %S 3I1%. VLAN F—/LD Actions HS5LI=%H3 Edit 742 B%5
)54 L%EF . VLAN Range 485 C. VLAN #E 0 Actions 715 LIZ%H 2 Edit 712 B%51)voL <.
VLAN i ZZELET,

Edit VLAN Range

Start VLAN ID
101

Add VLAN Range
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AD-Campus DEXTE

AD-CampusarbO—5—~nOT 4>

1.

2.

0 AV ARM—ILERRMTET LIzE, ITRT KIIC. TSOVHFDTRLR/N—ZavA—5—0R5 A
YFRLRZEAALT, AD-Campus AVhA—5—DAT A R—DFFEET AT AV TELAD
f2 = [&. central-ip:30000/http://login T9 ., B4 1> IP [&. Unified Platform 5X2MD/—X/\7
VRH—E X VIP TY, COHITIE. A5 42 IP (X 100. 1.0.100 TY, T4/ bDOST (21—
— R ENRRT—FRIE. FnFh admin & Pwd@12345 TY,

16 AT AoR—T

-Campus

17 ITR T &I A—H—F &/ XRT—FE A AL, Login #%'1)v% LT AD-Campus A~ ~A—F
_(:l:lﬁ"f‘/bi'g_o
B 17 h—LR—

-Campus fome Guide @ Monitor Automation () Analy } system A3AA282804

Campus Network Dashboard

19005 0 .- 0

User  Manage gu.s Blackist

W Wirclez:

28



BITRTEIIIR—VDELIZHHT AT RELL A1)y F B TATDAZ 21—
RITSNFET,

18 TRTODA=a2—DRE
D

-Campus

Home Monitor Automation System

BEMEED a—ILIEK, T RRYNT—IH—ERERETIHICFERINET, B 19 [TRT
K3 EBFES — a2/ —0 Automation 07U vILT. ERIDFESF—2aoR(oDA=a
—ZERHLET,

o Configuration Options: T/AA XD/ \IT7vT HEEDET. VILIITIATIVEE . Y
—EXDEEEERLET,

o Campus Network: F[Z, SeerEngine ¥+ / ROV bA—5—H—ERCEAET HHREA=2
—ZRELET ., ChICE. THNARAVR—TAOTRADBE T IL—rDERKR. BLUS B
SNF=R A, 7TV, X 2T N—T A= I—TRIJo— BELUH—ER
Fr—UDERENEFENFET,

o User: 7UVEAY—ER TUEARIO—  BLUTIVERI—HF—DHREEZEL . EIA Y
—N—DH—ERZREA=21—,

B 19 Automation *=a1—®0O#A 73w

-Campus {nt Home & Guide 2 Monitor @ Automation [ Analysis (7] System

Automation

%% Configuration Options

Delete Refresh

@ Campus Network : i el Deploy

2% User v Software Type

Software Name + Size (Bytes) + Applicable

A

T4 D E

CDERIIZDT
aAMA—5—DAVAR—ILERRMNTE T L1z5. SeerEngine F+v> /73X, EIA, vDHCP. $ & U Unified
Platform D54 > R&&x T IRENHYET , FM U REZFT DR, MV RAY—/N\—%HRE
L. 51t RZBALTZEY,

29



FIE

REDYIRITZN—30 Tl ERESA U REESRT A28 RBESA U REFEHTAIELET
=FET,

ZZTl. AD-Campus A rA—5—0O Web A A—TJxA XA THD A U AZFFRIC DNV TDAHERBALE
T o TAEVRAY—N—DEYRT YT EREDFEMZDOLTIH, SAEVAY—/IN\—DT=a T IILESEL
TLESLY,

1. System > License Management > License Info R—J([ZHEILET,

SATLEAVAL—ILLTERTAE K20 I2RT K, TIAIWRCRAS A RAME AT EE
I2HYFET,

20 SA VR —/—1F#H

All
Product Name = License Name 3 License Quantity & State 3 Used Licenses Updated At
UCENTER-IAR
UCENTER-NETRES
UCENTER-NETRES-LIC

UCENTER-UCENTER-EIP-N 1
Lic

UCENTER-UCENTER-EIA-LI -
500

Trial(68days5hours left)

2. FAEVRY—N—IFRBE T, AR —/IN—DN\SGA—E2—FBELET,

INSA—H—:

o IPAddress: SAtVRY—/IN—DIP PRLRZANLET . ITRED/—RINGUR P ESA
TR —N\—HHEECEETESLEEHERLTESLY,

o Port: IR—FEE(CDHITIX 5555) 2 ANLET,

o Username: S/t RAY—/N\—~ADT7ItRIFERTEH1I—F—R2ZAHNLET(COHITIE
DEMO),

o Password: SAEVAY—/IN\—~DT7IERIFERTBRT—LFEAALEFT(COHITIE
admin@123),

3. Connect 29y ILET, VATFLRSA VA —N—[CEBITHERTIE K21 [TTRT LS

2. SV REBN—VITFERTRGS MLV ABNRTEINES,

30



21 SAtEA1EH

All ™ Search Reset

Product Name + License Name % License Quantity + State - Used Licenses Updated At

UCENTER-IAR

UCENTER-NETRES

UCENTER-NETRES-LIC

UCENTER-UCENTER-EIP-N
Lic

UCenter2.0

UCENTER-UCENTER-EIA-LI
_ Normal

=L L1H x

CIE7 e s
B4 —REERT BRI, 2 —F—ITURRAUh, BEEY—/\—, 8&LU DHCP Y —/I\—DEEE
BT ILENHYET,

A—H—TIURRAUNERTEDIERK

A—H—FBEY—/\—T VXLAN Ry T —F 0BT AL —HF—ITURRA R ELIER
TBHIZIE. ROFIEEETLET,

1. Automation > User > Service Parameters > Access Parameters > System Settings R—
[CREILFET (K 22 25 H),

® 22 A—H—I RRAUMEEDER

< System Settings Certificate Client Upgrade i y Authentication Validate System Log Ur {TTPS Certificate Files Unified Auther

System Settings

Name Description Configure

System Parameters Configure the common service-related system parameters.
server and security manag

User Endpoint Settings Configure User

Endpoint Aging Policies Configure the endpoint aging policy parameters.

2. 23 [Z5RF &£31Z. User Endpoint Settings EWLVSERID T TL—b®D Configure h3 ALIZHS
Edit 742 B8E5)yoL T, a—F—TURRA VP RER—SICF 7R LES, User Endpoint
Settings $81# & Director Controller Configuration $8i8 T/8SA—4—%RELET,

User Endpoint Settings 810 /5 A—42—:

o VXLAN Networking: Yes #Z#iRLZET .

o MAC Portal Authentication: Enabled Z:&RLEY,
o Transparent Authentication: Enabled Z##iRLFE T,

31



o Unbind IP for Duplicate Account: 774 /L+TIZ. {ElE No TY,

— PP TavET4—TILIZTBIZIE. No ZEIRLET . 1 DDIURKRAUEAFD
SAVNZIBE. FDNAVRENT= IP PRLARIK AVSAVITHBIEEERTBHRDIUR
IRAVMINA VR TELGLIEYET,

— IPFNVIUTLavEAR—TILIZTBIZIE, Yes B IRLET . 1 DDIURKRA VDA TS
ANl o=%. FDNAURENT= IP PRLRE A USAUIIIHAIEEZERTBROIY
RRAUMINAURTEET,

o Max. Device for Single Account: 1 DD T7HOUREFERALTALUSAUITHHIENTEST
URIRAEDRRBEZRELET ., TIANEDEIL 10 T, XX ZDTo—ILKZE 1012
BRETHE.BRI0DIVRRAVMIDTH IV EFERALTAUSAVICHRBIENTEE
ERS

23 A—H—IVRRAIVMETEDIER

< System Settings Certificate Client Upgrade Third-Party Authentication Validate System Log Upload HTTPS Certificate Files Unified Autl

User Endpoint Settings

VXLAN Networking: Authentication ACL:
MAC Portal Authentication: Transparent Authentication :

Non-Smart Device Transparent Portal AuthN Max. Device for Single Account:

Rebind Endpoint for Account: Endpoint Conflict Handling :

Director Controller Configuration $EiiMD /35 A—42—:

Embedded Controller: ¥4 J)LhTIX. {ElX Yes TY, SeerEngine ¥/ RavbO—5—¢&
EIANRELTZYRIA—LIZTTALINTISIEE L. Yes ZBIRLET , N\ TA—F—EFEHTH
BT DRBEEHYEE A, No BEIRLIZIGE X, RONGA—F—EEBLET,

o IP Address: SeerEngine ¥¥>/AXaAVCA—5—~DOT A UIZFEHATEH7RLRAEAALE
ER

o Port: Unified Platform A5 4> 2= DR— B BEZANLET . COHITIH, R—FES
(& 30000 TY,

o Username/Password: 1—H#—Z &/ X\RT—REANLET, TIHILATIK 2—F—&(F
admin, /XX —F [ Pwd@12345 T9,

o Protocol: Unified Platform ® T 7OABIZEE SN F=-TOrILIZHEST, HTTP (%
HTTPS Z:&#iRLFET, TIAHILLTIE. HTTP ANMERSNET,

B 24 avbao—5—0HE
Director Controller Configuration

Embedded Controller:
IP Address:

Username:

Protocol:
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N =L ==
AAA —/I\—DRTE
HR—bEN 5 AAA H—/3—[Z[E, H3C EIAV7(iIMC EIA). EIAVI@>TFHEShtz EIA). 8L UH—
FIR—TA DTS — N\ —DHBYFET,

AAA H—/R—%B19 5IZ1E. Automation > Campus Network > Network Parameters > AAA R
—JIZREIL. Add 0 vILET,

INSGA—H—:

Name: AAA H—N\—DZHTZEANLET , WEDREDEED AAA H—/N\—DZHTIERILCIZT
S5 EIETEEE A

Server Type:

o EIAVY: #8735V IA—LIZEEENT- EIA H—/N\—, CHIF EIA Y5REATY  EIAEERE
Bk, WEDY I+ T7/N—ar TlEYR— SN TOEE A,

o EIAVT:iIMC 75uhI4—AITTIOAENT= EIA 4 —/\— EIA BB T 704 A M HR—k
SNTLET,

o H—F/I—T4FEEMAC R—RILREERADA U A—T1A RERETH-DICFERINFET,
Protocol: EIA +—/\—~DOJ A UIERATHTOMILERIRLET, TIAHILITIE HTTP T
ER

Ipv4: EIA H—/3—®D IP PRLRAZAFILET,

GUI Port: ZBIRLI-H—N\—FATITGLT, SOT—IILRICBBMICENANSNET,
Username: EIA H—/\—~DOJ A VIERTHLI—F—ZEANLET,

Password: EIA —/\—~DOJ A UIEATH/\RT—FEAHLET,
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25 AAA H—/\—DEM

EIA V9

Refresh

Add AAA Server

Protocol

HTTP

Ipvé GUI Port * @
30000

Usemame

Confirm Password

EIAVO TlE., avTHEShi=zEBRMERINE T, EIA OVR—2 2% Unified Platform 5 X 21R15
IZRBT 5L, DAT LIZBEIMIZOR—2R M Default EIA ELVSZETT AAA H—/N—1JXMZE
mLES,

EIA V7

EIAV7 H—/3—I&, Windows F1=[& Linux A RL—F 425 VR T L(0OS)IZEDKIMC T59h T4 —L
[ZERSNh., YU IWRRARNE—R V5REE—FR | BLUBEERE—FZYR—ILET,

Single-host mode: Windows #7=I3 Linux OS Z A 5B —/\—Ff=[E VM B ETY,

Cluster mode: Windows E£7=I& Linux 7L —FT 4250 S XA T LEFEHT S 2 E D YES—/—
BHETT 2 B0 —/I\—(EX AT—FINITIANA—IR—OSRBEZTHLET,

Hierarchical deployment mode: 1 DM L{i EIA /—FEEBDTHLEIA /—FABETY &%
K20 D/—EBHR—bSNFET . A—HF—BFIVRIO—E ST EEREE. £ EIA /—FTHE
BENET, T EIA/—FIE B/ —FoDBREZRALET . COE—RIE, TIILFFro/N
ADIFYFITHELTWET, hiod EIA /—RIE, Y—EXD A AitZE R LS8 5-OICHED
N7y TELTHRELE T RE. BEEREE—FEYR—FLTVWADILEIAVI DA T, IR
HEDYIr 7 /3—23>TlE, Windows+Mysql E£7=1& Linux+Mysql 7—F T F v DH MY R
—hrENTVET, Mysql T—ER—R/3—23> 5.5 h5 5.8 B Y R—hESNTWET . RRNTSS
TARELTIE, =232 5.7 ZEALTZSLY,
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Y—F /I —T <25

Web AR—2JLEBEEIZIE, H—R/\—T B —/\—h\FEHRAINE T, SeerEngine ¥/ X bO—
I—TH—FN=T4H—R—0D IP FRLREREL. Y—F/—TAREAY —/\—La—H—0EZTN
ARANWEEIZEETEDLEHERT BHE+TT,

Refresh

Add AAA Server

Third Party Authentication

Ipv6

DHCP H—/\—EXEDFERK

1. Automation > Campus Network > Network Parameters > DHCP X—J|Z#EILET .
2. Add #9UvILET,
& 26 DHCP H—/\—M3B N

Network Parameters

DHCP

3. Add DHCP Sever R—2 T, Management Mod [Z Tight £7=I& Loose #ZEIRLFE T,
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27 EEE—FDER

Add DHCP Server

Loose

High Available

H3C vDHCP H#—/\—¢& Microsoft DHCP H—/\—(%. ZF#E & HHR—rLTLVET,

FEH#EABET—RTIL, SeerEngine /RO bA—F5—[E R—=UTHREINT IP FRLR BT AR
HSTIP PRLRAT—ILEERKT HED DHCP H—N—IZERLET ., IP PRLANAUTA4UT [T YR
—rEhTWVET,

BET/\1 RAERDIHFE . DHCP Y —/\—I[& H3C VDHCP 4 —/\—THEILENHYET,
VDHCP H—/3\—®;B M
1. DHCP T TRD/NFA—R—FHRFEL. BREMNT T L5 OK &VJVILET,
o Management Mode: Tight ZEiRLE 9, vDHCP H—/\—[&, BEHEEDHE Y R—IFT,
o High Availability: 95 R2E—RTIDATLavEBIRLET , RZVFF7AVE—RTIEX. 2D
AT avEERTILEFIHYER A,

o IPv4/IPv6 Dual Stack: IPv6 BB FE =1 —H —IPv6 —E ANMERRIRELIG & X, =
DA T aVEBIRLET  SREDFEMIZDLNTIX, FAD-Campus 6.2 IPv6 Service
Configuration GuidelZ & BB L TZELY,

o IPv4/IPv6 Address: vDHCP H—/N\—DQRHFICEIVEToNI=7FLRAZAALET . IP 7K
L R#H1§9 BIZ[&. System > Deployment Management X—[Z#5E)L . Public Service

18 B % EBIL T vDHCP deployment X—1z7 2+ . Broavzs)ysLctmsRRL
9,
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vdheps1

Host Name Host NIC Container NIC Container NIC...  IP Address So... Node ID Network Name Network Type Subnet

matrix01 ens224 eth1 112216 System Alloca nodet network MACVLAN network

vdhcps2

Host Name HostNIC Container NIC Container NIC... [P Address So... Node ID Network Name Network Type Subnet

matrix02 ens192 eth1 12217 System Alloca node2 network MACVLAN network

o Vendor: H3C Z:&#RLET,

Add DHCP Server

Name

» High Available

DHCP #—/\—%3BML71=1%. Actions 3| 0 %%1)v4~ LT DHCP 4 —/N\—%E#ELFET, R
M5ET I 5L, Audit Status Fll(Z Audit Succeeded ERTENFET,

Add  Reffesh qQ

+ Name Manage... FirstIPv... Secondl.. FirstiPv... Secondl... Vendor Available  Status  DHCPDepl... LastSucce.. Audit... Actions

Tight 12216(.. 112217(.. — - 3C fes up/up @ 2022-05-15 Audit S
Audit Succeeded

DHCP H—/\—®DF7RLRT—ILBE LV IP PRLREY L TlE#RERRT BIZIE. DHCP H—/3\—
DEREDI)VILET,
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DHCP Server Info

DHCP Pools

Name

Subnet IP Usage (%) Preferred Lif...  Valid Lifetim...  Origin Origin Descri... Deployment... Action

... dotix-1

Microsoft DHCP H—/X—®M:B N
1. DHCP H—n\—%EmLET,

a. Add DHCP Server R— T, Vendor [Z Microsoft ZZiRL . RD/SA—E3—HHERKL T,
OK &9y LFET,

— Management Mode: Tight Z:&RLET,

— High Availability: 727 17/Z22 /1 \(ERIED Microsoft DHCP HA [ZH LTI DA T3
VEERLES  RAVFTAVE—R T, COATLavEERTIDELHYFEE A,

— IPv4 Address: Microsoft DHCP H—/\—®D IP 7PRFLRAZADLET  HARETIZ. 2D
M DHCP H—/\—D) IP PRLAZAALET,

— Vendor: Microsoft #:ZiRL%xd .

Add DHCF Server

dhcp

High Awvailable

b. DHCP H—/\—%;BML7=#. Action 5l =~ #51)vy- L TDHCP HY—/N\—%REILET, [
M T 95L&, Audit Status %I Audit Succeeded ERRESNET .

c. Microsoft DHCP HA A T—42R&ER 3 B2, DHCP H—/N\—JRAMR—UDHE L[BIZH S
742 BB%E 5 )y LET , TI+ILRTIE HA E=41F14%—T L TT, SeerEngine Fv>
/XA bA—5—(X, DHCP HA R T—4RZ EHMICEEHLET . avbA—35—I1&,. 517
Microsoft DHCP H—/\—DEZEZ&H I 5 &, /397y Microsoft DHCP H—/\—Z B &)
B4 R—TILIZLET,

Add  Refresh Q

+ Name Manage... FirstIPv... Secondl.. FirstIiPv... Secondl.. Vendor Available Status DHCP De... LastSuc... Audit Sta... Actions

Tight € 6 — Microsoft No init Unaudited
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2. VXLAN 4094 PRLRT—ILEEHELET,

OF: %

Microsoft DHCP H#—/\—%31Bi0L1-#%. SeerEngine ¥+ /AR rO—5—[ZFRLRT—/L%E
FHTERTIDLELHBYET, PRLRT— LT /INA X LD VXLAN 4094 ERILRYRT—%
FIZHBIEEHERL TSN, COEIETRLRAT—ILEER LALMES . Microsoft DHCP
—N\—[E) =TT INA AMSEIEESN Tz DHCP BERIZIGETEE LA,

DHCP #7J T. Microsoft DHCP ¥ —/\—®D &RiiE2)voLET,

Add  Refresh Q

+ Name Manage... FirstIPv... Secondl... FirstiPv... Secondl... Vendor Available Status DHCP De... Last Suc... Audit Sta...

— Microsoft No init Unaudited

DHCP Pools #7 T, Add 9 ySLT7Z7RLAT—ILEEML ., RD/INSA—4—FBELET,

o Subnethk: PFELAT—ILBRT/INA X LD VXLAN 4094 LRIL RV RT—H LIZH B EETER
LET . COPRFLRT—LIFa—F—H—ERIZIFFERAINFEE A,

o Gateway: VXLAN 4094 EEICR T —0ETARD IP FTRLREANLET
o ZEDMD/INFA—E—ICIF, TIAIMEEEALET .

DHCP Pools

Add DHCP Pool

Name Subnet
4094 77.77.77.0/24

| option

77.77.77.254

| Policy

Enable Relay Agent

Yes No

Microsoft DHCP H—/N\—MNWIE&EIZERE LUVERSh D L. fERESh=Xa—7 A Microsoft
DHCP H—/N\—[ZRFRENFET,

Microsoft DHCP H—/\—& WRD DHCP H—/\—[&. BiEaZ U HR—rLTWVET,

BR#EAE—RTIE, SeerEngine ¥+ / X0 kO—5—I[& DHCP 4 —/A\—[Z7RL AT —ILEERE
9. DHCP H—/\—h oD TRLRAT—)UERZRBIELEE A
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=TT INARIZL>TEEEN S DHCP YL —/Vr v b TiriEEh 4 Option 82 1EHEWE T 5101,
FTRTDFRLRT—IVETRLRT—ILDR) o —EFETHERT ILENHYET .

DHCP H#—/\—hEZih (X, B A ELHEZYET , Microsoft DHCP H—/\—D R D FHAIZ DT
[. [Configuring the critical DHCP server]Z&BL T=Z&0Y,

BfESE—F®D DHCP H—/N\—[IFHTEF A, DHCP H—N\—THRATES7/a i HYEE
Ao DHCP H—/3—® Audit Status 5[ZIE, 3 DDNA T (—-)BRFRSNFT,

+ Name Manage... FirstIPv... Secondl.. FirstIPv... Secondl.. Vendor Available  Status DHCP De... LastSuc... AuditSta... Actions

ght = - — of NO down = = Unaudited

micro-dhc Loose

RBATAVIA—HBRYMF—ERA DRIV ZADHRKRDERELY
M) —FE D/ r—T )ik
FYbTI—412 S6520X P1)—XFEfzIE S5560X L) —X XA yFNEEN TS5 E (L. Automation >
Campus Network > Network Parameters > Parameter R—[ZEEIL T, R2T v AC DHEFED
T+ T—TAVTIUN)—F5—= 0T %A F—TIVICT HTEEHRELET,
Parameter

Parameter

Global Settings

IPve ©@ TFTP Service

Yes No On

Map on Homepage NTP Server
China

i

RAET 199 AC DREEDELELI M) —EBNA R—T IO TVDIHEE ., TSR, A —HRubH
—ERAVREVRATH/IN T MREIERE TN — DN BERGSITE T N—F I 7 IZERE TN —
ERITLET ROFEIX. V—TA3—TAREDRETA9 7A=Y RV —ERS VR IV R
AShFET,

#

interface Bridge-Aggregationl024

port link-type trunk

port trunk permit vlan 1 101 to 3000 4094

link-aggregation mode dynamic

stp tc-restriction

mac-based ac

dotlx
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undo dotlx multicast-trigger
dotlx unicast-trigger

dotlx critical vsi vsi9
dotlx critical eapol
mac-authentication
mac-authentication domain
port-security free-vlan 1 3501 to 3505 4094
#

service-instance 3501
encapsulation s-vid 3501
xconnect vsi vsi3 on-demand
arp detection trust

#

TINARADAUR—R
HEXODBEEFEA

HEROBEBRERMATIE. AVMA—Z5—CT N RADNEELTEBRMATOEREE TLET, SFHICDLNT
I%. TAD-Campus 6.2 Automation Configuration GuideJ&Z B L TLZELY,

mEESN-BEHEA

RBESN-BEBREATIE. BBIRRAIE T N\ARIKEFTHI LG AV A—5—IC&>TRLEITELT
SNFET, FHMIZ DL TIX. FAD-Campus 6.2 Optimized Automation Configuration GuideJ# &L TL
Pt AW

BADFSZEBEE

FEBEBEATIE. RNNAUTNARE) =TT A REFEHTHARAEN . TR T A RILEEIMIC
BRASNET  RANNAUTNARE) =D T NAREFHTHAAL A EIC DL TIE, [Manual
incorporation]ZSHBL TS, 7OV ERAT NS RO BB ER. SLUEEBERICEET 220D
RE DL T, TAD-Campus 6.2 Half Automation Configuration GuideJ&#Z B L TLEE0Y,

FEIZ KRS ARAH

ST ANADTINAR N =TT NNAR, BEUVT VAT NA A BEFMICERASNGENEED. F
R TEDEARWLREFIBICOWNTEHRBALES . 7oA —L A DEREMNTE T T 5E. SeerEngine Fv>
NZRAMA—F—ETNA REMAAI . —IN—L A BREEZT/N\A RIZEBEATEET,
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o ZOEVLAVTI. FENKET A —LADERICOVTOAHRALET , BEI7 ¥ —L 1 ER
DEEHMIZ DL TIE, TAD-Campus 6.2 Automation Configuration Guide]ZZ B L TEELY,

o ZMDIETIF. LAYV —"3RAYFDHREIF. RIMMUTNAABNREAVEF7AY /—RE=IX IRF 777
Dy THDVFIAIERATEET , FYNT =T 27 I IR— LG SN =R/ TN L AHER
ESNTLSIEE. LI1Y—3 R/ yFDERTEIZDULVTIE, [Configuring redundant dual-spine
uplinks]Z&BL TZELY,

o LANY—3RAYFNEHTELIMES. F1-1E VLAN 4094 RybT—915T A DT —F oA M
AIAVTINARLEIZHBBEIE. V=TT NAR LD IA—5—DRYET =15 A EFEE
EFTBRITAVII—ERETIBLEEIHYEE A,

LANY—3 AL YFDHTE
#DHCP #&E#IZLET,

dhcp enable
#

# Enable the spanning tree feature globally.
stp global enable
#

# Create VLAN-interface 4094.

#

vlan 4094

#

#

interface Vlan-interface4094

ip address 130.1.0.1 255.255.255.0
#

#VLAN-interface 1 28 LEJ ., VLAN-interface 1 (. BEIT/\A RAA U R—T 42T IZERHSNET,
FYRT—=OADTRTDTNAADBFHTHAFAFENTLSIZEIL. VLAN-interface 1 DEREF XXy
TLET

interface Vlan-interfacel

ip address 120.1.0.1 255.255.255.0

dhcp select relay / /DHCP relay related settings are used for automatic device onboarding. If spine, leaf, and
access nodes are all manually incorporated, the DHCP relay related settings are not required.
dhcp relay server-address 110.1.0.105 //IP address of the vDHCP server node.
dhcp relay server-address 110.1.0.106
#
#VLAN-interface 30 & VLAN-interface 1010 Z/EmLET .
#
vlan 30
vlan 1010
#
#

interface Vlan-interface 30

ip address 100.1.0.1 255.255.255.0
#

#

interface Vlan-interface 1010

ip address 110.1.0.1 255.255.255.0
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#

HRINA T INA RIS DA VB —TTARERELES

#

interface Ten-GigabitEthernetl/0/6

description to spine

port link-type trunk

port trunk permit vlan 1 4094 [/ RYRT—IHDTRTDR/INAL =T BLUTIERTNA AN FEIE
EIZk>TAHUR—FENTIVSHE AL, undo permit vian 1 AT REFERLET,

#Unified Platform [ TLNS A 2—TJ x4 X% VLAN 30 IZEEMLET,

#

interface GigabitEthernetl/0/7

port access vlan 30

stp edged-port [l LANY—3 RAYFEHY—N\—ITHEHTT 5R—ME. STP Ty OR—rELTHRESNET,

#
#SeerEngine > /XX & VDHCP (2SN TS 2—T 4/ X% VLAN 1010 [SEBMLET,
#

interface GigabitEthernetl1/0/3
port access vlan 1010
stp edged-port [/l LANVY—3 RAYFEH—N—IZ#¥EHKT HR—rE. STP TyPHR—rELTRESNET,
#
#T I —PEBMLET, REL——L EIABEDEEDT IAHIML—bDRIR MR TELT,
RIAV/—RED VSI A8 —T1 AR 4094 DTRLREHRELET

ip route-static 0.0.0.0 0 130.1.0.2 /I FTI#IMIL—bDRIRRYT([E RIA2/—FLED VSI 124
—JIM4R 4094 DFRLATY,

#

ALV TINARADFHSE
SeerEngine ¥4/ SRV MA—F—(ZRINA VT INA REBH AT B, RDBRAIEEITTHIHEN
HYFET,

1. RNRNAVDRENEATLEBERTELET,
#O—)LREEZEDICTBIZIE. TNHNAREFBEETIVLELHYET, T/NIRADTIA/ILEEA—)L
MRIAODBEIZ. A—LBEEERATYILETS,

vcf-fabric role spine

#
sysname spine
#
2. MRESERETSHESICLLDP ZRELET,
#
1ldp global enable
#
3. ARNZUTY—HEEERELET,
#

stp ignored vlan 2 to 4094

stp global enable

stp root primary //Configure the spine device as the STP root.
#

4. SNMP.NETCONF. Telnet. LU SSH OHBREZTLET,
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#SNMP B EZBRLET . ROBEDT I EDERTY , REO R YT —IEHIZH-ST
SNMP 222 =TAZRBAT DBENHYET,
snmp-agent

snmp-agent community write private
snmp-agent community read public
snmp-agent sys-info version all
snmp-agent packet max-size 4096

#

#NETCONF DFREZITVET

netconf soap http enable

netconf soap https enable

netconf ssh server enable

restful https enable

#

#Telnet DERFEZITLVET

telnet server enablel/l Telnet#ERTREEICHETY,
#

#SSH DR EZITLFET,
ssh server enable

#
Telnet £f-1% SSH CTEAT 31— —LZ LR —FEH/ELET,
#1—H—&% admin [Z, /SRAT—F% H3C1234567 IR ELE T,

local-user admin class manage

password simple H3C1234567 /I /SR —KI(E. /ISAT—FDEHRSDEHRZF L TVIRERHYET 158
INRT—RIE, 10 15 63 XFDXFIIT, MF, AXF. NXFELIVHHEXFD 2 BEULOXFEEOCHED
HBYFET , NRT—FRIZIE, EF. SFEFR) AR—R, A—H—FZ  FLE1—F—LZDHFIEOXFEEZHHEIE

TEFEA,

service-type telnet http https ssh

authorization-attribute user-role network-admin

authorization-attribute user-role network-operator

#

#

line vty 0 63

authentication-mode scheme

user-role network-admin

user-role network-operator

#

VLAN 4094 #1ERLE T,
vlan 4094

#

OSPF & ELFT,

#

ospf 1 router-id 200.1.1.254
non-stop-routing

area 0.0.0.0

#

Loopback 0 ZE&ELET

#
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interface LoopBackO

ip address 200.1.1.254 255,255,255,255

ospf 1 area 0.0.0.0 //Configure OSPF.
#
9. RINUEIU DAL B—DIA REERELET . EHDI I A 3—D A ADME AT RE
HIBAX. 8D VLAN 1 8—Jx A REERLE T,
#VLAN Z1ERLET
vlan 91
#
#VLAN A > X 7 = — A E{E%T %
interface Vlan-interfacedl
ip address 91.1.0.1 24 Il EROFEICECT. RMERADOY IRV TRLRAEFERALET,
ospf network-type p2p
ospf 1 area 0.0.0.0
#
HAINAE )DL B—DTTA X% VLAN [CEIYETEYS,
#
interface Ten-GigabitEthernet3/0/16
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 91 I FYET—IRDFTRTDRNAY =T BIUTIERTINAR
NFEHREICE>THUR—RFSh TULVSIHA &, undo permit vian 1 IR RZEFERALET,
#
@ FE:
RAMTSHTFALRELT, =R TP RINZAL XA MDD VLAN €2 8—D x4 RIZIE, VLAN 3~99,
VLAN 4001~4050, & VLAN 4061~4089 #FEALET,
SeerEngine ¥/ X2V bA—5—(F, TIAILETRD VLAN T /A X ICBEIRIICRBILE
ER
e VLAN2: SO VLAN [Z. DR U RTLHAD 2 DD DR AUN—TFTNAABDT A —L A I)L—
FRIFAICERINE T,
e VLAN 100: Z® VLAN (. BEIFRESNIT- IRF 77Ty o L® BFD MAD [ZERSNET,
e VLAN 101~2800: VLAN (&, PR R YFIZL>THERAINET,
e VLAN 2801~3000: VLAN [&, RET 1y AC [Ck>TERINFET,
e VLAN 3001~3500: VLAN (&, U THEEGKINZANNAIOTNARAB LR —TT/INIR
DB TNARARREICERINET,
e VLAN 3501~4000: VLAN l[ZtFXa) 715 IL—FI2&>THEAShET,
e VLAN 4090~4094: VLAN [ZF &N TLVET,
VLAN 3~99 & U VLAN 4001~4089 I&. BEIMIIZEIY B THILIETEEH A, VLAN 4051~
4060 [&. FBEETY)—VLAN ELTEAShETD,
ARINA ) —RE)—=D/—EBNEHD) o 0EN L TERINTLSIGEES. b0 Yd ECMP
Y2 TE, VLAN 1 TIXRINZU TV —EREMA =TIV TSI, Rif U /—R &Y
—27/—FREDY D HEEIRREIZESDIXEETY,
10. L2VPNZ#AR2—TILIZLET,

#
12vpn enable
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#

11. aVFA—ILFrRILDEHREDTI=HIZ, VPN 4 X2 X vpn-default, VSl-interface 4094, kU
VSI A2 3—=DxARIP 7RLRAZFREL. L3 VXLAN ID ZHEELFT .
#VPN 4> R A2 X vpn-default ZEBLET . RD BLXWIL—F—HS I EFHTHRELET . RD
BEPIL—FE—T YL Ry T—0 2K T 11 TY,

#
ip vpn-instance vpn-default
route-distinguisher 1:1
vpn-target 1:1 import-extcommunity
vpn-target 1:1 export-extcommunity
#
address-family ipv4
vpn-target 1:1 import-extcommunity
vpn-target 1:1 export-extcommunity
#
address-family evpn
vpn-target 1:1 import-extcommunity
vpn-target 1:1 export-extcommunity
#
#VSI A A—TTA R 4094 X ELFET
interface Vsi-interface4094
ip binding vpn-instance vpn-default
ip address 130.1.0.2 255.255.255.0

local-proxy-arp enable

arp proxy-send enable [/ ARPERIOFIEAR—TILIZLT, FUbT—IEHRIAA LT IO =8I
TNARIZY—N—ARP TN —HEELLBIME I, TURRA UMY — N\ — IR TERVHEEERRLE
ERS
#
#L AV —3 BRiE D VS| A 2—TxA RE L3 VXLAN ID R FELFET . COBITIE. VPN AR A
A vpn-default 2% LT VSl-interface 4092 ZEmK L. L3 VXLAN ID 4092 #E&ELET . ip
address unnumbered AYUREFRAL T, EELIZAV2—T 24 RAD IP FRLRZEAT 5L31C
AR—DIARERTELE T, VPN 1V RE2V R vpn-default [2EF1)T45 L —TEH T 515
BIE. LAY —3 RIE/ M ybDREIETT IP ELT VSl-interface 4094 O IP 18 ELFET .
interface Vsi-interface4092

ip binding vpn-instance vpn-default

ip address unnumbered interface Vsi-interface4094

13-vni 4092
#

#VSI vxlan4094 R ELET,

vsi vxlan4094

gateway vsi-interface 4094

vxlan 4094

evpn encapsulation vxlan
mac-advertising disable
arp mac-learning disable
nd mac-learning disable
route-distinguisher auto
vpn-target auto export-extcommunity

vpn-target auto import-extcommunity
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12.

13.

14.

#
BGP EVPN Z#E%ELET,

HE:

BHO)—7/—FMEATRERIGEIL. EROETERETILENHYET,

BGP AS &E M, SeerEngine 4>/ ARaAkO—5—NT77T YV IIZRESNTINS AS BE L
BLTHILEHERLET,

#

bgp 100

non-stop-routing

router-id 200.1.1.254 [/ BT NAZADIL—ZIDZRELIZTHILFTEER A,

peer 200.1.1.252 as-number 100 /| BGPEFZHRELET.IP PRLRIX. V=TT NAADIL—T 1y
DAUR—TTARTY,

peer 200.1.1.252 connect-interface LoopBack0

#

address-family 12vpn evpn

reflector cluster-id 200.1.1.254 [/ TaFILRNAVRYNT—HBEBETHETT 2 DDA/
FNARADYSRAE D [ERLTT,

undo policy vpn-target Il Z{ELTz VPNV4A L—RETA LA G LN =OITETT,
peer 200.1.1.252 enable /I HBED)—J7/—FHAEETZIEEIL. COITURERYRLTEHOET
ERELFET .
peer 200.1.1.252 reflect-client /| BEDI)—ITTNARABTIL—+EEEXT BHDIIL—R)TLI4E
ERELFET .
#
ip vpn-instance vpn-default
#
address-family ipv4 unicast
import-route direct /I BEEEHRINIZIL— L EAVR—bFET . COREIEL. Y—TTNARTIPV4E
HEREPENAR—TNITES>TVWESEEIIBETT,
import-route static Il RBFA49II—bEAR—RLET,
#
RINAVTITIIALB—TIA RA(L AN —3 RAYFIHEHTIN TS/ F—T(R)E AC A
UB—TTARELTEEEL. VSI vxlan4094 [T/A1URLET,
#
interface Ten-GigabitEthernet3/0/2
port link-mode bridge
port link-type trunk

port trunk permit vlan 1 4094  //If all spine, leaf, and access devices in the network are onboarded
through manual configuration, use the undo permit vlan 1 command.

service-instance 4094 / / Create Ethernet service instance 4094.
encapsulation s-vid 4094 //Match VLAN tag 4094.
xconnect vsi vxlan4094 / /Bind the Ethernet service instance to VSI vx1an4094.

#

RATF9III— b EREFLET,

#RINA/—F & SeerEngine v/ R EIA, £ X Z D MDY —/\—RHOEFEHSL AV —3 %
BETHIBE. —N—FREETIREITAVIIL— L ERETIRENHYET , RET1Y 7 IL—
rDRORAMRYT &, LAY —3 AL YFD VLAN A2 B—TTA X 4094 D IP PRLATY .
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15.

16.

17.

ip route-static vpn-instance vpn-default 110.1.0.0 24 130.1.0.1 //The destination IP is
the subnet IP of the controller.

#

ip route-static vpn-instance vpn-default 100.1.0.0 24 130.1.0.1 //The destination IP is
the subnet IP of the server.

#

# If the DHCP server and spine device belong to different subnets, you must add a static route
destined for the DHCP server.

ip route-static vpn-instance vpn-default 132.0.0.0 24 130.1.0.1 //DHCP server subnet
IP.

#
VXLAN o)L LT, JE—F MAC ZUR)—FFEE—FARP LU ND EEEZT1E—TILIC
LET,
#VXLAN b RIILTDE—F ARP ZEFEEIZLET,
vxlan tunnel arp-learning disable
#
#IPv6 H—E AN EINTLSE S L. VXLAN b RILTDOYE—FND S—=U 5 ZEMICLE
ER
vxlan tunnel nd-learning disable
#
#VXLAN b2 RJILTDE—F MAC TN )—FBEZT1tE—TILIZLET,
vxlan tunnel mac-learning disable
#
NTP ZEELFET,
#
clock timezone beijing add 08:00:00
#
#IP 7ELRAH NTP H—/3—®D IP PRLATH S5 E . Unified Platform (X7 74 )L~ THAAH
D NTP H—N—%FERALTHRESN, IP FRLRIEISRE/—RIRHUR IP TY,
ntp-service enable

ntp-service unicast-server 100.1.0.100 vpn-instance vpn-default

#

ALV IRF 77TV IDIBFEE YRE—I TR vFA—/\—#%3 IRF T)vP MAC 7RL
ADEBEESNGENKIIEELET .

#

irf mac-address persistent always

#

=T INA ZADHERE

O =BE:

T INA RHY SB560X Fzl& S6520X R YFDIGFEIL. T/NA RDEEE—FZ VXLAN ITERELFE
T E—FDEBEZENZTBIZIE. TNNAREBEETILENHYET,

1) —27F /34 X% SeerEngine ¥/ R PO—5—(ZHARADHIZ, RDERIEEITLET,

1.

TINA ZADEFEE—R%E VXLAN [ZERELFET,
HTINA ADBEE—FERTL, T/AAL XD VXLAN E—F THEL TWVBAZ EEFERLET,

display switch-mode status

Switch-mode in use: VXLAN MODE.
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Switch-mode for next reboot: VXLAN MODE.
#

#HYR—PESNTVBT NI RDEMEE—FERTLET,
switch-mode 2
0 NORMAL MODE (default)
VXLAN MODE
802.1BR MODE
MPLS MODE

Sw N e

MPLS-IRF MODE
#
HRTEEAITT BIZIE. E—F% VXLAN E—RIZREL. TNAREBRELET,
switch-mode 1
#
2. V—ODREERTLEERELET,
#O—LREEZANNCTBICE, THAREBESHTIVENHYET . T/NARDTI4/)LEO—)L
Mleaf D/ E X A—LEEERFYILET,
# vcf-fabric role leaf
#
HORATLBEHRELET
sysname leafl
#
3. MRECERETSHLIICLLDP #HRELET,
#
lldp global enable
#
4. RINZUTV—HEREERTELET,
#
stp ignored vlan 2 to 4094
stp global enable
#
5. V=I5 U)o9408—TAXT, TC-BPDU {miEHIRE A = —TILIZLET,
int Ten-GigabitEthernetl1/3/0/16
#

stp tc-restriction
#

O =
IURRAUMIERINTWENW =IO oL 3—T A AT, TC-BPDU {mX #IRZE A
F=TWIZFBRERHYET  V—IF I IAB—D A ANIURRA VMRS T
BIBEIE. FDAVA—DTIARERINZU TV )—TyDUR—hELTHRETIDENHYET,

6. SNMP,NETCONF, Telnet, 8 &U SSH DREEITLET .
#SNMP BREZHERLET . ROEENT I+ ILEDEHTY . EEO RN T —OFHIZH-T
SNMP J22 =T/ BRI DR ENHYFT .
snmp-agent
snmp-agent community write private
snmp-agent community read public

snmp-agent sys-info version all
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10.

11.

snmp-agent packet max-size 4096
#

#NETCONF OFREETLVET,
#

netconf soap http enable
netconf soap https enable
netconf ssh server enable
restful https enable

#

#Telnet DEREZEITLET .
telnet server enable

#

#SSH D EEITLET .

ssh server enable

#
Telnet £1-1% SSH TEAT 31— —LZ LR —FEH/ELET,
#1—H—&% admin [Z, /SRAT—F#% H3C1234567 [ZERELE T,

local-user admin class manage

password simple H3C1234567 /I /INAT—FRIL IRRAT—FOEHSDEHREZH T -LTWILELHYE
T BRI NRT—FE T AXF IXFELCHRXTFD 2 BEULOXFEET 10 H'5 63 XFDOXFFI
THOILEDNHYET . NRAT—FICIE EF, BRF() AR—X 1—H—& FF1—F—-L2OFIBOXF%E
BEHBHLEFTEFEEA,

service-type telnet http https ssh

authorization-attribute user-role network-admin

authorization-attribute user-role network-operator

#

#

line vty 0 63

authentication-mode scheme

user-role network-admin

user-role network-operator

#

VLAN 4094 #4ERLE T,
vlan 4094
#
OSPFZRELFY
#
ospf 1 router-id 200.1.1.252
non-stop-routing
area 0.0.0.0
#
Loopback 0 ZE&ELET
#
interface LoopBack0
ip address 200.1.1.252 255.255.255.255 / /Used to establish a BGP peer with the spine device.
ospf 1 area 0.0.0.0
#

RN/ —REBIET H=HD VLAN 13— DA REERFELET,
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#VLAN ZERLET .

vlan 91 // VLAN &, R/81>/—F® VLAN LRILTHAIBHEMRHYET,
#

HVLAN AU B—D A REERBLET,
interface Vlan-interface9l

ip address 91.1.0.2 255.255.255.0
ospf network-type p2p

ospf 1 area 0.0.0.0

#

#)—IT7 9TV YA B—TA X% VLAN [ZEIY B TET,
#

interface Ten-GigabitEthernetl/2/0/13
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 91
#

O =

12.

13.

RRAMTSHTFARELT, IL—FTZRINZLZXAVRD VLAN 28— x4 RIZIE, VLAN 3~99,
VLAN 4001~4050, & VLAN 4061~4089 #EHLET,

SeerEngine ¥ ¥ /AR MA—5—I&, TIHILFTR®D VLAN T\ RIZHEIRICERALE
ER

e VLAN2: CO VLAN (X, DR Y RTLKD 2 DD DR AUN—TNRARBDT o Z—L A )L—
FRBIZERASIET .

e VLAN 100: Z® VLAN [&. BERESNT- IRF 27T 1)y~ ED BFD MAD IS ET,
e VLAN 101~2800: VLAN X, 7I9ERRAYFIZL>THERAINET,
e VLAN 2801~3000: VLAN (&, RH#T1v9 AC [Z&->THERASINET,

e VLAN 3001~3500: VLAN (X, YUY THEEGINE=RNNAVTNNALABEV) =TT/ (
ANDEETNARABRICERINET,

e VLAN 3501~4000: VLAN [ZtFXa)T45IL—TIZ&->TERSNET,
e VLAN 4090~4094: VLAN [ZF#HshTLVET,

VLAN 3~99 5 &U VLAN 4001~4089 (. BEIMIZEIY HTHIEIXTEEH AL VLAN 4051~
4060 [&. FBEETY)—VLAN ELTEAShET,

RINA ) —RE) =D /=R EHDI U IEN L TERINTLSIGEE. ZhoD) Y% ECMP
29T, VLAN 1 TIXRINZU GV —REBEDA 2 —T JLIZHSTWNDT=8 ., R/x(/—K &)
—27/—FREDY D EEIRREIZESDIXIEE T,

L2VPN A4 +~—JJLIZLET,

I2vpn enable
#

HIEF v R ILEERT BDICIE ROERIERITLES,

o VPN A22RA2 X vpn-default, VS| vxlan4094, E LU VSI 10 4—TA R IP PRLRAHKEE
BEL.L3 VXLAN ID #¥EELET .

o FIU)UYACAVE—TIAR(TIERAT NS RIZEFENI2A L E—T T/ X)TA—HRuk
Y—ERMVRIVREREL, 1 — Y F UM —ERS U RBUR%E VS| vxland094 [T yE LT
LFET.
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# Create VPN instance vpn-default. Configure the RD and route targets manually. The RD
and route targets are 1:1 in the whole network.

#
ip vpn-instance vpn-default
route-distinguisher 1:1
vpn-target 1:1 import-extcommunity
vpn-target 1:1 export-extcommunity
#
address-family ipv4
vpn-target 1:1 import-extcommunity
vpn-target 1:1 export-extcommunity
#
address-family evpn
vpn-target 1:1 import-extcommunity
vpn-target 1:1 export-extcommunity
#
# Configure the IP address of VSl-interface 4094.
#
interface Vsi-interface4094
ip binding vpn-instance vpn-default
ip address 130.1.0.3 255.255.255.0
local-proxy-arp enable

arp proxy-send enable //Enable ARP request proxy to resolve the issue that an endpoint cannot connect to a
server if no server ARP entry exists on the device because of network connection timeout.
#
# Configure VSI interface and L3 VXLAN ID settings for Layer 3 forwarding. In this example,
create VSl-interface 4092 and configure L3 VXLAN ID 4092 for VPN instance vpn-default.
The ip address unnumbered command is used to configure an interface to borrow the IP

address of the specified interface. When a security group is created in VPN instance vpn-
default, specify the IP of VSl-interface 4094 as the source IP of Layer 3 outgoing packets.

#
interface Vsi-interface4092
ip binding vpn-instance vpn-default
ip address unnumbered interface Vsi-interface4094
13-vni 4092
#
# Configure VSI vxlan4094.
#
vsi vxlan4094
gateway vsi-interface 4094
vxlan 4094
evpn encapsulation vxlan
mac-advertising disable
arp mac-learning disable
route-distinguisher auto
vpn-target auto export-extcommunity
vpn-target auto import-extcommunity
dhcp snooping trust tunnel
#
# Configure the leaf downlink interface connected to the access device as an AC interface.
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interface Ten-GigabitEthernetl1/2/0/9
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 4094
stp tc-restriction
#
service-instance 4094
encapsulation s-vid 4094
xconnect vsi vxlan4094

#

14. BGPEVPNZH®RELEY,

15.

16.

17.

# Configure BGP instance 100 and specify the spine device as a peer.

#

bgp 100

non-stop-routing

router-id 200.1.1.252 //The router ID of each device cannot be the same. Configure a loopback interface
address as the router ID.

peer 200.1.1.254 as-number 100

peer 200.1.1.254 connect-interface LoopBack0

#

address-family 1l2vpn evpn

peer 200.1.1.254 enable

#
ip vpn-instance vpn-default
#
address-family ipv4 unicast
#

AETAIII—bEFRELET,
# When the connections between the spine device and servers are Layer 3 connections, you must configure static routes
destined for the servers. The next hop of the static routes is the IP address of VLAN-interface 4094 on the Layer 3 switch.

ip route-static vpn-instance vpn-default 110.1.0.0 24 130.1.0.1 //The destination IP is
the subnet IP of the controller.

#

ip route-static vpn-instance vpn-default 100.1.0.0 24 130.1.0.1 //Thedestination IP is
the subnet IP of the server.

#

# If the DHCP server and spine device belong to different subnets, you must add a static route
destined for the DHCP server.

ip route-static vpn-instance vpn-default 132.0.0.0 24 130.1.0.1 //DHCP server subnet
IP.

#

DHCP RX—EVJ%#HELFET,

#

dhcp snooping enable vlan 2 to 4094
#

VLAN 1 & VLAN 4094 MM IPV4 7134y kh%E IPSG Z4ILAY T S LET .

# The configuration is required when IPSG is configured on the leaf downlink interface. If IPSG is not configured, the
configuration in this step does not affect services.

ip verify source exclude vlan 1
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18.

19.

20.

21.

ip verify source exclude vlan 4094
#
VXLAN k2 RJLTDYE—F MAC TURN)—ZFEBE LUV E—FARP 2B ET1E—TJILICLET,
# Disable remote ARP learning on VXLAN tunnels.
vxlan tunnel arp-learning disable
#
# Disable remote-MAC entry learning on VXLAN tunnels.
vxlan tunnel mac-learning disable
#
(EE)TUN)—EEDRFEHZEEA/R—TIILIZLET (T I4+/ILETIE. CO#EEIETE2—T LI
HOTWEYT  BEITHLTIR—TILIZTEEY),
BEIVN)—OREFEEEN)—ITTNARTAR—T LTS TVBIGEE (X TURRAU DT
RTDTFAR—M T RYNI—bE) =TT INARABEVRNA T INARIZAVR— G 5128
2. R TINA X LD BGP VPN 4> A% R vpn-default IZE EIL—RE A R— T 2REN
HYFET COBREICKY TURRAUR, H—/— BLUNEB RV ET — IR DO EIZE AT AMREE
SNET,
HIN—ROT 7)) —REEHNT 5012, BEEIZE>TEVPN N LTEEISNZUE—F ARP TV
R)—IE, TR —DZESNEERICN—FIITIZRITINER A KDYIZ. TNA R, TV
)—DN Ty MERICHEGIBEICDH, ARP TUMN)—E/N\—FI 7 IZRITLET,
ip forwarding-conversational-learning / /Enable conversational learning for host route FIB
entries.
# Specify an aging timer for host route FIB entries. The default aging time is 60 minutes.
[leafl]ip forwarding-conversational-learning aging ?

INTEGER<60-1440> Aging time in (minutes)
#

EE

RAMTSHTFLAELT. S5560X-HI B LU S6520X-HI RAYFTIVMN)—%Enk T 5-0NDE
EREREEMLET,

=D T INNARAPNR—F =T INA RELTHHRET BIGE X ARANTSOT4RELT, TUM)—EE
EDRERSEEEAR—TILIZLIEN TS,

NTP ZRELET .

#

clock timezone beijing add 08:00:00

#

# The IP address is the IP address of the NTP server.
ntp-service enable

ntp-service unicast-server 100.1.0.100 vpn-instance vpn-default
#

REEHERLES .

[leafl] display interface Vsi-interface brief
Brief information on interfaces in route mode:

Link: ADM - administratively down; Stby - standby

Protocol: (s) - spoofing

Interface Link Protocol Primary IP Description

Vsi4092 UP UP 130.1.0.3 //VSl-interface 4094 and VSl-interface 4092 are created
successfully.

Vsi4094 UP UP 130.1.0.3
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[leafl]

[leafl]dis 12vpn vsi

Total number of VSIs: 2, 1 up, 1 down, 0 admin down

VSI Name VSI Index MTU State

Auto_L3VNI4092 4092 0 1500 Down //Automatically generated.
vx1lan4094 1 1500 Up

[leafl]

[leafl] display interface Tunnel brief
Brief information on interfaces in route mode:

Link: ADM - administratively down; Stby - standby

Protocol: (s) - spoofing
Interface Link Protocol Primary IP Description
Tunl UP UP -- //The tunnel is up.

[leafl]

[leafl] display interface Tunnel

Tunnell

Current state: UP

Line protocol state: UP

Description: Tunnell Interface

Bandwidth: 64 kbps

Maximum transmission unit: 1464

Internet protocol processing: Disabled

Last clearing of counters: Never

Tunnel source 200.1.1.252, destination 200.1.1.254

Tunnel protocol/transport UDP_VXLAN/IP

Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec
Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec
Input: 29 packets, 2064 bytes, 0 drops

Output: 8 packets, 720 bytes, 0 drops

[leafl]

[leafl]lping -vpn-instance vpn-default 100.1.0.100 //Ping the server successfully.
Ping 100.1.0.100 (100.1.0.100): 56 data bytes, press CTRL+C to break

56 bytes from 100.1.0.100: icmp seg=0 ttl=63 time=3.646 ms

56 bytes from 100.
56 bytes from 100.
56 bytes from 100.
56 bytes from 100.

.100: icmp seg=1 ttl=63 time=1.699 ms
.100: icmp seg=2 ttl=63 time=2.058 ms

1.0
1.0
1.0.100: icmp seg=3 ttl=63 time=7.078 ms

1.0.100: icmp seg=4 ttl=63 time=1.680 ms

--- Ping statistics for 100.1.0.100 in VPN instance vpn-default ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss

round-trip min/avg/max/std-dev = 1.483/1.620/1.991/0.189 ms

[leafl]

IRF 7Yw¥ MAC A=Y RTFURERELET

=DM IRF 77TV DIFE  RRE—ITRRLYFF—/—&IZIRF TJvP MAC 7RL M
EESNLBVSIIERET DRENHYES

#

irf mac-address persistent always
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#

FHRRATINA ADHRTE

1.

THOEAA—)LEVRT LR EERELES .

#O—)LEREEZEDICTBIZIE. TNHNAREFBEETIVLELHYET, T/NIRADTI4+/LEA—)L
N7 IERATHHBEE. O—ILREFRFYILET,

#
vcf-fabric role access
#
#
sysname accessl
#
FRODCHRETSHLSIZ LLDP ZERELFET .
#
11ldp global enable
#
ANRZUTY)—HEEERELET
#
stp global enable
#

SNMP. NETCONF, Telnet, & &U SSH ORFEEITLVEY
#SNMP S EZHBRLET . ROBEMNT I ILEDERTT . REO R VST —VEHIZHE>T
SNMP Q22 =T BRI DBELNHYET
#

snmp-agent

snmp-agent community write private
snmp-agent community read public
snmp-agent sys-info version all
snmp-agent packet max-size 4096

#

# Configure NETCONF settings.

netconf soap http enable

netconf soap https enable

netconf ssh server enable

restful https enable

#

# Configure Telnet settings.

telnet server enable

#

# Configure SSH settings.

ssh server enable

#
Telnet £f-zIX SSH CHERAT 51— —RENRT—REHRELET .
#1—H—&% admin 12, /XA —F% H3C1234567 IZE&RELET,

local-user admin class manage

password simple H3C1234567/// AR T—RI&, /ISR T—F DEHSDEREHB LTV ILENHYET B/ X
T—RIE HF . KXF, INXFSLVREXFO 2 BEUEOXFEET 10 H5 63 XFOXFINTHLILEM
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10.

11.

12.

HYFET ART—FIZIE, EF . BAF() AR—R, 1—HF—&  FFE1—HF— B OFIEOXFEEH R
TEFEEA,
service-type telnet http https ssh
authorization-attribute user-role network-admin
authorization-attribute user-role network-operator
#
#
line vty 0 63
authentication-mode scheme //Set to none if username and password are not used.
user-role network-admin
user-role network-operator
#
FORRTINARE—TF A RIEGHT DT VTV O 8—TTA RET A TH VLAN (ZEY
BTESS
interface Ten-GigabitEthernetl/0/52
port link-mode bridge
port link-type trunk
port trunk permit vlan all
#

VLAN Z{ERLET .

#

vlan 4093 to 4094

#

({£&E)VLAN-interface 1 &/ FELET .

HRRNTSOT4RELT, 7UEAT N4 AT VLAN-interface 1 #5%E LAV TZEY,

interface Vlan-interfacel

ip address 120.1.0.4 255.255.255.0

#

VLAN /2 B—DJ A R 4094 #ERELET . ZhIZkY. SeerEngine F ¥/ XRIETIERAT/INA R
THARALTENTEET,

#

interface Vlan-interface4094

ip address 130.1.0.4 255.255.255.0

#

RBTAVIIN—bEHRELET,

HRAINA DT INAREY—N—FDEFA LAV -3 BEEDIBEE ., —/N—ZHRELTIRITAVIN—IERET S
DBERHYET . RETAVIIL— DRI ARV TIE, LAV —3 XL YF LD VLAN 128—Tx/4 R 4094 D IP 7K
LRATY,

ip route-static 110.1.0.0 24 130.1.0.1 //The destination IP is the subnet IP of the controller.
ip route-static 100.1.0.0 24 130.1.0.1 / /The destination IP is the subnet IP of the server.
NTP H—N\—ZRELFET,
#

clock timezone beijing add 08:00:00
#

# The IP address is the IP address of the NTP server.
ntp-service enable
ntp-service unicast-server 100.1.0.100

#
IURRAVNMIESEEIN A A—TIARERNZ DI —T O R—rELTERELET .
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13.

SeerEngine ¥ ¥ /AXIAVMA—F—(E, TV LR T NS REMARATER. TOELXTINAALED
A~ —TURRA U MRS NI AV AT TA RER/AZ TV — Ty SR—hEL T EBIMIC
REL. HFAUF—TIA(RIZVLAN ID ZE|YETES IO —S— IR EZEHMICETLE
Y. FHREFIBEHYEREA, AVIO—F—DREZRELLEVG S REZFHTHRETE
F9.
#
interface GigabitEthernetl/0/22

port access vlan 115

stp edged-port

#

IRF 71y MAC IN—L RTFURERELET
TOERADIRF I7TV)vI DIFEIE YRE—I TR VFA—/\—#%3 IRF Ty MAC 7L
ANEESNGNRIIRET DRLENHYET

#
irf mac-address persistent always
#

ERXTNARDOERE

ST INARIE RNV TINARE) =D T NNAREZE G LET , FHTHAADBE. ZOT/\1X0
—JLIEEHESNF R A LD ST TNALRAO—LE R T IV EFIHYFELBA. ENT/NAIREFET
BT BIZIF. ROFIEEZETLET:

1.

SRTLAERELET .
HENT NARDT NARA—LIE, FHTHARG LS CHFBSNER A, LIA 2T FAIRA—LERET S
BEEHYFEE A,

#

sysname aggrl

#

MRODERE S HESIC LLDP ZEXELET
#

11dp global enable

#
RINZUTI)—HEEERELE S,
#

stp global enable

#

SNMP, NETCONF, & U SSH DEREZEITLVET .
#SNMP BREZHEBRLET . ROBENT I+ ILEDEHTY . REO RN T —OFHIZH-T
SNMP 232 =T/Z BRI AR ELHYET .

#

snmp-agent

snmp-agent community write private
snmp-agent community read public

snmp-agent sys-info version all

snmp-agent packet max-size 4096

#

# Configure NETCONF settings.

netconf soap http enable

netconf soap https enable

netconf ssh server enable
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restful https enable

#

# Configure SSH settings.

ssh server enable

#

Telnet #£7=(& SSH THEAT 51 —H —BEL/XRT—FERELFET,
#1—H—£% admin 2, /XRT—R% H3C1234567 IZEXELET .
service-type http https ssh

authorization-attribute user-role network-admin
authorization-attribute user-role network-operator

#

#

line vty 0 63

authentication-mode scheme //Set to none if username and password are not used.
user-role network-admin

user-role network-operator

#

OSPF ERELE Y,

#

ospf 1
non-stop-routing

area 0.0.0.0

#

Loopback 0 &% ELET
#

interface LoopBack0

ip address 200.1.1.200 255.255.255.0
ospf 1 area 0.0.0.0

#

AINA/—REBIET BN VLAN A 8—D A REHELET,
#VLAN ZERLET

vlan 92 //Add the corresponding VLAN for the spine device and the VLAN is the same
as the spine.

#
# Create a VLAN interface.
interface Vlan-interface92

ip address 91.2.0.2 255.255.255.0 / /In the same subnet as the IP address of VLAN-interface 92 on
the spine.

ospf network-type p2p

ospf 1 area 0.0.0.0

#

# Assign the aggregation uplink interface to the VLAN.
#

interface Ten-GigabitEthernetl/1/1

port link-mode bridge

port link-type trunk

port trunk permit vlan 1 92

#

59



9.

)= TINAREBIET B1=HD VLAN A U A—T A REHRELET

#VLAN Z1ERILET

vlan 93 / /Add the corresponding VLAN for the leaf device and the VLAN is the same
as the leaf.

# Create a VLAN interface.

interface Vlan-interface93

ip address 91.3.0.2 255.255.255.0 // In the same subnet as the IP address of VLAN-interface 92
on the leaf.

ospf network-type p2p
ospf 1 area 0.0.0.0
#

# Assign the aggregation uplink interface to the VLAN.
#

interface Ten-GigabitEthernetl/1/2

port link-mode bridge

port link-type trunk

port trunk permit vlan 1 93

#

10. VLAN-interface 1 #&/ELFE T, A bA—F—I[&, VLAN-interface 1 N L TEHNT /N1 RE &

RAHFY . VLAN-interface 1 A%, AV bO—F5—ERANT Y —/N\—(ZBIFETEHLEMHRELE
ERS

#

interface Vlan-interfacel

ip address 120.1.0.20 255.255.255.0

#

11. NTP H—N—%HFELET,

#

clock timezone beijing add 08:00:00
#

# The IP address is the IP address of the NTP server.
ntp-service enable

ntp-service unicast-server 100.1.0.100

#
277y DESE
1. Automation > Campus Network > Fabrics R—Z[ZF#EIL. Add 29)voLET,
2. Fabric Configuration R—=STI7ITYVIEEBHLET , /\TA—F—([TRDESYTT,

o Name: 777Uy oD&RIE#ADLET,

o AS Number: 1~4294967295 DEE D EHFAHLET . FHNMYAHAE—KRTIE,. 777Uy
JIZERESNTLND AS BEEN., TNARICEHESNTLVS BGPAS B LRILTHDH LEHE
BLET,

o lIsolation Domain: 777y DR BERAAVEEIRLET,

o Multicast Network : T7#4/LhTIXL, {EIX Off T, R EICIGCTEMICTEET,

o QoOS: TI7AIITIL. L Off T, REIZIGLTEMIZTEET,

o Lock Underlay: BXE Tl&. CDE(L Off T, 77TV I DEBMBFICCDINTGA—F—%ER
FTHLETEFE A TAIADBBERBIIEDIZL. TAI RO EBERAOTE TRIEVE
IZICTEMICLET,
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o Delayed Access Interface PVID Assignment : 774 /)L+Tld, ZDIEIL Off TY, T/3A
AT IT47ESNBHE AVPA—S5—(EBHMICPVID ZT /NS A LDAL2—T A RIZE]
YHTES,On £BIRT DL, THNAANTIT4TILENSHEECOV M A—F—([L PVID 2EY
BTHRWN=D, THRARDTIT4TILRIZPVID EFHTHERETEEY,

o Virtual Auto Online & Business Follow: T74JLFTl&. fElE On TY, Zhld. VXLAN F
YD —HDBAEHIFEL . EX ) T4 IIL—TREDR) L —IZT7 IR T B=-HIZFRINE
T EEREEZLGRATHLIREL TS,

Fabrics F ¢ Config

1) Fabric Configuration

Name

HJYQ VLAN

AS Number * @ Online And Business @ Isolation Domain

100 isolate_domain1(IP Based)
Off

Mul
Off

Lock Underlay @ Delaye nterface PVID Assignment @

( Off

g Enable Vian Range Gratuitc RP Leaming on Access Device @
off

3. OK &#4YvsLET ., BiL=777Uvsh Fabrics R—JCRFTINET, KI7T)volzxtL
T11 O—lBR)—T I —ThEEnET,

T INA ZADEH A H
TNAREAIA—5—([CFHTEMLIZY ., TS RZBENITHRE T 5L52a0ba—5—%FREL
1=YTEET,
TN REZFBITEMTS

Guide > Add Device R—JIZHEIL. T/\M1X4% A AL T, Basic Info & Control Protocol
Template fBIf T/\TA—2—%H/RELFET,
RIAVFE Q) =TT INARE BT BIZ(F:
e Basic Information fEI T, ROFEEZEITLET,
o Host Fabric: 777y DRI —E—FRE, IP R—ADKR)I—THLILELAHYET
o Device Role: Spine, Leaf, Access. F1=I& Aggregation Z:#IRLET . FIRLI-O—/LH, T
NARIZERESNTLNSA—)LERILTH A EERERLTZEL, £EHO—ILIE, £HRVED
—JETIIERSNET  TORNA) =TT ) ERAFYET—IETILEIER /M) =T
FYRT—=DETIVERE T HE ERNRYRNT—IETILTIE RNNAUTINARE) =TT 1A
ADMEIZEHLAY—3 RMyFAEMENET . LAV —3 R yF (L. VXLAN FF=[E
EVPN 24 R—bF 2R EEHYER A EHRVRT—IFTILOFEMIZ DL TIE, [Spine-
aggregation-leaf-access or spine-aggregation-leaf network modelJ&# S BLTZEL, £
TNARZFHTHAACBENHSHHEE L. H3C R&AD IZHERHLVEHELZELY,
o Management IP: VXLAN-interface 4094(R/SA VT INARAE LUV =TT RARADIGE)ET-
(¥ VLAN-interface 4094(7 VAT INA ADIZE)D IP PRLRAEZAALET,
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o Underlay IP: T/XARDIL—TFIN\VILB3—TALAD IP FRLREZAALET,
o Device Series: T/Af AETILIZHIETBE G —XERIRLET,

o Control Protocol Template: 7/\f RERLREEFOTUTIL—MEBIRLET  ERLALY
E.TNNARET VT4 TEE A

o FDMDINSGA—E— T4 MEEFERLET,

Add Switching Device

zr-fabric

leaf

Management IP * @ Underlay IP * @

default_|

TINNARDEMNENDE, T—2DOREIZ—F DOERABLEIZHE S8, F1E1D Device State (&
Inactive (25 YET , TN EEISN 1= . Refresh %4')v~ L%, Device State H' Active (273
BETNARITERICEEINET,

Add Delete  Impot  Refresh All De dvanced Search [CEL Info Dex
Device La... + System Name Fabric Manage IP Device Role Device St... Management State Data Sync...  Actions

zr-fabric T77777.105 Active Managed

leaf_130.1.0 leaf_130.1.0.3 Zr-fabric 130.1.03 Active Managed

TIN REHAHIAAT21£. display openflow instance 1 controller A< FZ{#E AL T. SeerEngine ¥+
VIRRAVME—F—ITHEBSN TS T /AM RICET 23 M RER R TEET,

[Leafl]display openflow instance 1 controller

Instance 1 controller information:

Reconnect interval: 60 (s)

Echo interval : 5 (s)

Controller ID 1
Controller IP address : 110.1.0.102
Controller port : 6633

Local IP address : 130.1.0.3
Local port : 20870
Controller role : Master
Connect type : TCP

Connect state : Established
Packets sent : 88

Packets received : 158

SSL policy HE

Control SSL policy HE
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VRF name

Controller ID

: vpn-default

H

Controller IP address : 110.1.0.103
Controller port : 6633

Local IP address : 130.1.0.3
Local port : 20872
Controller role : Slave
Connect type : TCP

Connect state : Established
Packets sent : 84

Packets received : 154

SSL policy -=

Control SSL policy
VRF name

: vpn-default

[Leafl]

TOERATNAREEBMT BIZIF. ROFIEEETLET,

AD ¥/ SAV) 1—23 T AA—ILEYR—,FT BT /NS RETILIZDWTIE, [/N\—FDx71E
HIESHELTIESLY,
e Basic Information $8i5i T, RDIEEZITLVET,

o

e}

e}

Host Fabric: 7771y DR —FE—FIE IP R—XDRY—THIDLELHYET,
Device Role: access Z#:&RLFET,

Management IP: VLAN /> 2—2JxA( X 4094 @ IP PRLRAZAALET,

Underlay IP: 72X TN\ARAIZERETIBHEIEHYEE A

Device Series: T/\A AETILIZHIET DA —XEERLET,

Delayed Interface PVID Assignment : T27A4/LLTld, COIEIL Off TG, T/INA AT IT
17eEnBE, AV bO—5—([ZBEERIC PVID #T /AL RADA U A—T( RIZEIYLETET,
On#&RTBL. THARANTIOT4TILSNTHIVMA—5—(E PVID #E|Y LB TE R A T
INARADTIT14TILBZIZPVID #FBHTHAETEET,

Third-party Device: 774 /LTI, {E(X No TT, T/AA AN —F/IR—TAETFTINA ZAD15
BlE. Yes #BIRLET,

Control Protocol Template: 7/3f REELEREEH OTUTL—bERIRLET , EIRLAL
E.TNARET T4 TEE A,

FDMDINTA—E—: TIAIIMEZFEHLET,
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Switch Devices

Add Switching Device

Device Label * @ Description
access-77.105

Mai P @

1agement
T7.77.77.105

Domain Interc

3
TR T N1 A& OpenFlow ZNMLTHARAENFE A, 7IEXT /31 XD OpenFlow EfIE#RE
RIETHEETEEFE A,

EWNTNARZEMTBICIE. ROFIEEETLET .

EHTINARIE RO TINARE) =TT INA ZADFRED T INA A TY , EHT/INA REHAHATHT
SO DEREREEBR T IDENHYFET . EHT/N\A RDEKRERE DML, [Configuring an
aggregation devicel# SR L TZ&LY,

EHNTHRARITEBESNTLD) =TT A RO EREEFEIZ DL TIL, [Configuring a leaf device]#5

FBLTLZaY,

Add Switching Device X—J T, RD/INFGA—F2—%FHELET,

e Device Role: aggregatio #ZIRLFET . FHNTN\AREFETHARAAILISZE. 0 A—5—(&
TNAZAQO—)VIEHRZEEZLFEE A,

e Management IP: VLAN {2 2—Jx4 R 1D IP PRLRAEAHALET,

e Underlay IP: T/AMRADIL—TIN\9ILRA—TLAD IP PTELREAALET,

e Device Series: BMT 5T /NS RADTNARETILEERLET,

e Control Protocol Template: #iLW\TUTL—bEERRT AL, TIAHILDTUTL—EER
THIELTEET,
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Add Switching Device

Device Label 0 Description
Aggr

Host Fabric Device Role

HJYQ v aggregation

Management IP * @ Underlay IP
130.1.0.30 200.1.1.200

Domain Interconnect IP @ System Name @

Device Series ‘@
H3C 5100

Control Protocol Template ﬁ
default_protocol_template

Underlay VLAN Range @

EWTNRAADEEIZHHAAFEND L. Device State (& Active 1Z7:L), Device Role [ aggregation
[2RYFET,

EHTNARADMROCERHZRRT SIZIE. Monitor > Topology > Campus Topo R—U[ZBEILE
ER

TINA AN BRI

Guide > Auto Find R—2IZBEILET,

IP 7REL REEFE LU SNMP /35 A—42—%$& /L. Create Device Discovery Task #4')v- LT, #
HRAFNTWNVENDWT NARZERFYULET  ROBRITFRT LS, AR FRTUOENT /AL R
Device List [CRFRENET,
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Switch Devices

| Device Discovery Parameters

Device IP Range

Start IP
17: 1.2

SNMP Info @

pu

NETCONF Info @

NETCO Jsername

admin

Create Device Discovery Task Refresh

Start Time Start IP Address End IP Address State Actions

172.31.201.2 172.31.201.254 Running

Device List

Management IP MAC Serial Number Software Version Actions

172.31.201.246 3C -5 48:7a:da96:bb:7d 7.1.045 Release 2422P01

SNMP /35 A—3—& NETCONF /N\TA—F—DEAZRET HE . Y AT LITXEZHIZ NETCONF %
NLTT /A RERHELET, Device List TT/A\M REERL., T/AA REHAHAAT A2 SED)vHL
T. Add Switching Device R—CIZAVUET , COR—T D/ FGA—F—EKFEIZ DUV TIL, [Manually
adding devicesl# SR L TZ&LY,

Ry —FoTL—bDEETE

RIO—TUTU—ERET DI RD 2 DDFENHYET, COEIavTIE, FroRRoqH

—RZEFIZLTEEICDOVTERBALET .

e Using the campus wizard: Guide > Campus Wizard > Device Onboarding Plan X— (2%
gL . Step 5 Policy Template TR —TUTL—hERELET .

e Not using the campus wizard: Automation > Campus Network > Device Groups >
General Policy Groups X—J[ZBEIL. R—2 DG LFRIZ#H S Policy Template #51) v LE
ER

RUS—FTUTU—bE/ETHICIE. ROFIEEERTLET
1. ROEIZFRT LI, General Policy Groups R—U T, Policy Template #2) v LEY,
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2.

3.

Q Fabric All Policy Template

Group Member Group Policy + Fabric Source Description Actions

System-|

System-|

Policy Template MEEER—L TlE ROBIZRY L3I, interface_ipv4_binding &
mac_migrating_enable @ 2 DDT 74 /)LE R —MNERINTLET,

o

interface_ipv4_binding: CORS—ER—bFXa)T D)—T(E3—T(RT L—TIZ
WRALZET , ip verify source ip-address mac-address A< RI&, COR)—FoTL—rhiA
A—DIARICEASNRITAVA—TARIZEBRINET . AR TS T4REL T, BT
DY) 21— 3V TIEIOR) S —ZFERLENTZSLY,

mac_migrating_enable: ZDR')L—% MAC BEID)—TJF/N\A RS IL—FIZEBRALET,
A—HY—PRC)—TTNARDELCE I VA B—TIA AL THRETHHE. F(ERAL
=D TNARDEGZBZ D) A 3—D A AT THIHEEIE. ORI —FHREL
F9,2FY. TURRAVMDRLT IR T NA R LD BB A 3—T A R E= X BB
VLAN B CHBEIT DI5E. THIXBEDZTIERT NI RABTHBE T 5551, CORY—%
HRELET, TI'f')*‘/—O)'QEf& port-security mac-move permit YR AERSNET, I/

DY) a1—23avTIOR)—%FERATILENHYET,

Configure Basic Info Configure Address Pools Configure Template Configure Device List 5) General Policy Group

Policy Template

Add Refresh Name Scope v Template Type

+ Name Template Type Source Actions

mac_migrating_enable MAC Move
mac MAC/ al Authentication

interface_ipv4_binding IPv4 Address-Interface Binding

Add #91)vHL., FayF &) R hvis Device Policy Template E1=I3 Interface Policy
Template ##IRL T, KU —FToTL—rEEBMLET,

o

Device Policy Template: 7 /31 XK —FTL—h&, AAA, 802.1X FB5E. MAC 333
BEUMACBBEREDT /NI AT I —TICERATEEY,

Interface Policy Template: /22— A RKRYS—ToFL—hkI&, 802.1X FBEEH LU MAC
AR EADAA—TIARYT =T (FEIT)—=DF I L A—D A R)TEATEE
ED
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Configure Basic Info Configure Address Pools Configure Template Configure Device List 5) General Policy Group

Policy Template
Add Refresh Name Scope v  Template Type
Device Policy Template

Template Type Scope Source Actions
Interface Policy Template

mac_migrating_enable MAC Move Device Level System-Default

ROETIE, TNRARRY S —FoTU—h AVE—TARRY =TT —h LUV I—HF—F &K
Jo—FoTL—bDREE. RI—TFoTL—bERTTDHEICOVTHALES,
AAA BALT DT INA AR —FToTL—rDE®E
1. RONGA—E—EHRELET,
o Template Name: 7L —rD—EDLZRHIEAALET,
o Template Type: AAA #E#IRT 5L, AAA DBRER—UNRTINET,

o Auth Server Shared Key: A ZEIZIELTHF—FEELET . F—FRITT/N\ARIZERHIN.
TINAREEIABDBERICEIAICAEMEENE S , F—I[EHRK 64 XFEHR—FL. KXF
EINXFLRBISNET , EF AR—RAB LU/ F<>&? TV R— SN TOEE A,

Configure Basic Info Configure Address Pools Configure Template Configure Device List 5) General Policy Group

Add Device Policy Template

Radius Scheme Settings

Add

Radius Scheme Name Primary Auth Server IP  Secondary Auth Serve... Real-time Acct Interva... Carry ISP Domain Name Forcibly Stop Account... Actions

No Data

ISP Domain Settings

2. RADIUS R¥—LERELERBLET,
Radius Scheme %88 T Add 29y IL, RODNFGA—3—%HELFT,
o Primary Auth Server IP: 1—%—Z25EH® EIA H—/\—(EIAVO F1=(X EIAV7)D IP 7F
LREAHLET , /85 A—2—D M= DL TIE. [Configuring AAAIZSHEL TS0,
o Real-time Acct Interval(Minute): 727+ J/L+TIE 15,
o Carry ISP Domain Name: 77+ JLhT No Z:&RLFET .
— No [ZEREINTULSIHEEIL. RADIUS BREE/ N7y b TERASN S A—HF—RITR A D
BENTWENWIEEEKRLET , T IAILLTIE EIA ISRAS VBB T IR EEENTLY
Ft A
- Yes [ZERESNTL\SIZEE(E. RADIUS BRI/ YRNADI—HF —ZITR A VB NEFN
TWAILERERLET . A—Y DA S/ I LEITIE, A—F—RBDRIC@FAA
VEERTIDLENHYET,
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o Forcibly Stop Accounting When Clients Go Offline: Yes #®EiR§ 5L, 9547V AT
FAUNIGSZERICT AV T4V T HMELELET  No #BIRT HE VAT UMATTAY
(SIS ERICTHIVTAV T MELELER AL

Add Radius Scheme

efault EIA)

th Server IP Real-time Acct Interval (Minute)

Domain Name Accounting When Clie
Mo No

3. ISPRAUDEBEEEEHLET,
ISP Domain Settings fi5 T Add 7y L. RD/INTA—E—ZEHELET,

o Radius Scheme : KOYFH I RS RADIUS REF—LZEBIRLET, BIOFIETEML
1= RADIUS RF—L DL ARTEINET,

o Is A Default Domain: Yes #:ERL% T,
o Is ONU Authentication: No Z#iRL% 9,

Add ISP Domain

ISP Domain Radius Scheme
hz1 hz1

)efault Domain 5 ONU Authentication

O =

B AAA TUTL—NZIE, TIAIMRALO G L DFETHETY  H8D ISP KAV L EEBM
TEET, =L, BEIL. RADIUS RX— LA L ISP KAV EZE 1 DT DEMLET,

AAA TUTL—IABREENDE, RDESITRRENET,
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Configure Basic Info Configure Address Pools Configure Template Configure Device List 5) General Policy Group

Add Device Policy Template

Radius Scheme Name  Primary Auth Server [P Secondary Auth Serve... Real-time Acct Interva... Carry ISP Domain Name Forcibly Stop Account... Actions

172.31.201.91(Default — No Yes

ISP Domain Settings
0

Add

ISP Domain Radius Scheme Is A Default Domain Is ONU Authentication Actions

|2
4] hz1 Yes No

802.1X B4 T DT INARAR) O —FUTL—rDERE
RDINGA—RF—EFRELFET
e Template Type: 802.1X #EIRLET,

e Authentication Method : WE(ZIGC TR AEEEIRLET . AT avIZ(d, EAP, CHAP &
U PAP "HYFE T, BHEEREEICIE CHAP &, DA VL REREEICIEL EAP ZEIRT 52 LEHEOHL

i‘g_o

Configure Basic Info Configure Address Pools Configure Template Configure Device List 5) General Policy Group

Add Device Policy Template

MAC/MAC R—BILBREZA T DT A AR —ToTL—FDEE
RDINGA—B—%FRELET .
e Template Type: MAC/MAC Portal Authentication ZZEiRLET,
e  Portal Authentication: Yes Z:#&{RL T, MAC R—2JLEBEEEA R —TILIZLET,

e Redirect to Port : HTTPS /X yhJSE AL O3> DY RV R—r a2 ELE T BB 7oka
IWTHEAINSR—MNIBELT . EOR— MDY —ERXRTHERASIN TULVEWI EEXHERLET,
R—PZEIEELLEWEE. TI4HILEDR—FES 6654 HMERINET . display tcp AT REELT
THE FASN TS TCP R—FEBEZRTTEET,

e Authentication-Free IPs: R—2)LEBFEMN A R—TILIZEHE->TWBIGHE X EIA H—/IN—DIP 7
RURZZZRIEDU—IP ELTHRETHIVLENHYET,

O =
AAA TUTL—NITZARVRBIEY — N\ =t AT )R — /N —DEREEINTLDIEE L. T
7’(7U Aty nIE-U-_/\ ttjj/g U Aty nIE-U-_/ \—O)FﬁﬁO) IP TH/Z’EM. nEjIJ_lp tL/—C E—d—

BUHENHYVET,
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Add Device Policy Template

Template Name
global-MAC

Portal Authentication

Yes No
Authentication-Free IPs

Add

Free IPs

»100 1.0.100

Template Type * @
MAC/MAC Portal Authentication

Redirect to Port @

Actions

Showing 1 - 1 of 1 entries. Page 1 of 1 > 15/page ~

802.1X AL T DA B—TxA AR —ToTL—rDHRE
ROINGA—R—EHELET,

Template Name
Interface-dot1x 802.1X

Enable The Escape Function

Guest Access @
Yes No Yes Ngd

Template Type: 802.1X Z:&IRLET,

Enable The Escape Function : 774 /)LTlE., {ElE Yes TT . HEITHL T, COBBEZELD
IZTEET,

Unicast Trigger : 774 /LbTIX, Bl Yes T, TIAHIMREEFERALETS,

Guest Access: T 7#4/LETIE, fEIX No T, 5MIZ DLV TIX. [Guest online or authentication
failure online =5 B L TZELY,

Access on Authentication Failure : T4 JLFTIE. {EIX Yes TY, 5£#lIL. [Guest online or
authentication failure online]ZZ& B L TLE &Y, CDHEEEE MAC FR—42)LEREEIS AR E (CHEAI T
T MAC R—RILBIIEER T E2DELAHDHIHEIEL. No ZEIRLET,

Add Interface Policy Template

Template Type

Unicast Trigger
Yes No Yes No

Access on Authentication Failure

MAC/MAC R—BILEBEERA T DA B—IxA AR —FToTLU—rDERTE
ROINGA—EF—HERFELET .

Template Type: MAC/MAC Portal Authentication Z:&RLFE T,

ISP Domain: Bi®D AAA BREDRAL VB MNRAYT T IV AMIRREINET, ISP FALUZH
BRSNTUOVEWMEEIE. AAA TUTL—MIBRESN TS O—/\ LTI+ ILR AL B HMER
SINFET,

Enable The Escape Function: T74/LhTIE, fEIX Yes TY  EIZIHL T, COBEEEERIC
TEFET,
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Perform MAC Authentication in Parallel with 802.1X Authentication: 7274 /)L +%EZ{E
LFET.

Include User IP Addresses in MAC Authentication Requests: T2+ /L+Tld. Bl No T
T, Yes [CERTET HE. VAT LIE mac-authentication carry user-ip AR E AV A—TT A RIZE
RALET . R2T497 IP PRLREEAT DI URRAUMIERIN AV 2—T A RIZHLT. Z
DHBEEA—TILIZLET,

-
=g

mac-authentication carry user-ip A< Fl&, By IP Range 25 D5 & &. Bind User IP Z2EEM

TORAR) O —TCHESNTWASHEIEIHERLEY . TN O1——RADHEEIE.
DATUREFEALGENTLEEN TURRAVNEBICRIIAD R 2T 499 IP PRLRERES
LHENAHBEE . AFO—5—IF ARP XR—E/7 BREFZRITLT. R3T197 IP PRLR%E
EIA[CERELET,

mac-authentication carry user-ip A¥FDOFIRDEFEMIC DL TIEL. [IP PRL REEICE <G
BA AV ESRLTZELY,

Add Interface Policy Template

Template Name Template Type

Interface-MAC MAC/MAC Portal Authentication

hz1

Perform MAC Authentication in Parallel with 802.1X Authentication
Yes No

Enable The Escape Function Include User IP Addresses in MAC Authentication Requests

Yes No Yes No

A—YF—FBROR)—TUTL— DA

DATLIF BREFHDTUIL—IERE, —F—EROT NSRRI —TUTL—reA3—Tx
AZRY =T TU—h Y R—bLTVES, COETIE, A—HF—EEDA 23— Tz( AR —TY
TL—hDREICDOVTHRBALES .

RDINGA—B—ZHRELET

Template Type: User-Defined Z:&RLET .

Configuration Deployed When The Policy Is Added: 7' JL—7HR)L—[Z/\fUREnf=LE
ST N—TRAD AV N—ICRASNDITUREEELET,

Configuration Deployed When The Policy Is Remove : 5 JL—7HHR S —mis/ A R #ERR
SNFEEBITTL—THADAVN—IZTTAAEINEIAT R ERELET . CO/NTA—F—(FHEET
BLENHYET  BRLEWE, R —DBIBREIFICT 7O SN - BT HIBRTEEE Ao
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Add Interface Policy Template

Template Name Template Type
Interface-dot1xhandshake User-Defined

Description

Configuration Dep

L

undo dot1x handshake

(]

dot1x handshake|

0 @

RYO—TFToFL—rDERTR

RS —FoTL— eI . T2 FL—kD Actions 5D 742 B4y L TMERTEL. 7
A2 %D )L TTFUTL— M RETEE T, BRIEEFDORY L —FUoTIL—MIHETEE A,

Policy Template
Add Refresh Name Scope ~  Template Type
~ Name Template Type Scope Source Actions
AAA AAA Device Level User-Defined
Interface-MAC MAC/MAC Portal Authentication Interface Level User-Defined
Interface-dot1x 802.1X Interface Level User-Defined
Interface-dot1xhandshake User-Defined Interface Level User-Defined

define1 User-Defined Device Level User-Defined

global-MAC MAC/MAC Portal Authentication Device Level User-Defined

global-dot1x 802.1X Device Level User-Defined
globalAAA AAA Device Level User-Defined

interface_ipv4_binding IPv4 Address-Interface Binding Interface Level System-Default

mac_migrating_enable MAC Move Device Level System-Default

O ==
RIO—TUTL—rERELTH. RE I T NARICEBRASNER A REEFT /NI RIZERT BICIE.
RIO—ToTL—bE—RARV—T W—T DT IN—TRI—IEBRT DBHELHYET,

RUS—FTUoTU—bE/ELIzD. TNNARTIW—TTITN—TRI—%ERETILELNHYET B

f£. AD-Campus V) a—3 > TlE V=TT NARTIN—TFE) =089 ) 9L B—TARY JL—

TOTN—TR)—%EBET DT TEAHET .

TIARTN—F DT N—TR) S —BRTEDHEA

=T NART W—TIZE BEREHDTINARAR)—TFTTL—RAAA. 802.1X B5E. MAC/MAC

R—%JLEREE. mac_migrating_enable LL\SERTD MAC BB EVEIRETEET . £fz. —V—F

EOR)O—TUTL— I LIEETEET,

=T NARTN—T DT IN—TR)—EHEEERT DHICIE LTOFIBICH->TIZEL,

1. TNARTIWL—TJRXLT, Leaf Device Group EWLVSRRIDT/AA AT )L—TF D Actions B LI
H5Edit 7o BES ) ILET,
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2. Policy #7%9"Y)vo0L.Add £9)vILET,
Port Isolation Device Group: 774 /LFTIELERSNTOEE A

Configure Basic Info Configure Address Pools Configure Template Configure Device List 5 General Policy Group

Edit General Policy Group

Policy

Template Type © Actions

3. Available Policy Templates YR STUTL—R24T%#IRL. Available AAA Policies J X
EABRYS—FTUTL—EERLT, Add 20y ILFET,

Add Device Policy

Available Policy Templates Available AAA Policies
Template Type Description Name Template Type
AAA AAA default template globalAAA
802.1X Dot1x default template AAA
MAC/MAC Portal Authentication Mac default template
Web Portal Authentication Web Portal default template
MAC Move Enable mac migrating default template

User-Defined device user defined default template

Add

Selected Policies

Name Template Type Actions

4, WIDOFIEEHEYIRL T, 802.1X. MAC/MAC Portal Authentication. & MAC Move 247D
RI—ToTL—hEEBMLET, OK &0y ILTEREXRELET,
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Add Device Policy

MAC/MAC Portal Authentication Mac default template

Web Portal Authentication Web Portal default template

MAC Move Enable mac migrating default template

User-Defined device user defined default template

Add

Selected Policies

Name Template Type Actions
mac_migrating_enable MAC Move

global-MAC MAC/MAC Portal Authentication

global-dot1x 802.1X

globalAAA AAA

AVB—DIARTIN—=T DT N—TR)—REDERK
RYO—TFToTL—rE ) =TT NARTIW—TITERT D ERLAET, R —ToTL—RH802.1X
FREE. MAC/MAC R—AILEREE, B LUV A—H—FEBRI—TUTIL— EEL)E)—DF 90094
UB—IDIART V=TI EATEET . OKZEI)VIL T R EERELET,

=

WMEIZIHELT =8940 8—T14 AT 802.1X BLU MAC FREIZHRELET . I-&A 1R

IVRRAURTMAC REiZFERAT 51548 . MAC/MAC R—ALERSET T L—h AU 2—T 1A RIZ

BWHT AT TEAET, TURRAUMT 802.1X BBEIZFE AT 5154, 802.1X IR —FTTL
— &) —DE )AL E—D ARG WN—T BRI EHELHYFET,

Add Interface Policy

Template Type Description Name

MAC/MAC Portal Authentication Mac default template Interface-MAC
Web Portal Authentication Web Portal default template [ mac

IPv4 Address-Interface Binding ipv4 binding default template

ARP Rate Limit arp limit default template

Storm Suppression storm supression default template

User-Defined interface user defined default template

Add

Selected Policies

Name Template Type Actions

Interface-MAC MAC/MAC Portal Authentication
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TIEARYNIT—VDERTE

T Fr R4 —REFRLIZT VAR YT —I DR EIZDOVNTERBALET , Guide >
Campus Wizard > Access Network Plan R—J[ZHEILET , COR—UTIE, RBER A TS50
R—bRYLT =9 LAX =2 RV T—IRA Y BEBEF )T IN—TDEEEELF—/\—L
AREERTETDHHEICOVTHALET,

TEER A DB

DBREA UL, A= —RYNT—DERBET B-OICERAEINF T R BEF A VIZIE, B D DHCP
VAT LBV AT L BEUVER AC HAHYFET,

DEERAUNZIZER DT 7T )vIFEDBRENTEEI N, 77TV 0E 1 DODBRAMUIZOHE

THIENTEET,
SeerEngine-
Campus
I . N EE Tu KN

¢

lsolation domain 2 ™
-

Fabricl Fabric3
R§D departmet [ Z110.0/16 ] [ 221 0.0/16 ]
Marketing defarfment 212.00/16 ] [ 22200716 |

DEERA DERIZIE. ROFEEFERTEET,

e Using the campus wizard: Guide > Campus Wizard > Access Network Plan X— 25 E)
L. Step 1 Isolation Domain T Isolation Domain 2%y LT, [REEF A ZRELET .
ZDEHLIVTIE, COAEEFERLET,

e Not using the campus wizard: [G&fRA1%5%E T HIZIE. Automation > Campus Network
> Isolation Domain > Isolation Domain R—JIZFHLET,

TI4IETIE, AT LIZIT isolate_domain1 ELNSEHTD D BER A DBY .. TIAHILEDR)—F
—FIXIP Based TY . CORAMVEEERTEIMERIHYFER A COIETIE, B—DI7TVv I F)FT
DRBERAVDRFEITDNTODAERBALET . SBER AL DB HERTEREDFFMIZ DT, [AD-
Campus 6.2 Multi-Campus and Multi-Fabric Configuration Guide]&ZBLTL=Z&0Y,

Isolation Domain

Add Refresh

4 Name VXLAN Range Policy Mode DHCPv4 Server DHCPV6 Server

116777215 P Based

DR A ERERTBIZIE. RO FIBIZHRELNET,
1. ZOHNBERACLTD Actions A5 LIZH D Edit A MMES )L, RDISSA—F—HBELE
ERS
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o DHCP Server: 5 BR A2 DHCP H—/\—%i5%F L%, DHCP H—/\—[Z[%. DHCPv4

H—/\—& DHCPV6 4 —/\—HHYFT . BEICIELTHATEEY .

— DHCPV4 H—N\—I&, B A LBIEE O AZ Y R— TWET . BEREE—FTIE. &
X1 TATIV—TF7RURT—ILH DHCP H—N\—IZHEMIZERSNET, BfESET—
FTl&. % 2UT45 IL—TFFPRELRAT—)LIE DHCP H—/\—IZ HEIMICEBEINEE A,
DHCP H—/N\—T7RLRT—ILEFEHTERT I2DELHYFET,

— DHCPV6 #—/3\—I&. IPv6 H—E RXIZDAHLETY , Ml DLV TIL. TAD-Campus 6.2
IPv6 Service Configuration Guidel&#Z B L TLZE0Y,

o AAA Server: DBEFAMVADA—F—DRBIIH—/N\—F_ELEFT,
o Policy Mode: T7+/LLTIL, fEIX IP Based T3,
o Add Fabric: RBERFACDT7T)VIEBIRLET DR AV ERILRYS—E—FZEER

$5I77T VI DHERIRTEEY,

o Add Fabric Connection: YJLFI77T Uy IR vbD—X L J(ERTEET, 25777y

OMEWNZ EBGP #REEILLET . CDINGA—E—(X, ST IWT7T )y o 3ybT—oTl&
WHEHYFEEA,

o DNS: DBERAL> D DNS H—/\—D IP PRLAZHELET .

TIAR—RRYNT—IDERTE

TIAR—b2IET—O DR
TIAR—bRINT =V DREICIE. ROFEEFERTEET

Using the campus wizard: Guide > Campus Wizard > Access Network Plan XR— (255 8)
L. Step 2 Private Network T Private Network 7% 9)v LT, TS5/ R—rRybT—0 %%
ELET, CDEIIIVTIE. COREEFEALET,

Not using the campus wizard: TS5 A X—bRybD—Y%KE T HIZI&. Automation >
Campus Network > Private Network > Private Network X—[ZiBEILET,

TIAR—b YT —D%EBRT BICIE:

1.

DEER AL DRERMTET LI=5. Next 29y IL T, T5AR—bRY T —OBER—I12T7 9+
ALET, Add E4JvHILT. Add Private Network R—J[ZAYFET,
Add Private Network R—U T, RD/INTGA—F—FHREL. OK #HV VL TEREEZRFLET,

o Share VRF: T74JLLTIXL, {EIE No TY, BN Yes DIHFE . T3/ RX—rRybkT =%, £
BT —b,OzAMEREN, KBS —FIAIZE->TERASNS ITUY—RT IIL—THVEFEh
SEEICOHERTEET,

o VXLAN ID: VPN /> RA R IZBEE Rt (F5 = L3VNI ID, T 74 /LETIE. Bl Auto TT,
o Default Action: RDA T avhHR—rEShTLVET,
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- Permit:: F7S5AR—rRYLT—YADFTARTOI—HF—HHHEICTIELRATEET,
— Deny: F5AR—kRYrI—ORDEDI—HF —ELHEIZTIVERATEF A

o Multicast Network: No Z:#ZRLFE T . BEIZELTERICTEEY,

o Policy Mode: IP Based #:&iRLET,

Private Network

Add Private Network

Name

education

VPN Instance
Teach

VXLANID @
Auto Manual

O BE:
TIAR=bRIRT =D ERBR AN LAY =2 XY T—IR AL EN L THEIZNS VRSN E
T o TTAR—PRIRT—IDDBRE AL UNZNA VR ENTWVEWME S . TIAR—F R T—ODERTE
[EDBERAVADT NS RIZEBREESNEE As

LAY —2 RYRT—OF AL DYERL
LAN—2 YT —IRAVDEREICIT. ROFEEFERATEET,

Using the campus wizard: Guide > Campus Wizard > Access Network Plan XR— (255 8)
L. Step 2 Private Network T Layer 2 Network Domain #7%%5')yJ LT, LAY —2 %*vkD
— IR A UERELFET . COEY AV TR, OB EEFERLET,

Not using the campus wizard: Automation > Campus Network > Private Network > Layer
2 Network Domain R—J[ZHBEIL T, LAY —2 R T—IRAMERELET,

LAY —2 2RI T—OR A VERET BICIE. ROFIEEEITLET

1.

2.

TS5AR—b 2T —H% e LT=5. Layer 2 Network Domain 27%%1)v- LT, Layer 2
network domain configuration R—C#RZEEY,

Isolation Domain 2) Private Network

Layer 2 Network Domain

Add 29 ILET, RIREN=-R—S T RONSGA—4—FEBRELET,

o lIsolation Domain: F7S5ARXR—rRYRT—IODERBEINTNDDBER AU EEIRLET,

o Private Network: fEREN=TSAR—rRYrT—9%EIRLET , LAYV —2 RYRT—HK A
AVDMERENDE FBESNIE=DBRAAVADTINA RIZTSAR—r YN T—ODEENE
FEhEd,

o Type:

— Normal: 1—H—H—EZXAMDH AL Normal ZEIRLET,

— Escape: TR —TJH—EXDERKKEC Escap ##IRLET,
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— Guest: YA —EZXDIEREIZ Guest ZEBIRLE T, 3%, [Guest online or
authentication failure online][Z& B L TLE &L,

— Authentication Failure: ZD%A/71&, BBEIEABALNFUATHEASNET, 3T,
[Guest online or authentication failure online]Z& B L TLEE0Y,

Security Group Associations: IP XA—XD7R!)>—TIL Only one #Z#IRTEFEF, DFY.

LANY—2 RINT—=IRAUE 1 DDEF )T IL—TFIZLOBEYHTRIENTEZE A,

VXLAN ID: LAY —2 RyhT—HF AL D VXLAN ID 288 ELET . TI4/LETIE Auto I

BEISNTOWET, ChiE, PATFLMNBEEIRIZ VXLAN ID ZE|Y B TR EEZEKRLET,

Manual [IZE%2ELT. VXLAN ID #F B TRE T HE1TEET,

VSI MAC: 5774 /LMMEIE 0000-0000-0001 TF o BEIZHLTID/INTGA—EA—% LB TEFE

T MDNGA—E—DTIHILFEREFRELET,

IPv4 PRL REIY HT:EBREIE, 22— —H DHCP H—/\—h5 IP PRLRAZEB T 52 6%

BRLET, FHEIEL. DHCP PRLRT—ILHBEREINTELT . A5/ VI b1=0Z 5

IP 7RLREFENTHERTIDLENHSI_EXEKRLET,

O EE:

e}

IPv4 Address Allocation /X5 A—%—/% Dynamic [ZERFESNTULNT, 88 IP PRL A%{E
B3 5—801——IURRAUNEA L TA VT B=HICBATINELRHIIGEIL.
Network Parameters > DHCP Server > Prohibited IP Address Allocation R—J[ZT UK
RAUCDER IP PRLREEBMT DHELHYET,

IPv6 7RLREIYET: AT avIClE, F8). SLACC, RT7—krZJL DHCPV6, $ LURT—F
L X DHCPV6 H’$%hYET . IPv6 H—E R DFFMIZ DLV TIL. TAD-Campus 6.2 IPv6
Service Configuration GuideJZS L TIZELY,

IPv4 Address Lease Duration: IPv4 7KL ADTIA4ILED—REABEHRELET,

Add Layer 2 Network Domain

Name
Teacher

Type
Teach - Normal

VXLANID @
Auto

cati IPv4 Address Lease Duration
Manual v 1 Day 0 Hour 0 Minute

Subnets 47 T. Add #41)vy%LT Add Subnet R—C%BRZEET, /85A—F—FHAL. IP
Version [Z IPv4 ZERL. OK 20y I L THEBERELE T, IPv6 H—E REROFHMIZ DT
IE. TAD-Campus 6.2 IPv6 Service Configuration GuidelZ#& B L TZ&LY,

ZDR—T M Secondary /3T A—E—I[ZIE ROA T av B HYET,

o

o

No: No & &iRT DL, HITRYMMNTSA TRy T—HELTERSNET, IPv4 PRLREY
TE—FAFHDIES. ——T7RLAEISTHO Y IRV, FRLRIZE DT, DHCP 44—
IN—LEIZPRFLRT—ILAMERESNET,

Yes: Yes & IRT 2L, TRV EA A YRIED—OELTHEREINET . VRATLIE. Y
TR TPRURIZEDNT DHCP H—/N\—[Z7RLRT—ILEERLFEE A. 2L, TURKR
AVEHER IP PRLRAZERAT G EISERAINTE T, tho A )Ry D —0%ER T SR
2. FSARVRYRT—IDMEREN TWNB I EEHRL TSN, F =, EHhU A RYET—5
NMERShTWIEE(X. 721 AR —T Bind User IP #RExFERATEEE A,
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A

£
=

o EXATATIL—TIZIF. L DDTS5AI) RN T—OEERD AT RN T—HI DHE
BOHBENTEET . EEDRYNT—IDREIZEDNTIP PRLRZEHELET, X2l
T4 IW—THRELGNIE, BB IP PRLRERBEZYET,

o THUFYRYNI—HEERT BRI, TIAIVRYNT—IONMERSN TSI EFRERLE
ERR

e Bind User IP #£E(Z. THU )Ry I—ONFERINTWSREE . 77EARS—TIEE
RATEEEA,

o THUFYRYNI—HET AR AYNT—DEF—IN—SVTIE BT TEFEA, DM
BEXEIC. HOARYNT—OEHSF YA TIVRRAVNTIV A DT RLURAEZERE T2 #
L. EBOIRRAUMDET AVME 1 DX T4 IL—TIZEYH T, ACL)Y—R%E
BT B=OITFERSNET,

Add Subnet

Name IP Version
Teacher IPvd

CIDR a
20.0.0.0/16 20.0.0.1

DNS ©

Add Subnet XR—Z® DNS FRETIE, LAY —2 #YbT—IR AL D DNS 4 —/3—IP FRL R
ERETOLENHYFET.

OK Z49) v L THRTEZHEFL. Add Layer 2 Network Domain R—IZRYZE Y, Advanced %

TE9UvIL T BEITIELTNGA—F—ZEBHALET , COBITIE. TIHILMEEMNMERSINE

ER

o ARP Proxy: 774 JLFTIE, fEIX On T, ChiE. ARP TAF I HNAR—TILTHAHILEE
KRLET,

o ARP Packet Validity Check : 774 /LTl CDEIE Off TF . CD/NFA—EF—[ET VR
TNARICHEASNFET . COWBELZERT DL TV AT NS RIEERD N I—H—D
ARP /b Z L TR EL FEG - —B LU — b Iz Do DRBEFLLLET,
IPv4 7RL REIZETE—FRA Manual DI5FE. COBEEILIEIZTEEE A,

o ARP Snooping: ARP AX—E S TUM)—(E, GiFEA ARP [EEZIRIET 5102, ARP /X
rybE) IR T BHIEICEO>THREINFET , TA—R/N\UK loT TURRAUMEFTFAUIZT
ERMEEIL. On Z#IRLET,

o Allow Layer 2 Application: 774 JLRTIE, fEIL Off TY ., Yes Z:BIRT H&. fESn =t
Fa)TATN—TELAN—2TT)r—avzEHR—kL., EXa) T4 L—THDOL AV —
2 HEERNFASINET,
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o ARP Scan and Probe: T7#4/LcTIZ. {EI% Off T9, fEA Yes DIHZE.ARP JO—K¥£+X
Ry T—HRIKIZTSY T4 ENT  ARP 2B (1) —TFNAAOO—HL R Fv Ik
FL. 7= ILITUR)—IX EVPN ZNL TR LS. RAIYFIL ARP Ny b ZEnE LEE
Ao

o IPv6 ND Detection: COHHEEIL. 1—HF —DIE LM EHER T H-OITFERENET,

o IPv6 ND Snooping: 7/ \fRI&. ND Fiz(ZT—2/\rybFE) RV T BHIEITEHT,.ND XX
—EVTIUN)—EERBLET, IPV6 H—EZXDLBMER L, CD/SA—E—FFRIZLAL
TLIEELY,

o ND Scan and Probe: 774 /LTIX, {ElX Off TH, {EH Yes DIHE . ND TJO—KF+ X+
FRYNT—=I2IKIZTZVTAVTENT  ND S—=UF ) =TT NRAADO—HILRF vy
[TIKFL. T—TILIUN)—IL EVPN 2N L TR SN . R4V FIE ND /My Rt LEE
Ao

o DHCPvV6 Snooping: 774 /LLTlX. {ElE Off TF, V547U E LY —/\—M5 IPv6
TRLRERIX IPV6 L7402 RAZREL. IPv6 PRLR/IPV6 TL 749 A E MAC ZRL AfEID
IYEUT ERERT BESITTBICIE, COMEEEA—TILIZLET,

o DHCPv6 Relay Agent Support for Option 79: T+ /L+TIX. {El% On TY, DHCPV6 H
—NN—=DIZAT D MAC TRLURERBTEDLIITT BICIE. COMEEEAR—TILIZLE
ER

Advanced

| ARP

ARP Proxy ARP Packet Validity Check @ ARP Snooping
On Off On off On Off

Allow Layer 2 Application @ ARP Scan and Probe
On off On off

| ND

IPv6 ND Detection 0 IPv6 ND Snooping

OfF An i

ND Scan and Probe

e Allow Layer 2 Application #gEZ A +~—TILIZT L, XTI —T1F. TA—FF~+
AT yb FRARULF XY AT M, BLUTFALZF YA 79D AC A 5—T 1A
ABEUVPURILAB—T A ANDEREZFFAIL ., EVPN £t L7= VXLAN MAC RIEAZEF 7]
LET, DFY. SeerEngine ¥/ XV bA—5—(L, VSI /EZT /NI RIZEBRATHEE
IZ. flooding disable all all-direction <> F % f=I& mac-advertising disable A< F& T /31
AIZRELFEE A

e Allow Layer 2 Application #geZ A R —TILICLI=&. V=I5 I )DL B—DI(RT
TO—REXrAMIFIZERETIDLENHYET LEWMEX. THRARETILE/ VT YbEITES
TRESNFT, FFMICOLTIE, B ED R&D IZTHERBLEHELIZELY,

Allow Layer 2 Application #8ED A R —TILDIFE . 75V FINHIIEMEA > 2—T 4 RIZEMR
TEFTH. ENAUFI—TARIZIFRBATEE B A V=TT DA 3—T A ANERHA
UR—DIAADIGEIE. IZYFIHIZRD LIIERELET

a 1—F—EHEOKL—FLIL—FERELET,
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Automation > Campus Network > Devices > General Device Groups KR—(ZFEEIL .
Policy Templates #21)v LET . Add ')y L. KOV THEH U XA S Interface
Policy Template Z:&{RLE3, Template Type T User-Defined #®#iRL ., 533 TF R
RYIRIZRDATUREEBMLET,

RUY—hEMSN-LEICBASNSERE:

#

broadcast-suppression pps 100 //The threshold is determined by the device
model and packet quantity. For more information, contact the product R&D.

multicast-suppression pps 100
unicast-suppression pps 100

#
RU—DHIBRESh - LE I BBASISEE:
#

undo broadcast-suppression

undo multicast-suppression

undo unicast-suppression

#

Add Interface Policy Template

Template Name Template Type

stormsuppression User-Defined
Description

(]

broadcast-suppression 100
multicast-suppression100

Configuration Dep then The Policy Is Removed

(]

UNUO DIVAUCAS-SUPPIESSION
undo multicast-suppression
undo unicast-suppression

o

b. A—HY—EEDAA—TARTI—TEHKELET,
Automation > Campus Network > Devices > General Device Groups KR—I 2B EL.

Add #2)vILET, ROBIZTRY &SIZ., Group Type [Z Interface Group Z:&RL.
Subtype IZ Layer 2 Physical Interface Group Z:&iRLET,
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General Policy Groups

Add General Policy Group

Name Description

storminterface

Fabric Group Type
HJYQ Interface Group

sical Interface Group

Interface Name Belong to Device Actions
No Data

Showing 0 entries.

Member 27 T.Add #%71)v~2L T Add Interface R—#FAEET, 75VRIEI R TS
WELRHDB) =TI EH A B—TIAADAVIN—ABZ—TTAR%EEIRL, Add &
)9 LET, ROBRIZFRT LS BIRLFEAEA—TIA AN EZ—TIA R AMIRFS
nxd,

Add Interface @
Q G terfaces
Device Label System Name IP Address Description Interface Name Interface Status
access_177.7.7.9 f2Access 177779 Ten-GigabitEthemet1/2/0/11
leaf_ 177.7.7.8 2leaf-75E 177778 - Ten-GigabitEthemet1/2/0/20
spine_177.7.76 177776

> 15 /page ~

d Interfaces

Interface Name Belong to Device

AVN—AB—DTIARZBRLI-& . OK £2')vYL T Add General Policy Group X—(Z
RYET, Policy 27%%51)voL. Add %#%')v%-LT Add Interface Group Policy R— % FE
F9, MDOFIETHEBLI-2—F—E XD I7ZyRIIHEIR) > —ZBML. RN T L5 OK
E0)vILET,

Name Description

storminterface

Fabric Group Typ
HJYQ Interface Group
Layer 2 Physical Interface Group

Policy

Add

Name Template Type © Scope Actions

> -
stormsuppression User-Defined Interface Level B

Showing 1- 1 of 1 entries. Page 1 of 1 > 15/page ~
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RIZ AVN—A =Tz A R BRSNSV MG ED R EER T TEET

#

interface Ten-GigabitEthernetl1/0/8

port link-mode bridge

port link-type trunk

port trunk permit vlan 1 101 to 3000 4094
broadcast-suppression pps 100
multicast-suppression pps 100
unicast-suppression pps 100

port link-aggregation group 1024

4=

Dig

P-4
=

LAY —2 2ybT—YUR AL TlE, VSI MAC, VXLAN ID, &V Advanced 2T D /5 A—2—
(ARP Proxy. ARP Packet Validity Check, Allow Layer 2 Application, IPv6 ND Detection
BE) T, BERICIRETET A, TOH, REDHIZ, EDWEEEEAR—TILIZTDRLELH
BIMNERELFET,

XTI IIL—TDER

XA TATIN—TOERKITIE. ROFEEERATEES,

Using the campus wizard: Guide > Campus Wizard > Access Network Plan XR— (255 8)
L. Step 3 Security Group T User Security Group 27%49)v LT, X1 T4TIWN—T%5%
ELET, COEIavTIE. COFFEFERALET,

Not using the campus wizard: Automation > Campus Network > Security Group > User
Security Group R—J[TBEIL T, EXa T4 IL—TE#HELFET,

TXAVTATN—TEERT BICIE. ROFIEIHNET

1.

TSAR—bRybT—U%FEREL LT . Next %)y~ LT Add Security Group : Configuration ~
—I%FBEET , User Security Group 27%%2)vyoL. Add &9y oLEd, X745 L—7
DAREAAL, TSAR—bRyLT—9%8RL T, Type /35A—4—([Z Norma Z:ERLET,

ROFBEDEX1)TATIWV—THYR—,ENTVET,

o BYOD:BYOD %2544 )IL—7I&. MAC R—A)LEBSEICfEASNET . MAC S2EEDHIIZ.
21—H—[E BYOD ¥ T45 )L—TI25MLET , User Security Group 27 TIE TES
BYOD Fal)T7497 )L—T & 1 DT T, T34 X—bRykT—% vpn-default [CELTLVS
WELBHYET,

o Normal: Z#tX1)T4JIWN—TE, A—F—H—ERIZERAINFET, IRXTOERY—E
A& BELX LTI N—TEFRALET,

o Critical : TR —TtFxa)T4T IW—T&,. TR —TH—ERIZERHINET, EIA H—/\
—(ZEENRELTEH, A—F—(XAFAUIHY  DUTFahIL X2 ) T4 IL—TRDY Y
—RICTIVERATEET 1 DDORBER A VIR TEZ V) TaHL X2 T4T IL—T L 1
DDHTY,

o External Network: S8Ryt T—tFaT47 I —T & B Y —EXF—VIERSN
F9, #MIZ DLV TIL. TAD-Campus 6.2 Service Chain Configuration GuideJ&S B L T2
a0y,
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o Guest: FAMzF T4 IN—T &, A—HF—HRBALLTHED)Y—RIZTIERT 51
DIZFERAINFET  BE. COTIL—TIZF. A—F—DNI9SAT ORI TR I T OZFDMD Ty
THL—R705 S5 L5 oO0—RT 5 H—N—mREFENET,

o Authentication Failure: S2SFXBtXa)T4T I —T &, BEALRBDIF)ATLI—H—N
BEDVY—RIZTIERTBEOIZFERSNET , CCTOREERK &L, H—/\—hY, FREEZ
ALTIRORYRT—OUITIEEL, A— Y —N\RT—RFIS—HEDEFENERTIL—H—
REIEERTAHLERERLET,

VLAN ID:EXxaT45IL—T D VLAN ID, BIS THEZBIRTINELAHYET,
Manual Z:&iRLT1-154.VLAN ID 2FHTHEETILELHYET,

Add Security Group

Normal

Layer 2 Network Domain Information

Add

Layer 2 Network Domain Isolation Domain VXLAN ID IPv4 Address Allocation IPv6 Address Allocation Actions

No Data

2. Layer 2 Network Domain Information 27 CAdd Z9UvoL. LAY —2 Ry T—IRA( %
EBALZET , Available Layer 2 Network Domain Z4—)LRTLAY—2 RyrT—IR AL %%

RL. Bl7 12> %4950L T Selected Layer 2 Network Domain JARZEMLET , OK &4
1)w2L. Add Security Group R—YIZRYET,

Layer 2 Network Domain Information

Add

Layer 2 Network Domain Isolation Domain VXLAN ID IPv4 Address Allocation IPv6 Address Allocation Actions

Teacher isolate_domain1 13 Dynamic Manual

3. OKZYUYITBHE RDEIZFRIT K312, User Security Group R—U TiEMLE=EF2)T45 L
—TJERRTEET,

rity Group

User Security Group

Add  Refresh Security Group Name Private Network Al v Tye Al

Private Network VLAN ID/ISGT Layer 2 Network Domain Security SubGroup

Ry —IR) S —DIERK

FYRD—=OR) O —DEREICIF. ROFEEERTEES,

e Using the campus wizard: Guide > Campus Wizard > Access Network Plan X—[Zi58)
L. Step 4 Network Strategy THyrI—I RS —%BRELET, COEIaVTIK. CDFEE
FEALFEY,

e Not using the campus wizard: Automation > Campus Network > Network Policy X—(Z
BELT,. RyrI =R —ZEERELET,
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Group Policies R—U T, Y IL—TRIS—FoTL—+bET NI IRIZRSYST FTHIEIZEHT, 21—
Y—tXa) T4 V=T, BV —tEFXa)TT V=T EI)V—RTIWN—THOT7 e AE&R%E
HRETEET . CNICKY, BELSBRIESNFET,

e X BEi X)) T4 T EEE XTI V—TE 58T 5IZ(E. Deny Al R —T72F
L—bET RV RRORET DIBERICESYS L. OKEI Y ILET,

Group Policies

ivate Network education v Sou y Group Teacher, student Destir Group Teacher, student v

— == == Access Policies

y Permit «

BMISEORE AT ay)
Time Range 27% 7))y LFE Y, R EICECTHHEBEZERTEET,

Add #%5")v4L. Add Time Range R—U T/INTGA—E—%EHLET . BREMNTE T LS. 71av%
)L TINGA—E—1EHZEEEL. OKZ2) v L THEEREZEELET .

Time Ranges

Add Refresh

Add Time Range

Name

timerange1
Scheduled Sub Time Ranges

Add

Start Time End Time Schedule Actions

00:00 12:00 Mon, Tue,Wed

Showing 1 entries

RI—FoFL—rDRTE
1. Policy Templates #7%&2)yILET , AT AIZIX, FRIEESINI=TVTL—hk Permit All
KU Deny all NENET,
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Policy Templates

Add Refresh

Template Name Template Type Description

Permit All Internal N

Deny All

2. Add &#9)vHLET . RKI—ToTL—rDARTIEA AL, Template Type /X5A—4—T
Internal Network Policy Z®#iRLE T,
o Internal Network Policy: ¥ JL—7 R —EXUEFY—E X Fz—2 D54 (L. Internal
Network Policy ##iRLFE T,

o External Network Policy: Fit—EXFz—> D154 (d. External Network Policy %%
RLET,

Add Policy Template

External Network Policy otocol Action v Search
Number Protocol Source Port Destination Port Action Service Chain Time Range Actions

No Data

3. Add Rule Z7)v2L T, Add Rule R—YUZBREET RO/INTA—E2—ZHEHL. OKZEYJvIL
i‘d_o

o Protocol Type: =7 av(&. IP, UDP, TCP. KX ICMP T3,

o Time Range: T74/L+Tld none T, Thld, IR TOBRBERNENTHAH_EERLE
ED

o Action: #7132 1%, Permit, Deny } ' Redirect T, ¥ JL—THR )L —DIHFE L Permit
XX Deny #FERL., H—ERXFI—2 D5 A (X Redirect #ERLE T,

Add Rule

Protocol Type Rule Number
IP

Add Rule Reiresh

Time Range
™1

Deny

Redirect

4. RYS—FUTL—rEEMLES. OK 29y LTTU T L— M RELET,
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FIFIVCDTHERR) S —DERL

Group Policies #7%%')v-7 L% 3, Access Policies $E15( Default Policy Z74—/LKOROYTS

DUYRRC BRI TSAAR—b RV T RND IS — DT VL RERERETEET . JIL—TK

) —%BRATDEE. RPNTFAR—bRINT—OEBRL TS T IAINR) O —ERETILE

BHYET,

Group Policies R—C T&RELT- Default Policy (. TSAR—rRybT—OR—CTHRELS

Default Group Policy ERILTY . ¥ IL—THR)L—E/ETIR—T% 1 DBRTEFET,

e Permit: JSAR—bRYNTI—VADTRTOI—HF—DHEIZTIVERATEET,

e Deny: JS5AR—bRYNT—VADTARATODI—H—EHEIZT IV ERTES | RALTF/R—+%
YT —IRD LX) T4 N—TFEHEEICTIERTET . ALEFa) T4 L —THADOELS
—H—IEHEIZT IR TEE A,

Network Strategy
Group Policies

Private Network Teach Source Group TeacherGroup,... v Destination Security Group TeacherGroup,... ¥

= = 7 = — — — Access Policies

Default Policy Permiit

Deny Z:&{RL71-15 & . SeerEngine ¥/ RO kO—5—I[&, ' B—/\)L deny PBR ZR/\A 2T/
ARE) =TT NARIZRRAL. permit IP /R —Z& T34 R—kRxy:T—49 D LIVNI 12 2—Tx A XIZ
EBRLET,

HRINA DT INARAB LW =TT NARLEDTSAR—bR YT —IRAD LIVNI 4 B —T 24 R(ZFFA]
IPREERELEY

#

acl advanced name SDN ACL SC PERMIT ALL
description SDN ACL SC PERMIT ALL

rule 0 permit ip

#

#

policy-based-route SDN GLOBAL SC2 permit node 0
if-match acl name SDN_ACL SC PERMIT ALL

#

#

interface Vsi-interface?2 //L3VNI interface./ /
description SDN VRF VSI Interface 2

ip binding vpn-instance Teach

ip policy-based-route SDN GLOBAL SC2

13-vni 2

#

# Deploy the global deny action to spine and leaf devices.

#

acl advanced name SDN_ACL GLOBAL_ SC 6ee86fb4-6139-4db6-8eee-blld4ad328ccl
description SDN ACL GLOBAL_SC 6ee86fb4-6139-4db6-8eee-bll4ad328ccl

88



rule 0 permit ip destination 20.0.0.0 0.0.255.255

rule 1 permit ip destination 30.0.0.0 0 0.0.255.255

#

#

policy-based-route SDN GLOBAL SC permit node 0

if-match acl name SDN ACL GLOBAL SC 6ee86fb4-6139-4db6-8eee-bll4ad328ccl
apply output-interface NULLO

#

#

ip global policy-based-route SDN_GLOBAL SC //Globally deliver.//
#

TN—TR)—DHRTE

1. Group Policies #7%&9)v9LE T, YT SAR—b Ry T—9%:&IRNTEHE, RORIZTT &
SEIR)YIRAMRRENET,

Group Policies

Access Policies

Default Policy Permit -~

2. ABBEITTIERR)—FERL. S5 HIGERTIZKSY4 LT, Policy Direction #47R5 1RvY
RAEREFET DEICISLTH T av%:E&RL., OK £91)vHLET, Policy Direction IZIZRD A

ToavhbyET,
o Unidirectional: EET X1 )TA4TIL—ThBRELXL)TATIL—TADT7IEAR)S
—%%ELET,

o Bidirectional: EETEX ) T4 IL—THhBREELXTL)TATIL—T~N . ELUVEELEF
FAT I—ThoREIET LX) TFATIN—TADTHIEAR)—EEELET,

Policy Direction

Bidirectional

3. ZOHITIEH. ROBIET LSz, EEFTEFa) T4 )L—F% Student Security Group. 585
tXal)F44 )L—T% Teacher Group &L T Deny All #R/ELET . FIL—TRIL—HABRES
iz, ELRBIZHS OK #9vI L THREERFELET,
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Group Policies

Destination Se: Group Teachel

So... ¢De... » TeacherGr. test-group = = = Access Policies
TeacherGr.

Default Policy Permit ~
test-group

4. AVPA—F—EX PBRRYL—ERNRAVTNARE) =TT NARIZRFALET , AR UFERDE
BYTY,
#
acl advanced name SDN_ACL SC 000002 4 3
description SDN ACL SC 000002 4 3
rule 0 permit ip destination 20.0.0.0 0.0.255.255
#
#
policy-based-route SDN SC 4 permit node 0
if-match acl name SDN ACL SC 000002 4 3
apply output-interface NULLO
#
#
interface Vsi-interface4 //L2VNI interface corresponding to the student security group.//
description SDN VSI Interface 4
ip binding vpn-instance Teach
ip address 30.0.0.1 255.255.0.0
mac-address 0000-0000-0001
local-proxy-arp enable
ip policy-based-route SDN_SC 4
local-proxy-nd enable
distributed-gateway local
#

BN IL—ILDERTE
BINIRBIZFFZREL T AFEDS T4v0ET IL—TR) O —DHIEHMNSBRNTEET,
1. RMOIRRDEEDEFICIIRAETEIL, +%41)v LT Edit Group Policy R—U#FRZEET,

Network Strategy

Group Policies

Private Network Teach v  Source Security Group TeacherGroup,... v Destination Security Group|

So... vDe... » TeacherGr
TeacherGr.

test-group

onfigure an exception p:
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2. THRRRYL—mOr—avictoicradsiga. Braarzgs)ysL T, Edit Group
Policy R—U#REFET,

Network Strategy

Group Policies

Design Private Network Teach v Source Security Group TeacherGroup,... ¥ Destination

So... ‘De... » TeacherGr test-group

test-group

3. Exceptions 27T Add #%1)v%L. Protocol Type. Source Subnet, Destination Subnet., &
LU Action 74— JLFZEERELT. OK &0y ILET,

Add Rule

Number

Delete Refresh

timerange1

4. 515 3R BIA Group Policies 272K RTShE T,

Group Policies

Design Private Network Teach Source Security Group)

S0... ¢De... » TeacherGr test-group

TeacherGr

test-group

=T NARALDERAFAREZEZRTT DI LT OFIRITH TSN,

[leaf]display ip policy-based-route
Policy name: SDN_SC 3

91



node 0 permit:
if-match acl name SDN ACL SC 100005 3 4

[leaf]lacl name SDN_ACL SC 100005 3 4
[leaf-acl-ipv4-adv-SDN ACL SC 100005 3 4]dis th
#
acl advanced name SDN_ACL SC 100005 3 4

description SDN ACL SC 100005 3 4

rule 0 permit ip source 20.0.0.0 0.0.0.255 destination 50.0.0.0 0.0.0.255
#
return

[leaf10510-acl-ipv4-adv-SDN ACL SC 100005 3 4]

A—H—DFR—T12Y

A—H—F o R—FT4TTS50E A—F—TF7HERAR)— A—F—TFHEAH—ERBELUVT7IER
A—H—DEHEEET . EIAY—N\—DBREHAFLES . a—F—TF7 I A Y —ERADERE., 1—
H—I 7O ERBEEBTAETHUTAUNIRBIENTEET,

TORRR S —DERK

TORARIO—DREIZIE. ROFEEERTEET,

e Using the campus wizard: Guide > Campus Wizard > User Onboarding Plan XR—(ZFE
7—kL. Step 1 Access Policy T7 VAR —EEBRELET, COBETIX. COFZEEFALE
ER

e Not using the campus wizard: 77 tXR1)>—%HET 5121, Automation > User >
Access Service > Access Policy X—ZZHEILET .

TORRRYS—ERETDIZIE. ROFIEFRTLET,

1. Add #9UvILT,. 7OERRRYS—RER—DEHEFET,

-Campus

Guide
Auto Find
T Add Device

| Campus Wizard

User Onboarding Plan

2. RDINGA—E—%RELFT,
o Basic Information: 772X RIS—DERiIZAAL, TIANSDIA—HF =S IL—THE?
=T EFERLES, 1 ——5J IL—T 41BN 5(ZIL. Automation > User >
Access User X—2[2FE 4 —RL, User Group #4')yH LT, 1—H—45 )L—TZEMLE
ER
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Basic Information

Access Policy Name:

Description:

Authorization Information

Access Period: Allocate IP:

Downstream Rate (Kbps): Upstream Rate (Kbps):

o Authorization Information: &% . T4 MEZERLET,

RDINGA—A—DEREITEFREL TS,

— Allocate IP: 21— —IZIP PRLRZEIYETENEIDNEERLET , Fro/\ZARybD
— I DIBEE L No ZEIRLET,

— Offline Check Period(Hours): CMD/\TA—2—%REL T, RAVFNA IS/ EHEA
BIRICZURRAU DS DNy ERBLAWNMERIZ, N ybET I T4 I2EELL WS
Yo RIGEDT LTURRA QT A ILEWNKSIZLET , R4 YFTDH MAC REED T2
FIRDAISABRBEARIEL 5 9 TT . RAVFIE. A7/ BRBHIBRICTURRA Uk
oD IREREBLEWES . TURRAUEOS A ILET, RSB LT URRA
URMNATATEINENESIZ, ARP AX—E LS EEBITATSA U FoyrHRERELE
T o ZDINTA—H—(F 0~596523 DEFDELHRTI, 0 ITRET HE. TURRAUMEA
TIAVNIGYFER A, BIZRETDE A TSAFovVHRIE 5 BITHBYET,

—EMOLNWI VR RSV MERENIET D54

- Log Conflict and Continue Authentication: 1—%—AEL MAC 7RL RZEERALTLY
M, BHBIURRAVNEFERL T SAUICEHDIGEIF. O FE8E L. 2 —F—HER
SHEEBLTAYSAUNIHAZEEFEHRILET,

- Reject Authentication: 1 —H%—HELC MAC 7RLRZFERALTLSH, BEHBTURKRA
UNEFERALTAUSAUIZEDIGE . A——DF U SAVEREEELET,

— Deploy Blackhole MAC: MAC 7FL XD EZEFIL T 5-OIZERSNET, 1 —H—
HMEIC MAC 7REL RZFEALTLSD, BHSIVRRAUNEFERALTHUSAUICHRI5E
lZ. 21— —DASAUEKREZEZIEL. MAC BEEDH ALk MAC 7RL R ARZ MAC
TRELRZEHITLET,

Access Period: Allocate IP:
Downstream Rate (Kbps) : Upstream Rate (Kbps) :
Priority: Deploy User Group:

Preferred EAP Type:

EAP Auto Negotiate:

Deploy Address Pool : Deploy VLAN :

Deploy User Profile:

Deploy VSI name:

Deploy ACL:

Endpoint Conflict Handling :

Offline Check Period (Hours): Authentication Password :

A4 F v ZE 1 BREICERES & ROFBENT NS RZEHRASNET,
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<leaf-1>display mac-authentication connection

Total connections: 1

Chassis ID: 1

Slot ID: 4
User MAC address: 0000-0000-0010

Access interface: Ten-GigabitEthernetl/4/0/2
Username: 000000000010

User access state: Successful

Authentication domain: hzl

IPv4 address: 20.0.0.2

Initial VLAN: 149

Authorization untagged VLAN: N/A

Authorization tagged VLAN: N/A

Authorization VSI: vsi4d

Authorization ACL ID: N/A

Authorization user profile: N/A

Authorization CAR: N/A

Authorization URL: N/A

Termination action: Default

Session timeout period: 86400 sec
o BREE/NMURIEER:
RDINGA—Z—ITEFRELTZELY,

A

Bind User IP: A5/ IURRAUNEFDRAZT 499 IP FRLRIZINAURTBIZ(F,
DA TLavEBIRLET . ChEBIRT DL TURRAUMTNARIK, THNARDBA LS4
N2 RIZ. N URINF=RET4v ) IP PRLRZA—HF—DFMIERICEHELE T,
Bind Dynamically Assigned IP: T RRA > kH DHCP H—/N\—%LTIP 7RL A%
WETHEEE. COFTLavERIRLET  TURRAUMI O TH AU EF
2. TURRA2 D MAC 7RL X, DHCP TEIYHToNIz IP PRLABLUVTHIUME
WENAVRTBIZIE, ZOATLavEBIRLET , ChIZkY, TURRAUMEIA LS
BAEUIZRL IP PRLRAZRETEET,

-4

I3

Bind User IP /3\54—4—¢& Bind Dynamically Assigned IP /A5 A—2—% [ FFIT5EIR T
HTEIFTEFEE A,

o User Client Configuration: 774 /LFREZFEALET
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Authentication Binding Information

cc devi Bind Access Device Port Bind VLAN Bind CmQ Double VLAN
E’md U IP 1] Bind User MAC Bind /
Bind
Bind User IMEI Bind k Serial Number

Control Access MAC Address Control Hard Disk Serial Number Enable JAMF Collaboration Check

Bind Motherboard Serial Number
User Client Configuration

iNode Client Only

Retry Interval (Minutes) 3 Retries

Lowest Client Version (7]

Action for Violation @

IP Address Assignment Method (@

3. NIA—E—DHRER.OK £V )vILTRAZRELES . 7V ERARY S —MRYRAMIRRENE
—a-o
TORAR)—%#ELITEMT HIZIE, Add #0)voL., LEEOFIEEBYRLET,

) Access Policy

Add

Access Policy Name

4. FHORARY—HHRTELI=D., Next 29)vILTT7 IR —EREZHRELET .
TOEAY—ERXDETE

TOEAY—ERDEFEICE ROBFEFEATEES,

e Using the campus wizard: Guide > Campus Wizard > User Onboarding Plan XR— (2558}
L. Step 2 Access Service TP/ RSP —EREHRELET, COEILaVTIX. COFZEEFEA
LFET,

e Not using the campus wizard: 77 tXH—E X%&FE I 5IZI&. Automation > User >
Access Service > Access Service R—[ZIBEILET,

THOERG—EREZERTETBICIE. ROFIEEETLET,
1. Add Z9)vILT. TIOVEARAY—ERBRER—SEREET,

Access Policy 2) Access Service

2. RONFA—B—FEHRELET,

H—ERADLZHZEAAL, TIAHIMDTHERR) S —EtFa)T40 IL—TEFRL, D/ A
—B—2EXTIAIIEREEZFRALET , RIC.OK ZV UV ILTEEEZRELET,
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o EFRIFH:

INGA—Z—DEREA:

— Default Access Policy: 774 /LRTIE. $RTOI—HF DAL SA UGN EE
:~9 Access Forbidden TY . 1—H—MWA S/ VIR DIEEHFRIT HIZIE, TI4ILE
DT VAR —ZEBH T D2RENHYET . Add 2V 7T DL FHLLWTIAILEDT
VAR —FBMTEEY,

— Security Group: CD/N\FA—E—(IHETILENHYET , [Configuring access
networks ] CIE SNz X2 T4V IL—THRAYTHE DV RNMIRRTEINET,

— Sub Security Group: IP R—ZX DR —FE—RTl&, T74ILED do not use X E%1E A
LFET,

— MAC Portal Authentication/Transparent Authentication: 774 /LT, 2 DDA T
aVMBIRSNTVET . MAC R—2ILRBHEFERAT 51— — DA AU EHIEEH
B] 9 BIZ1E. MAC Portal Authentication 7732 RIRT 2L EAHYET,
Transparent Authentication 723> (dF T3> T, Aa—F =IO THUSA VI
2= EEIZDHA—HF—DYF AL IR—CFFKIZIE. Transparent Authentication 7+
ToavEERLET , A—F DI SAUIEZ NI A—F—DIF (LI —U %

<IZIZ. Transparent Authentication 772 3 Z& IR LTS,

TeacherService

Default Internet Access Policy :

Default Max. g 0 Default Max. N

Daily M

% MAC Portal Authentication # Transparent Authentication

o Access Scenario List: HZEIZIGLTT I A FIAZEHRELET , &Ml DOLTIE.
[Managing access scenarios (optional)]Z& B L T=&LY,

3. TUEARY—ERERETDE BMEN-T VLAY —ERERTTEET,
TOEAY—ERZSLHITEMT BICIE. Add 29 voL., LERDFIEERY

ﬁbijo

Add Refresh

Service Name + Description Service Suffix +

4. FHOERB—ERZEREL=S. Next #0 v L TT7 IR —F—%HBELET,

TOEAR1I—H—NDEE

TOERLI—H—DREICIF. ROFEEFERTEET,
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e Using the campus wizard: uide > Campus Wizard > User Onboarding Plan XR—J (25 H)
L. Step 3 Access User TPV R1—H—%HELFES . OV aVTIK. COHEEFEAL
E3 2

e Not using the campus wizard: Automation > User > Access User R—YIZHEILT. 7ot
AA—H—ZHRELFS,

TORAA—H—EFHPTEMT D, 1 —F—EAVR—bTEFT, 7/ ERI—F -SRI D
&Y —N—TRELGIRTORENTETLES BBIT/N\ART IO RICA—H —FEEFETT
EFY,

Add Batch Import Batch Modify Add To Blacklist (Cancel Account Apply for Service Cancel Service User Upper Limit More v

Account Name User Name * User Group Creation Date + Start Time +

A—Y—EFBHTENTS
1. Add #9UvIL. ROIRGA—E—ERELET .

o Basic Information : User Name # &1\ Identity Number Zf§ELET . ZDMD /35 A—4
—[ZDWTIE, TI+IVMEZFERATEFT .

o Access Information: 7H U RZENRT—REAALET , ZDHD/ITA—F—[ZDNT
. TIHILMEZERTEEY,
— Max. Idle Time: T74/LETIXEIZHSTWET , hld, By avNE2A4LTIRLENT
EERLEY,
— Max. Concurrent Logins: 774 /LMEIE 1 T, RKIEIE 255 TF . ZD/NTA—2—
X BT AVICRCTHIUMEERTHIURRA UMD EEIRELE T, 55MIL. [Setting
the maximum number of online endpoints supported by an account]Z#Z L TS,

A—H—/RRT—FDEF2)T1%&581L T SHIZIL. Enable Password Strategy & & U Modify
Password at Next Login Z:&RLET, DA T arERIRLI-%, 2—F—FRJ 1095
F=RIZNRRD—FREZERBTILENHYFET,

B>
T

-]
=

Modify Password at Next Login & 1 BIRYDA T3> T, A—H—H/\RT—FEEELT
SRTLICERICOT AU T RE, DA T avIFEERMICY)TINET,

ZKOEIZTT LS, Modify Password at Next Login Z:&R3 D&, A—HF—(F/\RT—K%#R
ET2-HODR—UICAYVET , NRT—FHAEEIHFEEIN-ER, 2 —F—[EFHLLVIRT—F%E
FERALTYRTLIZBT (VT RRENHYET,
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/1

Change Password

Old Password: leeseee ‘
Ney-= g '
e Change Password
Cor
[v] ( - . Current connection will be cut off if you fail to change password

Are you sure your information is correct?

i Yes ' No

Cancel

* dotix »

]
|

o Access Service: FT7 I ER1—H—[L, TUERAY—ERIZNAVRESNTWEIRELHYE
T RSB T HE. A—F— L7V R Y —ERD X1 ) T4 IL—THD R T—H1)Y
_':tx—egi-g—o

g Service Name Allocate IP

o EndpointBinding Information: 774 JLrTl&, TR THDIT(—ILEWNETT , TI+ILMEREE
ERATEET,

NAVRERIEFEFTANTEE T T—ILFICHEBDEEZA DT IEEF. Fr )P )a—1%
FERALTEZRIYEYS,

ATLIE, POERAYG—ERETF AR —DHREICEDNT, NI T4 EHREBE BRI
ANTBIELTEFET,

ation

Terminal IP Address :

Terminal MAC
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&
B

Endpoint Binding Information T!7 T E LTz IP 7L X [&[Configuring access policies]®
Bind User IP TERATZVHEMNHYET . Bind User IP Z:EIRLELES . Endpoint Binding
Information TY7 THREL:= IP PRLRIZEDIZLHYEE A,

2. OK#%#YwHLZET, Access User #T T, EBICEFSN -2 — —2 R RTEET,
Access Policy Access Service 3) Access User
Add Batch Import Batch Modify Add To Blacklist Cancel Account Apply for Service Cancel Service User Upper Limit More v
Account Name + User Name + User Group Creation Date + Start Time + End Time +
A—H—D—FEAR—+
1. Access User 27T, Batch Import #4')v%L. Account Import File Template J>9%&9')v%

LTTFoIL—bhE8oon0—RLET, JIZRYPBIZE, Tab F—Z2FATIH. 07 )EEDRY]
UXFEFERALET,

@ Tips

The import file must be in TXT or CSV format. A .csv file must use commas as column separators.
Make sure no column delimiter exists in any imported fields. Otherwise, the import will fail.
Click the link to download the import. A t c

Upload File:

Column Separator:

Imported User State: ® Normal Trial

Header Line Filtering:

ZOBITIE, ROBRIZTRT KIS ASLITHUR()TRUILGATHET,
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|a10 _I 214125584 al0 123454
all 21412355 all 1254545
ald 21412356 alZ 123454
al3 21412387 als 123454
ald 214123588 al4d 123454
als 21412359 alh 1254545
ald 21412380 ald 123454
al’¥ 21412381 al’¥ 123454
ald 214125682 allb 123454
ald 21412563 al% 123454
azl 21412364 aZ0 123456
a2l 214123685 aZl 123454
azd 21412566 aZZ 123454
a3 21412587 azs 123454
azd 21412368 az4 123456

ROBEIZTFT LS, Upload Z0)vIL., 771 ILEERL. REIYXFEEIRL T, Imported
User State T Normal Z:&iRLEYT,

@ Tips

The import file must be in TXT or CSV format. A .csv file must use commas as column separators.
Make sure no column delimiter exists in any imported fields. Otherwise, the import will fail.
Click the link to download the import. A rt File Te at

Upload File: Upload

Column Separator:

Imported User State: ® Normal Trial

Header Line Filtering:

Next #2)voLET,
Basic Information 4835 T. —H—1E#& ID HEE%E

B}

ax JE

Li—d—O

o

Basic Information

User Name:

Identity Number:

Contact Address:

Telephone:

Email :

User Group: Not t Ungrouped
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o BEIZIELTA—Y—II—TEERLET, TI4/LMEIL Ungrouped TT,

o Access Information 5818 T. Account Name & Password 5% ELET , /AR T—FRI(ET74
ILINGEIRTBIEE, BEANTAIELTEXRT , NRT—FFEEANTIE. TRTO
—H—AEC/RT—REFRALET,

Access Information

Account Name:
Start Time:

End Time:

Password : | Password Type

¥ Allow User to Change Password Enable Password Strategy

Max. Idle Time (Minutes)
Max. Concurrent Logins

Login Message:

o Access Service T )7 T7 A H—EREEIRLET , CNITHEBEDIRETT,

4., A—H—%—FEAR—,FTBIZIE. OKEY)vHILET,

Batch Import User Results

of importing access user in batches ended.
Total number of imported rows: 15, successes: 15, failures: 0/

Back

5. A—H—ARERBIZAVR—,ENDE fUR—bENT-01—%—% Access User R—C TRRT=
*9,

TORRFIADEE (AT ay)
1. FHOEARIFVAZEEMT BIZIE. Automation > User > Access Service R—JIZBEILET,

o Add %#4')vy4-LT. Add Access Scenario R—U%EZEd , Access Scenario List 5815 T
Add #9)vHoL. TOEALF)AEZIIZEM
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o H—ERZIZXIET S Modify 7 B%41)v-LET ., Access Scenario List 4515 T Add
)9O . TORRDFIUAEIZITEMLET,

TORRLFIADEBREINTNDIGEE ., —F—DF S UITHEE DRT LISEREINT=TY

TR F A LAY —FRBEL. Bl FUATHRESN XTI L—T 22— —%

BYLTET, I—F—IT—HIT LD ROMBHUMEE . S AT LIETIAHILEDTIERKR)S

—THESN=tXa)T49 IL—T 22— %YL TFT,

Batch Import Batch Modify Add To Blackdist Cancel Account Apply for Service Cancel Service User Upper Limit

Account Name User Name * User Group Creation Date = Start Time + End Time Status

Normal

Normal

Access Scenario FRER—Y T, ROEIZRT KSIZ5WIH %R ELET .

FEEAN ], TR, a2 ], (WD) [ECTIBLUTED LSIZIBEWIH)ZE KT IR EHRF. &
HOLFIAENN—LES  BROFEEHE-T-DIZ. BEIZIELTOFIFEDRITAATE
i‘a_o

f=&& (X, Access Location Group(where, how)/X5A—4%—® Add #5)vHI LT, 7HU+tARO4
—2aV g N—TERETEFT , A1YF DT EAATr— a2 (Where)EEIRTEET,

Add Access Scenario

Access Scenario Name: Access-ir]
Access Condition
Access Location Group (where, how)
SSID Group (where, how):
Endpoint IP Group(whose) :

Endpoint MAC Address G
(whose) :

Endpoint Vendor Group (what) :

Endpoint OS Group (what):

Endpoint Type Group (what):

AP Group(where, how):
f )
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3.

Add Access Location Group R—U T, PO ERTINARF= XTI ERAA—T 4 R%&IRL
F9, RIZ,OK ZV v L THEREREFEL. 7O ERVFVABER—VICRYET,

Location Group Name: Acces-in

Description:

Access Device List

Choose | Ttal ltems: 0.

Device Name i Include Cascaded Devices
No Data

Port List

Select Port Batch Delete

Device Name

TOERATFTNNAREIET I ERARA—T A ADHTEDERBA:

o TUERRTNARN=DTINAR, TICRTINNAREIEDRAT —RT7 IR TN/ REEIRTE
FTN—TTNARERIRT BEEIZ ART—RT I ERTINAREEHDIMEINEEIRTE
i‘a_o

Description : Access-in

Include Cascaded Devices

whccess33 130.1.0.24

Port List

Select Port Batch Delete

Device Name

o TUEARAA—DIAR)—TELUTIERATNARALDEEDA U A—TTA AEBIRNTEE
T TNARETIERATINARELTEIRLIZGES . ZFDTNNA R EDABZ—TARET I+
AAVB—TIARELGEIRT B LT TEEFER A, BDEELREETT,

TFOERARFIVADEER—D T TOERRARS —INSA—EF—%EHL. OK 0 yHILTF7IERX

OFUADERERTLET, BRLE=T72EXIF)AH Access Scenario List ICRRSNE

ERS
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Policy Information

Policy Information:

Security Group:

Sub Security Group:

Security Policy:

Internet Access Configuration :

Max. Device for Single Account:

Max. Number of Online Endpoints :

Default A y:

Default Security Policy: Default Internet Acc

Default Proprietar
Assignmer

Sub Security Group:

Default Max. Singl Default Max. Number of Online 0
nt: Endpoints :

Daily May ne Duration :

% MAC Portal Authentication # Transparent Authentication
Access Scenario List
Add

Internet Access

Access Scenario + Policy Information Security Policy Configuration

Access-in TeacherPolicy do not use do not use

FHAIOURTHR—FENZFATAVIURRAU DR RED
Sl
axX rE
Max. Concurrent Logins /\5A—43—I[£ 1 DDTHIUCDFUSAVTURKRA D EEFHIRT 1=
DITFERINFET , CD/SA—E2—%FER T SIZIL. Automation > User > Access User > All

Access Users R—2|ZFES— L FET, ROBRIZFRTESIZ, FHhHOob a0l TIE. 3 DDIURRAY
reREBIZO Ao TEET,
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Access Information

Account Name:

modify user password :

% Allow User to Change Password Enable Password Strategy

Start Time: End Time:

Max. Idle Time (Minutes) : Max. Concurrent Logins:

Login Mes

Automation > User > Access Parameters > System Settings X—(Z#2EjL T, Log Off
Duplicate Account /\TA—F—%/REL. THIUETHR—,ENZF S/ VI URRAU D RKRE
EHET 2oLt TEET  B7 20209l RDESITEER—DIZAVET,

< System Settings Certificate Client Upgrade Third-Party Authentication Validate System Log Upload HTTPS Certifica

AAA Parameters

Aging Interval (Minutes): Authentication Lock Time
{Seconds):

Estimated Access Period (Days): 3 Max. Session Duration
(Seconds):

Client Protection Against Cracks: . Disable @ Max. Authentication Attempts:

Stateless Failover: . Disable @ NAS Port for Control:

Control User Authentication: Enable . (] Control User Authentication Wait
Time (minutes):

Username Prefix Conversion Log off Duplicate Account:
Mode:

Add Invalid Client to Blacklist: . Disable @ Logging Nonexistent MAC AuthN
Users:

Log Off Duplicate Account /35 A—4—[&, HRFE-ITENIZTEE T, T74/LTIE Enable [25%
FEINTHY. Max. Concurrent Logins /\5A—4—DIEMN 1 DIFEIZOAEMIHYET,

e Log Off Duplicate Account /X5 4A—%4—% Enable [ZRET 5L, RO KSITHYET,

o Max. Concurrent Logins /35 A—42—H 1 [CERESNTWSEBE., ILLWI VRS ZED
THhIUNEERLTA UM VI35 L MEDIURRAUMNERFIMICOT A TSnET,

o Max. Concurrent Logins /35 A—4—H 1 KUKELMEIZERESNTLSES. HILLIUF
RAVIDTHIOUMEFERALTA U SA U1 EE T BEDIURRA VAR TIRIICAY A
TENBILIEHYFEE A,

e Log Off Duplicate Account /35 A—%—% Disable]IZEZZELI=HFE L. RDKIITHYET,

Max. Concurrent Logins /XTA—2—M 1 IZERESNTLSEHE . MAEDIVRF R/ AT T
TIBFET. IVRRAVMEZDT OOV EFERLTA UM UG AHIEFTEER A,
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AooA4o 21— —NER

1.

Monitor > Monitor List > Online User > Local R—JIZB#}THE, IRTOAUSAo1—H
—MYRMIRTENET , }IET BRIV ED v IT HE AvE—DDRIE, BEIQT T O
SAUEBRDYIT . BRI R—VDHRITA X, —EBEIHRR—b, EMRERO TR, 0T DI

& .ISVIIVARMNDRERE . AoFM0 21— —4BEBTEET,

Online Users Roaming By Device

SendMessage  KickOut  ClearOnlineInfo  CustomPage  BatchBxportv Refresh

Custom Page &9)v9 9 5&. AFA0 A—H =) AMIRTT IEREHNRITAATEET,
Custom Page 79I L& ET , Ao 54 A—F—) R DT1—ILRFEFR KT HIZ[E. Option List
TO—ILREERL R 2 %90 LET , A5 21— — YR DT —ILREERRIZT
Bzl Ay RrTI— R EERL BR e 55y sLET,

Online Users Roaming By Device

Items Displayed on Page

Option List 51 Output List 10
User MAC Addre.

Port Login Name
Connection ID User Name

Session ID Service Name

Last Update Time Login Time

Up
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A—H—BEEET IR

SREEIZALTA Y SA I B EIIZ, [Configuring AD-Campus] D ERBRIZ > TREAREEZT T T 510
EAHYET, REICIX. ROATITUNEENET,

o TNARRYS—FTUTL—KAAA, MAC FBEE. 802.1X BB5E. H U MAC BEITUTL—FEE
),

o AUE—TIARTIN—TTFUTL—MMAC FEEEH LU 802.1X ATV T L—FEED),

o =DFTNARTIN—TADTNARADEN) YT, BXUV)—DF )94 B3—DTART)IL—T
ADAVEZ—TIAADEIYHT,

o  TFGAR—IRYNT—H LAV —2RYNT—IRA Y X2 )TF4TIN—T 7HOERAR)O—. B
J:UTD‘EX:L_-U:_O)EEEEO

802.1XEFRRED % E
REAZE DA A=)

e H3CiNode 9547 ha#ERALT 802.1X R/ T 354, SIAZ XL EHYEHE A,

e H3CiNode 7547 rEERALAWME S X, EIA B —/N\—(ZSBAZEZ AV AM—ILTEHEMN
HYET, SEBAZEIL, JE H3C 802.1X U517 hf=&Z (X, Windows D#FAAH 802.1X 547
UROEBEIED Wi-Fi V547N ESBICERIISN ST EERILET,

1. H3C#HAAHIBAEE A R—T BICIE ROBIZTRT K512, Automation > User > Service
Parameters > Access Parameters K—Z[ZFEIL. Import Built-in Certificates 22')vYL%
ER
2. HAHAHIIAEEAR—RLT=%. JE H3C iNode V547 hEERL T 802.1X R ZIEHEIZH
RTEEY,

3. FEEHLISREINEIAEEAVR—ITSFIEE. ROEEYTT,
o Root Certificate 27 T, Import EAP Root Certificate #7')vo L %9,
o Server Certificate 27 T Import EAP Server Certificate #7')vY L %9,

Third-Party Authentication Validate System Log Upload HTTPS Certificate Files Unified Authentication

import Built-in Certificates

the same type_If you need to update the server certificate and a server certificate alre:

Root Certificate Server Certificate

Import EAP Root Certificate

Issuer
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Certificate Verification Verify Imported Certificate Import Built-in Certificates

-ri;:' Tips

cate of the same type_If you need to update the server certificate and a server certificate already e

cer
Root Certificate S Certificate
Import EAP Root Certificate

Issuer = Subject =

No Data

a—+H—5831

iNode 9547k
LRDFEEMNTT LG, iNode V51T U hENLTH UM UITRD O DRFAERTTEE Y,
1. iNode 7547 hE#EBIL. Access User page R—S TR E (A VR—bLfza—H—& &/
AT —REANLET,

G
iNode Intelligent Client

X

802.1X connection

Usemame (301
Y Y TYT

v Saweusemame v Save password

Properties

* dotix »

2. Properties /8\S5A—2—% R LZET ., Connect DHEIZH I E=FEFES") v, Properties &4
)y LET, Properties #A 7RI RYIRT, ROINGA—F—EEELET

o FREIENJH—T B/ yh244FELT Unicast £1-(% Multicast #:EiRLET,
o UIATULNEM IP PRLRAZEHAT 5154E1L. Upload IPv4 address #:E&RLET,
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3.

L.ém Metwork | Advanced

Packet Type

® Unicast
) Multicast

User Options
Broadcast io log off
| [+ Upload IPv4 address
[] Upload IPvé address
[[] Auto-renew IP address after disconnected

[] Hold IP address after disconnected
[+] Auto reconnect after netwark failure
Refry times: |3 f|

Retryinterval: |5 minutes -

Connect 9w, A—H—MNIURRAUEPC LORYNT—DIZIE G TEAIEEHRELE
9, Monitor > Monitor List > User > Online Users R— T, A5/ 1—F—I1EHERTT
BEHZTEET,

A iNode Intelligent Client

802.1X connection
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Online Users Roaming

Send Message Kick Out Clear Online Info a01 Q

Client
Custol|

AccountName | in Name + B Online Duration ¢ Device IP = UsecP Acklress | - Security Status

a01 2:0 3Sec 130.1.0.3

JE H3C iNode #5147k

1. 802.AX TNARKRYS—TFTUTL—rT. RBEARE EAP ITERELET . #HHIC DT,
['Configuring a device policy template of the 802.1X typel&#S L TLZELY,

Preferred EAP Type /NS A—4—®DOT 74 )L E (X, EAP-PEAP TY,

Basic Information

Access Policy Name: default_policy

Description:

Authorization Information

Period: Allocate IP:

Downstream Rate (Kbps): Upstream Rate (Kbps):

Priority: Deploy User Group:
Preferred EAP Type: Subtype:

EAP Auto Negotiate:

2. )=IEIU)DAB—TIARTNIR DT/ IHREET 4+ E—TILIZLES EMIT DL T,
[Configuring a user-defined policy template]%&Z B L TL=ELY,
#
interface Bridge-Aggregationl024
port link-type trunk
port trunk permit vlanl 101 to 3000 4094
link-aggregation mode dynamic
mac-based ac
dotlx
undo dotlx handshake / /Disable the handshake function.
undo dotlx multicast-trigger

#
3. US54 T7UREHTEL. Services T Wired AutoConfig H—ERZERZLET,
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4.

“““ » NachhnarA v | o | Manage To

Action View Help

: Dashb «*HE' TREY ﬂﬂr

L B 2

W Local I Serices (Local _
All S a L
i N Select an item to view its description,  Name Description  Status  Startup Type  Log -
g File an 4 Windows Audio Endpoint B... Manages au... Manual Loc
£, Windows Color System The WesPlu.., Manual Loc

-E:{',Windm Connection Mana... Makes auto.. Running  Automatic (T.. Loc
{4, Windows Driver Foundation... Createsand.. Running Manual (Trig.. Loc

£, Windows Encryption Provid... WindowsE... Manual (Trig... Loc
£ Windows Error Reporting Se... Allows error... Manual (Trig... Lec
S.?, Windows Event Collector This service ... Manual Net
£% Windows Event Log This service... Running  Automatic Loc
4 Windows Firewall Windows Fi.. Running  Automatic Loc
4. Windows Font Cache Service  Optimizes p.. Running  Automatic Lac
4, Windows Installer Adds, modi... Manual Loc
4, Windows Management Inst... Providesac.. Running Automatic Loc
-_’%Wndm Modules Installer  Enables inst... Manual Loc
{4 Windows Remote Manage.. WindowsR.. Running  Automatic Net
"m Windows 5tore Service (WS... Provides inf.., Manual (Trig.. Lec
£ Windows Time Maintains d... Running  Manual (Trig... Loc
% Windows Update Enablesthe ... Manual Loc
Lk Wi . WinHTTPi.. Running Manual Loc
TheWired ... Running  Autematic Loc;
Provides pe... Manual Lec
£ Workstation Creates and.. Running  Automatic Net',
< [ >

Extended A Standard /

Network Adapter > EtherbetO Properties > Authentication R—IZF L. Enable IEEE
802.1X authentication #Z7<a> & Fallback to unauthorized network access A7 3> %%#
RLET,
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Salect this option to provide autharticated network acceas for
this Ethemet adapter.

¥ Enable [EEE 802 1X autheriication

Choose a network authentication method:
[ Microsoft: Protected EAP (PEAF) v| | Setings |

Remember my credentials for this connection each
fime I'm logged on

[w] Fallback to unauthorized network access

| Additional Settings... |

Network Adapter > EtherbetO Properties > Authentication > Settings XR—(ZFEEIL .
Verify the server's identity by validating the certificate #7733 %9 7LET, TD D/

FA—EB—IZETIAIMEEFERLET,
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Select this option to provide autherticated network access for
this Ethemet adapter.
(W Enable IEEE 202 1X authertication

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) v| | Settings

[v| Remember my credentials for this connection each
time I'm logged on

[ Fallback to unauthorized network access

| Addtional Setings... |

L OK || Cancel |
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When connecting:
[ verify the server's identity by validating the certificate

| Connect to these servers (exampies:srv 1;arv2;. *\ srv3\.com):

Trusted Root Certfication Authoribes:

Class 3 Public Prmary Certification Authority
[] Microsoft Root Certificate Authority 2010
[] Microsoft Root Certificate Authority 2011

Notifications before connecting:

| Tell user if the server’s identity can't be verified v
Select Authentication Method:
[Secured password (EAP-MSCHAP v2) v| | configure... |
[ Enable Fast Reconnect

"] Enforce Network Access Protection
[ "I Disconnect if server does not present cryptobinding TLV
[ Enable Identity Privacy | |

Network Adapter > EtherbetO Properties > Authentication > Advanced Settings XR— (2
#EL. Specify authentication mode A7 a3 &RL. FOYTHEH U)X MRYH X T User
authentication Z;:#ZiRL T. Save credentials #9)vILET, Ry T 7y IR—U T, 2—H—%
ENRRT—FEAALET,
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7.

302, 1¥ setlings

[w Specify authentication mode

| User authentication v| [ Save cedentidls |

[ Delete aredentials for all users

[(JEnable single sign on for this netwark

(#®) Perform immediately before ussr logon
() Perform immediately after user logon

Mazimurm delay {seconds ). 10 E

[] Alow additional dialogs to be displayed during single
sign on

[ This network uses separate wirtual LAMNS for machine
and user authentication

Save credentials

Saving your credentials allows your computer to connect to the netwerk
when you're not logged on (for example, to download updates).

201 |
& |

[cosses

OK 0w ¥ bE, A—HF—AEEIRIAEENFET,
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8. —EDIUFRAVMIFTILIAIRBEHENHY ., AT LIFI—F—DFELLENIEETRT 20,
R E BB TELEVEENHYET . COLIGIFEEIE. VTV I REF ORAANEBMTEET,
EE#IZ DU TIE. [Configuring a device policy template of the AAA typelZSBL TS, &5
[Z. Automation>User>Service Parameters>Access Parameters>System Settings R—[Z
#EL T. Username Prefix Conversion Mode % Remove IZEETEE T,

System Settings Certificate Client Upgrad: Third-Party Authentication Validate System Log Upload HTTPS Certificate Files Unified Authenticati

Aging Interval (Minutes) : 180 @ Authentication L ime 5
(Seconds) :

Estimated Access Period (Days): 3 Max. Session Duration
(Seconds) :

Client Protection Against Cracks: . Disable @ Max. Authentication Attempts :
Stateless Failover: . Disable @ NAS Port for Control :

Control User Authentication: Enable . (] Control User Authentication Wait
Time (minutes) :

Username Prefix Conversion Log off Duplicate Account:

Add Invalid Client to Blacklist: @oisbe @ Logging Nonexistent MA%AuthN
sers :

MACHR—A)LERSEDERTE
A B

MAC FR—RILEBEER—V 7 U1 R T BIZF. TURRA2 M T Google Chrome 75054 ALE
ER

MACTR g)l/nn..nIE'i FIc 77’(7./"0)7’-&['\1 'U'_( Jﬁﬁﬁéhg’ijo nrhnEFﬁo):L -|j' %i?"_(i/\x
D—RFEEEANTEIILETEEFRA I—F—DBRINT—IT7 I REFERLIZEEIZ MAC R—42)L
REIR—D%FA—H—(2Tviadde A—V—[FRARADR—VICA—HF—RZENRT—FKEANT
CEXID

MAC R—ZILERREICIF . RO BN HYET

e Firststage: 1—H—NDIRRA VBT I ERARAMYFDR—MIEHSN, R—EHEBNTS
&L IURRAUME MAC PRLRZET /N ybEE{ELTMAC BBEEEN)A—LET . RIVFIE
1—4%—%BYOD E&1—H%—&,LTHAIL, 21— —% BYOD £¥a)T47 IL—TIZEIYET
FI. P —IUFRAUMME, EF2YTATN—TIHBESNF-H T RIS IP PRLREERE
LFEJ,

e Second stage: 1—H—H Web R—IU %[ E. TV R Ry FIFENE MAC R—A)LFREER
—DITVFALINET  R=D T, A—HF—RENRT—REAALET , A—F—HEEICAT A
ULz, A—Y—IEEEM TNz A—Y —tEFa) T L—TIZEBMEShFET, RIZ, 2—H
—IVRRAVME, A—F—EX )T IIL—TFIIEESN =T RIS IP PRLRAZIEGLE
ER

DHCP H—/\—_LE® BYOD X 2)T«4J IL—TH®D IP FRLRADT 74 ILED)—RBERIX 1 5 TH
B51=0. % 1 BETIVRRAUMI&>THRESNT= IP PRLAD)—RAERBIX 1 9T, 2a—H—H»T
‘y*“/:l.éirLT_Web/\—yl A—H—RENRRT—FZAALTOT AT HE A —F—(FEEMITON
frA—H—tXaT4TL—TIZEYLETONET F 1 RETIRESNZ IP PRELRAAHARTINIZA
BEIVRRAVMEBID IP PRLREERLET , RIZ, TV ERRAYFIE, TURRA LD A—H—
X)) T4 =TI ESNE=YTRUENS IP PRLRAZIRELET,
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BYOD £Xxa)T4T IL—T DERL

SeerEngine ¥+ /XX TBYOD X2 T47 IL—TEHET HICIE. ROFIBEEITLET

1.

2.

Automation > Campus Network > Private Network > Layer 2 Network Domain XR— (2%
FL.Add =9 vIL%ET, Add Layer 2 Network Domain R—< T, Private Network 74—JLF
T vpn-default Z:&4RL . Type 74—J/LK T BYOD Z:&iRLEJ ., BYOD PRLRAT—IL®D IP 7KL
ADTIHIED)—REFRIE 1 53 TY, J—RBMEIE 30 U EICT A EERBHOLET . BEIC
BLTY—RESHEIZAETEET, BYOD X2 T4 )L—TFZ(& H3C vDHCP H—/3—%&iRY
PLENHYET , TDD/NFA—2—DERBAIZ DL TIX, [Creating a Layer 2 network
domain]ZZBL TL=&LY,

Add Layer 2 Network Domain

Isolation Domain

isolate_domain1

Priv: etwork Type
vpn-default - BYOD

Security Group Associations @ VXLANID @

VSIMAC v ss Allocation

0000-0000-0001 Dynamic

IPv6 Address Allocation

Manual v vdhcp

IPv4 Address Lease Duration(sec)

60

Subnets

IP Version Gateway IP Secondary Actions

HYITRYMRT T, Add 9y LET, Add subnet R— T, Name. IP version. CIDR. 8&U
Gateway IPZA AL, OK ZV')yILET,

Add Subnet

Name IP Version

BYOD 1Pv4

R Gateway
50.0.0.0/8 50.0.0.1

Secondary @ DNS @
On off

L RTLhS Add Layer 2 Network Domain R—2ZR->7z5, OK &9y LET . TNk, Layer
2 network domain ') ARZ#FHLLYBYOD LAY —2 RYRT—IR ALV ERIRTEET,

Private Network y ¢

Layer 2 Network Domain

BYODZ Q

Isolate Domain VXLAN ID Private Network  Security Group A... |Pv4 AddressAll... [IPv6Address All... Subnet Actions

isolate_domain1 16 vpn-default One Dynamic Manual

BYOD LAY —2 xybDJ—UR AL ZBMLT-5. Automation > Campus Network > Security
Group > User Security Group X—2IZ#BIL. Add 20')vYLET . Add Security Group ~
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— T, Type 74—I/LKTBYOD %:#iRL, Private Network 74—JLK T vpn-default Z®iRLE
9, Layer 2 Network Domain Information $8#8T. Add Z2")v%~ LT, §ilZ:EMLT= BYOD LA
N —2 YR T —YRALVEBMLET , OKEV YT BE, £F2)T45 IL—T1) XM BYOD
X2 YTATIN—THRFRSNET,

Edit Security Group

Layer 2 Network Domain Information

Add

Layer 2 Network Domain Isolation Domain VXLAN ID IPv4 Address Allocation IPv6 Address Allocation Actions

BYOD2 isolate_domain1 16 Dynamic Manual

ACL 3001 MDRE

ACL 3001 % Configuring a policy template[ I TR ESNTLVE T,

FINA AR —TFTL—kOD Free IPs $§81% T, EIA H—/3—® IP PRLAZEBILET, T/AL AR
o—FUoTL—MNT A RY IL—TIZ@AShBE. ACL 3001 MTINARTIL—THDT/INARIZE
ehExzrd,avb0—5—LTEEZIPZEM. £F., FIXBIRT DL a0 O—5—FEFEZT /N1 X
IZERLEY,

Edit Device Policy Template

Template Name Template Type @
global-MAC 1 IAC Portal

Portal Authentication Redirect to Port @

Yes No
Authentication-Free IPs
Add
Free IPs Actions

100.1.0.100

Showing 1- 1 of 1 entries. Page 1 of 1]

ACLARYS—I& TINART IN—TR) L —FFEIH>TRASNET,
#

<Leafl>display acl all

Advanced IPv4 ACL 3001, 2 rules,

SDN_ACL_AUTH

ACL's step is 5, start ID is O

rule 0 permit udp destination-port eq dns

rule 1 permit ip destination 100.1.0.100 O

#

MAC R—AJLEBSED B

1. EIAIZXLT MAC R—ZILEREIEAIZT HICIE. Automation > User > Service Parameters
> Access Parameters > System Settings XR—[ZFEJL . User Endpoint Settings &LV 4
DT IL—MId s T 571 l%ES )y LES, User Endpoint Settings 4818 T, MAC
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Portal Authentication Z1—JLKE® Enabled %L T. MAC Portal Fast Configuration ~X—
CEMEET . MACR—ALREEN B HE>TLDEE L. FTEMCLTHSBERMICLE
9, &I, Transparent Authentication ZE%HZLET,

System Settings

MAC Portal Fast Configuration R—T, OK #9)voLET,
RDESHE—BEDEHENBIIIIERSNET,

System Settings

BEMICERSN-7 I ERR YD —:

HEMICERSINETIERAY—ER, BEETEIT7IERAR)—, ELU0EFUT45IL—T:
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sic Information

Service Name:

Default Internet A

Sub Secur

Default Max. Nt

al Authentication ® Transparent Authen

BERIZERESNT= BYOD 1—H—:

All Access Users LDAP User Blacklisted User Mute Terminal

Add Batch Import Batch Modify Add To Blacklist Cancel Account Apply for Service: Cancel Service User Upper Limit

More v

User Name + User Group Creation Date + Start Time + s Status

BYOD  Sec oup |  Ungrouped -19 Normal

MAC 7R—%JLERSED AR

1. IURRAVMIERSINIZAR—IDTYTIKREIZLEDE MAC BBEEA M)A —SNET . &P
BYOD ZBIEMNEITINET , ERTHU b byodanonymous #ERALTRAY A LFET, 2 —H—
MBYOD ¥ a)T45 IL—TIZE|YEToh, TURRAUEA BYOD X2 T45 IL—TIZHE5E
SNEHIT RIS IP PRLRAEIB T HIEEFHRLET,

Online Users Roaming B

Clear Online Info by Q

Client
ustol

LoginName ¢ | User Name ¢ Service Name ¢ Login Time & Onfine Duration ¢ Device IP & Lhser i Acklreas || Sucuxify Statia

Time

BYOD. SacurityGr 2022-05-19 10 130103

TOERRAYF (A —tEoT47—RELTHEE) T, RO KSI1ZF 254140 MAC REE1—H —1EHR%E
KRRLFET

<Leafl>display mac-authentication connection

Total connections: 1

Slot ID: 1

User MAC address: 000c-29b2-2f11

Access interface: Bridge-Aggregationl024

Username: 000c29b22f11

User access state: Successful

Authentication domain: isp

IPv4 address: 50.0.0.2
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IPv4 address source: IP Source Guard
Initial VLAN: 111

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization VSI: wvsi5

Authorization ACL number/name: 3001
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: http://100.1.0.100:30004/byod/index.html?usermac=%m&userip=
$c&userurl=%o&original=%o

Start accounting: Successful

Real-time accounting-update failures: 0
Termination action: Default

Session timeout period: 86400 sec
Online from: 2020/10/20 11:38:07

Online duration: Oh 19m 53s

Port-down keep online: Disabled (offline)

2. A—H—DPCTWebII9H%EE. 1. 1. 1. 15EDIP PRLREAALET, PC L. kD
BYOD URL YA AL avR—CHBEHMNICHAEET , a—H =S (LI a0R—=DADT Y
TRICEAMVEZEFERTHHE. ROFBRLHYET,

o A—H—MDHCP Z&ELTIP PRLRZEEF T HIGE(X. REER AV FE (XL AV —2 Ryt
—HIRALR—T DNS H—N\—IP # B ETEINEAHYET,
o A—H—HEBMIP PRLAZERTS5E(%. DNS H—/N\—IP Za1—H—(Zx{LTFETE

ETDRENHYFEY,
EBIT  ANAVTINAREY =TT INA RH DNS H—/\—IZEET HIL—EFHFo TSI L%t
BLET.
@ svon % |- o mX
< C ©® Notsecure | 100.1.0.100:30004/byod/view/byod/byodLogin.html % O

Welcome, Please Log
In

(i

\

3. ELWFHAVUREENRT—REAAL.Log In ZVUvILET, BV KT HE RDR—IM
MEET
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4,

x [+
< C @ Not secure | 100.1.0.100: 4/byod/view/byod/byodResult.html *r O

Endpoint Type: PC
Vendor: Unknown
0os: Windows

MAC Address:  00:0C:29:B3:0A:F0

Log Out

EIAIZBET 51— —DA LA VERERTLET , A—F—IEEM TONE=THIHEIAH—ER
IZ791EAL. Aa—HF—TURRA VAT IR Y —ERIZEEMITONI=HTRyEMS IP PRL
AERMEBLECEEEDRLET,

Online Users

‘Send Message Kick Out Clear Online Info Custom Page Batch Export v Refresh a0 Q

Client
Custor
Time

Account Name

User IP Address  Security Status

l Login Name = User Name = Service Name ¢  Login Time < Online Duration = Device IP =

0af0

MAC REE1—H—1EBIT VLA T NARICRTENFET,
<leafl0510> dis mac-authentication connection user-name 000c29b22f11
Total connections: 1

Chassis ID: 2

Slot ID: 10

User MAC address: 000c-29b2-2f11

Access interface: Bridge-Aggregationl024
Username: 000c29b22f11

User access state: Successful
Authentication domain: hzl

IPv4 address: 20.0.0.7

IPv6 address: FE80::18AD:CO0E3:497B:84BA
IPv4 address source: IP Source Guard
IPv6 address source: User packet

Initial VLAN: 120

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization VSI: vsi3

Authorization microsegment ID: N/A
Authorization ACL number/name: N/A
Authorization dynamic ACL name: N/A

Authorization user profile: N/A
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Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A

Start accounting: Successful

Real-time accounting-update failures: 0
Termination action: Default

Session timeout period: 86400 sec
Online from: 2021/08/24 10:36:48

Online duration: Oh 2m 5s

Port-down keep online: Disabled (offline)
SRS (DL TE
MAC =Ry = 0) aX ;E

MAC BBEEIXEIC, A—HF—DISATUEHT=T . TURRA2UN MAC PRELREZN L TEEA V1>
[ZHBESIZEAEFNIA—T B FUAIEREINET,

=3 = S =N

MAC FREA—H —DERTE
MAC 22iF1— Y —% % F 9 AIZ(%. Automation > User > Access User X*— 2 FL. Add £4)
YILTT IR I—H—4FHTEMTHH, TV ERLI—HF—%—FETIUR—LFET,

FTOtAA—H—EFEHTEMT S

1. Access User R—I T Add 9 yoLFET, Access Information B C7HhOUREFA AL,
MAC Access User #7723V &IRLET R Y—N\—[Z&>TA—HF—D /N RAT—KHBEE)
BIIZHERESNE T, THOUREIE ROBIZTTRT K2 xxxxxxxxxxxx DX D MAC PRL AT

ERS

All Access Users LDAP User lacklisted Use Mute Terminal User Config Profile

Basic Information

User Name: macuser Identity Number: 124314
Contact Address: Telephone:

Email: User Group: Ungrouped

Access Information

Account Name: 000c29b30af(| ®
Trial Account 8 MAC Access User ||| Computer User
Start Time: End Time:

Max. Idle Time (Minutes):

2. A—HY—OTF7VRAY—EREZEIRL.OK EVJvILET,

Add Batch Import Batch Medify Add To Blacklist Cancel Account Apply for Service Cancel Service User Upper Limit

More v

User Name User Group Start Time Status

Ung Normal
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TR A—F—O—FFAR—F
1. Access User R—I T, Batch Import 2 v2LET , Tips marvel $8i8D Account Import
File Template Y>9%9)v 0§ bE AV R—bTUTL—bEAHoO—RTEET A o0—KL
=T TL—MZE- T AVR—bTBT7 IR I—F—DEHREAALET,
2. Upload #9)voL. 7y7O—F3 277/ ILEERLET . 77/ ILAD I—F —FHEL/NXT—F
(X, HOBEIZTT KL XXX KD MAC PRLRATHALELHYET .

4 E C D
1 |macl 2131213 000cZ32ehTa0 DO0CZ3Z2eRTa0
2 |macZ 214313 000cZ9e3TeZ0 O00cE39e3Tez0

3

3. I7ANETYTA—LLEL., 77/ L THEASNTWNSHS LR YPYFEERL., Next #51vIL
T7OERA——BER—U%FMHEET, Access Information $813D Account Name &
Password /¥ MAC PRLRATH B EEFERLET,

Access Information

Account Name:
Start Time:
End Time:
Password :

¥ Allow User to Change Password Enable Password Strategy

Max. Idle Time (Minutes)
Max. Concurrent Logins

Login Message:

4. TORAY—EREERL,OK 2VUvILET . 2 ADFLOWA—HF—AEEICMUR—rEhi=C
ENRTENFET,

Add Batch Import Batch Modify Add To Blacklist Cancel Account Apply for Service Cancel Service User Upper Limit

More v

User Name = User Group Creation Date = Start Time =

U

MAC ZEEDRTE

PC IZEHLTLBRAMYF LDOR—IOT7 YT 12755E . PC 1L MAC PRLREET /N ybEEELT
MAC FBEEER) A —LET, REEA TN B &, Monitor > Monitor List > User > Online Users X—
T MAC BEEER A M A—F—IZBETHIERERTTEET,
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Online Users

Send Message Kick Out Clear Online Info ‘Custom Page Batch Export v Refresh 00 ;‘

AccountName | cinName ¢ User Name ¢ Service Name ¢  Login Time + Online Duration ¢  Device IP & {sex B Acdreax’ S Security Statis

000c29b30af0 macuser nce_ 2022-05-19 11:09:57  5Sec 130.1.0.3

JO—FRN\RIoTH—ERXDERE

AD-Campus Y!)2—3> DT A—K/NUK loT —E X(E. MAC PRLRZEL TRISNFET . 2
—IENST4vOERBUTERIAENIA—LET L EIA [FA—HF—ZHFIL. TA—K/NUK loT ¥ — tx;ﬂﬁl_
BEINIIL—IILEBELET, VAT LRI —H—0 MAC 7FLRIZEDVNTTAIURE/RRT—R
FEHIMICHERT =60, 2 ——([XFBHAD=OIZ 21— —RENRT—REFETANTEILETL
EBAVIAUITBYES,

IR7E. MAC ZRLREH . IP PRLRERE., BELUVIVRKRAURID D 3 DDAV T4F¥aL—avE—F
ERTEET,

Automation > User > Access User > Mute Terminal User Config Profile R—IZHBEILET,

Mute Terminal User Config Profile

e ByMACRange: MAC 7RLREHZEHZRELET . 1—H—D MAC 7RL ADERFD MAC
FRLRAESEHE—HT BBE. VATLAFIBHNZA—F—DThHOUMEERL. FDTHHIURT
A—H—%FBELFET, Jz(mn.unrtlﬁl Y—F1—H—tFal)Tq7 )L—TIZEML, 21— —
tXalT4IL—TDIP PRLRZI—HY—(ZEIYYTET,

e BylPRange: IP PRLADEEEHZELES , J—TFNARDE I ILA—TTART
mac-authentication carry user-ip exclude-ip acl**a<v > R2ERTLET, 1 F—TA/ AR
L —TF > 7L —bkTInclude User IP Addresses in MAC Authentication Requests %1 ~—7J
JVIZ9 B HEIZDULVTIE, [Configuring an interface policy template of the MAC/MAC portal
authentication typel&# S8 L TZELY,

e By Endpoint Identification: TURRA VLT /NARNFGA—F—EREHRELET . TUFRAUb
TAH—T)OMMERIE. I5AT MDA SAUNIEDBESIRE T HEEIEEShET, TUR
AR T —T YO MEBRD R ESNF=TURRA VT INA RNSGA—E—1EHRE—FT 515
B VRATLARBEMIZA—Y—DTHhOUNEERL. ZDT7 O NTCA—F—FBALFET . X
'-s”/ZT-L\[j:umnIEéhf’l H—%1——tXa)FTq5II—TFIZEBML, 2 —F—FEFa)Ta
SIL—TDIP PRLREIA—H—IZEIYHTET,

&
RESNT=MAC PRLREREE IP PRLREEAD TSAH ) TAXERBIBENHYET, V547

UM MAC PRLRERE IP PRLREBOMAIC—HT B5E. TS5/ A )T DEWLANEHRS

B>
11|||ﬁ
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nNET, TSAFTAEIX O~n DIEIZRETEET . TSA A UTAELNNSIWNZRE, T5A4H4 T4
FEGYET,

e mac-authentication carry user-ip A¥ RO #IFIEIE:CDaYURIL, By IP Range SREIDIHE
&, Bind User IP BBEEN 7 V2R R O—THRESNTWSEEICEITERALET . Thstn1—
Y-GS X, COATUREFARALLBENTEEN, TURRA U MNEEBIZEIAD R 2 T4vY
IP 7RLRERET AMENHSHEE. AVFA—F—IL ARP AX—EVTEHEEZRITLT. A2 T4
v IP PRLR%Z EIA ICEIELET,

MAC ZPRLREHIZEIEEATMY

Mute Terminal User Config Profile X—_ T, Add #%')-v4 L. By MAC Range Z##{RLET, R
T7YIR=CT. TAT7ANREA—F —ZT LIV REANLET , COXR—U D Basic
Information $B1{ M Priority /35 A—42—I[%, 0~999 DIEIZHRE TEET, TIAILMEIE 0 TT, EA
INSWNZRE, TSAF)TaNELHYET,

MAC Address Range %815 Tl&. MAC 7FL R %EFEITEMLI=Y. MAC PRL R%E A ViR—kL1T=
YTEEI,

FTOtAA—H—EFEHTEMT S

Add #%5')v4 LT, Add MAC Address Range R—C#FE% 9, MAC 7RL REFEZA L. OK %45
JoOLET EHD MAC PRLAEEZEMTEFS . E7FLRAEE T, BEHITR-OTHERTEEFY,

Add MAC Address Range

¥ Tips

Vi BAAE e o O OO OO O
Valid MAC a L] e --u..':"'...':"'.... SO0 -0 - O - -

1'5.. o X

Start MAC : 20:21:05:208:00:00

End MAC : 20:21:05:08:FF-f

Auto C Ip-—-n
Accounts :

Description :

aging :

Add MAC Address Range R—> D /85 A—5—NDEitBA:
e Auto Open Accounts: Allow F7=I1% Deny [ZERET=ET,
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o

Allow: TURRALRH MAC PRLUREHE—BTBEE . VAT LRI ——%RET57H
DUREBEMICERL., BIEShfz2—Y—&/IE3 52X 745 IL—TIEBML, 21—
—DIP7RLRZRBLET,

Deny 7ﬁ©/l"i§§ﬂﬂ’]‘ 'ﬂEEZé*LgE'E’-AJo Bith uIEg*LT,:L ﬂ-_(i MAC /-k g}bnunJ.—tE'“U
H—LT.BYOD £¥XayT4J IL—TIZAYET , EIEE(L. Monitor > Monitor List >
Endpoint > Access Endpoint T1—H—ND7h U rEBEET,

Add Batch Delete Batch Import Export v Clear Endpoint Information Clear Control Access User

Configure Transparent Authentication v

Transparent Operating System Auth
Authentication ¢ Type

Vendor % EndpointType ¢+ 05 * MAC Portal Status + Enabled/Disabled Time From ¢  Operation

Enabled Unregistered 2022-05- %:33:09

aging: Allow Z7=I% Prohibit (L3R ETEET,

o

Allow: EIA (&, 57499 h75< NAS W) T—kL, NAS R—rWNF O LI-1BAIZ, FREES

NI=Za—bIURRAUNEA LT INMRIZA T SA VNI BEEHFRALET,

Prohibit: F571v9h%%3<,. NAS BT —kL. NAS R—rAE I LTLVDIHEE . EIA [F32—
FIURRAVRDI -5 % BT T EIA EDS1—FIURRAUMEAUSAODFEFICH
YFET V=TT NAANEETEHE EIANSDFAUSAEREERL T, Sa—bIURRAY
rDAUSAVRT—RREETLET,

7R 1—Y—D— 1 R—
Batch Import #4')v4 LT, Batch Import Mute Terminal MACs R—U%EBHIEE T, /\VFAY

1.

R—FRADAVR—+ToTL— &AL D O—RTEET, Mute Terminal MAC Address Range

Import Template Y>9%9)vI LT, A ViRk—bTFoFL—bEAH0A—RLET, A A—FL

=T TL—HMZHE>T, AV R—b3 % MAC PRLAREBEZAALET . ToIL—FDOERIETRD
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Batch Import Mute Terminal MACs

{E' Tips

The import file must be in TXT or CSV format. A .csv file must use
commas as column separators.

Make sure no column delimiter exists in any imported fields.
Oithernwise_tha in-.lr-..—.r-r waill fail

Click the link to download the import template.

Import File:

Column Delimiter

Cancel

Upload #9)vo L. 7v7O—F§ 577/ ILEERLET , RIZ. I7MILTHERATH5IT7)34%
FEIRL. Next 9"y LEF, Batch Import Mute Terminal MACs R—UT/INSA—F—% R TE
L.OKE#JUILET, COR—DD/NTA—F—RTE DML, [Manually adding an access
userl#SBBLTZELY,

Access Service TY7 T7IEAY—EREREIRL. OK #V v L THREEXRELET,

MAC Address Range

Add Batch Import

Start MAC Description

Available

Available

Available

BALT= MAC ZRLREFHZETCIZEDIZT B2 MAC PRL R EFEZEIRLT Validate 4)
v T HEBHENHYET, Validate 29I LEWMES . MAC ZPRLRERIXY AT LOKR—)25
BRIAE T THETA D UR)AMLRYEE A,
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MAC ZRLREHMNEFBIZHRESNDE, TURRAUAT NS ZANSD NS T4 (FEBEEE ) —
TEFET, VATLALIXINGE MAC PRLREFHEBAEL, BEIMNIZA——hDUMEERL. 23
Shf-1—H—&XET2EXa) T4 IIL—TIZEMLT. IP PRLRAEREBLET,

A BE
FH O Validate 124 TIE. —EIZ#5 2000 D MAC PRLRAZBZHZTEET . MAC FRLAD
AL NBAIE. MAC PRLURERZEIRL ., EHD/ N\ F TRIET5Z V) vILET,

IP PRLREHIZEDWVEEEASAY

Mute Terminal User Config Profile R—_ T, Add #%').v4L. By IP Range Z#{RLFET , cDR—
<@ Basic Information #8154 % Priority /X5 A—4—|Z[%, 0~999 DEZH{/ETEET, T IAIk
EIX 0 TTMEANENEE TFAFITAEELLYET . MAC PRLUREE L IP 7RL REED TS
VT4 LEIh, BE->TWSRELHYET,

IP Address Range f8i# Tl&. MAC 7RL R&EiEZ#FENTEMLIZY . MAC PRL REAVR—MLTZYUT
EFEY,

FOtAA——EFETEMT S

IP Address Range #8185 . Add #%').v~ LT Add IP Address Range R—U#BEET, COR—D
TINTGA—R—% L. OKZV )L TRERERELET,
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Add IP Address Range

@ Tips

Only IPv4 address ranges are supported in mute terminal user
configuration profiles in the current software wversion.

Please input a valid IP address that contains four sections, each
section being a numeral ranging from 0 to 255.

Start IP: 20.0.0.10

End IP: 20.0.0.204

Auto Open
Accounts:

Description :

aging:

A B
e AKN9%IP &L, Access Service THRESN=EFX1UTATIL—T DY TRV ERLTHD
DENHYET, EX 2T IL—T DY TrybERFT BIZIE. SeerEngine Fr>/3X(2OJ A
> L. Automation > Campus Network > Private Network > Layer 2 Network Domain R—
IZFEIL T, Subnet A5 LD T RuRoEH)vHILET,

o HEHDIP PRLRAEGHZEMTEET, & IP PRLREHED/INGA—F—[L, LEIZIGLTHRETSE
EX IS

F7OtA1—HF—O—FLR—k

1. Batch Import #9UvILET, N\vFAUR—FRADA VI R—bToTL— &L Do O—RTEE
9, Mute Terminal IP Address Range Import Template Y>9%491) oL T, A oiR—hFoTL
—rEAOUA—RLET . FIoA—RLETUTL—MIfE> T AVR—bF % IP TRLREEBEZE A
ALFET, TUIL—rOBRITRDEEYTT,
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Batch Import Mute Terminal IPs

ﬁ;‘ Tips

The import file must be in TXT or CSV format. A .csv file must use
commas as column separators.

Make sure no column delimiter exists in any imported fields.
Ctherwise, the import will fail.

Click the link to download the import template.

Import File:

Column Delimiter

Cancel

Upload #9)voL. 7y7A—F 35774 ILEERLET , RIC. FT7MIILTHERATR5I7348%
FEIRL., Next #49')y9LFEF . Batch Import Mute Terminal MACs R—UT/INSA—E—%RTE
L.OK Z2UvILET, COR—CDNGA—F—FEDFEMIL. [ESBL TS,

CDR—UTTIERY—EREEIRL, OK £V ILTRELRELES,

IP Address Range

Add Batch Import

Start IP End IP Auto Open Accounts

20.0.0.10 20.0.0.200

Service Description

BALT IP PRLREEZFTCIZERIZT BIZIE, IP PRL REEFHZERL T Validate 9)vo 9
BDLENHYET, Validate #2')vILEMES . MAC 7RL REE XS AT LDR—1) 2 BfE
MR TIBFETAO D LUR)AMIZLEYEE A,
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User Name Prefix & User Group Expiration Date

macuser

IP 7RLREBEDEREIZHEINDE, TURRAUMTNAZADSDIS T4 v VIR ER)H—T
FFET, VATLIEINGEZ IP PRLREHELEEL. BEINICI—Y—hDUUMEERL. Bifch
frAa—H—%&x63 5 EFa) T4 L —FIEBMLET,

5. mac-authentication carry user-ip exclude-ip acl**aY>R&E) =TT INAADE I o914
B—DxARIZEBRALET . RETAVY IP PRLREERAT 47 UMD RBEE N —L. ZD IP
TRUADNEESNT IP PTRLREEHE—HT HI5E . VAT LIFI—F—%2BET 51— —HD
UREBEMICERL. BIIIN A — —EBRESN LTI ERT IL—T(ZEBMLET , mac-
authentication carry user-ip exclude-ip acl**a<>R[ZDLVT:

o mac-authentication carry user-ip: TURFRAVNEBD A2 Tv7 IP PELAZEFL. EIA
-'j-_/ \_(~L1|=| L/-Cnn..\nIEEI“UjJ L/i-d-o

o exclude-ip acl***: ACL DIEESINT= T AV MED I—H —/ryblE, MAC SR5EE A
_Lfﬁ/\lo

ROARUEN)—DTFNARIZRBEESNET,
#7RL X fe80 IZ—E9 5 ACL #/ERLE T,

acl ipvé basic 2000

rule deny source fe80:0::0:0 16

#

#mac-authentication carry user-ip AYRE)—DF )AL A—T( RIZRBRALET,
interface gigabitethernet 1/0/1

mac-authentication carry user-ip exclude-ip acl 2000

=

-4
=

B>
I3

IRFED AD-Campus V') 1— 3> TlE, fe80 TIRES IPv6 VU O—hIILTELRET(ILAY)
243 %IZ[%. mac-authentication carry user-ip exclude-ip acl**avY KA BRETY,

IVRRAURA—F—DRETA97 IP PRLREZERLTIZ7ZVERTHEE. 12— —/\7
YRTIEESNDS IP PRLRIE, ——DFEBED IP PRLATIEGBWSELHYET  1-&X
(X, IPv4 RETA4YITRELRARYN T =X TlE, A—Y =Ty TmEsnd IP 7RL R
[%. fe80 THrES IPv6 ) UB—HILT7 KL ATY , mac-authentication carry user-ip I<
URHBMERSNZE. TNAARIE —F—DEBED IP PRLATIEAL IP PRLRZEHERAL
T H—/\—A~D MAC BEEERZFBLET . cnITKY ., Y—N\—[IEo= IP PRLRZEL
—HF—IZNNAURT BN, A—F—ZFELWIP BEKUY MAC PRLRNAL VT4V T LEBETER
BBYET . ShoDREIEZEET HIZIE. exclude- ip acl /185 A—4—%IEELT.ACL TIEE
INF=RYNT—H T AVMADI—F—D MAC BEFxE1tLET,

IRRAVEDEANZEDICEEATA
Mute Terminal User Config Profile X— T, Add %%')v% L. By Endpoint Identification %;&{R

L/E—a—o

IURRAVREAMIER (X, FETEME (XA R—,TEFET, ZS Tl BISTESDRELRARICD
WTDHERBLET, ZDMD/NTA—2—DERTEIZDULVTIE, [Fast online based on MAC address
rangesJZ#Z L TSN,
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IVRRAUFID IUN)—%FEITEMT HIZIE. Add 25195 LET . Add Terminal Identity
R—UT, IVRRAUM IDIEE(OS, TURRAURIAT | FlIEAU A —)F R ELET,

Endpoint OS5 Windows
Group:

Endpoint Type
Group:

Vendor:

Auto Open
Accounts :

Description :

IVRRAUNID TUM)—%—$ETA U R—k9 512, Mute Terminal Endpoint Identification
Import Template J>0%5) v LT AV R—bToTL—bEAH00—RLET, 1 R— T2
TL—rOBERIERDESYTT,
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Batch Import Mute Terminal Endpoint Identification Information

{E.' Tips

The import file must be in TXT or C5V format. A .csv file must use
commas as column separators.

Make sure no column delimiter exists in any imported fields.
Otherwise, the import will fail.

Click the link to download the import template.

Import File:

Column Delimiter

o HEHMETLL, Validate 9y L%, Validate #7) v LENEE . BRIZATLDR
— UG BRI T I AHETI0 D LIR)ERIZEYERA,

Add v Delete Validate Refresh pc

Profile Name + User Name Prefix ¢ User Group Expiration Date ¢ Open Accounts ¢

pcuser Ungrouped 0 By Endpoint Identification

IVRRAURTINAZADSD ST IIZ KD TN H—SNFET , S AT LIE, TURRAUE
DIAH—=TI)EIVRRAUNID IR —EBELET, — BT HEDNARON-=15E. ¥
ATLIZBHMICA—F—hDUrEERL, BiEshiz2a——&®/ET5 X745 IL—7
IZEBmMLES,

JA—KN\UKR 0T TURRAVNEREICHh =2 TH A4k
REIZHEFT 5

loT TURRAUEREAMA LS4 REEIZHEF T BIZIE, ARPIND RX—E VT EELITATSAUF Ty
AR (BFRE)ZERAL. ARP/ND T M) —D#2:BH 0 30 aTcxF—T 75147 % )H—LET, 70
—RIAUKR 0T TURRAUE 1~2 BIDAIS5A4 0 F oy iIChi=>THUSA AR IZHE T 51
[%. EIA 749+t R7R)>—T Offline Check Period(Hours)ZX €3 5151F TT . REIFRDESYT
ER

Automation > User > Access Service > Access Policy X—(Z#8&iL . Edit 742 E% 51y
T. Authorization Information $&15 M Offline Check Period(Hours)#ZELF T, #REZEIX 24 B
FEﬁ—Gj—o
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Authorization Information

Access Period :

Downstream Rate (Kbps) :

Priority:

Preferred EAP Type:

EAP Auto Negotiate:

Deploy Address Pool :

Allocate IP:

Upstream Rate (Kbps) :

Deploy User Group :

Maximum Online Duration for a
ogon (Minutes) :

Deploy VLAN:

Deploy User Profile:

Deploy VSI name:

Deploy ACL:

Endpoint Conflict Handling :

[offline Check Period (Hours): Authentication Password :

TO—R/NAUF 0T TURRAUMEEICA VA AREITHIF T HI2IE. ROVWThh DB EERIRLE

ER

o  HE1 ATSAUFvIEIEE O ICREL. ATTAUFIVIEEMIILET . TUFRIUMEIERE
BN 74O EREETI—2 U LTWVER AL

o  FHik2 ATSAUFYIHRE 0 IZERET HEITMA T, SeerEngine ¥/ RO hO—5—
TARP ZX—ET %A F—TILIZL, ARP AX—E T LBHET BESITTINARTHISAVF
ORRERELET . COFEIE AFENTA—L/NUK loT TURKRAUREEIZHUSAUIZRED
F=OITERATEE T ARP AX—EU T ZAR—TILIZTBITIF. RDKIITLET,
a. Automation > Campus Network > Private Network > Layer 2 Network Domain R—(Z

BEIL. 59—y (Y —2 RubT—HRE 212D Edit 742 %5 )9 LES

b. Edit Layer 2 Network Domain R— M Advanced %27 T, ARP Snooping 74—/LE® On
ZEIRL.OK #0)vILET,

Advanced

ARP Packet Validity Check @ ARP Snooping
On off on off On

Allow Layer 2 Application 0 ARP Scan and Probe
On off

1Pv6 ND Detection @ IPv6 ND Snooping ND Scan and Probe
On Off On off On Off

| DHCPv6

arp snooping enable AT RM =TT NS RIZEEAINET,
#

vsi vsi3

description SDN VSI 3

gateway vsi-interface 3

statistics enable

arp snooping enable //Command deployed by the controller.

flooding disable all all-direction
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vxlan 3

evpn encapsulation vxlan
mac-advertising disable

arp mac-learning disable

nd mac-learning disable
route-distinguisher auto

vpn-target auto export-extcommunity
vpn-target auto import-extcommunity
dhcp snooping binding record

#

7540 F oy Vi & ARP AX—E 4 5% 20X T. mac-authentication offline-detect mac-
address xxXxx-XXXX-XXXx timer xxxx check-arp-or-nd-snooping AY¥FE=FHTHRELT. £75
AoF v #ifElE ARPIND RX—E R D&EEE A *—TJLIZCL. ARP/IND TR )—DI—T 5 &
Y30 ELF—TT7S5A4TENH—FTIRENHYET,

aAVUREREITIRDESYTY,

BAI—IE. ARP IT—V U534 —&KYBLRWA IS4 F oy i (3600 B L) ESBLET,
#

mac-authentication offline-detect mac-address 0001-0002-0003 timer 3600 check-arp-or-
nd-snooping

#

A B8&
mac-authentication offline-detect mac-address xXxxx-xxxx-xxxx timer xxxx check-arp-or-nd-
snooping AWURIE, BT R RAUT AR EIZERTIHELHYET . mac-address F—
T—RIE. TUFRA VD MAC PRLUREIRELES . COARUREFERETIC. A 7510 Fov I
R ERELIZES . ARP AX—EU T EA T4 Fry 7 BIBORDaTRL— 3V (FRBFTEE
BAh A TFAF IV IERAER T T5E MITVINFELLEWNEE . TURRAUMIA TSI
BTYFES,

A EAI—TIAADEETE

ZZ/FEJ—“3'—(:li~nunE7r§§09’f—fg'—:kt471%EuQEETféﬁf?fonmnE;rggo)’(,/Q T RAMATA
otz a—H—I&, BB L Tset X ) T4 IL—TICEESMLT, IP PRLRAFREL., %2
T4 =T DORIET BRI T—D1))—RIZFTIERATEET,

AR EBEDAUA—TDIARERETRHEE. FTRIAEFREDAA—TzARTIN—TE# R TIHE
NHYET, TIHIITIEK, BEEFEDA U A—DTA AT IL—T [ EREShFEH A,

nnL.\nIET%’r/g 7I4Z7\)l/ 70) j]l]

X TATIN—TCERIAFREEZRTET DI I BAEABEA L I—TART I—TEFEHTHRE

TEALEINHYET,
1. Automation > Campus Network > Devices > General Device Groups XR— (2 EL. Add
=0)vILEYS,
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Network

Group Policy + Fabric Source Description Actions

Group

ROBIRYT L3I, BERBDAUA—TIART IN—TEERHL. TIL—T DA N—%EIRLE
ED

o Group Type: Interface Group %:&IRLET,

o Subtype: Authentication-Free Interface Group ##EiRLE T,

Add General Policy Group

Name Description

Fabric Group Type

HJYQ Interface Group

cation-Free Interface Group

Member

Add Delete

Actions

Interface Name Belong to Device

No Data

Showing 0 entries

Add General Policy Group XR—2 M Member #7 T, Add #4')v LET, Add Interface R—
T TNARBEUVAUEA—T A R%EERL ., Add #4')v-L T Selected Interface 'J R MZIBAD
L.OK &%1)vo %3, Add General Policy Group R—IZRYET,

Add Interface ©

t Interf (]

Device Label System Name IP Address Description & Interface Name Interface Status

leaf~170.1.0.59 60ei 170.1.059 - SigabitEthemet1/0 down
leaf_170.1.0.40 eaf1-6 170.1.0.40 - @ GigabitEthemet1/0/ up
1 : GigabitEthemet

170.1.0.60 - GigabitEthemet

170.1.0.124 — GigabitEthemet1/0/5

> 15/page ~

Interface Name Belong to Device

No Data

OK #49)wy LT, BREZHRELET . General Policy Groups JANT, B2 —A(32—Tx4
AT N—TERRTEET,
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Description Actions

Group Member (0)

fREt R—bh T /NA AT IL—T DEM

A EBE
FAFRBEAA—DIARTIN—TADAEZ—DIAANT VAT INAALIZHAIEE . R— REET
ARG IWN—TNIZT I ERATINARZBMT BBELHYET , TILFLANILART—K T OERT /A
ADGE . R—FREET /IN\A R I —TI2BMTE2DENH DL, BEARBEAEZ—TARTIL—T
RIZABA—DTAREF DT I ERATINA REITTY,
BT ) AV B—DIAARWN) =TT INARAEDAB—TIAATHAEEIT. COEEEZERLET,

1. Automation > Campus Network > Devices > General Device Groups XR—|ZF2EjL . Add
0V ILET,

2. ROBIFRT LI, RBEER—,TNARTIL—TE#ERLET
o Group Type: Device Group Z:&IRLET,
o Fabric: 7O9ERATINAADIT7IT)vI%ERLET .
o Subtype: Port Isolation Device Group Z#:#RLFET,

3. Member 27T Add #9)vIL., BIAARBEAVEI—TIA AT IL—TNEREINTNBET VAT N
ARTERLET,

o Ports Outside Isolation Groups: 77X T/INARZE =D TNARIZHEHEIT DI RTDTY
TV DA B—DA R, R L —THDR—MIEBMT EBELHYET, TILFLAILS
ART—RTF7OCATINARADIGE . LLRILRILDTICRTNARETELRILDT IR TINA
RITEHT DT YTV DA A—DTA R, REET L —THDR—MIBMT DLEAHYFE
ED

System Name IP Address Ports Outside Isolation Groups | Description
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4. FBEEBRALTTNARIZTIEALET,
feBR—bo IL—TE5 O—/NLICERELET,
#
port-isolate group 1
#
TIOECRTINAADAB—TxA AIZx LT port-isolate enable group 1 avREHITLET (REES IL—TH DR
—rZEFRC),
#
interface GigabitEthernetl1/0/1
port link-mode bridge
port access vlan 101
port-isolate enable group 1
stp edged-port
poe enable

#

AR EDABZ—DTIART I —T~ADLXaUT45IL—7F
DINAF

Automation > Campus Network > Security Group R—([ZHEEIL. EX 1) T4 IL—TDOXIET S
Actions 75 LT Edit 712 B& 59 LES,

1. Edit Security Group R—T T, Auth-free 37&#5)voLET,

Edit Security Group

Private Network

Auth-Free

Security Groups Layer 2 Network Domain Auth-Free Interface Groups VLANID ARP Detection Trust Operation

No Data

2. ZMOAR—IT Auth-free Interface Groups #ERLET,
o ARP Detection Trust: T4 I/LFTIXBZIZIESTWVET , CONSA—E—EFFHIZT B,
ARP B DEBHER. BAFEY —ERIZE>TERITINF=A—F RYMNF—E RSV REY
RAZTFTAL(ENFET,

Edit Security Group

Auth-Free

Security Groups Layer 2 Network Domain Auth Free Interface Groups ~ VLANID ARP Detection Trust Operation

No Data
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TINARIZRRASN=ERE

X A)TATN—THRBIARBAVI—TIART I —TITNRAUFENDE RDBEMT /31 RIZEH
SNEY,
o FREIREBAUA—TIARTIN—TDAVN—DBT VAT INARALEDAEA—TIARTHSIGE
[T RDEILET
HTVRRT RARITE RSN —IF D) G4 B—TIA AT A—H Ry —ERSVREU R 4051 EFRTE
LFEY,
#
interface Ten-GigabitEthernetl/2/0/13
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 101 to 3000 4094

port-security free-vlan 1 4051 4094
#

service-instance 4051
encapsulation s-vid 4051

xconnect vsi vsi3

arp detection trust
#
return
#
TORRTINAZADRIAFEAA—TTA A TRET (99 VLAN ZEELFET
interface GigabitEthernetl1/0/49

port access vlan 4051

stp edged-port
#

o REIREBAVI—TDIARTIN—TDAUN—D)—DTTNARLEDAFZ—TARTHIEE L.

ROFIEEZRTLET
# =TT NARDBIEEREA L E—TTART, A— PRI —E RSV RA R 4051 #RELE
ERS
interface Ten-GigabitEthernetl/2/0/14
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 4051

port trunk pvid vlan 4051
port-security free-vlan 4051

#

service-instance 4051
encapsulation untagged

xconnect vsi vsi3

arp detection trust
#
return

#
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TANA U ZATHHM . RBEAD T I TE
BRLELT=

A BE
o FRMNMUSAVE LUV LKA SAUEHR—LFBDI(X, 802.1X REEE T,
o TRAMEREEZAF—TIIZTBIGERIE. A=F ¥R —FARX—TIIZTIURELHYET,
o FRNAUSAVERIEEE MAC FR—AILEREEITHEIZHEAITY .

GRS

Guest online ZF AT 5&., BRI —/N\—%RELACTH, A—F—DNF S U= EEFITHF AR
ATDEX1)TFATIN—TIZT7HERATEES,

FARNLTDULANY—2 XY T—IR AL DYERK
Automation > Campus Network > Private Network > Layer 2 Network Domain XR—J (2 EILE
ER
1. Add %%1)v4~LT Add Layer 2 Network Domain R—J#BIE . RD/INFGA—F—EFELET,
o Private Network: 754 R—kRxyhD—9%ZRLET,
o Type: Guest Z:ERLFET,
o IPv4 Address Allocation: Dynamic #:ZiRLEY,
o DHCPv4 Server: DHCPv4 H—/\—%:&RLFET,
IPv4 Address Lease Duration: 774 /L+TIE 30

Layer 2 Network Domain - A

|58
\ux

ESNTLET,

Add Layer 2 Network Domain

Name Isolation Domain

GuestDomain isolate_domain

Private Network Type
Teach - Guest

Security Group Associations o VXLAN ID o

Manual

= IPv4 Address Allocation
0000-0000-0001| Dynamic

IPv6 Address Allocation DHCPv4 Server @

Manual v vdhcp

IPv4 Address Lease Duration
0 Day 0 Hour 30 Minute

Subnets

IP Version Gateway IP Secondary

2. Subnets 27 T. Add £4')vH L%9, Add Subnet R—Z T, IP Version #Z3iRL. CIDR &
Gateway IP #RELFET,
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Layer 2 Network Domain

Add Subnet

Name

guest

CIDR
22220124

Secondary

On

3. OK %Yy 9 5H&E, Add Layer 2 Network Domain R—Y(ZRYZET , KIZ, OK 91Uy HILE
ER

FANATDRF)T4TN—TEERT S

Automation > Security Group > User Security Group X— 2B EIL. Add %#5')-v- LT Add
Security Group R—C%REET,

1 DDREEAVITHL T DDTANATOEF1T4TIN—TEEBHELET ., DREF AU ITEHK
DIF7ITVVINEENDBZE . TANIATDEF )T IWV—TEITRTOIT7ITI)vITHEINE
9, Type IZ Guest Z:E#RLE T, Layer 2 Network Domain Information 27%%1)v4 L. Add %41
w49 LET . Add Layer 2 Network Domain XR— T, BIIZHERLIZT AN TDOLAY—2 7ybT—
DR A %EIRL

User Security Group

Add Security Group

Isolation Domains

isolate_domain1
Layer 2 Network Domain Information

Add

Layer 2 Network Domain Isolation Domain VXLAN ID IPv4 Address Allocation IPv6 Address Allocation

No Data

Showing 0 entries.

RIS —TFoFL— T RN7 O ZRADALF—T UL
['Configuring an interface policy template of the 802.1X typel] T Guest Access ZHXIIZLET,

Policy Templates

Edit Interface Policy Template

Template Name Template Type
Interface-dot1x 802

Enable The Escape Function Unicast Trigger

Yes No Yes No

Guest Access 0 Access on Authentication Failure

Yes No Yes No
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CORY—TUTL—bE)—=DHEIU) A B—DIA AT V—TITEAT S ROFENEFRS
nEd,
[leaf105102-Ten-GigabitEthernetl/0/0/14]display this
#
interface Ten-GigabitEthernetl1/0/0/14
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 101 to 3000 4094
stp tc-restriction
mac-based ac
dotlx
undo dotlx multicast-trigger
dotlx unicast-trigger
dotlx guest-vsi vsilO
port-security free-vlan 1 4094
#
service-instance 4094
encapsulation s-vid 4094
xconnect vsi vxlan4094
#

Return
FoSAUI B~ —OREE

A—H—0 PC HRYLT—JIZHEHENTLOSHE ., 12— — X IP PRLRZREBLT, 7AMATD
XA TATN—TITEOTHEESNIFED) Y —RIZTT VA TEET,

¥ Network Connections |=|O
T @ v Ethernet0 Status ILI v 0‘ l Search Network Connections
Organize v  Disable on » e v [
= EthemetD Network Connection Details
!!!F’ Network 3 | Property Value A
@ |ntelR) 82574 || | Connection-specic DN... 7]
Description Intel(R) 82574 Gigabt Network Conr
Physical Address 00-0C-29-83-0A-FO
DHCP Enabled Yes
IPv4 Address 33332
IPv4 Subnet Mask 255.255.255.0
Lease Obtained Thursday, May 19, 2022 4:19:44 AM | _
Lease Bxpres Friday, May 20, 2022 4:19:44 AM |~
IPv4 Default Gateway 33331
IPv4 DHCP Server 33331
IPv4 DNS Server
IPv4 WINS Server
NetBIOS over Tcpip En...  Yes
Link{ocal IPv6 Address  fe80:ddd Saac-1690:7bc2%12
IPv6 Default Gateway
IPv6 DNS Servers fecD.0.0fff:1%1 ]
f fech-0-0F-2%1 e
| <] [0 | >
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T S

'.I:II

BMLI=A—H—DF SV EEHRT S

CDE—FRIE, BAENKBRLI-BEICERINET , 21— —H 802.1X FREECEHRLENT-HEE TH.
dA—H—[FA >S50 1Z75Y . Authentication Failure 24/ 7D tX1FT45 IL—THADYY—RIZTFTH
TR TEET,

REERRL AV —2 RYFT—IR AL DIERL

Automation > Campus Network > Private Network > Layer 2 Network Domain X—J[Z# 8L E

TO

1. Add %%y~ LT Add Layer 2 Network Domain R—S#HBAE, RO /INTA—E2—FF%ELET,

o

Private Network: 754/ N—rRybD—0%FRLFET,

Type: Authentication Failure Z:&iRLE T,

IPv4 Address Allocation: Dynamic Z#iRL %3,

DHCPv4 Server: DHCPv4 H—/\—%2RLET,

IPv4 Address Lease Duration: T7A4/)LETIE 1 BIZRESNTLET,

Layer 2 Network Domain

Add Layer 2 Network Domain

Name

authFail isolate_domain1

Private Network Type
Tea - Authentication Failure

Security Group Associations @

Manual

1Pv6 Address Allocation
Manual

1Pv4 Add

Subnets

IP Version Gateway IP Secondary Actions

2.  Subnets 27 ® Add ’é‘*?') w4 T, Add Subnet R—CEREZET,

Layer 2 Network Domain > Add S

Add Subnet

Name IP Version
authFail 1Pv4

CIDR
3333.0124

Secondary

On

3. OK#4vys3 %<, Add Layer 2 Network Domain R—Z(ZRYET , RIZ, OK #9UvILE
ED
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BREERR XV T N—T DR

Automation > Security Group > User Security Group X—(ZF#F L. Add %4')vo LT Add
Security Group R—C%REET,

1 DDRBEFACUNITHLT 1 DORBIERBEF 2T TV —TEEBRALET . DBEF A UITERDT7
TVIOMNEFENDBE . BIAERBEX )T IL—TFITRTOI7T IO THESNET, Type T
Authentication Failure Z:Z{RL %3, Layer 2 Network Domain Information 27%%")v4L. Add
#41)v9LZEY, Add Layer 2 Network Domain R— T, RllZHRL-EREI LKL AV —2 RybT—
DRA VEERLET,

Add Security Group

Name Private Network

authFailGroup Teach

Type Isolation Domains

Authentication Failure v isolate_domain1

Layer 2 Network Domain Information

Add
Layer 2 Network Domain Isolation Domain VXLAN ID IPv4 Address Allocation IPv6 Address Allocation Actions

authFail isolate_domain1 23 Dynamic Manual

Showing 1- 1 of 1 entries. Page 1 of 1

RYO—TFTUoTL—FTCORERBEBEDT 7 RADERATREL
['Configuring an interface policy template of the 802.1X type]® Access on Authentication Failure
EREDTS
Edit Interface Policy Template

Template Name Template Type

Interface-dot1x

Enable The Escape Function Unicast Trigger

Yes No Yes No

Guest Access 0 Access on Authentication Failure

Yes No Yes No

CORYS—ToTU— b =DF I DA B—TIART I —TIBRT 5L ROBENRES
nFEY,
[leaf105102-Ten-GigabitEthernetl/0/0/14]display this
#

interface Ten-GigabitEthernetl1/0/0/14

port link-mode bridge

port link-type trunk

port trunk permit vlan 1 101 to 3000 4094

stp tc-restriction

mac-based ac

dotlx

undo dotlx multicast-trigger

dotlx unicast-trigger

dotlx guest-vsi vsilO
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dotlx auth-fail vsi vsil2
dotlx critical wvsi vsill

dotlx critical eapol
port-security free-vlan 1 4094
#

service-instance 4094

encapsulation s-vid 4094

xconnect vsi vxlan4094

#
A4V A— —DFREE

2A—H—0 PC T 802X FBEEIZKM LI5S . A — — (XA LR X1V T4 IL—TAD)Y—R
IZ79+EATEET,

Network and Sharing Center

r v ¢ Search Control Pane P

‘4 iNode Intelligent Client mation and set up connections

Control Pane]

802.1X connection
Access type: No Intemet access

settings Connections: §§ EthernetD

Usemame |a01

network

or VPN connection; or set up a router or access point.

problems, or get troubleshooting information.

Connect .

802.1X Authentication
* dottx » -

= g x ®

Authenticating user identity...

EB3032: Incorrect password. You can refry 9 times.
Internet Options

Windows Firewall
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P " Network Connections =B
T |8 « Ethernet0 Status |L\ v ¢ Search Networl
Organize v  Disable Network Connection Details ion » -
=/ Ethemet0 Network Connection Detais:
L\E Network 3 Property Value A

Intel(R) 825

~

74

Connection-specfic DN..
Description

Intel{R) 82574L Gigabit Network Conri

Physical Address 00-0C-29-B3-0A-FO

DHCP Enabled Yes

IPv4 Address 33332

IPv4 Subnet Mask 255.255.255.0

Lease Obtained Thursday. May 19, 2022 4:19:44 AM | _
Lease Bxpres Friday, May 20, 2022 4:19:44 AM
IPv4 Default Gateway 33331

IPv4 DHCP Server 33331

IPv4 DNS Server

IPv4 WINS Server

NetBIOS over Tcpip En...  Yes

Link4ocal IPv6 Address
IPv6 Default Gateway
IPv6 DNS Servers

fe80::dd4d-9aac 1690:7bc2%12

fecD.0.0fff:1%1

fech-0-0ff--2%1 V.
n >

TANF—E X

S ZAMEMAC R—E2ILA—HF—TEL\HYET . SANMINESD —E1—F —ThHhY. 7O ERENFHIRS

NTWET, —BI1I—HF—(ZIZTHOUIAEL=8 . Page Push Policy £ &1 BYOD Pages ##&

LTH RMEREEZRIRL S RN EFEMELTIRETIDENHYET . Y AL, BEREREFXELTEH

BIZZERL . Y RATLICAY AU TEET,

FZALTIE ROBIZRT LI ROR—S Ty a FREFATEET,

° PC Mi5&: T74/Lh®D WEB A5 42(PC). QR A—KF M & §REFREE(PC). 8 KU SMS Ayt—
o)mfitnlunIE(PC)

o EBEBODIZES: TIAIID WEB OV 1 (BFEH). QRI—FEFH LVREL(EFEH). BLU
SMS )( Jt_“/%ffi%ctu;bnm(aénﬁ*%)

SMS &3 AER— TA—H—DFRIEHATTLTLSEAIX, SMS ET LAF[L SMS 7 —bIz4D
BEETT T IRELNHYET . AMNIRREENR—D T S AMIEFEEESEZANL. SMS ET L%
’H,’C/\ZU FERBLTTADUNERE. 0T A ULET,

QRIO—FARXZFERATIE FARLI—HF—[E Web R—C T QR I—FZHRFTEET . BEEEIE QR
O—KFZRAX v L. A—H—Z&RKEBT5=H0D URL ZHEET ., 2—F—IE. THOURARERIZE M
-%. . BEEOQJAUTEET,

HFARA—HF—HN QR I—FZRFYLTAT AT BE FRANLI—F—([LEEEHE
#A¥yvoLTad Aol FRARAI—HF—D RN T =D )Y —RIZT IR TEET,

ZEL- QRa—F
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Page Push Policy Custom Portal Page BYOD Pages

Basic Info

Policy Name:

Authentication Metho
d:

Default Authentication
Page:

PC - Default WEB Login(PC)

Description:

Page Push Subpolicy List

—Z

RDIEFRTIL. PC - Default Web Login AXE#MNLET . 7 A& Guest Auto-Registration.[ZE%
ESNTVWET, DFY. EEENFETRELLGCTH, BAERRICTANMIBEIMICA L S1UI17Y
F7,

FRANEBRDETE

TR R— ¥ —DETE
Automation > User > Guest User X— (25 E)L . Guest Manager #7%2)vIL%ET,
1. Guest Manager R—Y T, Add 9V vI LT FRAMIR—D v —Z BT 5O DR—UFFHE
F£9, Select Access User #41)y4o LT, Select Access User R—U#BEET, IXTDTY
LRI —ERERTCEFT . YA R —Drv—E 7V ERI—HF—DSHERSNFET . 1 D
DT AMILDDT AN R—Vv—DBETY , TIFIIDTANIR—D v —%2RET D LD
TEFET,

244 Modly  Delete

Account  FullName UserGrou GuestManag Guest Maximum e
PR 2 5 T Validty Time Managed Guest Group Send Approval Notification via SMS
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2. TUERI—H—FFEIRL.OK #U1)yULET, Add Guest Manager R—YIZRYET, OK &4
)99 %L, Guest Manager R—UIZRYET , T AT AR R—Vv— AMIRREINFET,
Default Guest Manager 3T Yes £fzI& No #9vJL T, TI+ I EDT R T 2 —D v —iEE
R TEET, Yes DIEIK. TV R —DTIHILEDTAIR— v —THI L%

Select Access User

er List

Account Name : User Group End Time
| .|I'||';'
Ungrouped
Ungrouped
Ungrouped

Ungrouped

Ungrouped

Ungrouped

A Modly  Deew

Account  FullName  UserGrou GuestManag  Guest Maximum

SO = i Validity e Man9ged Guest Group Send Approval Notification via SMS Send Approval Notification via Email Default Guest Manager
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FANF—ERDRE
AM—ERFEBMT BRI, LAY 2 RINT—IRAD  2X2)TATIN—T  TOERR)O— 6
FUT AN —ERIZHIET DT IR —EREERTEILENHYET SREDFMIZDOLTIL.
[Creating a Layer 2 network domain/. [Configuring security grouplJ. [Configuring access
policies]. & & U Configuring access services]# S B L TZEL, 1z&Z (. Guest Security Group
HREL. ®IGT BT IERRI—EFHRELTHS., Guest Security Group [ZEH:E (T (5 Guest
Security Group #:&RELET,

FRh—EREZHETAICIZ. ROFIEEEFLET,

1. Automation > User > Guest User > Guest Policy > Service R—U[Z# 8L, Add #9')voL
9,

2. Guest R—U T, 12ULEDFT AN —EREEIRL, OK &9y ILET , BLV=R—U T, Back
#491)w9 LT Service R—IIZRYE T, Default Guest Service 3T, Yes £1=[& No 5)v5
LTT 74N RN —EREBRLET . YA —ERYRMITIH NSRS —EZDEFTE
FTEABLENRBHDIEITEELTLESLY,

FRRYS—DERTE
Automation > User > Guest User > Guest Policy > Guest Policy R—|Z#EILET,
1. TIAIILTIE.RORIZTT K2, AT LIZIE Default Guest Policy BB YEYT .

2. Edit 7qa B9 )L T RS —EEBLET,
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Guest Auto-Registration & Enable [ZERELET . ChlEk. FYARA—HF—HEFEROTT %
[CBBMICA U SAUITGEIEERLET  COBBENEMNITHEOTWSZE . ¥ A A—H—1F5
AR R—D v —DEBERICDAF D FAVNIEHIENTEET,

Guest Auto-Registration & Enable [CEZELT=#%. Apply to QR Code Registration and
Authentication Users FT v Ry REERLET, CDIHZE. [Configuring a page push
policy] T QR Code Registration and Authentication NERESIN TS E, AN R—D v —D
BELIC, QR A—REHRAMA_ETT R L—HF =D EHEHICEFINET,

All Guests Guest Manager Guest Manager Group Guest Policy

Guest Policy Service Service Parameters Preview

Basic Information

Policy Name:

Description:

Guest Parameters Settings

Guest Auto-Registration: ® Enable Disable # Apply to QR Code Registration and Authentication Users

Send Guest Password by: ¥ SMS Message ¥ Email

Display QR code after guest preregis ® Ves No @
tration:

Validate Guest at:

3. OK#ZEVUYILTHEEEZRETLET,
B AN —E RISGA—E2—DERTE
Automation > User > Guest User > Guest Policy > Service Parameters X— [T EILE T,

TIHNAREEERTHM BEICISLTREZLEETEEYS . RENT T T HE FTAPI—H %5
RELTAUSAUITT BT EMNTEFY , FHMIC DL TIE, [Guest online]Z S BL TN,

R—TTyoaR)o—DERTE

1. Automation > User > Access Service > Page Push Policy R—J([ZFEILET,
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Add #9)9 9L, RyT 7Y TR—CTROINGA—E—FHRELET,
o Authentication Method: BYOD %#:&{RL% 9,

o Default Authentication Page:7 7+ /L Tl& PC-Default WEB Login(PC)T. Web R—T %
NLE=RT A% RLET REICRC TR A EEFRETEET,

BRE®R.OK Yy L THERERELE T, Page Push Policy List THLWT Y ak)L—%

FRRTEFEY,

TRNALZAY

A—Y—BEETIER

1.

2.

RELT 1\ RAR—MHEENT D&, MAC BREED M)A —SNET . Y RAMIEZ T HhO U~
(byodanonymous EWVWVSBRNEFEALTAUSAUITRBYET , S ARE. BYOD ¥ 745 )L
—TDRYRT—=08T AU IP PRLRAERBLET  EA7HY 2RI, Monitor > Monitor
List > User > Online Users R—C THERTE=ET,

Send Message Kick Out Clear Online Info Custom Page Batch Export v/ Refresh

Account Name

LoginName ¢  User Name 2 Service Name ¢ Login Time =

Time

000c29b30af0

54T R T Web R—=UFBHL . 1.1.1.155ED IP PELAMEE®D URLDEAALET,

)| @ hitpy//11.L/ p-exlo11a
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BEED Web R—

1.

2.

TIHIWEDR—T Ty 27K —IF Default WEB page TY, 2FY., 1—H—DarE1—4
IZ. ROEIZFRT LSIZ. BYOD DT IAIMR—TH B

http://100.1.0.100:30004/byod/view/byod/byodLogin.html, IZBEIMIZTIEALET,

@ BYOD X +

& C ® Not secure | 100.1.0.100:30004/byod/view/byod/byodLogin.html

Welcome, Please Log
In

Account Name

Guest Preregistration Z271)y oL TRODR—I%EFE, Account Name, Identity Number,

Verify Code. & U Guest Manager ZE  *EID =BT —ILRIZADLET, OK &0y
OLTHEMERETTLES,

FRARRR—Tv—IE, BB EL=TIAIAD T R—2r—TF , /INRAT—RREESN TLVELY

ax &
58 INAT—FEFUF LITBASNET  MED/NNRT—FEEETHELTEET,
Self-Service Center X

€ @ A Not secure | 110.00.106:0066/ssvuifselfse

service/preregister/guestPreregisterhtml?userGroupld=0&guesth

uestManagerld=08&macAddress=00:55:00:00:00:01 L e

Identity Number.

Guest Manage

Visited Department:

Max. Concurrent Logins:
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3. EBRICHKNTHE. BEREROBERMARTEINET, Login V)L TEERT 1L, Back ¥
1)L TBYOD AT AUR—=JIZBBILET , BRETHV VIS KU/ NRT—F(fal/123456)% A
ALTaTAUFBHIELTEET,

The guest has been pre-registered successfully.

Account Name guest?
Endpoint Type PC
Vendor Unknown
OS Windows
MAC Address 00:55:00:00:00:01
Guest "guest2” successfully added.There is no valid mobile phone number to
receive SMS messages.Account start time:2021-06-21 14:53; end time:2021-06-23
14:53; guest manager: teacherl(teacherl).
Tap the link to get the current endpoint authenticated for network access.

Login Return

x |+
&« C O Not secure | 100.1.0.100:30004/byod/view/byod/byodResulthtr %

Endpoint Type: PC
Vendor: Unknown
0s: Windows

MAC Address:  00:55:00:00:00:01

4. Monitor > Monitor List > User > Online Users R—JIZBEILET . YA S R X2 T
JIL—THDIP PRLRAFEEICREBLIZCEEHERTEET,

All G

5. Automation > User > Guest User > All Guests R—I|ZFHES—RLET, HFLLBHBINEFR
raA—H—MRRREINFET, THOUIEED)YIL T, BRSNS A A —F—DFHERRLE
ERS
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All Guests

ddd  BatchGesosis  Betchlmport  BichExport  BaichMedly  BuchdppySecies  Gestlmswod  Concoled  Sewd P by SMS P

QR Cor
Account Name Gaest Name Start Time End Time Guest Group Modify Password Wodity Information Change Servics Send Password by SMS  Sand Password by Email ‘*R;Bdl:;: L

QR O—R B EREBEE
1. [Configuring a page push policy]T PC - QR Code Registration and Authentication ZEiR9
5S¢, BEIMIZ QRO—FOR—DIZHEILET,
Basic Info

Policy Name: pagepost

Authentication
Method :

Default Authentication
Page:

Description :

2. [Configuring a guest policyl® Default Guest Policy #Z #E L. Guest Auto-Registration %
prohibited [CEBLET , ¥ AMDAUSAUITHBIZIE RN A—HF —NIR—Tr—IZ k> THK
REINDIBENHYET,

All Guests Guest Manager Guest Manager Group Guest Policy

Guest Policy Service Service Parameters Preview

Basic Information

Policy Name: Default Guest Policy

Description:

Guest Parameters Settinas

Guest Auto-Registration : Enable @ prohibited

Send Guest Password by: ¥ SMS Message % Email

Display QR code afterguest @ VYes = No @
preregistration :

Scan QR Code for Guest Auto- Enable @ Disable
Registration :
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9547k PC EBiER—rAEEIL. BYOD X2 )T4T IL—TIZ7OEALI=S. 554TF7 2 PC
@ Google Chrome TEE®D IP PRLRAZAALFT  ROBITTRT K512, QR A—FR—TUHE
EEX I

x e l
« C @ Not secure [100.1.0.100:

Please scan the QR code to access the
URL to approve registration of guests.
Make sure you have guest manager
privileges.

AN R—T v —[E, COFARD PC LMD QR I—FEBEETAF YU TEET, Continue %)
wHILTWeb IZ79EALET,

BEENIIATURERLCR VLT —VICERSN TOGRWNG S, HFEEICRTINTLD

URL % PCIZFEHTA AL, Enter ¥—%#LE T, ROR—UHREF T, YA R—Tr—HD
VrEFERLTOYIULET,

Guest Manager Self-Service Center

Login

‘ teacherl

ATAVH . ROR—UHRAEET  RITRTTHIOUMNE FRAMIEZON=THAIUNTT R
kR —Tr—I( To Approve 9O LET,
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Guest Approval

21062115
03447491 QUSRS

6. FBER—UHEAL=5, Accept ZIUVILTH RN A IV EZFLET , 22— —D Web R—
O TLT, BEARYILI=CEERITR—UARTEINET,

7. $20~30 MRIC.FANMIBBMICOT A TEET, BENEILIZS AMERIE. EIA TRRT
=% 9, Automation > User > Guest User > All Guests R—JIZBEILET, 2—F—HS Rk
FHOERT I —FIZOF 42 L. Guest Access Group D IP 5 AU RHS IP PRLURAZERIFLTLY

HTENHMNET,

Bachloport  BuichBaport  BatchModly  BuichipySevior  SetPumsword  Conlid | Sorcd Penemad by SMS

QR Code for BY

e o e Send Pass SMS Se 2
Start Time e [ rvice end Passwiord by SME nd Password by Email o iy

Sa—hAvtE— B RRMEm

1. [Configuring a page push policy] T PC - SMS Message Registration and Authentication %
BRYTHE, 21— —0 PCIFBHMICTI4ILED SMS R—DIZUv U TLET,

Basic Info

Policy Name: policypost

Authentication
Method:

Default Authentication
Page:

Description:

2. 95472k PCEBAR—H#EEIL. BYOD 7HUERT IIL—TIZE&MLI=S., 9547 PC D
Google Chrome TEE®D IP PRLREZAALFET . ROR—U M BFHEFET,

$I59 % SMS ET LFEIX SMS H—tozA B 258X, EFBSEZAAL. RT—FEIE
LTRy Ao TEET,
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Welcome, Please Log
In

QRI—FZEHAM->TRI (TS
TR FZ—Tr—FT AT AVAD QR I—FZEFEL. —F —[E QRI—FERXF v F 5121+ T
FybT =020 AL TR A—F—DRYT—D ) )—RIZT VLR TEET,
1. HFRARIR—Tr—I&. EIA Y —/3—http://100.1.0.100:9066/ssvui/login.html @ IP 7KL A& TS

IHIZASLT, Self-Service Center R—JZA5 (U LEFE T YA R—Dry—DA—HF—K &
INAT—R#EA AL, Login 9y LET,

Welcome to the Self-Service
Center

teacher

2. Self-Service Center [ZA% /4> LT=1%. Guest User > All guests Z:&RLET , ¥ AMERHAK
RENET,
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Al BachGenests  Baichlmpot  Buichfupel  BakhModly  GaichApplSewe  RewtPaumard  Cociled S PmmmuelbpSMS Pt

Account Name Start Time End Time Gu Modify Paszword Modify Information Change Service Send Possword by SMS  Send Pazsword by Email

QR Coda for BY
n

3. Add £9UvHLTHRREBINT B35, R RRTERRERIRL, 713y F 50950 T
Max. Concurrent Logins NS A—2—%ZEBLFET , HEIZHLT QR IA—FDHEAMYZEHFATT
51— —HERELET . xKIEIEL 999 TT,

Modify Guest Information - 2106211503447491

4. Max. Concurrent Logins ZE&EL7=#%. QR Code for BYOD Login 3 MOR—4JLE2EE QR O—

N0) E743>€7'J‘77L’C‘ QRIA—FR—UZEREET , I—F—DIUF RSB REBRVE
J—PIEHSINTVSES. 1— —(E QR I—FZRXF v L TEEICAT AU TEET,

| [ | [ [t | [y | iy [t

. . QR Coda for BY
ort Time . Change Service Send Passwor Send Password by Email
Stort T Z M s dPasmord oy SMS Send Password by Emal | 01 L1

5 WeChat ##ALTY A QROA—FE#RFrULTAYA(UERE T T 51541%. BYOD £Fal)Tv
TIW—TF7RL AN YD — I G TELNEEIT, ROBEEEITLET,

a. FARDBIENNEBR YT —IIZHEHEIN TS A X, WeChat Z2FAL TS AN R—2
—IZ&>TERENT- QRI—FFXF v L. QRI—FA® URL ZEFLET,

b. 2ELf- URLZ/\VavIcAALTAY 12 LET,
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TADER

100.1.0.100:9066/ssvuifselfservice/guest/showDRCode.html B

[Configuring a guest policy] T Guest Auto-Registration /' Disable IZERESN TLRIEE . AN
TR R—D v —IT & THRBINDIDELHYET  TAMIERBRICAKX SR —F—TH5HIE

NTEET,
1. HFRARIR—Tr—I&. EIA H—/3—http://100.1.0.100:9066/ssvui/login.html @ IP 7KL RE TS

JHIZAALT, Self-Service Center R—IIZAT A ULET  YAMNIR—Dv—D1—HF—R L
IRAT—K%EAAL. Login #2vILES,

Guest User > All Preregistered guests Z:&IRLT. KRFLDIT A TOT A1 —H—ZEBE
.
LET REDT7A2" 9% )vyLET,

Registration Dats Visiad m Recaptianist

REBIFIZ, FRAMDT VR 1I—H—EEEBTEET, [Configuring a guest service| TR IN T
WBTARTDTIERY—ERN—ERTINET . Approve Vv ILET,
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@ User Information
Maintenance

Telephone:
0 Self-Service Lobby v

@ Guest Man.

Al Preregistered G

0 Endpoint Management

Service Description Service Suffix

Approve Approve and Print Reject Cancel

ARt . Automation > Users > Guest Users > All Guests R—U T, RBSNf=F Ab1—H—
ERRTEES,

@ User Informatian
Maintsnanes

buch Generste Bavchingon  DahDgor  BchModly  ButchisplySevice  RessPaswond  Canoebed  Send PacndbyiMS P

o
Account Nama Guest Nama End Time Guest Group Modify Password Maodify Information Changa Servics Sand Passward bySMS Sand Prssword byEmail Lo

Self-ServiceLobby ~

Guest Management ~
AIC
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EREFAVDEE
M=

FroN\RavbA—5—[&, EREF AV EBEEEZ Y R—LTWVET, EIZ, ARL—F—Dar kA
—5—2a5 A LI, O—)LBHIZH>Tav rO—S5—NARL—4—(Z(F 5 F e HER F HEL
F9 ., ZLDBEEDNESENT T, COEILIVTIE, FIZHBERACL ET7T VIR EDREICDULNTER
BALEY,

AR =
gIL—7

DRATLIZIE, BEFEEBMNICEETA-HODYT IIL—THAEShTWET . FIIL—TIZIE. T L—TF
RNOEEFDEREZFIEHT HEEFO—IINEERTEET, VATAIZIX . 4 DDTIAHILNT IL—THN
BRI TOET . BEICEL T IIVL—TEERTHIELTEET,

o VATLRR—Vv—IN—T I RTLREEZEETIEREF DA —HF—O—ILDYIL—T,
e System Viewer Group: VAT LREEZR TS IEREHFE >IA—HV—O—ILDJIL—T,

e  Service Manager Group: ®YhI—ITNARETS—LEEBTIEREFE >O—ILDOT IL—
7,

e Service Viewer Group: RYLT—IFT/NARETS—LERTTHBEREH>O—ILDTIL—T,

JI—TERTRTBIZIE. System > Authority Management > Organization Management X—(Z
j_t“bg_l\bi-g_o

A BE
o FRL—A—IZIoTHEAINTLSY IL—TXBIBRTEELEA,
o JIL—TDRAIEFTEEEA,
o BIICHEATEHVIL—TILEBMTEE A,
o BRRKIOLANLDYITIL—TE#ERTEET,
o NIF—TUADHEIBICKY,. ZFK7LRILDT IN—TEAVR—+TEFET,

A—)L
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O—)LiF, 2— =3T3 T 32— EDERZEELFETT . O—IILR—XDHERFEHNRBAIN TS
=, 1 ——#ERDT IIL—TIEhARESN, I —F—HEEODEENBRITHYET, TIAHILITIE—
EOO—/ILHAAEIATEY . REIZGLTA—IILEEE T AL TEET,

e Campus System Manager: v/ \ARyrT—ODIEHREEET IHEREFOO—IL,
e Campus System Viewer: ¥y /SAARYN)—IERERTT HEREFO>O—)L,

e Campus Area Manager: $#EDF v/ AR R yhT—/1E#REEET SHEREFO>O—IL,
e  Campus Area Viewer: E DX v/ AAR ) —VEHRER TS HEREHED>O—IL,
O—J)L%E&KRRI BIZIL, System > Authority Management > Roles R—J[Z#EILET,

Basic Info

Role Name: EPS Information Manager

Description: his role has pe sions to manage EPS in
Descripti T le t ge EPS

formation

User List Permission List

Operator Name ¢  Full Name ¢ Authentication Method ¢+ Group * Tenant

admin Simple Password Authenti... System Ma... System

A EBE
o FXwUNRARIYTA—)UIZIE, TIAIFTIEDBER AV EIET7 TV DERNEETN TLVAL
O WEIZIGLTTUTHEREF S TEMT 2NELNHYET,

BEICHFAE T AA—ILITEMTEEE A,
A—/)LZHIBRLT=%. BIBRL-0—I/LERIC AR TO—ILZBEBMTEEY,

o O—)LDHIRIZILGEENVETT, O—ILZHIBRT 5L FOO—)LEH O >1A—F—[EZFHO—)L
DIEREFT-L<BYET,

T RHE

BRI, VY—REAA TR L THAISN =R ES KUV T -2V —REEHLET . HEREZEM, £E. 4l
BRELIVRTRTEET, TIAHIITIE, —EDERNRMEINFET . BEICISLTHEREERT 5L
TEET, TIAITIE HFLWA—F— T IL—TE =X BREIDERIZIX. TIAINTEDERDT

[ZHEFTRTHOT—E)I—ANEENET,

AT LI AERDT—2))—RADERB Y HR—FLET, EZX, TVT7IR—Dr—IE, HIET 50
BRAVE LUV IT7IVVIEERD)Y—RELTRIRTEE T, COMERICK - THIESN HIEEIL. 4
[BTiEESNE)Y—ADHENBTEET,

R AR TI BIZIL. System > Authority Management > Permissions R—[ZHEILET,
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Permission Name +

A B
e admin ARL—E—([FR—/\—BBETHY. TIHILLTTRTOHEREF>TLET,
o HERDEFRFICRAREERTH_EIITEEEA,
o BICHFEETAT7IEREAILEMTEEE As

o RTERDLGWNT—SZEREFIFHIRT IERLHIEE. TDT 2 ER—VITRTENFE
AJO

o NY—RT—=ED—EMDHNTIAHAIIEESNTNDEE. TOT7 IV RFAI T, 12— —
DT —A%ERR. EE, FILHIBRTEIIELLETEEE A

o ERDHIBRICITIENDETY MERZAHIRT D&, TOERZFOI—HF—(F, WL T DIEFIE
PREITT —HERER<BYET,

TORREFRERAL DIERL
FERR DB N

TYF7RA2—T—DHTHERDIEM

1. System > Authority Management > Permissions R—J[ZFBEIL T, B0 Add 21y HLE
T HERBEAAL,HERS IL—FELT CAMPUS #&RL. VY—RAALTFELT Isolated
Domain ZZ#IRLEFT(RAEAALT. BRIDY—REILTETAINEA) T TEET),
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Basic Info

Permission Name: DomainAdmin-BJ

Permission Group: CAMPUS

Resource Type: Isolation Domains

Select Actions
1AC Address
Actions:
erial Number

Motherboard Number Pool

ntrol

Select Actions %818 T, Read&write isolation domains(TY7I#x—Jv¥—DIHA)F =%
Read isolation domains(T)7E1—7 DIFE)F v IRy I REEIRLET, RIZ, Bl7 ooy
)9 LT Selected JRAMZBMLET,

Resource Type: Isolation Domains

Select Actions

Actions: Available

Read&write isolation domains

Read isolation domains

®

Not Found

Select Scope

Select Scope T. All £zl select Z:EZIRLET . CODEIaV T, HlELT select #FEIRLFE
9, Select Resources Z:ERLET . RIRSNTIZFAATATRYIRXT, ®IETEDBER A5 E
RL. select &) ILET,
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Select Actions

Actions: Available Selected

Read isolation domains Read8&write isolation domains

Select Scope

Select Resource Groups Select Resources

Select Resource Groups

Resource Label IP Address

isolate_domainl 127.0.0.1

4. OKZEVIYILET, TVTIHR—Tv—DHTHERA Isolation Domains #ERD FIZEMENF
9 (/\R: System > Permissions > CAMPUS > Isolation Domains),

277UV TDIYFTARL—E—(2x 335 THERDEM

1. System > Authority Management > Permissions R—J (2 EIL. Add £52)vILET,
Permission Name %A 71L. Permission Group &L T CAMPUS %:#1RL . Resource Type &L
T Fabrics Z#RLET,
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Basic Info

Permission Name: DomainAdmin-Fabric(HZ)

Permission Group: CAMPUS

Resource Type: Fabrics

Select Actions

Actions:

-

Not Found

Fro/N\RavkA—5—¢DCaAvrA—5—DEANEBIN TSGR, 2 DD IT7T)vIHE
BABHYET , RO—THEREHRI T BERIE. T\ RO T77T )y IERTT,

2. Select Actions %818, T, Read&Write Fabrics(TY7 YR —2v—MD 15 A)ZE - Read
fabrics(TU7E 1—7 DB E)Froshus2e@8RLET . iz, By qavzsyvoLc
Selected YANZEBMLET,

Select Actions

Actions: Available Selected

Read fabrics Read&uwrite fabrics

3. Select Scope R T. All £fzI& select Z:BIRLFET . SOV a3 TIL, HIELT select #=FER
LZET . Select Resources Z:&RLET , RIRSNI=AAFTRITRYIRT, g 5777 )vo%E#E
RL. Select &)y ILFET,
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Resource Label IP Address Resource Type

OK &V ILET, TUTIFR—Tv—DH TR Fabrics 1RO FIZEMINET (/X!
System > Permissions > CAMPUS > Fabrics),

A—H—FEDREIDEM

1.

System > Authority Management > Roles R—2IZFE4S—RL, Add £9)vILTA—ILE%
AHALET ., O—ILDIERZEERT BICIL, Select UV ILET  ER TSIV AN HR—FENT
WET L ERBZANLT, BEGHERZTNGTEET,
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2. [Adding a permission]IZi&IL1=7 £ RED L FIE AL, Search 742 BEH vy LET,
T REEZRIRL. OK 29 vILET,

3. OK%ZYUy/LT. . TY7A—/)LDEMETETLET . BMLI=T)7A—/LIE, System >
Authority Management > Roles R—JIZRREINFET,
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Delste

> [ » O .
A—H—F&HJ IL—TDEM
1. System > Authority Management > Groups R—I(ZHEIL, Add 90Uy LET, FIL—7

B AL BREREFREANLET,

2. [Adding user-defined roles] CiBNL=A—)L&T74JLRMD Campus Area Manager O—)L%3&
RLEFT(EEBELN XY /SRARYNT—IDMDERED 21— LICHBITHEREF > TINSILEHE
PRI BH=M),

3. OK#EYYYILTYIL—TDEMETETLET . BMLIzTU TS IL—T &, System > Authority
Management > Group R—U TRRTEET,
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Basic Info

Group Name: DomainAdmin-HZ

System Description:

Contact Info:

Mail:

Phone:

User List Rolg| List Permission List

Role Name
DomainAdmin-HZ

Geographic Area Management Role Manage Geographic Area

SEEFDEM

1. System > Operator Management > Operators X—2(ZFBEIL, Add #9')vILFET,

System ¢
 Operator Management

Operators Add Delete Configure Roles Change Group Refresh

Operator Name ¢ Full Name * Authentication Method ¢  Group ¢ Tenant =

Simple Password Authenti... System Manager... System

(@) Permission Management

2. ARL—E—FEAAL. Tenant JRLMS System Z:ERL . Group JRLAB[Adding user-
defined groups] CEBMENT=T I —TEERLET, RFEHEEL T Simple Password
Authentication ZZ#IRL, AT AV /IRXRT—FREAALET . NRT—FIE EHSOEREH T
DBERBYET, DFY. /SRT—RIE. HF. KXF. INXF. BB FE
("#$%& )+, <=>2@)_~)BLURR—REEL 8 H'5 30 XFDXFITHILELNHYFE
T o NRAT—RIZIE, ARV —EF—2—HF—ZF = [EIARL—F4—21—F—ZDH|EOXFEEHD
CEIETEFE A NRT—FDEBEFIEKRBICAR—REFRAT I LEIETEEFE A,

3. OK#YYHILT. ARL—4—DEMERTLET,

171



EREF A EEHDHESE

[BEFOEMITEMNSN:=ARL—4—42FRAL AV rA—5—BEXR—J([CAJ 1oL, ARL—4
—ICEESNTIERNHINEINEHERELET,

Nl

AD-Campus

A EBE
T7TVVIERBRA DNZINA VR LT=R . 7T Vv I ERIST B D BER A DT IZHEREEMT S
DEAHYFET . NN DB E . BET IRV ERTSNFEEA,

Wizard > Campus Wizard > Device Onboarding Plan

TINARFVR—T AV T ERIZERRIRER 77V IIE, BRI SNnt=07 Iy I DH T, JiET 57
RLRT—ILERELUVO—IILToTL— R RTEET, D T77T UV OB T AEHRERIRE-IIR
TRYAHEIETEEEA,
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Monitor > Topology > Campus Topology

HAISNI=T7T )V IDMRODEIUT NI REHRERTTEET A MDD T7T VI DMRODIER
[IRTTEFE A

AD-Campus

Monitor

, Topology
Campus Topology

1\ Alarm

Monitor option

Automation>Campus Network>Fabrics M JI[EZ:ZE R

HAENF=T7TVVIDT7 TV IERERTEIVERETEF T, 1D T7 TV I DERIFRRT
EFEEA

Automation>Campus Network>Devices>Switch Devices

HAENFT7TVVIRDTNAREZ T ERRELVERTEE T, DT7T VoD T/ RIER TR
TTEFEEA
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AD-Campus

Automation

& Campus Network Switch Devices

Devices

Automation > Campus Network > Isolation Domain >
Isolation Domain

TIHIETIE, TRTODHRAAVERTTEET,

Isolation Domain

VXLAN Range Policy Mode DHCPv4 Server DHCPvE Server

Edit Isolation Domain

Policy Mode

DR BERAA UL UREINT NS TFIT IV IIERRTEEE Ao
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Edit Isolation Domain

Fabrics

Policy Mode Actions

NHEIR

—ED/INT )y ) =R, ARL—F—ITHTHT) THERDERZ Y R—ILTOERA, TATOT
DT IR—D%—IZ(E, VY —RERTT DERDADNHY., )V —REHRETIEREHYFEE A, TT
DREFEFX DATLEEENMTOIDEAHYES  EICRODAE—TIAANERLET,

e  Automation > Campus Network > Devices > General Device Groups X— |2 EIL .
Policy Templates %'y LET,

Template Type Source Actions

e  Automation > Campus Network > Network Parameters X—<> ) DHCP, AAA, Parameter
HENZT

Refresh Q

Management... First IPv4 Ad Second IPvd First IPvé Ad Second IPvé Vendor Available Status DHCP Deploy... Last Success... Audit Status Actions

Aud

e  Automation > Campus Network > Network Strategy X—<°® Group Policies 27 Service
Chains %7, Policy Templates #7 . $ & U Time Ranges %7
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Group Policies

Access Policies

S

Automation > Campus Network > Devices X—< () Device Replacement. IP Address
Pools. VNID Pools %E D /A5 A—5—,

System Name ~ Device Cat. Fabric VTEP IP Device Role Online State Management State Data Synch... Actions
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Eeh-TRERAb

)—DFINA R IZE B
DERE

=AU B—TIARIE, TINARIZTHOERTBEFTTHL, TURRA VNI EEERTEET . IUR
IRAVME =TT/ RICEBER T &S TERI SN A MUY ET,

A B—DIARTIL—TAD A IN—D B

1. Automation > Campus Network > Devices > General Device Groups R— (T E)L. User
Direct Connection-Leaf Interface Group ELVSZ RTINS IL—F =5t $ 5 Edit 742 E%EH
1)w4 LT, Edit General Policy Group R—C#BEET,

Q Fabric All

Type Group Member Group Policy ~ Fabric Source Description
Device Group ~ Group Mel

Device Group ~ Group Me

Device Group  Group Me|

Device Group ~ Group Member (0)

Group Me|

Group Mel

Group Member (0)
Group |

Group Me|

Device Group ~ Group Member (0) G K em-Default

Device Group ~ Group Me (0) G 0) z efault

2. Member #7 T, Add 9)vHILET, V=TT AL RADIVRRAVMMIEHRISN TS/ 4—T T
AREEIRLET . ADD 9 IL T BIRLI=AVA—TA R ANMIA A=A REEML .,
OKZVYILET  AVE—TIAREEBMT BE RODEISIBER—UHARFTEINFT,

Edit General Policy Group

Name Description
Fabric

Subtype

Member

Delete

Interface Name Belong to Device Actions

No Data

{showing 0 entries
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3. OKZEHUYILT. AvN—DEMERETLET,

AB—DTIA ARG IL—T~ADR)L—N) EH

1. Automation > Campus Network > Devices > General Device Groups XR—U|ZFEEIL . Add
#4')v- LT, [Configuring a policy template] CE&E LIz R —ToTL—bEERL. T IL—7F
RYD—ITEBMLET , EROIKRIZHLT, 802.1X BT FL—hEf=IX MAC/IMAC R—% )L
ATV IL—hERETEE T, 802.1X FBEE T L—hE MAC/IMAC R—2LERBEE TV TL—b

DA ZRCNIBA L A—TzA(RICERALGWNEEZHEOLET,

Edit General Policy Group

Member

Add Delete

Interface Name Belong to Device Actions

2. V=OTNRARIZBRFASNDREIL. RDEBYTY,
802.1X FREE T T L—hEIF MACMAC R—ZILEBET T L—h &, REOKRISHELTIU2
— A RIZEBRALFET . BIRTELTUTIL—FE 1 D214 TH, COBFITIE. MAC/MAC R—45IL
REAETVIL—MDERASIhET,
[Leafll-Ten-GigabitEthernet5/0/22]display this //Interface directly connected to endpoints.
#
interface Ten-GigabitEthernet5/0/22
port link-mode bridge
port link-type trunk
port trunk permit vlan 1
mac-based ac
mac-authentication
mac-authentication domain isp
mac-authentication parallel-with-dotlx

mac-authentication critical vsi vsilé7 url-user-logoff

#
3. REMNETIDE U—TTNARIHERSNTOSI U RAUMERIETEET
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A—H—=H)TLAIIIGEI) 21— DIERK

A

g

P-4
=

EAD #EEZERALALME AL, Enable Policy Server #7723V BIRLEWIEEREHLET,
TIHILETIE, SO/IRTA—F—HEIRSNTWET COF T avE#ERT DL, iNode Y5147
FEERTEA 54 802X BRI A—H —D IR —THMA 3 /N\—rE—EfRZEBA %, 1
—H—([FBEIATIAUITRYET,

e Automation > User > Access Parameters > Policy Server Parameters R—I T, 2—H—%
DTAAN))1—avERELFET,

BEGLANY 2R YNT—IR A DIERK

D)TFANINARF—LITEIZEIAY—N—ZEENFEEL, 1 —F—FREEM EIA Y—/N\—THEHETELR
WESIZ. a—H—PEEDEX AV TATIL—"TRHDOVY—RIZTIEATESLESZTEEHIZFERS
NETBEDEX)TAIIL—TE0)T1hI X2 T4 IL—T T,
EERY—EREZERTEEE. EELY—ERIZHLTDHCP H—N\—%BTETANELAHY . BEE
HEXa) T4 IW—TIzd T B YT RykH DHCP H—/\—[ZB{E&hFT, H3C DHCP H—/3—F
=&Y —K/S—F4® DHCP H—/N\—%FEHATEEY.

B>
I

&1

NEERA VT, EEREX T4 WV—T% 1 DE TR TEET,
DI)TAHANEFA)TATIN—TETFAR—b RN T—ITHRETILENHY. VPN 1 REY
R vpn-default TOUTAHINEF1)T4TIN—TH#HZRET D EEYR—LShTOER A,

RRNTS9T4RELT, EEX DHCP Y —/\—% EIA Y —/3—_ BYOD DHCP #—/\— &V
H—E X DHCP H—/N\—,IERIDH—/N\—IZBRELET , EBLEY—/I\—ERVRT—IT /N A
BEICRZETEAILEERLET,

Automation > Campus Network > Private Network > Layer 2 Network Domain XR—J (2 EILE

ER

1. Add %%')vy~LTAdd Layer 2 Network Domain R—JHBE, RO /NTA—E2—FHRELET,
o Private Network: 754 RX—kRyhD—9%EF RLET , vpn-default (LERTEEE A
o Type: Critical Z:ZRLET,
o IPv4 Address Allocation: Dynamic ##iRLFET,

o DHCP Server: EZ7% DHCP 4 —/N\—%&:&IRLET , EFEA DHCP 4 —/\— B DFMIZD
LNTIX. [Configuring the critical DHCP server]ZSBLTLZ&LY,

o IPv4 Address Lease Duration: 774 /)LFTIE 10 SIZEHRESNTLNET,
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Add Layer 2 Network Domain

Name Isolation Domain

CriticalDomain isolate_domain1

Private Network Type
Teach - Critical

VXLANID ©

Auto Manual

VSIMAC IPv4 Address Allocation

0000-0000-0001 Dynamic

IPv6 Address Allocation DHCPv4 Server @
Manual micv4

1Pv4 Address Lease Duration

0 Day 0 Hour Minute

Subnets

IP Version Gateway IP Secondary Actions

No Data

2. Subnets #7T.Add &9)vILFET , RIRENT-R—I T, Name & CIDR Z5%EL. OK &9y
ILET LAV =2 RILT—IR A OR—DIZRYZET,

3. OK %Yy 9B, Layer 2 Network Domain R—J(ZHLWEBELL AV —2 Ry T—IR AL
UMKRRINET,

=TT NARIZEBRASNIEE:

#)—TTINAAD VS| A F—TxA R ERET S DHCP 4—/\—® IP PRL X[, EEA DHCP H—/\—® IP 7FL X
<Y,

#

interface Vsi-interfacel67 //The VSl interface number corresponds to the VXLAN ID in the Layer 2
network domain ID.

description SDN VSI Interface 167

ip binding vpn-instance Teach

ip address 40.0.0.1 255.255.0.0

mac-address 0000-0000-0001

local-proxy-arp enable

dhcp select relay proxy

dhcp relay information circuit-id vxlan-port
dhcp relay information enable

dhcp relay server-address 192.168.2.210

dhcp relay source-address interface Vsi-interfaced4094
dhcp relay request-from-tunnel discard

#

E Bt Xa) T4 IIL—T DERL

3
PDEERAA VIR TER D) T4 EXA)TATIN—TIE L1 DDA TT , DEERAUIZEHDT7T
Uy HBIEE. TRTDI7IUVIN 1L DD T14hIL X745 L —TE=HEBLET,

Automation > Campus Network > Security Group > User Security Group R—Z|ZHBEILE T,
1. Add &9V IL RONFGA—E3—FFELET,
o Private Network: 754 RX—+rRyhD—O%E&RLET,

180



3.

o Type: Critical Z2#RLFET,

Add Security Group

Name

CriticalGroup

Type

Critical

Layer 2 Network Domain Information

Add

Layer 2 Network Domain Isolation Domain

Showing 0 entries.

Private Network
Teach

Isolation Domains

isolate_domain1

IPv4 Address Allocation IPv6 Address Allocation Actions

No Data

Layer 2 Network Domain Information #7%:&RL. Add #4)vY L%, Add Layer 2

Network Domain R—S T, BEFHDI TR A EBRL By avzsyvsLc &
EFEHDI)TAHILLANY—2 XyRT—HR AL % Selected Layer 2 Network Domain ') Ak
EMLET, OK 2V vyl THREEZREFLED,

User Security Group

Add Layer 2 Network Domain

Available Layer 2 Ne Domain Adding Selected Layer 2

¥ Name Isolation Domain Name Isolation Domain

® | CriticalDomain

isolate_domain1

& Showing 0 entries > 15 fpage ~

Type VLAN ID
Critical v Auto Manual

Layer 2 Network Domain Information

Add

Layer 2 Network Domain Isolation Domain VXLAN ID IPv4 Address Allocation IPv6 Address Allocation

CriticalDomain

isolate_domain1 9 Dynamic Manual

Showing 1 - 1 of 1 entries. Page 1 of 1

OK &#41)v99 %L, User Security Group R—=UIZEH LWV T1hIL X2 T4 L—THRTR
ShET,
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Security Group

User Security Group

Add Refresh € oup Name Private Network ~ All v  Type All

+ Name Type Private Network VLAN ID/SGT Layer 2 Network Domain  Security SubGroup Actions

BYOD_SecurityGroup BYOD

CirticalGroup Critical education

RYS—TFoTL—bDEE

D) TAHIEREEB T BICIE. RIS —ToTL—bTOUTADIVBEEERTEL. V=T T/IN( A
B—DIARTN—TZR)—TFoTL—rE@ERTIDENHYFET, 5 L<IE. [Configuring an
interface policy template of the 802.1X typeJd & U [Configuring an interface policy template of the
MAC/MAC portal authentication typel#Z L TLIEE0Y,

Automation > Campus Network > Devices > General Device Groups XR— [ &L . Policy
Templates 7 JvIL%ET,

cy Templates

Edit Interface Policy Template

RIO—FTUTU— b EERALT) =89 )94 3—DA R L—THEEENDE, OV bA—F5—
FERL VSIEEDREL)—IF )74 08—JA RIZRELET,
#

interface Bridge-Aggregationl023

port link-type trunk

port trunk permit vlan 1 101 to 3000 4094

link-aggregation mode dynamic

stp tc-restriction

mac-based ac

dotlx

undo dotlx handshake
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undo dotlx multicast-trigger

dotlx unicast-trigger

dotlx critical vsi vsil67

dotlx critical eapol
mac-authentication

mac-authentication domain isp
mac-authentication parallel-with-dotlx
mac-authentication critical vsi vsil67 url-user-logoff
port-security free-vlan 1 4094

#

service-instance 4094

encapsulation s-vid 4094

xconnect vsi vxlan4094

#

BELITYY—ZAADTIERETE

GUTahNEF )T W—TIE TS5ARX—bRybT—% vpn-default TR E TEE LA, BHS0 8
RAS VIR ENE=2)T1hIL X2 ) T4 I —TFIEERLEYEST  RANTS59T4RELT. EHDTS
AR—RRYRT—=IMDTHEREINDS IT)Y—RT )L—T% vpn-default TS5 A R—bRybD—9(ZTF
AALET RIZ, TIAR—=bRIRT—IAD ITVY—RT IW—TH#EREL. V) T1hILEX2)T45
IW—TEELPITVY—RGTIWN—TIZT7 R T IEREHERELET,

TIAILLTIK, T5AR—RYbT—2(F vpn-default TS5/ R—r Ry kT —4H E@IETE, vpn-default
12X T BT SAR—LRYNT—=IDTIHILNT AR —hH Permit E£f=(& Deny IZERESNTLNVD
MESIMhIHET, vpn-default ICEEEM (FENTZ IT UY—RT IL—TIZF7IERTEET, Lizhto
T TFAR—=bRYLD—=ITITVI—RT IL—TE#ERLTHL. EEGEFAVTATIL—THEED
ITYUY—RT =TT I ERTERNKSIZT I ERRIS—EERTILELNHYET , COF=HIZ(F,
ITYY—RTIW—TIZH L THEEE—FDT IL—TR)—E=RBEALET,

S B DHCPY —/\—DERE

DUFANNAEELTAYT L —TERET BHE L. HUT AL DHCP $—N\—EIEES DUEHBHY
ES

o  HDERAAUIZHEREN TS DHCP H—/\—H Microsoft DHCP H—/\—TH BI85 &%, #DH
—N\—%BEH DHCP y—/N\—¢LTHERTEED,

o [REERASUIZHEREINTLVS DHCP H—/\—H H3C vDHCP H—/\—TH BB & (%, FHLLY
DHCP H4—/\—%EE4 DHCP H—/N\—¢LTHEETINENHYET,

BEE/DHCP H—N\—DFEEIFRDELYTT .

e  EE DHCP #—/\—H H3C VDHCP H—/I\—TH 255 . RIHXEIEBEHYVEE A,
[Creating a critical Layer 2 network domain]® 35 & &, vDHCP #E#5#IRLET .

o  EEX DHCP H—/\—M Microsoft DHCP H—/\—T#H 5B & (&, VXLAN 4094 7KL AT —JL
FRETOIVLELIHYET,
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Microsoft MZ§E4S DHCP H—/\—D#E Rk

Microsoft DHCP H—/\—#%E &7 DHCP H—/N\—&LTHERT 5154 (%, VXLAN 4094 PRL A T—
IWEEBRTE2LENHYET , VXLAN 4094 7RL R T—ILD#ERKIZ DL TIE, [Adding a Microsoft
DHCP serverlZ& L TLZE0Y,

BEELEX 1T IL—THNEREhbE, ROBRIZTRT &SI, BIRLI-FEE% DHCP —/\—|ZE
BEHY—EXDTRFLRT—ILAERESNET,

F‘EE*HFF

RALUNZERD 777 )9 0HBIEE L. EHDT7I )y 125 LT VXLAN 4094 7RL AT —
IWERETIDHENRHYET,

NI

Microsoft D EffE4S DHCP H—/\—D#&E Rk

BRfE B E—FTIE. SeerEngine F+¥>/ ROV rA—5—I[& DHCP 4 —/N\—([ZBREZBHLEE A,
DHCP H4—N\—LEDEELEFAVTAOIN—TRHOY TR EEUTFRLRAT—ILEFEHTERT S
WHELHYET,

VLAN 4094 DRAa—TDERL
Microsoft DHCP #—/S—T. VLAN 4094 D RO—J%#FETHELET,

COTRLRARA—T4HBATHE ML, RTHERSNSIEELREF2)T1TIL—TDIP PRLRT—)L
MoA—H—A IP FRLRERIGTEDESITTHIETY , VLAN 4094 RO—TEER T HLENHY

FI. BRELEWMGE ., A—Y—([I DX 1) T4 IW—TIZEoTHERESNI=Ra—T M5 IP PRLR
EMETEFE A

.d-_
YEER AL VBB D 77T VOB BIGE X ERDT7T )y IIZx LT VXLAN 4094 7RL R —
IWERETILENHYET,

= d\ T

1. H%'vYLT New Scope #ERL. New Scope Wizard R—C#FBEET, Next #9JvILTH
AIEAALET,

184



4.

@ DHCP

4 g \i\f\N-JSNDBOSLHJF \'6'\ Add a Scope
4| IPv* -
2 Display Statistics...
& A scope is a range of [P addresses assigned to computers requesting a dynamic IP address. You must create and configure a scoj
.
.4 New Multicast Scope... To add a new scope, on the Action menu, click New Scope.
PR

8 Configure Failover... For more information about setting up a DHCP server, see online Help.

Replicate Failover Scopes...

Define User Classes...

Define Vendor Classes...
Reconcile All Scopes...

Set Predefined Options...

View J
Refresh

Properties

Help

Next #4')voL T, IP Address Range R—UIZ7IHERALET, IP FRLAET AV REAALE
T, ChlE. T/ALZAED VXLAN 4094/VLAN 4094 O IP PRL R BT AU MERILTHALELH
UEY,

New Scope Wizard

IP Address Range o
You define the scope address range by identifying a set of consecutive [P addresses.

Corfiguration settings for DHCP Server

Enter the range of addresses that the scope distributes.

Start IP address: |13n. 1.0 . 1

End IPaddress: | 130. 1 . 0 .250
Corfiguration settings that propagate to DHCP Client

Length: | 24 _%I

Subnet mask: | 255 255 . 255. O

cBack || Net> | | Cancel

Next 7V ILET BLNR—CT RIS IP TRLREEEZAALET . COFIBEEA T3
UTYBRETEDDIXT —bITAIP DHTY . Add ')y IL T, PRLRZYAMBMLE
—é—o

Next Z0JvILET, )—AHMEZE 1 BITERELFY .
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New Scope Wizard

Lease Duration e
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainty of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewize, for a stable network that consists mainly of deslkdop computers at foced
locations, longer lease durations are maore appropriate.

Set the duration for scope leases when distibuted by this server.

Limited to:

Diays: Hours: Minutes:
=1 = =1

B=RE=RES

5  Next &[T TOVvILFET, CCTHRALTLGELYATA—E—[ZDTIE. Next #9vILET,
Activate Scope XR—I T, Yes, | am activating the scope now #EiR

6. NextZ#%')vYL.Finish&5yoLET, REMNTET T HEL VLAN 4094 Ra—TF([FRD K5125%

~aX

—_
EENFET,

? DHCP Contents of DHCP Server Status

4 5 WIN-JSMO305LHIF | Superscope CampusMetwork ** Active **

4| Gy IPvd .. Server Options
4[| Superscope CampusNetwork &l Policies
4 | Scope [130.1.0.0] SDN_IP_POOL_VLAN40%4 I F Filters

¢ Address Pool
& Address Leases
I+ (2| Reservations

-, Scope Options
4| Policies

.3 Server Options

| Policies

I+ [# Filters

BELEX )T IN—TRaA—TEEFET S

1. Microsoft DHCP H—/A—TH%1)v- L. New Scope ##EIRL T. New Scope Wizard R—I%
REFET,
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3.

F DHCP

4 3 WIN-JSNO3OSLHIF (0! Add a Scope

4|5 Py -
2 Display Statistics...
a A scope is a range of IP addresses assigned to computers requesting a dynamic [P address. You must create and configure a scop
:

14 i New Multicast Scope... To add a new scope, on the Action menu, click New Scope.

4 g IPv

] Configure Failover... For more infermation about setting up a DHCP server, see online Help.

Replicate Failover Scopes...

Define User Classes...

Define Vendor Classes...
Reconcile All Scopes...

Set Predefined Options...

View »
Refresh

Properties

Help

ZRIEANLT EELREX1YTAIN—TEEBRLET,
Mew Superscope Wizard

Superzcope Name —

You have to provide an identifying superscope name.

MName: | Critical |

| <Back | Net> | | Cancel

Next #%2')w4 LT, IP Address Range R—U (27 1 ALET , [Creating a critical security
group] TRELE=Y T Rybt5 AU RERIL IP SBEE A DL TS,
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IP Address Ranoge o
You define the scope address range by identifying a set of consecutive |P addresses.

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: |4ﬂ. 0.0 .1

End IP address: |4ﬂ. 0 . 255 254

— Configuration settings that propagate to DHCP Client

Length: I 16_%

Subnet mask: |255255 0. q

| <Back || Net> | | Cancel |

4. Next#%51)wSILT, Lease Duration R—UIZ7I9EALET , EELYY 21— 300D —RE %
10 PR ET IHENHH1=60. V—RAHE% 10 2R ELET,

Lease Duration ——r
The |lease duration specifies how long a client can use an |IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical netwark. For mobile netwarks that consist mainhy of
portable computers or dial-up clients, shaorter lease durations can be useful.
Likkewise, for a stable network that consists mainly of deskiop computers at fived
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distibuted by this server.
Limited to:

Diays: Hours: Minutes:
| o | o [d
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BENETTHET, Next £7UILET,

? DHCP Contents of Scope
4 | WIN-JSND305LHIF {pAddress Pool
4 gy Pvd @ Address Leases
4] Scope [52.0.0.0] Critical ] ii| Reservations
£t Address Pool .. Scope Options
@ Address Leases F| Policies

b (2] Reservations
", Scope Options

| Policies

AaA—TDOR)—%HBELET, TOMMDEEE(X. VLAN 4094 DRAOA—TR—HREERBLT
-a-o %o)f:&)s ::f'igimggﬁﬂﬂbiﬁ/\lo

Policies #G6%')vJL., Add ZEIRL TR —BEAALET, Next 5w LT, Configure
Conditions for the policy R—Z(Z7HEALET,

Add %4')y4 LT, Add Condition/ Edit Condition R—U (27Ut ALZET , Relay Agent
Information Z:&{RLEY , Operator # Equal IZRELEFT, JL—I—C U bDIEIX ASCII O—
K. 30303030 T#aEY. VXLAN ID @ 30313637 M EFE T, Ztld. VXLAN ID H¥ 167 TH D
CEERLODREFT  HETMILRA—F T, FEDEIZ—HLET, VXLAN ID {ElX. 2UT1H
LEFa)T49 L—F D VXLAN ID ETT,

Add/Edit Condition B

Specify a condition for the policy being configured. Select a criteria, operator
and values forthe condiion.

Criteria: F?elay Agent Information hd
DHCP Policy Cdf  Operstor: | Equake v
Configure Conditicns for the policy Value {n hex)

(" Relay Agent Information: |

—
A policy consists of one or more conditions | ' 10 7
Address) that are distributed to the client. T Agent Creut D |3D3D3D3D3D31 353-1__J

settings to clients that match these condtiol

(" Agent Remote 1D: |
.ﬁ. A policy with condttions based on fully g
= corfiguration settings for DNS but not fo (" Subscriber D: |

Conditions Operator
[ Prefic wildcard(*)
[:|7 Fppend wildcard(") J

Ok | Cancel

< Back Neat
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9. OKZEVVYILTHREZRFELET , RIC. Next &0 vILTRYS—BREER—JICT XL
%9, Configure IP address ranges for the policy /A5 A—42—% No [ZERELET,

10. Next 4y LT Summary R—JIZF7HERALET  Finish 29Uy LET AT T T5HE.
RDESER—IBNRREINET,

T DHCP [ﬂh(y Name Description Processin. | Level ] Address Range State
4 a WIN-JSNO305LHIF [ Critical 1 Scope 52.0.0.1 - 52.0.255.254 Enabled
4§ IPva
4 [7] Scope [52.0.0.0] Critical
£ Address Pool

@ Address Lesses

|» (2] Reservations
., Scope Options
4l Policies

. [ Scope [130.1.0.0] VLAN4034

£} Address Pool
& Address Leases

b (5| Reservations
", Scope Options
4] Policies

R—/8—ZXaA—T D YEEL
1. HY)vILT New Superscope #ERL. New Superscope Wizard R—CFREET,

G DHCP
4 3 WIN-JSNO3OSLHIF
4 ?lE- Display Statistics...
R Mew Scope...
E‘Jmﬂuperscnpe... j
? Mew Multicast Scope...
Configure Failover...
a [ Replicate Failover Scopes...
Define User Classes...
I Define Vendor Classes...
Reconcile All Scopes...
= Set Predefined Options...
<t WView 3
4 7 Refrech

2. NextZHUvoL.,LEIEAALET,
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Superscope Name

ou have to provide an identifying superscope name.

Mame: I-'"'-DCE"'I'IDU5|

3. Next#%")ws LT, Select Scopes R—UIZFIHEALET, All/EF LTz Critical £%a)T44
IW—TFRO—TE VLANA094 RO—T%#H v I LET,

Select Scopes

You create a superscope by building a collection of scopes.

Select one or more scopes from the list to add to the superscope.

Available scopes:
[52.0.0.0) Critical

[130.1.0.0] VLANA4DS4

<Back || Net> | | Cancel
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Next #91yIL T R—/I\—RA—TDERET TLET, ST, A—/S—Ra—FIZI&, #7IIZE
L7z Critical Ex%2)T45 IL—FA3—T & VLAN4A094A ZO—T N TIZEENTLNBRIEAD

MrYET,

% DHCP
4 EI WIN-ISMNO3O5LHIF
4| IPv4
4[] Superscope ADCampus |
I ] Scope[52.0.0.0] Critical
b [ Scope [130.1.0.0] VLANA0S4
-3 Server Options
| Policies
I & Filters
4 G IPvE
-3 Server Options

Contents of DHCP Server

Status De
| Superscope ADCampus ** Active ™
-3 Server Options
4l Policies
7 Filters

BEERYa1—2a3 DT RTOEBBEMNTE TLEL R, J93E., EIAY—N\—([ZEELREL-ES.
A—H—[FEFNICEEL X1 TATIL—TIZAY A oSA oL E I EE ST

AT IW—TH5% IP PRLREREBLET,
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ITYY—RT )IL—F
IT)Y—RT IL—TDVERK

ITYY—RTI—FZF. X a)TFaTIN—T 21— —RT7 o X TELRYET—H))—ZANEENT
WET, X )T NN—T1—F—DITYY—RTIL—TAHADY—/IN—1)I—ZA~ADTHtRIE. 7Y
AR —FRBETHETHIEITEET,

A

Dig

P-4
=

IP 7RLAIUR)—DEUL T VY—RTIL—TZHIBESNFEEA. 1 DD ITJY—RT )L—TIZEM
FTBIP 7PRLARAIURN)—D#IE. 20 LLTFICTAIEEREDHLET,

1. Automation > Campus Network > Security Group > IT Resource Group R—[ZFEILE

-9-0

Security Group

IT Resource Group

Private Network Address Information Description

2. Add Z9UvIL. ZRIEAALT, YI—RTIL—THET DT SAX—bRybT—0%&RL.
Add Address Entry 29 LT, 1 DU EDHYTRyrE)Y—RI M) —ELTEMLET,

Add Address Entry

Type o
Add Address Entry 151.1.0.0/24

3. OK%¥vy—95&. Add Resource Group R—UIZRYET, OK #5)v I L THERERELE
9, BML= ITYY—RYIL—T (&, IT Resource Group R—UIZRRENFET,

Security Group S L

IT Resource Group

Add  Refresh

~ Name Private Network Address Information Description
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ITYY—RTIIL—T~DT7HtX

ITYY—RTIN—TDH—IN—IE V=TT INARATIFEL RNNA VT INARIZRIVRT B EEBEFO
LET, kY, ROREIZTRT LS AFITRYNT—DIZERD) — T T NAANEFEETREEIZ.F
BRNS D4y 0%EEBTEET,

RIAVTINNARIE PEBAB3—TA X PortA ZFERALTIT UY—RTIL—F(ZHEHELET , PortA (&
M AC R—KMZRESNTLET,

IT resource group

Automation > Campus Network > Network Strategy > Group Policies R— T, TS5/ RX—kxy
k7 —% ? Default Policy %7€ I-xtL T Permit £7=(X Deny #R{RTEZET,

Network Strategy

Group Policies

ation Security Group  CriticalGroup, ... =

o Access Policies

Default Policy [Permit ~

e Permit Z#RBIRLI-BE. TT3AR—b R VRT—IOHRDTRTOA—H—(L, T IL—TRIS—%1E
BLESTH T VY—RTIW—TRHDYY)—RIZFHVERATEET , A —HF—IZKB ITIY—RT )L
—TIADTIEREZ LT BIZIE EFTE—RDYT IL—THR)—E#ELET .

o Deny %ERTBHE BETIE, TIAR—bRYNT—IDFTRTOA—H—MIT JY—RT)L—T
ADYY—RIZF O R TELELGYET , A—F—NITYY—RTIWN—TFIZF VR TELKSIZT
BIZIE FFAE—RDIIN—TRYS—EBRLET, —F—D T UY—RIIL—TFIZF7HUERT
ERNESIZTBICIE. TIL—TR)L—%EBRTE2LEEIHYEE A,
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RRANTSHTFARELTIE T VI—RG IL—TRADINT )95 —IN—F RINL T I\ IR A TR
L. TSAR—=bRYRT—=I DT I+ LT 1 RR) L —(Permit £z (& Deny)IZE{%7%<. vpn-default
TSAR—k Y T —H (2 H—N—FRELET,

ITYY—RT IL—TH vpn-default TS5/ R—rRxybT—IIZBBASNTWSIGE . EXa)T40L—7
(X, TSAR—bRYLT—IDEEDT AR —(FFal &£z [EHEE) R T Y —RT L—T
LBETEET . TSAR—bRYLNT—=IDB T UI—RTIN—T DT I EREZILTBIZ, FEE—
FOTIL—TR)—%=EBLTRALET,
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BRTNARZNLENBRINT—IO~ADTH
TR VTIVRINLY)
¥ED VPN DA LS A—F =N ER VI —O LBIETEE KT BICIE. S EfIL—hEBE R

TRRIIERTNARERELET,

RAEDVINITTN—2av TR BR T NARELTRNIAVFEEEERED)—TTNAREBETEE
ER

ROETIE EBRTNNARELTRIA T NAREZFEALTLEY,

Fr U INARYNT—H1Z1E 1 DEEIEERD VRF #XETEET, COETIE. HE RV T —H%5
[ZEY ., TS5AR—pRybT—HRD 1—H—PC(20.0.0.3)M 9 &8 Ry T —4(20.1.1.0/24)IZF 7 AT
EBESTTBEHD, A bO—F5—F N LI — R EERBRIZDOWLTEHRBALET,

Public network

y Rout
Private network spineglgz'm&m'm/31 x @

192.168.10.11/31 20.1.1.0/24
Lea@

@

PC
20.0.0.0/16

BERTINARTIL—TDER

R—F—FINA AT )L—T%BMNT BI1Z[%. Automation > Campus Network > Devices > Border
Device Groups X— (&L, Add 0y LET,

1. T7771)yH%ERL. Position T Egress Gateway Z:&iRLET .

Add Border Device Group

Device Members

Add

Device Label System Name Actions
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2.

Device Members #7 T, Add #9)vILET . BERTNARELTRINAVTNAREE)—T
TFTINAREBIRTEF T EBRTFNAREL TRV TNAREBIRT BHIEEZTHET,

Available Devices Selected Devices

Select All ¥ Select All

leaf 177.7.7.8 ) ¥ kpine 177776

HARYRI—91))—R%E%TE T HIZ(F. Resources for External Connectivity #7%&%4")w4L
T4, rULT—Y)Y—ROBHENV L TIFEAINEITRLRAT—ILE VLAN T—LERETESE
T T NADBNEBRYT—VEBET HELEED)Y—REIY K TIZ(X. Campus Egress
Address Pool §%5E& Campus Egress VLAN Pool BREERT7 CTHRETIVLENHYET .
SNHREEFHZRTELLELESE. [Adding a private network (optional)lJ TH WS —ko A A2/ —%
BT HEF(IZ, Manual Configuration for Egress Network Resource Allocation Mode %&
RIDBELHYET . IT7A T I4A—ILR YT —01)Y—RE|Y B TOHOEEIZIE. Security
Egress Address Pool, Security Egress VLAN Pool, & Firewall Management Address
Pool B2 EMFEHAINFET, FEMIZ DL TIE. TAD-Campus 6.2 Security Convergence
Configuration Guidel#ZBL T=E, COETIE., Fro N\ RH AT — b7/ )V —XDEFE
[ZDLWTH

Campus Egress Address Pool 9y L. BEDTRLRAT—ILEERT . HILLWFRLR
T—IVEEBLET . FILLWF YN R ATRLRAT— LD ERZERIRLIZIGE. 20X v/ SAH
AT7RLRT =)L O—HILELUPYE—FIP PRLRZE AR VLD —9)Y—XIZE|Y LTS8
IZERASN. IPv4 PRLRE IPV6 PRLRAD W AEHR—ALET,
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Add VLAN Range

Start VLAN ID
4001

Add VLAN Range

Campus Egress VLAN Pool #91)v9L T, BEF®D VLAN T—)LER#IRTS5H ., FLL VLAN
—IEEBLET LY /SR A VLAN T—ILDEREEIRLI-BE .. COX v/ A B
VLAN =)L, A=A RykT—H L) E— bRy —OBIOBEROE ARVET—H1)Y—R
[Z VLAN Z#E|Y L TH=OIZfERASNFET, VLAN ID DIED R (F 4001~4050 TY,

Add VLAN Range

Start VLAN ID
4001

Add VLAN Range

HARYRT—H1))—ZADBENTTLES, OK 9w oLET, TDH. EBLEEBRT/NAR
GN—TEBRTNNART IL—TYANIRRTEET,

Edit Border Device Group

Resources for External Connectivity

impus Egress VLAN Pool

outvianpool

Security Egress Address Pool Security Egress VLAN Pool

Firewall Management Address Pool
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Add  Refresh

Device Group Name escription Positio Group Member

HJYQ_Border Egress Gateway8Fabric Intercon...  spine_177.7.7.6(2Spine)

TIAR—bRycT—ODEMF T aY)

HAT—bITADTFAR—bRYNT—DZEBMT HEEIT, VRF £BEAF—TILIZLET ., VRF #£F
#A1—7JLIZF BIZIL. Automation > Campus Network > Private Network XR— (2B EHL .
Share VRF # Yes [ZERELFET,

Private Network

Add Private Network

Name Description

externalNetwork
VPN Instance Share VRF
Teach

VXLANID @
Auto

HAT—kOA4DEN

AT =A% EBMTEEEE. BEICELTT — I/ E—FEERLE T /N TV o5 =+ xA
ZERTBIGEIE.VRF ZHETIRENHYET . T —h A A0 N\—ZEBINT HIHE (. LIRTICHE
LTz R—F —T ARG I —TEERLET,

e  Public: XTI —bozA1E EHDTSFAR—bRYET—ITHEATEES NTUVI45—b
DI/ DRESNTLNSIZE L. [Adding a private network (optional)] T/AT w5 —k) A HY
FERTERYNT—IFERT M. N TV I — o4 D VRF #F B TEMTEET,

e Private: 7S5/ RX— =+ A . 1 DDTSAR—b AU TV T THERATEET,

Automation > Campus Network > Private Network > Export Gateway R—J(ZHEILET

1. Add #%1)v%YLTAdd Gateway R—I#[E . Gateway Mode Z#ERLF 9, Add Gateway
Member 9"y LET

Export Gateway - A

Add Gateway

Add Gateway Member

External Network Actions

Member Name Fabric Border Device Group  Egress Network Re... Firewall OQutput Interface IP...  Output Interface IP...

No Data
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RRINI=R—I T, Isolation Domain, Fabric, Border Device Group 3 XU IP version, %%
{RL. Egress Network Resource Allocation Mode % Automatic Allocation 7=l Manual
Allocation [ZERELFE Y, Output Interface IPv4 Route Priority DT 74 JLMEI(Z 60 IZERESH
TWET BEICIGLTERETEET . EANEIVNIE | BEENELRYET,

o Automatic Allocation %:#{R3 % &, [Creating a border device group] TR ESNTLHRTE
2> T, VLAN, EARYET =015 A BERUE—IRYET =0T AR —F —F
NARIZBFIIZEIYETOENET,

Export Gateway ate

Add Gateway Member

Border Device Group
HFYQ_Border

Firewall
off

cation Mode

Manual Configuration

Output Interface IPv4 Route Priority * @
60
| External Network Resources

k@

Default Extemal Network

| Interface List

Add Interface
Border Device Interface Actions

No Data

o Manual Configuration #EiR§ 2155 (L. ER T /NI REE HHR VT —U%FEIRL. VLAN,
Egress IPv4 Address,. 5 XU E—F IPv4 PRLURAZFEITRETIVLELHYET .
Remote IPv4 Address (&, 71 IPv4 PRLRERIC AR YN T =915 AVNMIHEILENHYE
ED

Add Gateway

Galeway Name Description

QUT_gats

Privald - sharevpn(vpna)

Add Gateway Member

Member Name Fabric Border Device Group  Egress Network Re...  Firewall Output Interface IP...  Output Interface IP...  External Network Actions

No Data

Shoviing 0 enries
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4.

Add Gateway Member

Firewall

off

location M

Manual Configuration

work Resources

4001

Output Inferface IPv4 Route Priority * @
60 192.168.10.11

| External Network Resources

o HMBRYNT—V)Y—REBRLES  HARVIT—IODT IR TED )Y —REHBETER
ER

o AVA—TIAREBIRLET . HAMEZ—TIARIE, R—F —FTNARENERIL—FTFTINA R
IZEHT BRIV —TIARTT,

OK #7')v0¥d&. Add Gateway R—UIZRYFET , F—ho A A2 /3—D Actions Fl(2#H 5

Details 74:*/.%7')“//%& = —TINARAEN T NA R DEEIZEET S VLAN LU
TR =t AUNMESHRERTLET,

Gateway Member Details

Basic Info

Member Name Isolate Domain isolate_domain1

Fabric YQ Border
Group

IP version Firewall Network

Resources

Manual Configuration

Egress Network Resources

VLAN 4001 Output Interf;
IPv4 Route Prio

Output Interfac
IPv6 Route Pri

R Pvd 192.168.10.11
Address

OK #9vI L CEREEFFREFELET . RIC.ERLIzE 5 —bo 1% Export Gateway ') AMZFE
RTEET,

Export Gateway

Add  Refresh

+ Gateway Name Description Gateway Mode Actions

OUT_gateway — Private
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HAT—bITADTZAR—bRYET—O D
E AT

Automation > Campus Network > Private Network > Private Network X—[Z#EIL, T5A R —
kRyhT—4® Actions H5LIZ#H 3 Edit 742 B%E 5y oLES, MRV T—HEBIETIVE
DBHEITSAR—bRYET—IDHE AT — b4 EFRELET,

Private Network

Edit Private Network

Name Description

Share VRF

VXLANID @

Routing Policy

TINARICBRSN-H AT — O TAHREDRR

ANAVT AR DAV A—F—I &> TREASNZH AT — b I/ R EERRTEET,
NIV OF—br(E—FRICERASh =% 5E
° \/LABJEQEEZ
#

vlan 4001
#
o VLANAUA—TIARERE
#
interface Vlan-interface4001

description SDN VLAN Interface 4001

ip binding vpn-instance VPN1 //Instance name of the public gateway.
ip address 192.168.10.10 255,255,255,254
#
e VPNAVRAVAERE:
#

ip vpn-instance VPN1

description SDN VRF fc248f21-f522-42b0-9882-cea78ee24aldVPN1
#

address-family ipv4
route-replicate from vpn-instance Teach protocol direct

route-replicate from vpn-instance Teach protocol bgp 100

#
o HAHASF—FITADVPNALREVAD I —FEBEMERTE,
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#
bgp 100
#
ip vpn-instance Teach
#
address-family ipv4 unicast
default-route imported
import-route static
network 20.0.0.0 255.255.0.0
network 20. 1 255.255.255.255
0 255.255.0.0
1

0.0
network 30.0.0.
0.0 255.255.255.255

network 30.

#
address-family ipv6é unicast
#
o RBFAVIIL—PREFRIARRYTELTYE—F VLAN 124—T 14 X 4001 DT7RKLRAZER):
#

ip route-static vpn-instance Teach 0.0.0.0 0 vpn-instance VPNl 192.168.10.11 de
scription SDN_ROUTE
#

TIAR—NF—boz(E—FRICERBASI-RE
o Fr/iRH A VLAN:

#
vlan 4001
#
e ACLIIL—ILERFE:
#

acl advanced name SDN ACL SC PERMIT ALL
description SDN ACL SC PERMIT ALL
rule 0 permit ip
#
e  Fw/ARH N VLAN [ZE DS PBR RS —ELTE:
#
policy-based-route SDN SC VLAN 4001 permit node 65535
if-match acl name SDN _ACL SC PERMIT ALL
#
e VLANAUB—DJxA RKE:
#
interface Vlan-interface4001
description SDN VLAN Interface 4001
ip binding vpn-instance Teach

ip address 192.168.10.10 255,255,255,254

ip policy-based-route SDN SC VLAN 4001 Apply the PBR policy.
#
o  BGPADTIAIEEIVRETAvIIL—DBE:
#
bgp 100

non-stop-routing
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router-id 200.1.1.254

peer 200.1.1.251 as-number 100

peer 200.1.1.251 connect-interface LoopBack0
peer 200.1.1.252 as-number 100

peer 200.1.1.252 connect-interface LoopBack0
#

address-family 1l2vpn evpn

peer 200.1.1.251 enable

peer 200.1.1.251 reflect-client
peer 200.1.1.252 enable

peer 200.1.1.252 next-hop-local
peer 200.1.1.252 reflect-client
#

ip vpn-instance Teach

#

address-family ipv4 unicast
default-route imported
import-route static

network 20.0.0.0 255.255.0.0

network 20.0.0.1 255.255.255.255
network 30.0.0.0 255.255.0.0
network 30.0.0.1 255.255.255.255
network 40.0.0.0 255.255.0.0
network 40.0.0.1 255.255.255.255

#
---- More ----

#
o REATAVII—PRE(HRIALRYTELTYE—FVLAN 128 —T24/4 X 4001 DTRLREER):

ip route-static vpn-instance Teach 0.0.0.0 0 192.168.10.11 description SDN ROUTE

BRTNARXEDOHNEERYNT—IIZEHE SN
B—Dx A RIZEBRHAINT=EEE

#

interface Ten-GigabitEthernet2/2/0/36
port link-mode bridge

port link-type trunk

port trunk permit vlan all

#
BRTNARIZEHEINFLIT NS RDFHRTE

#

vlan 4001 //VLAN in egress gateway details.

#

#
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interface Ten-GigabitEthernet1/0/9

port link-type trunk

port trunk permit vlan 4001

#

# Configure an IP address for communicating with the border device. //Remote IPv4 address in egress gateway details.
interface Vlan-interface 4001

ip address 192.168.10.11 255.255.0.0

#

# Configure a default route to interoperate with the private network and the next hop is the gateway address of the external
network.

ip route-static 0.0.0.0 0 20.1.1.1
#

# The route from the public network to the private network needs to be configured for each network segment that communicates
with the public network, and the next hop is the border device.

#
ip route-static 20.0.0.0 16 192.168.10.10
ip route-static 30.0.0.0 16 192.168.10.10
#
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R—F—TNARENEIL—T INA ADBEE
F1FFT 27 IR—F—)

REDON—230TlE, avbA—5— 1 Ta7IILR—4 —H O BEERE Y R—TWVEE A2 D
DIR—F —TINAREFHTHRETIVELNHYET, COETIE, TaTILHR—F —T /N RDEKEIZ
DVTERBALET,

border 1D E%5E

o  NIYYIHAR®D VPN ZERLET,
#
ip vpn-instance VPNa
description SDN VRF GW
#
address-family ipv4

route-replicate from vpn-instance vpnl protocol direct //Replicatethe VPN routes and
repeat this command if multiple private networks exist.

route-replicate from vpn-instance vpnl protocol bgp 100
#
e VLANAUA—TzAREERBLET,
#VLAN 4001 [F, TER T /AA RENBRYET— IO DH D EDRB D EFITFERESNES
vlan 4001
#
#
interface Vlan-interface4001
description SDN VLAN Interface 4001
ip binding vpn-instance VPNa //Bind VPNa of the public gateway.
ip address 192.168.10.10 255,255,255,250

#
o L3FNAARITEFHEIN TN DAL A—T (X% VLAN 4001 [ZEIY S TET,
#

interface Ten-GigabitEthernet2/0/1
port link-type trunk
port trunk permit vlan 4001

#
o  J—tEAUKR—FFBHEIIZBGP ERELFT
#
bgp 100
#
ip vpn-instance vpnl
#

address-family ipv4 unicast

default-route imported / /Import default routes.
preference 240 240 130

import-route static //Import static routes.
network 20.0.0.0 255.255.0.0
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network 20.0.0.1 255.255.255.255
network 30.0.0.0 255.255.0.0
network 30.0.0.1 255.255.255.255
#

address-family ipv6é unicast

#

BRTNAREHAIZVLAN A 2—TJx/4 R 4002 23X ELET

#

interface Vlan-interface4002

description to border2 Interface 4002

ip binding vpn-instance VPNa //Bind VPNa of the public gateway.

ip address 192.168.10.12 255,255,255,250

#

DJRT NS RIHFEIN TSI E—TA X% VLAN 4002 [CEIYHTEY,
#

interface Ten-GigabitEthernet2/0/2

port link-type trunk

port trunk permit vlan 4002

#

NQA LBHFDEREZITLET

#NQA A RL—LavHERTNAADTYTIUHICBEERMITET,

nga entry admin borderl //admin is the username and configure it the same as the username configured when
a local user is created.

type icmp-echo

destination ip 192.168.10.11 //The destination IP is the IP address of VLAN-interface 4001 on the L3
device.

frequency 100

reaction 1 checked-element probe-fail threshold-type consecutive 3 action-type
trigger-only

vpn-instance vpna //VPN bound to VLAN-interface 4001.

#

# Enable the NQA operation.

nga schedule admin borderl start-time now lifetime forever
#

# Associate an NQA operation with the links between border devices.

nga entry admin border2 //admin is the username and configure it the same as the username configured when
a local user is created.

type icmp-echo
destination ip 192.168.11.11 //The destination IP is the IP address of VLAN-interface 4002 on the L3
device.

frequency 100

reaction 2 checked-element probe-fail threshold-type consecutive 3 action-type
trigger-only

vpn-instance vpna //VPN bound to VLAN-interface 4002.

#

# Enable the NQA operation.

nga schedule admin border2 start-time now lifetime forever
#

# Configure track-NQA collaboration.

Track 1 nga entry admin borderl reaction 1
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#
#
Track 2 nga entry admin spinel reaction 2
#
o  RETAVIIL—PFERELET,
#VPN vpnl MS/RAT UV IRIET—IADRET49 I I —bEREL, bIYI TN ) —FRET 19T IL—ZBE&E
FFEY,

ip route-static vpn-instance vpnl 0.0.0.0 0 vpn-instance vpna 192.168.10.11 track
1

#
# Configure a backup static route from VPN vpn1 to the public network. The next hop of the backup route is border 2.

ip route-static vpn-instance vpnl 0.0.0.0 0 vpn-instance vpna 192.168.11.11 track

2 preference 61

#

# Configure a static route to forward the packets from border 2 to border 1 to the public network.
ip route-static vpn-instance vpna 0.0.0.0 0 192.168.10.11

#

border 2D & E

o VPNAVREBVREHEHLET,

#

ip vpn-instance VPNa

description SDN_ VRF GW

#

address-family ipv4
route-replicate from vpn-instance vpnl protocol direct //Replicate the routes of VPN vpnl.
route-replicate from vpn-instance vpnl protocol bgp 100

#

o  HVLANAUA—DJAREERLET,
#
vlan 4002
#
#
interface Vlan-interface4002
description SDN VLAN Interface 4002
ip binding vpn-instance VPNa //Bind VPNa of the public gateway.
ip address 192.168.11.10 255,255,255,250

#
o  L3ITNARIZEHGINTNDAUE—TA4R%E VLAN 4002 [CE|YLHTET,
#

interface Ten-GigabitEthernet2/0/1
port link-type trunk
port trunk permit vlan 4002

#

o  J—tEAUKR—FFBHEIIZTBGP ERELFT,
#
bgp 100
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#

ip vpn-instance vpnl
#
address-family ipv4 unicast
default-route imported / /Import default routes.
preference 240 240 130
import-route static  //Import static routes.
network 20.0.0.0 255.255.0.0

1 255.255.255.255

0 255.255.0.0

1 255.255.255.255

network 20.0.0
network 30.0.0.
network 30.0.0
#
address-family ipv6é unicast

#

BRT N/ RBOEMRAIZ VLAN 18— 14 R 4001 £E&ELFT .

#

interface Vlan-interface4001

description to borderl Interface 4001

ip binding vpn-instance VPNa //Bind VPNa of the public gateway.

ip address 192.168.10.12 255,255,255,250

#
MOBRTNARIZEHFIN TR AUP—TT( X% VLAN 3 [ZEYLHTET,
#

interface Ten-GigabitEthernet2/0/2

port link-type trunk

port trunk permit vlan 4001

#

NQA LB DEREZITLVET

#NQA A RL—LaVE#ERTNARDTYT I ICBEEMITET S

nga entry admin border2 //admin is the username and configure it the same as the username configured when
a local user is created.

type icmp-echo

destination ip 192.168.11.11 //The destination IP is the IP address of VLAN-interface 4002 on the L3
device.

frequency 100

reaction 1 checked-element probe-fail threshold-type consecutive 3 action-type
trigger-only

vpn-instance vpna //VPN bound to VLAN-interface 4002.

#

# Enable the NQA operation.

nga schedule admin border2 start-time now lifetime forever

#

# Associate an NQA operation with the links between border devices.

nga entry admin borderl //admin is the username and configure it the same as the username configured when a
local user is created.

type icmp-echo
destination ip 192.168.10.11 //The destination IP is the IP address of VLAN-interface 4001 on the L3
device.

frequency 100
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reaction 2 checked-element probe-fail threshold-type consecutive 3 action-type
trigger-only

vpn-instance vpna //VPN bound to VLAN-interface 4001.
#
# Enable the NQA operation.
nga schedule admin borderl start-time now lifetime forever
#
# Configure track-NQA collaboration.
Track 1 nga entry admin border2 reaction 1
#
#
Track 2 nga entry admin borderl reaction 2
#
o  RETAVIIL—IERELFET.
#VPN vpnl MS/ATUYIRIET—IADRETA9 T I —bEREL, bFIYI TN —ZRET 197 IL— &
FEY,

ip route-static vpn-instance vpnl 0.0.0.0 O vpn-instance vpna 192.168.11.11 track
1

#
# Configure a backup static route from VPN vpn1 to the public network. The next hop of the backup route is border 2.

ip route-static vpn-instance vpnl 0.0.0.0 O vpn-instance vpna 192.168.10.11 track
2 preference 61

#

# Configure a static route to forward the packets from border 1 to border 2 to the public network.
ip route-static vpn-instance vpna 0.0.0.0 0 192.168.11.11

#

BRTNARIZEHEINL3IT/NAMRADERTE

e VLANAUA—TJzAREERHLET.
#
vlan 4001
#
#
interface Vlan-interface4001
description SDN VLAN Interface 4001
ip address 192.168.10.11 255,255,255,254
#
#
vlan 4002
#
#
interface Vlan-interface4002

ip address 192.168.11.11 255,255,255,254

#
o BERIIZEHKINhTNEAA2—TT/ A% VLAN 4001 IZEIY L TET,
#

interface Ten-GigabitEthernet2/0/1
port link-type trunk
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port trunk permit vlan 4001

#
BR 2 ICEHiShT=14—TJ4/4 A% VLAN 4002 [CE|YHTET,
#

interface Ten-GigabitEthernet2/0/2

port link-type trunk

port trunk permit vlan 4002

#

RETAYIIN— ERELET

#L3 TINAZRDSNT Y9I RINT—IANDRET A9 I—rERELET  RIRNRY T ZRT Vv o Ry T—H4
—bkHzA(TT,

ip route-static 0.0.0.0 0 21.1.0.1

#

# Configure static routes from the public network to each private network that will communicate with the public network.
The next hops of these routes are border 1 and border 2.

#
ip route-static 20.0.0.0 16 192.168.10.10
#
ip route-static 20.0.0.0 16 192.168.11.10
#
ip route-static 30.0.0.0 16 192.168.10.10
#
ip route-static 30.0.0.0 16 192.168.11.10
#
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TILF X AREERTE

kA —F—ETNARADHEAD, LAY —2 VILFX X ARELAV—3 VILFEVYALDEREETYR—F
LTWWET, chizkY, B—RA VDS ERRA U ADRS T4 DIENFTREICRYET,

TILFFXvRAMF—ERaVTsF¥aL—3Y
LAY—2 TILF XAk

LAY—2 RILFXX XD O—\)IzAR—TILIE

LAY —2 TILF XX RERYRNT —HERET BIZIE, TILFF Y RAES O—/NLIZAR—TJLIZL.
Multicast Network % On (SR ETDRELHYFET,

Automation > Campus Network > Fabrics X—IZFBEIL, 777Uy o D Actions hSLIZHD
Settings 74 s oLET, Settings 27%%')v4L . Multicast Network T On Z3E4RL. OK
V)L THREERELET . RIZ.IGMP AX—EVTBRENT7IUVIRDRISA T IN RE—
TTNARIZTA—NILIZEREShE T,

Settings

Configuration Automation

Name
HJYQ

AS Number * @ Vi ss @ Isolation Domain
667 ol isolate_domain1(IP Based)

Multicast Network

Lock Underiay
On Off

Dhcp Snooping Enable Vian Range
2-4094 on off

TNFFw AN —ERDHRE
WEICHLT, TRILF XY AN —ERZRETEET,

Automation > Campus Network > Application Policy > Multicast > Layer 2 Multicast X—(Z
BEL. Add £9)vILET, RIZ, BEICIHLTIILF R AM—ERERELET,

Layer 2 Multicast Networks

Add Layer 2 Multicast Network

Private Network

education

IGMP Snooping Version i ] IGMP Snooping Querier
2 V3 On off

IGMP Snooping Proxy GN ping Drop Unknown
Off

INGA—H—:
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Private Network: TILF X ALEAR—TILIZTBBELRHDITSAR—bRybT—0%8IRLE
ERS

Layer 2 Network Domain: Y)LFX v RAbEAR—TIUIZTDRBELH DL AV —2 2ybT—IF
AMUEBRLET, VILFFVY AL R—TILDBE. IGMP AX—EVJ IEL A v —2 RybT—
DRA O DRIET S VSI TEEIMICA R—TIILIZGEYETS,

IGMP Snooping Version: IGMP RX—E 7 /\—2a %R RLET,

IGMP Snooping Querier:_ DHEEEE A 2 —TILICT BE RINAUT I ADL AN —2 FybT—
GEA VIR IET D VSI TYTUTHEEN BEMIZERESNE T EFDRBICHOLA/Y—3 <
WFXYv AT NARE=IXITVTHESHSI5E . COMEEXA T a0 TT,

IGMP Snooping Proxy: )—7F/8f AT IGMP AX—E>57axi 4/ R2—TILIZLT. FoY
AM)—=LRAMIR OO TLR—MEZEEL. TYTRAN—LTNARIZA T IrEERLET  COH
BEICKY ., TYTANI—LTNARATZIEESNS IGMP LIR—rE KU Leave Ny DEERST
CENTEET,

IGMP Snooping Drop Unknown: COD#EEIZKY, LAY —2 T/AA R(F, REALZTIILF XAk
T—31\7 k% VXLAN TIZYT AT 5D TIFEL L —FR—MIZ I8 & TEE T, T/ 1
RITI—FR—DEMEE | FRLETILF R AT —2/ VY IR Oy TS ET,

VSI DEREIL, RO AETRRTEEY,

[Leaf7503-vsi-vsi3]display this

#

vsi vsi3

description SDN VSI 3

gateway vsi-interface 3

statistics enable

ipv6 nd snooping enable global

ipv6 nd snooping enable link-local

flooding disable all all-direction

vxlan 3

evpn encapsulation vxlan

mac-advertising disable

arp mac-learning disable

nd mac-learning disable
route-distinguisher auto

vpn-target auto export-extcommunity

vpn-target auto import-extcommunity

igmp-snooping enable

igmp-snooping drop-unknown / /Discard unknown multicast data packets.

dhcp snooping binding record

ipv6 dhcp snooping binding record

#

ARIATINAARATD ACAUA—TTA ADEKTE

RIS TINAZADHE AL —ZIZEFL ., TILFFv ARy VLAN Z LT VXLAN [2RyEL T &
NBABZ—DIAAT, RET14Y7 ACEERELET,

1.

LAY —2 RYRT—OR AL %R E L5, Automation > Campus Network > Fabrics R—
[Z# 8L, 7779 I D Actions B3 LIZEH S Settings 712 s ET,

General Policy Groups #7%%')w%L. AP Non-Direct Access Interface Group for Leafs @
Actions h3LIZ# 3 Edit 742 BE5)voLET,
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3.

BENTETL. IVRRAUMTILF XY AN IL—TFITIMATBE TURRAUMERILF v A ES

Member #7%:#RL. Add %)y~ LT, AP Non-Direct Access Interface Group for Leaf [
AVEA—DIAREBMLET AV MA—F—(F, EF 2V TAT L—TITRHET 54— Ry —E
AAVARZ R BBMICERELET .

General Policy Group

Add  Refresh Q

Name Type Group Member Group Policy Source Description Actions

AC Device Group Device Group Group Member (0) Group Policy (0) System-Default

Access Device Group Device Group Group Member (1) Group Policy (0) System-Default

Spine Device Group Device Group Group Member (0) Group Policy (0) System-Default

Leaf Device Group Device Group Group Member (1) Group Policy (4) System-Default

AC Access Interface Group Interface Group Group Member (0) Group Policy (0) System-Default

Leaf Downlink Interface Group  Interface Group Group Member (1) Group Policy (2) System-Default

Ot

Interface Group e G Group Member (0) Group Policy (0) System-Default

User Direct Access Interface erface ( Group Member (0) Group Policy (0) System-Default

AP Direct-Access Interface G...  Interface Group Group Member (0) Group Policy (0) System-Default

AP Non-Direct Access Interfa...  Interface Group Group Member (0) Group Policy (0) System-Default

Show

1 - 10 of 10 entries. Page 1 of 1

i

TMLDIILF XY AN T4 vIFEFBICRIETEET,

LAV —3 TILFXr AL

TIAR—,RYNT =LAV —3 TILFEX VYRRV T =2/ KL, RP 7RL R, MDT, PIM &
OraLERY—, BXVIGMP 7Oba/LERY S —%BRETHET, LAVY—3 VILFF VY ARTTq
w45%RL VPN TRBTEET,

LAY —3 TILFXHrAMI LAV —2 TILFX VX ANMIEDIVTWET . ROBFENBLETT,

1.

Automation > Campus Network > Application Policy > Multicast > Layer 3 Multicast R—

CIZBBLET,

Add 09Il RDINGA—E—ZRELFT

o Name: LAY—3 VILFFXVRLRIYNT—IDLFIEANLET,

o Distributed RP: EVPN VXLAN *ybhT—F 245 Tl&, YILFF v XA PIM-SM E—F%1R A
LTWBIEE. RV T—IRDE =TT NARIE, TILFFv AT —REERADT 54 R—+
FYRT =D RP ELTHERELFET S

Private Network: EREZERIT AT IAR—bRyrT—0%/N(KRLET,

Layer 3 Multicast

Add Layer 3 Multicast Network

Name Distributed RP

I3multicast 1717

ROBEMN)—TTNARICRRASNI=CLERERTEET,
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#

pim vpn-instance Teach //Corresponding private network instance.
c-bsr 7.7.7.7

c-rp 7.7.7.7

#

MDT 47

MDT #7TlE, TIA IR =T FEETHR—b, T2 IN—THEDINGA—E—EIEETEFET . T

— BT IN—TRRAIDEOEGERE L., T/NARETILIZE>TELRYET,

e Default Group: TI74/LRJ IL—T & /XTVVIRYET—Y LD IILFF¥ A VPN [Z&>TE|
YETOMIZMI L=V LF R RN V=T THY . NT )y IR9bT—) L TTSAR—bILF
F Y RT—ADEEEERRTIOICFERAINET,

e  Source Port: MVXLAN ZE{ETTA U A—T A RAEH_RELEFT . MVXLAN E{ETTAF—TT( R
IX.BGP E7BBREHINL T H-HITFERAINEIEETAVI—TIA(REBLTHIVLELHYET,
FITHWMGE ., ELWWIL—FTo 0 BEREMBTEE LA BEIBETESDIIIL—T\vo1>
B—TIARFEHFTT,

e Data Group: CD/N\FGA—F—MEREINTWDIIGE. TS RIET—E2T L—ThoRESHEIN
TWEWFRLREERLTT I4INT IW—TEBEHRZ I\TVVI R T—Y L TTS5AR—+T
WFXXPRANT—EDEEEAF—TIVIZLET,

e ACL: T35 I—Th RSN TWRIEEICOMERLET , ACL AERINTIVSIBA . ACL
[Z—BT BTV IDHDNT—ET IL—TEFERLT/NTY IRy T —H L TEESNET,
ACL [ZT—BLEW NS T4 01E. TIAINT IW—THFERLT/ATUvI Ry —H L TEESH
E3 I

e  SwitchOver Delay(sec): T4+ ILETIL—TWoT—25 )L—T~DUYEZ DEERRE, T—42
GI—TNRESNTNSIGEICEITRETEET,

Source Port *@
0

Switchover Delay(sec)

TINARTIE, ROBEERTTEFT

[Spinel0510]multicast-vpn vxlan vpn-instance Teach mode mdt

[Spinel0510-mvxlan-vpn-instance-Teach]dis this

#

multicast-vpn vxlan vpn-instance Teach mode mdt //
address-family ipvié
source LoopBackO / /Source interface.
default-group 225.1.0.1 / /Default group IP.

data-group 230.1.0.0 255.255.255.252 name SDN ACL MULTICAST test //Deployed only when the data
group and ACL have been configured.

data-delay 3
#

PIM protocol #7
e Protocol Type: A7 avIZ(E. PIM-SM & U PIM-SSM "&FENFET,
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e Hello Interval(sec): CD/\TA—E—%EFET DL, T/AMAETPIM 7ARILERFTLTLSSE
AB—TIARIEZ. CDETAVRHADTRTDH PIM T/354 XIZ hello 7345y hEEEARIIZE(EL T,
PIM R /\—Z&HEL. T/ANAABD PIM A /N\—BREHFLET,

MDT PIM Protocol PIM Policy toco GMP Policy

Protocol Type PIM Passive Mode
PIM-SM No

Hello Interval(sec)

30

Hello Hold Time(sec) Propagation Delay(ms)
105 500

Override Interval(ms) Join/Prune Hold Time(sec)

2 210

Join/Prune Interval(sec)

TINARTIE ROBEERTTEEY

[Leaf7503]int Vsi-interface 3 //The VSl interface enabled in the Layer 2 network domain.
[Leaf7503-Vsi-interface3]dis th

#

interface Vsi-interface3

description SDN VSI Interface 3

ip binding vpn-instance Teach

ip address 20.0.0.1 255.255.0.0

pim sm / /Protocol mode.

pim hello-option holdtime 105

pim hello-option lan-delay 500

pim hello-option override-interval 2500

pim holdtime join-prune 210

pim timer hello 30 / /Hello packet sending frequency.
pim timer join-prune 60

pim distributed-dr

#
PIM policy 47
e Neighbor Policy: A /\—R)L—%{HFETHIET, PIM AL DEF2)TALBEDN T4y
DEEEHERLET,
e Join Policy: Join policy #8&E 9§ 5 & T, FELT/INAAMN PIM FALUIZMA T HDEFHSTE
NTEET,

PIM Policy

Neighbor Policy @ Join Policy @

IGMP FakajLad
e IGMP Version: IGMP ZOraJLIZ[Z. IGMPV1. IGMPV2. 8 & IGMPV3 @ 3 DD /A—2avht
HYET,

e  SSM Mapping: IGMPv1 & U IGMPV2 #f£ A9 % PIM-SSM E—RAGERSNTLVDIHE .
IGMPV1 &V IGMPV2 [ZRILFF ¥ AR IL—TIZHATBTILF X AR —\EFHR—kL

216



Nz, T2 PIM-SSM E—RTILF XY AMREEFEERT HI2(E. T/N\A A LT SSM X427+
YIIVELT IL—IVEERET DLENHYET .
e Querier's Robustness Variable: 7T 7 DONAMEZEHIL. F2EYB B RYNT—H/4 v B
KEMETIEOIZHESN- T INEEEOHTHS,

IGMP Protocol

IGMP Version ‘@

Querier's Robustness Variable

rier Present Timer(sec)

Last Member Query Interval(sec)
1

TILFFYRRRYRT =LA RZ—TLIZHES TS VSI AU A—TA A TIE, ROBEERRTEFE
ERS

[Leaf7503]int Vsi-interface 3 //The VSl interface enabled with multicast in the Layer 2 network domain.
[Leaf7503-Vsi-interface3]display this

#

interface Vsi-interface3

description SDN VSI Interface 3

ip binding vpn-instance Teach

ip address 20.0.0.1 255.255.0.0

pim sm

pim hello-option holdtime 105

pim hello-option lan-delay 500

pim hello-option override-interval 2500
pim holdtime join-prune 210

pim timer hello 30

pim timer join-prune 60

pim distributed-dr

igmp enable

igmp other-querier-present-interval 255
igmp query-interval 125

igmp max-response-time 10

igmp robust-count 2

igmp last-member-query-interval 1

#
IGMP policy 47

Multicast Group Policy: 1> 32—Jx /R LTRILFF VAN =TIV EERELT. TDA 48—
TIA R EDRRAMIATESRILFF VAN L—TEHBLETS,
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IGMP Policy

Multicast Group Policy

JaraLBEREOTILFEY RN YR DLILR) Y

HEDOTORILTILFIr AT YT NARIZEZ DN T ~DEEERE T BIZIE. T/3A
AEDHEDIILFHFXRAN N—TFRLRERNMLET

#

acl number 3000

rule 0 deny ip destination 239.255.255.250 0

rule 5 permit ip

#

# Configure a source policy in PIM view.

#

pim vpn-instance Teach

source-policy 3000
#

EROIRTORENTETTHE LAV TILFIXVYANTT19v0%ZEL VPN AV RBVATEET

A EBE

AINAUDIL—ABBATIYILF XY ANE(ETIZHE
mENTWBEEDTILFEXY AN —ERDETE

TILF XY ARMEETNINABIL—EEN L TRANAIVIZERINTOSIES . RORIZFRT ESIZ, LA1Y
—3 VIFF Y ARG TAVIERETILSIHEBIL—EERETILELHBYET,
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Unified Platform

SeerEngine-Campus DHCP

ElA

Layer 3 switch

Spine

—— 'TEUS}O}E&H 3 multlcasl device Multicast source

Leaf

Typical network model in the AD-Campus solution.
APs and wired users are connected to access devices

HAT—bDTADERTE

TILFERY RN —ERICEET SRELITOAN B NT— b I(E2RETIRENHYET . H AT
—b; DA DERFEIZDULVTIL, [Creating a border device groupl. [Adding an egress gatewayl. &KV
['Viewing egress gateway configuration deployed to devicelZZS B L TZEW, LAY —3 YILF ¥+
ART A RE R—F =T NARZERSN I EBIL—b T NARELTHBELET

B>
I3

-4
=

RUVFEXAFIATHAT —IITAEERT DB EIE. TVRIL— TS — (28 RLE
—;—0

BRRENBRYET—IEDERDE=HDAEZ—TIAADF

=JL ==

EJJEXJ:E

#

interface Ten-GigabitEthernet2/2/0/36
port link-mode bridge

port link-type trunk

port trunk permit vlan all //Configuration deployed when the output interface is configured in the egress
gateway.

#
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interface Vlan-interface4001

description SDN VLAN Interface 4001

ip binding vpn-instance Teach

ip address 192.168.10.10 255,255,255,254

pim sm //Enable PIM SM manually on the VLAN interface.
ip policy-based-route SDN_SC VLAN 4001

#

#

pim vpn-instance Teach

static-rp 192.168.10.11 //Manually configure a static RP and the address is the IP address of VLAN-interface
4001 on the L3 multicast device.

#

BART NARIEMINL AV —3 IILFFrXT/INART
DFEFHRTE

#

vlan 4001 //VLAN in egress gateway details.

#

# Configure an IP address for communicating with the border device. //Remote IPv4 address in egress gateway details.
interface Vlan-interface 4001

ip address 192.168.10.11 255,255,255,254

pim sm

#

Configure a default route to interoperate with the private network.

ip route-static 0.0.0.0 0 192.168.10.10 //The nexthop is the address of the egress local IPv4 in the egress
gateway details.

Egress routers (devices supporting Layer 3 multicast) are globally configured with multicast routing:

#

multicast routing

#

Enable IGMP and PIM (PIM SM or PIM DM) on the VLAN interface. Take PIM SM as an example:
#

vlan 10

#

#

interface Vlan-interfacelO //VLAN interconnecting with the multicast source.
ip address 10.1.0.1 255.255.255.0
pim sm //0r PIM DM.

#

#

#

Globally specify the RP address and configure the RPF check:

#

pim

static-rp 192.168.10.11
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ip rpf-route-static 201.0.0.0 16 192.168.10.11

ip rpf-route-static 202.0.0.0 16 192.168.10.11 / /Configure multicast static routes. Otherwise, RPF
check failure might cause the multicast forwarding table to fail to be established. The addresses 201.0.0.0 and 202.0.0.0 are the
user service segments, and 192.168.10.11 is the address of VLAN-interface 4001.

#

Configurations related to the multicast source interconnect interface and spine interconnect interface:
#

interface Ten-GigabitEthernetl/0/9 / /Interface connected to the spine.
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 4001

#

interface Ten-GigabitEthernetl/0/10 // Interface connected to the multicast source.
port link-mode bridge

port access vlan 10

#
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QoS

QoS &I&,Quality of Service DEETHY, v rT—I D)) —RITEIZERTHY, HAH—ERXDREZF

BRI HOICIE DT —ERD QoS LD TEBIBELELDIGENHYET . ZTD=H, 7y T—H

EEEIL,RVET—OD) Y —REMEMNIZFIATERELSIC, H—ERDEFEIZIECTHRY T =D Y

—RAEHEMICHEL VLS TEILELAHYET.

A—H—[F. QoS R —%H/RETAET, FYRT—I)Y—ADENY L TEHIETEE T, ZORYY

—IX. ROEDTHERINET,

e Class: /\7yr=HATH5-ODHRAUNEEERLET,

e  Traffic behavior: 95 RIZ&k>THEAMEINT=/ Ny MR LTEITEINS QoS 77U avDEybEE
HLET,

DS RENT T4 VEMEICRREST T AT EITEY . QoS RS —IF, S EEIL—ILIC—HT B/ V7 ybIRL
T ST TERSINET VL3V ERITLET,

A

Dig

P-4
=

BEDYIRITT7/NA—230TlE, S5560X R yF1)—X & S6520X R yF1)—X[E, QoS R
o=, IW—TRI—DRIEREZ Y R—LTLER A,

B#E. QoS [FRADLS T4y flfHiE S R—bLTLEE A,
S5130E| LU S5130HI R vF [, QoS R—Z M DSCP JI—VZEHHR—LTWFEE A,

QoSM4 A—/ LA F—T JLAE

77719 T QoS A +—7JJLIZF BIZ(F Automation > Campus Network > Fabrics X— (28 &)
L. Z77Yvo D Actions 15 .L T Settings 71 lE=svsLET, Settings 27%71)vJL.
QoS /XTA—A—% On [ZEREL.OKE# V) I L THREFRELET .

Settings

Configuration Automation

Name
zr-fabric

nain1(IP Based) v

ROARURIE. T7TIVIRADTRTOT /NS RIZERASNES,
o ANAVEBEVYI—TTNARIZT O—N\LIZERShzaTUR:
#
gos trust tunnel-dscp
#
o ARNAV N=D.BLUTIVERATNARADHEEEKESN TGNV A—DJ( RIZEREN ST
bk
#
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gos priority dscp 0
#

A )= BEUTIVERTNARAOHEEER IN-AU3—T x4 RIZBRSh a7 k!
#

gos trust dscp

gos wrr weight

gos wrr af4d group sp

gos wrr ef group sp

gos wrr cs6 group Ssp

gos wrr cs7 group sp

#

IV —2 3 55 EFNEM

3.

Automation > Campus Network > Applications > QoS > Application Classifiers XR—(Z
#EL.Add 20y ILET,

FIIr—av R EFDARTEANAL, Add OV ILT, TV —Lav BRI/ T 5IL
—LiEERZE#E M LZET . Name. Protocol. Source IP Address. Destination IP Address.
Source Port £ & Destination Port D/ AS5A—2—ZERELET . COIL—ILIZ—ET BRI ART
DT yhE. BEIMIZ 1 DDISRELTHEINET,

Add Rule

Name
Zubo1

Source IP Address

ROMANZEFIZERE ZEETT IP 5 A2 20.0.0.0/16 £385 IP 45 A2k 225.0.0.1/32 [T—F
FTEHFTRTO/NMryhE, BEIMIZ 1 DNDISRELTHESNET .
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Protocol

4. OK #%4')vy4-L T, Add Application Classifier R—JIZRYEYT , OK #5v L TIHERZRE
L. 7 —ar R EFIARANMIRYET  BRLET7 IV — 3 R aFERRCEET . 7T
r—av R EFOREL SBEIN TV S Ready T, =, 7V r—Sav R FE
KR, REF-IFBIBRTEES,

applicationPolicy.qos

Application Classifiers

Description Actions

O ~ -~ O ~ N
TIo)r—i3 R —mENM
P —La S ETFERE LS. FIYS—S 3 Ry —E e LT, 7T U —Sas S ETRIRL
TETTBTI avERETIRENBHYET,

1. Automation > Campus Network > Applications > QoS > Application Policies R— (2558}
L.Add 2y LEY,

Application Policies

Description Dynamic Match Network Range Traffic Policy

No Data

Showing 0 entries.

2. RUL—LEANTSHE. Dynamic Match BREZRAVVZYBALI-YTEFE T  RI—RZRE. T
T)r—3yNMIxtin g /87y b BEIMIZE RIS b7V RIER S —HRITEIND
T=&. Network Range Z# 9 2 EIEHYFEH A, TIAHILETIL Close [TERESNTULVET,
RIZ. Network Range #7 T Add &9y $ 5L, Ry T 7y TROYTH DRy X T Device &
f=I% Interface #EIRTEFET,
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Add Application Policy

Name Description

Network Ranges

Add Device Label/interface Name D nName All v  Fabic Al ole v Search

Device

erfac... Type IP Address Device System Name  Fabric Actions

Interface
No Data

15/page ~ Goto

TINARE[FAB—TIARDBRR—TIE, TV 7r—2avR) o —DBRASN ST /AR
FFAE—TIA REBRIRTEF Y, RISV —DBEASNET NARFFAE—TA R ITH
TV r—av R EFE—BL. R —T o avEETLET,

Add Application Policy

Add Device Network Range

All Fabrics Search 2 All Fabrics Search
& < Device Label... Fabric Role IP Address ~ Device Label... Fabric IP Address
access-77.105(a zr-fabric access 77.77.77.105
¥ | leal 07 zr-fabric leaf 130.1.07

> 15/page ~

FTINAAD

Application Policy

BIRAFEZALI=S, Traffic Policies #7%51)v4oL. Add 9')vHoLZET,

Add Application Policy

Name Description

Traffic Policies

Application Classifier  Direction Apply Priority Rate Limiting Block Traffic Actions

No Data

Showing 0 entries. > 15/page ~

ZDR=DINGA—E—:
o Name: BEFEDLS T4 oR) O —LIZRIEDR)—BEAALET,
o Application Classifier: 57y R —&RET 7 ITIr—LavnEFEERLET,

o Direction: #7723 IZIX IN, OUT, BOTH mHY. FNFNA /DR AR, POk UR
BRBEVAVINIURARETIMNIURAROEAZERLET , INEEIRL T/ ybEn
L. AUNIURART—HT AN\ YMNIRLTTZ I avEdRITITEIEEEBHLET .
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A EE
BEDV)1—aV T BEARAT—HT S/ V7 YMIMLT QoS RS —ZRET DLEMN
HYFET,

o Block Traffic: T74/LRTlE, OFf ICRESNTVET . A R—TILDIFE. —BLIE=7TVT
—2av N BFONSTavoIETavosn, 7T —2 3 TS5AA)TF4E LUV Tav oL —
FHIRRITERETEEE A,

o Apply Priority: BEEIZT TV 7r—2avIT&oTERBYFET, TSR ATy rDEEEIC
WO TELDX2—IT/NTYNEEELTET . BE. F2—(E 8 D2(0~7)HYET . SP AR TIE.
EAKREVNFEBEENELYET ., THIRIFZ. BEEDEVLONSENLDA/ Y
EELET, 2FV. BEEDOEVF1—DEDFEIE. BEEDEN 112/ ybEEEL
FIT WRRARTIL., RBEEF1—(CEADNEVLETONET, T/AIRIE. TOEH -
T&EX21—%FR—JJLET,

RORIZ. BEDZT7IIr—23oDF1—(EFRLET . F1—6 £ 7 [TFHShTLET,
Table 5 FFUr—avDBEE

Fr)r—av4 *a—
FykD—oarta—)L(RyrkT—Yarra— LT 5
L—)

TLIA=—(IPTL 74+ =—H—E X) 5

DT FI)T(TR—RX RV, ETAEELR) 5

RIVFATATEB(TRAIMNTRIVFATATER) 4

DT IWEBALAVES T4 (ETARER LV ER

e 1) 4
RVFATATAN—SVT ETHBLVA—T a1
DFATIVERR)—Z2%)

TO—FEX v RAETH(TLEBREB LUSATAA 3
25

BEBET—2(5AT NS —N— S8 o 3y 1
WebA—ZX DA —4—)

OAM(CAME LUP) 1
BAL—TYRT—RRRT TR I+I—RT7 T4 0
—3aY)

ZHE(ZEAEShTOEWT TS —aY) 2
EEEET—2(FERRIEOLLTO—) 0

BEDIS T VIR THEDTSAA ) TATRT 21— 7§ 2RENH LSS, RO
WOTHEERITLET . M T4V IICRIET BT TV r—2av D EFEEIRLES, ARICIKIN
EEIRL. 7TV —2a>F 5441 T 4121& Network Control(RykT—9arbO—)LTL—)%E
EIRLET
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Add Application Policy

Add Traffic Policy

Name Application Classifier

zubo1 Zubo

Direction Block Trafic @
IN v On Off

Rate Limiting

On

Network Control (Network control plane)

Telephony (IP telephony service)

Signaling (Broadcast TV, video surveillance)

Multimedia Conferencing (Desktop multimedia conferencing)
Real-Time Interactive (Video conferencing and high-definition video)

Multimedia Streaming(Streaming video and audio on demand)

o Rate Limiting: /A\SA—2—[&, F5T49IDL—MHIBRERELET , TI4/LETIX, Off [ZF
ESNTVWET . BEITGCTEMICTEET . L—IIREB T HIEE L. RD K555
AVIRY DT INGA—E—5 BT T DRENHYET,

— CIR(kbit/s): BREIEFEHRL —rERLET . SN kbps BRI D FHRST4vIL—RTT,

— PIR(kbit/s): E—%1&#L —t% kbps I TRLET . PIR & CIR DELIIERILTHINE
BHYETS,

— CBS(Byte): /\AFREFDERE/N—R (X,
EBS(Byte): #B:/\—ARY A X (/1 REifiI),

Add Application Policy

Add Traffic Policy

Name Application Classifier

zubo1 zubo

Direction Block Trafic @
I on of

Rate Limiting
ol (Network control plane) On

CIR(kbit/s) PIR(kbit/s)
800 800

CBS(byte) EBS(byte)

5. OK#%%1)y4~LT Add Application Policy R—UIZRY., £5—F OK #41)»YL T Application
Policy R—UIZRYFET . URMIEBMLI-7 TV r—2a RS —5 KRR TEET . RIO—F K
R.REFISHIBRTEET,
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Description Dynamic Match Network Range Traffic Policy Actions

no

> 15/page ~

6. TIVr—2avnBFEIEVIvITHE TITVr—aviRo—TERIATWST I r—>
IV EFORENMERPICTYEL-OTLBIENOMYET, In use KEDT7 T/ r—av 5
HEFIFHIRRTEEE A,

Application Classifiers

Add

+ Name Description

Actions

zubo

1-10f 1 entries. Pal

TNARIZBRASNI-EREDRT
o  HREMNTNARIZERASNTVSEE. TNARATROAVIFERTRTEEY,
<Leaf>dis current-configuration | in traffic

traffic classifier SDN4 UEF4NPODIEGUSHZQU2XL4E2MGY operator and
traffic behavior SDN_ TOEWO6M6MOKCVBHITHF3TWSGPE

<Leaf>dis current-configuration | begin traffic

traffic classifier SDN4 UEF4NPODIEGUS5HZQU2XL4E2MGY operator and / / Traffic classifier.
if-match acl name SDN SP ACL UEF4NPODIEGUS5HZQU2XL4E2MGY

#

traffic behavior SDN_TOEWO6M6MOKCVBHITHF3TWSGPE / / Traffic behavior.

remark dscp ef

remark dotlp 5

car cir 800 cbs 50176 pir 800 ebs 50176 green pass red discard yellow pass
/ /Deployed when rate limiting is configured.

#
gos policy SDN IN gos

classifier SDN4 UEF4NPODIEGUSHZQU2XL4E2MGY behavior SDN TOEWO6M6MOKCVBHITHE3TWS
GPE

o BRENMMUA—TIARIZEBFASNTNDIGEE ., /VF—TJIAATRDIARNIERTTEET,

[Leaf]linterface Ten-GigabitEthernetl/2/0/16
port link-mode bridge
port link-type trunk

port trunk permit vlan 1 3504 3508 4002
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gos apply policy SDN OUT test outbound (If select BOTH for direction in the traffic policy, two
application policies will be deployed.)

#

return

[Leaf-Ten-GigabitEthernetl/2/0/16]

//Label the packets that match the policy and add the packets to the queue specified in the policy at the outbound direction.

1

<Leafll>display gos queue-statistics interface Ten-GigabitEthernet 5/0/4 outband

769643520 bps

Interface: Ten-GigabitEthernet5/0/4 //Packet outbound interface.
Direction: outbound
Queue 0
Forwarded: 0 packets, 0 bytes, 0 pps, 0 bps
Dropped: 0 packets, 0 bytes
Current queue length: 0 packets
Queue 1
Forwarded: 0 packets, 0 bytes, 0 pps, 0 bps
Dropped: 0 packets, 0 bytes
Current queue length: 0 packets
Queue 2
Forwarded: 189 packets, 56511 bytes, 0 pps, 0 bps
Dropped: 0 packets, 0 bytes
Current queue length: 0 packets
Queue 3
Forwarded: 0 packets, 0 bytes, 0 pps, 0 bps
Dropped: 0 packets, 0 bytes
Current queue length: 0 packets
Queue 4
Forwarded: 0 packets, 0 bytes, 0 pps, 0 bps
Dropped: 0 packets, 0 bytes
Current queue length: 0 packets
Queue 5
Forwarded: 64728993 packets, 4265970097 bytes, 1503210 pps,
Dropped: 64671339 packets, 4261944441 bytes

Current queue length:

--—-- More ----

Queue 6
Forwarded: 0 packets,
Dropped: 0 packets, 0

Current queue length:
Queue 7

Forwarded: 1 packets,

0 packets

0 bytes, 0 pps, 0 bps
bytes

0 packets

149 bytes, 0 pps, 0 bps
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)—IF AR YRT—OFETILDOFNEIERLE
HARSAY
UGN =D ) F

TN =TDIF)ATIE, FYRT—IL2KIZ1 DDY—TTNARADHDEELET, TRTHT
URRAVME, PO RRRAYFENLTID) =TT NRARIZEHRSNE T, SeerEngine Fr/SX 40
DHCP H—N\—EDY—N\—3, D) =TT N\A RICEEERINET . COU—T T/ R%E)—7
TINARTIW—FTEMTBBEABYET , ZOU—TT/INARAD)—HERIE., (XD —THEREIE
BRHYFET, COIETIE. BGSREISOVTOHARBALE T, ZOMDEREDFHMIL. BIOETEREAL
IBERYNT—IETILEZTDEAESHBL TSN,

1) =TT INARTIE DHCP RAX—E LT A =T JLIZIES>TWNBST=D(R /AT IA XTI
DHCP RX—E 25 BRAHF—TIJLIZH2TULVEL=8), DHCP H—/\—([Z#EHsh TLVE1—Y 3%
Y —ERAVRBUR% DHCP AX—E T DIEBMTEHR—FELTHRET AR EAHYFET .
#
interface Ten-GigabitEthernet2/2/0/5
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 4094
service-instance 4094
encapsulation s-vid 4094
xconnect vsi vxlan4094
dhcp snooping trust
#
FYRT=DIZFY =TT NARW N DLAFELLGN =, =T T/NARAD BGP ET7EHEILT S
DEEIHYFER A 1L ARFLTFAR— Ry T =N EET HI5E (L. VPN EL—FEE
MEeREITIDENDHYET . ROFEEEATEFTT,
o AEM
#
bgp 100
non-stop-routing
address-family 12vpn evpn
#
ip vpn-instance vpn-default
#
address-family ipv4 unicast
import-route static
import-route direct
#
#
ip vpn-instance Teach
#
address-family ipv4 unicast
import-route static
import-route direct

#
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#

o AHiEk2

#

ip vpn-instance vpn-default
route-distinguisher 1:1
vpn-target 1:1 1:4 import-extcommunity
vpn-target 1:1 export-extcommunity
#
address-family ipv4

route-replicate from vpn-instance vpnl protocol direct //Importthe direct routesin VPN
instance vpnl to VPN instance vpn-default. Repeat this command if multiple VPN instances exist.

#
address-family evpn
vpn-target 1:1 1:4 import-extcommunity
vpn-target 1:1 export-extcommunity
#
ip vpn-instance Teach
route-distinguisher 1:4
vpn-target 1:1 1:4 import-extcommunity
vpn-target 1:4 export-extcommunity
#
address-family ipv4
route-replicate from vpn-instance vpn-default protocol direct

//You only need to import the direct routes in VPN instance vpn-default. Configure similar settings If communication to
other VPN instances is required.

#
address-family evpn
vpn-target 1:1 1:4 import-extcommunity
vpn-target 1:4 export-extcommunity
#
o U=DTNART, RORI=UTI)—BEEITVET,
#
stp ignored vlan 2 to 4094
stp global enable
stp root primary
#
# On the leaf downlink interfaces, enable TC-BPDU transmission restriction.
stp tc-restriction

#

TILF)—2D IFYA

TILFIV=DDIFTIF L EHDF U RADBHERINT—IICHELET . COLFIUA TR,
SeerEngine ¥ v /AREE DY —/N\—ITHEH{EINTWDAT7 T/NAA(RR ELTHBERE) D) —TT /(X
TJIW—TI2BMTD2BELHYET  thD)—TT/INA RATY—IREEZERTHDERLAET. 7T
INARTY—TEEETEBLET,
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FYRT— ) THREENERICETEINDLIICTBICIE. TRTOV—TT/NARITHEEEEMT DLEMN
HYFEY COETIEL EMDBRUIZ DN TDHFRALEY . TOMDEREICDOLTIE, RIDETERBEAL
FRERVNI—DET IV EZTDERESRBL T,

seerEngine-Campus m

I Accessl” @ @AE{EEEF
| |

Campus 2

interface Vsi-interface4094

ip binding vpn-instance vpn-default

ip address 130.0.3.1 255.255.255.0

#

local-proxy-arp enable //Configure the ARP proxy.

BOEEIFRDESYTT
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#
interface Ten-GigabitEthernet2/2/0/5
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 4094
service-instance 4094
encapsulation s-vid 4094
xconnect vsi vxlan4094
dhcp snooping trust
#
IURRAUMARZL VPN AV READ R\ &, —N—ERSN-O7 TINA R LIZEET 5586
NHYFET, TURRAUME, VPN 12V R2 2 R vpn-default RO H—/\—F = [IHNERVT—H &
BETILENHYET  —/N\—ITHERINTI2T T/NA R LD VPN 1V RAV RICEHEIL—
AVR—rFBESI2BCGP ZRETIVEAHYET,
#
bgp 100
#
ip vpn-instance vpn-default
#
address-family ipv4 unicast
import-route direct
#
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ip vpn-instance vpnl
#
address-family ipv4 unicast

import-route direct

#
=T NARIZRDEBFEZEBMLET,
#

stp ignored vlan 2 to 4094

stp global enable

stp root primary

#

# On the leaf downlink interfaces, enable TC-BPDU transmission restriction.
stp tc-restriction

#
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#VLAN 10 & VLAN 11 #ERELES
#

vlan 10 to 11

#

# Configure the spanning tree feature.

#

stp global enable
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#

# Enable VLAN Ignore for VLAN 10 and VLAN 11. The VLANSs are connected to the spine devices.
stp ignored vlan 10 to 11

#

# Configure VLAN-interface 10 and VLAN-interface 11.
#

interface Vlan-interfacelO

ip address 10.0.0.1 255.255.255.0

#

interface Vlan-interfacell

ip address 11.0.0.1 255.255.255.0

#

# Assign the interface connected to Spine 1 to VLAN 10.
#

interface Ten-GigabitEthernetl1/0/49
port link-mode bridge

port link-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 //Determine whether to add the interface to VLAN 1 according to the actual
networking.

#

# Assign the interface connected to Spine 2 to VLAN 11.
#

interface Ten-GigabitEthernetl1/0/50
port link-mode bridge

port link-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 11 // Determine whether to add the interface to VLAN 1 according to the actual
networking.

#
# Configure track.

#

track 1 interface Ten-GigabitEthernetl1/0/49 physical
track 2 interface Ten-GigabitEthernetl1/0/50 physical
#
# Configure two default routes with the next hops being the IP addresses of Spine 1 and Spine 2.
#

ip route-static 0.0.0.0 0 10.0.0.11 track 1

ip route-static 0.0.0.0 0 11.0.0.12 track 2

#

# Add 32-bit host routes destined for the spine devices. The routes protect traffic forwarding in case of inter-spine link failures or
spine device failures.

#
ip route-static 130.1.0.101 32 10.0.0.11 //130.1.0.101 is the address of VSl-interface 4094 on Spine 1.
ip route-static 130.1.0.102 32 11.0.0.12 //130.1.0.102 is the address of VSI-interface 4094 on Spine 2.
#
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#

stp instance 0 root primary

stp ignored vlan 2 to 4094

stp global enable

#
# Create VLAN 10.

#

vlan 10

#
# Configure VLAN-interface 10 and associate VPN instance vpn-default with the VLAN interface.
#

interface Vlan-interfacel0

ip binding vpn-instance vpn-default
ip address 10.0.0.11 255.255.255.0
#
# Assign the interface connected to the Layer 3 switch to VLAN 10.
#

interface Ten-GigabitEthernetl1/0/31
port link-mode bridge

port link-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 10 // Determine whether to add the interface to VLAN 1 according to the actual
networking.

#
# Configure static routes destined for servers with the next hops being the IP address of the Layer 3 switch.
#
ip route-static vpn-instance vpn-default 100.1.0.0 24 10.0.0.1
ip route-static vpn-instance vpn-default 110.1.0.0 24 11.0.0.1
#

Spine 2M LA ¥ —3X A yF~DIEHe

HRAINZUT V) —DEREETVET,

#

stp instance 0 root secondary
stp ignored vlan 2 to 4094
stp global enable

#

# Create VLAN 11.

#

vlan 11

#

# Configure VLAN-interface 11 and associate VPN instance vpn-default with the VLAN interface.
#

interface Vlan-interfacell
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ip binding vpn-instance vpn-default

ip address 11.0.0.12 255.255.255.0

#

# Assign the interface connected to the Layer 3 switch to VLAN 11.
#

interface Ten-GigabitEthernetl1l/0/31

port link-mode bridge

port link-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 11 // Determine whether to add the interface to VLAN 1 according to the actual
networking.

#
# Configure static routes destined for servers with the next hops being the 1P address of the Layer 3 switch.
#
ip route-static vpn-instance vpn-default 100.1.0.0 24 11.0.0.1
ip route-static vpn-instance vpn-default 110.1.0.0 24 11.0.0.1
#

Spine 1&Spine 2D #Efx
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#

ip route-static fast-reroute auto

#
# Create VLAN 11.

#

vlan 11

#
# Create VLAN-interface 11.

#

interface Vlan-interfacell

ip binding vpn-instance vpn-default
ip address 11.0.0.11 255.255.255.0
#

# Create VLAN 3 for communicating with the underlay network.
#

vlan 3

#

# Create VLAN-interface 3.

#

interface Vlan-interface3

ip address 3.0.0.1 255.255.255.0
ospf network-type p2p

ospf 1 area 0.0.0.0

#

# Create an aggregation group.

#
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interface Bridge-Aggregationl
link-aggregation mode dynamic

#

# Add interfaces to the aggregation group.

#

interface Ten-GigabitEthernetl/0/30
port link-mode bridge

port link-aggregation group 1

#

interface Ten-GigabitEthernet2/0/30
port link-mode bridge

port link-aggregation group 1

#

# Add the aggregate interface to VLAN 10, VLAN 11, and VLAN 3.
#

interface Bridge-Aggregationl

port link-type trunk

undo port trunk permit vlan 1  // Determine whether to add the interface to VLAN 1 according to the actual
networking.

port trunk permit vlan 3 10 to 11

link-aggregation mode dynamic

#

//Since fast rerouting has been configured, the following NQA-track collaboration configuration is optional.
# Configure track for quick inter-leaf link failure detection and link switchover.

#

track 1 interface Bridge-Aggregationl physical

#

# Configure a static route destined for VXLAN 4094 on Spine 2 (with the next hop being the IP address of VLAN-interface 10 or
VLAN-interface 11).

#
ip route-static vpn-instance vpn-default 130.1.0.102 32 11.0.0.12 track 1
#

# Configure NQA-track collaboration and static routes destined for the server cluster. The next hops of the static routes are the
gateway IP addresses of VLAN 10 and VLAN 11 on the Layer 3 switch. Associate the static routes with track entries for quick
link failure detection and link switchover.

#
nga entry admin serverl
type icmp-echo
destination ip 10.0.0.1
frequency 100
reaction 3 checked-element probe-fail threshold-type consecutive 3 action-type
trigger-only
vpn-instance vpn-default
#
nga entry admin server?2
type icmp-echo
destination ip 11.0.0.1
frequency 100

reaction 4 checked-element probe-fail threshold-type consecutive 3 action-type

trigger-only

238



vpn-instance vpn-default

#

nga schedule admin serverl start-time now lifetime forever

nga schedule admin server2 start-time now lifetime forever

#
track 3 nga entry admin serverl reaction 3
track 4 nga entry admin server2 reaction 4
#
#

ip route-static vpn-instance vpn-default 100.

1
ip route-static vpn-instance vpn-default 100.1.0.0 24 11.
1.0.0 24 10.

ip route-static vpn-instance vpn-default 110.

ip route-static vpn-instance vpn-default 110.1.0.0 24 11.

//Configuration of static routes when NQA-track collaboration is not configured.
#

ip route-static vpn-instance vpn-default 100.1.0.0 24 10.
ip route-static vpn-instance vpn-default 100.1.0.0 24 11.
ip route-static vpn-instance vpn-default 110.1.0.0 24 10.
ip route-static vpn-instance vpn-default 110.1.0.0 24 11.

#
#
# Configure BGP to import static routes to VPN instance vpn-default.
#
bgp 100
#
ip vpn-instance vpn-default
#
address-family ipv4 unicast
import-route direct

import-route static

Spine 2 ME&TE
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#

ip route-static fast-reroute auto

#

# Create VLAN 10.

#

vlan 10

#

# Create VLAN-interface 10.

#

interface Vlan-interfacell

ip binding vpn-instance vpn-default
ip address 10.0.0.12 255.255.255.0
#

# Create VLAN 3 for communicating with the underlay network.
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#

vlan 3

#

# Create VLAN-interface 3.

#

interface Vlan-interface3

ip address 3.0.0.2 255.255.255.0
ospf network-type p2p

ospf 1 area 0.0.0.0

#

# Create an aggregation group.

#

interface Bridge-Aggregationl
link-aggregation mode dynamic

#

# Add interfaces to the aggregation group.

#

interface Ten-GigabitEthernetl1/0/30
port link-mode bridge

port link-aggregation group 1

#

interface Ten-GigabitEthernet2/0/30
port link-mode bridge

port link-aggregation group 1

#

# Add the aggregate interface to VLAN 10, VLAN 11, and VLAN 3.
#

interface Bridge-Aggregationl

port link-type trunk

undo port trunk permit vlan 1 // Determine whether to add the interface to VLAN 1 according to the actual
networking.

port trunk permit vlan 3 10 to 11

link-aggregation mode dynamic

#

//Since fast rerouting has been configured, the following NQA-track collaboration configuration is optional.
# Configure track for quick inter-leaf link failure detection and link switchover.

#

track 1 interface Bridge-Aggregationl physical

#

# Configure a static route destined for VXLAN 4094 on Spine 1 (with the next hop being the IP address of VLAN-interface 10 or
VLAN-interface 11).

#
ip route-static vpn-instance vpn-default 130.1.0.101 32 11.0.0.11 track 1
#

# Configure NQA-track collaboration and static routes destined for the server cluster. The next hops of the static routes are the
gateway IP addresses of VLAN 10 and VLAN 11 on the Layer 3 switch. Associate the static routes with track entries for quick
link failure detection and link switchover.

#
nga entry admin serverl

type icmp-echo
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destination ip 10.0.0.1
frequency 100
reaction 3 checked-element probe-fail threshold-type consecutive 3 action-type
trigger-only
vpn-instance vpn-default
#
nga entry admin server?2
type icmp-echo
destination ip 11.0.0.1
frequency 100
reaction 4 checked-element probe-fail threshold-type consecutive 3 action-type
trigger-only
vpn-instance vpn-default
#
nga schedule admin serverl start-time now lifetime forever
nga schedule admin server2 start-time now lifetime forever
#
#
track 3 nga entry admin serverl reaction 3
rack 4 nga entry admin server2 reaction 4

#

ip route-static vpn-instance vpn-default 100.1.0.0 24 10.0.0.1 track 3 preference 61
ip route-static vpn-instance vpn-default 100.1.0.0 24 11.0.0.1 track 4
ip route-static vpn-instance vpn-default 110.1.0.0 24 10.0.0.1 track 3 preference 61
ip route-static vpn-instance vpn-default 110.1.0.0 24 11.0.0.1 track 4
#
//Configuration of static routes when NQA-track collaboration is not configured.
#
ip route-static vpn-instance vpn-default 100.1.0.0 24 10.0.0.1 preference 61
ip route-static vpn-instance vpn-default 100.1.0.0 24 11.0.0.1
ip route-static vpn-instance vpn-default 110.1.0.0 24 10.0.0.1 preference 61
ip route-static vpn-instance vpn-default 110.1.0.0 24 11.0.0.1
#
# Configure BGP to import static routes to VPN instance vpn-default.
#
bgp 100
#
ip vpn-instance vpn-default
#

address-family ipv4 unicast
import-route direct

import-route static
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#

ip route-static 100.1.0.0 24 130.1.0.101 //VXLAN 4094 address of Spine 1.
ip route-static 100.1.0.0 24 130.1.0.102 //VXLAN 4094 address of Spine 2.
ip route-static 110.1.0.0 24 130.1.0.101
ip route-static 110.1.0.0 24 130.1.0.102

#
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#VLAN 10 & VLAN 11 #4ERLET .

#

vlan 10 to 11

#

# Configure VLAN-interface 10 and VLAN-interface 11.
#

interface Vlan-interfacelO

ip address 10.0.0.1 255.255.255.0

#

interface Vlan-interfacell

ip address 11.0.0.1 255.255.255.0

#

# Assign the interface connected to Spine 1 to VLAN 10.
#

interface Ten-GigabitEthernetl/0/25
port link-mode bridge

port link-type trunk

port trunk permit vlan 10 // Determine whether to add the interface to VLAN 1 according to the actual
networking. If not required, execute the undo permit wvlan 1 command to remove the interface from VLAN 1.

#

# Assign the interface connected to Spine 2 to VLAN 11.
#

interface Ten-GigabitEthernetl/0/26
port link-mode bridge

port link-type trunk

port trunk permit vlan 11  // Determine whether to add the interface to VLAN 1 according to the actual
networking. If not required, execute the undo permit wvlan 1 command to remove the interface from VLAN 1.

#

# Configure track.

#

track 1 interface Ten-GigabitEthernetl/0/25 physical

track 2 interface Ten-GigabitEthernetl/0/26 physical

#

# Configure two default routes with the next hops being the IP addresses of Spine 1 and Spine 2.
#

ip route-static 0.0.0.0 0 10.0.0.11 track 1
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ip route-static 0.0.0.0 0 11.0.0.11 track 2
#

Spine 1ML A ¥ —3R A yF~DIEHE

#VLAN 10 & VLAN 11 Z1ERILET

#

vlan 10 to 11

#

# Configure VLAN-interface 10 and VLAN-interface 11, and associate VPN instance vpn-default with the VLAN interfaces.
#

interface Vlan-interfacel0

ip binding vpn-instance vpn-default

ip address 10.0.0.11 255.255.255.0

#

#

interface Vlan-interfacell

ip binding vpn-instance vpn-default

ip address 11.0.0.11 255.255.255.0

#

# Assign the interface connected to the Layer 3 switch to VLAN 10.
#

interface Ten-GigabitEthernet2/0/31

port link-mode bridge

port link-type trunk

port trunk permit vlan 10 // Determine whether to add the interface to VLAN 1 according to the actual
networking. If not required, execute the undo permit wvlan 1 command to remove the interface from VLAN 1.

#

# Configure NQA-track collaboration and static routes destined for the server cluster. The next hops of the static routes are the
gateway IP addresses of VLAN 10 and VLAN 11 on the Layer 3 switch. Associate the static routes with track entries for quick
link failure detection and link switchover.

#
nga entry admin serverl
type icmp-echo
destination ip 10.0.0.1
frequency 100
reaction 3 checked-element probe-fail threshold-type consecutive 3 action-type
trigger-only
vpn-instance vpn-default
#
nga entry admin server?2
type icmp-echo
destination ip 11.0.0.1
frequency 100
reaction 4 checked-element probe-fail threshold-type consecutive 3 action-type
trigger-only
vpn-instance vpn-default
#
nga schedule admin serverl start-time now lifetime forever

nga schedule admin server2 start-time now lifetime forever
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#

track 3 nga entry admin serverl reaction 3

track 4 nga entry admin server2 reaction 4

#

#

ip route-static vpn-instance vpn-default 100.1.0.0 24 10.0.0.1 track 3

ip route-static vpn-instance vpn-default 100.1.0.0 24 11.0.0.1 track 4 preference 61
ip route-static vpn-instance vpn-default 110.1.0.0 24 10.0.0.1 track 3

ip route-static vpn-instance vpn-default 110.1.0.0 24 11.0.0.1 track 4 preference 61
#
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#

vlan 10 to 11

#

# Configure VLAN-interface 10 and VLAN-interface 11, and associate VPN instance vpn-default with the VLAN interfaces.
#

interface Vlan-interfacel0

ip binding vpn-instance vpn-default

ip address 10.0.0.12 255.255.255.0

#

#

interface Vlan-interfacell

ip binding vpn-instance vpn-default

ip address 11.0.0.12 255.255.255.0

#

# Assign the interface connected to the Layer 3 switch to VLAN 11.
#

interface Ten-GigabitEthernet2/0/31

port link-mode bridge

port link-type trunk

port trunk permit vlan 11 // Determine whether to add the interface to VLAN 1 according to the actual
networking. If not required, execute the undo permit wvlan 1 command to remove the interface from VLAN 1.

#
# Configure NQA-track collaboration and static routes destined for the server cluster. The next hops of the static routes are the
gateway IP addresses of VLAN 10 and VLAN 11 on the Layer 3 switch. Associate the static routes with track entries for quick
link failure detection and link switchover.
#
nga entry admin serverl

type icmp-echo

destination ip 10.0.0.1

frequency 100

reaction 3 checked-element probe-fail threshold-type consecutive 3 action-type
trigger-only

vpn-instance vpn-default
#

nga entry admin server?2
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type icmp-echo
destination ip 11.0.0.1
frequency 100

reaction 4 checked-element probe-fail threshold-type consecutive 3 action-type

trigger-only
vpn-instance vpn-default
#
nga schedule admin serverl start-time now lifetime forever
nga schedule admin server2 start-time now lifetime forever
#
#
track 3 nga entry admin serverl reaction 3
track 4 nga entry admin server2 reaction 4

#

ip route-static vpn-instance vpn-default 100.1.0.0 24 10.
ip route-static vpn-instance vpn-default 100.1.0.0 24 11.
ip route-static vpn-instance vpn-default 110.1.0.0 24 10.
ip route-static vpn-instance vpn-default 110.1.0.0 24 11.

#
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track
track
track

track

3 preference 61
4
3 preference 61

4

ospf 1 router-id 200.1.1.254 //Specify aunique router ID. The IP address of Loopback 0 is specified.

non-stop-routing

fast-reroute 1fa

area 0.0.0.0

#

# Configure Loopback 2. Spine 1 and Spine 2 use the same IP address for Loopback 2.
#

interface LoopBack?2

ip address 99.99.0.10 255,255,255,255

ospf 1 area 0.0.0.0

#

# Create VLAN 2 and configure VLAN-interface 2. Spine 1 and Spine 2 use different IP addresses for the VLAN interface.

VLAN 2 is used to synchronize underlay routes between the two DR member devices.
#

vlan 2

#

interface Vlan-interface2

ip address 99.99.0.11 255.255.255.0

ospf network-type p2p

ospf 1 area 0.0.0.0

#

# Configure the MAC address of VSI-interface 4094. Spine 1 and Spine 2 use the same MAC address for the VSI interface.

#
interface Vsi-interface4094

ip binding vpn-instance vpn-default
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ip address 120.0.0.1 255.255.255.0
mac-address 0001-0001-0005
local-proxy-arp enable
#
# Configure loop detection to eliminate loops in VS| vx1an4094.
#
vsi vxlan4094
loopback-detection action block
loopback-detection enable vlan 4094
#
# Configure EVPN distributed relay. The configurations on Spine 1 and Spine 2 are the same.
#
12vpn drni peer-link ac-match-rule vxlan-mapping

evpn drni group 99.99.0.10 //Specify the IP address of Loopback 2 as the virtual VTEP address. The device will
be reactivated.

evpn global-mac 0001-0001-0004 //MAC addresses on Spine 1 and Spine 2 are the same.

#

#

vxlan default-decapsulation source interface LoopBackO

#

# Enable the device to replace the next hop in advertised BGP EVPN routes with the virtual VTEP address.

#

bgp 1

address-family 12vpn evpn

nexthop evpn-drni group-address

#

# Configure the keepalive interface (a Layer 3 interface that can be a logical interface or a physical interface).
#

ip vpn-instance DRNI KeepAlive // Configure the exclusive VPN instance for keepalive.
#

#

interface FortyGigE3/0/33

port link-mode route

ip binding vpn-instance DRNI KeepAlive //Bind a VPN instance.

ip address 192.168.0.1 255.255.255.252 / / Configure address mask 30. Specify different IP addresses
for the keepalive interfaces on Spine 1 and Spine 2.
#
# Specify the destination and source IP addresses of keepalive packets.
#

drni keepalive ip destination 192.168.0.2 source 192.168.0.1 vpn-instance
DRNI KeepAlive

#

# Configure the DR system parameters. Configure the same system MAC and different system numbers for devices in a DR
system.

#

drni restore-delay 180

drni system-mac 542b-de08-8200
drni system-number 1

drni system-priority 10

#
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# Configure an IPP (it must be a layer 2 aggregate interface).

#

interface Bridge-Aggregationl

port link-type trunk

port trunk permit vlan all

port trunk pvid vlan 4094 // The PVID must be 4094.
link-aggregation mode dynamic

port drni intra-portal-port 1 // Configure the IPP.
undo mac-address static source-check enable //Disable source MAC address check.
#

#

interface Ten-GigabitEthernet2/0/1

port link-mode bridge

port link-type trunk

port trunk permit vlan all

port trunk pvid vlan 4094

port link-aggregation group 1

#

#

interface Ten-GigabitEthernet2/0/15

port link-mode bridge

port link-type trunk

port trunk permit vlan all

port trunk pvid vlan 4094

port link-aggregation group 1

#

# Configure DRNI MAD.

#

drni mad default-action none

#

track 1024 drni-mad-status

#

#

interface LoopBack?2

ip address 99.99.0.10 255,255,255,255

ospf 1 area 0.0.0.0

ospf track 1024 adjust-cost max

#

# Set the MAC entry aging timer to a value no less than 20 minutes.
#

mac-address timer aging 1560

#

# Disable source MAC address check on the interface connected to leaf devices.
#

interface Ten-GigabitEthernetl1/2/0/47

port link-mode bridge

port link-type trunk

port trunk permit vlan 1 3497

11ldp source-mac vlan 3497
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11dp management-address arp-learning vlan 3497

1ldp tlv-enable basic-tlv management-address-tlv interface LoopBackO
undo mac-address static source-check enable

#

# Enable DR system auto-recovery and specify a reload delay time. To avoid incorrect role preemption, make sure the reload
delay time is longer than the amount of time required for the device to restart.

drni auto-recovery reload-delay delay-value 600

#

Spine 2TMHODRNID &R E

#OSPF OEEYIL—T1V T ERELET,

#

ospf 1 router-id 200.1.1.253 // Specify aunique router ID. The IP address of Loopback 0 is specified.
non-stop-routing

fast-reroute 1fa

area 0.0.0.0

#
# Configure Loopback 2. Spine 1 and Spine 2 use the same IP address for Loopback 2.

#

interface LoopBack?2

ip address 99.99.0.10 255,255,255,255

ospf 1 area 0.0.0.0

#
# Create VLAN 2 and configure VLAN-interface 2. Spine 1 and Spine 2 use different IP addresses for the VLAN interface.
#

vlan 2

#

interface Vlan-interface2

ip address 99.99.0.12 2 55.255.255.0

ospf network-type p2p

ospf 1 area 0.0.0.0

#

# Configure the MAC address of VSI-interface 4094. Spine 1 and Spine 2 use the same MAC address for the VSI interface.
#

interface Vsi-interface4094

ip binding vpn-instance vpn-default

ip address 120.0.0.2 255.255.255.0

mac-address 0001-0001-0005

local-proxy-arp enable

#

# Configure loop detection to eliminate loops in VS| vx1an4094.

#

vsi vxlan4094

loopback-detection action block

loopback-detection enable vlan 4094

#

# Configure EVPN distributed relay. The configurations on Spine 1 and Spine 2 are the same.
#
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12vpn drni peer-link ac-match-rule vxlan-mapping

evpn drni group 99.99.0.10 // Specify the IP address of Loopback 2 as the virtual VTEP address. The device
will be reactivated.

evpn global-mac 0001-0001-0004 // MAC addresses on Spine 1 and Spine 2 are the same.

#

vxlan default-decapsulation source interface LoopBackO

#

# Enable the device to replace the next hop in advertised BGP EVPN routes with the virtual VTEP address.

#

bgp 1

address-family 12vpn evpn

nexthop evpn-drni group-address

#

# Configure the keepalive interface (a Layer 3 interface that can be a logical interface or a physical interface).
#

ip vpn-instance DRNI_KeepAlive // Configure the exclusive VPN instance for keepalive.
#

interface FortyGigE3/0/33

port link-mode route

ip binding vpn-instance DRNI KeepAlive //Bind a VPN instance.

ip address 192.168.0.2 255.255.255.252 // Configure address mask 30. Specify different IP addresses
for the keepalive interfaces on Spine 1 and Spine 2.
#
# Specify the destination and source IP addresses of keepalive packets.
#

drni keepalive ip destination 192.168.0.1 source 192.168.0.2 vpn-instance
DRNI KeepAlive

#

# Configure the DR system parameters. Configure the same system MAC and different system numbers for devices in a DR
system.

#

drni restore-delay 180

drni system-mac 542b-de08-8200

drni system-number 2

drni system-priority 10

#

# Configure an IPP (it must be a layer 2 aggregate interface).

#

interface Bridge-Aggregationl

description SDN_ LAGG

port link-type trunk

port trunk permit vlan all

port trunk pvid vlan 4094 // The PVID must be 4094.
link-aggregation mode dynamic

port drni intra-portal-port 1 // Configure the IPP.
undo mac-address static source-check enable //Disable source MAC address check.
#

interface Ten-GigabitEthernet3/0/15

port link-mode bridge

port link-type trunk
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undo port trunk permit vlan 1

port trunk permit vlan 2 to 4094

port trunk pvid vlan 4094

port link-aggregation group 1

#

#

interface Ten-GigabitEthernet3/0/22

port link-mode bridge

port link-type trunk

undo port trunk permit vlan 1

port trunk permit vlan 2 to 4094

port trunk pvid vlan 4094

port link-aggregation group 1

#

#
# Configure DRNI MAD.

#

drni mad default-action none

#

track 1024 drni-mad-status

#

#

interface LoopBack?2

ip address 99.99.0.10 255,255,255,255

ospf 1 area 0.0.0.0

ospf track 1024 adjust-cost max

#

# Set the MAC entry aging timer to a value no less than 20 minutes.
#

mac-address timer aging 1560

#

# Disable source MAC address check on the interface connected to leaf devices.
#

interface Ten-GigabitEthernetl/2/0/47

port link-mode bridge

port link-type trunk

port trunk permit vlan 1 3498

11dp source-mac vlan 3498

11dp management-address arp-learning vlan 3498
11dp tlv-enable basic-tlv management-address-tlv interface LoopBack0
undo mac-address static source-check enable
#

# Enable DR system auto-recovery and specify a reload delay time. To avoid incorrect role preemption, make sure the reload
delay time is longer than the amount of time required for the device to restart.

drni auto-recovery reload-delay delay-value 600

#
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DRNI D& 5E
DRNIRYRT—F2 5

Distributed Resilient Network Interconnect(DRNI)I&. 2 DDYE T /NS REEHLRILT1 DD T/ A
RIRBIELT. VARTINNARY DT IV =230 & RETHIVARTINA R YT )5 —230T
9/80—THb, LIz > T THRARLANIILDTRIERELN STy DAER D RZERETES,
AD-Campus V') 1—2a Tk, TNAARADTRREEN STV IATABD=DIZ, TNARET
DRNI Z# L TDR Y AT LZEMHTEET . DRNI DRV T—IRERDRIZRLES

Figure 2 DRNI RybT—%24

Unified Platform

SeerbEngine-Campus DHCP

Layer 3 switch

Spine

SR i Sl . - g

- B

Access

DR ATLDEHRTE

TaAT RIS T INA ZADERKIZ DU TIE, [Configuring redundant dual-spine uplinks]Z& L TL
28V TaTIRIRAUTNARE, AU PA—F— (&S TFETHARENE S, V=T T/ A RHT
hA—=5—(2&oTHHAAENT-E. DRNI BREEERTETT RNV T/INAREY =TT /INARADH
#HIAFHIZDULVTIZL, [Configuring AD-Campus]ES B L TLIZELY,

COEYL AT )= TNAZRN A A—5—(ZHARAENT-HE D DRNI DR EIZDOLNTOHERA
LET.
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bz

J771)y5 T DRNI ZA4%R—TJLIZF BIZ(%. DRNI {R%E IP BEIE|Y L TEFERT 51612, VLAN
4094 FRLRAT—IVEFDIT7IIIIIZINAURTDRENBYFET,

TATIWRINADTNARIE =TT INA RE@ERID BGP E7EAREHEILTIVLELNHYET , %
FEDEMIZDULVTIE, [Manual incorporation]& S B LT &L,

X—T754T)HE IPLIE. BRRAL—FTDAUEA—DIAADFERE Y R—FLTWET L IPLIZ
BEHEINTWAIU2—TIAANRLCL—FTEEL TLVA I EEFEEL TS,

FHD DR VAT LZERIBAICEBALLZNTZEN, 8E 1 D0 DR VAT LZEALTZELY,

TOERATFNARIZERIN-V—TTFTNA AN DR VAT LEFRBL. TIEATINA AN IRF I7
TR L. BFD MAD A IRF 77y ) THRESN TR AL, 7VERTNAADT YT
Yo A48 —Jx4 X% BED MAD VLAN M5 EIBRLED,

DR U RT LM =TT NARELTHERIN TS EEZ, A—F =D Y —ERIZELLT I EATE
BESTBIZIE, A—HF—DASAUICHBEIZ DR VAT LD YR Y TN TLTWAI LR
HRELET,

DR 43— 14 AE LUR—FILRNR—I(IPP)ZEBRTAIZIE. D DR AV A—DJz A RF =%
IPP @ Edit 743> %&49) v LTDR A A—D AR %= IPP #RETA-HDR—SHRE.
ST MEBA L A—TIAAEEMLET,

Automation > Campus Network > Devices R—2 (28 8L, H L&IZH S IP Address Pools
)9 ILES,
Add IP Address Pool R—I T, Type LT DRNI Z:&RLET,

DRNI IP ZRLAT—)LIZ DRNI PRLRZHREL. & DRV RATLALIZ3I DDTRLAREE|Y LB TEHw
ENHYET,

o Loopback 2 D7RLR(2 DDT /AL ATREIL):ARE VTEP 7RLRERELE T,

o VLANAUB—DIAR2 DTRLA(T/INAAZEIZ 1 D)DR AUN—FTNAABT7 U —LA
IL—rEREATBE=HIZFERSNET,

Add Address Range @ Please specif
Add Address Range

IP Version Start IP
IPv4 89.0.0.1

End IP

89.0.0.100

Automation > Campus Network > Devices R— 2 &L, B LD DRNI &5y ILET,
DRNI Parameters #7%%1)v4 L. B7 1a>%%')v%- LT Edit DRNI Parameters R—(Z7 4
TALET,

o DRNI State: Yes Z:&iRL %7,
o DRNI Address Pool: fEfichf- DRNI FRLRAT—ILEZIRLET,
o DRNI Authentication Mode: Distributed #ZiRL% 9,
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DRNI Parameters

Edit DRNI Parameters
Fabric Name DRNI State
Yes No

DRNI Address Pool DRNI Authentication Mode
DRNI-Pool Distributed

Automation > Campus Network > Devices X—U 2B EIL. DRNI #2)vILET . Add =4)
vPLET,

Switch Devices

Add Delete Import Refresh All Devices - EE Synchronize Device Info EJ Device Discovery

Device La... + System Name Fabric Manage IP Device Role Device St... Management State Data Sync... Actions

INGA—B—[ZTDNVT RICEHBALFET,

o Name: DR RTLDARIEAALET,

o Fabric: HIYQ #&RLET,

o Device A Label/Device B Label: & DR AV /N\—TFT NS ADIRN)ILEAALET,

o DRNI Virtual IP Allocation Method: 774 /LLTlE, TS REBF7RLAT— LG BEIM
[CEIVETHIENTEET, FHTEYLTILENHLIEEIE. THNARAEE IP TRLRER
CHITRIRD IP PRLREFIBELET . IP OFBRAIHRNIEEFREEL TZALY,
277V IICBEETUTL— M ERESNTHE ST . BEIRE IP BV ETAHXAERINT
L3515 4&1%. Automation > Campus Network > Fabrics s R—JIZBEBTILENHYE
9, IP Pool Settings R—U T, T/31 X LD VXLAN 4094 DT yk% VLAN 4094 7KL
RAT=IIZNAURLET , COREEETLEVS I @AY E—UNRy T 7vTRRSN
F9,

BEIMETUIL—bNT7 T UV ICRESATOSIEE L. BEIRE IPEYSTHREFERT
BHEEIC, LREDBREEETIAMERFHYEEA,

Fabric [HJYQ]
Optimized Automated Deployment Legacy Automated Deployment

IP Pool Settings

DHCP Server VLAN1 IP Pool
vdhcp v vian1

Controller and Other Server Subnets * @ VLAN4094 IP Pool
110.1.0.0/24,100.1.0.0/24,101.0.143.0/24,192.168.2.0/24 vian4094
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DR Systems

DR System

Add DR System

| Basic Info

| Device Info

M-LAG Virtual IP Allocation Method

aVhA—5—(XEFHAIIZ DRNI IPP )2 O% e LE T, DR System 27%491)vo LT, BEMIC
BESN-RE IP PRLRAZRRLET,

DR RATLDTFOAKMIE, TINARETILIZE>TERYFET . TTOCKEEA Deployed [
ERESNDIETHOTHL. ROFIBEICHEAFE T ARNTSOTARELT, B D DR R T L%
HMMicT 749 .12 >F7aq/4L%Ed,

Add Refresh

+ Name Device A Label Device A IP Addr... Device B Label Device BIPAdd... Creation Method  Description Actions
leaf3 leaf_130.1.0.36 1 6 leaf 30.1.0.3 Manual Creation ~ —

{showing 1- 1 of 1 ent e1of <

DR Systems [ leaf3 |

DR System

Edit DR System

| Basic Info

Name Description

Fabric

| Device Info

M-LAG Virtual IP Allocation Method

Auto Manual

Device A Label Device B Label

Back #%')v%~LT DR System R—UIZR A&, DR VAT LN ERICERSNF-ZEN LMY E
ED
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Fabric Device A Label Device A [P Addr... Device B Label Device BIPAdd... Creation Method  Description Actions

HIYQ leaf_130.1.0.36 130.1.0.36 leaf_130.1.0.31 130.1.0.31 Manual Creation -

1-1of 1 entries. Page 10f 1]

9. E7Aa2%5Y959BE. DR AUIN—TF IS RI£. DR AUIN—FINARET IR T 15 RE kS
TBAE3—TAAD DRI IIL—TE#BEIIZIERLET,

10. DR IL—T%E&E T SHIIZ. Monitor > Topology View > Campus Topology [Z#&L T, )—
TTINARET I RRT A RABDO RO O TOT4T eSS ELWMREETH D LEREEL
9,

Add Refresh

As a best practice to avoid red
auditing fiag, make sure the
physical member interfaces of

DR Systems

Add Refresh

2 DR groups

11. 3&ML#= DR L RFLD Actions 3541252712 B8%51)95 LT, DR S RAF LRER—JIZ
AVYET,

Add Refresh
+ Name Fabric Device A Label Device A IP Addr... Device B Label Device BIP Add... Creation Method Description Actions

leaf3 HJYQ leaf_130.1.0.36 130.1.0.36 leaf_130.1.0.31 130.1.0.31 Manual Creation

Showing 1- 1 of 1 entries. Page 1 of 1 > 15/page ~ Goto

12. LAG Groups #7%%71)yYLT.DRY I —THEEMICER SNz LEERLET,
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14.

15.

LAG Groups

Q

LAG Group Number Member Ports Device Label Actions

gation2 Fort

Bridge-Aggregation2 FortyGIgE1/2/0/2 leaf_130.1.0.36

B egation3 Ten-GigabitEthemet1/2... leaf_130.1.0.31

Bridge-Aggregation3 igabitEthemet1/2... leaf_130.1.0.36

Add Refresh

+ Name Fabric Device A Label Device A IP Addr... Device B Label Device BIPAdd... Creation Method  Description Actions
leaf3 HJYQ lea 0 1.0 130.1.0 0.1.0.3 Manual Creation

Showing 1- 1 of 1 entries. Page 1 of 1

DR Systems

OK

@ createarn

DR 274D Actions 5107 A2 %5195 T, #iLL) DR (28— T2 A RERTLES .

Bridge

Bridge-A

Bridge-Aggre . er DR LAG (

DRNI DIREERTLET .
<Leaf-S105A> display drni summary
Flags: A -- Aggregate interface down, B -- No peer DR interface configured
C -- Configuration consistency check failed
IPP: BAGG1
IPP state (cause): UP
Keepalive link state (cause): UP
DR interface information

DR interface DR group Local state (cause) Peer state Remaining down time (s)

BAGG2 1 UP Uup -
BAGG3 2 UP Up -
BAGG4 3 UP Uup -

<Leaf-S105A>
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