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Three-tier networking

Unified Platform

SeerEngine-Campus DHCP ElA

Layer 3 switch _AC % @ @J_ =
@ ,_=___:__.:___::.:____-- = -ECM:P |

E |

|
. NI _. Router | | @
I = ! o
i | i [ (=
Spine ! Dual spines #RR 1 8
i SWITCH i I 1 2
................... | | @
2
| s
w

LI

Leaf
Access!

« Typical campus network scheme with spine, leaf, and access tiers.
»  APs and wired users are connected through the access tier.
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BYET, TIERTIRARIE AP BEUIURRAUMNIERL. TILFLAILART—REGE Y R—
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dual spine uplink E1=I1& Configure DRNI for dual spine devices (manual) 1ZS B LTSN,
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Two-tier networking

Unified Platform

SeerEngine-Campus DHCP

Layer 3 switch

Spine

S19A18S 82IN0SaY

:::::

Leaf E @

+  Atwo-tier network does not contain the access tier.
»  APs and wired users are directly connected to the leaf tier.
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Single-leaf networking

Unified Platform

SeerEngine-Campus DHCP

........................

Layer 3 switch

Leaf

| 2 ' | tom s :
Access
! ]

Slanlas 82inosay

»  The network contains only leaf and access devices without spine devices,
and typically applies to small networks.
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Three-tier networking

Unified Platform

SeerEngine-Campus vDHCP ElA

Layer 3 switch a=m
AC

- ! Router
- = @8- 86
1 S

Leaf
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o0mE

r—-

Access

« Typical campus network scheme with spine, leaf, and access tiers.
»  APs and wired users are connected through the access tier.
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Two-tier networking

Unified Platform

SeerEngine-Campus vDHCP

Layer 3 switch

Spine

S19A18S 82IN0SaY

Leaf

+  Atwo-tier network does not contain the access tier.
»  APs and wired users are directly connected to the leaf tier.
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Single-leaf networking

Unified Platform

SeerEngine-Campus DHCP EIA

Slanlas 82inosay

B ™,
Access |
: |

»  The network contains only leaf and access devices without spine devices,
and typically applies to small networks.
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Aggregated networking

Unified Platform

SeerEngine-Campus DHCP ElA

Layer 3 switch

Spine

Sl8mas 82IN0say

Aggregation

Leaf

Optimized automation supports aggregation switches between spine and leaf tiers.
Aggregation switches are Layer 3 beryllium-copper switches that perform only underlay
routing and forwarding and do not require WXLAMN/EVPN support.
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Connections between servers and devices

Layer 3 connection

Unified Platform

SeerEngine-Campus DHCP
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Connections between servers and devices

Layer 3 connection
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HB il e
A/—FDIPPRFLA | /—F2:110.1.0.102

/—F3:110.1.0.103

VDHCPY S XAAZMIP | 110.1.0.104 VDHCPH—/N—DHIS5RRIPFRLA(ERICIEFERESNE
7RL R HA)

VDHCP/—F®IP7F | /—F1:110.1.0.105 | vDHCPH#—/\—®D22NO/—FDIP7KL X

LA /—K2:110.1.0.106

Microsoft DHCP®IP | 8.0.1.171 Microsoft DHCPH#—/3—®DIP7RL X
TRLR

IRF 277V ORDT 1T ILEHE—LRISMY

SeerEngine ¥vU/\ADAVFA—FEHETIVRIA—LIE. 1 DORYNIT—OTFHTa%HEF LFE

ER

SeerEngine F¥/N\RaAVPO—ZEMETIYNIA—LIL. 1 DD NIC ZHETEFET . COEE. #
BT S5ybT+—L. SeerEngine ¥/ X, VDHCP, XU EIA (&, RILRYRT =915 AV RAD IP
TRURZEERLES,

13 SeerEngine Fv/SADAVMA—SEHETSYRNIF—LAIK, 1 DDRYNT—H 75T 4%
HLET,

Cluster northbound virtual IP address: 100.0.0.100

Unified Platform

SeerEngine-Campus DHCP

Node 2: 100.1.0.202
Node 3: 100.1.0.203

GE1/0/7
VLAN 30 gateway: 100.1.0.1

SWITCH

L3-Switch '

6 IRF+RR
Spine i v h 4 5
! SWITCH SWITCH :
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LR

SeerEngine Fv>/ARDAVFA—FEMET YR T+—LTIK, RGDRYEI—OFFT2ZEFERL
7,

SeerEngine ¥+ /AAMa>kO—5& Unified Platform (&, #2411 DD NIC £ 2 DD Ry T—H
BT AURD IPTRLREERATEET , ZNDIHE. EIA & Unified Platform 25X 21E—H DRyt —5
T AUD IP PRLAEEAL. SeerEngine ¥+ /¥ & VDHCP [E£5—FDES A+D IP 7RL
REFEALET,

14 SeerEngine F¥>/AROAVPOA—FEMETTVNI+—LTIK, REDRVINI—ITFH T4%
FERALET.

Cluster northbound virtual IP address: 100.1.0.100

Unified Platform

SeerEngine-Campus DHCP

Node 2: 110.1.0.102
Node 3:110.1.0.103

GEL/0/7
i GE1/0/3 VLAN 30 gateway: 100.1.0.1
i VLAN 1010 gateway:

. ' 110.1.0.1

L3-Switch ! A

. SWITCH

: VLAN 1 gateway: 120.1.0.1

i TEL/0/6 | VAN 4094 gateway: 130.1.0.1

6 IRF+RR a
Spine i v h 4 5
! SWITCH SWITCH :

ZDHITIL, SeerEngine F+v2/SAXAVMA—ZERETTVRTH—LDENEN 1 DD NIC ZFERAL
TWET R7IZ.FRLRTSU =G %ERLET,

RTY—N—DIPFFLAR

IHH fAl: &%

VLAN 13wk T—5€5 A7 | 120.1.0.0/24(120.1.0.1) BEAZXHEMETHVLAN LRykT—
—bkozA) 9

VLAN 40943yt T—4+t% 4>  130.1.0.0/24(130.1.0.1) AVRO—SETNARABEDBIER
T =k o) DVLAN 4094y —%
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DIPFRLR F7ELR

A—H—VLAN TS5 =24

SeerEngine ¥+ /XRIZ(X. 4 DD VLAN T—ILHBH5ALHEERFESN TLVET , Automation>
Campus Network> Network Devices. Z:&iRLFE 9, & LFRIZ#HS VNID Pools J>9%51)vL T,
VNID pool configuration R—C#BIEE T, VLANs 27% 0w H LT, Y ATLDIRED VLAN 7—)L
1E$RET R TRTTES VLAN pool R—CEREFET,

X )TFATN—TDEATERDESYTT , TIAILTERESN S Campus 7Y+t R VLAN F—)L
(default_access), ¥ 21')74% )L—F VLAN T—/L(default_security _group). & EUVF+> /R85
71)—VLAN F—)L(default_auth_free)D')V—RAT— LB (IHRETEF A,

O BE:

VLAN T—)L(E, N AT AV THRESN =R XIEBTEFEF A, VLAN T—ILEHRET BIZIE. 1=
EZIE. FLLY VLAN FEEZEME=IZEIFEL. VLAN SEEEZFH9 5121E. ERNCEHEEZII TR0
ENHYET,

2735 VLAN T—)L&EF—N\—Sy TS B LETEE AL
7HOtRXVLAN F—ILiZ, THEnt=- VLAN SR EZEE Y R—MET,

SeerEngine ¥+ /AR Tl, T/AA RA—k A= 30 R52y9 D BFD #&HAIZ, T74/)LET VLAN
100 AEIY BTSN TULVET . VLAN 4090~4094 L F 9% H VLAN TI,

DRNI BNEEESNTWAREE . OVFA—3IE. DR Y RTLD 2 DOTINARBEDTE—LADIL
—rEIEADI=6IZ. TIAILFTVLAN 2 ZHTLET,

A—H—REBELEION—230 M5 6.0 8\—2aV 27y T L—K 9 51848 VLAN BB DZEWLN
FHEITHURELHYET, ORI, T—2DORBAIZK>THRTEET,

XX INRT IR VLAN T=IL. T ICRTINA ADNA U SA NGz TV RRTINAAD
VLAN B EZFHEITT H=OITFERENET, TI4/LED VLAN EE I 101~3000 TY

X a1)F45 IL—F VLAN T—)L:RBESN =R ALV AD X)) T4 )L—FIZ VLAN ID ZE|Y
YT, A——VREAREICT B=OIFERINET, T 74/L8D VLAN (L 3501~4000
T9,
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INAOTAVT DT IRATINART VLAN BREEZHRITITHEOICERASNET . TI4HILED
VLAN #i[F# (% 4051~4060 TY,

o XYUNRRATFAVITIER VLAN T—IL:RATF499% v 1SAF72+1R VLAN [Z(Z. 2801~
3000 M VLAN EEFEERT B E5H580OLFET, 7UERX VLAN T—)LDEHEIL., VLAN 101~
VLAN 2800 IZEBTIBENHYET . EEDRIYNT—VBEHIZH-TEEZHRELET .

Network Devices

VLANs

Add Refresh

~ Name Type VLAN Range Default VLAN Pool
default_access Campus Access VLAN
default_auth Campus Auth-Free VLAN

default_security_group Security Group VLAN

BEZ'))—2XD VLAN T— L ERZARTILENAHDIHE(E. RIZTRT L3I, Actions F|Z451)y
JLT.VLAN T—LERET 5= DR—I%FEET , VLAN Range %818 T. Actions FIE41)voL
T Edit VLAN Range R—U#BE. VLAN SEEFHEEBYICEERLET,

Edit VLAN Range

Start VLAN ID End VLAN ID
101 3000

Add VLAN Range
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AD-Campus A 74¥al—3ay

AD-CampusisRER—UIZAT 1V LET,

2.

AVR=ILELVERR. ROBITTRT &IIZ. T5VHF DT RL R/3—[Z AD-Campus A~ kAO—
SOOTAVTRLRAEAALT. ATAVR=DEREET . OV TFRLRADORR I
http://100.1.0.100:30000/ TY ", B4’ 1> IP 7KL RI&. Unified Platform 252820/ —R/ 9K
H—EX IP TS, TI4ILbDAT A0 A—HF—ZENRRT—KIE, FhFh admin &
Pwd@12345 TY,

-Campus

A—H—RENRT—FEAALIS. Login &9y~ LT, AD-Campus I rA—Z5DEHFER—
DEREET,

-Campus Home ide @ Monitor Automati & Analy

Campus Network Dashboard

Wieed 19005 0o .
Wirelezs

User  Manage gu.s Bl

33



3.

Monito

&—:)mziéau‘ywéa RDESZFTATDA=a—HRTENFES,

-Campus &A A3AsA28240% N £

Home Guide Monitor Automation Analysis System

BHEME#EEES 1 —)LIX, AD-Campus H—ERXDERICERSNET, R—2 D Automation 4

TE9UvIL T ERDFES =23 RAVDAZ1—FRDLSIZERLET

o Configuration Options: T/\AR/N\VITYT K&KV DN JIRDTSATSVHEEDY
—EREEHTEFT,

o Campus Network: SeerEngine ¥ /8RaArO0—SIZET 2 —ERZRETE=ET . =
NICIE TNARAVR—=TFT AT GBER A (D7 TV 2F ) TATN—TF T IL—T
MA1—H—RS— BLUHY—ERFI—COBEETUIL—MERDEENET,

o User: 7UERAY—ER, 7V AR — TUERIA—HF—GE EIA BIEH—/N\—DY—

EXEHRETEET,

aX A&
-Campus {y Home % Guide @ Monitor | @ Automation | & Analysis [ System

Automation

% Configuration Options
Software Library Refresh

Configuration Templates Software T
Software Name * ype Size (Bytes) = Applicable Devices Released At + Img

Deployfment Tasks 5
Image Package

321773568 H3C S10504(1.3.6....
Envelope

Configuration Center
Auto Backup Plans
Backup History Records
Deployment Guides

Options

&) Campus Network

&) Endpoint Business

R User
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P T IDL=

aArO—SDA VA= ILERBRMNSE T LI=5. SeerEngine F+> /3R, EIA, VDHCP, 8 KU &
TR TH—LDAVN—D I RADTA U REERTILENHYET . 1V REEHKTD
BT SA VR Y —N—Z/EL. T/ REBALTZALY,

BRAEDYIIIT7N—23V TR G4V REEFTEHIEL —BHIM U REFEATHIELTE
E3 8

ZCTl&. AD-Campus A A—T A RTIA U RE &R T DHEIZODVWTOHAHRBALET . 51t
DAY —N—DREIZONTIE, SAEVRAY—N\—DI =27 ILESBLTIEELY,

N

System > License> License Information ##{RL T, S/ o REHGR—TCFHEET,

RATLBAVAM—ILEXUVERESNDE, TIHILNTC—EBSA U AN FEATREICHZYET,

All v Search Reset

Product Name % License Name % License Quantity & Used Licenses Updated At
UCenter2.0 UCENTER-IAR 1

UCENTER-NETRES 1

UCENTER-NETRES-LIC

a i UCENTER-UCENTER-EIP-N . .
UCenter2.0 LiC 100 Trial(88d;
c

UCenter2.0 Trial

UCENTER-UCENTER-EIA-LI
500

SAEURBERR—S T, RDFA VR —N—IRTA—B—%FBFELET, R, EEEIYVY

LTSRS —N—(ZHEHELET,

o IP7RLR: SAEVAHY—\—D IP PRLRZANLET, Unified Platform 95 X2MD/—X
INDUR P ESA BV RY—/IN—DHE(CEIETELSILEHRLET,

o Port: 5555,

o Username/Password: 1—H#—% admin &/XRX7T—K admin@123 # A ALET ., 7hHr
FENRRD—RIE IFATUMBERR—D THREENE T BRENTHIURENRT—FE
AALET,

A ADEFZEE . ALV RFRR—DITTA VD ANKRTREINET,
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Username

Product Name + License Name % License Quantity & State 3 Used Licenses Updated At

UCENTER-IAR 1 Trial( sOhours left)

UCENTER-NETRES 1 Trial(

UCENTER-NETRES-LIC

UCENTER-UCENTER-EIP-N Shours 1o
s5hours left)
Lic ‘

UCENTER-UCENTER-EIA-LI
Normal

AR S

AV 74FX2L—av AR EFERLTY—EREFRET BRI, TURRAUIRE., VAT LINGA—E
— I —N—BFE. BLUPDHCP H—N\—REERETIDENHYET,

A—H—IURKRAUMERTEDIER

FBEEY—/3—T VXLAN Rk —F U JE A 2 —TIUIZT BIZIF RODBRVEETLET,

1. Automation > User > Access Parameters > System Settings R—JIZBELET,

< System Settings Certificate Client Upgrade Third-Party Authentication /alidate System Log Upload HTTPS Certificate Files Unified Authenti >

System Settings

Name Description Configure
System Parameters Configure the common service-related system parameters.

Policy Server Parameters Configure parameters for the policy server and security management.

User Endpoint Settings Configure User Endpoint parameters.
Endpoint Aging Policies Configure the endpoint aging policy parameters
Pa: d Strategy Configure the 1 strategy.

Roaming Configuration Configure roaming service information such as the domain.

Auto-Cal Accounts Tasks Enable the system to automatically cancel inactive accounts.

User Notification Parameters Configure parameters for the user notification.

Client Anti-Crack Configure iNode Management Center

2. YRID User Endpoint Settings @ Configure 5IE8%%')v% LT, User Endpoint Settings X—
DEMEET ., User Endpoint Settings & & UHERK Director Controller Configuration M/35
A—B—ZHBRLET,

A—HY—TIURRAVRED /ST A—E—:
o VXLAN Networking: Yes #Z#iRLZET,
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— System > License> License Information: Enabled ##iRLFE
o Transparent Authentication: Enabled #:&iRLZE Y,
o BLARDTHIVED IP PRLRZREIMIZNAURBRLES . BEDHREFVLWLZTY,

— No: No #BIRTBL. IP PRLRETUIU T rENT  £EFEhtz IP ATV T (3B
FAShFELEA,

— Yes: Yes #EIRTDE P NAUTAVTHIP FRLRETYIUTRTEE T IP PRLR
[ISINAVRENTWBIURRAUIDA TSAUIZHDE, BIDITURRAU A S UIZ
otz EBIS A TFAVDIVRKRAUED IP AU T4 #BAALET,

o FHAIVRZEDIVRRAVEDRREIE. TH IV MDY R—bTELRIMIUFRA VDR
KEBEFIRT 5:=OIZFERINET, TIAN DT 10 T =X TKE—FHIULD
R KT /34 X Max. Device for Single Account # 10 IZEREL-BE. &KX 10 DITURKRA
RS, BBEERFCH L SAVITIRB T IOV NEERTEEY,

< System Settings Certificate

FALYZAUO—FBRHAD /NG A—5—:

o BAHaPO—T: SeerEngine ¥ /IRE EIA NREILTSURIA—LIZEBESN TS5
B.Yes ZERYTDHE NFA—E—ZFHTHEETIVLENLGELELETRLET  No ZERT
BERDINGA—E—FRET DRENHDIEETLET,

o IP Address: SeerEngine ¥+ /AR bO—5~ADOTAUIZFERTSH IP PRLREAAL
E3 28

o Port: 30000(Unified Platform (A4 123 5= DR—+ES)

o Username/Password: 77+ /LFERE®D admin & Pwd@12345 % FNZNAALET,

o Protocol: HTTP(F/zIX HTTPS), T74/Lt®TORaJLIE HTTP T, Unified Platform @
BAKICERTSZTOMIILEEIRLET,

37



AAA

Director Controller Configuration

Embedded Controller:

IP Address:

Port: Username:

Protocol:

H—/\—(F. H3C EIA V7(iIMC EIA). EIA V9> THiEENhtz EIA). E&LUVH—F/I—T1—DER

EIE-U-_/ “_Eﬂ-?ﬁ_l\ Li'd-o

Automation> Campus Network> Network Parameters> AAA R— (2 EIL. Add #0')vILT
EIA 4—/—ZEMLET,

Name: AAA H—/N\—DEFTEANLET . BEDREDEEFED AAA H—/I—DEFIERUCIZT
A EIEXTEEEA

Server Type: H—/N\—4(T%ERLET,
o EIAV9: Unified Platform [ZEZESh 1= EIA H—/\—,

o EIAVT:IMC 75vhI74+—LICTTAAEINTZ EIA Y —/\—, &8 EIAZ HHR—rF HDILEIA
V7 DHTY,

o Third-Party Authentication: H—K/\—F4—® AAA H—/\—,

Protocol: EIA $—/\—~DOYAVICHERTHTOMILERIRLETS, TIHILAREE HTTP
TY,

IPv4 Address: EIA H—/3\—® IP PRLRAZADLET,

IPv6 Address: EIA #—/\—® IPv6 7ELRZANLET , CD/NFA—F—([FFTLarTY,
GUI Port: ZBIRLIzH—N\—FATIZEDNT D RATLIZK>TEBMIZERESNET,

User Name: EIA 4 —/\—~DOJ A UICERAT 11— —BFANLET,

Password: EIA —/\—~®OJ A UIERTH/SRT—FEANLET,
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Add AAA Server

Mame

Username Password

Confirm Password

EIA V9

EIA 22 R—3R A Unified Platform 75X FIRIZTHRESN DL, EIAVI DAV THESNEREIZ K
2T, EIA 32R—3bh Default EIA &L T AAA YRMNZBBIMISEMSNET,

EIA V7

EIAV7 H—/3—[&, Windows F1= (& Linux A RL—TFT 425 L X T L(GMC FS5ybT4+—L) RSN,
UG IWRANE—R, 95 R4E—F, BIUVEBERE—FEYR—ILFET,

ST IVRARE—F: Windows E£1=1& Linux 7R —T 49 VR TF LE Y R—hT B H—/\
—F=Z VM ALETT,

Y FRZE—F: Windows F1= (& Linux ARL—T AT VAT LEERT S 2 8 DYEH—/—H
DHETT 2 BOY—N—NISR2EHBLET,

BEREBE—F: 1 DOLHL EIA /—FEEHBDOTE EIA /—FARBETYT . &K 20 D/—FH
HR—rSNFET, I —BLUVRI—EFECRIRE(E. L6 EIA /—FTHEEShET. T
i EIA /—RIE, £/ —F DL DEREZRLLET . COE—FIE, TILFIX YU /NRADUF)FIC
BLTWET, B0 EIA /—FRIE, Y—EXQ A AMZER LSES-OITHED/\vIT7vTEL
THERELET EIAVT DAL EBE EIABRBEE Y R—FLTWETEIAVI [EREER EIAREE
HR—IPLTOWFERA REDYI+D 7 /N—2 32 TIE. Windows+MySQL F 7= [&
Linux+MySQL 7 —FTIF ¥ DH N HR—FEN TLVET , Windows+SQLServer [HR—kSh
TOWER A MySQL T—ER—Z/N—23Y 5.5 i 5.8 B R—FSNTVES  RANTS5HT4
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RELT,. N—230 5.7 #FEAL TS,
Y—F/\—F—BBAL
Web Portal FREEICIE. Y —F/N\—TFT4—FBEE Y —/\—DMERINFE T, SeerEngine F+r> /3 X0 k0O
—JETH—bN\—TFT4—H—\—D IP PRLRZEREL. HEICEETEEHLEHER T ST T,

Add AAA Server

Server Type

hotspot Third Party Authentication

Ipvd IpvE

DHCP H—/\—

Automation> Campus Network> Network Parameters> DHCP R—J[Z#ELE T,

Add #2')v2L T, Add DHCP Server R—2#BEFE T,

Network Parameters

DHCP

Add Refresh Q

+ Name Manage... FirstIPv... Secondl... FirstiPv... Secondl... Vendor Available Status DHCP De... Last Suc... Audit Sta... Actions

Add DHCP Server ~— " ClZ, 2 >OEHE— R23F|H A 5E: tight coupling & loose coupling 1§
RATEEY,
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Add DHCP Server

MName

vdhecp

IPvd Address

High Available

Tight coupling

pe

o H3C A BIZRA%LT= VDHCP H—/\—& Microsoft DHCP H—/\—I&, B#E&E Y HR—kLTL

i‘a_o

=
=
o #

A E—FTIZL. SeerEngine ¥/ RavbO—3(F, R—UTHRESNT= IP FTRLAES AVE

25> T.DHCP H—/\—&D IP PRLAT—ILDEREERLET L IP PRLANAU T4 1%
HiR—hENTULET,

o BEIT/N\ARAERA® DHCP H#—/\—(%, H3C VDHCP 4 —/N\—THAILELAHYET,

VDHCP # —/x—

1. Add DHCP Server R—C T, RD/INTGA—E—%IEEL. OK #J I LTEEETTLET,

o

Management Mode: VDHCP H—/\—[ZZDE—FDHEHR—LL TSz, Tight Z:&
RLFET,

High Available: 75 X2RIETITBIRT IBENHYE TN RAVR7OVIRIETETET
ER

IPV4/IPV6 TaF JLRAYY: IPV6 A —hA— 3 oY —ERE (A —H—IPv6 H—E RIZxL
TTaATIVREYITINARE/HITLET , FHEITDULTIL, FAD-Campus 6.2 IPv6 Service
Configuration GuidelZZ B L TZELY,

IP Address: VDHCP TOT7A/BIZEIYE TSNz IP PRLREAALET, vDHCP OTF
TAAR—=UTIP PRLRERRTCEE T, System > Deployment Management [ZF-E 4 —
kL. Public Service # 7 avzRBAL. Byl TateRRLET.
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VRRP Group

vdhcps1

Host Name HostNIC Container NIC Container NIC... IP Address So... Network Name Network Type Subnet

matrix01 ens224 eth1 110.1.0.105 System Alloca network MACVLAN network

vdhecps2

HostNIC Container NIC Container NIC... IP Address So... Node ID Network Name Subnet

ens224 eth1 110.1.0.106 System Alloca node2 network MA AN network

o Vendor: H3C Z:#RLFET,

Add DHCP Server

MName Management Mode
vdhcp Tight

First IPv:
110.1.0.105

dor igh Available Pv4/IPv6 Dual

DHCP H#—/\—%3BL1=1%. DHCP H#—/\—® Actions 5l = #%')y~ LT, DHCP #—/3—
ZRIFELET . REANSE T3 5. Audit Status FI|[Z Audit Successful ERTENZET,

ers

EY set
Refresh Q b

+ Name Manage... FirstIPv... Secondl... FirstiPv... Secondl... Vendor Available Status DHCP De... LastSuc... AuditSta... Actions

Tight 110.1.0.1 110.1.0.1 — — 3C Yes up /up (] 2 5- Audit Suc

DHCP H—/N\—DF7RLRAT—ILE LV IP PRLREY L TIE#RE R RT BIZIEL. DHCP H—/3—
DEREDI)VILET,
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DHCP Server Info

DHCP Server Info

DHCP Pools

IP Usage (%) Lease Time (... Preferred Lif... Valid Lifetim... Origin Origin Descri... Deployment... Action

Automatic De. - Success

Automatic De. — Success

Microsoft DHCP H—/\—%38ind 5
1. DHCP H#—/N\—%Emd3

a. Add DHCP Server R—I T, RUA—([Z Microsoft Z38IRL . RO /NSA—E—HHERKLT.
OK#VyHILET,

— Management Mode: Tight Z:&iRLEY,

— High Availability: DHCP HA E—RTCOA T av&BRLET, R4VR7OVE—RT
F. ZDATLIavEBRTIDLEEHYFEL A

— IPv4: Microsoft DHCP H—/\—® IP PRLARFAALET, VSRFE—RTIE. WAD
DHCP —/A\—®D IP 7RLAZAHLET,

— Vendor: Microsoft #:ZiRL%xd .

Add DHCP Server

Management Mode
Tight

Microsoft

High Awvailable

b. DHCP H—/\—%;&hiLt-#%. DHCP H—/\—® Actions %l = %41y~ LT. DHCP H#—
N—ZRIBELET, RIEAMNSE T3 5E. Audit Status FIlIZ Audit Successful ERTENE
ERS

c. Microsoft DHCP HA R T—4RX % BRI B(Z(&. DHCP YRAMR—U DA ERBIZHAERE%E D)
vILET, TIHILETIE HA E=REAF—T )L TT, SeerEngine Fr>/ RV rO—3 (L,
DHCP HA RT—RREFEMMICERLET, 3> ,a—31%. 754 <) Microsoft DHCP H—
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N—DEEERETEE. 7\ wIT7 v Microsoft DHCP H—/\—%#BEMICA/r—TILIZLE

Add Refresh Q

# Name Manage... FirstIPv... Secondl.. FirstiPv... Secondl... Vendor Available Status DHCP De... LastSuc... AuditSta... Actions

Tight 110.1.0.10 110.1.0.10... — H3C Yes up /up [ Audit Suc.

Tight 8.0.0.17 — — — Microsof o up - Audit Suc.

2. VXLAN 4094 PRLRAT—ILZERELET .

OF £

Microsoft DHCP #—/\—%BinL71-%. SeerEngine ¥+ > /A\RarO—FEIZFRLARAT— /L%
FETHERL. PRLRAT—ILNT /AL X ED VXLAN 4094 ERICRYRNT—5 LIZH DT EEREE
FTEIBENHYET , PRLRAT—ILEERLELMESE . Microsoft DHCP H—/\—[X)—TJF /34
AMDIEESNT- DHCP ERICIEETEE A,

DHCP #7J T. Microsoft DHCP H—/\—®D &RiE2)voLET,

Network Parameters

DHCP

Add Refresh Q

<+ Name Manage... FirstIPv... Secondl... FirstiPv... Secondl... Vendor Available Status DHCP De... LastSuc... Audit Sta... Actions

Tight 110.1.0.10 110.1.0.10... — — H3C Yes up /up ] 2 Audit Suc

Tight 8.0.0.171 — — — Microsoft No up p Audit Suc

DHCP Pools #7 T, Add 29y L T7RLARAT—)L&EBMLET,

o Subnet: PRLRAT—)LMT /AL X LD VXLAN 4094 LEILR YR T =V LICH B LEMEREL
FI. COTFLRAT—LEA——H4—ERICEERSNEE A,

o Gateway: VXLAN 4094 LRICRYRD—9ET AURD IP FRELREAALET
o EFDMDNFA—E—IZIF, TIHIMEZFERLET,
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DHCP Pools

Add DHCP Pool

Name Subnet
Add Refresh Redeploy vian4094 130.1.0.0/24

| option

130.1.0.1

| Policy

Enable Relay Agent
Yes No

Microsoft DHCP H—/N\—MNE&EIZERSIVCERIN S L, ERESI=Ra—T A% Microsoft

DHCP H—/\—[ZRRENFET,
4 [ Scope [130.1.0.0] VLAN4094

i} Address Pool
i Address Leases

- [E| Reservations
. Scope Options
| Policies

-3 Server Options

Loose coupling

e Microsoft DHCP #—/\—#& &1 WRD DHCP H—/\—(Option 82 #HR—bF) I, BifE& & HHR—
FLET,

o H#EATE—FTIL. SeerEngine ¥+ /A A—5(L DHCP H—/\—IZ7RLRAT— L& BT
F. DHCP 4 —/\—hoDTRFLRAT—)VIEHRERIEELEE A

o J—TTFTINARIZ&>TEIEESNS DHCP YL —/\4ryhTiEi%ESh 3 Option 82 1EHREBAE T 51
DI, TRTDOFTRLRT—ILETFRLRT—IL DR —EFETHER T ILENHYET,

BIESE—F®O DHCP H4—N\—IIRETEEHF A, DHCP H—N—[ZFHTES - REAVHEL,
Audit Status (&--] T3,

BR#EAE—RTIE, SeerEngine F+v>/8XavkO—5(E DHCP H—/\—([Z%EZHITLI=Y. DHCP
H—NN—DT7RLRAT—ILIEREFRIALI-YLEE A, LM T, fail-permit EX2)T45 IL—TAHAD
Y ITRIYRDTRLRAT—ILE, DHCP H—N\—EDT7RLRT— LR —4FETHERTIDENHY
ES I
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FRURT—ILRYS—%#ET DI, % —F/8—F1—0 DHCP $—/3—4% VXLAN ID % Option 82
fEIZE&EL . DHCP /¥ vk T Option 82 £#AI T2 EAHYE T BEAEIL DHCP H—/1—I2&
STERYFET, #MITOLTIE, & DHCP H—/N\—RU ¥ —DHERIEHRESBLTLZE,

Add DHCP Server

Management Mode
Lo

IPvE Address

High Awvailable

R5T 499 AC DI DRFRERE T M—2E

S6520X 1)—XFfz[& S5560X L) —RXDTNA ALY T—VIZHFETBEEIE. RRNTS5974
A &L T, Automation> Campus Network> Network Parameters> Parameters X— [ZFEIL T,
ABT499 AC DAV INE—LaVERE I VN ) —5—Z 07 &4 R —TLITLET,

Parameter

Parameter

Global Settings

IPve @ TFTP Service
No 8

Map on Homepage
China v 100.1.0.100

OK

Conversational Forwarding Entry Learning for Static @

BEEE ALz Y—ERMVREAVANY—ERNS T IERZELIIGEICRY . TS RI(EY—
ERAVRIVADEET N —ERERFFANIZRITLT REZADILET Y—TT /IR LDF
MY —EXM VRV RICRDEEERHALET,
#
interface Bridge-Aggregation1024

port link-type trunk

port trunk permit vilan 1 101 to 3000 4093 to 4094

link-aggregation mode dynamic
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stp tc-restriction
mac-based ac
dotlx
undo dot1x multicast-trigger
dotlx unicast-trigger
dotlx critical vsi vsi9
dotlx critical eapol
mac-authentication
mac-authentication hz1
port-security free-vlan 1 3501 to 3505 4094
#
service-instance 3501
encapsulation s-vid 3501
xconnect vsi vsi3 on-demand
arp detection trust
#

47



REDEBT /A RAR—T g

LAV—BETNARFUR—T 4073, BEMLERET 220 O—SELVTNARADTO+ERT
T, BREDEMICDULTIX. FAD-Campus 6.2 Automation Configuration GuideJZ S BL TEELY,

REESNE-BIHT NIRRT R—T12T

REBIESNZBE T N\ARFVR—T427(2&Y ., A2 bB—FETNAZAD Y R— ML TEEIMEEE
HETEET, RTEDFM-DLTIE. FTAD-Campus 6.2 Optimized Automation Configuration Guide/
=SRLTIZELY,

FEEAR—T1T

FEEAVAR—TAUTE RNAVTINARE) =TT INA REFETHARALZETT , BEIZTVER
TINARDAVR—T AT & RIMMUTINARE) =TT A REFETHARAL S FIFITDNT
[%. TManually incorporating a device IZS LTS, BEIZ VLR T NI RDA U HR—TA0T9H
FUZ DD BEIEREIC DL TIE, TAD-Campus 6.2 Semi-Automation Configuration Guide]#5
BBL TS,

TINARZEFHTHAHAD

COETE. BBERENGEVRNIUTNAR N =TT NARB LUV T IR T INA REFEITHERL
T HODEKRMGERFIEICOVTHRALET . ROBRIEL. TS RO—LAOT oF—L AR
& TNAREARDT=-OICaV A= B BEET DD AITEDNTIVET , HBRUE.
SeerEngine ¥/ RV MO—SE T/ REEFHALENTEET,

O ==
o ZORFaAAUTIE. 7oA —LADFEEREITOVWTHBALTWET, 73 —L 1D BELERTE
[ZDULTI&. FAD-Campus 6.2 Automation Configuration GuideJ#SBLTLZELY,
o L3 RAyF&EFIF VLAN 4094 2T AU DIENT— I TAIMRNAVTNAR LIZHBHE ., )—
TTNRARLEDAVIA—FRYNT—IET AV DRIT AV IV— R ET DLETHYFEE
Ao

LAXY—3 RAIYFERET S
LAY —3 RAYyFEHRET I
1. DHCP & STPESO—NJLIZAR—TILIZLET,
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#DHCP#H 2§ 5.

dhcp enable

#

#STPEARICL &7,

stp global enable

#

VLAN 4094 | > &—7 = 4 A% T 3.

#

Vlan 4094

#

#

interface Vlan-interface4094

ip address 130.1.0.1 255.255.255.0

#

#VLAN 1 B E & BEIT NARFUAR—FIEREINET . RYET—IRDTRTOT NARABFEH T UAR—F
INTLSEHEE . VLAN 1 REIDLEHYEEA,

interface Vlan-interfacel

ip address 120.1.0.1 255.255.255.0

dhcp selectrelay // DHCP VL — T—Y = > FEEOMERIE . BE)7T N1 2 4 >R
— T4 TSN ET. AL UIN—=TIT VXA FTAALZABTETHRESNT
HARNENTHBEE. DHCP VL — =—Y v NEBOREIVEDY ¥ A.
dhcp relay server-address 110.1.0.105 // vDHCPH#—/"X—_/—FODIP7 N L A.
dhcp relay server-address 110.1.0.106

#

VLAN 30 8 &8 VLAN 1010 @ VLAN A > X—7 = 4 R &AEKT 5.

#

Vlan 30

Vlan 1010

#

interface Vlan-interface 30

ip address 100.1.0.1 255.255.255.0

#

interface Vlan-interface 1010

ip address 110.1.0.1 255.255.255.0

#
ANA VTN, RACBGSNIA Y R—T 2 A A5 HEL £7.
#

interface Ten-GigabitEthernet1/0/6

description to_spine

port link-type trunk

port trunk permit vian 1 4094 [/ A /3 A > ) =77 7 € A TR Aty b7 —27ZF
FTCEANBLIUOF v R—F SN T 3EAE. undoallowed vianl 2~ > FEFETL &

7,
#
227748 75y N7 x—LWEETBA v &—7 2 A% VLAN30 ZiEML £
7,
#

interface GigabitEthernetl/0/7

port access vian 30

stp edged-port /[ —"—% 4T 5L A v — 3 A v F A— % STP Tv ¥ A—
PeLTHREL 27,

#

SeerEngine-Campus & VDHCP (2#:#4i9 21 > & —7 =4 A% VLAN 1010 (iEfL

49



EQ
#
interface GigabitEthernet1/0/3
port access vlan 1010
stp edged-port /[ — "—% LT 5L A v — 3 A v F A—F%&% STP Ty ¥ £—
Me L CHREL £7.
#
T 7 4V hL— N EBINT 5.
#REL—F—L EIABOREERDO=DIZ, RISMMUT AR LD VSI A2B—Tx4( R 4094 O IP FRLRIZH
YRR TERELET,
ip route-static 0.0.0.0 0 130.1.0.2 IRV ARTRY TMRISAVTFTINA R LD VSI A2 B—TTA R 4094 DA Z—T A
AFRLARATHBDT IAIMIL—FEERELET .
#

RIMMUTNARERET S

Spine T /34 X% SeerEngine v /NR[THARALHII. ROBELTFETEITLET,

1.

RIAVDA—ILEL AT LEEZHRELET,
#T IV TIREID spine THAT /NI ZADIHE , spine BEEHRETILEEHYFEREA, TOITHVESIF. &
< spine ZEEHRELTHLT NI REBRELT. EEZHDICLES,

vcf-fabric role spine

#

sysname Spine

#

PRAOCERETHELIIC LLDP #RELFET,
#
lldp global enable

#

STPZHRELFY,

stp ignored vlan 2 to 4094

stp global enable

stp root primary /RS2 T1N( A% STP JL—hELTIRELET
#

SNMP. NETCONF, Telnet, &1 SSH #8&ELFET .
#SNMP ZEELET . RIZ, TIHIDEEERLET . SNMP 322 =T RNV T (F, ERDEREICEDINT
RETEET,
snmp-agent
snmp-agent community write private
snmp-agent community read public
snmp-agent sys-info version all
snmp-agent packet max-size 4096
#
#NETCONF ZEXELET .
netconf soap http enable
netconf soap https enable
netconf ssh server enable
restful https enable
#
#Telnet ZERELET
telnet server enable //Configure Telnet when using Telnet functions

50



#

#SSH & ELFET .
ssh server enable
#

5. Telnet 8K SSH D A—H—ZE/IRT—FEHRELFET,
#1—Y—4£% admin IZ, /SR T—F%& H3C1234567 [ ELET
local-user admin class manage
password simple H3C1234567//1/SRD—Fh\E#EDBH &L TSI LERRBLET . /SRT—FD
RElF 10~63 XFT. #F. AXF. IMNFBLVERXFEDDLELLEL 2 BEOXFNEENTLILELH
YET , BRE YRS TES T /SRT—FIZRBEF(?) AR—R, 1 —H—ZF=[F1— VL DOHEIEEE
HBILFTEEE A,
service-type telnet http https ssh
authorization-attribute user-role network-admin
authorization-attribute user-role network-operator
#
line vty 0 63
authentication-mode scheme
user-role network-admin
user-role network-operator

#

6. VLAN 4094 ZEmLE T,
#VLAN 4094 Z/ERLET .
VLAN 4094
#

7. OSPFZEELFT,
#
ospf 1 router-id 200.1.1.254

non-stop-routing
area 0.0.0.0
#

8. IW—TN\VIALEA—TIAREHRELET,
#
interface LoopBackO
ip address 200.1.1.254 255,255,255,255

ospf 1 area 0.0.0.0 //OSPF &/ ELE Y,
#

9. RINAVTNARDE I GAR—DIAREERELET . EHDI I 94 B—TI(R
PEET HIHE L EHD VLAN A2 8— T REEHLET .
#VLAN ZHERLET,
VLAN 91
#
HVLAN 13—z A REEBLET,
interface Vlan-interface91
ip address 91.1.0.1 24 /IREAD R YL T—OTFRLRZFERALET,
ospf network-type p2p
ospf 1 area 0.0.0.0
#
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10.

11.

HAINADTINARADE G094 B3 —T A AT port trunk permit AvUREETLET,
#

interface Ten-GigabitEthernet3/0/16
port link-mode bridge
port link-type trunk

port trunk permit vian 1 91 // spine/leaflaccess T /31 AR VLT —YIZFEICTRESN.
FUR—FEn TS5 E(F. undo permit vianl av 2 REETLET,

#

T4 ILETIX, SeerEngine Fv 2/ RIEXD VLAN B EHIZE|Y L TET,

o DRNID 2 DDTNARBTTUZ—LADIIL—bEREEITH1=6HD VLAN 2,
o BHERAYIT/INAZD BFD A® VLAN 100,

o FTHEARAYFD VLAN 101 /5 VLAN 2800,

o VLAN 2801 A5 VLAN 3000(AC ~DRAT v 7+t F)

o tFalT44IL—TFD VLAN 3501 A5 VLAN 4000,

o BEAUR—TALUTIZBIFERNAUTNARE) =TT NA XBOHEE KR IRAD
VLAN 3001 Avio VLAN 3500,

o VLAN 4090~VLAN 4094 [£FHISNTLVET,

o VLAN 1,5 VLAN 99, & T VLAN 4001 A5 VLAN 4089 (&, 2> bA—3IZ K> THER
[CEYHTONFEE A,

o T 7#JLETIE, VLAN 4051 ~VLAN 4060 AFREE ') —VLAN ELTERSIET,

o VLAN AUB—DxA RZEIL—T1VJ RICERET HHE L. VLAN 3 15 VLAN 99, VLAN
4001 A5 VLAN 4050, £ KU VLAN 4061 1> VLAN 4089 AT A LEHEDLET,

RINATINARE) =D T INAADEDEHD') 91X ECMP )29 TF, VLAN 1 [ZXLT STP
RAR—TILIZIES TSR RIS T INARE) =TT INA ZADBE D) o IR EEIZH >
TWABAIXEETY,

L2VPN &4 2 —JJLIZLFET,
#

[2vpn enable

#

VPN-Target. VSI VXLAN 4094 & U VSI 12 8—T1(AD IP PRL R BLUAVIE—FET

NARE D RIVERAD L3VNI ZRELET
#VPN-Default ##fL.RD & RT 24 0—/3LIC L1 IZERELFET,
#

ip vpn-instance vpn-default

route-distinguisher 1:1

vpn-target 1:1 import-extcommunity

vpn-target 1:1 export-extcommunity

#

address-family ipv4
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12.

vpn-target 1:1 import-extcommunity

vpn-target 1:1 export-extcommunity

#

address-family evpn

vpn-target 1:1 import-extcommunity

vpn-target 1:1 export-extcommunity

#
#VSI A2H—TTAR 4094 D IP TRLREHRELET,

interface Vsi-interface4094

ip binding vpn-instance vpn-default

ip address 130.1.0.2 255.255.255.0

local-proxy-arp enable

arp proxy-send enable // ARP 7AFX L FAR—TJLIZL T, RYRT—OBINEIEZA LT

DRARET, TURRAUMNEE N Y —/ —ARP 1§ L TIE Y —/N\—ZIBGE TELUVEIE

ERRRLET,
#
#HANV—3EREAIZVSI A A—TJx(RELBUNI ZRELFET
HAVB—DTTARADPFEDAVA—TAAD IP FTRLREEATES L5129 BICIE, ip address unnumbered 3%
UREERALET . VPN-Default (SR LTEF )T T IL—THMERShBE LAY —3 T+ T—TA4UJI2&>THE
ESNB/RTIbMRETT IP TRLRIE, VS| 128 —T1 /4R 4094 D IP PRLRELTHRESNES,
#VSl-interface 4092 #{ERZL T. VPN-Default @ L3VNI & ELFT

interface Vsi-interface4092

ip binding vpn-instance vpn-default

ip address unnumbered interface Vsi-interface4094

13-vni 4092

#
#VSI VXLAN 4094 AV RAVRAEHRELET .

vsi vxlan4094

gateway vsi-interface 4094

vxlan 4094

evpn encapsulation vxlan

mac-advertising disable

arp mac-learning disable

nd mac-learning disable

route-distinguisher auto

vpn-target auto export-extcommunity

vpn-target auto import-extcommunity

#

BGP EVPN Z8&ELE Y,
#BGP 2R ELFT BHD—IT A RDHIIGE L. BROETEHRELET .
#FETHRTELT- BGP AS FE (L. SeerEngine ¥ ¥/ XADNT7T VI THREINT- AS BELE—HLTWIRE
BHYET,
#
bgp 100
non-stop-routing
router-id 200.1.1.254 [I&T/INARIZIZEAEDIL—FID BHYET,
peer 200.1.1.252 as-number 100 //BGP E7Z&&ELFET . BGPET D IP PRLRIE, )—
TTNAREDIN—TINIIALB3—TARXD IP FRLATY,
peer 200.1.1.252 connect-interface LoopBackO

#
address-family [2vpn evpn

reflector cluster-id 200.1.1.254 /| TaTFILAINAVIRET) ILIRISREEZEELET,
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13.

14.

15.

2DDTNARADELYZRZ ID ZHEET,
undo policy vpn-target // undo policy vpn-target & EL . Z{ELT= VPNv4 JL—+ZET1)L
)G LEE A
peer 200.1.1.252 enable /| D) —27/—FHEFEETIHEIL. EHO)—TJI N —%
HRELES,
peer 200.1.1.252 reflect-client //R7%3 Leaf T/\A A TIL—rEE5iE T B1=6HDIL—K)
ILOBEHRELET,
#
ip vpn-instance vpn-default
#
address-family ipv4 unicast

import-route direct /| \)—2T/INA R T IPv4A PRLADA > TR UREBRAAERIZHE>TLY
BHEE. B —rEAUR—MET,

import-route static //RAAT4V7IL—bEAR—LLET,
#

RISAVTIAZRDT YT I A BA—TTA R (LAY —3 R UFIZHE#E)E AC AL A—TTARE

LTERFEL. VSI VXLAN 4094 [2/8(RLET,
#

interface Ten-GigabitEthernet3/0/2
port link-mode bridge
port link-type trunk

port trunk permit vian 1 4094  // spine/leaf/access T /A AWK YbT—YIZFETRES
. FoR—KEh T 5154 1&. undo permit vianl av U REETLET,
service-instance 4094 /| H—ERXRAURAU R 4094 #ERLET,
encapsulation s-vid 4094 // VLAN %24 4094 #BB&LFET,
xconnect vsi vxlan4094  // VSI vxlan4094 /AU RLET,
#

RAATAVIII— b EERELET,

HRINA DT INMA AP LA —3 T SeerEngine F¥2/SAB LY EIA [TEHSATVSIGEE . RIXMRyTELTL
A¥—3 XA YFD VLAN 4094 O IP PRLREFHAL T, $—/N\—~DREZT4 YV —bERELFT

ip route-static vpn-instance vpn-default 110.1.0.0 24 130.1.0.1 //38% IP 7RL X (&, 3>
FO—SDHTRVbEIZHYET,

#

ip route-static vpn-instance vpn-default 100.1.0.0 24 130.1.0.1 // 385 IP 7RLRI(X, ¥

—N—DH TR EIZHYFET,

#

#DHCP 4 —/3—® IP FRLAD B DR vbT—9 EIZHBHEIX, DHCP H—/R—IZRET1v Y IL—EEMT B
WENHYET,

ip route-static vpn-instance vpn-default 132.0.0.0 24 130.1.0.1 // DHCP H—/\—®D 3w

rJ—2 1P 7RL R,

#

VXLAN bR JLD MAC 7RLRZFEEEH LU ARP/IND ZEET4E—TILIZLET,
#VXLAN bRV D ARP EBEZEMICL T, YE—M 7 yb®D ARP 2B EZIELET,

vxlan tunnel arp-learning disable

#

#IPVv6 Y—ERXEHRET BHICIE.ND S—=U T2 BT ILENHBYFET

vxlan tunnel arp-learning disable

#
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#VXLAN b )LD MAC PRLRAZEBHEEMIZL T VE—F T YD MAC PRUREZTZZIELET,
vxlan tunnel mac-learning disable
#

16. NTPZERELFET,
#
clock timezone beijing add 08:00:00
#

#IP FRLRIE NTP H—/A—D IP FRLATY . B TS5V I+ —LlE, A RAHD NTP H—N\—THERSIhFE
TP PRLRIE. 95RB/—RINHURH—EX IP TY,

ntp-service enable
ntp-service unicast-server 100.1.0.100 vpn-instance vpn-default
#

17. RINMMUTINARAD IRFI77T)voDT)vP MAC FRLRAZZEBESIN TOALVREIZERELE
T o RN TINA AW IRF 277UV IRIZHBIGE L. ROARREFHAL T, YRE2—/1\vY
TITRAYFA—IN—RIZTINAZADT )P MAC PRLRADNZEBESINAGWNKSIZLET,

#

irf mac-address persistent always
#

J—DFNAADER

O BE:

S5560X R YFET=1d S6520X RAYF &) —TTFNARELTHERT S F. A/ vyFE—FE
VXLAN IZEREL. REZENTBE=HDICTN\AREZBREELET .

1)—=2T 1\ 1 X% SeerEngine v /\RIZHAALHIIZ, ROBEEFEITEITLET .
H#AAYFE—FZERTL. VXLAN E—FTHAHEEFHRLET,
dis switch-mode status

Switch-mode in use: VXLAN MODE.
Switch-mode for next reboot: VXLAN MODE.
#

HAAYFE—RERTTBIZIE. ROITUREFERLET,
switch-mode ?
0 NORMAL MODE (default)
1 VXLAN MODE
2 802.1BR MODE
3 MPLS MODE
4 MPLS-IRF MODE

#

H#EFEEAMCT BITIE, T—F%E VXLAN E—KRIZBEL. TN/ RZERELET,
switch-mode 1
#

1. )=7O—)LEVARTLEBERELET .
HTINAZRDO—)LINT ITHILRT leaf DIBE . leaf O—LERETILEEIHYEEA, F5THRVNVESF. FT
leaf A—LERELTHOTNARZBEBL. REEZEMILET.
# vcf-fabric role leaf

55



#

#sysname #EELFT

sysname leafl

#

FROSERET SESIC LLDP R ELET,
#

Lidp global enable

#

STP ZERELFY

#

stp ignored vlan 2 to 4094
stp global enable
#

Leaf T/AARADHA I 2B—T A XA T stp te-restriction AYRERITLET,
int Ten-GigabitEthernet1/3/0/16

#

stp tc-restriction

#

1]

P-4
=

=T INARDE I (B —D 1A AT stp tc-restriction AR ERITLET . TURRA
UMTFNARICEEERSNTOSI5A (. stp edged-port Aav U REETLET,

SNMP., NETCONF, Telnet, & U SSH #8&ELET
#SNMP £ ELET . RIZ, TIHIEDEEERLES . SNMP 322 =T RN VT 1, ERDEREICEDINT
RETEET,

snmp-agent

snmp-agent community write private

snmp-agent community read public

snmp-agent sys-info version all

snmp-agent packet max-size 4096
#
#NETCONF #E%ELFET
#
netconf soap http enable
netconf soap https enable
netconf ssh server enable
restful https enable

#

#Telnet ZFXELFET

telnet server enable

#

#SSH ZRELET

ssh server enable

#

Telnet LUV SSH DA—H—ZENRT—REHRTELET,
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10.

#1—H—%% admin (2. /XRXT—F% H3C1234567 IZFRELET
local-user admin class manage
password simple H3C1234567 /| /ISART—F W EMEDEHEH/-L TSI LEHELE
T NRAT—FDREF 10~63 XFT. ¥F . AXF. MNEFEELVFRXFODELLED 2
BEOXFAEENTVARLENHYET . EFEHR—IEINTEST | /AR T—FIZEERH
F) AR—R A—Y—LFF1—T—RDOH|EEEDHEHILIETEEE A,
service-type telnet http https ssh
authorization-attribute user: role network-admin
authorization-attribute user-role network-operator
#
line vty 0 63
authentication-mode scheme
user-role network-admin

user-role network-operator
#

VLAN 4094 #4ERLET
#VLAN 4094 #ERLET,
VLAN 4094

#

OSPF &/ ELET .

#

ospf 1 router-id 200.1.1.252
non-stop routing

area 0.0.0.0

#

W=\ 8= REHELET,

#

Interface LoopBack0

ip address 200.1.1.252 255.255.255.255 /| R/NAUTINA AT BGP E7%MEILET,
ospf 1 area 0.0.0.0

#

RISAUTINA REMEIERT 51280 D L3 VLAN AU A—J A REHRELET,
#VLAN ZHERLET,
vlan 91 /IVLAN BR/SA4TFTINA X LD VLAN ERICTHAZEERHERLETS,
#
#VLAN 1 U8 —D A REEHLET
interface Vlan-interface91
ip address 91.1.0.2 255.255.255.0
ospf network-type p2p
ospf 1 area 0.0.0.0
#
#I—DTINARADT YT )48 —TT4A4 AT, port trunk permit vian AvFZETLET,
#
interface Ten-GigabitEthernet1/2/0/13
port link-mode bridge
port link-type trunk
port trunk permit vian 1 91
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11.

12.

#
T 74U TIE, SeerEngine Fv /SR IE XD VLAN #BEHIZE|Y L TET,

o DRNID 2 D2DTNARETT U E—LADII—+ERET 512D VLAN 2,
o HERAYIT/INAZD BFD A® VLAN 100,

o FTHERZRAYFD VLAN 101 /5 VLAN 2800,

o AC ADRET4vI#ERDIZE L VLAN 2801 A5 VLAN 3000,

o TFXaF4FIL—THD VLAN 3501 15 VLAN 4000, BEIA L R—TFT 4T TORINAT
INARE) =TT INA RAEDHEES) O VLAN 3001 A5 VLAN 3500,

o VLAN 4090~VLAN 4094 (FFHIShTWFET,

o VLAN 3,5 VLAN 99, & T VLAN 4001 A5 VLAN 4089 (&, 3> bO—3JIZ k> TEEM
[CEYETONEE A,
o TI7#4ILETI. VLAN 4051~VLAN 4060 A EREE71)—VLAN ELTERSNET,

o VLAN A2UA—DxAR%EIL—T127 BIZERTET S5 1E. VLAN 3 iS5 VLAN 99, VLAN
4001 A5 VLAN 4050, 3 LT VLAN 4061 /5 VLAN 4089 Z{F AT A5 H8OLET .

RISNAUTINARE) =D TINA RADEDEEHD) VX ECMP Y9 T, VLAN 1 [2X LT STP
REIZIES>TNSF=D RINAUTINARE) =TT INA ZADE D) O PEZEREEIZA->TULVS
BEIFEETY,

L2VPN A +—JJLIZLET,
#L2VPN ZBRICLE T,
[2vpn enable

#

VPN-Default, VSI VXLAN 4094 LU VSI A B—TzAAD IP PRL R KU L3VNI ZEHTE
L. avhA—Z¢ET AL ABID R RIVIEGRD A )09 ACAUB—DIA R (T I ERATINM R

ANDER) Y —ERALVRIVR(IN T 424 VXLAN 4094) %X ELET
#VPN-Default Z4EfL.RD & RT Z7 0—/\LIZ L1 ICFETHRELEFT,
#

ip vpn-instance vpn-default

route-distinguisher 1:1

vpn-target 1:1 import-extcommunity

vpn-target 1:1 export-extcommunity

#

address-family ipv4

vpn-target 1:1 import-extcommunity

vpn-target 1:1 export-extcommunity

#

address-family evpn

vpn-target 1:1 import-extcommunity

vpn-target 1:1 export-extcommunity

#

#VSI A2HA—TTARX 4094 D IP TRLRERELET .

#
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interface Vsi-interface4094
ip binding vpn-instance vpn-default
ip address 130.1.0.3 255.255.255.0
local-proxy-arp enable
arp proxy-send enable // ARP FExLE AR —TILIZLT, Ry T—IBI0AE = [EBA LT IRDI=IZ,
HY—/\—L O ARP ERAZEVNETURRA VRTINS R DY —N—ITEHETELGVEVWSRIEERRLET .
#
#HAVY—3EERIZVSI A 8—TJT(RELBUNI ZRELFET
HAVE—TIARNEEDAUI—TIARD IP TRLREEATESLSIZT BIZIE., ip address unnumbered 2%
UREHERALET . VPN-Default (SR L TEF ) TATIL—THMERShBE LAY —3 T+ T—TA4UJI2&>TE
EEND/TIRDEET IP PRLRIE VSI A2 —TTA4RX 4094 D IP PRLRELTIRESNET,
#
interface Vsi-interface4092
ip binding vpn-instance vpn-default
ip address unnumbered interface Vsi-interface4094
I3-vni 4092
#
#VSI VXLAN 4094 AV RV RAEERELET .
#
vsi vxlan4094
gateway vsi-interface 4094
vxlan 4094
evpn encapsulation vxlan
mac-advertising disable
arp mac-learning disable
route-distinguisher auto
vpn-target auto export-extcommunity
vpn-target auto import-extcommunity
dhcp snooping trust tunnel
#
HTVRRT A RITERL TR =TT NARADE I )AL A—TIAR%E AC AU A—TA RELTEELE
ED
interface Ten-GigabitEthernet1/2/0/9
port link-mode bridge
port link-type trunk
port trunk permit vian 1 4094
stp tc-restriction
#
service-instance 4094
encapsulation s-vid 4094
xconnect vsi vxlan4094
#

13. BGPEVPNZ&®RELEY,

#BGP 100 £/ EL. R/SAVT/INAR%E BGP EFELTIRELET .
bgp 100
non-stop-routing
router-id 200.1.1.252 /| £TNARIZIFZELZIL—E D BNHYFET . RRNTSUT1RE
LT.IDZEIL—TNRIILB—TAAD IP FRLRELTHELET
Peer 200.1.1.254 as-number 100
peer 200.1.1.254 connect-interface LoopBackO
#
address-family [2vpn evpn
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14.

15.

16.

17.

18.

peer 200.1.1.254 enable
#
ip vpn-instance vpn-default
#
address-family ipv4 unicast

#

RETA9II—bERELET,

BRINADT INAREY—N—DL AV —3 TEFEINTLDIIHFE . RIRXMRYTELTLAY
—3 A4 YFD VLAN 4094 O IP 7RLRZFERAL T, b —/N\—~DRET4YIIL—EERTE

LFEJ.

ip route-static vpn-instance vpn-default 110.1.0.0 24 130.1.0.1 // 385 IP 7RLXIE. 3

oha—SOH TR EIZHYFET,

#

ip route-static vpn-instance vpn-default 100.1.0.0 24 130.1.0.1 // 385 IP 7RLRI(X, ¥
—N—DHY TRy EIZHYFET,

#

#DHCP 4 —N\—A R D1 vbT—J LIZ$HBHI5E (L. DHCP H4—/N\—[CRZT1v 7 )L—b%
BN ABENHYET,

ip route-static vpn-instance vpn-default 132.0.0.0 24 130.1.0.1 // DHCP H—/\—®O =3y
FJO—2IP7EL R,

#

DHCP AX—E I %#HELFT,

#

dhcp snooping enable vlan 2 to 4094
#

VLAN 1 & U VLAN 4094 [T LT, IP V—RA—RETAILEFT)—ELTERELET,
HEDBEEIE V=IFI AL E—TIARIZIP Y—AH—FREESN TN BIBEITHETT, IP Y—AH—
FOBRESNTOELMEE . Y—ERTEEEZTER A,

ip verify source exclude vlan 1

ip verify source exclude vian 4094

#

VXLAN b2V MAC PRLRAZEE LU ARP 2EBET12—JILIZLET,
#VXLAN k2 )LD ARP 2B ZEMICLET,

vxlan tunnel arp-learning disable

#

#VXLAN o RJLD MAC 7RLRAZBEZEHICLET,

vxlan tunnel mac-learning disable

#

RENPEEEATRICLET . (COBEEEA T av T, TIAWNTIEERFAICA>TLE
T EBIZIGCTHEATREIZTEET )

=D TNARTREFEHEEDAR—TILITHE-TWDSIEE X, R/L>T /31X T BGP vpn-
default DEEIL—bEAVR—MFIRELNHYET, COREIZEY . TURRIUMDTRTOT
FAR—MFTRYML—bIN) =TT NRARELVRNATINARIZAVR—bEN, TURRAY
b —NR—BLUNER YT —VBOEEERMEIERINET,

#N—R T T7))—REEH T 5012, EVPN #N LTRSS =UE—F ARP T R)—I[X, T IAILRTIE/N—
ROz ZICBRIEShFRAN. FSTrvIERDIGEICIEEESNET,
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ip forwarding-conversational-learning // £ERZEEERICLET,

HET T4V IDEIELI= B N—R 227 T—TIV TN —Z IR T =D T IHIEDI—I T84 Ll 60 53
TT . ROAXNREFALTI—DU T A LERETEFT .

[leafl] ip forwarding-conversational-learning aging ?

INTEGER<60-1440> Aging time in (minutes)

#

O =

19.

20.

e S5560X-HI & S6520X-Hl DAL TI VR REIMAEEEZRTET A LERFOHLET,

o J—TDTFNAADRBEIHR—F —TNARELTEET DB AL AU TR ERMAEEEZSRTE
LW EEHEIDHLET,

NTP ZRELFEY,

#

clock timezone beijing add 08:00:00

#

#NTP H—/3—® IP PRLRZIEELET,

ntp-service enable

ntp-service unicast-server 100.1.0.100 vpn-instance vpn-default
#

REEHRLES .
ERDEEFIRVETET L. CNOD RN ERICRESNTOSNEINEHELET . R

DIERIT RISV TIRARE) =TT NRARDBEANORTTEET,
[leafl] display interface Vsi-interface brief

Brief information on interfaces in route mode:

Link: ADM - administratively down; Stby - standby

Protocol: (s) - spoofing

Interface Link Protocol Primary IP Description

Vsi4092 UP UP 130.1.0.3 //VSl-interfaces 4094 and 4092 are created successfully.
Vsi4094 UP UP 130.1.0.3

[leafl]

[leafl]dis I2vpn vsi

Total number of VSiIs: 2, 1 up, 1 down, 0 admin down

VS| Name VSI Index MTU State

Auto_L3VNI4092_4092 0 1500 Down //Automatically generated.
vxlan4094 1 1500 Up

[leafl]

[leafl] display interface Tunnel brief

Brief information on interfaces in route mode:

Link: ADM - administratively down; Stby - standby

Protocol: (s) - spoofing

Interface Link Protocol Primary IP Description

Tunl UP UP -- /[Tunnel is up.

[leafl]

[leafl] display interface Tunnel

Tunnell

Current state: UP

Line protocol state: UP

Description: Tunnell Interface

61



Bandwidth: 64 kbps

Maximum transmission unit: 1464

Internet protocol processing: Disabled

Last clearing of counters: Never

Tunnel source 200.1.1.252, destination 200.1.1.254

Tunnel protocol/transport UDP_VXLAN/IP

Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec
Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec
Input: 29 packets, 2064 bytes, 0 drops

Output: 8 packets, 720 bytes, 0 drops

[leafl]

[leafl]ping -vpn-instance vpn-default 100.1.0.100 //Ping the server.
Ping 100.1.0.100 (100.1.0.100): 56 data bytes, press CTRL+C to break
56 bytes from 100.1.0.100: icmp_seq=0 ttl=63 time=3.646 ms

56 bytes from 100.1.0.100: icmp_seq=1 ttl=63 time=1.699 ms

56 bytes from 100.1.0.100: icmp_seq=2 ttl=63 time=2.058 ms

56 bytes from 100.1.0.100: icmp_seq=3 ttl=63 time=7.078 ms

56 bytes from 100.1.0.100: icmp_seq=4 ttl=63 time=1.680 ms

--- Ping statistics for 100.1.0.100 in VPN instance vpn-default ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.483/1.620/1.991/0.189 ms

[leafl]
21. U—ZIRF 277UvoDT)vP MAC TRLREZZEBEINTULVELVREIZERELE T,

J—DTFTINAZADIRF 777V I RIZHBEEIE. ROATKFEFERALT, YRY—/ TR/ YF
FA—N—IZFNNALRDT) YL MAC PRLANERINLZLNESICLET,
#

irf mac-address persistent always
#

FHOERATFINA ADEE

1. TNARDT7IEAO—)LEVRTLEEEHETELET,
#T IHILEDZREE access TH . TIAHILMUNDKRENEZENZT ZIC1E. BRENBHETT,

#
vcf-fabric role access
#
#
syshame accessl
#
2. MRADERETSHLIICLLDP ZH/RELFT,
#
lldp global enable
#
3. STPZE®RELFETY.
#
stp global enable
#

4. SNMP,NETCONF. Telnet. 8K SSH 2B ELET,
#SNMP 2R ELET . RIZ, TIAIMDEZREERLET, SNMP A3 =F4 RNV 1L, EEOHREICEINT
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RETEET,

#
snmp-agent
snmp-agent community write private
snmp-agent community read public
snmp-agent sys-info version all
snmp-agent packet max-size 4096

#

#NETCONF #8ELET,

netconf soap http enable

netconf soap https enable

netconf ssh server enable

restful https enable

#

#Telnet ZERELF Y,

telnet server enable

#

#SSH ZRELET

ssh server enable

#

Telnet LY SSH DA—HF—ZENRT—FEFRELEFT .
#1—HY—&% admin [Z, /SR —K% H3C1234567 [ZRELFET

local-user admin class manage

password simple H3C1234567///ARA T —F A EHEDEHERm =L TS EEHRALET . /A RT—FDRE(E
10~63 XFT. HF . KXF. NXFHLVHKRXFDDHLEL 2 BEOXFNIEFENTVIBLENHYET
EFIFYR—rShTEST . SRT—FIZRREAR(?) AR—R, A—HY—RFF1——BOHFIEEEHEE
FTEFE A,

service-type telnet http https ssh

authorization-attribute user-role network-admin

authorization-attribute user-role network-operator

#

line vty 0 63

authentication-mode scheme /| A—H—ZE/NRT—FEFALLZLMEEIL, none [25%
ELFEY,

user-role network-admin
user-role network-operator

#

FOERTINARE) =D TINARIZHEHET 27TV A3 —T A X T, permit vlan all A<~
FEETLET,
#F7HOERTYTIHR—LT permit vian all AU REETLET,

interface Ten-GigabitEthernet1/0/52

port link-mode bridge

port link-type trunk
port trunk permit vian all

#

VLAN Z#{ERLE T,
#
vlan 4093 to 4094
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10.

11.

12.

13.

#

(EE)VLAN1 D L3 A A—TzA( REHRELFT,
#(EE)7 XT84 X< VLAN-interface 1 R FE LA TEELY,
interface Vlan-interfacel

ip address 120.1.0.4 255.255.255.0

#

VLAN 4094 D L3 A A—TTA REHRELFET . CNIZkY. SeerEngine F¥ /R (XTI ERT

NAREEBTEET,
#

interface Vlan-interface4094

ip address 130.1.0.4 255.255.255.0
#

VLAN 4094 DRABATAv7 IP PRLRAZHRELET .

HAINADTINAREH —IN—NL AV —3 TEHINTOBIE S, RIRMRYTELTL LAY —3 R/ YFD VLAN
4094 @ IP PRLRZFRAL T, H—NR—~ADREF4YIIL—bEBELET,

ip route-static 110.1.0.0 24 130.1.0.1 // 52% IP 7RLRI&. AV rA—SDHRYLT == 5 AV NIIE
HELEY,

ip route-static 100.1.0.0 24 130.1.0.1 // 58% IP PRLRI(&. $—N—DRYrT—H T AVNMHYFE
ERS

NTP H—N\—ZERELET,

#

clock timezone beijing add 08:00:00

#

#NTP H—/3—®D IP PRLRZHEELET
ntp-service enable

ntp-service unicast-server 100.1.0.100

#

STP TyUR—hEEELFET,

TORATINAZAH SeerEngine Fv/ ARV bA—3IZHARAENDE, OV A—FIE, 21—
—IZEHSNTODT VAT NARDER—bE STP TyDR—hELTEBIMIZEREL. HHR—F
[CVLAN ID ZEERICEIY S TEY . IV bO—SHB Ty R— D BBREAICKBLI-IGEF.
FEFTHRETEEY .

#

interface GigabitEthernet1/0/22
port access vlan 115

stp edged-port
#
TOERTINAZAD IRF 277)yoDT)vP MAC PRLRZZEBEIN TORLMREECERELE
ED

TIORRTINAAD IRF 77TV IRNIZHBHEE (X ROAYVREFERAL T, YTRA—/THRRAY

FA—N—mIZTNAZADT )Y MAC FRLANEBSNZLELIIZLET,
#
irf mac-address persistent always
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#
EHRT A RDHER

RIMMTINARE) =TT NAZADREIHEERENI=T A RELT EWN T NA REFHTHRAATE
B R WTNARET AL RO—)VIEREHIBLEN O, TNARO—)LERTET IR EEHYFEE
Ao BT RAZADFEREIFTRDESYTY

1. FNARADIVATLBEHRELEY,
HEWHT NAREFHTHAADIES . TS RO—LIERIZHEFENAE =S, FHAIRO—LEBRETELEL

HYER A,
#
sysname aggrl
#

2. MRODERESHELIICLLDP E/ELFET .
#
lldp global enable
#

3. STPZRELZET,
#
stp global enable
#

4. SNMP,NETCONF, B &U SSHZEHELET
#SNMP ZERELET . RIZ, TIHIDEEERLET . SNMP 322 =T RN VT 1}, ERDEREICEDINT
HETEET,
#
snmp-agent
snmp-agent community write private
snmp-agent community read public
snmp-agent sys-info version all

snmp-agent packet max-size 4096
#
#NETCONF #EXELFET
netconf soap http enable
netconf soap https enable
netconf ssh server enable
restful https enable
#
#SSH ZRELFEY

ssh server enable
#

5 Telnet BLUW SSH DA—H—ZENRT—FEHRELFET,
#1—H—4£% admin 2, /SR T—K%& H3C1234567 [T ELET .
local-user admin class manage

password simple H3C1234567/// AR T—F A EHE DEHEHI-LTWAIEEHRALES . /\RT—FDORSE(E
10~63 XFT. ¥F . AXF. MNFBIVHKRXF DD LL 2 BEOXFIEFATLILENHYET,
EBRFHR—,SNTELT SR T—FIZHRHAKF(?) RR—R A—H—RFF1—F—BDOFIEEEHEE
FTEER A
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service-type http https ssh

authorization-attribute user-role network-admin
authorization-attribute user-role network-operator
#

line vty 0 63
authentication-mode scheme /| 1 —H4—&&/\RT—FZFERALLELMEA L, none IZRELET .

user-role network-admin
user-role network-operator

#

OSPFZRELFY,

#

ospf 1l
non-stop-routing
area 0.0.0.0

#

W=\ B—DA REHELET,
#

interface LoopBackO

ip address200.1.1.200 255.255.255.0
ospf 1 area 0.0.0.0

RISMAUTINAREMEIERT B2 D L3 VLAN AU A—DJ A REHRELET,

#VLAN Z4ERLET

vlan 92 /I R/SAUTINARIZIE, 35T S VLAN FRELSBETT , VLAN ERE (L. R/ISMA VT NRARADEREE—
BLTWARENHYFET,

#

#VLAN A U A—D A REERLET .

interface Vlan-interface92

ip address 91.2.0.2 255.255.255.0 /| R/ISAUTINARAD IP PRLRZIEELET,
ospf network-type p2p

ospf 1 area 0.0.0.0

#

HENTINARADTY T 943 —T A AT, port trunk permit vian I REETLET,

#

interface Ten-GigabitEthernetl/1/1
port link-mode bridge
port link-type trunk

port trunk permit vian 1 92

=D TINAREMEERHT D128 D L3 VLAN AU A—TxA REH/RELFET

#VLAN ZHERLET,

vian 93 /I Y=DTF /RS RIZIE RIET S VLAN SEENBETT . VLAN BRE & V=TT NI ADHEEE—HLT
WARENHYET,

HVLAN A1 U 8—D A REERLET

interface Vlan-interface93

ip address 91.3.0.2 255.255.255.0 //VJ—27T/INAA®D IP PRLRAFIH/ELET

ospf network-type p2p

ospf 1 ares 0.0.0.0

#
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HEWTNARADT YT oL —T A X T, port trunk permit vlan IvREETFLET,
#

interface Ten-GigabitEthernet1/1/2
port link-mode bridge
port link-type trunk

port trunk permit vlan 1 93

10. VLAN1DLANY—3 A B—DTxAREHRELET ., IVrO—35IL, VLAN 1 #HLTEHT /NI R
HFHAAHBET VLAN 1 BN H—/N\—[Z B ETEREEHERLET,
#

interface Vlan-interfacel
ip address 120.1.0.20 255.255.255.0

#
11. NTP H—N\—%HBELET,
#
clock timezone beijing add 08:00:00
#

#NTP 4 —/\—D IP PRLREIRELET .
ntp-service enable

ntp-service unicast-server 100.1.0.100
#

SRER A DR

Automation>Campus Network>Isolation Domain X—(ZF#EL. Add #9')v oL T, [REER AL D
BEN—DERETET,

DEER ALV DERTFEIZDULTIL, IConfigure isolation domain 1ZSBLTLIESLY,

L RTLIL, isolate_domain1 EWVSEFTIDTIAHIED R BER AU EEERLEL Iz, DBERAL DT
THILEDRYS—FE—FRIE IP RA—RTY, Actions §IB%5) v o9 5&, DEER AL ERETEET,

Isolation Domain

Add Refresh iso Q

Name VXLAN Range Policy Mode DHCPv4 Server DHCPv6 Server AAA Server Actions
isolate_domain1 116777215 Group Based vdhcp Default EIA

[showing 1 - 1 of 1 entries. Page 1 of 1

277V D

1. Automation > Campus Network > Fabrics R—IZ#EIL. Add 299 oL TI7ITVVIERTE
R—UEREFET,

Site Auto Deployme:

Switching Device Border Device Group General Policy Group Actions

Spine(0) Aggregation(0) Leaf(0) Access(0) Border Device Group(0) General Policy Group(10)
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2. TFITVVIRER—VT. ROKINT7ITIVIERELES

o

o

Name: ZRIZHEFRTAALEY,

AS Number: fE[& 1~4294967295 DEEDEHTYT , TNAREFHTRAS SV EEY
BBEIL. T7TIVIITERESNT- AS BED . TS RIZFEITHRESNT- BGPAS BFFL
ELTHEIZLEHRLET,

Isolation Domain: 777y ET DR BN A U EFIRLET,

Multicast Network: T4 /LTI <747 Off TF, BEIZIGELTI KA On & BIRTEFE
ERS

QoS policy: TIHILTIXI AT - TOWET, BEICISCTI AV 1ZBIRTEFET,
Lock Underlay: BXE TIEATI(TH-TEY .. 77T UVIFBMNT HEEITHRET D2 LILTE

FEA BEIT NI ZAERPEEIDICL. BEIT NI RAERADE TREVEIZISCTEHICL
i‘g-o

Delayed Access Interface PVID Assignment: T7A4/LETEAT(ZHLTEY, T/INL AN
TOTAT ot EICaVFA—SH EEIMIC PVID 2EIYE TET . On &:8IRTBL. T
ARDT I T4T 5o EEFITAVFA—FH PVID ZEIYEB THEWN O TNARDTIT47

{LRIZPVID ZF B TRETEFY

Virtual Auto Online And Business Follow: 774+ /LR&E [EA 2 TT, hik, VXLAN #
YRT—F T DRAE XY TAT IV—TRDOT VAR —DRAIZH| T 5= fF
REINFET, BETHRIIC. REDTOTMEREFHA TSI,

3. OKZHYUYILT, Z77VvIDERESET LET  BiIEn=077)voh Fabrics R—U (2R
RENFT, TIAISTIEH ET7TVYOIZHLT 11 ORBETNNARTIL—THNEREShET,

T 15 ZADHA A AR

TNAREZFHTHARALIEL THNA RO BEMARAAERAHITHIELTEES,

FEILHMBHRAH

RINATINARE)—DTINAAEHE T BIZIL. Guide> Add Device R—UIZIBEIL KD /N5 A—
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A—%ERELET,
e Host Fabric: 777w d(34 IN—TR—ZXDHR)L—F—FZEFATILENHYET,

Device Role: 7> 3 (Z(Z. Spine. Leaf. Access. LU Aggregation NHYET , EiRL=0O

— B, TFINARIZERESNTNAEROO—ILE—BLTWAILEHERLET,

e  Management IP: VXLAN-interface 4094/VLAN-interface 4094 @ IP 7RL RZAHALET,

Underlay IP: T/ ADIL—TI1\IAL2B—TL XD IP FRLRAEAHALET,
Device Series: BIL=T /N1 R21TERIRLET,

Device Control Protocol Template: 7L —r£RET S0, T4/ O TORLTUTL
_FEE*Rin-d-o

Edit Control Protocol Template #21Jvo LT, 7oL —tERELET,

e  Control Protocol 27T, XD FIEEZETLET .

e}

Read and Write Community: 724 —L A 5% E CTHRE STz SNMP /35A—4—([ZE DY
T.SNMP ZiARY B LV EFRAAIZ2 =TI REHRELET,

Read Only Community: 724 —L A% E CTHRESNTz SNMP /35A—2—|ZE DT,
SNMP S ARYERAIS2 =T EBEH/ELET,

Username: 73 —LASRETHENTLSA—A)ILA—F—%% NETCONF 21— —4
ELTHEELET,

Password: NETCONF 2 —H#—®D/\RT—FZAHLFET, /SRT—KRIE 10 H'5 63 XFD
XFHIT, HF. KXF . I XFELPEFRXFOVEEL 2 BEOXFEEOLENHY
T3, /XRT—RIZIE, EF., FRFQ?). AR—R, A—HF—EF=EF1—F—L2DOFIEEZED
BILIETEFEE A,
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Edit Control Protocol Template

Name

Parameters

SNMP Protocol

d Write Community

Login Info

(i ]

Username
admin

Enable Telnet

TINAZADEMEN DL, EREEL Inactive ITHYET , T—2DREAMNT T L5, Refresh #451)
YOLET . T/NA RADIKREEN Active ITEDY ., T/INAADEHRIN-CEERLET,

Add Delete Import Refresh %] Synchronize Device Info E:J_, Device Discovery

Device La... - System Name Fabric Manage IP Device Role Device St... Management State Data Sync... Actions

leaf2 I e HZYQ 30.1.03 leaf Active Managed

spine £1=1& leaf T/31 R&EMHA AT . dis openflow instance 1 controller A< FEE{TL T,

SeerEngine Fv /AR bA—JITHEGREIN =T /N\A RICET HFMIFHRE R R TEET,
#
[SpineA]dis openflow instance 1 controller
Instance 1 controller information:
Reconnect interval: 60 (s)
Echo interval : 5 (s)
Controller ID : 1
Controller IP address : 110.1.0.103

Controller port : 6633

Local IP address : 130.1.0.101
Controller role : Slave
Connect type : TCP
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Connect state : Established
Packets sent : 76

Packets received : 182

SSL policy : --

Control SSL policy : --

VRF name : vpn-default
Controller ID : 2

Controller IP address : 110.1.0.104
Controller port : 6633

Local IP address : 130.1.0.101
Controller role : Master
Connect type : TCP

Connect state : Established
Packets sent : 18

Packets received : 115

SSL policy : --

Control SSL policy : --

VRF name : vpn-default
[SpineA]

#

TOERTINA ZAD#AHAF:

TOEATINA REMH AL A | Third-party Device (T 74 /LT No [ZERESNTLWET, —FK
IN—TA—TINA RAFET=[F H3C B R—FLEEWA—)LEHF DT /N RITHLTIL, Yes ZBIRLFET,

AD-Campus V'Ja— 3> TP EAA—ILEYR—,F BT /34 ZETILIZDULTIE. NHardware
information1Z SR L T=&0Y,

Add Switching Device

Device Label * @ Description
Access21

Host Fabric Device Role
HJYQ access

Management IP * @ Underlay IP @
130.1.0.20

Domain Interconnect IP @ System Name @

Delayed Interface PVID Assignment (i ]
On Off

Third-party Device (i} Control Protocol Template * @
Yes No default_protocol_template

ne @

O ==

T OERTINARIE OpenFlow N L THARAENF B A 7R T /A1 X LD OpenFlow i I1ETR
ERTTDHEETEEEA,

71



EHTINAZADFAHAH

RN TINARE) =TT INAZADETIE, TNARE\AHFAD RN, £ T /NARI2av b O—5%4
AHRALT-ODERBRENDETT , ENT /A RDERELEIZDULTIX, Configure aggregation
devices 1S B L TS,

ST NAREERT D) =TT NARDERFKEEL. AD-Campus V') 1—3> DIZFERYET—F

JERLTT, REIZDULTIE, IConfigure leaf devices 1S B LTLEELY,

ROESTINAREBEEEERLET

e Device Role: aggregation #ERLFET . £ T /NI REZFETHARATHE S, AV O—JEE
BT NARO0—)LERHERELEE A,

e Management IP: VLAN /> 3—JxA4 X 1D IP PRLRAEANALET,

e Underlay IP: TN\ARDIL—TIN\9IALF—TAAD IP TRLREANLFET,

e Device Series: BMLI=T /A R24TEERLET,

e  Control Protocol Template: T TL—hr&RET DM, TIAIEDTOMIIILTUTL—LEE
RLFET,

Add Switching Device

Device Label 0 Description
Agar

Host Fabric Device Role
HJYQ aggregation

Management IP * @ Underlay IP
130.1.0.30 200.1.1.200

Domain Interconnect IP @ System Name @

i

H3C $5100

Control Protocol Template * @
default_protocol_template

Underlay VLAN Range @

ST NARDFETHARAENTE ., T/A1 RDIKEIL Active [THY, T/ALRDZE(E
aggregation 272V FET,

Monitor> Topology View> Network Topology XR—JIZHEIL T, £HMROPE 1 —%4KRRLET,
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$ [
L=
SH6

+(2) +(.),

Accesst T27-Access1 T27-Access
Access3

AP O B Et&H

Wizard> Device Discovery R—J([ZHBEILE T,

g8 @

Access4

P

acgr

Leaf

IP 7RL R&EEE SNMP /35 A—42—%E%5E L . Create Device Discovery Task #%')vo LT, #i#
RAFENTOVENT NS RERFYULET, TNAARYRNTRESN S A AFENTLVELT/AA R

[T RDEBYTT,

| Device Dlscovery Parameters
Device IP Range
1
SNMP Info @

Read-Only Community
public

NETCONF Info @

NETCONF Username
admin

Create Device Discovery Task Refresh

Start Time Start IP Address End IP Address

2022-05-17 16:17:10 120.1.0.2 120.1.0.20

Read and Write Community
private

NETCONF Password

State Actions

Running

SNMP /35 A—3—& NETCONF /XSA—E—DMEAZHRET DHE . VAT LITEZHIZ NETCONF
ENLTTFNAREFRELET , T/NA REHAHFADIZIE, T/8MAD Actions h5 L EH#JyHILE
T o 18T A—=R—MERBAIZ DLV TIE. TManual incorporation 1S B LTI &L,
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R)O—FoTL— 2T 5

RUS—FoTU—ME RO BETERETEET . COY=27ILTIE, &L T Campus 74 —KIZ

DUWVTEHRALET,

o  FyUNRY4HF—RE—FK, Wizard > Campus Wizard > Device Onboarding Planning 2%
BLET ., FIE 5 T Policy Template £ ELF T,

o  FEXvI/IRY4H—FE—FK, Automation > Campus Network > Device Groups > General
Policy Group IZ#8IL. R—C DA LIBIZH S Policy Template #5')vo LT, R —FoF
L—hR—=CZFEET,

1. R=UDOHLBIZHS Policy Template 9 vIL T RO KSR —F o TL—FRER—
CEREEY,

Configure Basic Info Configure Address Pools Configure Template Configure Device List 5) General Policy Group

Add Q

Name Group Member Group Policy Source Description Actions

Spine Device Group ) of Group Member (0) Group Policy (0)

Group
Group Policy (0)
Group Policy (0)
Group Member (0) Group Policy (0)

Group Member (0) Group Policy (0)

2. ROTIANWMRIS—DBERSINTINET,
o interface_ipv4_binding: (XE L. R—rXa1UT1DI—DA4 22— A(RT IL—TFIZ#EH
SN ET, ip verify source ip-address mac-address AR (&, RS —DERFERIZHEITSN
FI . ANRNTSIVTARELT BEDREFFEALAGLTIZEL,

o mac_migrating_enable: :%7E(&. MAC #1TD)—TTN\A AT I —TIERINET, 1—
H—IF RC)—TNARDRELF )R —b . FIXRGEF I 7R— M ETH
TENFET, DOFY. TURRAVDEILT VR T NA R LD ELBR—NEAS VLAN)RE.
FRRIERGDITIERTNA AR THATTEHEIE. CORTEETOVEAHYFET . R —
MR FE SN =14, port-security mac-move permit AT RFARITEINES , BAENDY)1—3
VTR BRENBETY,
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Policy Template

Add Refresh Name

Template Type Actions

3. Add #5JvyHL. FOyFE 92X Device Policy Template E7=( Interface Policy
Template Z:ERLET,
o Device Policy Template: 7/\1 XKL —FoFL—k &, AAA FBEE. 802.1X $B5E. MAC
nu..\nIE jbckU MAC g?ﬁu;;&@')_jT/\’rxg)l/—j( ﬁﬁﬁtgiio
o Interface Policy Template: />2—2Jx4A AR —ToTL—bkIE, 802.1X BBEEH LU
MAC SBEEERER D) =AU A—T AR IN—F(EIZ N—=DF )DL B8—TARY
IL—)IERTEEY,

O BE:
A—H—325FIE. 802.1X FBEFE—R & MAC/MAC R—BILEBEFE—RE S R—hLTULVET , B
DRYET—ITIE, 1 DDRBAE—FOAHAEER T ILENHYFET  BEICIELCTRIAE—RE
EIRCTEET, MADREE—FEERLLBVILERSBEOLET,

Policy Template
Add Refresh Name

Device Policy Template
Template Type
Interface Policy Template

interface_ipv4_binding IPv4 Address-Interface Binding

mac_migrating_enable MAC Move

Showing 1 - 2 of 2 entries. Page 1 of 1

RDESZ TFINARR) S —FoTL— b B LXUVAB—TTA AR —F U TLU— b ERTE . HRETA
. BLUVRRLET,

TIARR) =T TL—FAAA
1. FTUIL—hRA TUTIL—MAT  BFRURY — N\ —F—ERDLSITHELFT
o Template Name: —ENDTUIL—rEEHBELET,
o Template Type: AAA Z&IRLFET,
o Auth Server Shared Key: HZIZIGLTHF—ZBHLET , F—BRIET /NS RIZEHIN.
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EIA ICE#ESNET EIA TIE. COBRIIDEHYEL A, T—IERK 64 XFEHKR—F
L. KXFENXFENRBENET, EF. AIR—RABLVHEBK X F<>&?IEHHR—rETLY
Tt A,

Add Device Policy Template

Template Name Template Type
globalAAA AAA

Radius Scheme Settings

Add

Radius Scheme Name Primary Auth Server IP Secondary Auth Serve... Real-time Acct Interva... Carry ISP Domain Name Forcibly Stop Account... Actions

No Data

Showing 0 entries

ISP Domain Settings

(]

RADIUS ¥ —LDERE:

Radius Scheme Settings 8150 Add %')vYLT. RADIUS A¥—LREZIEMT H1=HD

R—UHERAZTET . ROKSIT/INTA—EZ—FEHELFT,

o Primary Auth Server IP: EIA Y —/\—W1—H—3R5% XTI 5=HIERT S EIAVI £
FZIXEIAVT @ IP PRLREHRELET .

o Real-time Acct Interval(Minute): 7274 /LFRE(X 15 5T,

o Carry ISP Domain Name: T7#/LRRE (X No TT,

— Carry ISP Domain Name %' No [ZERESNTULVSIHEE . RADIUS FREE/ Vv hCERS
NB1—F—RFF AV BEGEELER Ao T IHILITIE, EIA FRASVE Y T4VI R
FIELFEE A

— Carry ISP Domain Name A Yes [ZEEESN TLV515E . RADIUS R3E/ V7 yhRAD 1—
P—RERAMVBELEEL, 1—F DA FA UG EZITE 2—F—R D &I
@domain name i T AL ELHYET,

o Forcibly Stop Accounting When Clients Go Offline: Yes #:&iR3 %&. 75470342

FAUNIGSZERICT AV T4V T MELELET  No TEIRT DL VFATUFTTZA4

(SIS T=BRICT AV T4V T MMEELER A
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Add Radius Scheme

Radius Scheme Mame Primary Auth Server IP
hz1 100.1.0.100(Default EIA)

Secondary Auth Server IP Real-time Acct Interval (Minute)

Please s

Camry ISP Domain Name Forcibly Stop Accounting When Clients Go Offline
Mo Yes Mo

3. ISP RFASUERTE:

ISP Domain Settings 815 Add #%')v~ LT, Add ISP Domain R—UZREET, /3TA—
A—IE. RDEBYTT,

o ISP Domain: Radius Scheme RXEZ1EE T HE. RADIUS RAS VBN IIZTRRSNET,
o Is A Default Domain: Yes #:ERL% T,
o Is ONU Authentication: No Z#iRL% 9,

Add ISP Domain

ISP Domain
hz1

Is A Default Domain

Mo

A B
BHD ISP FA U ZZEEBMTEET L, FHTELIBREDRACV AL 1 DFE1FTY, —ARIC.
RADIUS FASZE ISP RASLZ%E 1 DT DEBIMTEET,

AAA TUTL—IABREENDE, RDESITKRRENET,
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Add Device Policy Template

Radius Scheme Settings

Add

Radius Scheme Name Primary Auth Server IP Secondary Auth Serve... Real-time Acctinterva... Carry ISP Domain Name Forcibly Stop Account... Actions

100.1.0.100(Default EIA)  — No Yes

ISP Domain Settings
o
Add
ISP Domain Radius Scheme Is A Default Domain Is ONU Authentication Actions
’hz1 hz1 Yes No

Showing 1 entries.

TIARRY—FToTL—h:802.1X 5B5E
e Template Type: 802.1X F2i.

e Authentication Method: #+ 7> 3>IZld. EAP, CHAP. 5L U PAP AHYET , HIRR5EIZIE
CHAP Z:&8iRL. 74 VL AFREEIZIL EAP 2 BIR§ 3L B EIOLET,

Add Device Policy Template

Template Name Template Type
global-dot1x 802.1X

TINM AR —F2FL—F:MAC/MAC Portal Z25E
e Template Type: MAC/MAC Portal authentication,
e Portal Authentication: Yes #®#iRLZE T,

e Authentication Free IPs: R—ZJLERSENANIH-TNVSIGEEIE, EIA Y —/A\—D IP 7RL X
FEEAITAEIP LLTHEETIDELHYET, EIADRTITAITIRAVNA(BREDIEEX. 2 DD
EIAY—N\—DF7FLRZEMTI2LELHYET,

O BE:

AAA TUTL—MINTSA ) BRI —/I\—EN\ VI T TR — N\ —THRESNTLSIHE
FAT) RIS — N\ =AU F YR —/\—D IP PRLRZEFREET')—IP &L TE E'a“éz\%
DHYET  BRESNIEFRELTU—IP FRLADIGE . KU —FoTL—rN =TT 13 XIZERF
Snf=tk. aobA—3(&, V=T EIA [CEZETES LI, BT —IP DR—/R—FRvrHIFIL
—hE)—DTFNARIZEBRLET,
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Add Device Policy Template

Template Name Template Type 0
global-MAC MAC/MAC Portal Authentication

Portal Authentication Redirect to Port @

No
Authentication-Free IPs
Add
Free IPs Actions
>1 00.1.0.100

Showing 1 - 1 of 1 entries. Page 1 of 1

A 3—TARRY—FTTL—h:802.1X BB5E
e Template Type: 802.1X 523
e Enable The Escape Function: T74/LIERTE (L Yes T . B EITIEL T, COREZEICT
EFEY,
e Unicast Trigger: T74I/LIRE(L Yes T, TIAIMEEEFERALET,
e  Guest Access: No ZEIRLET, 802.1X 7" R MEHRE. BRI L BUHEEE. H KU MAC R—4)LEBEE
(X BCAUE—TAATRHERTET A BEITHLT, CONFA—F—ERELFTT,

e  Access on Authentication Failure: 774 JLMEE (L Yes TI, 802.1X 4" R M#RE, SRS KX
HBEEB LU MAC R—RILEREEIE. RILA 2 A— DA RATIEFERTEE A DEIZHRLT. 2D/
5)(_?_§$§,ﬁbij—o

Add Interface Policy Template

Template Name Template Type
Interface-dot1x 802.1X

Enable The Escape Function Unicast Trigger

Yes No

Access on Authentication Failure
Yes Nd

A B—=TTA AR —TFT T L—MAC/MAC R—43JLEEEE
e Template Type: MAC/MAC Portal authentication,

e Domain Name: LIBID AAA SREDK AL & H . Domain Name KOy 729 Ry IR IR
SINFET, RESN TV E X, AAA ITERESNTWNAYT B—/NIILTIHILER AL B HER
SNFEI,

e Enable The Escape Function: 77A4/)LLEREIL. Yes TT , B EITHL T, COBBELZT|INIZT
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=%,
Perform MAC Authentication in Parallel with 802.1X Authentication: T4 /JLFEEE (&

Yes CF, TIAILNEREFERALET,

Include User IP Addresses in MAC Authentication Requests: 774 /LF&E(L No TT,

Yes Z:E&IRY HE RET4VY IP ELTIURRAUMRED A—Y —EBEEE (T80, 15—

714 AIZ mac-authentication carry user-ip AaY RO FEITENET .

O ==

e mac-authentication carry user-ip A3 RO HIFFIEZDIYUR(E, By IP Range

authentication & & U Bind User IP Address authentication W72t RXR) L —TRESNT
WABEICEFERELET, ZNLUNDIZE L. COATUREHRELLENTZE, TURRA
VNEREISRERADRAZT A0 IP TRLRAERES DR ENH DG E. IV FA—FIL ARP
snooping AXUREFHEITL T, RETA1vY7 IP PRLR% EIA ICEELET,

e mac-authentication carry user-ip A7 R DHAIZHIFREIEIZ DUV TIE. TFast online based

on IP address ranges &S B LTS,

Add Interface Policy Template

Template Name Template Type
Interface-MAC MAC/MAC Portal Authentication

hz1|

Perform MAC Authentication in Parallel with 802.1X Authentication

Yes No

Enable The Escape Function Include User IP Addresses in MAC Authentication Requests

Yes No Yes No

R)—FTUTL—FEARETLXT S

T I+ IWEDR)—FUTU—MIMAT, TNNARRY S —TFToTL— B LUVA =T/ AR D

TUITL—EBRETHELTEFET . ROFITIE A= TzARTWN—TEEDI—HF—FERT>
TL—rEERLET,

Template Type: User-Defined Z3#iRLET .

Configuration Deployed When The Policy Is Added: ~ JL—7HRS—[Z\AUREhf=&
EZTL—TAD A N—ICBASNDZITUREIEELET,

Configuration Deployed When The Policy Is Remove: 4 JL—FHRYL —hid/ 1 VR R
ENBEZIT. Y L—TRAD A N—ZTTOLENDIARURERELET  CD/NTA—E—(F1E
BT ABENHYET . BRILLEMES . BTSSR —(FHBRTEEE A,
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Add Interface Policy Template

Template Name Template Type
Interface-dot1xhandshake User-Defined

Description

Configuration Deployed W

oV

undo dot1x handshake

o

dot1x handshake|

o

R)—FUTL—FDRBERTT S

RYS—FoFU—hEHERLE=%R. FoTL—D Actions 5IBx 5 ws L ctmzxsL BEY )y
ILTCTUIL— e RETEE T, A——FEEZDRI—TUTL—MIRETEE A,

Add Refresh Name Scope ~  Template Type

~ Name Template Type Scope Source Actions
AAA AAA Device Level User-Defined
Interface-MAC MAC/MAC Portal Authentication Interface Level User-Defined
Interface-dot1x 802.1X Interface Level User-Defined
Interface-dot1xhandshake User-Defined Interface Level User-Defined
define1 User-Defined Device Level User-Defined
global-MAC /A (C Device Level User-Defined
global-dot1x 802.1X Device Level User-Defined

globalAAA - Device Level User-Defined

interface_ipv4_binding IPv4 Address-Interface Binding Interface Level System-Default

mac_migrating_el ! ove Device Level System-Default

O ==
R)—FoTL—rEHRELTH, REFT NI RICEBHINERA. REZT /A RIZERT I,
RY—FoTL— T NAADTINA AT I—TERTIBERHYET,

TINART =TT N—TRY>—

1. AAAEBEE. 802.1X FBEE. MAC 223, £ LU mac_migrating_enable MAC #1TD T /34 XK1
=TI ERELES T, A—F—EBORIO—TUTL—MERETEET,
)RR D Leaf Device Group 123459 % Actions S5 LB%ES) v LET , Policy 87%%5)y
L. Add EV)YILT, TNART I—TR)O—HBMT ER—DFHEFET,
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o Interface Isolation Device Group: 774 /LFTILEREINTLVER A,

Configure Basic Info Configure Address Pools Configure Template Configure Device List B) General Policy Group

Edit General Policy Group

Template Type © Actions

Available Policy Templates hS5 LT, ToIL—MATEBIRLET, T TL—R2ATEEIR
THE RSN F=RIS—FoTL— N EAID Available AAA Policies hS ALICRTShE
T, R —FoTU—FEEIRL, Add 25y oL TRYS—ZBMLEY,

Add Device Policy

Available Policy Templates Available AAA Policies

Template Type Description Name Template Type

AAA default template globalAAA
802.1X Dot1x default template AAA
MAC/MAC Portal Authentication Mac default template
Web Portal Authentication Web Portal default template
MAC Move Enable mac migrating default template

User-Defined device user defined default template

Add

Selected Policies

Name Template Type Actions

BUL A AT, 802.1X FB5E. MAC/MAC-Portal E35E. KU MAC_MOVE Z:EMLET, OK 41)
YILTEEERELET,
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Add Device Policy

MAC/MAC Portal Authentication Mac default template
Web Portal Authentication Web Portal default template
MAC Move Enable mac migrating default template

User-Defined device user defined default template

Add

Selected Policies

Name Template Type Actions

mac_migrating_enable MAC Move

global-MAC MAC/MAC Portal Authentication

global-dot1x 802.1X

globalAAA AAA

AB—DTALRTN—TF:F I—TR)—

TINA AT IW—T R —DHRFEERLFET. Leaf Downlink Interface Group T/ A—JxA R4
IW—T R —%FHFELET, Leaf Downlink Interface Group T. LIRIIZHREL-A—HF—R T
TL—hEhRILRIO—FUTU—bEZFIRLET,

DEIZISLT, RIS —ToTL—MZ 802.1X BBEEFET =L MAC BREEEBIRLET . COHITIE, ROK
ST £IIZ MAC FRFEEFERALEY .

O =BE:

o 802.1X BFE& MAC/IMAC R—BILEBRED M A DY R—bENTVFET . BEIZISLT 1 DD3ES
AXEHALEY . MADREAAEBRELENCLERBOLET .

o TNARTN—=TDTIN—TRI—AB—DTIARTN—T DT IN—TRI)L—TlF, RLEE
AXEFERATILENHYFS
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Add Interface Policy

Template Type Description Name

MAC/MAC Portal Authentication Mac default template Interface-MAC

Web Portal Authentication Web Portal default template #[mac

IPv4 Address-Interface Binding ipv4 binding default template
ARP Rate Limit arp limit default template
Storm Suppression storm supression default template

User-Defined interface user defined default template

Add

Selected Policies

Name Template Type Actions

Interface-MAC MAC/MAC Portal Authentication

TRV T =D E DB

ZDORF1AVRTIE, Campus I HF—REFERALTT7 VRSV NT—O%FRELET, Wizard >
Campus Wizard > Access Network Planning DJBISERLET , 7OV ERAR YR T—IREIZIE. 2
BER A TZAR—bRYNT =D LAX =2 RYRT—IRA Y B&UVEF21)TATIL—TDERE
NEENFET,

TEER A DIER

DEERA UL, A—HF—RINTD—OZ DT HI-OITERINET , NEERACUAD IP 7FL REE
ERCTHY . BHEEDBEEANUAD IP FRLURET AUMIERYET , KR BER AS (21X, DHCP &
AT L BRIV AT LELXUVTAVLRAAC BHYFET , DEEF ANV TEE . SHOF v/ X fwH.

FRDF /R E  MEBRTIGFRICE DV THEIINET,

PDEERAUIZIZERDI7 I ) I EDHBIENTEEIT N, T7TVVIIE 1 DDRBERALUIZDH
BTAIENTEET,

84



— - —

e
'4 Isolation domain 2

Fabricl

[Teacher ] [ 20.0.0.0/16 | | 21.0.0.0/16 |
[Student | | 30.0.0.0/16 | | 31.0.0.0/16 |

DEERAVEBRT BICIE. 2 DDFENBHYFET . COFF1AVRTIE, Campus V4 HF—RZEFlEL
TERALET.
o Xy R4 —KE—K, Wizard > Campus Wizard > Access Network Planning X—(Z

#BEL. RPDATVTD Isolation Domain T Isolation Domain #7%4)voL%d,

e Non-Campus 7 4H%—KE—K, Automation > Campus Network > Isolation
Domain>Isolation Domain R— 2 EILE T,

1. YRTLTIE.isolate_domainl EWVSEFID T IAILND R BER AV IMNERSNTLET , Bt
RASL DT I4IEDRYS—FE—RIL IP Based TY , BN A lES) v oS 5L, HEER A
VERETAHDR—UHREET . v/ ES AT 3 Ry T —HTlE. Group Based
IZERELET .

Edit Isolation Domain
VXLAN Range @

DHCPv4 Server DHCPv6 Server

Fabrics

Add Fabric

Name Policy Mode Actions

2. DHCP 4—N\—0EE. RUL—F—RDRE. T7T VI DINAURRE  FRER AV EERL
E3

o DHCP Server: DEFA(>TEHASNS DHCP H—/\—%3EELET, DHCP 4—/\—IC
[&. DHCPv4 4 —/\—& DHCPV6 H—/N\—MEFENF T, EEO R YT —IIZECTH—/N
—%&&IRLET,

— DHCPv4 H—N\—[L, BfEALBEADE AT Y R—IFET, BREAS T, £XaTv
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FIW—TF7RULRAT—)LH DHCP H—N\—IZBBMICEBREShET, BIEA TIL, %2
YF 45 IL—TFFELRAT—)LIE DHCP H—/\—(Z BEMICERBSNEE A, DHCP 4—
N—TTPRLRAT—LEFHTHERTILELNHYET,

— DHCPvV6 H—/\—[&, B#EE D HE Y R—ILFET, DHCP —/"\—TF7RLRT—)L%E
FHTERITIBLEIHYFET,

o Policy Mode: 77+ /LLERFEIL IP Based TY . YA V01T A T—230 2y T —UTIE,
Group Based IR ELET .

o Add Fabric: 2BRAMLDT7T Vv IERIRLET  DEER A ORY—F—FIX. 777
Do OR)—FE—RERLTHIVENHYET , DBEF AV ERILRY —FE—FEERT D
7)) DHERTEFET,

o Add Fabric Connection: Y/)LF 777 vI3ybT—FJICERATEEY, 457771
I MEI EBGP E#EHILET CONTA—EF—(E VT WITF7T ) IR YNNI —IT

FREHYVEE A,

DNS: 8T LT3R A AMER Y S DNS —1\—LD IP7EL R,

Add Fabric

Policy Mode

sroup Based

TI2AR—bRYRT—DZEAT B

TIAR— Ry T—O% TS
2 DOTFAR—F R RT—IREHESBYET . ZOFF 24 R TIE, Campus 44 —FEHAL
TRV THIILET

e  Campus 4% —FE—K, Wizard > Campus Wizard > Access Network Planning X—(Z
#EL. 2 FEB D ATy Private Network T Private Network 7%y L%ET,

° Non-Campus Wizard E—F, Automation > Campus Network > Private Network > Private
Network R—J|ZHEILE T,

1. BEMNETLIEL.Next #7)vIL T, FIAR—bRIrI—IBBDOR—OFMEET, Add &
DV9ILT TFGAR— b RyrD =% BT HR—DEHEFET,
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Isolation Domain 2) Private Network

Private Network

Add Refresh

+ Name VPN Instance VXLAN ID Default Action Multicast Network  Policy Mode

Add Private Network R—S DA DRI RIZRFE/INTA—F—F A AL, OK 9y LTHE
#=#RELET,

o Share VRF: TI74J/LhTlE No IZERESNTWET , TIHILMEZFERLET, £H VRF IE
HEHAT—bIzAIERSN, EEE AT — I/ DERE. BEUEES—FIz407
HERTBHITYI—RT IL—TDERBHIZEHERTEET,

o XVLANID: 754 A—bryrD—oD L3 VNI £15ELET , T 74 /L ME(L Auto TT,
o TIHINLDTILaL:

- Permit: TIAIITIE TIAR—bRIRNT—IADTARATOI—HF—HHEEICT VX
TEFEY,

- Deny: FSAR—bRYRT—VADTRTOLI—HF—HIHBEICT IR TEEE A, Y1V
Ot AL TF—3av X% — L TlE. Default Action % Deny [ZSRET &, X )T44
W—TRDLI—HF—DHTEL, EF 2T N—TADI—HF—HHEITT VLR TER
YFET,

o Multicast Network: %E(ZELTID/NTGA—E—FHRELET
o Policy Mode: Y4901 AoT—3 32 yhT—F 20 D54 . Group Based Z##{RLE
ER

o Policy Applied to: 7 )L—TRIR)L—ZEBRTEL. IPv4A RS —BNTFTAMEINET, IPV6
I —TER)—%TTO4/4F BIZIL. IPv6 Users 77> av %2 IRLET . IPv6 AZRSH
TWAEHE, Y—ERFI—UR)O—TFTUTL—MIZDTFAR— bRy T —ISEATEE
A,

o Communicate with vpn default by: 7 3>[Z[&. RT Import & Static Route H'%HYE
Yo RTAVR—FITIHILMRETT . —HF—DTFA R—b R YT —5 & vpn-default
[F. RTAUR—FENLTHEEREINETS AT —RIFHLWEEAETT . 12—
—NT A X—kRybT—21E vpn-default ® RT %4 > 7R—kL. vpn-default [F1—H—DT
FAN—bRIRT—IADRET4v 7 —bEERLTRIELET .
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Add Private Network

Name Description
Teach

VPN Instance

Share VRF

Tea

Group Based

Default Action
Permit

Multicast Network Routing Policy
(o] off

Policy Applied To
& IPv4 Users

Communicate with vpn-default by

IPv6 Users @ RT Import

O ==

TIAR—IRINT =D ERBRAUE LAY =2 RUPT—IR A VENLTHEIZ/NAURE
NFET, TZAR—IRINT =IO DBR AL ZINAURINTWNVEWNME S TIAR— Ry T —
JDREFDBEFAADT NARICERASHEE A,

LAY —2 RIT—IR A EERTS

LAY —2 2YNT—OR A VEBRTETBIZIE. 2 DDE—FAHYET , CORFa AU FTIX, Campus
DA —FEFERALTHREICOVTHRALET,

Fr2 Ry ¥ —RE—R, Wizard > Campus Wizard > Access Network Planning R—(Z
# 8L . Layer 2 Network Domain #7%%)y-L T, 2 & H DX T7Ty7 D Private Network T:%
ELET,

JEF v/ R4 —KE—K, Automation > Campus Network > Private Network > Layer 2
Network Domain R—J(ZBEILET,

TS5AR—b2ybT—H% e LT=5. Layer 2 Network Domain %%')v%LT. Layer 2 network

domain configuration R—CZREET,

2) Private Network

Isolation Domain

Layer 2 Network Domain

Add #%1)v4 LT, Add Layer 2 Network Domain R—C#BEET, BYOD DL A ¥ —2 +

YRT—=IRA & TFZAR—RYRT = A—HF—RAD LAY —2 TV T—IR A EERLT

PILENHYET,

o BYOD LA¥—2RyrT—IRAL2:BYOD LAY —2 rybT—IR A&, MAC R—%JL
REEZERAENET,
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— Private Network: vpn-default #®i{RLZET,
— Type: BYOD ##IiRLET,
— DHCPv4 Server: BYOD ¥ 2745 IL—TDiH&EIE. vDHCP ##IRLFET .

— IP Address Lease Duration: BYOD 7RLRAT— )LD T I#4ILM)—RIE 60 HTT, 2D
EFXBEICGCTERETCEEFT 0 MNIYRIMEZRET A EEEEDHLET,

Add Layer 2 Network Domain

Isolation Domain
isolate_domain1

Type
BYOD

Security Group Associations @ VXLANID @

Auto Manual

s IPv4 Addre
0 Dynamic

IPv6 Address Allocation

Manual v vdhcp

IPv4 Address Lease Duration(sec)
60

A—H—H—EXD L2 RyrT—IR AL

— Private Network: 21— —AMERLI=T A N—bRyRT—V%EIRLET, LAV —2
FYRT—IRAUDMEREIND L TFTAR—bRINT—IDERED, IEE SN BER A
AVHADTNARIZERAShET,

- Type: 1—H—H—EXIZxL T Normal Z:&iRLET,

— Layer 2 Domain Support Types: Normal, Escape. Guest, Authentication Failed.

Escape & Authentication Failed.

— Usage: Exclusive, Shared, &' Static access 77tA®D 3 DDA T avhhyE
ER

Exclusive: LAY —2 RybT—IRALUIE 1 DDEF2)T4T IIL—THEIFIZEIVE TS
EDTEET,
Shared: 1 DDLAX—2 RYrT—IR AV EERDEFX2) T4 WL —TICEYHTEHIE
MTE, BALLAY—2 RYRT—IRA UL URSINF-T R TDEF 2 T4T L —T &,
BLC IP PRLRET AU ERBFLET IP PRLRET AV MEREL T, Y—ERTIERE
HNELGHGEEITERAINET,
Static Access: YAV BET A T—30F1) A TH AC REEERT Y —EXIT#
RAzshZFY,
— IPv4 Address Allocation: Dynamic (&, 1—H—#H' IP 7KL X% DHCP H#—/\—H'\5
MBI HEEEHKRLET , Manual (&, DHCP 7RLRAT— LRI TELT . IP 7R
LREFH TR TAILENHHLEEKRLET , Dynamic #FEIRT H&. FRLRI—R
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ERETEFET . TIH/MEF 1 BTY,

(D BE:
IPv4 7RLRZEIMIZEIEB T REE(C, —EDI—HF—IURRA B R—RETRETAYD
IP 7RLRZFHREL TS S, Network Parameters > DHCP Server > IP Prohibits
Assigning Addresses R—U TRELIZRZATA VY IP PRLREFEITEMT S2LENHY
EXI

— IPv6 Address Allocatoin: 7 7<3>(Z(&. Manual, SLACC. Stateful DHCPv6. &
U\ Stateless DHCPV6 H’%H Y E T, IPv6 ERFEDFEMIZDLVTIL. TAD-Campus 6.2 IPv6
Service Configuration GuideJZ& B L TLZELY,

Add Layer 2 Network Domain

Name
Teacher

Teach Normal

Security Group Associations @ VXLANID @

Manual

IPv4 Address Lease Duration
1 Day 0 Hour 0 Minute

Subnet 27T, Add %'y~ LT Add Subnet R—UZEBIEE T, BT Rk SA—42—%HEAK
L.OK Z51)v- %3, Add Subnet R—I T, Secondary XL T On E1=[% Off Z:#IRL %
ER

o NoZERTBHL HITRIYDTSAT YR T—VELTERINET, IPv4 PRLREIY
TE—FHLENTHEEE . VAT LG TR FRLRIZE DT DHCP $—/A—LIZT7F
LRAT—IVEERLET .

o Yes BRI DL HITRYMIEALF)RVET—VELTHEASNET VAT AR, TR
YEFRLRIZEDNT DHCP H—N\—[CPRLRAT—ILEERBLER A, ChilE. TURKRAY
FAVEREY IP PRLRZERT HIGSISERASNET, Eho F VRN T =% R T BRI, T
FAT)FYRT—ODMEREN TSI EZFERL TN, F=, AV TRV T—IhME

HAEhTW315481d. 79tAKR)—T Bind User IP Address #EExERTEE A,

Subnets

IP Version Gateway IP Secondary Actions

No Data

Showing 0 entries
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Add Subnet

Name IP Version
Teacher 1Pv4

CIDR
20.0.0.0/16 20.0.0.1|

Secondary @ DNS ©
On

OF £3

LAN—2RYRT—IRA UL, 1 DD 1L RAYRT—=IRTAVNEERD 2 R vbT—H€
GAURDHEFDTENTEET , EEORYNT—HEHEIZEDNTIP PRLRZHEILE
T, 2X2 T4 IWN—THRELGNIE, RELIP PRLRAEHBLELYET,
HUE) 2y T—HEERT BRIZ. TSARURYRT—I N ERIN TWAC EEREZELE
‘g-o

Ft=. EAUE )R T =R FEARSNTWABE A (X, 7YEXKR)S—T Bind User IP
Address #EEFHERATEEE A,

THURE)RYNT—DETSAT) Ry T —DEFA—IN—Sv TSR EIETEFH A COH
B EIZ, RYNT—IEBRLFUATIVRRAUNT IR DTRLREEE G I2#iFT 5
= BROHEKRDET AE 1 D2DEFXF1)T4T IWL—TIZEYLE TSR0, KT ACLYY
—REHHTB=-OICFERINET,

DNS Info: LAY —2 Ry T—HIK AL D DNS H—/\—IP PRLRZIEELET,

HIRIMEBRLI-%. OK 20y IL T, LAYV —2 RUNT—IR AU EEBMT HR—TIZRY

x4, Advanced 475Uy L T BHEICHLETINSA—4—E B LET . COFTIE,. TI4/L

~

o

o

RESERSNET,

ARP Proxy: 774 JLREEE(L On TY,

ARP Packet Validity Check: 774 /LhEERE (& Off T, CHIE—RRIC, FEGI—F—F
FUT—bIAD ARP /A M ERELTRET 5 LITE > THEEHST=DIZ. T ERT
INARTERSNET, IPv4 TRLADEIGH iEA Manual DI5E . COBBEFEMICTEE
A,

ARP Snooping: =&7%: ARP [EEFIRIET 512012 ARP AX—E T EARX—TILIZT B
ES5hHEIRLZET , Broadband loT terminals are not offline 155, On #ERLE T,
Allow Layer 2 Application: 77+ JLIRTE L Off T, On HAEIRESNTLSIHE . ERE
N=tF1)T49W—TF, £F2)TA4TNL—TADL AN -2 18— —F 5% HKR—
k3% Supports Layer 2 Application ZRLET,
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o ARP Scan and Probe: 774 J/LFRE(L Off T, On ANEIRESNW TS E. ARP JO—K
FvAMEIRYRT =D 2AKETSVTAUT LER A ARP 2EIL =TT NAZAOA—HILR
Fo IR ELET, T—TILIUN)—IFZ EVPN ZA LTRSS ET . R4 YFIE ARP Ay
t—UFEELEE A,

o IPv6 ND Detection: CD#RE(LX, I —H —DIELMEERTH-OIZERINET,

o IPv6 ND Snooping: 7/ A RI&. ND /7 ybE[ET =2/ &RV EHIEIZEDT
ND RX—EUT TUR)—ZERLET, IPv6 H—E RAMERA TEHELMES (X, IPv6 ND
Snooping A *—J JLICLIELTLEESLY,

o ND Scan and Probe: T74/LR&REIL Off TG, On MNBIRSN TLVSBE.ND JO—K+
YRAMERYRD = 2R ETTVTAVT LEE A ND ZE (&, V=TT /NAROBA—hHILRF
YUIIRFELET . T—T LIV —IZ EVPN ZNLTRIISNET . RAYF (L ND Avt—
CEEELER A,

o DHCPv6 Snooping: 774 /LLEEEIL No TY, DHCPV6 AX—E T X, V54T DE
B —R— 5 IPv6 PRLRE 1L IPv6 TLJ49R%EHEBL. DHCPV6 5472 +D
IPv6 7KL R E =& IPv6 FL 749 RE MAC PRLRAD R LB ZRZE TR TESEIICLET,

o DHCPv6 Trunk Supports Option79: 774 /)LrERTE On T3, Chld, DHCPv6 H—/\—
MIZAT D MAC PRLRZRIGTEDLIIZT AHI=HICFERINET,

Advanced

| ARP

ARP Proxy ARP Packet Validity Check @ ARP Snooping

On off On off On Off

Allow Layer 2 Application @ ARP Scan and Probe
On off On off

| ND

IPv6 ND Detection @ IPv6 ND Snooping ND Scan and Probe
N (a4 Nn N

nF Nn nF

o Yes ZEIRTBL, XTI —T (& TO—FFVYR FHTILFF VYR ELUTH
AZF VYRR TYRE AC AU A—TIARIZEREL P RINA VBT A RIZTZYT AT
THIEZEHFAIL, EVPN 24 L1z VXLAN MAC RIEAZEFaILE T, SeerEngine ¥+ /\X0
> kBA—3I(. flooding disable all all-direction F7=[d mac-advertising disable a<v>kr%
TNARIZEREALFEE A,

o Yes ZEIRLI-HZEIE, Leaf F I VA B—T A RITTA—FFr AMNHI R ET D
ENRHYET . HEDRIER. BBEOBELS LUV T1— LAY E—C ORI > TRESN DD
DEF B, NAMTFVTARELT, RIS T HHEMARRAFER LY TITHKRL TS,

Allow Layer 2 Application D 2—TJLICHE->TWVSIHE . A—LHIH MBS 2—T( X
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MOZITERIETE. £V FA— T/ ANSIEERETEEFE A V=TV OR— I EHR

—rDGZEIE. RDIIITEELFET,

a. A—Y—FROR)—FTUTL—rEERHET S
Automation > Campus Network > Device Groups > General Device Groups XR—(Z
BHL. R—C DA LBIZHS Policy Template 22 vIL T, RYS—FoTL—kR—T%
RZEET, Add £9UvIL. FAYTEH U XS Interface Policy Template Z52iRLE
¥, TUTL—r244TIEBE LT User-Defined ##RL ., RITRT K5I, 5T HTFRMR
YO RIZRDARRZEBMLET,
RUYS—hLEMESh-LE BN SERE:

#

broadcast-suppression pps 100 /| TNARETILEAYE—DHUTELTLEWMEZER
ELFET, FHHITONTIE. ZATHRBOMBMFERFIVIITEBNEHELZEL,
multicast-suppression pps 100
unicast-suppression pps 100
#

RYL—DHIBRShI-LZICEBBSh HEE:
#
undo broadcast-suppression
undo multicast-suppression
undo unicast-suppression

Add Interface Policy Template

Template Name Template Type
User-Defined

broadca:

b. A—H—FRDAF—TTARTIL—TEHETS
Automation > Campus Network > Device Groups > General Device Groups X—|(Z
BEL.AJD 29UV IL T RRATNAARTIN—TEEBMT BHDR—CFHEET JIL—
TA4 T2 Interface Group Z#EIRL. T2 Layer 2 Physical Interface Group %:&
RLET,
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General Policy Groups

Add General Policy Group

Name Description
storminterface

Fabric Group Type
HJYQ Interface Group

Layer 2 Physical Interface Group

Member

Delete

Interface Name Belong to Device Actions

No Data

Showing 0 entries.

CDR—T T, Member Z#RL. Add 0V IL T AU 8—T(REEBMT 2R—DZHE
FY o AM—LINGIZBR T ) —IF IV IERIR—MMIBFENBAN—AE—TI( R
ZERLET Add 0y LT BIRLI=A L Z—TA X% AMIEMLES,

Add Interface @

Select Devices Q
Device Label System Name IP Address Description = Interface Name Interface Status
access_177.7.7.9 2Acces: 177.7.79 — #@ Ten-GigabitEthemnet1/2/0/ up
leaf_177.7.7.8 2le: 5 177778 Ten-GigabitEthem up
f2Spine 177776 — Showing 2 entries

>  15/page ~

nterfaces

Interface Name Belong to Device

AUN—%FERLT=5. OK #4')v4L T Add Universal Device Group R—U[ZRYFET,
Policy #7%2)vYL. Add &0 ILES . 1V F—TIART I—TRIYL—ZEMT HN
— T, User-Defined storm suppression RS —%BMLET , HEMNT T L5, OK &5
DoILET,
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Name

storminterface

Fabric
HJYQ

hysical Interface Group

Policy

Add

Name Template Type © Scope Actions

3
stormsuppression User-Defined Interface Level E

Showing 1 - 1 of 1 entries. Page 1 of 1

BREMNTT LD, AN—A3—T A RICEESN =AM —LINFIEREEZRRITEET,
#

interface Ten-GigabitEthernet0/0/8

port link-mode bridge

port link-type trunk

port trunk permit vian 1 101 to 3000 4093 to 4094

broadcast-suppression pps 100

multicast-suppression pps 100unicast-suppression pps 100

port link-aggregation group 1024

#

O BE:
ARP Z7O%3 , ARP #&H . Allow Layer 2 Application. IPv6 ND #&H. VSI MAC 7RL X, &
VLA =2 2YLT—IRAL oD BT AU ID [F—ERLFEESh. R TEBETHILFTE
FH A, TD=H. FBEEEITT DA, A R—TILICT DHEREERERL TZSLY,

X T4 IN—TEERT S

ps R

RAYAET A T—2avBEETIE, X ) T4V L —TEIA VAT AL TEBTEET,
XA TATIN—THERTHE AVIA—SERA VAT A T—2aV R EET/N\A RIZERL
FT, X1V TATIL—TID R4 015 AV ID TY,

TXATATIN—T L, DB A EBZDZENTEFT, X 2T IL—T L ERD BN
AMDLAN—=2 IR T—IRALUNZINA VR TEET . EHORBER AV AD TN RIZRILT
A48T AU IDZEYETHIENTEET,

RAOOET A T—avldk, A—F—F LX) T4 V=T (40817 AUR)ZEEFT. IP 7
FLRET AU S A—F—Z2HBLET, A——(E RCTHhIUPENRRT—REFERLT. B
AR BER AL TAUSAVITIREBIENTEET L EIA [E THAIUPE/RRT—RIZEDWTRLY
490+€45 A2k D #1—H—IZE|Y KT, Uniform UX &4 0—/\)L7%E Uniform R —DEEZ
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RHLFET,

XA T4 IN—TEBETBIZE. 2 DDA EAHYET , ZORFaAVRTIE, Campus 945 —K
#=HELTHERLET,

Fr R 4H—KE—F, Wizard > Campus Wizard > Access Network Planning R—(Z
#¥EL . User Security Group %7%%") v/ LT, 3 EFB DAXTvJ T Security Group %% EL
E I

Non-Campus 74 —KFE—FK, Automation > Campus Network > Security Group > User
Security Group R—UICBEILET,

TSAR—bRVrT—ODER T . Next #41)w59 LT Security Group R—JIZHBEILET .
User Security Group 27 %:&3RL. Add 27 vIL T, X )T IL—T%#EMT HR—
[CBELFET, tX1UTATIL—TDEREANL, TIAR—rRybT—H%:8IRL T, Type I
Normal Z:#RLET,

Type: BYOD, Normal, Authentication Failure, $&U External Network,

o BYOD:BYOD t¥al)T44 IL—7I&. MAC R—AJLEBEEICER SN ET . MAC REEDH]
[, A—H—[E BYOD ¥ al) 744 L—F 25 mMLET, L AT LTIE, BYOD_Security
Group ELVSERID T IANRD X2 T4 IN—THRERSNTVET, V' B—/3LIZHR
—bEN 3 BYOD X)) T4V IL—T &1 DDHTT,

o Normal: ZB#tX1)T4JIWL—TE, A—F—H—ERIZFERAEINFET, TRTOEKRY—
EXIE. X1 T4 L—TE#=FERALET,

o Authentication Failure: &I ZXa)T47 I —T &, KEHFRIDSF A THERASINE
T, EIA Y —N—IZEENEELTEH, A —F—([FASAUITHY R EXa)T4T L
—TAD)Y—RIZTIVERTEET . 1 DODBER A VB TELIRBEFA LX) T15
)l/_j'j: 1 OO)J"—G?—O

o External Network: &Ryt —oF 1) T4 IL—T X, Y —ERXRFz—VIZFERS
NFET, FHIZ DL TIX, TAD-Campus 6.2 Service Chain Configuration Guide]ZZ L T<
2Ly,

Isolation Domains #2')v- L. ROYTH DRI ZANS R BER A ED)vILET, 52l

TAT W= AN =2 XYL T—IR A U %EBMT BRI, DEER AV ERBIRTIVELNHYE

ERS
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Add Security Group

Name Private Network
TeacherGroup Teach

Type Security Subgroup
Normal - @ on

isolate_domain1

0O Hac

Add

Layer 2 Network Domain Isolation Domain VXLAN ID IPv4 Address Allocation IPv6 Address Allocation Actions

No Data

3. Layer 2 Network Domain #7%%5)v4oL. Add 9y LT, LAN—2 R T—OR AL %
BT HR—%BAEET, Available Layer 2 Network Domain 5 TLA ¥ —2 kT —HK A
1>x@RL e 9oL TORIRLIL A9 —2 RubD—JF AL % Selected Layer 2
Network Domain FI[ZIBMLET . RIT. OK &0y YL T, EFaT4TIL—T%#EBMT HR—
CICRYET,

4.  Security Subgroup T On %:&#R¥ 5&. Max Subgroups 'J R +& Security Subgroups ASR®D
FITRIRENEFT,

Max Subgroup YAMZIX. 1. 3. 7HXUL 15D 4 D2DFTLavhHYET, hickY, 52
DT 4T =TI LTHERTED X2 TAH T I —T DRREHFIREINET . &K 15
FETERTEE T, Max Subgroups DA T3> %EIRLI-#. Security Subgroup 27 T:ER
LE-BRETRRDEX)T4H TV IL—TEETEES,

O BE:
o BXAYTAHITTL—TIE X2 T49 L—TFITHLTEHBEAEETT,

o RAYAETAT—2av T YT X a)TATIL—TH Y R—bShES, X277l
—JIX EROY T XTI N—TEYR—bLET . YT X2V T4 L—TIE BT )L
—TDEREWATEETT, Tz, IV IL—TOERZER IR TSI LI TEFT . I &
Fa)TA4T =TI T IL—TERI—DHINERIERENET, EXa) T4 L—TT
(&, FTERFIHOI=OIZ. BEDEREE OO—ILEY T X1 T IL—TITEYHT
BIEMTEFET,
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Add Security Group

Name Private Network
TeacherGroup Teach

Type Security Subgroup

Nommal v & On Max Subgroups: 3

Isolation Domains
isolate_domain1

Security Subgroup Auth-Free

Actions

No Data

ELE=t¥Xa) T4 IL—T &, User Security Group R—C TRERTEEY,
fif 3504 (FtEF21)T47IL—TFID THY. avba—3F<v4o0+t45 A2k ID 3504 2T /8 R

BRALET, Y TX1)T4FIL—THDE 13 (£, 1 DY TeXa)T4T IL—THEREEN .
X)) T4 IIL—TIZRHLTRARIDDH T X ) T4 I —TE2ERTERIEERLET,

User Security Group

Add Refresh Security Group Name ~ Tea Private Network ~ All v Type Al v Search

+ Name Type Private Network VLAN ID/SGT Layer 2 Network Domain  Security SubGroup Actions

TeacherGroup Normal Teach 3508 Security SubGroup(1/3)

XTI N—TFES T X aT4 N—TE#ER T HE. A0Sk o0tw5 A0T7—

LAVEREET A RICERBLET,
# microsegment ID 3504 #ERLE T,
microsegment 3504 name SDN_EPG_3504
member ipv4 20.0.0.0 255.255.0.0 vpn-instance vpnl
#
#H I EX T4 I—THREZERLET ., dis microsegment aggregation A<V REERTLT,. HT€Fa)To
TIW—T&RRTEET,
#EXa2)T4YT Y IL—TF 3505~3507 DIAIOET AU ID ZEBRLET .
[Leaf]display microsegment aggregation
Aggregation ID Range Aggregation name
3504 3504-3507 SDN_EPGAGG_3504

[Leaf]
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YT —IE B DERE

FYRT =R —ZRET DI 2 DDHENHYFET . CDORFARTIE, Campus 714 —F

FEALTHREICOVLWTEHRBALET,

o  FyUNRY4H—KE—K, Wizard > Campus Wizard > Access Network Planning X—[Z
BEIL. 4 EEDFIE®D Network Policy THyrI—oR)—%RELET,

o  FEXvIIRRY4HF—FE—F, Automation > Campus Network > Network Policy X— (25
BLET,

RTYRT—=ORY—R=T TR TIW—TRI—FoTL—rEFF9vTTHIEICEST, 2—HF—tF

AT V=T, B&UI—F—tFXaUTATIWN—TE)V—RG IV—TRDOT I AEREHRET

EFET, CNITKY RENHEICBYET,

e BRI X ) TATN—TEEREF VT4 N—TEDHT BIZIE. TMI RS —FoTL

—rER T BBARICRZYI L. OKEY)vILES , TM1 2H 0 v LT, TM1 RS —FToTL—F

ERIET DIGAICF VI LET,

Table 1 X% aUT4J IL—THDORYS—

RFEOEFLITTI  BEDOEFIUT+ TV H—N

7)'/—7#3'}:/_ —j’ 9,)1,_7, _
?E(D‘t”\'—:ﬂﬁ'{d)b—j Eﬁ%?’;b TM1 Ei%t;b
HEDEX )T I—T ™1 sZutL st
BB D RE (AT ay)
1. Time Range #7%%Y)vy LT, HEEEEELET  BEEEIEA T a3 T B EITHLTE
ETEFET,

2. Add #%')y-L T, Add Time Range R—  THRREIEEHAZ R ELET . BAMSE T LI=5, Save
9O THEREREL.OK 299 ILET,
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Time Ranges

Refresh

Add Time Range

Name Description
™1

Scheduled Sub Time Ranges

Add

Start Time End Time Schedule Actions

Mon, Tue I @

Showing 1 entries

RIO—TFTUTL—FEBHTS

1. Policy Templates #7&5)v 9 LET . AT LIL, Permit All &£ Deny All @ 2 DDT 4Lk
TUoTL—rEERLTVET,

Policy Templates

Add Refresh

Template Name Template Type Description Actions

Permit All Internal Network Policy The client ports visit all services is a

Deny All Internal Network Policy The client ports visit all services is .

2. Add #7UvILT . RYS—TFTUTL—rEEMT ER—CEREET . RUS—TUTL— DA
# A 7L, Template Type T Internal Network Policy Z:#iRLE T,

o Internal Network Policy: ¥ JL—JR1)2—# KU east-west service chains D5 & (&,
Internal Network Policy Z:&RLFE T,

o External Network Policy: south-north service chains ®15& [d. External Network Policy
ZERLET,

Add Policy Template

Name [ETT

TM1-policy

Jnternal Network Policy

External Network Policy otocol v Action v Search

Number Protocol Source Port Destination Port Action Service Chain Time Range Actions

No Data
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3.

4,

Add Rule 22y ILEYT, \TA—F—ZEKEL. OK VYL TEEEREFLET, /3544
—DFHBAIFRDELYTT,
o Protocol Type: IP, UDP, TCP. £ XU ICMP,
o Time Range: 774 /LR (L None T, $ R TN AN THALERLET . &4
BIZISCTHRETEFT,
o Action: 773> (d, Permit, Deny & Redirect TY , 7 IL—TRS—DFaIE1=(HER
ZERLFET, Redirect [FH—ERXF—UISEAINET,

Add Rule

Protocol Type Rule Number
P

Add Rule Refresh

Time Range
™1

Deny

Redirect

RYS—FoTL—rDEBBMMNTET LED, OK #9yILTHRYS—TF o TL— 2R ELET,

TIHXNWNTORAR)—EHRET S

TIWN—TR)—3TEI)vILT TIN—TR)—R—TZHEET BEDRY S —FI(BEL TEEE
DT VARV —)DREAYTE I RAMRYI R T, TZAR— bR YNT—) 21— —D TV R3]
ERETEET . JIL—TRIO—%RETDHEEIE RNTTAR—rRybT—0%ERL . RIZER
EDR)—ZEHZELFET,

GIWN—TT7HOERR)S—R=CTCEHREIN=TIHIEDT V=TT AR —IE, TZAR—bRy
RI)—OR—CTERESNI=TIAICDTIN—TF7OERAR)—ERILTY , RETILENH DD
12121+ T9,

Permit: 754 R—rRXIRT—IRDTRTOI—HF—HHEIZTIELRATEET,

Deny: 75AR—bXIRT—IRDTRTODI—HY—IFHEIZT VLA TEEH A, ¥(Y0 15
AF—30Y) 21—V TlE, 73 % Deny IZRET HE. A —F—ARCEF) T4

IL—TIZBLTWSD ., BHSEX2)T47 IL—TIZEBLTWSHIZBEZRAEL HEIZ7 VR TE
75<7zY)E 7, Default Policy H' Deny IZFRESNTLVNSIEE . EXaTA4V IL—TRADI—H—
PHEICEETEODTIV—TR)—ZEBRTILELHYFET,
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Network Strategy

Group Policies

Private Network Teach v Source Security Group TeacherGroup,... Destination Security Group TeacherGroup,...

So... YDe... » TeacherGr est-grouj - - _ Areass Policins

TeacherGr.

Default Policy Permijit +

test-group

Deny %:&iRL1-15&. SeerEngine ¥/ RavrO0—5(d, 4’ A—/\)L deny PBRZ R/ /1)—2
TINARIZEBIL. permit IP /RS —ETSAR—kRyrT—HD VSI A 2—TzA RIZEBRLET,

ALV TNARE) =TT NARDTZAR—F VS| A 3—T A RIZ Permit IP 2% ELFET
#
policy-based-route SDN GLB SC2 permit node 65535
if-match acl name SDN ACL SC PERMIT ALL

#

#

acl advanced name SDN ACL SC PERMIT ALL
description SDN ACL SC PERMIT ALL

rule 0 permit ip

#

interface Vsi-interface2

description SDN VRF VSI Interface 2

ip binding vpn-instance Teach

ip policy-based-route SDN_GLB SC2

ipv6 address auto link-local

13-vni 2

#

RINMY TINARE)—T TINMRAD Deny FREFS A—/\LIZERITLET,

#

policy-based-route SDN GLOBAL SC permit node 60000

if-match acl name SDN ACL GLOBAL SC e4a30470-a7cc-4008-8311-1le2cblf978e5
apply output-interface NULLO

#

#

acl advanced name SDN ACL GLOBAL SC e4a30470-a7cc-4008-8311-1e2cbl£f978e5
description SDN ACL GLOBAL SC e4a30470-a7cc-4008-8311-1e2cbl£f978e5

rule 0 permit ip vpn-instance Teach destination microsegment 3504 mask-length 2
//Mask length of the security group. Mask length n indicates that there are a total of 2*n (4) security groups and sub
security groups, and 3504 is the security group.

rule 1 permit ip vpn-instance Teach destination microsegment 3502

#
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FN—TFR)>—

1. Group Policies #7%&91)yoLT. JIN—TRIJ—R—UEFREE T, Private Network ##EiR
L. Private Network Tech XD &5129)vILET,

Group Policies

Access Policies

Default Policy Permit

2. BHEITTIERARIS—FERL. it HHFITRZYSI LT, Policy Direction #4 7RI HRv%
REFAEFET BEMNT T LS. OK 29I L THEREHRELET . Policy Direction /354—
4—|Zl&. Unidirectional & Bidirectional @ 2 DDA T avhHbyUEd,

o Unidirectional: EETHMLIBE~NDT IEAR)—,
o Bidirectional: FEETTMNDIBEADTIEAR) S —E LU ENDIEETADTIEAR)

Ny
Yo

Policy Direction

Bidirectional

3. BREMNFETLEL.ELREIZHD OKZEVIVILET . ROBIFRY K312, EETH

TeacherGroup T3EF A test-group D4 JL—TIZx LT Deny FREMNFRESNTINET,

Group Policies

Private Network Teach eacherGroup,... ¥ e TeacherGroup,... ~

Access Policies

Default Policy Permit ~

4. avba—3(&. PBR % Spine T/A\1 A& Leaf T/AARIZT B—/NLIZERRALES . ATURIER

DELYTY,

#

time-range SDN NBAC 80002p 00:00 to 23:59 off-day
#

#

policy-based-route SDN GLOBAL SC permit node 1

103



if-match acl name SDN ACL SC 80002g 3502 3504

apply output-interface NULLO // Configure Deny

#

#

acl advanced name SDN_ACL SC 80002g 3501 3504

description SDN ACL SC 80002g 3501 3504

rule 0 permit ip vpn-instance Teach source microsegment 3502 destination microse
gment 3504 mask-length 2 time-range SDN NBAC 80002p

#

Bl
GI—TRI—F, FINEFERALTERTBHIELTEETT, FIS T HBREOEERLET . JIL—TF
RO —TFoTL— D EESN =X 1T IIL—THDEED NS T %R 3 5515 R BIE
RTEEXT,
49085 A T—2 a0 OFHNERIIE, RO K32 IPRYS—DHISREAIERLZYET,
o IP7RLRERAIL, IPRYS—FISMRBEITIRESNET,
o  EXaAUFAYITHTI—TIE. 74015 A T—2a B8 IL—IILTERRENE T,

1. EXa)FATN—TDOHhRIIRIREBHT HE. TIREBH)DRRINET . +EVVIT D
&. Edit Group Policy R—UHABEZT,

Network Strategy
Group Policies
Refresh il Private Network Teach - Source Security Group TeacherGroup,... ~ s Sacaity G

So... vDe... » TeacherGr Ip — =
TeacherGr

test-group

Drop an access policy here or click here to configure an exception policy

2. TN—FF7oeRKRY—HBRIEET RHA1E. BEIYvILT I LT TIERR)—% R
EITHODR—CFEREFET,
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Network Strategy

Group Policies

Private Network Teach v Source Security Group TeacherGroup,... ~ Destination

So... YDe... »
TeacherGr

test-group

Exception Policy 272y L. +7 A4 &)y L T, IL—ILEBMT 5= DR—%FH
EFFET AR—IUTIL—ILEHREL. OKEVIVILTHEBERTFLET .

RAYBET A T—2a 0 TREENDBIN RIS —E. X2 T4 BT IL—T D7 I RKRY

=TT YT EFaTATIN—TENTRI)RY () TEBEINTWSEES. tXa)T4HTY
W—TIZE. EF2)T1T =T X ) T4 L—TADITRTOEFa)T4H T IL—TF
NEENFET, EXE ROED*TeacherGroup (&, £F1)T44 )L—F TeacherGroup &.
XA TATIN—"TRDTRTD X)) T4H T IL—TEEKRLET,

Add Rule

Mumber

Destination Security Group or Subgroup *

TEACHER1

Action Time Range
Deny

BN RBIDERTE SN B & Exceptions Policy 74V MRREINFET, Fr/\Ravka—3(F,
ROBEERINATINARE) =TT NARIZERRALET

#

policy-based-route SDN GLOBAL SC permit node 2

if-match acl name SDN_ACL sSC 000005 3504 3504

apply output-interface NULLO

#

acl advanced name SDN_ACL_SC 000005 3504 3504
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description SDN _ACL SC 000005 3504 3504
rule 0 permit ip vpn-instance Teach source microsegment 3504 mask-length 2 dest
ination microsegment 3505

#

Group Policies

Design Private Network Teach v Source Security Group)

So... ¢De... » TeacherGr test-group
TeacherGr

test-group

A—F—JEABREZEBAT D

A—Y—VERBEF. TIERARIO—RE ., TV LAY —ERRE. T/ ERLA—HF—FRELED
EIARBREY —/N\—RETY . TV ERAY—ERERET L. A—HF—BF UM UITREIENTEE
ERS

TORAR) O —DERK

TORRR)—EBERET DI 2 D2DHFENHYES  COIZa7 L TIE, Campus T4 —F

EEALET,

o  FruNRY4H—FE—F, Wizard > Campus Wizard > User Onboarding Planning X—_
IZ#EL. D ATV T T Access Policy Management Z3%ELET

e Non-Campus 74 —KE—K, Automation > User Service > Access Service X— (25
L. BERBICHET IV ERAR)L =)0 )y ILTTIERAR S —R—=IITBELET,

1. Add #9)vILT. 7IERR) O —FERA—VEHEET,

Guide

1) Access Policy
(@) Auto Find

[X] Add Device
{*| Campus Wizard
Device Onboarding Plan

Access Network Plan Access Policy Name + Description =

User Onbjoarding Plan

2. THOEARRYS—FBRER—VIZ(F, EXRER. BaER, DNV T1UJER, LUV I——
DIATURERENESENFET,
o Basic Information: 7O tRARYS—DERIEAAL, TIHILEDY—ERT IL—TZEFHL
9,
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Basic Information

cess Policy Name: TeacherPolicy|

Description:

o Authorization information: BE . TIAIMEZRFELE T, RD/NTA—2—%#EHLE
ER

— Allocate IP: 1—H—[ZIP 7FLRZEIY B TEHEINEINERIRLET , Fro/ZAmuk
D—oD15EI1E No #RINLET,

— Endpoint Conflict Handling:

Log Conflict and Continue Authentication: FIC MAC 7RLRZFERT HELSIURR
AURDFUSAUIRBIEEBRTDE VAT LIEATEERL., BERICTURRAUM
TUSAVNIRBIEEHTILET,

Reject Authentication: EL MAC Z7RLRZEFERTAEGHIIUFRAUM AU TFA (T

BIEEERLEGA. VAT AIXI—Y—%EELET,

Deploy Blackhole MAC: MAC R 7 —J4>J %R T BIZIE. COATLarEFIRLET,

EL MAC 7RLRZFERTERDIURRA VDA SAVITRDIEEERT S VAT LA
[FZDIURRAUEEEEL. MAC PRLREY AL R MAC JRNMZEBMLET,

— Offline Check Period(Hours): /A7 yhE&EELGEWNT) U AEEDIA—FIURRA U
ERAYFROTFILENKSICTBIZIE, CONSGA—E—FRELET . RIYFTD
MAC SBEEDT 74 ILE DA IS4 U RHEBEIREIE 5 5 TT . RAVFIE. 751 1R H HAR
RICTURRAU DNy MEREBLAEWNMES . TURRAU MRS A IULFET, BRI
BELEIVRRAUMD AT A TEINENESIZ, ARP AX—EV S LELITHTFAUF Ty
VHRMEERELET  [BIX 0~596523 DEHTT , CD/TA—F—H 0 [SREIN TS
BE VAT LT IZAUNGLENI EERLET , /ATA—F—Dh none DIFE ., T/\(
ADAIZABEEBIE T I74ILED 5 R THEYET,
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Access Period : Allocate IP:

Upstream Rate (Kbps) :

Preferred EAP Type:

EAP Auto Negotiate:

Deploy VSI name:

Deploy ACL:

Endpoint Conflict Handling :

Offline Check Period (Hours) : Authentication Password :

A4 F oy Hi%E 1 BREISERE T L. ROFBENT NS RICERAShFET,
Slot ID: 1

User MAC address: 0000-0a0b-0001

Access interface: Bridge-Aggregationl023
Username: 00000a0b0001

User access state: Successful
Authentication domain: hzl

IPv4 address: 20.0.0.2

IPv4 address source: IP Source Guard
Initial VLAN: 150

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization VSI: vsi3

Authorization microsegment ID: 3504
Authorization ACL number/name: N/A
Authorization user profile: N/A
Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A

Start accounting: Successful

Real-time accounting-update failures: 0
Termination action: Default

Session timeout period: 86400 sec
Offline detection: 3600 sec (server-assigned) // Deployed offline check period
Online from: 12/22/2020 9:52:45 AM
Online duration: Oh 3m 2s

Port-down keep online: Disabled (offline)

FEHRDRDA T avITEELTZE,

BREENAT AV
— Bind User IP: COATLavEBIRLT. AUSAVIURRAVNEZ DR IP 7RLR
[ZINMURLET, CNEBIRT D& TURRAV P A—H—I&, NI UREN-5/0 IP 7K
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LREFUSA Vo= %IcA—F — B MIERICTHRLES,

- Bind Dynamically Assigned IP: DA T3 %EIRT 5L, TURKRAU MDD TH
USAUNIEo 2 EEIT, FDITURKRAU LD MAC 7RL X, DHCP TEIYHTHNEZIP 7
FLRELUT AV UMEBRDNAURENET , ChITEY, TURRAUMEIF UM UI1T7
B1-UICEL IP PRLRZERIGTEET,

O B=E:

Bind User IP & Bind Dynamically Assigned IP [REIBIZERE TEEE Ao

o

User Client Configuration: 774 J)LNEEFFERALET,

ion Binding Information

) Bind Access Device Port Bind VLAN Bmd QinQ Double VLAN
Bind User IP . Bind User MAC
Bind Domain s
Bin c Bind User IMEI 3i Serial Number
Control I‘m.therbnevc EE
Number Control Access MAC Address Control Hard Disk Serial Number Enable JAMF Collaboration Check
Bind Operating System
Authorization Code Bind Motherboard Serial Number

User Client Configuration

iNode Client Only
Retry Interval (Minutes) Retries

Lowest Client Version [ ]

Action for Violation @

IP Address Assignment Method (@

3. INTGAEA—HHRELI=H. 0K ZVVILTHREZRELET , 7O EAR—MNYRMIRTRS
nxd,

TORRAR) S —EELITEMT B, J:.:E(Dillﬁ’&%“*b} BRLZEY,

4) Access Policy

Add

Access Policy Name ¢

4. TOERKR—EHBRELIzE. Next ZVUVILTT IR —EREZHRELET,
N = o |
TOtX-U-_t XOD I:IQJ:E

2DODT IR —EREREFZEIZ. RDESYTT, ZOY=2T7ILTIL, Campus T4 —FZFRAL
9,

o  F¥UNRI4H—KE—FK, Wizard > Campus Wizard > User Onboarding Planning X—
12 EIL. 2 HH DXTv7 Access Service Management TEXELET
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Non-Campus wizard mode: Automation > User Service > Access Service X—|[ZFEIL &

ER
Add Z9YUY YL T . TIOEAY—ER

BRERN—VEFREEY,

Access Service

RDINGA—E—EHBELET,

Basic Information: 4—EXDZRTEAAL. TIHIIDTIEAR) o —EtFa)T47 )L —
TEBIRL. TOMD/INSGA—F—IZIETIHILNREEERALET

o HEHKIFWRTUT

Basic Information f835 D /5 A—42—DEREA:

- H—ERTIL—T: TIAILTIETIL—TERIERESNTWNET, TIAHILLREZE
m Li‘g-o

— Default Access Policy: 774 /LM&RTE (X Access Forbid T, 3 XTHA—H—hF>
FAUNIENENWCEERLET  A—F =D F S UITRBHTEEHFATHICE, T4
FPOERR) S —EBHTIRENHYET . Add £V 7T 5L FHILWLWTIHILET Y
T AR —FBIMTEET,

— Security Group: CO/N\TA—E—[FBHTIVENHYES , 1—F—DAF1UITH
2125 WIS TBEF T4 I —T%FEIRLET, [Configure access network settings |
THEREN X TAT N—TELVEF )T TTIN—THEOyTHT I R
RIRSINFET,

— Sub Security Group: A7 3>, 4T Xa T4 IV—TEERLIZGE. 7O RS —
EXEZ0HTeFxa T4 N—TITERAINET . H T ¥ )T+ L —TEBIRLE
WSS, TR —ERFZEDEF) T+ L—TITERASNET,

— MAC Portal Authentication/Transparent Authentication: 774 /L+TlX. 2 DDA T
LAV MNEIRENTOET . MAC R—RILRBIZERT 51— —A A1 0ITBHIE
% &9 5I2(%, MAC Portal Authentication 772 3% B IRGTIBLEAHYFET . <
FEiBEREE Transparent Authentication (4 723> T, (A—F—H O THU 1>
[ZHo 2 EEIZDHA—H—DUF AL I R—U%FFKIZIE. Transparent Authentication
AT avERBRLES , A— DA AU A—F—DVF AL IR—D
#RA<IZIE. Transparent Authentication 473> ZIRLAZALN TS, )
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Basic Information

Default Internet Acces:

® MAC Portal Authentication

o Access Scenario List: 73>,

TIERRAY—ERIFERDT VLR F VA THRETE. KT VRO FIVAIZEF2UT4T
W—THEEINET,

A—HY—DFSAUIGDE VAT LIFEE SN T IR FALa——Z2BEL. —
L=V FUATHESN X 1) T4 L—TF 22— —%EYLTES, 2 —F—(2—
TEHLDONRONSHENGEE ., VAT LT IHILND T I2RR) o —TlRESN =X T
AT N—TF2A—F—%BYLTET,

Access Scenario List

Policy Information

TINA AN BEIMICEBEASN TUORWN =0, BRI —RETT IR FIAFBRLAENIE
EREDLET, THAAANEHMICERIN-R. REBIZHLTT IR A EERTEE
-a—o

FEMIZDLVTIE, TManaging access scenarios (optional) |2 B L TLZELY,

3. TUOBRARY—ERZEERLI-E. BIMESN-T IR —ERERRTCEET, SHITT IR —E
AEEMTBIZIE., LROFIEFEYVIRLET,

4. TFORRY—ERZHRELL.Next &0 vILTT7IERA—HF—%2EELET,
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7Ot R1—H—NEE

TR —BEEBERTETHICIE. 2 DDHENHYET , CORF1AURTIE, Campus D 1H—
FEERALTEEICDOVLWTERBALET,
e  Campus wizard mode: Wizard > Campus Wizard > Device Onboarding Planning XR—(Z

#HL.3 BBENDATYT T Access User Management X ELE T,
e Non-Campus wizard mode: Automation > User Service > Access User X— [ZHEILE T,
TORRA—HF—EER—U T, FEREMENYFAUR—ID 2 DDERE—FHAYR—FEhTL
F9 . 7O RRA—HF IR L L, B —N\—TRELGTRTORENTETLET BEHT /N1
AR —FT 4T %I A——RAERITTEET,

Access Policy Access Service 33 Access User

Add Batch Import Batch Modify AddToBlackiist ~ Cancel Account  Apply for Service Cancel Service User Upper Limit

More v

A—Y—%FEBTEMTS
1. Add &4)v5 LZ%ET, Add Access User R—I 2k, ERIEHR. 7V ERER. 7O EAH—F
AT IERATF N RNAVT AT EBRE VI URRAVMNA T AT BERARTEINET,

o Basic Information: User Name £ &1 Identity Number Z A AHLET . ZDHD /5 A—4%
—IZDWTIE, TIHILMEEFERTEET,

Identity Number:

o Access Information: Account Name & Password # A ILET , T DD /85 A—4—|Z
DWVTIE. TI4IMERFRATEEY,
— Max. Idle Time: CDI74—ILRZZEHDFEFIZT DL, By avERAALLTIMNFEH A,

— Max. Concurrent Logins: 77+ /LMEIE 1 TY , &xKIEIE 255 TF, Max.
Concurrent Login [&. B A UICRILT7 AV UM EFERTAIURRA UMD ERELE
T, INTA—R—DEFEMIX. TSetting the maximum number of online endpoints
supported by an account JZS L TEELY,
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A—H—/RRT—FDEF1T1%&581E T BHIZIL. Allow User to Change Password,
Enable Password Strategy & & U Modify Password at Next Login Z#iRLET ., Chbd
DA TLavEE&RTHE A—H—XOT (0T 5=V RT—REERTIHENHYE
ER

O BE:
Modify Password at Next Login (& 1 BINEYDA T3> T, A—HF—D/\RT—FEE
BLTORTAICERICATAUT 5L, COATLavFBBMICIYTINES , 21— —H
BENRT—RE#EATEIHEEIE. 7TV ERAI—YF—HoFETERLET,

a01 [}

Trial Account MAC Access User Computer User Fast Access Usel

# Enabl

jord at Next Login

Modify Password at Next Login #EiRT 5L, INRT—REHET H-ODR—UHNRRS
NFET NRT—FHAEEICHREINT-EZ. FHLOART—REFERL TR TLIZAT AT
PLENHYET,
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/1

Change Password

Old Password: leescee I
New==; o '
A Change Password
Cor =
(v ' - , Current connection will be cut off if you fail to change password

Are you sure your information is correct?

| Yes || o

Cancel |

* dotix »

o Access Service: E7 I ERL—H—[L, 7TV ERAY—ERIZNAVRESNTWERHELHYE
T, BB T BE, A ——FT7 VRS —ERD X 2T IL—TAD YT —41)
V—RIZT7IVERRATEET,

- Service Name Allocate IP

Available

o Binding Information: 774 /LhTIE, TRTDIT(—ILENETY , TI+ILMEEEFERT
EFET,

NAVRBRIEFETAANTEET . 14— IILFICERDEEZANTHEHEEE, Fr)vP)s—
VEFERLTEZRUVET.

SATLIE, POEAY—ERETFIEARI—DHREICEDNT, NI T4 EHREE S
BIZIEET A ELTEET,
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O =

A—HF—NAT1UTERTIRESNTZ IP 7RLRIX. IConfigure access policies 1® Bind
User IP Address @ IP 7RLRE—HT DRELHYET , 7Y XKL —T Bind User IP
Address ZEIRLEWMEE ., [N\AUT1UJERIFITIEESNT IP PRLRAEEIGYE
A,

2. OK %Yy LZET, Access User R—U T, EBICERIN -2 ——%RFTEET,

Access Policy Access Service 3) Access User

Add Batch Import Batch Modify Add To Blackist Cancel Account Apply for Service Cancel Service User Upper Limit

More v

User Name = User Group Creation Date Start Time <

a01 Ungrouped 20

A—H—D/YFALR—k
1. Batch Import RAVES)vILT, INYFAUR—bR—DFEFHEE T, Account Import File
Template #9)vH LT, ToIL—bEAHO—RLET, Tab F—F=(FHo<()EEDRERLY
REEFEALT, JIEZRYLIENTEET,
@ Tips

The import file must be in TXT or CSV format. A .csv file must use commas as column separators.

Make sure no column delimiter exists in any imported fields. Otherwise, the import will fail.

Click the link to download the import.|Ac

Upload File:

Column Separator:

Imported User State: ® Normal Trial

Header Line Filtering:

—OPITIE. RORIZTFRT K, — B R—bDT774IILHHK (X EXCEL T,
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|a10 _I 214123584 aln 125454

all 214123585 all 1254545
alz 21412356 alZ 123456
als 214123587 als 1234548
ald 21412358 ald 123458
alh 214123589 alh 123454
alf 21412360 ald 125456
alT 214123681 alvT 1234548
ald 21412362 alld 123458
all 21412363 alth 123454
azl 21412364 aZd 125456
azl 214123685 aZl 1234548
ass 21412366 aZd 1254548
a3 21412587 aZs 125454
azd 21412368 aZ4d 1254545

Upload 22Uy ILE T, I7MILERYTIYXFEEIRLET , Imported User State T Normal &
BERLET,
@ Tips

The import file must be in TXT or CSV format. A .csv file must use commas as column separators.

Make sure no column delimiter exists in any imported fields. Otherwise, the import will fail.

Click the link to download the import. Ac

Upload File:

Column Separator:

Imported User State: ® Normal Trial

Header Line Filtering:

Next 27 vIL T, NUFAUR—FREN—VEREFT

o Basic Information X— T User Name & Identity Number 5% E L. User Group %:&iR
LEY,
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o

o

Basic Information

User Name:

Identity Number:

Contact Address:

Telephone:

Email :

User Group: Not t Ungrouped

Access Information %815 T, Account Name & Password % ELE T, /\RT—FIET7
AILDDBIRTEHEL EEANTAHIELTELT RV —REZEBRANTIE. TRTD
A—H—HAREC/NART—FEFERLET,
Access Information
Account Name:
Start Time:
End Time:
Password : Password Type

% Allow User to Change Password Enable Password Strategy

Max. Idle Time (Minutes)
Max. Concurrent Logins

Login Message:

74_)LP—6—3_0

>
(2]
(2]
1]
(7]
(2]
7
(1]
2
(2]
(1]
\Jd
RN
1
=
.,
A
>
o
o
(1]
[7]
(7]
7
(1]
2
o
(1]
Rt
i
A
(o
H
.
i
S
ey
R

Service Name +
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Batch Import User Results

sk of importing access user in batches ended.
Total number of imported rows: 15, successes: 15, failures: O.]

Back

5. aA—H—NEBIZ/vR—rENT=5, Access Users R—STAUh—hEN-1—HF—%RRET
=FET,

Batch Modify Add To Blacklist Cancel Account Apply for Service Cancel Service User Upper Limit

TORAROFIFDEEF T ay)

1. Automation > User Service > Access Service [CFES—RLZET, Edit Access Service R
—o%#71)y-0L. Access Scenario List TAdd #9)vILET, 7OV F)AIF . XD 2D
DAHETEMTEET,

o %iT 2 Action 5IEES )y LT, FHERY —E RERET B=HODR—SEMEET,
Access Scenario List 5|0 Add 251 yIL T, R—=UIZFIEAFYAZEEBMLET,

o Add Z#9)vHILT. THEAY—ERZFEMT B=HDR—LFEAEFET, Access Scenario
List 5lMD Add #7') LT R—=IIZT7 IR F)AZEBMLET,

A—H—DNFSMUIHDE VRTLAIIEBRIN =T IOER L F A La—F—4BEL. — &

FTHUFVATIEESN XTI —T 21— —%2EYHTES, A—F—IZ—HT 3%

DRROMSEWMGE . VAT AXT IHIEDT HERR)—TiEESNI=tX1)T1T IL—

TI2a——%EYLHTES,
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3.

Access Policy 3) Access Service

Default Access

Default Security Policy : Default Internet Access Policy :

Default Prog )
Assignment Polic

Daily Max. Online Duration:
Description:

¥ MAC Portal Authentication ¥ Transparent Authentication

Who. Whose. What, When, Where, XU How(SWIH)[CEDWTT7 IR EHERELET,

SW1H [ZE I —H—F25E(E. Who. Whose(GED T 731 R), What(& DT /34 R), When,
Where, How 2 E D RTTIZCTHRA BT VAL FI)AEHN—F BT ENTE, 2 —F—1d=—
RIZIEL TR FVAENDRITRAR T HIENTED,

ez L T ROr—2a T IW—T & FET HIZIE. Access Location Group(Where, How)
D Add 257y HL T, 7O EARAT—2a0d V—T#BMT 5=0DR—CEFEFT R(VF
([ZT79+2RF 5. DFY SWIH DI Where |58 RTD2UNENHYET .

Add Access Scenario

Access Scenario Name: Access-ir|

Access Condition

Access Location Group (where, how)

SSID Group (where, how):

Endpoint IP Group(whose) :

Endpoint MAC Address Group
(whose) :

Endpoint Vendor Group (what):
Endpoint OS Group (what) :
Endpoint Type Group (what):

AP Group(where, how) :

TORRAT—2 300 I —THBMTEIR— T, FIOERTNAREE A8 —D 24 R%HER
LET BERNGA—A—FRTEL. TIERATINARF = (FZA3—TA RA%EEIRL T, Confirm %
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29 ILET,

Basic Information

Access Location Group Name: Acces-in

Description:

Access Device List

Choose | Thial [tems: 0.

Device Name i Include Cascaded Devices

Mo Data

Port List

Select Port Batch Delete

o =ITNAR TIEATNARFERIZTHRY—KF7OCRTINAREEIRTEFET, U—TT
INAREBIRT BBEIE. DRT— R T7ORRATNAREEDINEINEBINTEET,

o Y=IDTNARBIUVTIELATNARLEDEEDALZ—TIAREEIRTEET, T/\1R%
TOERATNARELTEIRLI-BE . FOTNARLEDAVE—TTIARET AL E—TT
ARELTEIRT DI TEFHA. FOFLREBETT,

Description : Access-in

Access Device List

Choose  Total [tems: 1.

Device Name Device IP Include Cascaded Devices

whccess33 130.1.0.24

Port List

Select Port Batch Delete

Device Name

TORRDTIFBHR—U T, TOEAR S —F5A—2—%E L. Confirm &0)vILTTY
TRUFTUADERER T LET . BRALI-T IR FIANT VRO FIA YRR RENE
EE
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Policy Information

Policy Information:

Security Group:

Sub Security Group:

Security Policy:

Internet Access Configuration:

Max. Device for Single Account:

Max. Number of Online Endpoints:

Default Internet Access Policy :

Daily Max. Online Duration :
D

% MAC Portal Authentication # Transparent Authentication

A Scenario List

Add
Access Scenario + Policy Information Security Policy

Access-in TeacherPolicy do not use

THOURTHR—,ENDIA AV IURRAV M DERREHD
A —
axX AE
FHIVRTHR—IENEFVFAV IV RFRIVPDRRBDETE
Max. Concurrent Logins /X5 A—42—TIl&. AT A VICEILT AU EERTAIURRA U D%

$EELZEJ, Automation > User Service > Access User > All Access Users R—[ZFHES—RL
T ERX. CDINTA—F—DEZE 3 ICRETDHE. COTHIUNEFERTHRK 3 DDIURRA
UrERIBBICATAUIZTEEY,
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Access Information

Account Name:

modify user password : Yes

# Allow User to Change Password Enable Password Strategy

Start Time: End Time:

Max. Idle Time (Minutes) : Max. Concurrent Logins :

Login Message:

Max. Concurrent Logins /35 A—%—[%, Log Off Duplicate Account & &1 Max. Device for
Single Account [ZB8E{F (5 TLVET , Max. Device for Single Account /35 A—42—MDEREA
[ZDLVT I, I'Configure user endpoint setting parameters 12 S B L T=ZELY,

EETHThorDORTAD

Automation > User > Access Parameters > System Settings X—[ZBEIL, AT L/NTA—4
—EE D Actions hS L%y HLET,

Log Off Duplicate Account /35 A—%—[%, Max. Concurrent Logins /\5A—42—®D{EMN 1 DIGE
IZOHFBEMLGYES,

e  Log Off Duplicate Account % Enable IR ELI-15E:

o Max. Concurrent Logins /A5 A—42—®NDEMN 1 DIFGE. 2 DDIVRRAVEHEILTHDY
PEFERALTA UMV EE S RT LT U FAUN o R DRI EH TR RA U
EEIRICOT 7ORLET,

o Max. Concurrent Logins /\5A—42—®M{EH 1 KYKELVHEIL. Log Off Duplicate
Account % Enable [CERXELTH. 2 BHDIURRAUNMIALSAUITHBYEE A

e Log Off Duplicate Account % Disable [CEREL=HE:

o Max. Concurrent Logins /X5 A—4—®D{EMN 1 DIFE. 2 DDIVRKRAVIDRICLTHHY
FEFERALTHUSAUICEE 2BB DIV RAVNMIA U ZAUITHEYER A,

AAA Parameters
Aging Interval (Minutes) : Authentication Lock Time

(Seconds) :

Estimated Access Period (Days) :

Client Protection Against Cracks: @pisbe @ Max. Authentication Attempts:
Stateless Failover: @oissbe @ NAS Port for Control :

Control User Authentication : Enable . [ ] Control User Authentication Wait
Time (minutes) :

Username Prefix o) Log off Duplicate Account:

Add Invalid Client to Blacklist: @poisbe @ Logging Nonexistent MAC AuthN
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FoF40 21— —DEE

1. Monitor > Monitor List > User > Online Users R—J(ZFHES—MLET, TRTOF US>
A—HF—DYRMIRTEINET , ®ETHRIVEIVILT, AvtE—CDFE. REIQT 7
b AUSAVIERDEE, BRI R—COHRETA X, —BILHIRKR—MEE A o5(01—4
—EEETEFET, HHFEBRORT. AT ORK. TIVIIVAMDERLGE  FREDAVF102
— =T L TRIEERTTEES,

Online Users Roaming By Device

Online Duration ¢  Device IP + Vser|P Ackdre=s

2. Custom Page #9v0§bE, o540 A—H—JRNMIRTT DEBRENDRAITAATEET,
Add 999 T, TviaR)o—%EBMT 5R—TFFMEE T, Option List TPATLEER
L. BRao %599 T, BIRLE 74T L% Output List I<imLET . BR4L £ 5wl T,
Output List WoFRBELHA T Z2HIBRT A EBTEET  HIBRLI=A T a> (& Option List IZ
RY%E7,

Online Users Roaming By Device

Items Displayed on Page

Option List 51 Output List 10
User MAC Addre.
Port Login Name

Connection ID User Name

Last Update Time Login Time

Session ID Service Name I

Up Down
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2 —H—B5E

0 TURRAV P A——MRAEFEBLTH US4 (24 5H]IZ, TAD-Campus configuration | CaRBS

NTWSREREEET T I ILENHYET . COREICT. ROBEENEENFT,

o TNARKRYI—FUTL—FAAA, MAC FBEE. 802.1X FBEE. H LU MAC BEITVTL—bEE
DYBEVA =T/ AT IW—TFoTL—MMAC BEEH LUV 802X B TUTL—hEE
) BEIX V=TT NARTIN—TELV)—=TF 2L B—TA AT =TI L TH
TENFET,

o TISAR—IRYNT =5 XTI IN—T  TORAR) O — BLUVT IR 1—HF—D K

802 1X|:|:L‘,\_IE€ J:FE-d—é

LEREDEEMNTET $5HE. 802X BEEV IV 72 FERAL T — —% A TEET,

SFEAZEA AV RM—ILT B

E:
e H3CiNode 9547 haERALT DOTIX R FIR I A5 & SIAZEIVESHYEE A,

e H3CiNode 7547 raFERALLGLMES L. EIA BBEF—/N\—IZSIBAEZA VA — LT BLEN
HYFET, FEBAZEIL. JE H3C 802.1X 9547 Mf=&Z X, Windows D HAFH 802.1X YS54A4F
UROEEREED Wi-Fi 9547 NN EREICEISN A EERIELET,

1. Automation > User > Access Parameters > Certificate R—(ZFEEIL. Import Built-in
Certificate %'y LT, H3C A AAHFIBAEE A R—bLFET , BRTER. 802.1X PR %A
9 5IE H3C iNode VAT U hEIEEICERAITEE T,

2. UFAFUMNFEHICIRABEZHATHES . V547 UMNIRD 2 DDA ETIEAEE AR —
FTEFET,
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o Root Certificate 27 %3&iRL . Import EAP Root Certificate #%')v L CiEBAZEZ (R
—kLET,

o Server Certificate 27 %3#4R L. Import EAP Root Certificate %)y L CIIBAZEE (>
R—rLET,

Certificate Verification Verify Imported Certificate Import Built-in Certificates

r‘;\ Tips

ificate of the same type_If you need to update the server certificate and a server certificate already e

im
Root Certificate Server Certificate
Import EAP Root Certificate

Issuer &

802.1X XEEZxRART S

iNode 2547k
RDFITIE, H3C iNode V5 /47U rhEFERALTA—Y—EiI& 0t LE T,
1. iNode 95AF7UhEREHL, A—HF—BENRT—FEANLET,

a3
iNode Intelligent Client

X

802.1X connection

Usemame a01
PH5SW0Td eeeeee

v Save usemame v Save password

Properties

* dottx »

oY

2. Properties ZRXELET , IEROEICHLIFE =ZAREY)vIL. Properties 9)vILET,
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Properties # 417045 1Ky XM Network 37T, RD/INSA—E—%HERLET,

o EBIIENIA—F B/ vy T ELT Unicast 1= Multicast Z:ERLET,

o DIATULHERH IP TELRAZFE AT 5155 (&, Upload IPv4 Address Z:&IRLET,
e Properties [ X

Eneral Metwork Advanced

Packet Type

* Unicast

) Multicast

Lser Options

| Broadcast to log off

] Upload IPvd address

[ | Upload IPvE address
] Auto-renew IP address after disconnected
|| Hold IP address after disconnected

W] Auto reconnect after netwark failure

Retry times; _:3 |
Retry interval: 5 minutes -
| 0K Cancel |

Connect #9) w79 5L TURRAUk PC TA—HF—MIEBIZA LTIV HEo=CEEHRT
%% 9, Monitor > Monitor List > User > Online Users R—CTAUSA 1 —H —IEHREZFHER
TBHIELTEET,
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ap N
iNode Intelligent Client

802.1X connection

Online user a0
Connection status Connacted
Security status Not Checked

Connected at 2022-5-1809:27:34

e -

* dottx »

Kol

Online Users

Send Message Kick Out Clear Online Info Custom Page Batch Export v Refresh

Account Name

LoginName ¢+  UserName :  ServiceName ¢ Login Time * Online Duration ¢ Device IP + UseclP Acdrase | Secueity Status

a01 a01

9747 2rELTDFE H3 CiNode

1. TNRARRYS—TTL—h802.1X &B5E. EAP FREEE—RE:EIRLET . FEMIC DLV TIE,
IDevice policy template - 802.1X authentication |ZZ8BL TS0,

2. =BG B—TIARTNUR VT A IBBEE T 41— ILICT BERTEICDLTIE,
I Customizing a policy template 1ZS B L TZELY,
#
interface Bridge-Aggregationl024
port link-type trunk
port trunk permit vlan all
link-aggregation mode dynamic
mac-based ac
dotlx
Undo dotlx handshake // Disable the shakehand function.

undo dotlx multicast-trigger
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Nachhnard & Manage

W Local 31 senvices (Locan [0 =

All S a —
i ® Select an item to view its description,  MName Description  Status Startup Type  Log -
H File an L Windows Audio Endpoint B... Manages au.. Manual Loc
& Windows Color System The WesPlu.., Manual Loc

-f:',Windm Connection Mana... Makes auto... Running  Automatic (T... Loc
{5, Windows Driver Foundation... Crezstesand.. Running Manual (Trig... Lot

£, Windows Encryption Provid... Windows E... Manual (Trig... Lec
%, Windows Error Reporting Se... Allows error... Manual (Trig... Lec
Sﬂ Windows Event Collecter This service ... Manual Met
£ Windows Event Log This service ... Running  Automatic Loc
4 Windows Firewall Windows Fi... Running  Automatic Loc
4, Windows Font Cache Service Optimizes p... Running  Automatic Loc
4 Windows Installer Adds, modi... Manual Loc
4, Windows Management Inst... Provides ac.. Running Automatic Loc
4 Windows Modules Installer  Enables inst... Manual Loc
(% Windows Remote Manage... WindowsR.. Running  Automatic Net
’4, Windows Store Service (WS... Provides inf... Manual (Tng... Loc
’4, Windows Time Maintains d... Running  Manual (Tng... Loc
% Windows Update Enables the ... Manual Loc
. WinHTTPi.. FRunning Manual Loc,
TheWired ...  Running  Automatic Loc ;
Provides pe.., Manual Loc|
SQéIWorkstaﬁon Creates and... Running  Automatic Met .
< [ »

" Extended / Standard /

4. Network Card > Properties > Authentication R— T, Enable 802.1X authentication &
U Fallback to unauthorized network access Z:&iRLET .
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Select this option to provide authenticated network access for
this Ethemel adapter.

Enable IEEE 302 1X authentication

Choosze a networls authentication method:
| Microsoft: Protected EAP (PEAF) v| | Setings |

Remember my credentials for this connection each
fime I'm logged on

[w] Fallback to unauthorized network access

| Additional Settings... |

5. Network Card > Properties > Authentication > Settings X— T, SEBAZZRIELTH—/N
—O0 ID #FEEL. T DD NGA—F—IZ[ET I+ IV REZEERT S(Verify the Server's
identity by validating the certificate)Z:&RLZE T
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Select this option to provide autherticated network access for
this Ethemet adapter.

Enable |EEE 802 1X authertication

Choose a network authentication method:
| Micresoft: Protected EAP (PEAF) v| | _Setings

[w] Remember my credentials for this connection each
time 'm logged on

[W] Fallback to unauthorized network access

[ s S|
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When connecting:
[ Verify the server's identity by validating the certificate

| Connect to these servers (exampies:srv L;arv2;. *\, srv3\ com):

Trusted Root CertFication Authorities:

Class 3 Public Prmary Certification Authority
[] Microsoft Root Certificate Authority 2010
["] Microsoft Root Certificate Authority 2011

Notifications before connecting:

i Tell user if the server’s identity can't be verified v
Select Authentication Method:
|Secured password (EAP-MSCHAP v2) v| | confiure... |
[ Enable Fast Reconnect

[ Enforce Network Access Protection
[ "I Disconnect if server does not present cryptobinding TLV
["] Enable Identity Privacy | |

Network Card > Properties > Authentication > Advanced Settings X— T, Specify
authentication mode Z#IRL. FAY T4 DRy H X T User authentication Z:&RLET
Save credential R—U TRIA—F—RENRT—FEAHALET,
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802, 1X setiings

v Specify authentication mode

| User authentication v | [ save cedentials |

[[]Delete credentials for all users

[JEnable single sign on for this netwark

() Perform immediately before ussr logon
() Perform immediately after ussr logon

Maximurn delay (seconds): 10 E

[+] &llow additional dialogs to be displayed during single
sign on

0 This network uses separate virtual LANS for machine
and user authentication

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for ec@mple, to download updates),

A |

[coeves

BER. I —F—(FEBICRIAESNFT,
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8. HBEDIVRRAVIMNRIINBE, FNOEDIURKRAUME, A—HF—DFHELLELEWLNS AVt
—DLELICRIA DKM ES IERITIL IV REREGEELET . CORBERIRT BIZIE.
AAA BBREEERTEL . D4 v I REH DR AMU B ZEBMLET , BEHIZ DLV TIE, MDevice policy
template-AAAIZ S BLTZEW, S5, A—H—RBTL I VREMAXEEELT. TLI1Y

AEHREHIBRTEE T ( Automation > User > Service Parameters > Access Parameters >

System Parameter Configuration R—2),

System Settings Certificate Client Upgrade Third-Party Authentication Validate System Log Upload HTTPS Certificate Files Unified Authenticat

Aging Interval (Minutes) : 180 2] Authentication Time 5
(Seconds):

Estimated Access Period (Days) : 3 Max. Session Duration
(Seconds):

Client Protection Against Cracks: @oissbe @ Max. Authentication Attempts:
Stateless Failover: . Dissble @ NAS Port for Control :

Control User Authentication: Enable . [7] Control User Authentication Wait
Time (minutes):

Username Prefix Conversion Log off Duplicate Account:
Mode:

Add Invalid Client to Blacklist: @oisabe @ Logging Nonexistent MAEAuthN
sers:

MAC7I_\ Q)I/EIE\_IEODE&E

MAC R—RILEBEEIE. EICOTATUMDENA—F —ITERINE T BREAD I —F—RF= I/
AT—REEEANTILETEF A I—F DRI T—IT7 I REZERLIZEEIZ MAC R—
FAIRBER—CFA—H—I2Tvadde, A—F—ERMADR—IIA—HF—RKEL/IRT—FZEA
HTEFET,

F 1B 1A —DIURRAUMTIERRMYFDOR—MIERSN  R—b 7y TRKREEIZH D
& IURRAUMEMAC PRLRZEL /Yy bEEIELTMAC RBEEEMIA—LET RAvFIE1—
H#—% BYOD E£1—H—¢LTHAILES . —F—IURRIUME XY TAT L—TITIEES
Nz IRy IP PRLRERELET,

5 2 BRBE: 21— —H Web R—U%BIKE, 7V ERRAYFIE MAC R—ZILERFER—JITVA ALK
LET AR—UT A—HF—RENRT—FZANLFET , A—F—HPEEICATAM0F DL 2—HF—(F
@t Fonfza—Y—tFa T4 IL—TITEBMENET, RIZ, I—F—ITURRAUME 12—
—EX ) T4V II—TITHEESNI= YT RIS IP PRLRERBLET .

DHCP #—/3—T® BYOD 247D tFa)T47 IL—T D IP FELAD T IAILED—REFRE & 1
NTHH=H. RUDBEBETIURFRAUMI&->THREFINTZ IP PRLADY —RBFEIE 1 HTT . Ty
DASNERIER—ITA—F—LENRRT—FEAALTCA—F =BT (0T 5L, A—F—IZFEE
ftronfza—F—tXa) T4V L—TIEY LB TONFET , RIDDEBETIRB SN IP TRLRAHE]
REINICEDE, TURKRAUMERID IP PRLRAEERLET , RIC, TUVERRAYFIE, TURKRAUb
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DA—HF—tEX )T I—FIIBESNF-FTRIEMS IP FRLRAZEELED,
BYOD 247Dt X745 IW—T%ERT S

SeerEngine ¥/ R zO5 (2 LET,

1. Automation > Campus Network > Private Network > Layer 2 Network Domain XR— (2%
BL.Add &0y ILET,

o BYOD LAY 2ARYrT—IEAL2:BYOD LAY 2 RybT—HR AL (&, MAC TR—4%JLEREE
[ZERENET,

— Private Network: vpn-default ##iRLEY,
-~ Type: BYOD %:&RLFET,
— DHCPv4 server: BYOD ¥ a!)74% JL—(ZxtL T, H3C vDHCP %:&IRLET

— IP Address Lease Duration: BYOD 7RLRAT—ILDTIAILE)—XIE 60 HTIF, 2D
BIXHEIZIGCTCERTEEFT 0 MKYRIMEZRETHEEREDHLET,

Add Layer 2 Network Domain

IP Version Gateway IP Secondary Actions

2. Subnet 27#H)vILET . Add #0)vHL., BRI, IP/N—3y  RybT =T AU LB LU
H—hxAFEAALET, OK E0)vILFET,

Add Subnet

Name
BYOD

Gateway IP

50.0.0.0/8 50.0.0.1

Secondary @ DNS @
on off

3. LAV 2RYRT—IRAUIZEST=5. 35— EF OK 0y LET , BIMEN = BYOD L1+ 2
FYRT—=ORA UL LAY 2 XY T =R AR THERTEET,
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Private Network

Layer 2 Network Domain

BYOD2 Q

Isolate Domain VXLAN ID Private Network  Security Group A... IPv4 Address All... IPv6 Address All...  Subnet Actions

isolate_domain1 16 vpn-default One Dynamic Manual

4. BYOD LAY 2Ry T—URA( A EBMENDE, TDR AL L Automation > Campus
Network > SecurityGroup > User SecurityGroup XR—JIZHEMIZEBMENET , CDOR—
U Tl&. BYOD SecurityGroup W7 74 )L CRESNATLET,

Edit Security Group

Name

Type

Layer 2 Network Domain Information

Add
Layer 2 Network Domain Isolation Domain VXLAN ID IPv4 Address Allocation IPv6 Address Allocation Actions

BYOD2 isolate_domain1 16 Dynamic Manual

ACL3001 DELE

ACL 3001 [&l Configure a policy template | CERE SN TULVET,

TINA RR) L —F 2 FL—bD Authentication-Free IPs 81 T. EIA 4 —/\—® IP 7KL X%3EBM
LET. THNARKRYS—FUTL—RTRART IL—TITERASNh HE ACL3001 BT /NS RY JL—
TRADTNARIZERSNE T IV A—Z L TEE IPZEMN. TR, F=(FHEIBRTHE. a0b0—F
FEFETNARIZEBLET.

Edit Device Policy Template

Template Name Template Type @
global-MAC 1 1 I

Portal Authentication Redirect to Port @

Yes No

Authentication-Free IPs

Add

Free IPs Actions

100.1.0.100

Showing 1- 1 of 1 entries. Page 1 of 1]

RIS —E TNARTN—TR) O —REITR->TRRASNET,

acl number 3001
description SDN_ACL AUTH
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rule 0 permit udp destination-port eq dns
rule 1 permit ip vpn-instance vpn-default destination microsegment 65535

rule 2 permit ip vpn-instance Teach destination microsegment 65535

microsegment 65535 name SDN EPG PORTAL SERVER
member ipv4 100.1.0.100 255.255.255.255 vpn-instance Teach

member ipv4 100.1.0.100 255.255.255.255 vpn-instance vpn-default

MAC ;R—RILEBEEZAB T 5

1. Automation > User > Access Parameters > System Settings XR—U[ZFELE T, System
Settings 27 M User Endpoint Settings 7754 T, MAC Portal Authentication 4 +~—7J /L
IZLT. MAC Portal Fast Configuration R—U#BIEE T (MAC FR—RJLEREEN A R —T JLIZTE
2TWBIGEEIE. RINZTE—TIICLTHLBEAR—TILIZLET), I5IZ, transparent
authentication 4 #—JJLICLET

System Settings Certificate Client Upgrade Third-Party Authent iof Validate S og Upl HTTPS Certificate Files Unified Authentication

Jser Endpoint Settinas

VXLAN Networking: Authentication ACL:

MAC Portal Authentication: Transparent Authentication:

Non-Smart Device Transparent Portal AuthN vice for Single Account:

Rebind Endpoint for Account: Endpoint Conflict Handling:
Certificate Expiration Alarm (Days): > Criterion for Clearing Online Info:

Troubles g method upon an EIP failure BYOD Transfer Protocol:

2.  MAC Portal Fast Configuration R—I T, Confirm 91y LET, BYOD 7R RYS—,
TOERR)—IZEER 1T 5Ntz BYOD 72X Y —ER LU BYOD ¥ 717 IL—7
BYOD 2—H—®DER. 8L BYOD 7R Y —ERD /A UREWNDI—EDRTEL B EIRIIC
ERENET,
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urity Group

MName:

Layer 2 Network Domain

Subnet IP:

Subnet Mask:

Cance

BEICEREN=T I ERKR)—,

Add

Access Policy Name

DRTLIEBEMIZT VA Y —EREERLET , 7O ERAY—E XX, TOERR)—BLU
XTI —TIZEEMITONET,

BERICER STz BYOD 1—H—,
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MAC 7R—

All Access Users

Batch Import Batch Modify Add To Blacklist Cancel Account

Creation Date = Start Time <

User Group

Ungrouped

ZILERALZRIRT B

I‘/FTI'i"f‘/H:%fﬁﬁéerT:fl‘f YTV TIREEIZE D&, MAC BREEDS N —SNET , &AIC

BYOD BN EITENFET . ELTHV D byodanonymous #ERALTAY 1 LET, 21—
HP—M BYOD 21T DX ) T4 L—TITEIV KB TOoN, TURRAUMA BYOD 217D+ +
)T IIN—=TITHRESNIZHITRVEHS IP PRLRAERGT DI EEMHERLET,

Online Users

Send Message Kick Out Clear Online Info Custom Page Batch Export v Refresh

Account Name

Login Name * User Name = Service Name Online Duration * Device IP ¢

Login Time & ‘fser IP Address SAecunty Status

0af0 4 022-05-19 2Mi 130.1.03

TIOCRRAYF(FH—to T4 —2ELTHEE) T, RO KSIZA T4 MAC SBEEA—F —IE3R
#RRLET,

[Leaf-S105B]dis mac-authentication connection
Total connections: 1

Slot ID: O

000c-29b3-0af0
Ten-GigabitEthernet0/0/37

User MAC address:
Access interface:
Username: 000c29030af0
User access state: Successful

Authentication domain: eia

IPv4 address: 50.0.0.3

IPv6 address: FE80::6D99:7824:2037:C6D
IPv4 address source: IP Source Guard
IPv6 address source: User packet
Initial VLAN: 102

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization VSI: vsi3
Authorization microsegment ID: 4090
Authorization ACL number/name: 3001
Authorization user profile: N/A
Authorization CAR: N/A

Authorization
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http://100.1.0.100:30004/byod/index.html?usermac=%m&userip=%c&userurl=%o&original
=%0

Authorization IPv6 URL: N/A

Start accounting: Successful

Real-time accounting-update failures: 0

Termination action: Default

Session timeout period: 86400 sec

Online from: 01/15/2022 11:11:10 AM

Online duration: Oh 3m 58s

Port-down keep online: Disabled (offline)

[Leaf-S105B]

2. A—H—OPCT.Web ISV HEME. 1. 1. L 1BEDEED IP PRLRZAALES . PC
(&, R®D BYOD URL YA ALY avR—JIZHBMIZO v TLET , a—HF—DF AV % H
RALTRYNT—VIZT7IERT BIEHEE . —F—IERBIAR—DITUF (L IRTEET, (DHCP %
NALTIP PRLRZEG T 51— —DIGE I DBEF AV EIELAY 2 RYPT—IRA(UT
DNS #—/\—® IP PRLRZERELET . RET1Y7 IP PRLRZH DI—HF—DIHE(E. DNS
H—I—D IP FRLRAZEFENTHRELFET ) SBIZ. Spine H&U Leaf T/34/ X2 DNS H—/\
—~DEEARERIN—T AT BNHILEERLET,

O BE:

V54T b TS59H (& Chrome THIFNIEZES T, Internet Explorer 4 R—kLTWVER A, 75
A7 hTS59H1E Chrome V7.0 LB THRITNIEZYEE A,

S
& BYOD x =IO =
< C  ® Not secure | 100.1.0.100:30004/byod/view/byod/byodLogin.html % O :

Welcome, Please Log
In

Account Name

Password

3. ELWLWA—HY—RENRRT—FEAAL. Log INEVIVILET RSN T HE ROR—IH
MEET
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@ BYOD x e
<« C @ Not secure | 100.1.0.100 4/byod/view/byod/byodResulthtml * O

Endpoint Type: PC
Vendor: Unknown
os: Windows

MAC Address:  00:0C:29:B3:0A:F0

4. EIAICETRA—H—DA I/ ERERRLET , A—F—HIBEEMITON=TIEAY—E
RZTF7 AL, A—HF—IURRA VTR —ERIZEERFITFONF=HTRYEMS IP TR
LAZRELI-CLEHERLET,

Online Users Roaming

Send Message Kick Out Clear Online Info Custom Page Batch Export v Refresh ul Q

Client
Custol
Time

Account Name

User IP Address Security Status

Login Name = User Name = Service Name ¢  Login Time < Online Duration =

curity
130.1.03 2

TOEARRAYF(F—to T4 —R2ELTHERE) T A 540 MAC I —F —IFHRERRLE
7,

[Leaf-S105B]dis mac-authentication connection
Total connections: 1

Slot ID: O

User MAC address: 000c-29b3-0af0

Access interface: Ten-GigabitEthernet0/0/37
Username: 000c29030af0

User access state: Successful
Authentication domain: eia

IPv4 address: 20.0.0.3

IPv4 address source: IP Source Guard
Initial VLAN: 102

Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization VSI: vsid

Authorization microsegment ID: 3504
Authorization ACL number/name: N/A

Authorization user profile: N/A
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Authorization CAR: N/A

Authorization URL: N/A

Authorization IPv6 URL: N/A

Start accounting: Successful

Real-time accounting-update failures: 0
Termination action: Default

Session timeout period: 86400 sec

Online from: 01/15/2022 11:18:37 AM
Online duration: Oh 2m 27s

Port-down keep online: Disabled (offline)

[Leaf-S105B]

MAC At _IE 0) E& /:'-E

MAC BEEFE(C, A—HF—DISA T U EHE-T . TURRAF MAC PRLRENLTEEA VA
UNZHBESIZEHENA—FT B FIAIEREINET,

MAC At a IEJ- -Ij- ODEQ;I—E

Automation > User > Access User R—[ZFES—RL, Add 29 vHILTT7 IR 11— —%3E
MLET . 7O ERI—F—%2FHTEMT I, 7RI —F—F—ELTSIUR—bTEET,

FEICKHMHAH

1. Add #9)vILT. 7R 1I—HF—ZEBMT5-HDR—U%FEET, Access Information
7Aoo 8% AL, MAC Access User 8 IRLET , Y—/\—(F, 2—F—D/\XT—F
FEFMICERLET . 7HI 2R A x00ooxxxxx DI D MAC PRELZADHE X, MAC
Access User Z:&IRLET, ZDH ., Y—/N\—([F1—HF—D/I\XT— F%EE’JE’]I BRLET,

All Access Users LDAP User Blacklisted User Mute Terminal User Config Profile Pre-Register User

Basic Information

User Name: macuser Identity Number:

Contact Address: Telephone:

Email: User Group: Ungrouped

Access Information

Account Name:

Trial Account 88 MAC Access User Computer User

Start Time: End Time:

Max. Idle Time (Minutes) :

2. Access Service R—STA—H—DT7IEAY—ERFERL. OK #91JvyoLTMAC 7IEX
:L_-U- é 7]” Lzasj—o
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Bafch Import Batch Modify Add To Blacklist Cancel Account e User Upper Limit

TOtER1—YF—F—EAVR—+TB
1. Access User R—T T, Batch Import #2 vy LES, AV T MEE D Account Import file
Template Y2 9%&9)v9 3L AVR—bToTL—bEA HOO—RTEET, TUTL—MIHE
S>TCHERFRHEEELES .
2. Batch Import #2yILT. 774 IVE—fEAVR—FFT, T7MILADI—HF—F LR T—
NFH :55(:71_??'4155 XHXXXXXXXKXKX ﬁ?iﬁg) MAC 7RLRATHIDHELH Uii-d-o

macl 1087E2QU00C 2R el DO0c 2R el
nacz 106T753|000c292925e2 OO0cE92925es

3. IJPAILATyTaO—FENEL, J7MILDFE/L—2EEIRL, Next 4o LT, 7R
— S —IEREER T D=ODR—DFREET . TV RRBRINDT OB E/RRT—RH A
EHLMAC PRLRTHADHEERERLET,

Access Information

Account Name:
Start Time:
End Time:
Password :

% Allow User to Change Password Enable Password Strategy

Max. Idle Time (Minutes)

Max. Concurrent Logins

Login Message:

TR —ERZRRLTOK 20w 3 b AVR—bEN =2 —HF—ZRTTEET,

Batch Import Batch Modify Add To Blacidist ount Apply for Service Cancel Service User Upper Limit

4.

User Name = User Group Creation Date + Start Time =
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MAC 2EE D Bia

PC#7 I EARRAYFDR—MIEHGLET . R—rHS#EEN T SE. PC [ MAC PRLRZET/\r vk
EIELTMAC EBEFEMA—LET , RN H TN B &, Monito r> Monitor List > User > Online
Users R—U T, A 2542 MAC BiF1—Y—ICT 51BEHRER T TEET,

Online Users Roaming By Device

Send Message. Kick Out Clear Online Info Custom Page Batch Export v Refresh Q|| v
Client
Custol

User IP Address  Security Status
= Time

AccountName | inName s User Name Service Name ¢ Login Time + Online Duration ¢ Device IP +

000c29b30af0 macuser X 2022-05-19 11:09:57  5Sec 130.1.0.3

AL BAVA—TTARZIERT B

:I/|~EI—70)u-L\nIETE’fJ@—?I'fXEnQE'C%i"To m.\niETg’f/@—jl’fX?ﬁ‘b?J'/?’f/l t}?
fra—H—IE BNz tF )T IW—T I HELTEESMLT. IP PRLRAZRAEL. £+
VT4 W—TDRIETBRINT—D))—RIZT I ERATEET,

s nIETE@*f./@—?I'fX’&n EjéiﬁA'i ij_nu.. nETgo)’r/g 7I4Z7 JL— 7’&1’!555?."5'%)2\
ERBHYET, TIHIITIE, BEAFREDAA—TzART L—TIEEHEINEE A,

FREE AR E VLAN T—ILDERTE

Automation > Campus Network > Network Devices > VNI Pools R—Z(Z#EILET , VAT LAIC
(&, TI74ILECIEBAZ DAL VLAN SEE A HOMCOERINTLNET,

TIAILEDERIEAE VLAN &L 4051~4060 T, .§7U w35, VLAN SIHZEETEE
ER

Add  Refresh

Name Type VLAN Range Default VLAN Pool Actions

default_auth free Campus Auth-Free VLAN Yes
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Edit VLAN

| Basic Info

Name

| VLAN Range

Add VLAN Range

Start VLAN ID End VLAN ID Actions

4051 4060

Showing 1- 1 of 1 entries. Page 1 of 1]

D) —AB—DIA R IL—TEEMT S

X )T IWN—TCRIAFREZRET AL RV BAAREAA—DIA(RTIN—TERETHD
WHEMNHYET,

1. Automation > Campus Network > Device Groups > General Device Groups XR—J(ZF5E)
L.Add #7)vILET,

Add Q Fabric All
Name Group Member Group Policy # Fabric Source Description Actions
Access Device Group e Group Member (0) G icy (0) 1234 System-Default -
Leaf Device Group i Group Mes (0) G i 1234 stem-Default =
AC Device Group jice Group Member (0) 0 1234 stem-Default =
Spine Device Group i Group Membx ) G c 1234
Leaf Dovmiink Interface oup Group Member (0) G cy (0) 1234 stem-Default

Oft Interface Group Group Member (0) z y 1234 stem-Defauit

User Direct Access Inter. Interface Group Group Member (0) G ) 1234 System-Default

AP Direct-Access Interf. Interface Group Group Member (0) G licy (0) 1234 System-Default
Interface Group Mes G 1234 stem-Default
Interface Group Memb: ) icy (0) 1234 stem-Default

Des Group Member (0) cy (0) BJ System-Default

2. REIFRBEAVA—TIARTIN—TEERL. TIL—T DA N—EERLET .
o Type: Group Type % Interface Group IZEZELFET,

o Subtype: Authentication-Free Interface Group Z:&{RL%E T,

144



3.

4,

Add General Policy Group

e iption

freelnter

Fabric

Authentication-Free Interface

Member

Delete

Interface Name Belong to Device Actions

No Data

R— M Member 27T, Add £4')v4oLT Add Interface R—CZBZEE T, THNAABLUVA
UB—DTAREEIRL, Add #9vIL T ERLIzAA—T A REYAMZEBMLET, OK &
)L T — BT NARTIL—TDEMR—IZRYET,

Add Interface @

L]
Device Label System Name IP Address Description Interface Name Interface Status
leaf~170.1.0.59 eafd-5 i 170.1.0.59 Gigab ef down
leaf_170.1.0.40 6 170.1.0.40 — up
70.1.0.82 Z 170.1.0 b 1 down
70.1.0.60 wA 170.1.0.60 — / ow

ss_170.1.0.124 WA 170.1.0.124 — b e down

15 Ipage

Interfa
Interface Name Belong to Device

No Data

OK #91)vHL T, BEZRELET . — BT /N1 R IL—FJ XL TIE, authenticatio-free 424
—JIARTN—TE2RRTEET,

Q

tem-Default

stem-Default

Group Policy (0
m 0) olic

Group Member (0) Group Pol ystem-Default

p N

Interface Group Group Mem G { tem-Default

Interface Gr p Member (0) System-Default

Interface Group Group Mem
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fREg R—b T /NA AT IL—T DB

O 8=
o REAEFRBEALI—TIART N—THDAE—TIARBT VLR TIRAR LD E—TTA R TH
S5  R—MEBET AR W—TIZT I ERTIRAREBMLET . hRT—RENI=T7 I £RT
INARDIGE B BALRZ—DIART IL—TITHALTWBT IR T /A R 21+ HSR— i
T RT N—TFITEBIMINFET,

o FICHRELLZBIAFRER—D)—TTNAADKR—FTHHIGEE. COFIEEEBELET,

1. Automation > Campus Network > Network Devices > General Device Groups R—I (25
BLET . — BRI —R—IUTAdd 20Uy ILT, — BT NARTII—TZEEBMT BF=bD—
CEREEY,

2. ROBIZTET LS. BEER—,TNART IL—TE#EREL. BEAERBEAFI—TA(RTIL—TT
BRESNFTIERT A REERLET,

o Group Type: Device Group Z:&IRLZET,

o Fabric: 7OERTINARDIT7TIVvIEBIRLET,

o Subtype: Port Isolation Device Group Z3®iRLFET,

o Group Type: Enable for DRNI networking #:&iRLE9,

o Ports Outside Isolation Groups: ) —J7T/\A REZT7 I AT NARIZEHTHITRTD7T
YT DALA—=DARIE. [REET L —T N DR—MEBMT DDELNHYET . EBHRDTH
TRTNARDPART—REINTWSEE. FTELANILDTIECRATNARELELRILDTY
AT NRARIZEHRT DT VTV A 3—TARE, [REET IL—T 5 DR—N BT %0
ENHBYET, DFY. TIERTNARDTYT) oA 3—T A R, RS IL—T5H DR
—MIEMYT DRBELAHYET

General Policy Groups

Add General Policy Group

System Name Ports Outside Isolation Groups | Description

No Data

3. THRARATNARIZEBEINI-HE:
4. [REER—KTIL—TE5 O—/\JLIZRITLET,
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#
port-isolate group 1

#

FTOERATINA AN T RTHDR—MREE#ES IL—T N DR—rZRL)IZH LT, port-isolate enable

group 1 AV UREHRITLET,

#

interface GigabitEthernetl1/0/1
port link-mode bridge

port access vlan 101

port-isolate enable group 1
stp edged-port
#

BB I—TIART N—TEEF2) T4 IL—TIZN
1895
Automation > Campus Network > Security Group X— (2 81LE T, Actions hS LE%E 51y
ILT, XA TATIN—TEHmET H-ODR—CEMEFT,

1.

X)) T4 II—TEEBMT BR—IT, Auth-free #7441 L T, 2—H—0 Auth-free 5%
EEHRELET.

Edit Security Group

Name

TeacherGroup

Auth-Free

Security Groups Layer 2 Network Domain Auth-Free Interface Groups VLANID ARP Detection Trust Operation

No Data

Auth-Free ZE&E L. Auth-Free Interface Group #&IRLET,

T 74 IV T, & XTLIEl Configure authentication-free VLAN pool ] T E &t f= VLAN &5
[CEDVTVLANID 23X ELFET . VLAN ID ZFENTHRET DL TEET , A bO—31EER
FESNiz VLAN ID #BELET,
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Add Auth-Free

rk Domain ﬂ

VLAN ID ARP Detection Trust
On Off

Q

Auth-Free Interface Groups

¥ freelnter

Showing 1 en

BEZT /M RIZERFAT S

XAV TATIN—THREERBEAVFI—TIART I —TIZNAURENDE ROBENT NI RIZE
AShFET,

1. BEAFREBEALA—DTIARTN—TDAN—E, TOERTFNAR DA B—TTARTY,

# service-instance 4051 %, COT7 VAT /NARIZHE#ET D Leaf F o)AV A—Dx( RITEBMLET .
#

interface Ten-GigabitEthernetl1/2/0/13

port link-mode bridge

port link-type trunk

port trunk permit vlan all

port-security free-vlan 1 4051 4094

#

service-instance 4051

encapsulation s-vid 4051 //VLAN 4051 to VLAN 4060 are used by the controller for the
authentication-free service by default.

xconnect vsi vsi4 microsegment 3504 on-demand

arp detection trust

#
#
HTDECRTNARAEDBIEFREAA—TTARIZRET495 VLAN SR EZEBMLET,
#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 4051
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port-isolate enable group 1
stp edged-port
#

authentication-free {2 23— A AT IL—TD A N—[%. Leaf TINA A LDAR—TIA AT

ERS
# service-instance 4051 %, SRR BEA V23— T/ RITEHEIN =TT NS/ RIZEMLES,
interface Ten-GigabitEthernetl/2/0/14
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 4051

port trunk pvid vlan 4051
port-security free-vlan 4051

#

service-instance 4051
encapsulation untagged

xconnect vsi vsi4 microsegment 3504

arp detection trust
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FRRIACERELDERTE

OF 3

o RATAVITIEAAD VLAN T—ILI&, BHICHRELTHEDENHYET , FHICDOLTIE,
l'User VLAN planning 12 B L T=&L0Y,

o RAT4vY AC BBEEIE. AL IP PRLRET AV EDA—HF—NELGEET IV REREFOLEMN
HAVTIAITERSNET

RBTAVITIOCRABA—DTIART IL—T%EMT S

Automation > Campus Network > Device Groups > General Device Groups X—([ZFEIL .
Add 2y ILEY,

e  Group Type: Interface Group %:&iRLE T,
e  Subtype: Static Access Interface Group ZRiRLET,

e  Member: Member #7%5)vHoLET, AddZ0)voL, TURRAUEN T OERTINA RE =&
RV TINA ANDEGIZERT 2103 —TA RAEEIRLET,

Add General Policy Group

escription

Group Type

Interface Group

fREtR—bT/NA AT IL—T DB

O ==
o RBFAVIAUB—TIART =TT ICRTFTINA AL B—DIA A TH DG E &, R—M Rk T
ARG IW—=TZTIRARATNAREEBMT DRENHYET  TILFART—FTIEATNART
(& RETAVIAVB—DIART N—TITMAT BT IR T INARER—MREET INART IL—T
([2BINT BT TERES,

o FIEELLRBIAFER—ID Leaf TN RADR—FTHSHEE L. COFIEZEBLET,
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1.

Automation > Campus Network > Devices > General Device Groups [ZBEILET . IR
T LI AVE—TIARGBET NART W—TEERL . RBEAFBEAEI—TTA(RTIL—TTH
ESNITIERT A RERIRLET,

o Group Type: Device Group Z:&IRLZET,

o Fabric: 7VRRTNARADT7T )0 &FRLES,

o Subtype: Port Isolation Device Group Z:&iRLZET,

o Group Type: DRNI RyrT—F 5 DTFINART I —T%#RIRLFET,

o Ports Outside Isolation Groups: V=7 T/N\A RETF AT NARIZEHRT DI RTDTY
TV PAR—TARIE, REET IL—THDR—NIEMTIRENHYFET . BHOT I+
ATNARDART—FEINTWBEBE . FTROTIVERATNARELFELDT IV ERXTINARIZ
BRI ATYIIV VAU A—DT A RL BB IL—THDR—NMIEMTEIBELNHYET,
DEY. TIERTINARDT YTV A 3—DARIE, [REET L —TNDR—NEMT S
BEABHBYET,

Add General Policy Group

Ports Outside Isolation Groups | Description

No Data

TORRTNARIZERASNIZRE:

fRBt R—~J IL—T &5 a—/\LIZRITLET,
#
port-isolate group 1

#

TOERTINAZADTRTOR—REES IL—TNDR—rERRL)IZL T, port-isolate enable

group 1O REHTLET,

#

interface GigabitEthernetl1/0/1
port link-mode bridge

port access vlan 101

port-isolate enable group 1
stp edged-port
#
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)—DTINART I —TZR)—TFToTL—hERTLET,

1. Automation > Campus Network > Device Groups > General Device Groups X—Y 2B E)
LES. U—TFNARG L—F D Actions h5 LBE S v LET,

2. Policy 27%9YvYL. Add &7y ILT. TNARTIN—TR)L—%EEBMT 5= DR—T%
HEET,

3. AAA BLU MAC BEEFET =13 802.AX BB AHDRYS —F o TL—FE&EIRLET .

General Policy Groups

Edit General Policy Group

Name

Add

Name Template Type @ Scope Actions

global-dot1x 802.1X Device Level
global-MAC MAC/MAC Portal Authentication Device Level
globalAAA AAA Device Level

Showing 1- 3 of 3 entries. Page 1 of 1

)—0F )94 B3—DA RIZRYD—TFToTL—rEH
TLES,
1. Automation > Campus Network > Device Groups > General Device Groups X— 25

LE9 . Leaf Downlink Interface Group @ Actions 15 LE%E5vH LT —B#LETF (RS
W—TERETH-HDR—EFHAETET,

2. Policy #7%%9)vyoL.Add #9)vIL T, TNARTIN—THR)O—%EBMTH=HDR—%
Faﬁ%iﬁ—o MAC 7|_€ g)l/nn.. nIEgET"j: 802 1X Aty nEFﬁo)ﬂ_\Uy_T/jol/ h%L*RLiTQ

aits nIE:E Fo 1 O%L*R?é‘—&%%@bbﬁ—a— %IE’(/@ T/ AT 802.1X At nJ.—tt MAC -k
AILEBEREDME A ZEFRELLENTZEN, EEOERICE DWW TR E—FEFREL TZALY,
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Edit General Policy Group

Name

Policy

Add

Name Template Type @ Scope Actions

Interface-MAC MAC/MAC Portal Authentication Interface Level

Showing 1- 1 of 1 entries. Page 1 of 1

ABATA49I TR VLAN T—I)LEERKT S

O =BE:

o VLAN T—ILEERLT 35S . VLAN [Zfthd VLAN T—IL LS TEF R A,

e VLAN T—I)LDAT—HRAN In Use [Zh5E, RETERHBYET, BRI HAI1IZ. & VLAN T—
JLD VLAN S EEE T 2NELHYET .

1. Automation > Campus Network > Network Devices > VNID Pools R—IIZBEILET,
VLANs R—UZBRE RBT1v 9T 7 EAEAD VLAN T—ILALT D VLAN Z1ERLET,

Groups  General Policy Groups  MACsec Mirror Interface eplaceme ols | Even

Switch Devices
. B S
Add  Delele  Impot | Refesh All Devices s

DeviceLabel % System Name abric Manage IP Device Role Device State Management State

VLAN 27%%1)vHL. Add 24")v-LT Add VLAN R—JEREET,

Network Devices

2.

VLANs

VLAN Range Defaulit VLAN Pool

3. ARFEAALET ., #LTELT Campus Static Access VLAN Pool ZHELET . Add VLAN
Range #%')v-L. Add VLAN Range R— T VLAN g8 Z A ALET,
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Add VLAN Range

Start VLAN ID End VLAN ID

Add VLAN Range

4 BEHETLUED.OK £0Uss L TREERELES .
LAN—2 Ry bT—IOR A ZERT B

Automation > Campus Network > Private Network > Layer 2 Network Domain XR—[ZFEEL .
Add Z7)vILET,

e  Security Group Associations: Static Access #ZEIRLE T,

e Network Ranges: EfLI=RBTAVIT I ERAA—DA AT I —TERRLT, RET19Y
FTIOCRAEZ—DIART IW—TH#INAVRLET,

e VLAN: Bx5yvs942L Brant-2487499F72€ZXVLAN F—)LIZE ST, VLAN F—)L
AEEMIZEYYTONET . LAV—2 RYRT—IRALA®D VLAN [ZE|YHTHIENTES
RBTAVIT IR I—TFIE 1 2+ TT,

Add Layer 2 Network Domain

Normal

VXLANID ©@

Network Ranges

Static Access Interface Group Actions

o  TURARTNARIZEBRENT-EKTE

TIOBRRATINARTIE RETFAVIT I CARAEZ—DT ARG L—TTERESNI=AEF—T(R
M LAY =2 RYRNT—IR A O TEHRESNT- VLAN DIEIZERTINET .
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[Access3]dis int brief
Brief information on interfaces in

Link: ADM - administratively down;

route mode:

Stby - standby

Protocol: (s) - spoofing
Interface Link Protocol Primary IP Description
InLoop0 UP UP (s) ==

Brief information on interfaces in bridge mode:

Link: ADM - administratively down; Stby - standby

Speed: (a) - auto

Duplex: (a)/A - auto; H - half; F - full

Type: A - access; T - trunk; H - hybrid

Interface Link Speed Duplex Type PVID Description
BAGG1024 UP 20G (a) F(a) T 1
GE1/0/1 UP 1G(a) F(a) A 2801
GE1/0/2 DOWN auto A A 2801
GE1/0/3 DOWN auto A A 2801
GE1/0/4 DOWN auto A A 2801
GE1/0/5 DOWN auto A A 2801
GE1/0/6 DOWN auto A A 106
GE1/0/7 DOWN auto A A 107

—_

TINARIZEBEASN-ETE

ABT499 AC BEIF RETAVITICRAE—TIART IW—THDT IR T I\ R

ENF)—=TF ) A B—TARIZBFSNET,
#
interface Bridge-Aggregationl024

)—2

port link-type trunk

port trunk permit vlan all
link-aggregation mode dynamic

stp tc-restriction

mac-based ac

mac-authentication

mac-authentication domain hzl
mac-authentication parallel-with-dotlx
port-security free-vlan 1 4094

#

service-instance 2801 // AVPA—F5—[Z&>TRITSNTI-EFF AC HERK.
encapsulation s-vid 2801

xconnect vsi vsi6

#

service-instance 4094

encapsulation s-vid 4094

xconnect vsi vxlan4094
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tXa)T4TIIV—TEERT S

Automation > Campus Network > Security Group > User Security Group X— (B EILET,
Add 299U T, EFa)TATIN—TEEMTEIR—DEREFT LAV —2 RYRT—IRA( %
BMETICEFa) T4 I —TE2ERLET . CORF2 AU MTIE, Private Network [Z Tech Z24RL .
Type [Z Normal Z:&RLET . OKZ V) VI L THREZRBFLET .

X a)T45 IL—7T IDICOBFITIE 3502)IF. I ,A—SHTNARICERTHY/o0€5 AR DT
9, SeerEngine ¥ ¥ /XX rO—ZIEEFa)T45 IL—T% EIA IZRIHAL. EIA (21— —BEIFF
[ZCDRAoO085 AU IDEEYSTET,

oup

User Security Group

VLAN ID/SGT

3502

R R Hl f i A

LEROFBENTTITRE IVRRAUMNMETIERT/INAA LD VLAN ID 2801 ZFRALTT7 IR
B—DIAR(ZEHEINET , 2—F—Bh, A—F—(LBEERD)—T T/ 1 AD VLAN DR ET 1Y
JACICEYHTOENET,

DZ4T7bD 802.1X FREEH KU MAC R—AJLEBREIZ DLV TIE. IConfigure 802.1X authentication ]
# LU T Configure MAC portal authentication |25 L T &L,

WebR—%)LEBEED R TE

bz
° Web TR_g)l/ununIE'i\ Aty nE/\ﬁﬁ*%ﬁglsLﬁﬁéhi—g_ 'U- I‘/\o_7__’f_¥0) AAA Aty nJ.—t-'j-_/\ ’é"j'
_'\Li—a—o

o H—K/N—FT4—AAA BBEEH—/\—IE. R—FILEREEH KU h3c-user-group 7 E 2a—k&EHHR—
f"é’éﬁ‘gﬁ‘ﬁ)") 35?—0 H3C EIA At nE-U-_/ \_(j: -U- }‘/\_T’f_AAA At n.[E-'j-_/\ &L—Cﬁﬁqf
%35?—0 351.:~ H3C 13191‘0) -|j-_|‘/\_7__’f_AAA aits nIE-U-_/ \_I ct%):l- -U- fits nJ.—t{J-U-/-k Hvi
ED

o WEkao g)l/uu..nIE—C'j:~ I:IIUDIE' Z@T’f/bAC’{/g 7I4Z§{§Fﬁbi'§"
o ZITR. AVMA—FELUT/NARATOH Web R—R)LEBEEDREICDWVTEHRALES , —F/31—
— R Y —N\—DEFEICONTIE, AU F —DEEFERESEL TS,
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AAA H—/\—
Automation > Campus Network > Parameters > AAA R—2(ZHBEILET, Add #5)vHI LT, &
R —N\—ZEBMT 5= DR—VFEREFET,
H3C EIA FREEH—/A\—DEBMIZ DL TIL. TAAAIZSHBLTZELY,
H—/\—4 47 ELT Third Party Authentication Z:#{RL. EIA 4 —/A\—® IP PRLRAEAALET,

HB—R/IN—TFT A=Y —/N\—BRINA VT NARBE LV =TT INNA REBIETERLEHERLET,

Add AAA Server

MName Server _'_-.' pe

hotpot Third Party Authentication

lpv6

10.99.12 184

Spine/Leaf T/INA R[&, BIEH—/N—LBETIBLENHYET B —/N\—~DIL—HIZK,
Spine/Leaf TIN\A R TR TIDLENHYET  L—TA T BRAETRDESYTT:
o BTNARIZATAUL. FETHRELET,

e  Automation > Campus Network > Network Devices > General Device Groups X—|Z#%
EL. Policy Template 25y LTRSS —FoTL—bOR—CFREET, a—F—FROR
)o—FTUTL— I ERETEET,

e Automation > Campus Network > Fabrics R—([ZBEILET , Action hS LDFRET (T
%%1)v%-7L T, Switching Device R—UIZAYE T, Settings #7%%1) v LEF , Configuration
Automation /R4>% %)y~ LT Address Pool Setting 27% %)L, PRLAT—LERER—
DIZAVES . —/1\—0 IPv4 BER YT =0T AUMDRIEY —/3—D IP FRLRET AV
[CEESNTWSIGEE . THNAADNBEBMICA U SMUITGEE, AV O—J LR EL BEIMICE
ELEY,

#

ip route-static vpn-instance vpn-default 10.99.12.189 32 130.0.0.254
#

—_— o ~ —_ o
AAA TINA AR —TTL—k
Automation > Campus Network > Device Groups > General Device Groups X— 1T EILET,
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s

R—UDE LIBIZH S Policy Template #7) v LT RS —FoTL—rDR—DEREET,
. H3C EIAAAA T FL—hk

YRRAD AAA (25595 Actions h5LEES ) yH LT RYS—FoTL— M ERET B0
DR—UHBEE T, [Configure a policy template |25 B L T,

<
P Z AR
Edit Device Policy Template

Template Name Template Type
globalAAA

Radius Scheme Settings
Add
Radius Scheme Name Primary Auth Server IP Secondary Auth Server IP Real-time Acct Interval (Mi... Carry ISP Domain Name Forcibly Stop Accounting ... Actions

hz1 150.0.0.100(Default EIA) 15 No Yes

Showing 1 entries

ISP Domain Settings
o

Add

ISP Domain Radius Scheme Is A Default Domain Is ONU Authentication Actions

hz1 hz1 Yes No

o  H—FNR—F—REEIH—N—ZEETD
Add 9w, FayTF a5 1) Xkhvis Device Policy Template ##IRLET
o Template Type: AAA Z:EIRLET,

o Auth Server Shared Key: H%—k/\—F74—8R5 Y —/N\—LDFX—LRILTHHILEFERL
F9, COHFITIL, 123456 EALET,

BILY —FN—T =B —\—ZBRLES,

e Template Type
AAAhotpot AAA

r Shared Key

Radius Scheme Settings
Add
Radius Scheme Name Primary Auth Server IP Secondary Auth Server P Real-time Acct Interval (Mi... Carry ISP Domain Name Forcibly Stop Accounting ... Actions

Yrd 10.99.12.189(hotpot) — No Yes

Showing 1 entries.

ISP Domain Settings
]

ISP Domain Radius Scheme Is A Default Domain Is ONU Authentication Actions

Y rd Yes No
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Web R—AILToTL— 2R ET S

Y—R/IN—TFT 44— —/3\—D Web R—BILTUTL— EBRET S

Automation > Campus Network > Device Groups > General Device Groups X— 1B EILET,
R—LNDE LIBIZHS Policy Template #5) v LT RS —FoTL— DRI EREET,

1.

3.

Add #5Y)vsL. KOyFEH ) XA Device Policy Template Z#iRLEY , Template
Type T Web Portal Authentication Z®EiRLFET,

Portal Server A5 AT Add 9 vIL., RDINGA—E—%HKRELEFT,
o Server Name: EBiNL=HY—KF/\—F—R5H—/\—%&RLET,

o Key: ¥F—WH—RN—F4—RHAY—/N\—LDF—LRALTHIILEHRBLET ., COFIT
(%, 123456 TY

o Port Number: T74/LMEI% 50010 T, T4 MEEEZFALET,

o Redirection URL: 11— —[EZ Web R—JIZFZAIURENRRT—FKEAALET , SN IFEEE
Y—N\—THRETEET,

Add Portal Servers

Server Mame

hotpot

9912 18%ar9._htmi

URL Domain Settings 1540 Add #%')v2L T, Add URL Domain R—S#&REET,

URL NSA—2—RHEDRIAY —N\—BEHITR > TNIA—E—%HRELFT ., Dr.COM D

wlanacname & wlanacip ZRELE T,
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Add URL Parameters

Parameter Name Parameter Type
wlanacname Auto-Populate Custom
value

ce's Label

Add URL Parameters

Parameter Mame Parameter Type

wianacip Auto-Populate Custom

s Device's Management IP

4, BHEHASETLEL,OKZVYILTERZERELET, RIZTRT LSIZ, URL Parameters fEIT
BRERERTICTEET,

URL Parameters

Add

Parameter Name Parameter Value Actions

wianacip Access Device's Management IP

wianacname Access Device's Label

EIA V9 Web R—E2)LFoTL—FDERE
Automation>Campus Network>Device Groups>General Device Groups R—IIZHELET , R—2
MDA LIEIZH S Policy Template #71) v LT, RYS—TFTUoTL—bDR—SEREET,

1. Add #5YvyL.FayF& 1) RRA i Device Policy Template Z:&IRLET . Template
Type T Web Portal Authentication Z2#iRLFET,

2. Portal Servers 5|M Add #9V)vILET , R—2ILY—/IN—ZBMT 5= DR—UNKRRIN
9,
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Add Portal Servers

Server HName Server IP

eia 100.1.0.100

: Port Number
[FP— 50010

http://100.1.0.100:9092/portal

o Server Name: —/\—&%HEELET.
o ServerIP: EIA 54—/ A\—®D IP PRLRAEEELET,

o Keys: ¥—I[&. TNARKRYS—FoTL—k AAA DF—ERLTT , COHITIL, 123456 T
ED

o Port Number: T74/LMEIX 50010 TF , T74ILAEREZFERALET,

o URL Redirection: TURRAb1—H—H Web R—I%F<IZ(E. Automation > User >
Access Service e N—UTT7AIURENRRT—RFEANLET . HLEBIZEHS Portal service
management )49 %%1)w4 LT, Portal service management R—J 27U EALET,
Server Configuration 7% %1)v L, RIZTRT K512, R—4JL Web fEIBDR—4)LiR—L
R=DI2YFAL 93> URLERRLET,

Packet Code: GBK
Verify Endpoint Requests: Use Cache:

HTTP Heartbeat Display : HTTPS Heartbeat Display:

Portal Page: http://100.1.0.100
https://100.1.0.10C

URL Domain Settings 5l Add #%')v%2 LT, Add URL Domain R—SFREFET, /35 4A—
A—AE nasip T o INTA—E—{EET VR TNARDERE IP Z:EIRLET, /A TA—2—1ER
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ZROEIZRLEY,

Add URL Parameters

Parameter Name Parameter Type

nasip Auto-Populate Custom

Access Device's Management IP

4. BREHMSETLREL,OKZEV)YILTHERERELET, URL Parameters BB CREBRERE R T
TEET,

A=A RR)—ToTL—MWebR—2ILE LT MAC

FaaalL)

Automation > Campus Network > Device Groups > General Device Group X—J[ZRREILE T,
R—UNDHELIEIZHS Policy Template 2y LT, . R —FToTL—rDR—CEFREFET, Add
9)voL. KAayF& ) Xk Interface Policy Template Z:&iRL T, /22— T/ AR —
TUTL—rEBMT HR—DEREET

Web Portal 28—/ R RY—FoFU—FDERL

Template Type &L T Web Portal Authentication Z:Z{RLFEJ ., ISP Domain &L T. 'AAA device
policy template | TEEE S 1= ISP A% ZIRLFE T, Primary Portal Server &L T. 'Configure the
web portal template | TERESNI=AR—RI Y —N\—FRBRLET, —F/\—FT—RBiEY—/\—F &
U EIA BBREY —N\—IE T SR ERRIL. ROLSIZRTENFET,

#DHRYRRRY S AAA H—N—FRELET,

Add Interface Policy Template

Template Name Template Type
webportallnterface Web Portal Authentication

ISP Domain Max. Users

1024

Secondary Portal Server

Please select

H3C EIA 25—/ \—%2RELET .
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MAC

Add Interface Policy Template

Template Name Template Type
P
webportallnterface Web Portal Authentication

ISP Domain Max. Users
isp 1024

Secondary Portal Server

Please select

PBRAZ—ITARRI—T T L— ERET S

Template Type |IZ MAC/MAC Portal Authentication Z:ZRL %9, ISP Domain IZ[&. TAAA device
policy template | TR E STz ISP KASUEEIRLET , Y —F/N\—FT—BiH—/\—F XUV EIAFEE
Y—N\—IZBT B EFERIE. ROLSIZRTSNET,

BIIZERE LEAAAB LUWeb R—A LIRS —F o T L —hE8IRLET . MACEREERY S —FoTL—k
#RELET , WebR—2 )L EMACERIF A B HE T, BEMACRIIZRETEET,

e  Fast MAC authentication: 1—H—A#IHT Web R—2JLRIEZETLE=#., —K/\—F 10—
Y —/N\—F1—H—D MAC B&UVTHVUMERERBLFET . 2—F DB F T304
FRICBEREZNA—F &, &AM MAC BEEA N H—EnFE T, Y —F /I —T1—FBEE Y —
N—IF, SN f=2—H—D MAC BLUTHIUMERZEHEAIL, 21— —B0/RT—FZ
BEETICA—F—DBEHICA U IAUITIREHEEHALETS

. MAC.—;E.:...HIE( (&, Y—FN\—FT4—EBE Y —N\—DHR— D UETT, 7. Dr.COM & Srun

DFBFEH—/\—(F MAC SREZBIEEHR—ILTWET, —F /=T —FEH—/\—DFHHA
REITONTIE AT —IZBRENEHEEZSLY,

#HHDRYRRR Y AAA —N—ZRELET,

Add Interface Policy Template

Template Name Template Type
webportal_mac MAC/MAC Portal Authentication

ISP Domain Perform MAC Authentication in Parallel with 802.1X Authentication
rd Yes No

Enable The Escape Function Include User IP Addresses in MAC Authentication Requests

Yes No Yes {® No

H3C EIA BBaE Y —/\—%EELET,
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Add Interface Policy Template

RBTAVITIOCRABA—DTIART IL—T%EMT S

RBTFAVIT D EARARA—TIARYT )L —TE R T HEE L. [Add a static access interface group ]
DFRELELCTT,

=TT INART =T ~DKR) > —DRE

Automation > Campus Network > Device Groups > General Device Groups X—2 2B ELET,
Leaf Device Group @ Actions hSLE%S )y LET,

Policy #7%%7)v L. Add Z9)vILT. TNARTIN—TR)L—%BMT 5F-bDR—I%FEE
T, BIZERE LTz AAA LU Web R—FILRYS—FTUTL—MERIRLET . MAC REERYS—TY
TL—rERELET .

Edit General Policy Group

Name

Add
Name Template Type @ Scope Actions

global-dot1x 802.1X Device Level
global-MAC MAC/MAC Portal Authentication Device Level

hotpot Web Portal Authentication Device Level

’AAAhotpot AAA Device Level

=D ) DA B—DTTARTIL—T~DR)—D EH

Automation > Campus Network > Device Groups > General Device Groups X—2IZBEILET,
Leaf Downlink Interface Group @ Actions 75 LE% %)y LEYS,

Policy 27%%1)v L. Add #9)v oL T, TNNARTIWN—TRIL—EBMT B=HODR—CFFRAEFE
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T ROBIZRT LI AV E—TTAREHITT H Web R—2)LDKR)S—FToTL—hE MAC 223
RIS —FUTU—EERLET,

Edit General Policy Group

Name Description
Fabric Group Type

Subtype

Add
Name Template Type @ Scope Actions

4 -
webportallnterface Web Portal Authentication Interface Level

’webponal_mac MAC/MAC Portal Authentication Interface Level

LAY —2 ZYRT—ORAAM OB LUV XTI IL—TDE
ik

LAY —2 ZYRT—IRAMOELVEF )T IWN—TEERT S E L. [ Configure static AC
authentication | D & E LR LTI, £ L<I&. [Create a Layer 2 network domain | & U Create a
security group JZ SR L TFZELY,

) =TT INA ZANDFHTE D R

Y—F/ S~ — R —/ SR T B

o AAAH—N—ZRDIIIH/ELFET,

#
radius scheme rd

primary authentication 10.99.12.189 vpn-instance vpn-default // ¥— F2X—7 ¢ 383E
PF—R—D IP 7 KL A,

primary accounting 10.99.12.189 vpn-instance vpn-default
accounting-on enable send 255 interval 15

key authentication cipher $c$35010CMscY9DPxDQb6Hca4d66591nHg92rWSQ==
key accounting cipher $c$3SRCI/F6pW6YdEZ8kiKZ44niy+ubmo8FrrIg==
timer realtime-accounting 15

user-name-format without-domain

vpn-instance vpn-default

attribute translate

stop-accounting-packet send-force

attribute convert H3c-User-Group to H3C-Microsegment-Id received
microsegment 3502 associate vsi vsi4

microsegment 3504 associate vsi vsi3

microsegment 3505 associate vsi vsi3
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microsegment 4090 associate vsi vsib

#

e  Web Portal #R®D X5 LET,

[Leaf-s75]dis web-auth server

Web server: Hotspot

Type : Remote

IP address : 10.99.12.189

IPv6 address : Not configured

URL : http://10.99.12.189/a79.html
Track ID 1
Server state : Inactive

URL parameters : wlanacip=130.1.0.5

wlanacname=leaf-130.1.0.5

[Leaf-s75]
o =DHEDUNILA—TIAREEERRALET,

AREBTAVITICRAVEZ—D ARG IN—T TCEREINE=TIERTNA RSz —D0T

NART Y —ERAVRIVRAREET I IA 0 8—TTARICRRALEYS
#
interface Bridge-Aggregationl024

port link-type trunk

port trunk permit vlan 1 101 to 3000 4093 to 4094
link-aggregation mode dynamic

stp tc-restriction

mac-based ac

mac-authentication // MAC 7
mac-authentication domain rd

mac-authentication parallel-with-dotlx
port-security free-vlan 1 4094

web-auth domain rd // Web

il
E=
=3

web-auth enable apply server hotspot
#

service-instance 2801
encapsulation s-vid 2801

xconnect vsi vsil8

#

service-instance 4094
encapsulation s-vid 4094

xconnect vsi vxlan4094

#
H3C EIA BEEY —/\—DEE
#
radius scheme hzl
primary authentication 110.0.0.100 vpn-instance vpn-default

primary accounting 110.0.0.100 vpn-instance vpn-default

accounting-on enable send 255 interval 15
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key authentication cipher $c$3$zHvt8Q9eIMKWJI/BOJgUXSJIPg65IBSQ==
key accounting cipher $c$3$TpO0bJhOUACFbng9D/kIF/hIKgM3Gsw==
timer realtime-accounting 15
user-name-format without-domain
vpn-instance vpn-default
attribute translate
stop-accounting-packet send-force
attribute convert H3c-User-Group to H3C-Microsegment-Id received
microsegment 3502 associate vsi vsiéd
microsegment 3504 associate vsi vsi3
microsegment 3505 associate vsi vsi3
microsegment 4090 associate vsi vsib

#

e  Web Portal XD X5I#ERKLET,

[6550xe-upldisp web-auth server

Web server: eia

Type : Remote

IP address : 110.0.0.100

IPv6 address : Not configured

URL : http://110.0.0.100:9092/portal/
Track ID 1
Server state : Active

URL parameters : Not configured

[6550xe-up]
o )=IDEGUUGALR—TIARERTEERBHALET,

RETAVIT VALV E—TIART N—T TERESNI=T IR T NARIZEREN-)—DT
NART Y —ERAVREVRREET V)DL 3—TTARICRRALETS
#
interface Bridge-Aggregationl024
port link-type trunk
port trunk permit vlan 1 101 to 3000 4093 to 4094
link-aggregation mode dynamic
stp tc-restriction
mac-based ac
mac-authentication // MAC &Rk
mac-authentication domain hzl
mac-authentication parallel-with-dotlx
port-security free-vlan 1 4094
web-auth domain hzl // Web FEFE
web-auth enable apply server eia
#
service-instance 2801
encapsulation s-vid 2801
xconnect vsi vsi3506

#
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service-instance 4094
encapsulation s-vid 4094

xconnect vsi vxlan4094

Y—FN\—T4—8RE T —/\—% BT D

H3C EIA 25 H—/\—%flc& B &, Portal H—/3—& RADIUS H—/N\—4BETTIALENHYET,

o KR—HILY—IN—DHRE:)—TT/ 1AM wlanachame & wranacip DFREFH/\TA—F—(Z
WHOT, INFGA—RA—ZFRTELFET,

° RADIUS —/\—D /R TE:—TF/ 1A ED RADIUS RFx— L DEHXRFEIZ{HE>T. RADIUS H—/\
—DIP7RLREHRELET,
o DRNI LS DIBETIE, RADIUS NAS IP (X)) —FF /A A®D VSI 4094 IP 7KL R TY,
o DRNIEIETIE. O—HILEET D NAS IP 7RL R [F RADIUS RF—LTHERINET . @A

D IP 7RLREERT DLELHYET,
R—B2NY—I—DIERK
H—I—DEEE
Automatic > User Service > Access Service R—Z[ZFES—FLET . HLIBIZHS Portal

Service )2 9%%1)v- LT, Portal Service Management X—J([ZBEFHLET, CORXR—I T, H—N\
— TNARBEULIP PRLRT I —TERETEET,

Web R—BILDLFIFIZIE, BID EIA ZERTEET, COIETIE, EIA ZEALT Web R—2/LH
—N\—EHALEY,

Basic Information M /\5A—42—_ KU Portal Server 5|& Portal Web 5| D/ S5 A—42—[Z(%, T
TAILNEREZFERALE T, Basic Information 51 T, Permitted for Bind IP Group to Port Groups
ERELET, B/TA—E—DFHHMIL. R—CDH LIBIZH S Help Vo IESBLTEEL,

Portal Server 0l vice Portal IP Group

lion Guide > User
ortal Server

Portal Server

Basic Information

This function helps you configure the system parameters
required for normal operation of the Portal server. Proper
parameter settings allow for easy Portal service

5 management

Bind IP Group to Port Groups::

Precautions

« After configuring the Portal Server, you need to click
Portal Server User Access Policy > Service Parameters > Validate
: : in the navigation tree to validate your configuration

+ If multiple operators simultaneously modify the Portal
Server configuration, the latest configuration overvrites
the former one.

Parameters

Basic Information

« Log Level Limits the level of information to be logged
by the system, cumently including Fatal, Error,
Warning, Info, and Debugging in descending order. If
you select Fatal, the system logs only fatal erors. If you
select Error. the system logs both fatal and general
erors. If you select Warning, the system logs fatal
general and waming information. If you select Info, the
system logs the fatal errors, general errors, warning
information. and general information. If you select
Debugging, the system logs all information, including
all output packets and debugging information, which il
greatly consume system resources. Therefore. it is not
recommended to select Debugging in general use. The
defanlt Ina level is Info

Verify Endpoint R
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=
e Portal Server OZEMNT T LI=5. Automation > User > Access Parameters > Validate T.
HEZTBMTB=0HIZ Validate 9y T B2NENHYET,

o BHDOARL—E2—h Portal Server BRI L TCRIBICERZ{To-1BA . RRICEFSIN-LEE
NEIDZERE# EEELET,

Advanced Information 5|® Add 2"y LFET . ROBEIZRT KIIZ. Service Type List ZHE.

DHEIECTH—ERE4TEEMLET,

e Service Type ID: T/ R, A—H—IEIRLIZH—ERFATIZEL T, M T HRIERF—
LERELFES, EBEL. EEORVMITI—F I E LV IMC H—ERETF NI RDEEIZHLT,
MY HREEITVET

e Service Type: Service Type ID (&, T/N\A A THEAINDER TS, 1—HF—I[FhZBFEICE
B CEE T, Service Type ID (&, 1—H—HH—ERZATZEETHDITRILDKIIZ, R—4
ILEBEER—LR—VICRREINE T, Y—ERFATERIIVHATHY . EFEDOY—E R 21T 1ER
LRILIZTBILIETEF A Y—ERFLTOHIL 64 ZRZDHLIETTEFEE A,

Advanc

Service Type List.

Add

IP7RLRAT—ILDOERE

Automatic > User Service > Access Service R—2IZRBEILE T, A LIBIZ#H 5 Portal Service ')
>H%%491)v- L T. Portal Service Management R — [Z# &L F 3, IP Address Group
Configuration 27%%1)v9 L. IP PRLRY )L—TEBMEIFEBLET,

e IP Group Name: IP PRL RS IL—T DR EEFRELET,

o IPV6: IP 7RLRT IL—THIPV6 FTRLATHAIMNESIHERFILET,
e StartIP: IP 7RLRI IL—TDRAE IP FRLRERELET

e EndIP:IP7RLRYIL—T DT IP PRLRAERELET

e Action: Normal Z:#RL TZALY,
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Portal Server Portal Device Portal IP Group

Add IP Group

IP Group Name: user-ip

Start IP: 104.0.0.1

End IP: 104.0.0[254

Action:

Confirm Cancel

TINAREBRT S

Automatic > User Service > Access Service XR—UIZFES —MLET . HLEIZHS Portal
Service )22 %%')w /- L T. Portal Service Management X — 2 [Z# &L £ 9 , Device
Configuration 7%y L% T,

1. Add Z9UvIL T, TINARBRER—DEHEET,
SESFEL Leaf TNAADTNAREZETEFZEBMLET , 10 F—TA AT IL—T (&, BIlZ/ERLT=
IP 7RLAT IW—TEHEBLETS,

o Device Name: IR—BIT IR TNAAD LRI, BEDT/INAADEHIERLIZT BT E
[ETEFEHA,

o Public IP address: Portal 79X T/NMAD IP PRLAE XUV VSIA23—Tx 4 X 4094 7
KL R,

o Key: R—AIH—N\—DMiHIE, TNARAERBETHEZICRALEEF—ZHTETILEN
HYET, F5LELEAAA RYL—FUTL—MREEESN TS EEIC, ZEEBDRIIET
—tyhFEBTEEE A,

o Advanced Information: BEEDHREZFALET .

2. HEHANETLED.OK £y THERERELET, URLD Action 5% vsLT, R—

BT IN—TEREER—JIZBEILET,
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3. R—FTIL—TEEBMTBIZIE. Add 22UV HLFET, ROESIZ, EFLT- IP PRLRT IL—T%
KOy &9 R SEIRLET .

Portal Server Portal Device Portal IP Group

Authentication Type: Transparent Authentication:

IP Group:

Page Push Policy: Default Authentication Page:

Advanced Informal

NAT or Not:

Client Protectic

RADIUS Y —/\—D KT
TIOVRTINAREZREIEL. RADIUS BBEEIZERESNET , T 74U TIE, avbB—3(F)—T7F /(R
IZBE9 51EH% EIA ICA#LE T, FHREIDEHYFEE A,

EIA DY —R/N\—T4—FBEET NARELTERESNTVSIGEE(E, TV R TS RICET BI1EHREF
BTHRETOIVENHYET .

. Non-DRNI networking: 'J—27 7 /81X VSI14094 @ IP PRLRET VAT INAAD IP PEL R
ELTERELET,

e  DRNI networking: RADIUS DJ—7T /N X nas-ip D IP PRLRE, A—HILEIVETD IP 7
FLRZRELET .

Leaf-s6520 1302.0.2

Leaf-S56A

130.1.0.52

130.1.0.51

A—H—FZELDFERK
EIA B8 —/\—I&. HTTP/HTTPS 2E1T79 57 S0 HEIER—2IL U547 MiNode Y517 R)
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FETTHRAMIIERTEET, Web R—2ILDFYF EIA PRLR(E, BID EIA #FEHATEEY,
ZDtH 3Tl EIAZFEHALT Web IR—2L Y —/\—%FEBALE T,

3

BRBTNAADKR—RTIL—TIE IP PRLRT IWN—TH#HBLET, HTTP/HTTPS JOrIILEEIT
TB5I59HIE BEDT/NARN—=230 THR—FENTLVET , iNode Y547 U E—R(E IRED
TINARN—=230 TlE Y R— SN TOER AL

IURARARA Internet Explorer R—C%FAZE. IP PRLRAEA DT SE. TURRAURE Web Portal
THRESNT- URL R—JIZYFALIMSIET,

=]o
S T n [T |
<« C ® Notsecure | 110,0.0.100 t * O :

Welcome, Please Log
In

sta2

Log In

ATAV T B=0DAI—HF—HENRT—REAALET,

iNode 547U hEFERALT. R—COELRBICHIBHTA0ED)vILET . R—FILH—/\—1F
WEMBLET, RETTTAICF. A —F—LENRRT—FEAHALET,

TANT IR AT LR DT I X
O ==

o FTRNTUEREZRIRBEFDT I 2REFR—FLTLVADIE, 802.1X 7211 TT

o FRMNFURREATR—TIVIZT BIGEIE. A=F VA H—FA =TT IDLELNHYET .
e Guest & Mac Portal IZFE IZHHBATT,
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TANT V1R

FRMUSAUIE, 2. BRSNS Y— /N —LLTRYNI—TIZT7ORALE R 22— -2\
EDEX)TATIV—TRHD)I—RIZTHOERATERLSIZTE=HIZFRAINET  BHEDEX)
F4TIWN—TNE. FRNMATDEX 1) T4 IL—TTY,

FRANAY—2 RYMT—IR AT S

Automation > Campus Network > Private Network > Layer 2 Network Domain XR—J |2 EILE

ER
1. Add &%1vsL T, Layer 2 Network Domain R—IZBAEET , /8T A—F—([FRD LSIZHKTE
ShFET,
o Private Network: User Private Network 11— — 754 R—hRyhT—H%8IRTHEE
BEIHLET,

o Type: Guest #ZERLET,
o IPv4 Address Allocation: Auto Z#iRL%E 9,
o DHCP Server: DHCPv4 H—/\—%&IRL %S,

o IPv4 Address Lease Duration: T74/L+Tld 30 5 TY,

Layer 2 Network Domain - A

Add Layer 2 Network Domain

Name Isolation Domain

GuestDomain isolate_domain1

Type
Guest

VXLANID ©
1Pv4 Address Allocation
Dynami

DHCPv4 Server @
Manual - vdhcp

IPv4 Address Lease Duration

0 Day 30 Minute

Subnets

Add

Name IP Version Gateway IP Secondary

2.  Subnets #7%%51)vIL. Add 29 ILTHITRYbRYRT =15 AV MEBMLET,
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Layer 2 Network Domain

Add Subnet

Name

guest

CIDR
2222024

Secondary
On

3. BREMTTLEDL.OK %4y LT Layer 2 Network Domain R—ZICRYET , REEZE T
BIZIX, OK &V ILET,

FANXUTATIN—TERT S

Automation > Campus Network > Security Group > User Security Group X— (2B EILET,
Add #92)yIL T, X2 T4T IL—TEEBMT B=HDR—CERHEET,

DEERAAVIZERETEDT A EF ) TAT =T & 1 DT DB A UIERDT7T VY
BHBIEE. TRTDI7FITIVVIN 1 DOFTRMF2) T4 V—TE=HEHLET, Type IZ Guest %
#EIRLET . Layer 2 Network Domain Information 27%:#iRL. Add 51y LT, LAY —2 %y
RI—HOR A EBIMT HR—CEREET, LHICRELESAMATOLA Y —2 RyrT—IR AL
VEREIRLET,

User Security Group

Add Security Group
Name Private Network

GuestGroup Teach

Type
Guest

Isolation Domains

isolate_domain1

Layer 2 Network Domain Information

Add

Layer 2 Network Domain Isolation Domain

IPv4 Address Allocation IPv6 Address Allocation

No Data

RI—FTUTLV— DT RANT IEREEHITS

FInterface policy template - 802.1X authentication] TY* A MEREZ B ZNIZLET,
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Policy Templates

Edit Interface Policy Template

Template Name Template Type

Interface-dot1x

Enable The Escape Function Unicast Trigger

Yes No Yes No

Guest Access O Access on Authentication Failure

Yes No Yes No

RS —TFoTL—rD)=DE UYL A—DIA R IV —TIZERASh DL ROFBEHEESN
F9.
#
interface Ten-GigabitEthernetl1/0/0/14
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 101 to 3000 4093 to 4094
stp tc-restriction
mac-based ac
dotlx
undo dotlx multicast-trigger
dotlx unicast-trigger
dotlx guest-vsi vsilO // A MRS T 5 VSI
dotlx critical eapol
dotlx critical profile SDN GLOBAL CRITICAL PROFILE
port-security free-vlan 1 4094
#
service-instance 4094
encapsulation s-vid 4094
xconnect vsi vxlan4094

#
A—HF—DAUFAVETFRLAORE

IVRRAUE PC BRRYRD =27 O ERTHE, A—HF— (I RACDEAETRUREFEEREL. Y
ArEF 2 )TATIN—TDOEEDIT—0))—RIZFHEALET,
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N Network Connections -0

[ F ¥ Ethernet0 Status x|, & | [search Net
: Network Connection Details L

Organize v  Disable ion  »

Network Connecuon Demnis

:. Ethemetﬂ
— Network °rop-e«y Vabe A
&2 Intel(R) 82574 Connection-specfic DN...
Description Intel{(R) 82574L Gigabt Network Conr|
Physical Address 00-0C-29-83-0A-F0
DHCP Enabled Yes
IPv4 Address 22222
IPv4 Subnet Mask 255.255.255.0
Lease Obtained Thursday. May 19, 2022 419:44 AM | _
Lease Bxpres Friday, May 20, 2022 4:19:44 AM |~
IPv4 Default Gateway 22221
IPv4 DHCP Server 22221
IPv4 DNS Server
IPv4 WINS Server
NetBIOS over Tcpip En Yes
Link4ocal IPv6 Address fe80:-ddd-93ac-1690: 7bc2%12
IPv6 Default Gateway
IPv6 DNS Servers fecD.0.04ff:1%1
fec-0-0 - 2%1 Y.
"
Close
I:Ilb\ FIIE% E&H#OD 77tx
SREL DR FE L5 aA—H—(F 802.1X FREAIDRERIZIC ##Eo)t#JUT’fa =T DHryrD
— L) —=RICTIVERATEET  HED X1 T4 IWL—TI& BAKRILTDEX2)T1T IL—

PASE
REEAKRBLI=EZICT IR TB=HDLAV—2 RYNT—IR AL DIERL

Automation > Campus Network > Private Network > Layer 2 Network Domai XR— |2 EILE

-a—o

1. Add %%y~ LT. Layer 2 Network Domain R—SH#BAEET , /\SA—F—IETRDELSIZHTE
ENFEY,

o Private Network:: User Private Network ##iR3 5 L5 HEOLET,
o Type: Authentication Failure Z®iRLET,

o IPv4 Address Allocation: Auto #ZRLET

o DHCP Server: DHCPv4 Server #:&iRLET,

o IPv4 Address Lease Duration: 774/)L+EEIL 1 BTY,
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Layer 2 Network Domain

Add Layer 2 Network Domain

Name
authFail

0 Minute

IP Version Gateway IP Secondary Actions

2.

Layer 2 Network Domain - Add S

Add Subnet

Name
authFail

CIDR

3. BREMNFETLIEL.0KZE#5)yYLT Layer 2 Network Domain R—VICRYFET . REEZTETT
BIZIX.OK #0)vILET,

BRI KRBLI=EEIZT I ERT B X ) TATIN—TE2EHTS

Automation > Campus Network > Security Group > User Security Group X—2 2B ELET,
Add 9oL T, EX T4 IN—TEEBMTB=HDR—CHFEEFET,

1 DDRBRA VIR TEDRIMERB LX) TATIL—TIE 1 DDHTT 1 DDRBERAS IR
BOO7ITVvIDNEETIEES. IRTOI7ITIVvINRELCEIMEER LX) T4 IL—TEHELE
9, Type T Authentication Failure Z;:EZiRL. Add 0y oL FET . BRI THRIERIN T
WBLAY—2 RYRT—IR A VEEIRLET,
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Add Security Group

Name Private Network

authFailGroup Teach

Type Isolation Domains
Authentication Failure isolate_domain1

Layer 2 Network Domain Information

Add

Layer 2 Network Domain Isolation Domain VXLAN ID IPv4 Address Allocation IPv6 Address Allocation Actions
authFail isolate_domain1 23 Dynamic Manual

Showing 1- 1 of 1 entries. Page 1 of 1

RUS—TFUoIU—rOBRXRBEBEOT I REENICTS
[Interface policy template - 802.1X authentication] CERIILBED T I ERZEIZTS

Edit Interface Policy Template

Template Name Template Type
Interface-dot1x 1

Enable The Escape Function Unicast Trigger

Yes No Yes No

Guest Access @ Access on Authentication Failure

Yes Yes No

RSO —FoTL—bN)—IE U)o H A B—DART I —TIZEHASINSGE, ROBENFEITSN

Y,
#
interface Ten-GigabitEthernetl1/0/0/14

port link-mode bridge

port link-type trunk

port trunk permit vlan 1 101 to 3000 4093 to 4094
stp tc-restriction

mac-based ac

dotlx
undo dotlx multicast-trigger

dotlx unicast-trigger

dotlx guest-vsi vsilO

dotlx auth-fail vsi vsill //FRAEREL®D VSI

dotlx critical eapol

dotlx critical profile SDN GLOBAL CRITICAL PROFILE
port-security free-vlan 1 4094

#
service-instance 4094

encapsulation s-vid 4094

xconnect vsi vxlan4094
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A—HF—DF AV EFRLRAORR

IURRAURERIE PC T 802.1X BBEIZFIIBLE T BRAA KK T D&, 1—H—(&, FBEEITKELT-
A—H—IZEED XTI IN—TTHERESNE=RINT—H1))—RIZTHIERTEET,

Network and Sharing Center

" v ¢ Searc

iNode Intelligent Client mation and set up connections

| 802.1X connection
Access type: No Intemet access

settings Connections: §f Ethernetd

Username {501
Password |

~ Saveusername v Save password

hetwork

or VPN connection; or set up a router or access point.

problems, or get troubleshooting information.

[ comee

§02.1X Authentication
« dottx » -

] E! x @

Authenticating user identity...
EB3032: Incorrect password. You can retry 9 times.
Internet Options

Windows Firewall
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N Network Connections 7 (=10
1T p « Wm Ii-l v ¢ | l Search Network Connections|

Organize v  Disable

Ethemnet0
> Network 3
7 |ntel(R) 82574

Property

Connection-specfic DN...

Description
Physical Address
DHCP Enabled
IPv4 Address

IPv4 Subnet Mask
Lease Obtained
Lease Bxpres
IPv4 Default Gateway
IPv4 DHCP Server
IPv4 DNS Server
IPv4 WINS Server

NetBIOS over Tcpip En...

Link4ocal IPv6 Address
IPv6 Default Gateway
IPv6 DNS Servers

Value

Intel{R) 82574L Gigabit Network Conr]
00-0C-29-83-0A-F0

Yes

33332

255.255.255.0

Thursday. May 19, 2022 4:19:44 AM
Friday, May 20, 2022 4:19:44 AM
33331

33331

Yes

fe80:ddd-93ac 1690: 7bc2%12

fecD.0.0fff:1%1 —

fecDO-OfF-2%1
m

<

& - 1

180



TA—F/UF loT Y—ERZBHT S

AD-Campus Y!)a—3>OTA—K/NUF loT $—E XL MAC 7RLRAZBLTCREIISNFET, 1—
H—IE,S5 T4y EBLTRIEZMN) A —LET, EIA (FA—HF—ZHRIL. TO—F/AUK [oT H—EX
BIZERESNIIL—ILERBELET, VATLALIR, 22— —0D MAC ZRLRIZEDWNTTZHOURERR
J—REEBMICERT 0. a—F—[Ea—F—RBERRT—FEANE T, BIAEECTEEL
USAVNBIENTEET,

BRE(X.MAC PRLREE., IP PRLREH, £-IETURRAUM ID ITEDNTITIZENTEET,

Identificati | Identificat | Defects Endpoint

on method | ion informatio
records ]

OuUl MAC 2616 Unable to distinguish different endpoint types Vendor
from the same manufacturer, such as Lenovo PCs
and printers

DHCP 373 The DHCP fingerprint of a PC using Linux system  OS, type
fingerprint is the same as that of a non-intelligent endpoint

HTTP User 1249 IP monitors, access control, all-in-one cards and other  Vendor, 05,
Agent endpoints will not send HTTP packets. In other model

scenarios, intelligent endpoints do not need to use
HTTP, for example, mobile Internet access without
browser

Automation > User > Access User > Mute Terminal User Config Profile R—J (2B EILET,

Mute Terminal User Config Profile

e By MAC Range: MAC 7FLREEZHELF T, 1—H—D MAC 7REL AL ERFED MAC 7
FLRERE—BT DIEE. VATAIIEEBNIZA—F—DT7HhIUREERL. ZDTHIULT
A—H—ZRBELFET, R BIEF LYV —F21—F—tFa)T47 )L—TIZEML, 1—H—
XY TATN—TDIP FRLREA—H—(ZEIYLTET,

e By IP Range: IP 7RLREFHERELET , Leaf T/INAADE I )AL A —T (AT mac-

=1 —]

authentication carry user-ip exclude-ip acl**avRZEHRELET .

e By Endpoint Identification: TURRA UM T/INARNFGA—F—EHREHRELF T TUFRAY
FIAVA—TIUNMERIE. VAT UM F AR LR T D EEIRESIFET, T
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RRAUR T4 H =TI MERMN R ESN =T RRA VST A RNGA—E—IERE—BT 535
B VRATLARBBNICI—F—DTHIUrEERL. ZOTH I T —FRILET,
RIZ, VAT LRS- A——F1—HF—tFaUT(FIL—TFIEML, 21— —EF2
TATIW—TDIP PRLRZI—H—IZEIYLETET,

OF X3
o FREINT- MAC 7RLREHE IP PRLRERADTSAF U TAZBRLEIDENHYET, V7
AT rH MAC ZRLREEFHE IP PRLAESERDE AIZ—HIT BEE. T53AF)TF14DEWNA
NEREINET, TSA AV TAENNSNEE . TS5A4AT1I1EE<LEYET,

e mac-authentication carry user-ip AYFOHMHEE .2 DT RIL. By IP Range
authentication # XU Bind User IP Address authentication A7 tRXR L —TRESH
TWAIGAIZETRELET . TR USN DB EIL. COIATURERTELENTZEL, TURR
AVNEEISREERADRAEITA4vY IP PRLAERES DRENHSHIHE . 2vbO—31F ARP
snooping AXUREFHITLT, R2T497 IP PRL X% EIA ICEELE T,

MACTZ KL RERE IR ICEEA TSI

OUIMAC MEBEIZ&>T, FENEME/NNYFAUR—bD 2 DDE—FAMEARRETT

Add 9y, kAyTF XM By MAC Range ##IRLET , T4 ) T14% 0~999 D
B THRELET . TIAILMEIX 0 T MBEANSNFEE TSI AV T EEAEYETS,

MAC Address Range 815 Tl&. MAC 7L X & ZFETBMLT=Y . MAC PRLREA ViR—kLT=
YTEEY,

MAC PFLAEEZFHTEMTS

Add %#%1v%5 LT, Add MAC Address Range R—CZFEEd . MAC 7RLREREZ#A AL,
Confirm #9)v ) LET . EHD MAC PRLREEZEMTEET , K7FLREHIL, EHITH-T
BRTEEY,
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mac User Name Prefix: macusel|

Ungrouped

Range
Batch Import. Delete All
Start MAC Auto Open Accounts

No Data

Idress format: JOCXOCOCIOEOE, H000-200-D0-H0-

W WY WY l:.:: )

T il

Start MAC: 21:05:08:00:00

End MAC: 05:08:F-ff

Description :

aging:

CDR=TVDINGA—E—FRDFIIEHELET,
e  Auto Open Accounts: Allow ¥ 7-(% Disable #%ELFT .

o Allow: TURRAUEH MAC PRUREFHE—T BI5E. VAT LALAIEA——%3B5T57
hHOUrEBENICERL., RS f-2——2xiET5txa)74 )L —7I128mML, 21—
H—D IP PRLRAZRELET,
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o

Disable: 7h 7 MIBEEMICERENER A, BiEENT-21—F —I&. MAC Portal FZ23iE%+
JH—LT.BYOD £XalT45IL—TIZAYET, EEEIL. Monitor > Monitor List >
Endpoint > Access Endpoin X—[Z#EjL . Operation 15.L.®M open account 7/ %
DUy ILT, A= —DTHAIREREET,

Add Batch Delete Batch Import Export v Clear Endpoint Information Clear Control Access User
Configure Transparent Authentication v

Operating System Auth

Vendor + Endpoint Type + 0s =

MAC Portal Status +

Unregistered

Aging: Allow F1=(% Prohibit #:%ELZ

o

Allow: EIA (&, b5 71995 NAS )T —kL . NAS FR—hHF I LIS EIZ. BiEsh
~Sa—bFIURRAVID A LT IMEICA D SA UGB EZEHFAILET S

Prohibit: ;5749 H%< NAS ST —kL. NAS R—hF U LTLVSIHEA . EIA IS 2—
FIURRAVRDI =D %HAET . EIA LOI2a—FIURRAVMNEFUSA O DFEFIS
BYET, Leaf TINAAMNEE T BE. Leaf (X EIA MDA USAUEREERL T, ¥ LIxHERA
RST4vOEREET . FUSAVRT—EAANDETIZKBLIZEEIC, Sa—FIURKRA Uk
DAVFAVAT—RREE'ERTLET,

TOeRA—Y—F—FIR—ITS

1.

Batch Import %')y2 LT, Batch Import Mute Terminal MACs R—I%BEFET , /\wF1>
R—rTlE. AV R—bTFoTL—rDEHO—FNYR—rENET, Mute Terminal Mac
Address Range Import Template U>9%&91)v9 LT, AV R—bFoTL—rEFH0O0—RLE
T A OVA—RLIzTUTL—MNIf>TIUR—b9 % MAC PRLREEEZ A ALETS,
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Batch Import Mute Terminal MACs

{-J;:' Tips

The import file must be in TXT or CSV format. A .csv file must use
commas as column separators.
Make sure no column delimiter exists in any imported fields.

' the innmort will fail

Click the link to download the import template.

Import File:

Column Delimiter

Upload #9v oL TI74 IV EAR—RL. hTLDRYYXFEEIRLET, Next &9 vILT

A LIERD MAC PRLREFEEZ—EAR—kL, Confirm #9vHILTEREETTLET,

Access Service AS L TT7IAY—E R%E&ERL. Confirm 20y L TREEZRELET,

Start MAC

20:

Service Description

BANLI- MAC PRLREFEZTCIZEMIZTBIZIE. MAC PRL R&EZEIRLT Validate %4
Yo FTHBERHBYET, Validate 0y LEWNSGE . MAC 7RLRER TS AT LDKR—) >
SHERNKRTIEETU0 R R)EVILHYER A,
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MAC ZRL REFMNIEFIZHRESNDE, TURRAUCTINA AMNSD NS T4y DEFBEEEN)H—
TEFET, VATALIRINGE MAC PRLREREERBAEL, BEIMICA——hDUMEERL., 32
SfEht-a—5—&x 3 b5tEXa)T49IIL—TIZEBMLT, IP PRLRAZREBLET,

O =
FH D Validate £/ TIE. £ 2000 ® MAC ZRLADERIZLBIEENHYET , MAC FRLR
DM ZNEEIL. MAC PRL REFHZFRIRL, RO/ NV F TRIET 5F9)vILET,

IP7RLREHICED W -ERA 51

Add #5')yoL. KOyFE RS By IP Range Z:&RLET , T5474 ) T1% 0~999 DEH
TEHRELET, TIAH/ILMEIE 0 TT, EHNNSWNEE, TS5AFUT11FELHEYET, MAC 7RL REIH
EIP PRLREEDTSAFTA4D LB ESNE T, BILTSA4 ) TAIZRELAZNTLIEE,

IP Address Range %818 Tl&. MAC 7RL REEZEFETEMLIZY . MAC PRLRZEAUR—RLTZY
TEFET,

MAC PRLASEZFHTEMTS

Add #%')y4 LT, Add IP Address Range X— O IP Address Range 3l %FiZE 9, Confirm %
PV ILTEREETETLET .
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Add IP Address Range

¥ Tips

Only IPv4 address ranges are supported in mute terminal user
configuration profiles in the current software version.
e input a valid IP address that contains four sections, each

Start IP: 20.0.0.10

End IP: 20.0.0.204

Auto Open
Accounts :

Description :

aging:

Cance

O BE:

o AKNTBIPTRLRERIL, Access Service THRESN=tF¥ T4 IL—T D subnet ERILT
HEIBENHBYET . EFXaUTATIL—TDHITRICRYRT =T AV MERTT BICIE,
SeerEngine ¥+ /XX T Automation > Campus Network > Private Network > Layer 2
Network Domain [ZHEIL. UARRD Y TRV IEI)vILET,

o HH®DIP PRLRAESEHZEBMNTEET, & IP PRLREHED/N\FA—4—(F, BEHICHLTHRETE
E—;—o

TR —F—FELOR—+T5

1. Batch Import 22Uy LFET . ToIL—tDE 2o A—FNHYR—bZINhTLET, Mute
Terminal IP Address Range Import Template Y>9%91)y LT, ToFL—rE4 00—k
LET . A 0oa—FLIzToIL—MIf>TAUR—b9 5 IP PTRLREEZANLET,
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Batch Import Mute Terminal IPs

{:J;' Tips

The import file must be in TXT or CSV format. A .csv file must use
commas as column separators.
Make sure no column delimiter exists in any imported fields.
se, the import will fail.
Click the link to download the import template.

Import File:

Column Delimiter

Upload #9v oL TI7M4 ILEAR—RL. hTLDRYIYXFEEIRLET, Next &9 vILT
A LIERD MAC PRLREFEEZ—EAR—kL., Confirm #9vH L TEREEZTTLET,
Access Service AL T7 A —E R%E:&RL. Confirm 20y L TREEZRELET,

IP Address Range

Add Batch Import Delete All

Auto Open Accounts

Service Description

BAL IP PRUREEHZES CIZEMIZT BIZIE, IP PRL REFH%:EIRL T Validate 91w 59
BDLENHYET, Validate #9')vILELNMES . MAC 7RLREEH XS AT LDKR—) 2 BE
METIBETA0 D R)EDIHYFEREA,
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Expiration Date ¢

P FRLRGEAERICRESNDE, TURKAURT A RN DD T (v (EBIFERH—T
EET. VAT LIRTNDE IP PRLAGELE AL, BBIICI—Y—hI U MEERL, BiEh
fa—H—ERET HEF 1T T L—TIEBMLES .

5. mac-authentication carry user-ip exclude-ip acl**a<Y> K% Leaf T/NARADEO) 94>
A=A RIZHITLET . AXVRDRITE. VAT UMIRET49Y IP PRLRZERELET . ¥
SATUMRIERN A —FBE. ZD IP FRLRADERESNTZ IP PRLREEE—HT BI5E.
VAT LIEA—Y %R T 51— —hO U EBEIMIC/ERL. RBEIShfz 21— —%8/ES
n=7OtRJ I —TIZBMLET , mac-authentication carry user-ip exclude-ip acl**a<>
FOEFRBAIERDESYTT,

o mac-authentication carry user-ip: TR RAVMEBDRAT0v9 IP PRLURZEEFL.
EIA H—N—TEELT. V199 A1 R EN ) A—LET,

o exclude-ipacl: ACL DIEESNT=RV T =I5 AN A—H—/ 4y hE, MAC 23T
ER)A—LEEAS

ROARVEN Leaf TS RIZHRHLTRITEINET,

#feB0 MT7RLRIZ—HT % acl #ERLET,

acl ipvé basic 2000

rule deny source fe80:0::0:0 16

#

# =259 ) 4B —T A AT mac-authentication carry user-ip I¥UREETLET,

interface gigabitethernet 1/0/1

mac-authentication carry user-ip exclude-ip acl 2000

#

O =

e IHFEM AD-Campus V)a1—I 3> TlE, fe80 TIRES IPv6 JooO—hILTRLRAET4)LAR)

243 %IZ[%. mac-authentication carry user-ip exclude-ip acl**av RBABHETY,

o IVRRAVRI—HF—MNRET497 IP PRLRZFERALTIZ7Z7ERTRBE. —HF—/\4y
FClEEEND IP PRLRIE, 2—HF—DEE®D IP PRLRATIEAGWAIREELHYE T F-ER
(£, IPv4 RATAYITRLAR YNNI —FF Tl A—F—/\rybTlri#Ednd IP 7RLR
(. fe80 THaES IPv6 ')/ O—H)L 7KL X TY , mac-authentication carry user-ip aA<>
FARESNF-ER. THAAR(E, 2—F—DERE®D IP PELATIEAL IP PRLRZERLT,
H—/A\—~D MAC PRURBIEERERBLET , ChITKY, H—N\—Da1—H—IZxLT
Bofz IP PRLREINAURLEZY, IP PRLRE MAC PRLADBEIZEBLEZYLET . Ch
SOREEEERT 121, exclude-ip acl /$5A—4—%FIEFEL T, ACL TIEEEIN=HR Vb T—
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ST AMRDI—H—0 MAC PRURSBIEZZIELET,
IURRAVEDEANZEDIERL TAY

Add #51)v4L., KOy 74 ro21) T By Endpoint Identification Z:&iRLE T,

0 IVRHRAUE ID ITUR)—(E, FEITEMEIEAUR—bTEET, CSTE HITSERENBELR
BIZTDOVWTOAFHALET . TDMDEZXFEIZDULVTIL, Fast online based on MAC address ranges|
#=SHLTZELY,

o IVKRAUKID IUN)—EFHTEMT SIZ(X. Add #4')v4- LT Add Terminal Identity R

—CHHE. IVRERAURIDIEB(OS. TVRRAUMNIAT . BLURUE —)EHRELET,
Add Terminal Identify

f.u Tips

Please select a minimum of one endpoint identification item
(OS, endpoint type, or vendor).

Windows

Endpoint Type
Group:

Vendor:

Auto Open
Accounts :

Description :

o  HEAMBENVFTIUR—FTRIZE U IDAVR—bTUTL— I EFERTEET,
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Batch Import Mute Terminal Endpoint Identification Information

{i;:' Tips

The import file must be in TXT or CSV format. A .csv file must use
commas as column separators.

Make sure no column delimiter exists in any imported fields.
Otherwise, the import will fail.

Click the link to download the import template.

Import File:

Column Delimiter

o BEARTLESBMULEBERIRL, Validate £5vo BRENHYET ., Validate £4)
yHLEWMES . MAC ZRLREEEIL. SR TFLDR—L T BEMNE T T5ETI0 HHR)AMIS
BYEH A

pc

User Group Expiration Date 2 Open Accounts #

Ungrouped 0 By Endpoint Identification

IURRAUMT NAZRMNEDIS T4V I &> TRIADN NI A —SNFET , DRAT LK TURRAY
FDTAVHA—=TYUMEIURRAUE ID TUN)—EBELET . — BT HLONROA--I5E.
AT LIZBENICA—F—DIUMERL., RS- 1—Y—&x 5T 5 tFa T4V IL—
JIZEMLES,

JO—k/N\UKRIoTIVRRAVEREIEA MY
[Z{&RD

loT TURRAVMEREBA L SAVICRDIZIE. A TT10F oy 8 (5 )E ARP/ND RX—E> S
(ZBEEHITET  ARP/ND TR —H AR EINIZAS 30 BRTICF—T 754 T#MIA—L T, TO—F
INUR 10T TURRAVMEFSAUIZEBET, TO—KNAUR loT TURKRAUME 1~2 BDOA 754
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UFyVEIBA U ZAUITRDIZIE, EIA D77+ AR —T Offline Check Period %R M £31Z5%
ETBEITT,

Automation > User > Access Service X—J (2 L. Access Policy Management ') 0%%1)y
HLT Access Policy R—S%BIEET, YRFD T ERRYL—& 0 Edit h5LEE v LET,
Authorization Information 75 AL T7 5t X7R) L —0 Offline Check Period(Hours)#ZE L%,
HER{E X 24 BRI TY

Authorization Information

Access Period : Allocate IP:
Downstream Rate (Kbps) : Upstream Rate (Kbps) :
Priority: Deploy User Group :

Preferred EAP Type:

EAP Auto Negotiate: Maximum Online D
Logon (

Deploy VLAN :

Endpoint Conflict Handling :

Dfﬂine Check Period (Hours) : Authentication Password :

RO 2 DODFHEIE. TA—F/INUR 10T TURRAVMEREICA U SA VIR DOIENTES,
o AR 1NATFAUFVIEIME O BEICERELES . A 7T/ F v IEEMICLT. TURRIY
FIREEN T4V LLTI—DOU T €T BICH UM IREBEHIFTHESITLET,
o  FHE2AITSAUFIVvIHRBDERTEIZE DT, SeerEngine ¥+ /AT ARP AX—E T %%
FEL.ARP RX—ELT LBET DESICTNARTHIZA U F v/ iEE SR E T H2LELHYFE
T COREITEEEFEDNDTA—L/NUR 0T TURKRAUNEEIZH U SA VIR DI=HIZERE
nEy,
a. Automation > Campus Network > Private Network > Layer 2 Network Domain |28}
L. iti5d %05 LE%%5)v4 LT Edit Layer 2 Network Domain R—S#%BAEET,
b. Edit Layer 2 Network Domain R—< M Advanced #7 T, ARP Snooping & On [ZERTE
L.OKZ&JJvILET,
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Advanced

ARP Packet Validity Check @ ARP Snooping
on off on

Allow Layer 2 Application @ ARP Scan and Probe
on off On off

| ND

1Pv6 ND Detection @ 1Pv6 ND Snooping ND Scan and Probe

On Off On off On

| DHCPv6

ARP ZX—E 5 A 3x—T JLLaTURE) =TT A RICBRELET,
#
vsi vsi4d
description SDN VSI 4
gateway vsi-interface 4
statistics enable
arp Snooping enable //2¥ bu—F7—IlX-o TRz~ K.
flooding disable all all-direction
vxlan 4
evpn encapsulation vxlan
mac-advertising disable
arp mac-learning disable
nd mac-learning disable
route-distinguisher auto
vpn-target auto export-extcommunity
vpn-target auto import-extcommunity
dhcp snooping binding record

#

754 0F vV EiEE ARP RX—E V4 % EIZNMA T, mac-authentication offline-detect mac-
address xxxx-xxxx-xxxx timer xxxx check-arp-or-nd-snooping AV FE#FETHRELT. A5
1o F V8L ARP/IND AX—EV T RN E#EE A *—TJLIZL. ARP/ND TUM)—DI—DU5 &
Y30 MELF—TT7IA4TH N A —FT2RENHYET,

ARURREFIRDELSYTY

BAR—EZA T F O ERESRBLET . COHMIE ARP T—2U T 24 LEYBRSTDHEN

HYFF($1:3600 #),
#

mac-authentication offline-detect mac-address 0001-0002-0003 timer 3600 check-arp-
or-nd-snooping

#

BE:

mac-authentication offline-detect mac-address xxxx-xxxx-xxxx timer xxxx check-arp-or-nd-snooping
AR, BRI R RAUPTHRETDIMLENHYET , mac-address F—T—FIF, TURRA U+
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D MAC PRLRZEELET . COATUREREE I A 7510 F oy iR TEHRELIZEE.
ARP AX—E T A TSA 0 F oy BN ATHRL —Lav IR/ TEFF A A 7510 F oy oM
PETTDE FNSTVINEELLBWMES . TURKRAUMIAT7SAUITHYET,
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BB R —Z D HER il
[FLCHIZ

FroNRAVEA—FE, A—)LR—XDERFEHE Y R—FLTWET, AV EI—3E, AT A0 AR
L—2—@O0O—JLIZH->TIERZENY L TET . COEHaVTIE, EICHBERACLET7T)vHIZE
HFEYHERBTIZOVNVTHBALET,

ERXEE
gn—7

SATLTIX. BBEEDEOIZHRALGIT INL—TIZARL—E4—DEY Y TohFEd . FIL—Tno—)L
FEBLT. JIL—TADFARL—2—DIEREFIETEET . 4 DT IHILNT IL—THERICEE
SNTUWET  MEICHLTY IL—TE#ERT BB TEET,

e  System Manager Group: Y AT LEELZEBRT HEREHFOAL—F—DTIL—T,
e  System Viewer Group: VX TLEEEZRTT DIEREF DAL —2—DT IL—T,
e Service Manager Group: RYrT—ITINNARETS—LEERTIEREF OARL—4—D

gn—7,
e  Service Viewer Group: RYRT—ITNARETS—LERTT DEREZF OARL—F—DY
—=,

System > Authority management > Groups R—([ZRBEILE T,

AD-Campus

......

O ==
o FARL—A—IZ&>THEARASNTNSY IL—TILEIBRTEE LA,

o JI—TDEFNILEETEEEA,
o BRICTEET RV IL—TILEBMNTEEE Ao
o HZRXIOLARILDYITIL—TE2ERTEET,
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NIV ADFIRIZEY . K 7T LARILDT IL—TEAR—bTEET,

a—iv

A—LIE, 2 —F—D 21T 5 —EDERZERLET . VAT LATIE, B—)LR—RDHERR H ]
DBERASNTVET, ChickY, a—F—HEROV IL—T B ESh, —F—EROEENE S
[SHYET VAT AIZIET 7AW T—EDOO—/LARAEINTEY . REICRLTO—ILEEET S
EHLTEFET, YR RARYRT VI, EIZROTIHILEO—ILHBEENFET,

Campus System Manager: ¥ /A\XR V) —V1EREEET HEREZHOO—)L,
Campus System Viewer: v /\XxybDJ—1FHERTT DHERZFOO—IL,
Campus Area Manager: $ED ¥ v/ \X3xvhD—VEHREEET HHEREHF>O—IL,
Campus Area Viewer: $FEDFvU/N\RpxybT—VFRERTT DEREZEFO>O—IL,

System > Authority management > Roles XR—J(ZHEILET

Role Name: EPS Information Manager

escription: This role has permissions to manage EPS in

formation

¢+  Full Name + Authentication Method ¢+ Group = Tenant =

Simple Password Authenti... System Ma... System

BE:

o FYUNARIYTA—IUIZIE, TIHILTIEDBR AV F=ZT7T )V DEBRNEFNTULVEL

O WEICIGLTTIUTZEREFHTEMT 2UNENHYET,
o ERICTEETAO—ILITENMTEERE A,
o O—/)LEHIRLI-. HIRLI-O0—/LERCARITRIOO—)LEBINTEET,

o O—LOHIBRICITTIFENDETY . A—ILZHIBRT &, TOO—LZEFEDI—HF—HoERHHI

PRenEY,

FOtRIE

HERIE. VY —REMTORIEB LUV T —E)Y—REEBRLET . HERZEM, R, HIRBLIURRT
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EFT L, VARATAIZIE, TIAISTC—EDERNAEREINTOET . REICIGLTHERZEETHEE
TEFT, TIHIITIE FLWOWA—F—, T IIL—TFIEBEIZIE, TIHILNTEFDERDFIZHS
FTRTOT—H)I—RABBHYET,

AT LIF AERDT—R)Y—ZADERLYR—ILFET, EAL TUVT7IR—T v ®IET 55
BER AV B LUV T7ITVVIEERD )Y —RELTRIRTEE T COERICEI>THIE SN DERIEIF.
ERTHEESN) Y —ADHENETEET,

System > Authority Management > Permissions X— [CBEILE T,

O BE:

o admin ARL—4—[FR—/I—BEETHY. TIAHIITTRTOEREF>TLET,

o HERDEERICHMEEETDHLLETEFEEA

o BRCHEAET ATV ERHFALEMTEEEAs

o THELERFITHIBRT DEBRNHY. T—2ERTTHERNGWES . BERTON-T—4
[FR=DIZRRENFE A,

o VY—RT—AD—EDAHMNT I EAHFAIIEESNTVSEHEE. TOT7 I ERFAITIE, 21— —
MDD T—42%RT. TR, FIFHIBRT I LETEEE A

o ERDHIRICITIENBLETY  ERZHIRT D&, MG T DIRIFERE (I T —2ERS 11—
—hSHIBRENhET,
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BER—ZADOTHERaA,O—)LDER
FHERHAEBMNT S

TYFIR—TXICHBER A DY THERZEBNT S

1. System > Authority Management > Permissions R—J[ZBEIL. Add 2y oL FET , #ER
BEASNL, HERYIL—TELT CAMPUS Z#IRL, JY—RXAA4TELT Isolated Domains &
BRLET (VY—REATET4ILE) T T BIZIE, name F—T—FE AN TEET),

Basic Info

Permission Name: DomainAdmin-B)J

Permission Group: CAMPUS

Resource Type: Isolation Domains

Select Actions

Actions:

Endpoint Motherboard Serial Number Pool

SSID Access Control

2. Select Actions 5l G, Read&write isolation domains(T) 7Y #*—U v Di5E)FE=1E Read
isolation domains(TY7E1—7 DHFE)EERTEET, RIZ, BlyyysLceirmss
Selected YAKZEBMLET,

Resource Type: Isolation Domains

Select Actions

Actions:

Read8write isolation domains

®

Not Found

Select Scope

3. Select Scope 5T, All £#=[& Select ZBIRNLET . COFFaAURTIE, HIELT Select ZfE
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FBLZE79, Select Resources 7y L THIET 20BN AL FIEEL. Select #0)v oL TE
REZETLET,

Select Actions

Actions: Available

Read isolation domains Read&write isolation domains

Select Scope

Select Resource Groups Select Resources

Select Resource Groups

Resource Label IP Address

isolate_domainl 127.00.1

4. OKZEVVUYILET, TUTIR—Tv DY THERD. System > Permissions > Campus >
Isolation Domains IZEBMESNET,

Isolation Domains

TYTRR2—TeDI7T )y S THERDEM

1. System > Authority Management > Permissions XR—J(ZBEIL, Add 29y LET , #ER
BEAAL, #ERTIL—TELT CAMPUS Z2IRL, JY—REALTELT Fabrics :#IRLET .
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Basic Info

Permission Name: DomainAdmin-Fabric(HZ)

Permission Group: CAMPUS

Resource Type: Fabrics

Select Actions

Actions:

O B=E:

3.

Campus & DC AV rA—SDEANBASNTNDIGE. 2 DD IT7 Iy IEREFERTEET,
Aa—THER® 1 DI, Campus DI7 Ty HERTI,

Select Actions 5T, Read&Write Fabrics(T) 7 I#—2vDi5E)F-I& Read fabrics(T!)
7E21—7 0B ERRTEET, &K= By us L GRRAEE Selected YRMIBMLET .

Select Actions

Actions: Available Selected

Read fabrics Read&uwrite fabrics

Select Scope AT LT, All £=I& Select ZFBIRLET . CORFAUMTIE, HlELT Select &
fERALTLVET, Select Resources #7)v L TxEd 57771y I%EIEEL. Select &)y
LTGEREETLEYS,
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4. OKZEVVUYYILET, TUTIR—Tv DY THERD. System > Permissions > Campus >
Fabrics [CIEBMIENET,

NAZTA XENT-1ZEIDIENN

1. System > Authority Management > Role R—Y(ZFES—RLET, Add #50)voL., A—)L
£ZEABLET, Select #7 v I LT, HERDERR—CEFAESFET (BHOERIITHH L5
Bl ERBEANTEEY),

FAdd a permissionl]IZEBMLI=7 V2RI DLHIEASL. Search 0y ILET , 7UEREF
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AR %ERL, OK #9)yIL T Select R—IZRYFET,

2. OK#HYUvILT.TU7E—)LDEMETTLET  BMSfzO0—/LI&. System > Authority
Management > Roles TRRTEEY,

ARBARARX L= IL—T%&EBMNT 5

1. System > Authority Management > Groups XR—YIZFES —bLET , Add #HUvHILT. &
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W—T & BF A, BIERGEEREADLET,

2. [Add a customized role] TiBMILIzA—)L&TI4)LED Campus Area Manager A—)L% &R
LET(BEEENF YU NRARYNT = DD ERES 12— LI ELHERERF - TINSIEEHE
BRI B=8),

3. OK#EVYYILT. VIL—TDEMETETLET . BMEIhi=S IL—T &, System > Authority
Management > Groups CTRRC=%9,

Basic Info

Group Name: DomainAdmin-HZ

Description:

Contact Info:

User List Role| List Permission List

Role Name
DomainAdmin-HZ

Geographic Area Management Role Manage Geographic Area

EBEFZFEMT S

1. System > Operator Management > Operators XR—J[ZBEL, Add #9UvILET,
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)

System

» Operator Management

Olperators Add Delete Configure Roles Change Group Refresh

Operator Name = Full Name = Authentication Method ¢ Group ¢ Tenant =

Simple Password Authenti... System Manager... System
Tenants

¢) Permission Management -

2. HRAIARLIZT W—T%EBMT 2ARXL—42—&%F A AL, Tenant YRS System %R

L. Group YRrMS[Add a customized group] CEEMENFzHRET A XENT=F IL—T%EERL
F9, FAE AR ELT imple Password Authentication #2IRL., O 1/ \RAT—KEANALE
TEEESOEHITTEFELTZEL),

3. OK#JJYILT. ARL—4—DEMEETLET,

EREF AN EHDIERE

FAdd an operator] CiBMIESNfzARL—4—%FAL T bO—FBFER—JIOJ 1L, ARL—4
—ICERESNTIERIHINEINEHERLET,
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AD-Campus

O ==
T7ITVIIEDBER A DNZINA VR LT, 77700 IS T 2R BE A DB A IZHERZEBMNT S
WENHYET , ZNLUNDIFE . BET IR—VERTINFEA,

—

™ N — » O
TINARTVIR—T 42D T2
Guide > Campus Wizard > Device Onboarding Plan X—(Z#8LE T,

FINARFUR—T 4G TSUREIERTER 777U o, Falsnt=-07I)voEI+TY, st
FTBHFRLRT—ILERE. A—IILTUTL— i EERRTEE T, D T7T )y BT 21E#HREERL
TRRTDEITTEFEA,

T N\RARRAOD

Monitor > Topology > Campus Topology X—IZ#EILET,

HTENI=T7 T vI DMRASBEOT A REHIZHERRTEET, O T7T Uy OMROSE
BERRTEEL A,
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AD-Campus

Monitor
, Topology
Campus Topology
1\ Alarm

Monitor option

2799
Automation > Campus Network > Fabrics X—J(ZHEILET,

HASNIT7 Iy ORBRE T ERTESUEETEET . 0777y O RIER R TEEY

MIBTINA R

Automation > Campus Network > Devices > Physical Devices R—|Z#EILE T,

TINARERRTBIVERTELDIE, FFAISNF=T7T VIR T DT7T Vv IDTINA R
BFHRIIRRTEFE A,
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AD-Campus

Automation

% Campus Network

Devices

‘Search

System Name - Device Cat. Fabric Device Role Online State Management State

e 06 0o 0o o

DEERALY
Automation > Campus Network > Isolation Domain > Isolation Domain R—|ZFEILE T,
TRTCDDEEAAERTTEET,

VXLAN Range Policy Mode DHCPVA4 Server DHCPVS Server AAA Server

IP Based

P Based

Edit Isolation Domain

Policy Mode Actions

D RBERAAUIZNAVREINTNST 7TV IIERRTEEE Ao
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Policy Mode Actions

NHEIR

—BD/INTVYI))—RIF ARL—E—DIT)THERERE Y R—FLTWERA TRTOIYTT
F—UXIZEL VY —RERTI DERDALHY . )/ —REH/ET DEREIHYFELR A TATOR
KEREL DATLEBEEMIODENHYFET  EICRDAR—UHEFKLES

Automation > Campus Network > Device Groups > General Device Groups X—(Z#5 &)
L. R—=C DA LEIZ#HS Policy Templates ')y LET,

Template Type

111111

Automation > Campus Network > Parameters T, DHCP, AAA, Parameter. £ & UZ Dfth
DEZTNIZFIEALET,

DHCP

ement irst IPv4 Ad ond IPv4 irst IPV6 Ad. econd IPv Vendor Available

Automation > Campus Network > Network Strategy T. Group Policies, Service

Chains, Policy Template. & U Time Ranges [Z7VtXLE T,
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Group Policies

Access Policies

Automation > Campus Network > Device Groups T. Device Replacement, IP Address
Pools, VNID Pools.  &UZ DD /NFGA—E—IZ7 A LET,

Switch Devices

Add mpor  Refresh

System Name - Device Cat. Fabric VTEP IP Online State Management State Data Synch... Actions

209



FAN—EXDEERE

AL MAC R—HINA—HF—TEHYET Y AMINEO —B1—F —ThHY. 7O ERIEILHIRS
NTOWET, —BFL—F—(Z[ETHhO ULV =8, Page Push Policy & &1 BYOD Pages Z##&RX
LT AMEREZREL . T AN EBRBEETIRE T ILEAHYFET YAMNE BHRERETEELTEH
MIZBEEL. Y RATLICOST (U TEET,

AT LT FANMIRLTRD T v a FRE I R—ALET,

PC: T74ILhMD WEB B4 4 (PC). QRA—R D&k EEEEE(PC). SMS Ayt—C D ESEEERE
(PC),

PHONE: F7+/LtD WEB RS 1 (EB5E). QR A—F D& R EREI(EEE). SMS Ayt—U D&
B EFREE(BER).

SMS BBIIR—STA—H—DFRIZHF N T TLTLSIHEIL, SMS EF LFE(X SMS ' —k5
IMDREETTTILENHYFET, ANNIBER—U T S RMIESEEESEANL,
SMS ETLENLTART—FZEWMBLTTAVUIERE. AT AULET,
QRa—FARZFEATSE FRPA—H—[E Web R—CTQRI—FERTTEXY, BEEL
QR O—KRERFvoL, A—H—%FRKEBT 5D URL 2BEFET, 21— —Ik. THIUIE
BICHEMEZ. BEEOJTAUTEET,

QRIO—FRFYUAREEATHEHEE. EEEFIHHESDT 10T 520D QRI—FEER
EIHIEEEBHKRLET . —F—F. YA RYRT—9)Y—RIZF7 IR T 5F-HIZQRI—
FERF YU T DRENHYET .
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Page Push Policy Custom Portal Page BYOD Pages

Basic Info

Policy Name:

Authentication Metho
d:

Default Authentication
Page:

PC - Default WEB Login(PC)
Description:

Page Push Subpolicy List

RNDIETIE. PC - Default Web Login(PC)A X% #rLE T . 7 A+ I Guest Auto-Registration &
FERALTEEINET, 2FY. EBENFETRRLLG(TH, BAEHFRERICSANMIBEIMICALSA
JNITRYET,

» et =1L =
TANEEDEE
FRANIR—D Vv DERTE
Automation > User > Guest User R—(Z#E)L. Guest Manager 2#7% %)% LT Guest

Manager R—J#REFET,

1. Add Z9)vILT T AN R—DXZBMNT 5= DR—IZFFREFET , Select Access User &
2)w9LT, Select Access User R—UEHEE T, TN TOT7 VR 1I—HF—FHRERRTE
F9, Select Access User 27y LT RN R =¥ ELT7 UV ERA—F—%BIRLET,
1DDTAMI L DDT AR A=A DB ETY , TIHILEDT ANIR—DYERET HED
TEFET,
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t Full N; User Gi Guest M ‘Guest Maxi:
7 e i e M e E San Approvat Notication via SMS Send Aprovat Noticaionvia s

TR —%ERLTOK 20T HE TR R—DrEBMT 2R—JICRVET,
Confirm &491)v995&. Guest Manager R—UIZRYET , BlShz7I2R1—H—H
Access User List [CRRSNFET , TI4I/LETIE, Default Guest Manager 5l(& No T, No
% Yes [TYIWBEZDE RO ISNT IV ERL—HF—ETIHIMN AT R—D v —ELTERET S
ZEMTEET,
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Select Access User

s User List

Account Name = User Group

Ungrouped
Ungr
Ungr
Ungr

Ungr

AN —EXEERT S

FAMF—ERZBMT BHN, LAY 2 RINT—IR A 2FXa YT IL—T  TORIRI O —,
BEUOT AN —ERICHIET T VR Y —ERZERTIVENHYET , HEDFEMICDOLTIE,
[Create a Layer 2 network domainJ. [Configure a security groupJ. [Configure access policies]. #
& U Configure access services]#S B LTS, fz& A L. Guest Security Group Z5%EL . xt
63 270 RRL—ERELTHS, Guest Security Group [ZEHE 1+ Guest Access
Service &R ELET,

FAMF—E RERET BIZIF. ROFIRERFLET .

1. Automation > User > Guest User > Guest Policy > Service R—IZ#EIL, Add #9')vH
LFEY,
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2. Service R—UT1DLUEDBEET VA Y —EREERLET, Confirm 0y ILTT I+
AY—ERDEBIERDR—CFREET, Cancel #4')vYLT Service R—YICRYET . T
THILEDHT R —E R ZEYE 2 B5I1Z1E. Default Guest Service 5T Yes £fz[& No =51
YLET  FAM—ERYRNMITIAISD T RN —EZRDNBETHHEISEREL TS,

FRANRY S —DBE

Automation > User > Guest User > Guest Policy > Guest Policy R—1Z#8L %3,

1. FTI#IETIH ROBITRY SIS VAT LITIETIHILEDFRANR) =D HYET,

2. Rys—xrETszx BEs)vILET,

Guest auto-registration & Enable IZERELFET , COFREICKY, T AL —HF—(FBR1E %
DETRICEBBMICA U SAUITHYET , COMEEZENICLIZEE. T A1 —F—E7RAMT
PN DEBRICDAHAFFAUITRYET,

Guest Auto-Registration % Enable [ZERFELT-#&. Apply to QR Code Registration and
Authentication Users #7733 % #IRLET , ZDIHE. [Configure page push policy] T QR
Code Registration and Authentication N EINTLSE, S AMNEEEDARIZLIZQRO
—RERF YT BHIETT AT —AEBNICEHZINET,
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All Guests Guest Manager Guest Manager Group Guest Policy

Guest Policy Service Service Parameters Preview

Basic Information

Policy Name:

Description:

Guest Parameters Settings

Guest Auto-Registration: ® Enable Disable # Apply to QR Code Registration and Authentication Users

Send Guest Password by : ¥ SMS Message ¥ Email

Display QR code after guest preregis ® Yes No @
tration:

Validate Guest at:

FTEMNTET LD, OK 27y oLET,
F AR —E RANSGA—F—DETE

Automation > User > Guest User > Guest Policy > Service Parameter Settings X—(ZHEIL

i‘g_o

TIHIWEDINGA—E—%FRTEH . BEIZHU TR EEEECEFT  RENTETITHE F R
—H—ZRALTHUTAVITTHIEMNTEET , FREDFMIZDOULTIL, [Guest online]#S L TL

&Y,
R—C Ty RS — DR
/7 V) /:L S ) P axX JE
1. Automation > User > Access Service > Page Push Policy R—J[ZBEILE T,

2. Add #9UyHILT, Ty aRs—%BMT 2R—CFFREFT,
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o Authentication Method T BYOD %:&iRLEY .

o Default Authentication X—</ (X Default WEB Login(PC)T9 , »ZEIZIGC TR AES

BETEET
BEH.OK £V v ILTREERELES HLL TV aR) o —E R=Y DT v aRys—
JARTRFTEFET,

TRANT R
A—Y—FEREEF MY

1. BEETNARR—FHUP [24DHE MAC TRLRBIED N A —3NET ¥ ANMIELZ T HO U+
EERALTHUSAUIZBYET , AT Byodanonymous ZhOUhEERLTAUSA UIZH
YEJ, Monitor > Monitor List > User > Online Users R—J(ZBELET . IP PRLRIL.
BYOD ¥ T4V IL—TDRINT—01T AN LEIGENFET,

3y Device

Send Message Kick Out Clear Online Info Custom Page Batch Export v Refresh

AccountName | inName s  User Name + Service Name ¢  Login Time + Online Duration ¢ Device IP =

User IP Address Security Status

000c29b30af0 e 2022-05-19 16:48:57  4Sec 130.1.03

2. OFATURTWeb R—SHERENVE#.111LBED IP PRLAMEED URLDEAALET,

New Tab x |+

C o 11141

BEED Web R—

1. TIHIWEDR—P Ty 2R —I& Default WEB page T4, DFY., 1—HF—DavE1—4
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[XBEBIZRD BYOD TIA4IMR—IIZOw o TLET,

:http://100.1.0.100:30004/byod/view/byod/byodLogin.html,

@ BYOD X +

& C @ Not secure | 100.1.0.100:30004/byod/view/byod/byodLogin.html

Welcome, Please Log
In

Account Name
Password

Log In
[Guest Preregistration]

Guest Preregistration 71y L TROR—I%EFE, Account Name, Identity Number,
Verify Code, XU Guest Manager 72E  *EID LN = ibZBI4—ILRIZAALES, OK &5
YOLTHERZEHRETTLET,

TR—Tv(E, LHICRE SN T IHIEDIR—Dr TY  MESNTULVEWMES  /ART—F
'i%:/@la(:*;)\?hfj_o BMEDNRT—FERET H_ELTEFET,

* A Notsecure | 100.1.0.100 t regist terht 1 acAdd ) - & O

BRICHINT 5L, BHREROBBMNRTEINET, Login 0y ILTEEDT 1L, Return
Z7')yILTBYOD O A UR—VIZBELES  BREADTHIUEE/NRT—F
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(guest2/123456)F AALTRY A LET,

The guest has been pre-registered successfully.

Account Name guest2
Endpoint Type PC
Vendor Unknown
OS Windows
MAC Address 00:55:00:00:00:01
Guest "guest2” successfully added.There is no valid mobile phone number to
receive SMS messages.Account start time:2021-06-21 14:53; end time:2021-06-23
14:53; guest manager: teacherl(teacherl).
Tap the link to get the current endpoint authenticated for network access.

Login Return

& BYOD x +
< C @ Not secure | 100.1.0.100: 4 /byod/view/byod/byodResulthti %

Endpoint Type: PC
Vendor: Unknown
Os: Windows

MAC Address:  00:55:00:00:00:01

Log Out

Monitor > Monitor List > User > Online Users IZ8EILE T, guest2 N5 AhtFX1)T445 )L
—7DIP FRLRZEEICIRGLI-CLEHRTEET,

Automation > User > Guest User > All Guests R—IZFES—LET , BERLI-T A b1—
P—NRRINET, THAVUNEED)VIL T BRFT AN L——DFHlERTLET,

acd || Butch Germrein

e
PR ; MetyPord  Modyinlomsior  Gamesinie  Send P by SHS SendPaswond byt 2oV
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QR O—RFZ&EX525E

1.

[Configure page push policyl D X— 7 w2 27R1)—T PC-Default PC QR code
authentication ##iR9 5L, BEIHIZ QR A—FR—UARRTINET,

Basic Info

Policy Name: pagepost

Authentication
Method :

Default Authentication
Page:

Description :

Default Guest Policy #Z %L . Guest Auto-Registration % prohibited ICEELET, ¥R+
PATAUNTTEBIZE, TR A= IR R —D XIS Lo TRBSNDDLENHYES
All Guests Guest Manager Guest Manager Group Guest Policy

Guest Policy Service Service Parameters Preview

Basic Information

Policy Name: Default Guest Policy

Description:

Guest Parameters Settinas

Guest Auto-Registration : Enable @ prohibited

Send Guest Password by: # SMS Message # Email

Display QR code after guest ® Yes No @
preregistration :

Scan QR Code for Guest Auto- Enable @ Disable
Registration :

9547k PC DEREER—IA UP [24Y, BYOD X2 )T4F IL—TFIZA2t=6. 954 Tk
PC @ Google Chrome THEE® IP PELAZAALET, QRA—FRDR—DIERD KSIZFAEFE
ERS

219



€« C @ Not secure | 100.1.0.100:

Please scan the QR code to access the
URL to approve registration of guests.
Make sure you have guest manager
privileges.

TRANEBEZ, ZOTANPC LD QR I—REEH THRAMSIEMNTEET, Continue £9')
vIL T, AT A UR—JIZFIALET,
BERBENIFAT UL RLRAYN T —IICEGESNTOENSES I EFEEICR RSN TS
URL Z/\VaVIZAATHE ROBEEMARREINET DT, Guest Manager 7AV b+
(g01/123456)TOS 1V LET,

Guest Manager Self-Service Center

Login

‘ teacherl

ATAV% . ROR—=OHHEET , RISRTTHIUMNE FANMIFESN T HOURTT <
=L To Approve 7L TERBER—SEREET,
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Guest Approval

21062115
03447491 To Approvg

6. Pass 9y ILTHTRNTHOUNEZRFELET, R, RER—URZFHRIIOR—IZEDHY
EX I

7. #120~30 MEIC. SAMIBEEMICAT AU TEET BRI ILIZZ AMERIE. EIA THRR
TEZE 9, Automation > User > Guest Management > All Guests IZ#8LE 3, 2 —H—H
FANT I RRTIN—TIZATAUL TRANT IR T I—T D IP 2T AUEMS IP TRLRZEG
LTWWBIENHMET,

Al BuwhGemew  Bauhlmpen  Gachrpn  Bach Madly ch by Suies ReaPmaed  Conded Sed Paenordby SMS Prie

AccountName Guest Namse Start Time End Time Guest Group.

a— Ayt —T 5 eFRELE

1. [Configure page push policy]X—< T PC - SMS Message Registration and Authentication
ZEIRTHE. A—H—D PC(ETIAIED SMSR—UICHERICO YO TLET,

Basic Info

Policy Name: policypost

Authentication
Method :

Default Authentication
Page:

Description :

2. OS5AF72kPCREBEFR—FA UP [ZHY . BYOD 791X IL—TIZA2=5. 954 TR PC D
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Google Chrome TEE® IP 7PRLRZAALT, RO LIITR—DFANILET,

SMS ET LF X SMS ¥— O/ A FERFRELIGE X, EFEENESEANL. /SRT—F
#WBLTOT (o TEET,

Welcome, Please Log
In

HE

QR O—F#ZHAHW-TOT 1Y

EBEISRAMNATAIVAD QRI—FEBRFEL. 11— —I1Z QROA—KFRERFvU T BT TRYNI—
124 L FRR A= =D RYRT—91) ) —RIZT VLA TEET,

1. HFRARIR—T (&, EIA H—/3—http://100.1.0.100:9066/ssvui/login.html @ IP 7KL RZT 59
HIZAHALT. Self-Service Center R—2(zAS AV LET S AN R—S D 1—HF—£& &/

RI)—RZ#AHALET, Login #0vILET,

Welcome to the Self-Service
Center

teachert
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Self-Service Center [CA% 1> L1=%. Guest Management > All guests Z&IRLET ., SR+
FERATRTINET,

Start Time:

Add 9y THRAMEBINT Bh, F AR RRTY RAERRL, F %4990 T Max.
Concurrent Logins #ZBLFET , ERDFEICIGLT.QRI—FDRF YU &HFA[§H51—Y
—HEHRTELFEY , RKMEF 999 TY,

Modify Guest Information - 2106211503447491

Max. Concurrent Logins % ELT=5. I’_‘i7'J‘y7L’C QRIO—KR—UZERAEFET, 21— —I&
QRIO—FE#AFXvULTERIZOT AU TEET,

EndTme ©  GuentGroup ©  ModiyPosmword  Modfylnformaion  ChangeService

WeChat ZEALTY AMD QR A—FZ XXy LTATAVEETT5BA. BYOD £Xal)T+a
TJIW—TFELRABNHNE R YT =D G TELRWMGEE X, ROFIEEETLET .

FZADEHEZENNERYET—IIZEHFSN TLVSI5E (X, WeChat Z2FHL T, ¥4+—2¥IC
Lo TEMENT=QRIA—FZXAF vy L. QRI—FKA®D URL ZBBLET,
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® Not secure | 100.1.0.100:9066/ssvui/selfservice/guest/showDRCode.html

‘7 AN D AR

[Configure a guest policy] T Guest Auto-Registration /' Disable IZERESN TL\I5E . AN
FRARIR—D¥[CEoTRRBEINDVENHYFET T AMIFRRICAKX T A L—H —ITEHTEMN
TEFEY,

1.

AR R2—T(F, EIA H—/3—http://100.1.0.100:9066/ssvui/login.html @ IP 7KL RZT 59
HIZASALT, Self-Service Center R—JIZAT AV LET RN R—D ¥ D 1—H—F &/S
RAI)—R&#AHALET, Login #0)vILET,

Guest Management > All Preregistered Guests [CBEIL T, RRFLOTRTOY R+1—
Sy ERELET, RBOLHIC 05 uoLET,

[——

ABTIE.TRNDT U ERA—F—2EETEFE T, [Configure a guest service| TR ST
RTCOT VARG —ERN—ERRINET, KEBZE/\XTBIZIL. Approve 209 ILFET,
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© User information

Reglster

identity Number
Modi
Telephors
o seif-service Lobby

o Guest Management ~

@ Endpoint Management

on Comment

Approve  ApprovesndPrint  Reject  Cancel

A2 . Automation > User > Guest Management > All Guests R—I T, AEBSh =4 A+
1—H—ZRRTEFY,

s e S
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IURRAVNE) =TT NARABDE]

AR TE

ht

B D

J—DAB—DzAR(F. TIECRTNARICMATIVRRA VM EEEHGTHIEELETE, TURKRS
UME ) =DAU =DM RICEEER T A EICE2TAUSA VTR B RSIZEIHINET,

ABR—DTARTIL—TAD AN —DIEN

1.

2.

3.

Automation > Campus Network > Device Groups > General Device Groups R—Y(Z#5E)
L. User Direct Access Interface Group for Leafs @ Actions 15 LE%5)v5LET,

Netwe

Q va

Group Member Group Policy Description Actions

Member #7%%51)yoL. Add 29I T AVEA—TTA REEBMTE-ODR—SHFFHEE
T =TT NARADIVRIRA VMR SN TR 3—TT A RAZEIRLET , Add £9')v5
LTAUA—DA REYAMIEBL, RIZTRTKSIZOK #HVvILET,

Edit General Policy Group

Description

Member

Add Delete

Interface Name Belong to Device Actions

No Data

OK &y LT. BMERETLET,
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AB—DARTI—TEBRRI)—%BET S

1. Automation > Campus Network > Devices > General Device Group XR—I(ZFEIL . Add
£l TEF2YT4T L —FEBINT Bh . Actions h5 LEZES) v LES, Policy 47%
909U, TIV—TR)S—ITBMT BF=OIZRIIZEE LIz AR LR —E—FEERLET,
EREOKRITIEL T, 802.1X BT I —hEE MAC R—2LEREE TV TL—hEEELE
ED

2. 2D2MFEDIE 1 DFEITEBBRLET . ARRXNTSVTARELT. MBS E—T(RLET
802.1X FBEEE MAC R—4JLEBEED M A Z R E LIE LV TEELY,

Edit General Policy Group

Add

Name Template Type @ Scope Actions

’Imerface—h‘lAC MAC/MAC Portal Authentication Interface Level

Showing 1- 1 of 1 entries. Page 1 of 1

3. RO&IITI—TTNARIZEEERFALET,

EEROKRICEDINT, 802.1X B5FF1=1& MAC/MAC R—4 )L B EZBHELET . 2 DD

AEAEDDS 1 DT EIEELEY - MAC/MAC R—2ILEREEHIICHEITES
IEEEGESNT Leaf TNSADAEA—TIAR,

#

interface Ten-GigabitEthernet 0/0/2
port link-mode bridge

port link-type trunk

port trunk permit vlan 1

mac-based ac

mac-authentication

mac-authentication domain hzl
mac-authentication parallel-with-dotlx

mac-authentication critical vsi vsil67 url-user-logoff

4. BREMNFTETTEE =TT NARIERSNTNDIURRAUMERIRETEEY
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fail-permit RF—LZHRET S

fail-permit ¥ — AT EIZ, EIA —/R—([CEENFEEL, 12— R EIA —N\—IZHEHKTER
WMEEIZ, a——DIEEDEX1TATIL—TRADNY—RIZT VLA TESLLSIZTS=HICFEHS
hFEFT HEDEF)TATIIL—TIL, fail-permit X2 FT45 IL—TFTT,

Fail-Permit H—E R B FE 35BS . Fail-Permit —E X AIZ DHCP H—/\—% R ETILEHLH
V. Fail-Permit 1T 45 IL—T 25T 25T Ry bkH Fail-Permit DHCP H—/\—|ZF{EEhE
9, H3C DHCP H—/\—F = [EH—F/S—F4—® DHCP 4 —/N\—%#EHRTEET,

TAAET A TF—2a0)a—2aviE B4 F3v9 AC BEFA—F— Kk BEFRI &R 4Ty AC 82

SEA—H— A E R L ET,

o EIMAC I A—H—%BEFAL D BER AU 1 DOXBEFRI X ) T4 IL—T DHEYR
—rLFET, BHBZTFAR— RN T—HD 21— —I%. ACEBEET X)) T4 I —T%&E
mbi—‘;-o

o EFRMYAC BRI A—Y—KBEF A EHM AC 1 —H —RBREFAI L. 8#89 AC SRS ——RDFHL
WERBEFRIEE TS . KT TAR—F b T =&, KBEFRAI X 2T L—T TSN E
T 1—HF—D IP PRLRIE, a—F =D KRKEFAI LX) T4 L —TITEYETONTHLERS
NFEBA VATLIE, A—F %3R5 T 588 AC HBTHTS5AR—bRybT—JIZE DL
T A— Y —ORKREFA X2 )T4TI—TERELET,

O BE:

e fail-permit [ZIE. £ 4 F3v4 AC FBEL1—H —fail-permit EX 2T 1v%9 AC FRBEE1—H —fail-
permit D 2 DDE—FHAHYET,

o NEERAUIE. B AC A—H—(CRLT 1 DOKBHFA X )T IN—TDHEYR—LLE
T EBRDORBEAN DN EET DIEE . ERA VKRB A X ) T4 I —TEERT 5H.
BCARBEFRI LX) TaU IV —TEFERTDLIRASVEERTEET,

o RATA4YY AC A—H—DRBEFAITIE, BT FAR—bRYbT VIR BEFAI X)) T1T IL—
THBETY,

o A—HF—DTSAR—rRYLT—H T fail-permit X1 T4 IL—TE2RETIVENHYET,
vpn-default T fail-permit ¥ T4 I —TEEETHILIETTEFEFE As

e AD-Campus 6.0 V!)2— 3> Tl&, fail-permit DHCP H—/N\—%{E T 2LENHYET,

e fail-permit DHCP H—/3\—& EIA ¥—/\—_ BYOD DHCP H#—/\—_ $ &KUY —E X DHCP H—
N—IF, BIDY—N—IBE T DBENHYET ., fail-permit DHCP H—/\—ET /A AW HEE
SN TSI L MERLTIZELY,

EAD 2 HLEWNMES X, RRNTS59T 4 XELT Enable the policy server Z#IRLALN TS
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WERTLIETIHILVNTIDA T avE&IRLET), Z5LE0E, RBEFaIRREA 3 /\—rE—
FEIRZ B A=, iINode V54T UbDAUTA 802.1X A—HF —(FBEBMICA IS/ UITHYFE
T, I\SA—A—%ERTF T BHIZIL. Automation > User Service > Access Parameters > Policy
Server Parameter Settings R—IZ8ELFET,

fail-permitL 4 Y241 YLD —OR AL ERT 5

Automation > Campus Network > Private Network > Layer 2 Network Domain XR—J[ZFEL
9, Add £5")v4-L T Add Layer 2 Network Domain XR—CZBE . KD K32/ A—E2—%KRTE
LET.

e Isolation domain: HNBER A/ ERIRLET,

Private Network: 54 _A—k3xybT—o%FIRLFET , vpn-default [ZFIRLGELTZSLY,
e Type: Critical Z®{RLFET,
e IPv4 Address Allocation: Dynamic #ZiRLEY,

e  DHCPv4 Server: fail-permit ® DHCP H—/N\—%RBiIRLET . EBEDOBEICSHE T/N54A—4
—ZF/RELTLIZELY,

e |Pv4 Address Lease Duration: T74JILEEREIX 10 9 TY , TIAHIMEEEERTHE5H
BHLET,

Add Layer 2 Network Domain

Name

CriticalDomain

Type
Critical

VXLANID @

VSI MAC
0000-0000-0001

1Pv4 Address Lease Duration
0 Day

Subnets

IP Version Gateway IP Secondary Actions

No Data

O =

DEERACUIE, 1 DDOKRBEFRIL AV 2 RYNT— IR A2 EHR— L ET  RBEFRIL AV 2 =
/Fq_bF}4J[i 9 ’H'\ J7 AC [Z1[%Y n :L_-U-_[- Fﬁf%iﬁ'o ZgT’f J7 AC s nJ.—t:L_-U- 0)9&
BEFRITIE KEBEFRIL AV 2 Ry D —IR A VZERT DR EIFHYFEE A,
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=D TNARIZKREEERLET,

#)—DTINARD VS| A2 8—T 14 XD DHCP H—/\—IP 7KL R% . kBEFaH—/\—D IP 7KL
AELTEHRELET,

interface Vsi-interface?

description SDN VSI Interface 7

ip binding vpn-instance vpnl

ip address 52.0.0.1 255.255.0.0

mac-address 0000-0000-0001

local-proxy-arp enable

arp scan keepalive enable

arp fib-miss drop

dhcp select relay proxy

dhcp relay information circuit-id vxlan-port

dhcp relay information enable

dhcp relay server-address 8.0.0.171 / /fail-permitDHCP #— N—Z4FE L £ 7,
dhcp relay source-address interface Vsi-interface4094
dhcp relay request-from-tunnel discard

ipv6 nd scan keepalive enable

ipv6 nd fib-miss drop

distributed-gateway local

#

fail-permitz¥ )74 IL—T%#ERT %

Automation > Campus Network > Security Group > User Security Group X—JIZBELET,
Add Z5)vHL T, EX T4 IW—TEEBMTB=HDR—CFFEEFET,

e  Private Network: 754/ R—kRyhD—0%FRLET, B8 AC BIEXKRHFADIZE. 1 DD
TSAR— RN T—H%BIRLET , 8300 AC SRR BEHF AT DB A | RBEHRIZNELTHET
FAR—LRYRT—=DI1Z1E KBREHFAEX )T V=T BB ETT,

e  Type: Critical ZZ#{RLFET,

e Isolation Domain: HBERASVHBIRLET . ERDRBER A ONEE T HEE . EROHBER
AMUEERTEET,

e Layer 2 Network Domain: 51 7+3v% AC SZRAEAMEFRAIDIZE S . BIMSNIzKBEFAIL AV 2
FIRT =R A EBIRLET A2 74990 AC FRAERBEFRIDIZE . LAYV 2 RyRT—IR AL
VERETILEFIHYER A

ROBRIE, FA4F3v9 AC BBEEDREFAZRLTVEY,
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Add Security Group

Name Private Network
CriticalGroup Teach

Type on Domains

Critical - isolate_domain1
Layer 2 Network Domain Information

Add

Layer 2 Network Domain Isolation Domain VXLAN ID IPv4 Address Allocation IPv6 Address Allocation Actions
No Data

Showing 0 entries.

Security Group

User Security Group

Add Security Group Name

+ Name Type Private Network VLAN ID/SGT

BYOD_SecurityGroup BYOD 4090
CriticalGroup Critical Teach 3503

FinanceGroup Normal business 3502

#IAHOOET A T—LaV R EERRALES .
microsegment 3503 name SDN_EPG 3503

member ipv4 52.0.0.0 255.0.0.0 vpn-instance Teach

#

#Deploy the mapping between fail-permit and VXLAN.

radius scheme hzl

primary authentication 100.1.0.100 vpn-instance vpn-default
primary accounting 100.1.0.100 vpn-instance vpn-default
accounting-on enable send 255 interval 15

key authentication cipher $c$3S$FXUDf5A1SBDyvwfeTdd0OgCAAG2zCQQOxibQ==
key accounting cipher $c$3$4E53VM7criBNRPyjrfoHpsHIO5Va2gyDxA==
timer realtime-accounting 15

user-name-format without-domain

vpn-instance vpn-default

attribute translate

stop-accounting-packet send-force

attribute convert H3c-User-Group to H3C-Microsegment-Id received
microsegment 3502 associate vsi vsié

microsegment 3503 associate vsi vsi7

microsegment 3504 associate vsi vsi3

microsegment 3505 associate vsi vsi3

microsegment 4090 associate vsi vsib
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RDOBEAE RZT149%7 AC RREIDERBEFAIERLTVET,
297_'4“/7 AC nnunIEgiH&ntF_.”i ZQT‘f J7 ACI(Z J:O—Cnu.. nIEé;h'T':L -U:_[- Fﬁéhi?o

AET499 AC BEEHEATHETFAR— b RyrT—IIZ) LT REEFAI X2 T4V —T %
ETIRENHYET . RKBHEFAI X2 T4 IV —TEHRETHEE. LAV 2 RN T—IRA( V%
BETHIVERIHYFEA,

VXLAN ID IPv4 Address Allocation IPv6 Address Allocation

No Data

REMNTTIHE A IO—SEIMIAET A T—LaVREERTLET .
#
microsegment 3508 name SDN EPG 3508

#

)= )94 3—T A X[ fail-permitz %
ELFET,

Automation > Campus Network > Devices > General Device Group > Policy Template X—
TR —TFTUTL—rERELET ROBETIE AV F—TARKR)—FUTL—bDEREIZDLT
FREALET .

802.IX BREFAHD A Z—D A AR —T2TL—b

Enable The Escape Function T Yes #:ZiRLZET,

232



MAC iR DA A—Jx A AR —FT o TL—hk

Enable The Escape Function T Yes #:&iRLEY,

emplates

Edit Interface Policy Template

)—DE 9 ) oA B—DARTIL—T~DR)o—FT
L—rD ER

CETOIETIE, 802.1X FREEH KU MAC SREEDKEREFRI DR EICDLWTERBALEL= B EIZIEL
T.802.1X BEFFE =1L MAC REID KA ZHRELET . ZOHITIEX, MAC ZBEERY > —FoTL—
Nl )—DH )4 B8—DA R T IL—TIZBRLET,

Edit General Policy Group

Name

Group Type

Policy

Add

Name Template Type @ Scope Actions

’Inlerfa‘:eMAC MAC/MAC Portal Authentication Interface Level

Showing 1 -1 of 1 entries. Page 1 of 1 > 15/page ~

e  AVMA—SJITLOTI—ITNARIZBFEN DT UK.
# fail-permit T ITL— R EERRALET,
aaa critical-profile SDN GLOBAL CRITICAL PROFILE
default critical-microsegment 3503 vsi vsi7 //Dynamic AC fail-permit.

if-match vpn-instance vpna critical-microsegment 3503 //Static AC fail-permit. This
configuration is only issued on the private network of a Layer 2 network domain configured with static access.

if-match vpn-instance vpnb critical-microsegment 3508
#
# Deploy configuration to the downlink interface on the leaf device.
interface Bridge-Aggregationl024

port link-type trunk

port trunk permit vlan 1 101 to 3000 4093 to 4094
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link-aggregation mode dynamic

stp tc-restriction

mac-based ac

mac-authentication

mac-authentication domain hzl
mac-authentication parallel-with-dotlx
mac-authentication critical profile SDN GLOBAL CRITICAL PROFILE //MAC authentication
fail-permit.

port-security free-vlan 1 4094

#

service-instance 2801

encapsulation s-vid 2801

xconnect vsi vsil3

#

service-instance 4094

encapsulation s-vid 4094

xconnect vsi vxlan4094

#
o 802X EBEEREEFAIMNRESNTLSEGES . RORENRASNET,
#

interface Bridge-Aggregationl024

port link-type trunk

port trunk permit vlan 1 101 to 3000 4093 to 4094
link-aggregation mode dynamic

stp tc-restriction

mac-based ac

dotlx
undo dotlx multicast-trigger

dotlx unicast-trigger

dotlx critical eapo

dotlX critical profile SDN GLOBAL CRITICAL PROFILE//802.1X authentication fail-permit.
port-security free-vlan 1 4094

#

service-instance 2801

encapsulation s-vid 2801

xconnect vsi vsil3

#

service-instance 4094

encapsulation s-vid 4094

xconnect vsi vxlan4094

IT))—RAT7 I EADKRBEFF AT OXKEEEAT
%

vpn-default [Z[X. fail-permit £ T4T I —TEBRETEEF A DBER A VIZERTE SN TS fail-
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permit E¥ T4 W—TFEEBYET  EHDTSAR—bRINT—IMSTIERENDZ—ED IT
1) —RY V=T % vpn-default T34 R—bry b T —VICRETHILEHBBDLET , RICT, TFAA
—kRYRT—=HTIT VY—RT IL—TZHKEL. fail-permit £F 21T IWL—FEITVI—RTIL—TF
DTV EREREFZELET

TIHIETIX, TSAR— R YT —5(F vpn-default EBIETEE T, TIAR—bRURNT—HID T
FILRDTHERR) =M A MEENHIDHET . TSAR—rR kT —5(% vpn-default 1ZB8:E
fHrontz ITYY—RTN—TFIZF7 IR TEET, LIzD 5T TI3AR—bRybT—=ITIT YJY—RY
W—TEBEL. X2 TAT V=TT IRREHFAINTOEWN IT VY —RTIL—TOT I+ ZRY
—ERETIBENDHYET 7OV EREHTSATULVEN IT VY—RYT LT ITHLTER I IL—F
R)—FBRAL. VY—ZAANDTIREZIELET,

fail-permit DHCPH—/\—%% €9 5
B EES D Microsoft DHCP H—/\—##&E 95
1A JLEFR] DHCP H—/3—H Microsoft DHCP H—/\—T#H A5 & 1&. VXLAN 4094 7KL R T—

IWEERTADHENHYET , DHCP H—/3\—% Microsoft 24 Ay TY 5 ELTERET B HERIZDOLY
TlZ%. [Add a Microsoft DHCP server]® VXLAN 4094 7KL AT —)LiERkZESBL TS,

fail-permit £ 1) 717 IL—THMEREN B & ZIRLT= fail-permit DHCP H—/3—_LE[Z, RD K5I
fail-permit 4 —E XD T7RLRAT— LHAMER SN ET,

O B=:

DEER AV RNIZER DI 7 IV I BFEET REEIE. EHDT7T)vDI1Zx LT VXLAN 4094 D7 K
LRT—IVERETIDHENHYET,

&L S D Microsoft DHCP H—/\—%#Erd 5

BRiE S DIZE | SeerEngine vy /XXaVrA—5(E DHCP H—/\—IZEEFERLEE A, DHCP
H—/\— L O fail-permit X 1) T4 IN—TFIZHTRIRDTRELRAT—ILEF B TERTE2LELH
YEJ,
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VLAN 4094 Ra—T7%EfkT 3
Microsoft DHCP #—/3\—T VLAN 4094 QD RAO—J#FETHELE T,

ZDTRLARO—T#H/RETSHEMIE. 21— —H % THERSN S fail-permit EX 1) F45 IL—TD
IP 7RLRT—ILDS IP PRLRERGTESLII2FH2ETY, VLAN 4094 RO—TE#HR/ELLLE
B. A —FJMDEF 1) T4 LTI &> THERESNI=Ra—T M5 IP PRLRAZRB TEEE A,

O 8=
PNEERAAMVIERD 77T ) IDNEETHIBEX. ERDT7T 1)y 7% LT VXLAN 4094 D7 KL
RAT—IVEBRETIVHENHYET,

1. A%y~ LT New Scope :#IRL. New Scope Wizard R—C#BEET, LEIZANLET,

T DHCP B
4 | WIN-JSNO30SLHIF ,6, Add 3 Scope
a| G P - - b
- Display Statistics...
= A scope is a range of IP addresses assigned to computers requesting a dynamic IP address. You must create and configure a scop
| ew Scope...
v @ Mew Multicast Scope.. To add a new scope, on the Action menu, click New Scope.
4 gy Py
] Configure Failover... For more information about setting up a DHCP server, see anline Help.

Replicate Failover Scopes...

Define User Classes...

Define Vendor Classes...
Reconcile All Scopes...

Set Predefined Options...

View 3
Refrech

Properties

Help

2. NextZ&7yH LT, IP PRLREHEAR—DEHEET, T/31 X LD VXLAN 4094/VLAN 4094
DIP FPRLREREERL IP PRLREGEEEZAALET,
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Mew Scope Wizard

IP Address Range T
You define the scope address range by identifying a set of consecutive |P addresses.

Configuration settings for DHCP Server

Enter the range of addresses that the scope distributes.

Start IP address: |13D. 1.0 .1

End IP address: | 130. 1 . 0 .250

Corfiguration settings that propagate to DHCP Client

Length: 244

Subnet mask: |255.255. 255. 0

| < Back ” Mexd > || Cancel |

(FTLav)Next €0UvILT RN S IP PRLRABEEZRELE Y EETEDDE S —box
1P DHTY , Add 9"y LT)AMIEMLET

Next #2')vILFET . J—A% 1 BIZRELFY,
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New Scope Wizard

Lease Duration
The lease duration specifies how long a client can use an |IP address from this scope.

=

Lease durations should typically be equal to the average time the computer is
connected to the same physical networc. For mobile networks that consist mainhy of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainhy of desktop computers at fived
|ocations, longer lease durations are more appropriate.

Set the duration for scope leases when distibuted by this server.

Limited to:
Diays: Hours: Minutes:
=1 —=1 .
=N IE=NIK=

| <Back || MNed> || Cancel |

5. Next&9UvILET, RA—TDT7IT14TIR—L T, Ra—T470T74TILLFET,

6. Next, Finish @JEIZH)vH LT, BEET TLET , VLAN 4094 Ra—TF &, RO KSIZHRESH

FY,
‘?z DHCP Contents of DHCP Server Status
Pl f] WIN-JSNO305LHIF | Superscope Campushetwork ** Active **
4| G IPvd 3 Server Options
4 [ ] Superscope CampusNetwork il Policies
4| Scope [130.1.0.0] SDN_IP_POOL_VLAN4084 ] | Filters

i Address Pool
# Address Leases
|- % Reservations

- Scope Options
| Policies

.3 Server Options

i Policies

- [# Filters

fail-permit €% a) 747 N—FRa—T#ERT S

1.

B41)vy5L. New Scope %:&IRL T, Microsoft DHCP H#—/3\—® New Scope Wizard R—

EREEY,
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[ DHCP

4 | WIN-ISNO3OSLHIF ‘-0, Add 2 Scope
B R —— -
5 isplay Statistics...
| Ascopeis a range of IP addresses assigned to computers requesting a dynamic IP address. You must create and configure a sco
ew Scope...
v New Multicast Scope... To add a new scope, on the Action menu, click New Scope.

a4 5 IRy

B Cenfigure Failover... For more information about setting up a DHCP server, see online Help.

Replicate Failover Scopes..

Define User Classes...
Define Vendor Classes...
Reconcile All Scopes...

Set Predefined Options...

View v
Refresh

Properties

Help

2. ARiEAAL. fail-permit EXaT49 IL—TE#ERLET,
New Superscope Wizard

Superscope Name et

You have to provide an identifying superscope name.

MName: | Critical

3. fail-permit LAY 2 RyrT—IRALUEERT S Add 09 IL T, IP PRL REER—T% B
&% 9, [Create a fail-permit Layer 2 network domainJ CE&RELI=H T~ vrERL IP 5% A A
LFEY.
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New Scope Wizard

IP Address Ranoge et
You define the scope address range by identifying a set of consecutive |P addresses.

Corfiguration settings for DHCP Server

Enter the range of addresses that the scope distributes.

Start IP address: |52. 0.0 .1

End IP address: | 52 255 255 254

Configuration settings that propagate to DHCP Client

Length: = =

Subnet mask: |255. o .0 .0

| < Back ” Mead = | | Cancel |

Next #41)w%~ LT, Lease Duration R—I#BEET , fail-permit ¥ 1T IL—T D EHIC
H-T J—RE 10 RITERELET,
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MNew Scope Wizard

Lease Duration -
The lease duration specifies haow lang a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical networs. For mobile networks that consist mainly of
portable computers or dialdup clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainty of desktop computers at fxed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:
EshREsu=

| < Back ” Mext = | | Cancel
BREMNTTIHET Next #02vILFET,
ﬂ}? DHCP Contents of Scope
4 5 WIN-JSNO305LHIF £t Address Pool
4 g IPwd @ Address Leases
4 Scope [52.0.0.0] Critical | 5| Reservations
3 Address Pool ., Scope Qpticns
@ Address Leases 7 Policies
I %) Reservations
. Scope Options
_Z Policies

RIZ, AA—TOR)—EBELFET . TOMODEREITDLNTIE. VLAN 4094 D XI—TR)>
—HEHESBL TS0V (GEIE4AB]), RO—T %8R L. Contents of Scope 5I® Policies &
BV ILTRYV—ZEBMLET . RS —EEAAL Next &7y IL TR —FHR—D%
MEET,

Add #4')v4 LT, Add/Edit Condition R—U&ERHE, R —FHEHRTELET, Criteria T
Relay Agent Information Z34RL. Operator % Equals [CERELFET, T—U 2 MEIER ID X
ASCIl 3—F T, 30303030 TiAEY. VXLAN ID 30313637 MM iEE T, Sk, VXLAN ID A
167 THY . FEDEIC—HT BT ILRA—FXFELTHELZEZRLET , VXLAN ID [F. &
BEFAT ¥ T47 )L—T D VXLAN ID T,
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Add/Edit Condition [ ]

Specify a condition for the policy being corfigured. Select a criteria, operator
and values for the condition.

Criteria: |‘T:‘=E|HV Agent Information 7]
DHCP Policy Co Operator: || Equals ]
Configure Conditions for the policy Value fnhex)

" Relay Agent Information: |

———
A palicy consists of one or more conditions | = < 1M-
Address) that are distributed to the client. T) Agent Cireut |D: |3D3D3D3D3D31353F’| J

settings to clients that match these conditiol

" Agent Remate ID: |
.ﬁ. A policy with conditions based on fully q
= configuration settings for DNS but not foy (™ Subscriber 1D |

Condttions Cperator
[ Prefic wildcard()
EW Append wildcard(%) j

Ok | Cancel

< Back MNext >

8. OKZEIZJYILTHEREREL. Next 20 ILTRIS—BHER—DICAVES , RUL—D IP
TRUREEZER LGN EZRRLES,

9. Next&#JUvHILTHI)—R—C%EBREFET, FinishE 70 ILTHERESE TLET  ERERD
HIZRLET,

@ DHCP licy Name Description Processin... Level Address Range State
4§ WIN-JSNO3OSLHIF [ Critical 1 Scope I 52001 - 52.0.255.254 Enzbled
4 Pt
4 [ Scope [52.0.0.0] Critical
£ Address Pool
@ Address Leases
I [E] Reservations
*| Scope Options

2| Policies
4 [ Scope[130.1.0.0] VLANADS4
it Address Pool
@ Address Leases
> (2| Reservations
7| Scope Options
| Policies

RA—/I8—RO—TE TS

1. H%')vYLT New Superscope Z:ERL. New Superscope Wizard R—U%FEET,
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% DHcP
4 ﬂ WIN-ISMN0305LHIF
‘ %l Display Statistics...
Mew Scope...
Edew Superscope... j
¢ Mew Multicast Scope...
Configure Failover...
«@ Replicate Failover Scopes...
Define User Classes...
I+ Define Vendor Classes...
Reconcile All Scopes...
~) Set Predefined Options...
= View »
E Ii Refrech

2. Next%#%1)vy%~L T, Superscope Nam R—C%BEET, BRIFANLET,

Superscope Name -t
You have to provide an identifying superscope name.

Mame: I-'"'-DCEIH'IDUS|

| <Back || MNet> | | Cancel |

3. Next#&##41vYLT. Select Scopes R—IUERAEET , UATIERLIzVTahILRa—T &
VLAN 4094 ZO—J%RIRLET,
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Select Scopes T
You create a superscope by building a collection of scopes.

Select one or more scopes from the list to add to the superscope.

Awvailable scopes:

[52.0.0.0] Critical
[130.1.0.0] VLAN4DS4

| <Back || Ned>

Next 91y LT, A—/A—RA—TDHREETE T LET , R—/\—Ra—TFZ[&, LATIZ/ERRE
Nt=2)T4HILRa—TF & VLAN 4094 RO—THEFEN TR ENHMNYET,

Status
** Active ™

4.

% DHCP Contents of DHCP Server Dt
A i WIN-JSMO3O5LHIF [] Superscope ADCampus
4 W (23 Server Options
4[| Superscope ADCampus ] (] Policies
b B Scope [32.0.0.0] Critical [ Filters
b [ Scope[130.1.0.0] VLAN4094
(2 Server Options
[ Policies
I [# Filters

4 Ty IPvE

(23 Server Options

5 BRER.TRTORBHFATSVDHRENTETLETEIA Y—/N—CEELAFKLETEHE, 21—
— [ BEMICKERHFRI XTI —TIZAY, FoSA U= E TR AT tXa) 7o

TIL—TDIP PRLREIELET,
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ITYY—RT )IL—F
IT)Y—RTI—TH=ERT S

ITYUY—RTIL—T I 2YRT—0))—ZAADL—HF =Y RZERHATAE=OIFERINET ITUY
— AT N—TE TOEAR)O—ERBHETHIEZES T H—N—) V=R T BEXxa T4 IL—
TaA—H—OT7 e RAHFAEHEHLET,

O ==
ITYY—RTIL—THD IP PRLAIURN)—DHIZHIRIEHYEE AL L 2D ITVI—RTIL—FIZ
EBMTSBIPFPRLRAIVR)—DO#IE. 20 L TFIZTBIEEEHOLET,

3.

Automation > Campus Network > Security Group > IT Resource Group XR—U|Z#BEILE

‘g-o

Security Group

IT Resource Group

Private Network Address Information Description

Add 99 LT VY—RT IL—TEEMT 2= DR—IUF[MAEFET BRIEA AL JY—R
GIWN—THBTETSAN—rRybT—H%#IRLET . Add Address Entry 91y L T, 1D
UEDYTRybE))—RI VM) —ELTEMLETS,

Add Address Entry

Type o
Add Address Entry 151.1.0.0724

oK Add More

OK ZHyHIL T VY—RYT I—THEEBMTEIR—UICRYET, OK #0)vIL THEREREL
FT . BMEIN= ITYY—RT IL—TH, IT Resource Group R—Y[ZRRShFET, v(/0+
GAURID X T VY—RTIL—TRHADEITYY—RIZEYHTONET,
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Security Group

IT Resource Group

Add  Refresh

~ Name Private Network Address Information Description

o ADDITYY—RTI—TEEBL. ROISIHEET NI RIZREALET,

#)Y—RTW—TZEITRA DT AU MEERLET
microsegment 60001 name SDN_EPG 60001

member ipv4 151.1.0.0 255.255.255.0 vpn-instance Teach
#

#

microsegment 60002 name SDN_EPG 60002

member ipv4 151.2.0.0 255.255.255.0 vpn-instance Teach
#

#

microsegment 60003 name SDN _EPG 60004

member ipv4 151.3.0.0 255.255.255.0 vpn-instance Teach
#

#

microsegment 60004 name SDN_EPG 60005

member ipv4 151.4.0.0 255.255.255.0 vpn-instance Teach
#

#Deploy the supernet iterative static routes.

ip route-static vpn-instance Teach 151.1.0.0 24 151.1.0.0 preference 200 recursive-
lookup description SDN ROUTE

ip route-static vpn-instance Teach 151.2.0.0 24 151.2.0.0 preference 200

recursive-lookup description SDN ROUTE

ip route-static vpn-instance Teach 151.3.0.0 24 151.3.0.0 preference 200

recursive-lookup description SDN ROUTE

ip route-static vpn-instance Teach 151.4.0.0 24 151.4.0.0 preference 200

recursive-lookup description SDN ROUTE

IT)Y—RTIL—T DT IEREEETENRT S

ITYUY—RTIN—TDH—N—(E V=TT INARTIEELRINA VT INARIZR IV NG B EEBED
LET . ThIZKY, FIZRDOREIZTRT LS, 2T —IRIZER D) —TTNAADEET H5E
2. REBRINS T4y 0ERRETEET,

RN VTNARIE . PEBAA—TA XA PortA ZFERALTIT UY—RT I —T(ZEHELET , PortA (&
0 AC R—HMZERESNTLET,
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IT resource group

Automation > Campus Network > Network Strategy > Group Policies R—J(ZHEILE T,
Group Policies 27 T, 7 IL—TRHRIL —DT5A4 X—k 3y —- D Default Policy SR EIZX LT
Permit £7-13 Deny #®IRTE=FEY,

Network Strategy

Group Policies

estination Security Group  CriticalGroup, ...

Access Policies

Default Policy Permit ~

e Permit. S5/ R—rRYNT—IRDTRTOI—H—H, ITVY—RT IL—THDY)—RIZT
JERATEFET AT VY—RTIN—TAQ1—HF =X TIL—TER)—(IBEHYVFEE
ho A=Y —IZLBITVY—RTIN—TADT7 I EREZRILTBICIE AEBFE—FDOT IL—THER
Vo—EEHLET,

e Deny: TIHILLTIE, TSAR—pRYLT—ODA—HF—(X ITVY—RT IL—TRHDJY—ZRIZ
TORRATEFEF A A—F—DITVY—RTIL—TZT7 IR TEDLSIZTBICIL, FFAIE—F
DY V=TRSO —EERELET, A —F—NITVY—RITN—TIZF7 I ERATELNESIZT S
[CIX. RS —ZBRTILEETHYEE A,

RARTSHTFARELTIE T UY—RG IL—THDINT )oY —IN—F RINL T INA AR TR
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L. TSAR—=bRYRT—=I DT IH LT I RR) L —(Permit £z (& Deny)I 2B %7K, vpn-default
TSAR—b YT =02 —N—FRELET,

ITY—RYT IL—TH vpn-default TS/ R—kRybT—OICBBASNTWNDIGE. EXaT40 L—7
[E. TSAR—=bR YT —=IDT IHILEDT V1 RR —(Permit =& Deny)IZBERAL T JY—
RIW—TIZF7IRRTEET , TIAR—bRYNT—=IMS IT VY—RTIN—T DT IR EZILT
BIZIF, TIAR—=,RYRT—=HD IT Y)—RTIN—TFEHKELINT VY—RTIL—TIHEBE—RDY
L—TRRI—ERALET,
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BE—DIRARTNARZNLIENBIL—EF~DT
7tAX

H{ED VPN DAL FA40 A—HF =Ry b T — O EBIETESLIICT BHICIL, S ERIL— BB
FTARIIHEATNARERELET . REDVILIIT7N—2av TR IRRETNARELTRNAUE
FEIEEED)—ITNAREEETEET .

ROETIE. BRTNNARELTRNIA T NAREFEALTVET,

TSAR—b YT —2(% 1 DFERIZERD VPN ARV RAEEHDIENTEET . COFITIE. TS5
AR—FR YT —SRD PC(20.0.0.3)8 EBR YT —4(20.1.1.0/24) 27 VR TESLSIZT 518
D.aArA—FFH LI —FRES LURRAICOVWTERALET,

Public network

z 2 Rout
Private network Spineglgz'ls&lo'lo/’l éu © @

192.168.10.11/31 20.1.1.0/24
Lea@

@

PC
20.0.0.0/16

BRTINARATIL—TEERT S

1. Automation > Campus Network > Devices > Border Device Groups R—2[ZHEILET,
2. Add ZVVVILT EBRTNART IL—THEBMLET,

3. 777vyY%EIRL. Position T Egress Gateway #&#RLET,

Add vice Group

System Name
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4,

Device Member #7%#IRL., Add #0)vILET  BRT/INARTIL—T A 8—EL T, R/X
AT N RFEE) =TT NAREEIRTEE T, PIELTRNAUTNARERBELE T,

Available Devices Selected De
Select All ¥ Select All

leaf_1 8 ) ¥ Epine 177776

HARYRT—91))—R%EHTE T HIZ(F. Resources for External Connectivity #7%&%4")w4L
F9 . mUbT—V)Y—ROBHEVETIERAINSTRLAT—ILE VLAN T—)LEIEETE
FT . FYUNZADBNRYNT—VEBIET HEED)Y—REIY LB THIZ, Campus Egress
Address Pool & E& Campus Egress VLAN Pool SREEZR7 THREITILENHYET,

CNSDHREZITHELMESIL, [Add an egress gateway ] TH A5 —k,o 1A A /\—F BT
%&E(Z, Egress Network Resource Allocation Mode 0 Manual Configuration Z:#&{R9 %
WHEAHYET , Security Egress Address Pool, Security Egress VLAN Pool, BRU
Firewall Management Address Pool DEREZFEALT. I7A4 74— LR ybT—91)Y—X
BYLTHERELET  REDFHMIZDOULTIE, TAD-Campus 6.2 Security Convergence
Configuration GuidelZ5 B L TS, COHITIX, FvoNRABE AT -k /)Y —REET
(FZERBALTVET,

Resources for External Connectivity

Campus Egress Address Pool Campus Egress VLAN Pool

ity Egress VLAN Pool

Firewall Management Address Pool

Campus Egress Address Pool v LT, BBFEDOTRLRT—ILEEIRT HH . Fr/ R
HATRLRAT—ILEERLET . O—hILELU)E—F IP PRLRZEE IRy T—H1)Y—XIZ
BYETH-ODFY /KA ATRLVRAT—LEERLEYT , IPv4 &E1=(3 IPv6 PRLRZEIEET
FFEY,
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Add VLAN Range

Start VLAN ID
4001

Add VLAN Range

BEFE D VLAN 7—)L%&IR T BH ., Campus Egress VLAN Poo Z#{ERLY BI1Z(d. Campus
Egress VLAN Pool #7')v 9 LET, B—HIL R YT —2&)E— bRy T —VRIDBEERDE A
kT —91)Y—RIZTVLAN ZE|Y B TEH=HIZ. Fv /XA A VLAN T—ILEERLET,
VLAN ID DED#iEH (E 4001~4050 TG,

Add VLAN Range

Start VLAN ID
4001

Add VLAN Range

OK &0y ILET  ER SN BER T NARTIL—T L BR T NART IV—T)AMIRREN
i‘a—o

Edit Border Device Group

Resources for External Connectivity

ress Pool Campus Egress VLAN Pool
outvianpool

s VLAN Pool

Firewall Management Address Pool
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HAT—rITA(ZEMNT S

1.

Automation > Campus Network > Private Network > Export Gateway X— (2B EIL .
Add £9)vILEY,

Private Network - E

Export Gateway

DEICHELT AT —b I/ E—FERELET , A T3> (& Public & Private TY,
o Public: /XTI —bozA1E ERDTSAR—bRUb TV THEATEET . EHDTS
AR—bRYRT =X B AT —boz(ZHBLET,
o Private: 754 R—rF—bDA1E N DDTSAR—bRYLT—ITOAERTE, @A
BT RDDEEHYEE A,

Border Device Group Egress Network Re...  Firewall Output Interface IP...  Output Interface IP... External Network Actions

Gateway Mode % Public IZERETHEE X HAT =, I/ TINAURENZTSAR—r bk
T—9ELT, TZAR—bRYRT—IRIZ VPN ZERLT 2B ELHYET,

H# A VRF #/Ef 9 %IZI%. Automation > Campus Network > Private Network > Private X
—JIZBBLFET , Share VRF T Yes Z:&IRLET .

Add Private Network

Name

sharevpn

VPN Instance Share VRF
vpna Yes

VXLANID @ Policy Mode
Auto Manual IP Based

Group Based
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Add Gateway

Description

sharevpn(vpna)

Member Name Fabric Border Device Group Egress Network Re... Firewall Output Interface IP...  Output Interface IP... External Network Actions

No Data

5. Gateway Mode % Private [CERELI=HE. B VRFZHRTEITIDLEIIHYEH A,

Add Gateway

Name Description
OUT_gateway

Member Name Fabric Border Device Group  Egress Network Re... Firewall Output Interface IP...  Output Interface IP...  External Net

No Data

Showing 0 entries

6. LRICEHRELEBERT/NART IWV—T%491)v9LET, Automatic Allocation EFf=I& Manual
RLET,

Configuration %:&
Export Gateway femt
Add Gateway Member

Member Name Isolate Domain

Gateway_Membor isolate_domain1

Fabric Border Device Group
HFYQ HFYQ_Border

IP version Firewall

off

Output Interface IPv4 Route Priority * @
60

| External Networl

- 1]
Default External Network

| Interface List
Add Interface.
Border Device Interface Actions

No Data

o External Network Resource: Default External Network % 7=/ Add IT Resource Group
#EIRLFET, Add IT Resource Group 77> av (&, IT UY—RAADTIERADERIZER
SN FT, Default External Network 723> (& ARV T—IADT IR DERIZ(E
AEnZEzd,

o Egress Network Resource Allocation Mode: Automatic Allocation =3 Manual
Configuration #Z#RLET,

— OAutomatic Allocation ##E1R 9 5 &. [Create a border device group ] TEXE SN TLVD
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7.

BREITH-ST. VLAN, H ARV T =0T AV BEUVVE—FRYLT =TT AN
R—F—T A RIZBEIZEIVETONET,
— Manual Configuration Z:Z{RL71-IGE (L. B 73 VLAN, H AT =0T AV B&
WIE— PRI =D BT AU NEFETRET DR EAHYET . VE—bRYNT 0T
AUNE HARYRT =0T AVRERILRYN T —VICHFETDBENHYET,

Add Gateway Member

ration

192.168.10.11

| External Network Resources

OK &71)y-L T Add Gateway R—UIZRYET , ¥—kIx4A A /3—D Actions §|J.€'7'J‘y
LT A R—F—FNARENE RV T — IR DEIEICBET D VLAN BLURYET =015 A+
BRERRLET,

a

Add Gateway Member

Member Name 2SS rk Re... Firewall Output Interface IP... Output Interface IP... External Network
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Gateway Member Details

Basic Info

Member Name Gateway_Membor Isolate Domain isolate_domain1

Fabric HFYQ Border D & HFYQ_Border
Group

Manual Configuration
Alloc

Egress Network Resources

VLAN 4001 Cutput Interface

IPv4 Route

Qutput Inte
IPv6 Route

Remote IPv4 192.168.10.11
Address

8.

Export Gateway

Add  Refresh

+ Gateway Name Description Gateway Mode Actions

OUT_gateway — Private

HANT—bITADTZAR—rRYET—O D
E AT

1. Automation > Campus Network > Private Network > Private Network R—(ZBEILET,
2. FS5AR—kRyrT—4D Actions hS5LHEES )y HLET,
3. FAWER—UT AEBEEICERSNDGTSAR— RN TI—ODHE AT — DA EFHRELET,
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Edit Private Network

Name Description

VPN Instance Share VRF

Yes

VXLANID © Policy Mode
IP Based Group Based

Default Action Gate
Permit OUT_gateway

Mutticast Network Routing Policy
On off

Policy Applied To Communicate with vpn-default by
@ IPv4 Users IPv6 Users @ RT Import

TNARIZEH>TRASINI-E AT —FDO (K TE
INT) ol —kzA

ZOPITIE, BRESNTWASHE AT —r DA (XTI 55—k D24 TT, SeerEngine ¥/ ROV
FA—S(E. T/INAREIZVPN ZERLET . A—F—[& M SRRV —O LBIET BT D H 45—
FOTAAVRBEDRELT, FILLIERENT- VPN Z2ERALET,

RIMUTNAZR EDAVO—SICES TRASNE T — I R EERTTEET,

e VLANEREZHITLET.
#
Vlan 4001
#

o VPNAVRBVREERLET
#
ip vpn-instance VPNa
description SDN_VRF_fc248f21-f522-42b0-9882-cea78ee24aldVPN1
#
address-family ipv4
route-replicate from vpn-instance vpn1 protocol direct //FSAR—bRyLT—H%ERT S
route of VPN 1.
route-replicate from vpn-instance vpnl protocol bgp 100
#

o VLANAUA—TJzAREBREEHTLET,
#
interface Vlan-interface4001
description SDN_VLAN_Interface_4001
ip binding vpn-instance VPNa /I £F 45—k xA VPNa &/ \1URF 5
ip address 192.168.10.10 255,255,255,254
#
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o RETAYYI—IEBGP [CBEMLET,
#
bgp 100
#
ip vpn-instance vpnl
#
address-family ipv4 unicast
default-route imported ML —bEBERLET.
preference 240 240 130
import-route static
network 20.0.0.0 255.255.0.0
network 20.0.0.1 255.255.255.255
network 30.0.0.0 255.255.0.0
network 30.0.0.1 255.255.255.255
#
address-family ipv6 unicast
#

o TIHIIDRETAVIIL—IERTLET,
#
ip route-static vpn-instance vpnl 0.0.0.0 0 vpn-instance vpna 192.168.10.11 description SDN_ROUTE
#

T5AR—k5r—bHxA

RIMMUTNAZR EDQAVFA—SICE> TRASNE T — I R EERTTEET,

e VLANEREZHEITLET .
#
Vlan 4001
#

e VLANAVA—DJzAREREEHITLETS,
#
interface Vlan-interface4001
description SDN_VLAN_ Interface_4001
ip binding vpn-instance vpnl ~ // VPN A2 RAV R vpnl #INAURT 5
ip address 192.168.10.10 255,255,255,254
ip policy-based-route SDN_SC_VLAN_4001 // PBR RS —%ERAT 5.
#
policy-based-route SDN_SC_VLAN_4001 permit node 65535
if-match acl name SDN_ACL_SC_PERMIT_ALL
#
#
acl acl advanced name SDN_ACL_SC_PERMIT_ALL
description SDN_ACL_SC_PERMIT_ALL
rule O permit ip
#
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o  HAERYNT—IOADTIHILMIL—FEHRELET,
#

ip route-static vpn-instance vpnl 0.0.0.0 0 192.168.10.11 description SDN_ROUTE
#

BRTNARENERINT =R T D132 —
7I4Z€E§E L/i—d_o

#ENT — b ITA AV N—IZAVB—DTIAAPEE SN TVEWNEEIF AV 3— T REFHTHRE
FTEORLENHYET . AV TIAANMEESNTVWSIZE(E, IVFA—FIZE>TIUE—TIA AN
BEMICERESND-O. FHBTHREI IV EEHYFEA,
interface Ten-GigabitEthernet1/5/0/32

port link-mode bridge

port link-type trunk

port trunk permit vlan 4001
#

BRTINNARIZESGSNZL3ITNNA REZEHELE

ER

#

vlan 4001 /[ Egress 5 —koz4 D VLAN DA

#

#

interface Ten-GigabitEthernet1/0/9

port link-type trunk

port trunk permit vlan 4001

#

HERTINAREBIET 210D IP PRLRERELET /| HAT— Iz HD)E—F IPv4 TRL R,
interface Vlan-interface 4001

ip address 192.168.10.11 255.255.0.0

#

INTVYIRIRT—=IADT IAHILML—PERELET R IR MRYTIE BRI T—I DT — DA FRLRTY,
ip route-static 0.0.0.0 0 20.1.1.1

#

#INTY9IRIET =D T SAR—LRIRT—IADI—rDIFGE . N TV ORI T—HLBET BRI VET—0F
TAVNERETDRENHYET  RIRMRYTEER T NARXTY,

#

ip route-static 20.0.0.0 16 192.168.10.10

ip route-static 30.0.0.0 16 192.168.10.10

#
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2DDBERTINARENLI=SERIL—bT /A
AANDTHOtR

WEDYIrIF7/N—230 T AVMA—3E2 D00 ERE DEFEEEHR—FTOEE A RD LS
. 2DoDERENEFEHTRET OVENHYES .

BRI1ZERTE

o  NIYYIHARAD VPN AV REAVRERBLET .
#
ip vpn-instance VPNa
description SDN_VRF_GW
#
address-family ipv4
route-replicate from vpn-instance vpn1 protocol direct // VPN JL—rE#L U5 —bLET, BHO TS/ N—
b RYRT—IOBEETBEE. TTAR—F FUbT—IDII—+ LTV —2avE BT IRENHYET,
route-replicate from vpn-instance vpnl protocol bgp 100
#

e VLANAUH8—TxAREERBLET,
# VLAN 4001 (&, R T /NAREN R VT — I N ORI OHEREICERASNES,
Vlan 4001
#
#
interface Vlan-interface4001
description SDN_VLAN_Interface_4001
ip binding vpn-instance VPNa  ///XJ)y945 —kxA VPNa & /\(2URF B
ip address 192.168.10.10 255,255,255,250
#

o  L3TNARICEFINIBERT NS RDAUF—TA X T, 37 VLAN #RELFET,
#
interface Ten-GigabitEthernet2/0/1
port link-type trunk
port trunk permit vian 4001
#

o TIAIML—bEBGPIZBEHLET,
#
bgp 100
#
ip vpn-instance vpnl
#
address-family ipv4 unicast
default-route imported T4 IV —EBEBRAT S
preference 240 240 130
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import-route static IEHIIL—bEBEHRLET,
network 20.0.0.0 255.255.0.0
network 20.0.0.1 255.255.255.255
network 30.0.0.0 255.255.0.0
network 30.0.0.1 255.255.255.255

#

address-family ipv6 unicast

#

BRTN\AXEDEFHAIZ VLAN AU 3—Tx4 R 4002 R ELFET
#
interface Vlan-interface4002
description to_border2_Interface_4002
ip binding vpn-instance VPNa /[ /NTYw 45—k x4 VPNaZ/ (RT3
ip address 192.168.10.12 255,255,255,250
#

BRTFNARIZERHRET DA 3—TA A LT, #F7 VLAN 4002 #58ELFT .
#

interface Ten-GigabitEthernet2/0/2

port link-type trunk

port trunk permit vlan 4002

#

NQA & Track ZE&ELET

H#NQA FIERT NARDT YT DI BEEFITET,

nga entry admin borderl //A—A)L A—H—¢tRILEBEI—HV—2EHBELET.

type icmp-echo

destination ip 192.168.10.11 / /385t IP 7FL X[, LA4¥— 3 VLAN 128—2Jx(X 4001 O IP 7FL R
<Y,

frequency 100

reaction 1 checked-element probe-fail threshold-type consecutive 3 action-type trigger-only
vpn-instance vpna // VLAN 4>8—2JxA X 4001 IZ/\fREnf= VPN.

#

#NQA ZHMIZLET .

nga schedule admin borderl start-time now lifetime forever

#

#NQA ZIHERAT NA XD U JIZBEER ITET

nga entry admin border2 /i H—HJL A—H—¢tECEBELI—Y—BEEELET

type icmp-echo

destination ip 192.168.11.11 // 3%8% IP ZRL X[, LA¥— 3 VLAN 428—Jx4/R 4002 ® IP 7KL R
<7,

frequency 100

reaction 2 checked-element probe-fail threshold-type consecutive 3 action-type trigger-only
vpn-instance vpna // VLAN A232—Jx4A X 4002 IZ/Af>F&hfz VPN

#

#NQA ZHMIZLET .

nga schedule admin border2 start-time now lifetime forever

#

# FovOE NQA DBREFITERELET .
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Track 1 nga entry admin borderl reaction 1
#

#

Track 2 nga entry admin spinel reaction 2
#

AETAYII— b ERELET,

# VPN 1 WoNTYY ORI T—IANDRET A9 I—FEHREL . RETAv I — NSy I T UM ICBERITE
ERS

ip route-static vpn-instance vpnl 0.0.0.0 0 vpn-instance vpna 192.168.10.11 track 1

#

# R 2E2FRVRMRYTELT. VPN L DBRTYIIRIRT—IADINYITITRET 40— EBRELET
ip route-static vpn-instance vpnl 0.0.0.0 0 vpn-instance vpna 192.168.11.11 track 2 preference 61

#

# BR2HMLER 1 AD/NTYrENT Yy IRy T—DIERELET,

ip route-static vpn-instance vpna 0.0.0.0 0 192.168.10.11

#

IEROHRTE

VPN AV RAVREERLET .
#
ip vpn-instance VPNa
description SDN_VRF_GW
#
address-family ipv4
route-replicate from vpn-instance vpn1 protocol direct // vpnl DFSA R—k)L—rEERLET,
route-replicate from vpn-instance vpnl protocol bgp 100
#

VLAN /28— R&ERBLET,

#

Vlan 4002

#

#

interface Vlan-interface4002
description SDN_VLAN_ Interface_4002
ip binding vpn-instance VPNa /| /X7V)w945 —k9xA VPNaZ/ (VR LET,
ip address 192.168.11.10 255,255,255,250

#

L3 TS RICEMSNWRT NS RO AP —TA X T, 38 VLAN #RELFT
#

interface Ten-GigabitEthernet2/0/1

port link-type trunk

port trunk permit vilan 4002

#

FI4ILRIL—+% BGP IZBEALET,
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#
bgp 100
#
ip vpn-instance vpnl
#
address-family ipv4 unicast
default-route imported T 74— EBERAT S
preference 240 240 130
import-route static B8 — EBERMYT 5
network 20.0.0.0 255.255.0.0
network 20.0.0.1 255.255.255.255
network 30.0.0.0 255.255.0.0
network 30.0.0.1 255.255.255.255
#
address-family ipv6 unicast
#

BRTNAREERT D VLAN 122—T (4R 4001 R ELET,

#

interface Vlan-interface4001
description to_borderl_Interface_4001
ip binding vpn-instance VPNa /| /7Yy —ko x4 VPNa Z/N\AURLET,
ip address 192.168.10.12 255,255,255,250

#

BRTNAREERT DA 3 —TA R LT, B VLAN3 R ELFT
#

interface Ten-GigabitEthernet2/0/2

port link-type trunk

port trunk permit vlan 4001

#

NQA & Track #ERELFE TS

#NQAZBRT NARDT YT JIZB&EMFITET,

nga entry admin border2 // O—h)LA—H—EREL admin A—H—£ZIEELET

type icmp-echo

destination ip 192.168.11.11 // 385 IP 7RLRIE. LA¥—3 VLAN />A2—Tx (X 4002 D IP PRKLRATY,
frequency 100

reaction 1 checked-element probe-fail threshold-type consecutive 3 action-type trigger-only

vpn-instance vpna // VLAN A > % —7 = A A 4002 |Z/31 > K& 7= VPN.

#

#nga =HMILET,

nga schedule admin border2 start-time now lifetime forever

#

#ngaZREL. BRTNARD) U IEEBELET,

nga entry admin borderl // H—HJL A—H—¢tELCEBELI—Y—BEEELET

type icmp-echo

destination ip 192.168.10.11 // %85 IP 7FL X[, LA4¥— 3 VLAN 124—J14(X 4001 ® IP PFL X
TY,

262



frequency 100

reaction 2 checked-element probe-fail threshold-type consecutive 3 action-type trigger-only
vpn-instance vpna // VLAN A>3—2Jx4 X 4001 IZ/AfUREnfz VPN
#

#NQA ZHMIZLFET,

nga schedule admin borderl start-time now lifetime forever

#

# bSUUENQA DEEEMITERELET

Track 1 nga entry admin border2 reaction 1

#

Track 2 nga entry admin border1 reaction 2

#

ARETAYII—bERELET,

# VPN 1 WoNTYY ORI T—INDRET A9 I—FEEREL . RETAv I — bSO TUMN) ICBERITE
ERS

ip route-static vpn-instance vpnl 0.0.0.0 0 vpn-instance vpna 192.168.11.11 track 1

#

# BR2ERIAMRYTELT, VPN 1 SR TYYIRINT—IADINIITITRATFA9 I —bERELET
ip route-static vpn-instance vpnl 0.0.0.0 0 vpn-instance vpna 192.168.10.11 track 2 preference 61

#

# BRIDSER 2 A0/ ybENTYv IR IbT—IIERELES,

ip route-static vpn-instance vpna 0.0.0.0 0 192.168.11.11

#

BRT NARITEBESN-LIT NI RZHRELFE

j—o

VLAN /28— R&ERBLET,
#
Vlan 4001
#
#
interface Vlan-interface4001
description SDN_VLAN_Interface_4001
ip address 192.168.10.11 255,255,255,254
#
#
Vlan 4002
#
#
interface Vlan-interface4002
ip address 192.168.11.11 255,255,255,254
#

BR1ICEEINF-AUI—TT( A THA VLAN % ELET,
#
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interface Ten-GigabitEthernet2/0/1
port link-type trunk

port trunk permit vlan 4001

#

BR 2 ICERENI=AB—TT/ X T, BRI VLAN 2% ELFET
#

interface Ten-GigabitEthernet2/0/2

port link-type trunk

port trunk permit vlan 4002

#

ARETAYII—bEFRELET,

HRDRAMRYTELTINTYIRINT =5 —bDzAEEALT, L3 THRARDS/INTY VIR T —IADRET
1T IL—FERELET

ip route-static 0.0.0.0 0 21.1.0.1

#

#INTY9 ORI D= EBETETRTORYNT =0T AVMIR LT NTYYIRIET—IMET T4 R—k
IRT—=IANDRETA9 I I— P ERELET  RVRRYTIIER 1 LER 2 TT,

#

ip route-static 20.0.0.0 16 192.168.10.10

#

ip route-static 20.0.0.0 16 192.168.11.10

#

ip route-static 30.0.0.0 16 192.168.10.10

#

ip route-static 30.0.0.0 16 192.168.11.10

#
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2
1

BAVNTI— MR OSHNEES LU AFS
=/

UGN —D RykT—4

UG W)=Y T—=ITIE RV T—=IRIZY—=TTNA AW DEFHFELET . TXTOIUR
RAVME PO RRRAYFENLTID) =TI SN E T, SeerEngine F+> /XX 4> DHCP H#—
N—TZEDY—N—% CO)—DICEEEHRINET, COV—TT /NI RE) =TT NART )L—TIC
BT 2BERBYET, J—T#RIL. HED—THEREFELRVET ., OB 3V TIE #HED

BWIDOVWTOHHRBALET . TDMOERIC DOV TIE, BHERVNT—F T DEID I3V E SR
LTLIZELY,

BE 11 V=TT /A RIL DHCP AX—E VY TA R —T LTS TWNSF=ORINAUTINAR(E
DHCP RX—E 2T TA R —T JUIZHES>TLVER A). DHCP H—/N—[CHEfiEni-—EX 1V X

B AIZDHCP AX—EV T DI TEAR—MEBMTDLENHYFET,
#
interface Ten-GigabitEthernet2/2/0/5
port link-mode bridge
port link-type trunk
port trunk permit vian 1 4094
service-instance 4094
encapsulation s-vid 4094
xconnect vsi vxlan4094
dhcp snooping trust
#

B]E 20 AYRT—=V(ZF) =T 1 DLAFELLELV =6, BGP E7E ML T AL EEHYEE
Ao NABLTSAR—b IR T—INEET BB E T RO ESIZ VPN BIL— N BEREHRET
SRENHYVET,

o A1
#
bgp 100
non-stop-routing
address-family 12vpn evpn
#
ip vpn-instance vpn-default
#
address-family ipv4 unicast
import-route static
import-route direct
#
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ip vpn-instance Teach
#
address-family ipv4 unicast
import-route static
import-route direct
#

#

o AHit2
#
ip vpn-instance vpn-default
route-distinguisher 1:1
vpn-target 1:1 1:4 import-extcommunity
vpn-target 1:1 export-extcommunity
#
address-family ipv4
route-replicate from vpn-instance vpn1 protocol direct // vpnl 42X A2 AN EHEIL—IE vpn-default
AVREVRIZTAVR—FLET . EHD VPN B EET BHEE. COBREEERERTLES.
#
address-family evpn
vpn-target 1:1 1:4 import-extcommunity
vpn-target 1:1 export-extcommunity
#
ip vpn-instance Teach
route-distinguisher 1:4
vpn-target 1:1 1:4 import-extcommunity
vpn-target 1:4 export-extcommunity
#
address-family ipv4
route-replicate from vpn-instance vpn-default protocol direct
/I vpn-default DEEIL—FZITEAVR—LLET fthd VPN EDBEITDOVTERBDEEERITLE
ER
#
address-family evpn
vpn-target 1:1 1:4 import-extcommunity
vpn-target 1:4 export-extcommunity
#

ERE 3 J—TT.RD STPEELZITVET,

#

stp ignored vlan 2 to 4094

stp global enable

stp root primary

#

# )—DH G LB —TTA R T, stp tc-restriction IVUREHRELET
stp tc-restriction

#
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JIVFU—=D FrT—F7

TIIVFY—=DxYET—F T (X VARF YU IRRAF YT =V ITEASNET , —/\—(SeerEngine
FoUNREE)ERINaT T /IAAR(L—RITLIRA)E) =TT INA RT IL—T (BN BHEH
HY D) =TT NARERLEHETHALEHERLET,

CDEFHFRGEI YT —IDIELLEIMET DKIIZT BIZIE. DERBBIZH > THRELXEMT HIBHELAHYE
T TOMDEEFFEICDOVNTIE BEDR YT —IERESRLTIZEL,

SeerEngine-Campus m

I Accessl’ @ @AECESEE
=

| |
| |
| I |
| |
| 2 |
|

interface Vsi-interface4094

ip binding vpn-instance vpn-default

ip address 130.0.3.1 255.255.255.0

local-proxy-arp enable I ARP 7OXL%#HBETS
#

o  BMERFE1: J—IT/INAATIE DHCP RX—E VS ML R—TILIZHSTWSEH(R /LT N
A ATIXZDHEBED A +—T ILIZHELTULVER A), DHCP H—/N\—[ZEffish - —E X1V R4

VRIZDHCP AX—EVT DIEETESHR—MEEMTIBENHYET,
#
interface Ten-GigabitEthernet2/2/0/5
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 4094
service-instance 4094
encapsulation s-vid 4094
xconnect vsi vxlan4094
dhcp snooping trust
#

o BMERE 2 H—/N—ITEHEINOT7 TNAREDIURKRA U MNARE L VPN R)IE, vpn-
default ¥/ (ZNERVET—IRAD Y —N—LDBIEEZVBEELET , H—/\—IHEfSh-a7
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TINAAD BGP VPN AV RBV R ICEEIL—EAVR—b T 2RENHYFT .
#
bgp 100
#
ip vpn-instance vpn-default
#
address-family ipv4 unicast
import-route direct
#
ip vpn-instance vpnl
#
address-family ipv4 unicast
import-route direct

#
BIERTE 3: BH—IJERDEIIERELFEYS
#

stp ignored vlan 2 to 4094

stp global enable

stp root primary

#

# )=2F Y HhALB—TTART, stp tc-restriction AR RZHRELET
stp tc-restriction

#
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TaATIL RN TYTIDIDERE

AD-Campus V' Ja—av(d, TREEO—RI7ULT DBEBT, TaTIVRIRLDT YT 0%Y
ﬁ_FL—CL\iTo

1 FaFZ LRI R IRNT—5H

' WLAN 10 gateway: 10.0/0.1

iy § (.6; VLAN 11 gateway: 11.0.0.1

, TEL/0f4g il 1y ip/og
: vian10 / ECMP “yanas

TELf0f31 . TELf0y31

Wianld: 10.0.0011 W;niﬂ: 1I}.IJ.{|.-12-

Vianll:11.000011 Vianll: 11.000.12

1 RIAVELITINMREERT B F—TAAD IP PRLR

EfHshTly 4248 —7x4/

—_ 4)9_714 > >
,\ —r >
FINMREAT 2 IP7RLAR ZFAR 2 IP 7RLAR
YA %51 TE2/0/31 10.0.0.11 LA¥Y—3XAY  TE1/0/49 10.0.0.1
a‘_
RIRA2 TE2/0/31 11.0.0.12 LA4¥—3XAv  TE1/0/50 11.0.0.1
a’_
AT o1 Aggri(VLAN 10.0.0.11 RIN(2 Aggri(VLAN 10.0.0.12
10.VLAN1D) | 110011 10.VLAN11) 1 49 0.0.12

0 TaFIVRINAVT YTV & LAY —3 RAYFITHERLET . ECMP [ L3 RAYFLED 2DD

ANAVTINARAANDEARNT TNV —MERET D EICLH>TEEINET . COETIE. 727
WRIMTIT) IRy T—F T ICEABDEEICOVNTOHHRALET . TOMDEREIZ DT

[X. 2O =27 )LD Manually incorporating a device IZZS B L TLZELY,
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LAN—BRAYFEHRET D

VLAN 10 & VLAN 11 #ERLET,
#
vlan 10 to 11
#
STPZ®RELFET
#
stp global enable
#
# RINAOTINARITEHESNTLVS VLAN 10 & VLAN 11 ZEHSN S VLAN ELTEHRELET,
stp ignored vlan 10 to 11
#
VLAN 10 & U VLAN 11 D VLAN A o A—D A REERLET
#
interface Vlan-interface10
ip address 10.0.0.1 255.255.255.0
#
interface Vlan-interfacell
ip address 11.0.0.1 255.255.255.0
#
RIS L IZEfHSNIzA > A—T /AT VLAN 10 3 RILET,

#
interface Ten-GigabitEthernet1/0/25
port link-mode bridge
port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 10  // REORYLT—FIF(ZEDNT, FFalshfz VLAN 2/ ELFET,
#
RIS 2 [THEFESN AV F—T A X T VLAN 11 #FFAILET

#
interface Ten-GigabitEthernet1/0/26
port link-mode bridge
port link-type trunk
undo port trunk permit vlan 1
port trunk permitvian 11 /I EEORYRIT—FFIZE DT, FalShiz VLAN #RELET,
#
FVOERELET
#
track 1 interface Ten-GigabitEthernet1/0/49 physical
track 2 interface Ten-GigabitEthernet1/0/50 physical
#
2DDTIAINMIL—PEERELET  RVRMRYTIERIAY LERIRLV 2D IP TFLATY
#
ip route-static 0.0.0.0 0 10.0.0.11 track 1
ip route-static 0.0.0.0 0 11.0.0.12 track 2
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#
RINAD LFEEIFRIMD 2 A0 32 EYMRAML—FERFEL T, R/ VROV IBERISFS T I DRI FF—
N—ZEBLET,
#
ip route-static 130.1.0.101 32 10.0.0.11 //130.1.0.101 is the IP address of VSI-interface 4094 on Spinel.
ip route-static 130.1.0.102 32 11.0.0.12 //130.1.0.102 is the IP address of VSI-interface 4094 on Spine2.

RINALELIRA Y F D %

stp instance 0 root primary
stp ignored vlan 2 to 4094
stp global enable
#
VLAN 10 ZERLET .
#
Vlan 10
#
VLAN-interface 10 #&% % L. vpn-default 2/ SV FLET,
#
interface Vlan-interfacel0
ip binding vpn-instance vpn-default
ip address 10.0.0.11 255.255.255.0
#
L3 RAYFITHERHLTLE AU EA—T A AT VLAN 10 #FHFAILET,
#
interface Ten-GigabitEthernet2/0/31
port link-mode bridge
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vian 10  // REORYLT—FIF(ZEDNT, FFalshfz VLAN 2/ ELFET,
#
P—N—~ADIL—FEBRELET FIRRYTIE L3 RAYFD IP PRLATT,
#
ip route-static vpn-instance vpn-default 100.1.0.0 24 10.0.0.1
ip route-static vpn-instance vpn-default 110.1.0.0 24 11.0.0.1

RINA 28 L3R A Y FRE D

stp instance 0 root secondary
stp ignored vlan 2 to 4094
stp global enable
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#
VLAN 11 Z#ERLET
#
Vian 11
#
VLAN-interface 11 #&% % L. vpn-default 2/ S\ FLET,
#
interface Vlan-interfacell
ip binding vpn-instance vpn-default
ip address 11.0.0.12 255.255.255.0
#
L3 RAYFIZHERT BA B —TTAAT VLAN 11 ZEFaILET,
#
interface Ten-GigabitEthernet2/0/31
port link-mode bridge
port link-type trunk
undo port trunk permit vian 1
porttrunk permitvian 11 /| EEORYRI—FFICEDNT, FaIShiz VLAN #RELFET,
#
FYORPRYTELT LI RAYFD IP PRLRAZEFEAL T, $—/N—~DIL—+EHRELET,
#
ip route-static vpn-instance vpn-default 100.1.0.0 24 11.0.0.1
ip route-static vpn-instance vpn-default 110.1.0.0 24 11.0.0.1
#

RINALERINL2DRBDES

ANAY 1 EEBTFE

Fast Reroute(FRR)Z X ELET .

#

ip route-static fast-reroute auto

#

VLAN 11 Z4ERLET

#

Vian 11

#

#VLAN-interface 11 KL ET

#

interface Vlan-interfacell
ip binding vpn-instance vpn-default
ip address 11.0.0.11 255.255.255.0

#

T —LAEDBEERIZ VLAN 3 ZERILET,

#

Vlan 3

#
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#VLAN-interface 3 Z/ERLET

#

interface Vlan-interface3
ip address 3.0.0.1 255.255.255.0
ospf network-type p2p
ospf 1 area 0.0.0.0

#

S IIL—TEERLET,

#

interface Bridge-Aggregationl
link-aggregation mode dynamic

#
EHNTN—TITR—rEBMLET.
#

interface Ten-GigabitEthernet1/0/30
port link-mode bridge
port link-aggregation group 1
#
interface Ten-GigabitEthernet2/0/30
port link-mode bridge
port link-aggregation group 1
#
VLAN 10, VLAN 11, 8&U VLAN 3 R[5 L3IEM T IL—TE2ERELET,
#
interface Bridge-Aggregationl
port link-type trunk
undo port trunk permitvlan 1 // EEOFRYLT—FFICEINT, FaISN iz VLAN #RELET,
port trunk permit vilan 3 10 to 11
link-aggregation mode dynamic
#
/IFRR B EEESNTULDIHEE (L. NQA & Track #EET AR EIEHYFEE A,
RIMMUTNARBEDOYER ) I TRENFRELIHEIC. BEL—bRAYTFF—N—FITIEIIMTVIERELET .
#
track 1 interface Bridge-Aggregationl physical
#
RISA2 2 VXLAN 4094 ~DRET YT —FERELET (RYARRYTE VLAN 10 F7z(E VLAN 11 [ZBTHIEM
TEEY),
#
ip route-static vpn-instance vpn-default 130.1.0.102 32 11.0.0.12 track 1
#
NQA B LU Track ZXELFET L3 A/ YFED VLAN 10 $&U VLAN 11 D4 —kozA IP PRLRZR I ARRyTE
LTERLT, Y= N—IFREAADREAT 197 IV —FEEEL RAT 1y 7 L—r% Track 2B &R ITET
#
nga entry admin serverl
type icmp-echo
destination ip 10.0.0.1
frequency 100
reaction 3 checked-element probe-fail threshold-type consecutive 3 action-type trigger-only
vpn-instance vpn-default
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#
nga entry admin server2
type icmp-echo
destination ip 11.0.0.1
frequency 100
reaction 4 checked-element probe-fail threshold-type consecutive 3 action-type trigger-only
vpn-instance vpn-default
#
nga schedule admin serverl start-time now lifetime forever
nga schedule admin server2 start-time now lifetime forever
#
track 3 nga entry admin serverl reaction 3
track 4 nga entry admin server2 reaction 4
#
#
ip route-static vpn-instance vpn-default 100.1.0.0 24 10.0.0.1 track 3
ip route-static vpn-instance vpn-default 100.1.0.0 24 11.0.0.1 track 4 preference 61
ip route-static vpn-instance vpn-default 110.1.0.0 24 10.0.0.1 track 3
ip route-static vpn-instance vpn-default 110.1.0.0 24 11.0.0.1 track 4 preference 61
#
/INQA B KU Track M ESN TLVELMEEIZRZTAYIIIL—ERELET,
#
ip route-static vpn-instance vpn-default 100.1.0.0 24 10.0.0.1
ip route-static vpn-instance vpn-default 100.1.0.0 24 11.0.0.1 preference 61
ip route-static vpn-instance vpn-default 110.1.0.0 24 10.0.0.1
ip route-static vpn-instance vpn-default 110.1.0.0 24 11.0.0.1 preference 61
#
RABT 499 )L—h% BGP vpn-default [CA4VR—kLET,
#
bgp 100
#
ip vpn-instance vpn-default
#
address-family ipv4 unicast
import-route direct
import-route static

#
RINAY 2 DERTE
FRRZHELET .
#
ip route-static fast-reroute auto
#
VLAN 10 Z4ERLET
#
Vlan 10
#
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#VLAN-interface 10 Z¥ERLE T
#
interface Vlan-interfacell
ip binding vpn-instance vpn-default
ip address 10.0.0.12 255.255.255.0
#
T —LAEDBEERAIZ VLAN 3 #ERLET
#
Vian 3
#
#VLAN-interface 3 Z#4ERLET
#
interface Vlan-interface3
ip address 3.0.0.2 255.255.255.0
ospf network-type p2p
ospf 1 area 0.0.0.0
#
EWNTN—TEEHLET,
#
interface Bridge-Aggregationl
link-aggregation mode dynamic
#
EHTL—TITR—rEBMLES,
#
interface Ten-GigabitEthernet1/0/30
port link-mode bridge
port link-aggregation group 1
#
interface Ten-GigabitEthernet2/0/30
port link-mode bridge
port link-aggregation group 1
#
VLAN 10, VLAN 11, & U VLAN 3 EHAIT B LSIEMT IL—TERELET
#
interface Bridge-Aggregationl
port link-type trunk
undo port trunk permit vian 1 //Configure permitted VLANs based on the actual networking.
port trunk permit vian 3 10 to 11
link-aggregation mode dynamic
#
IIFRR M EEESNTINDIGE (L. NQA & Track 2R ETINEITHYFEE Ao
ALV TNAXBEOYE Y ) TEENFEELZEIC. BREL—FRMYFF—N—ZITILIITMSVIERTELET,
#
track 1 interface Bridge-Aggregationl physical
#
RI8A2 L VXLANAO9A ADRBAT Ay I —bERELET (R VR RYT & VLAN 10 Ffz1E VLAN 11 IZETHIEMNT
=FY),
#
ip route-static vpn-instance vpn-default 130.1.0.101 32 11.0.0.11 track 1
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#
NQA B LU Track ZERELFET . L3 R/ YyF LD VLAN 10 LU VLAN 11 DS —k Iz A IP PRLRERYRAbRyT &
LTERALT. —N—IFRINDRAETAv I I—bEERFEL RAT1Y7)b—b% Track ICBAEMIFET .
#
nga entry admin serverl
type icmp-echo
destination ip 10.0.0.1
frequency 100
reaction 3 checked-element probe-fail threshold-type consecutive 3 action-type trigger-only
vpn-instance vpn-default
#
nga entry admin server2
type icmp-echo
destination ip 11.0.0.1
frequency 100
reaction 4 checked-element probe-fail threshold-type consecutive 3 action-type trigger-only
vpn-instance vpn-default
#
nga schedule admin serverl start-time now lifetime forever
nga schedule admin server2 start-time now lifetime forever
#
#
track 3 nga entry admin serverl reaction 3
rack 4 nga entry admin server2 reaction 4
#
ip route-static vpn-instance vpn-default 100.1.0.0 24 10.0.0.1 track 3 preference 61
ip route-static vpn-instance vpn-default 100.1.0.0 24 11.0.0.1 track 4
ip route-static vpn-instance vpn-default 110.1.0.0 24 10.0.0.1 track 3 preference 61
ip route-static vpn-instance vpn-default 110.1.0.0 24 11.0.0.1 track 4
#
II' NQA B LU Track BMERESN TWELMES ICRET Y IIL—ERELET,
#
ip route-static vpn-instance vpn-default 100.1.0.0 24 10.0.0.1 preference 61
ip route-static vpn-instance vpn-default 100.1.0.0 24 11.0.0.1
ip route-static vpn-instance vpn-default 110.1.0.0 24 10.0.0.1 preference 61
ip route-static vpn-instance vpn-default 110.1.0.0 24 11.0.0.1
#
RABT 499 )L—k% BGP vpn-default (S VR—kLET,
#
bgp 100
#
ip vpn-instance vpn-default
#
address-family ipv4 unicast
import-route direct
import-route static
#
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J—DTINAAB LUV T IECRTINA AN H—/\—
ADIL—LDEHRTE

J—DF L AP —/IN—ADI—FERELET .

J—ITFTNAREDY—IN—F2I T =0T A ADRET 490 I —FEFRTELENTE SN, R3S
DTN RIE.BGP ML TY—ITNAAADIIL—+EREILET,

FIRARTINL RATCRATAVIN— ERELET .

TIOCRTINAREDY—IN—~AD 2 DDAEZTAVII—bERELET . ¥ — b I/ ER/INAI2T I\
AAMD VXLAN 4094 7RLRELTIEELE T,

#
ip route-static 100.1.0.0 24 130.1.0.101 /| R/8(> 1 M VXLAN 4094 7KL X,
ip route-static 100.1.0.0 24 130.1.0.102  // R/N(> 2 M VXLAN 4094 7KL X,
ip route-static 110.1.0.0 24 130.1.0.101
ip route-static 110.1.0.0 24 130.1.0.102

#
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DRNI D& 5E
DRNIRYRT—F2 5

Distributed Resilient Network Interconnect(DRNI)(&, £#ILA Y —T 2 DOYEBET/NARE 1 DD T
NARIRBIEL T, TS RBDV U VEREERBRL. TNALALNILORRILENS T4v I D AR S
HMEERT D,

AD-Campus V1)2—av (&, DRNI #fEHYHR—tL. TNAAROTRILEO—F NS VT ERET
H5DRUVRTLEMRHLET,

2 DRNI Ryb7—F2 %

Unified Platform

SeerEngine-Campus DHCP

Layer 3 switch

Spine

Leaf

=JL =
DRNID X E
0 TaT7ILRINAUERIZDULTIE, TConfigure dual spine uplinkAD-Campus configuration 1% S &L
TIEZEW TaTILRINA T NAR(E, AV bA—FIC & TFHTHARENET , O FA—F5HY)

— DT INAREHHAATZR . DRNI EREETLET . AV FA—SIZKBRNA U FE(X)—DT/181
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ADAAAZDNTIE . T1ZSBLTLFEEN, COETIE, ara—S52&BY—TTINA AN H
A% 0D DRNI EH DERIZDWVTHDHERBALET,

BE:

DRNI S 2—TJLIZHE> TS T77T )y o Tl BEIMIZEIY H TSN - DRNI{RFE IP 7PRLAD
EREBRBITTBH=HIZ VLAN 4094 TRLRT—ILET7 TV IIZINA VR T BRENHYET .
BGPETZIX. TaZIARNRALUE L) =TT NARIZH L THEIL T IHELNHYET , RTEDFEM
[ZDLVT (&, TManually incorporating a device |2 BLTLEELY,

X—T7S54T)oHEIPLYL YK BIEBL—FTDAUA—DARADFEREYR—FLTVET,
IPLYUOL—M—BLTWAZLZHRTIDENHYET,

FEHD DR VAT LERBEIZERLLENTESLD, RO DR VAT LEZERT DRI, £ DRVR
FLARESN TR EEFERL TS,

TIOVCRTINARATY—=DREYI 2T —F 245 791X DRNI, XU BFD MAD #&H%E1T3IZ
. 7OCRTINNAADT YT )9 AL23—T A AT BFD MAD VLAN T 4t—JJLIZLET,
1J)=—27 DRNI 2 rT—F 25 Tl Y—E RS T4V IEELLERET B2, A —HF—D A2 54
IZH BRI DRNI IRENHEIL SN TSI EEHERELET,

IPP £=I[E DR AU A— DA RESHITEMTBIZIE, IPP F£F=IE DRAVA—TIA(REEBLTH
5. X9 MBS A—DIAREBMLET,

Automation > Campus Network > Network Devices R—IZ# 8L, A EBIZH S IP
Address Pools #71)vIL%Ed,

IP 7PRLARAT—ILEEBMTER—CTIP FRLRAT—ILAALTELT DRNI 5/ ELET,

DRNI IP 7RLRT—)LI&. DRNI PRLRADEEFEIZERAINET . & DRNI T )L—T2IE R

D3D2DTRLRZEY B TEIRENHYET,

o LoopBack 2 @ IP 7RLZX(2 D2DT /31 XM EL LoopBack 2 7L X%#D):DRNI 0 evpn
dmi ' )L—7 D IP PRLREBELET

o VLANA2UB—TzLR2D IP PRLA(BETNARIZIZIP PRLANHYET):2 DD DR T

NARBTTUE =LA —bERETD-OICERINET,

eeeee

Access1 Access1 HJYQ 130.1.0.40 access Active Managed
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Add Address Range @ Please specify an addres

Add Address Range

IP Version
IPv4

End IP
89.0.0.100

Automation > Campus Network > Network Devices XR—IZ# 8L, A _EFBIZ3H S DRNI Y
> oBES) v LET , DRNI Parameters 47%4 w4 L, 4942 L T, DRNI A5 A—58—% %
BT 5=ODR—CEHEFET,

o DRNI: Yes #:&IRLET,
o DRNI Address Pool: fEfiathf- DRNI 7RLRAT—I)LE#RLET,
o DRNI Authentication Mode: Distributed #:Z{RL %9,

DRNI Parameters

Edit DRNI Parameters

Fabric Name DRNI State
Ye No

DRNI Address Pool DRNI Authentication Mode
DRNI-Pool - Distributed

Automation > Campus Network > Network Devices R—IZ# 8L, A LRIZ#H S DRNI Y
VOEV)VILET . Add #9yIL T VARTNARENT IV —TEEMT 5= DR—T%
HEFET,

Switch Devices

Add Delete  impot  Refresh All Device: v B synchronize Device Inf

Device La... + System Name Manage IP Device Role - Device St Management State Data Sync... Actions

RDINGA—B—F/RELET,

o Name: ZRIZERFIRTAALET,

o Fabric: DRNI ZHZIZ9 2I121E, HIYQ Z&RLET

o Device A Label/Device B Label: DRNI #f5 9% 2 DDT /N1 REERLFET,
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o M-LAG Virtual IP Allocation Method: 774 /LRTIL, IP PRLRIET NS REBTRLRT
—ILHSEEMICEIYETONET , Manual Z:ERT BIZIE, KB IP FRLANTNARE
B7RLRERLCRYRT—I1T AUMIHHEEHEREL. TRLADHREEEBLET,

I7TVVIICBBETUTL—MASRESNTE ST, Auto NBIRENTLDIH AL,

Automation > Campus Network > Fabrics R—CDB#L TV TL—bTPRLRAT—ILEER

ELET, VLAN 4094 7RL R T —)L% VXLAN 4094 ERILARYRT =085 AVMIERELET

ZRLNDIHEEIF. RDOAvE—DRRFSNET, BIMETUIL— AT TICERESIN TS

BlX. BEREIILEIHYEE A,

Fabric [ HJYQ]
Optimized Automated Deployment Legacy Automated Deployment

IP Pool Settings

DHCP Server VLANT1 IP Pool
vdhcp vian1

Controller and Other Server Subnets * @ VLAN4094 IP Pool
110.1.0.0/24,100.1.0.0/24,101.0.143.0/24,192.168.2.0/24 vian4094

DR System

Add DR System

| Basic Info

BREMNTET I HE, AVMO—SEEERIIC DRNIIPP Yo% £ LET . DR Systems 27T
(X, BEICERESNT- DRNI R4 IP 2R R TEET,
YARTINAREET =T DERKITH D BEEREIE. TS RICEH>TERBYFET BEHRAT—HR
NETLEDL, ROFIEZETLET . EROIART NS REHY IL—TERBEFIZERA LA T
=&y,

Fabric Device A Label Device A IP Addr... Device B Label Device BIP Add... Creation Method Description Actions

HJYQ leaf_130.1.0.36 130.1.0.36 leaf_130.1.0.31 130.1.0.31 Manual Creation

[Showing 1 - 1 of 1 entries. Page 1 of 1
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DR Systems [ leaf3 |

DR System

Edit DR System

| Basic Info

Name Description

| Device Info

M-LAG Virtual IP Allocation Method
Auto Manual

Device A Label Device B Label

8. Return #%')v%-LT. Cross-Device Aggregation Group R—ZRYFE T, Cross-Device
Aggregation Group [IEBIZHERRENELT =,

Device A Label Device A IP Addr... Device B Label Device BIP Add... Creation Method Description Actions

BErUubd bl FIAREU—TFINARETIERT A ZDRIZ DR £455 L —T & EE
[TYERILET

10. DR &7 \L—T%E&FE 9 SATIZ. Monitor > Topology View > Campus Topology R—I (255
BLT =TT NARET IV ERATNARBDOMRASY U 0ERRLET, V=TT INARETI&
ATINAZRDNTIT47SN, MRADHEETHH LEHRELET,
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DR Systems

11. &5 IL—FOERE. Actions SIBE S v TEHYT L—TERELES .,

Fabric Device A Label Device A IP Addr... Device B Label Device B IP Add... Creation Method Description Actions

leaf_130.1.0.31 130.1.0.31 Manual

DR ems

LAG Groups

Add Refresh Q
+ Name LAG Group Number Member Ports Device Label State Actions
DR-BAGG2 Bridge-Aggregation2 FortyGigE1/2/0/26 leaf_130.1.0.31 LA roup Deployed
DR-BAGG2 Bridge-Aggregation2 FortyGigE1/2/ leaf_130.1.0.36 DR LAG Group Deployed
DR-BAGG3 Bridge-Aggregation3 Ten-C leaf_130.1.0.31 DR LAG Group Deployed

DR-BAGG3 Bridge-Aggregation3 leaf_130.1.0.36 DR LAG Group Deployed

Device A Label Device A IP Addr... Device B Label Device BIP Add... Creation Method Description Actions

30.1.0.36 5 lea 0.3 30.1.0.31 M Creation

DR Systems

Refresh

OK

@ Created 1 DR groups.

14. HERMET L5, Actions 5IB8E 5 vH LT, seMEht- DR £ A 8—TT( RERRTE
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15.

DR-BAGG4 i on4 Ten-GigabitEthernel1/2... le .36 DR LAG Group Deployed

DR-BAGG4 i on4 Ten-GigabitEthernet1/2...  leaf .3 DR LAG Group Deployed

END-BAGG1 i 0 GigabitEthernet1/0/18...  Access32 Peer DR LAG Group Deployed

BEMNTET LIS, T/NMAD DRNI RF—HRERRTEEY,

<Leaf-S105A>dis drni summary

Flags: A -- Aggregate interface down, B -- No peer DR interface configured
C -- Configuration consistency check failed

IPP: BAGG1
IPP state (cause): UP
Keepalive link state (cause): UP

DR interface information
DR interface DR group Local state (cause) Peer state Remaining down time(s)

BAGG2 1 upP UpP -
BAGG3 2 upP upP -
BAGG4 3 upP upP -

<Leaf-S105A>
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FATILARINL T INAZAFA®D DRNI D#ERR
(FF8h)

REDY I T7/A—230TlE, arba—3E)—7F /84 XD DRNI SRE D HEHHR—LLTLVE
T o RINMAUTINAAD DRNI B2 EIZIE. COIETHBT ALIIFHBRENANDETT,

0 MEDY I I T /N—23V TlE, AU PE—FERNNATINL RDF &) DRNI FZEDHEHR—k
LTWET . COEIIIVTIE. Ta7ILAR/ISMY DRNI 2y b T —X 25 [CEH DREIZDLNTDHER
BALE T, TDHMDHREIZDLTIZ, TManually incorporating a device 1% S BLTLE S0,

LAN—3RAYFZEZET S

VLAN 10 & VLAN 11 ZERLFET
#
vlan 10 to 11
#
VLAN 10 & U VLAN 11 D VLAN A2 A—D A REERLET .
#
interface Vlan-interfacel0
ip address 10.0.0.1 255.255.255.0
#
interface Vlan-interfacell
ip address 11.0.0.1 255.255.255.0
#
VLAN 10 A BB TES&SIZ, RNA2 L ITERSNIzA U A—Tz( REHRELET,
interface Ten-GigabitEthernet1/0/25
port link-mode bridge
port link-type trunk
port trunk permit vian 10 // EEOR Y T—F T (ZEDWT, BFASNTz VLAN R/ ELFE T, RENTELRIGE
I%. undo permit vlanl av U REETLET,
#
VLAN 11 SBBTED LT, RNXAY 2 [TEREN A 3— T/ RERELET .
#
interface Ten-GigabitEthernet1/0/26
port link-mode bridge
port link-type trunk
porttrunk permitvian 11 // EEORYET—FUFIZHDINT, FAIEShtf= VLAN 2R ELET . RENTELS
& (%, undo permit vianl A< RFEETLET,
#
FVIERELET
#
track 1 interface Ten-GigabitEthernet1/0/25 physical
track 2 interface Ten-GigabitEthernet1/0/26 physical
#
2DDTIAHNMIL—PEERELET  RIRMRYTIERIIAY L ERIIV 2 D IP TRLRATY,
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#
ip route-static 0.0.0.0 0 10.0.0.11 track 1
ip route-static 0.0.0.0 0 11.0.0.11 track 2
#

ARINAVLELBR A YFRED:

VLAN 10 & VLAN 11 #EmLFET,

#

vlan 10 to 11

#

VLAN 10 & VLAN 11 ® VLAN 4> 8—J x4 ZAZ{ERLL . vpn-default [C/ A1 VRLET,
#

interface Vlan-interfacel0

Zt

ip binding vpn-instance vpn-default
ip address 10.0.0.11 255.255.255.0
#
#
interface Vlan-interfacell
ip binding vpn-instance vpn-default
ip address 11.0.0.11 255.255.255.0
#
VLAN 10 NBBTEDLSIZ. L3 RMvFIEREN AV — T/ RERELETS
#
interface Ten-GigabitEthernet2/0/31
port link-mode bridge
port link-type trunk
porttrunk permit vian 10 /I EEORYRI—FFICEDNT, FalShiz VLAN # R ELET . RENTERE S
I%. undo permit vlanl a<v > REEITLET,
#
NQA B&LU Track ZHRELET . L3 R YF LD VLAN 10 KLU VLAN 11 DS —bH1A IP PRLRZER IR MRy T &
LTERALT. Y—N—IFRINDRET4Y I IN—EREL . RAET4Y7)b—b% Track ICBEITET .
nga entry admin serverl
type icmp-echo
destination ip 10.0.0.1
frequency 100
reaction 3 checked-element probe-fail threshold-type consecutive 3 action-type trigger-only
vpn-instance vpn-default
#
nga entry admin server2
type icmp-echo
destination ip 11.0.0.1
frequency 100
reaction 4 checked-element probe-fail threshold-type consecutive 3 action-type trigger-only
vpn-instance vpn-default
#
nga schedule admin serverl start-time now lifetime forever
nga schedule admin server2 start-time now lifetime forever
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#
track 3 nga entry admin serverl reaction 3
track 4 nga entry admin server2 reaction 4
#
#
ip route-static vpn-instance vpn-default 100.1.0.0 24 10.0.0.1 track 3
ip route-static vpn-instance vpn-default 100.1.0.0 24 11.0.0.1 track 4 preference 61
ip route-static vpn-instance vpn-default 110.1.0.0 24 10.0.0.1 track 3
ip route-static vpn-instance vpn-default 110.1.0.0 24 11.0.0.1 track 4 preference 61
#

RINA2EL3RA yFRE DS

VLAN 10 & VLAN 11 #EmRLFET,

#

vlan 10 to 11

#

VLAN 10 & VLAN 11 @ VLAN 48—z 4 A% {ERKL. vpn-default [C/AAVRLET,
#

interface Vlan-interfacel0

ip binding vpn-instance vpn-default
ip address 10.0.0.12 255.255.255.0
#
#
interface Vlan-interfacell
ip binding vpn-instance vpn-default
ip address 11.0.0.12 255.255.255.0
#
VLAN 11 MEBTESDLSIZ. L3 RAYFIEHSN AV I—TARERELET,
#
interface Ten-GigabitEthernet2/0/31
port link-mode bridge
port link-type trunk
porttrunk permitvian 11 /I EEORYRI—FUFITEDINT, FraShtz VLAN ZRELET . RENTELS S
I%. undo permit vlanl av > REETLET,
#
NQA LU Track ZH/ELET . L3 R YF LD VLAN 10 LU VLAN 11 DS —bH 1A IP PRLRZER IR MRy T &
LTHEALT, Y= N—ISREADRETAII I —bFEERFEL RFT19PIL—% Track I[ZBEEMITET,
nga entry admin serverl
type icmp-echo
destination ip 10.0.0.1
frequency 100
reaction 3 checked-element probe-fail threshold-type consecutive 3 action-type trigger-only
vpn-instance vpn-default
#
nga entry admin server2
type icmp-echo
destination ip 11.0.0.1
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frequency 100
reaction 4 checked-element probe-fail threshold-type consecutive 3 action-type trigger-only
vpn-instance vpn-default
#
nga schedule admin serverl start-time now lifetime forever
nga schedule admin server2 start-time now lifetime forever
#
#
track 3 nga entry admin serverl reaction 3
track 4 nga entry admin server2 reaction 4
#
ip route-static vpn-instance vpn-default 100.1.0.0 24 10.0.0.1 track 3 preference 61
ip route-static vpn-instance vpn-default 100.1.0.0 24 11.0.0.1 track 4
ip route-static vpn-instance vpn-default 110.1.0.0 24 10.0.0.1 track 3 preference 61
ip route-static vpn-instance vpn-default 110.1.0.0 24 11.0.0.1 track 4
#

ANV 1DODRNIZFEET S

OSPF FRR#5RELFET,

#
ospf 1 router-id 200.1.1.254 /| FybD—HLET—EDIL—2 ID #EELET . LoopBack 0 @ IP PRL A% ERAL
F79,

non-stop-routing
fast-reroute Ifa

area 0.0.0.0
#
LoopBack 2 #’ELET . R/NAV 1 ERNAV 2 D IP PRLRIZRALTHAIBENHYET,
#

interface LoopBack2
ip address 99.99.0.10 255,255,255,255
ospf 1 area 0.0.0.0
#
VLAN 2 #Em LET . VLAN-interface 2 £BELET ., R/8MV 1 ERNAV 2 [FEHD IP PRLRAEFERELET . VLAN
2[E. 220 DR FHRARBDTUE—LAIN—rERBT 2HIFERINET,
#
Vlan 2
#
interface Vlan-interface2
ip address 99.99.0.11 255.255.255.0
ospf network-type p2p
ospf 1 area 0.0.0.0
#
VSl A2 B8—D AR 4094 [Z MAC PRLREFREL. R/8M2 1 ER/S(Y 2 IZEAL MAC PRLRERELET
#
interface Vsi-interface4094
ip binding vpn-instance vpn-default
ip address 120.0.0.1 255.255.255.0
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mac-address 0001-0001-0005

local-proxy-arp enable
#
I—TRHEERELT, VXLAN 4094 TO I —TZEFHLELET,
#
vsi vxlan4094

loopback-detection action block
loopback-detection enable vlan 4094
#

EVPN S EEMNE—RERELET . R/IMV 1 ERIA(V 2 DEREIFELTT,

#
I2vpn drni peer-link ac-match-rule vxlan-mapping

evpn dmi group 99.99.0.10  // VTEP PRLREIL—TFN\vY 2 A2 B8—T1A4ZD IP PRLRELTHELET, F/°
AADBT7IT47LENET,

evpn global-mac 0001-0001-0004 // R/8f> 1 and R/8(> 2 [XELC MAC PRLRZEFENET
#
#
vxlan default-decapsulation source interface LoopBackO
#
BGP IZ&k>T7R/21XEN D MAC TRLR%E . dmi FIL—FT7FLRELTRHRELET
#
bgp 1
address-family 12vpn evpn
nexthop evpn-drni group-address
#
F—TT7IATAE—TAREBRELET(LAV—3 AUI—TIA R, HBEALVFI—TIAREYBA L Z—T( XD Y
R—rENET),
#
ip vpn-instance DRNI_KeepAlive /| F—T7547ERAD VPN AV RAVREHRELET,
#
#
interface FortyGigE3/0/33
port link-mode route
ip binding vpn-instance DRNI_KeepAlive I VPN AV RRAVREINAVRT B

ip address 192.168.0.1 255.255.255.252 I HITRYEIRIE 0EYMIBRELET . R/SMV 1 ER/R(U 2
IZEAZIP PRLREFALEYS,
#
F—T734TDO—DILELVYE—FIP PRLREZRELET .
#

drni keepalive ip destination 192.168.0.2 source 192.168.0.1 vpn-instance DRNI_KeepAlive

#

DR Y RTL/INTA—R—%HBET D

BLYRTLMAC PRLRERLG DV AT LESEFEALT. DRI L—TADT NI RERELET .
#

drni restore-delay 180

drni system-mac 542b-de08-8200

drni system-number 1

drni system-priority 10

289



#
IPP(LAY—2 £ A A—TzA R)EHRELET
#
interface Bridge-Aggregationl
port link-type trunk
port trunk permit vlan all

port trunk pvid vlan 4094 /I PVID 4094 B"AETY
link-aggregation mode dynamic
port drni intra-portal-port 1 Il PP &R ELET

undo mac-address static source-check enable // MAC PRLRREETLFzvIET1+2—TILIZLET,
#
#
interface Ten-GigabitEthernet2/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan all
port trunk pvid vian 4094
port link-aggregation group 1
#
#
interface Ten-GigabitEthernet2/0/15
port link-mode bridge
port link-type trunk
port trunk permit vian all
port trunk pvid vlan 4094
port link-aggregation group 1
#
DRNI MAD £8&FELF Y,
#
drni mad default-action none
#
track 1024 drni-mad-status
#
#
interface LoopBack2
ip address 99.99.0.10 255,255,255,255
ospf 1 area 0.0.0.0
ospf track 1024 adjust-cost max

#

MAC PRLAD I =0T 24 L1, 20 UL LICT BRELRHYET,
#

mac-address timer aging 1560

#

RIS L E) =TT NARIZEHE T B4 2—T4AD MAC PRLRARETFIVIET1E—TILIZLET,
#
interface Ten-GigabitEthernet1/2/0/47

port link-mode bridge

port link-type trunk
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port trunk permit vlan 1 3497
lldp source-mac vlan 3497
lldp management-address arp-learning vlan 3497
lldp tlv-enable basic-tlv management-address-tlv interface LoopBackO
undo mac-address static source-check enable
#
TNAADBEBROBBAN\BEERELES.
DR F NS RBOAO— LTIV ILTav&B#T BICFE, TS ROBREBFHHELVLRENIII—EHRELET,
drni auto-recovery reload-delay delay-value 600
#

AN 2DDRNIZFERET S

OSPF FRRZ#EELEY .
#

ospf 1 router-id 200.1.1.253 /| FybD—HILET—EDIL—32 ID #EELET . LoopBack 0 @ IP PRLAZE{ERAL
F7,

non-stop-routing
fast-reroute Ifa

area 0.0.0.0
#
LoopBack 2 ZERTELFET . R/INMV 1 ER/IRM2 2D IP PRELRILBILTHAIMLENHYET,
#

interface LoopBack2
ip address 99.99.0.10 255,255,255,255
ospf 1 area 0.0.0.0
#
VLAN 2 4R LET . VLAN-interface 2 ZERELET . R/INA2 1 ER/IMV 2 [EEBK S IP PRLRAEFEALET,
#
Vlan 2
#
interface Vlan-interface2
ip address 99.99.0.12 2  55.255.255.0
ospf network-type p2p
ospf 1 area 0.0.0.0
#
VSI A A—DJ AR 4094 O MAC PRLREERELET , R/8M2 1 ER/RM2 2 [FREIL MAC PRLREERALEY
#
interface Vsi-interface4094
ip binding vpn-instance vpn-default
ip address 120.0.0.2 255.255.255.0
mac-address 0001-0001-0005
local-proxy-arp enable
#
IL—THRHEFRTEL T, VXLAN 4094 TOIL—TEFHLELET,
#
interface Vsi-interface4094

ip binding vpn-instance vpn-default
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ip address 120.0.0.2 255.255.255.0
mac-address 0001-0001-0005
local-proxy-arp enable
#
EVPN HBENE—FERELET, R/MY 1 LRV 2 DRERFRLTY,
#
I2vpn drni peer-link ac-match-rule vxlan-mapping
evpn drni group 99.99.0.10 Il VTEP PRLRZEIL—T 1IN0 2 A2A—TzAAD IP TRLRELTHRELET . T/
AANBTIT17ILENFET,
evpn global-mac 0001-0001-0004 /I R/ 1 ERRAY 2 [EEL MAC PRLARZERALET .
#
#
vxlan default-decapsulation source interface LoopBackO
#
BGP IZ&k>T7R/21XEND MAC TRLR%E ., dmi FIL—TFFLRELTEELET
#
bgp 1
address-family 12vpn evpn
nexthop evpn-drni group-address
#
F—TT7IATAVI—TIARERELET(LAV—3 AUF—TIA R, HBAVA—TIAREYBA U I—TA R%EER
TEEY)
#
ip vpn-instance DRNI_KeepAlive Il ¥—T7SATERD VPN AV RBVAZHRELET .
#
#
interface FortyGigE3/0/33
port link-mode route
ip binding vpn-instance DRNI_KeepAlive  // VPN AV RAVRE/NAVRLET
ip address 192.168.0.2 255.255.255.252 Il HITHRINIRIZE 0 EYMIBRELET  R/XMV 1L ERIRAIU 2 &
245 IP PRLREFERALET,
#
F—T734T0A—HLELVYE—FIP TRLREHRELET .
#
drni keepalive ip destination 192.168.0.1 source 192.168.0.2 vpn-instance DRNI_KeepAlive
#
DR Y RTL/INTGA—B—EBFELET . DR IL—THDTNARIZEALV AT LA MAC PRLRERHE BV RTFLEEEH
ELET,
#
drni restore-delay 180
drni system-mac 542b-de08-8200
drni system-number 2
drni system-priority 10
#
IPP(LAY—2 £ E3—Tz(R)EHRELET,
#
interface Bridge-Aggregationl
description SDN_LAGG
port link-type trunk
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port trunk permit vlian all

port trunk pvid vlan 4094 /I PVID 4094 N"HETY,
link-aggregation mode dynamic
port drni intra-portal-port 1 Il PP ZE#ERLET,

undo mac-address static source-check enable // MAC PRLRZEEFTFvIET1E—TILIZLET,
#
#
interface Ten-GigabitEthernet3/0/15
port link-mode bridge
port link-type trunk
undo port trunk permit vian 1
port trunk permit vlian 2 to 4094
port trunk pvid vian 4094
port link-aggregation group 1
#
#
interface Ten-GigabitEthernet3/0/22
port link-mode bridge
port link-type trunk
undo port trunk permit vian 1
port trunk permit vlan 2 to 4094
port trunk pvid vian 4094
port link-aggregation group 1
#
DRNI MAD Z&&ELFT .
#
drni mad default-action none
#
track 1024 drni-mad-status
#
#
interface LoopBack?2
ip address 99.99.0.10 255,255,255,255

ospf 1 area 0.0.0.0
ospf track 1024 adjust-cost max
#
MAC ZRLADI—L U5 24 L%, 20 R EICT DRENHYET,
#
mac-address timer aging 1560
#

RIS L E) =TT NARIZEHET B4 3—T4AD MAC PRLRARETFIvIET1E—TILIZLET,
#
interface Ten-GigabitEthernet1/2/0/47

port link-mode bridge

port link-type trunk

port trunk permit vlan 1 3498

lldp source-mac vian 3498

lldp management-address arp-learning vlan 3498
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lldp tlv-enable basic-tlv management-address-tlv interface LoopBackO
undo mac-address static source-check enable
#
TNAADBEBFOBEYA/N\REERELES.
DR TNAARABOO— LTI T avEm#T BI2IE. CORMT—ETNAROBEHFHLYLRGEELET .
drni auto-recovery reload-delay delay-value 600
#
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IP-SGT DERE

IP-SGT &, £R%&)—FT5Y)a1—230TY, TNAARIF HTRY)Tav#EBLTAAA H—/3—
M5 IP-SGT A—LERBLET . A—F —(E. BIDBATTH U I VI o= LEICECERZERGT
EFEY, IP-SCGT REICIK. 2 DDWAMNEENFET , T/ R, EIA DD D IP-SGT 1ERIHRFEAT
(+.EIA [EZDEHET/NARIZT v aLES,

IP-SGT (&, RYET—F G BHNDEL, SESFLR I FIATOH—Sh= R —FEEY ) 12— 3

COBEGENRELET,

o FREEIRAVREM—R)—EBARAUMNE, DBETEET,

e IP-Transit D F A TIE. EHODBESNTI=-F AL U(Th=>T, —RS—BANYR—FS
nxd,

e VLAN hotXalT4TI—T%#5BELET . Wireless User IP Role(SGT)I&, 4T R9)Fay
ZRLTHESINET,

E:

IP-SGT Tl&. T/AM XA VLAN 1 L Tarbra—5& WebSocket FyRILEFEIL T HNENHYE
T, IP-SGT 2B ETREEIEL. T/NA AN VLAN 1L ZNLTAVO—SLBIETEAIEFHERL TS
=y,

v INARERL

1. Automation > Campus Network > Isolation Domain X— (2L . B%E5)vo LT, IREER
AMUERET BI=HDR—FFASTET,

2. Advanced Settings 47%%')v%L. IP-Security Group Tag Subscription % On IZZRELE
9,
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Edit Isolation Domain

Policy Mode
IP Based Group Based

Advanced Settings

Forwarding Mode O Suppress Host Routes
tralized Forwarding Mode AP Local Forwarding Mode On Off

ARP Scan Rate (pps) ND Scan Rate (pps)

48 438

IP-Security Group Tag Subscription

On off

3. BE®.2VFO—FIETNARIZRDATRERITLET,
#
ipsgt enable /IEnable IPSG function.

ipsgt on-demand ip 20.0.0.0 255.255.0.0 vpn-instance Teach  //Enable the on-demand deployment function
for each network segment.

ipsgt on-demand ip 30.0.0.0 255.255.0.0 vpn-instance Teach
ipsgt on-demand ip 30.1.0.0 255.255.0.0 vpn-instance Teach
#

EIAD> 14X al—33>

1. Automation > Campus Network > User > Service Parameters > Access Parameters >
Manage IP-SGT Service Subscriptions R—JIZHEILE T,

Nam

Access Parameterls

Manage IP-SGT Service iptions Manage the s iptis P-SGT

Manage IP-SGT Service Subscriptions

Add Subscription Cancel Subscription Refresh

Access Isolate
Device Name IP Address Fabric Domain(lIsolate Status
Domain)

No Data
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2. IP-SGT State #7UvoL. FA470TRyHIATOK #9)yoIL T, IP-SGT H—ERZLR—T L
IZLET,

© Tips

Enable IP

Cancel

3. Add Subscription #9)v-L%E9, Add Subscription R=C DT /N R (L, avbA—FIZHH
AENFT,

Network Type: Device Type:

Fabric: ccess Isolate Dom.
D

Access Isolate
Device Name IP Address Device Type Device Model Fabric Domain(lsolate Description
Domain)

leaf 130.1.0.2 30.10.2 Leaf E‘“ S6520X30HC: isolate domain1
lea . 3 2 Leaf 3 OF-El fa 3 isolate domain1
Leaf 3 E). J] isolate_ domain1
Leaf -XS J isolate_domaini

Spine 3 6X J isolate_domaini

Leaf 3C S7503x ) isolate_domain1

4. HYIRY)TavHADTNAREERL, OK Vv ILET,

5. aAvkA—3(ET /NI RED Websocket IEHEHEIILET, Eik. BEHEAT 2RI UP (ZHYFE
ER

Manage IP-SG Subscriptions

Add Subscription  Cancel Subscription Refresh

Access Isolate
Device Name IP Address Device Type Device Model Fabric Domain(isolate Status Description
Domain)

leaf 130.1.0.2 130.1.0.2 % =3 isolate_ domain1

leaf_130.1.0.36 30.1.0.36 H3C S7503> isolate_domain1

Il ROATRZEFEALT RAT—RRERRTEET,
[Leaf-S105A]dis cloud-management state
Cloud connection state  : Established
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Device state : Request_success
Cloud server address :100.1.0.100
Cloud server domain name : 100.1.0.100

Cloud server port 1443

Connected at : Mon Jan 24 07:47:24 2022
Duration :00d 03h 38m 17s

Process state : Message received

Failure reason - N/A

[Leaf-S105A]

HRDARFEFERALT, TR A—HF =D F U FAUIToT=EE Y TRY) T aVERE KRR
LFET,
[Leaf-S105A]dis ipsgt map
Total IPv4 IP-SGT entries: 2
Microsegment ID: 3503

IPv4 address Vpn instance
23.3.0.3 vpnl
23.3.04 vpnl

Total IPv6 IP-SGT entries: 0
[Leaf-S105A]
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O&M E=AY2 4

FE#IZ DL TIE. FAD-Campus 6.2 Maintenance Guidel2Z B LT E&Y,
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