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1. TAK RAY

RADIUSH—/(—
192.

key: test

trusty —>
GE/1/0/1 GE1/0/0

168.20.10/24 192.168.20.1/24

192.168.30.

untrusty—>

user: client

password: client

L2TP IPsec7 7z A&l
SecPath F1020

1/24 , '
&y

IPsec2547> b
BOIPZRLA
PIZE,

192.168.10.106/24

TAMBETIX. RADIUS & Active Directory - &b 11— —BEAEHE.
Active Directory DFASL (& ad.rem-system.com ELTLET,

FoILIZBYSTS
ZEETTFLA
192.168.10.11 »

192.168.30.1

GE1/P/0/f « >

192.168.10.21 \
192.168.10.31

192.168.10.253/

-
-

ONU  VPNR L

¢ E{ESTNAT

192.168.10.11
FoFRILDBEIY BT
5NT=PCOFFL R

O version 7.1.064, Release 9345P14 TEHELEL =,

DA TN 9T EIEY AT L - Windows7., 8. Vista. 10, XP. Windows Server 2003



2. L2TP IPsec VPN ER5E/\SA—H—

2.1 EXRFRE
INGA—H— R EE
LNS H—/\— 192.168.30.1
K& LNS H—/\— 192.168.30.1
IPsec Enable
SREEE—FR Pre-shared-key
FoRE¥— test
IPsec H—/\— LNS H—/\—%{#HH

2.2 L2TP b 2RIL

INTGA—H— L fE
BEFE—R PAP
Hello /X4y &SRR 60 #
L2TP R—bk 1701
2.3 IPsec /I\SA—H—
INTGA—H— L fE
E—FK koL
SASAI54 L 3600 #
ESP FSURTH—L 3DES( 16 bit ) / ESP-MD5
AH MD5
PFS L
TRURZH NAT ;Z/\—H )L

2.4 |IKE IS5 A—H—

INSA—H— HEE
FIdLIT—a EF—F Aggressive
EH |V ) 7 N SHA
ESETILTYX L DES-CBC
DH Y IL—7 2

IKE #R—p 500
SASA 784 L 86400
O—A)lltEXaT45—bkoz(4 Inode
JE—rEFaUT45—bDz14 Ins
keepalive /X7y Z{E R L
keepalive /N7y & (E R L




3. SecPathF1020 HIDE&EFIIE

FE1:SecPath DA, &AL A—Tx—X[Z IP FRELR
#EYLHTS

HAB—DTT—AD IP RFE
interface GigabitEthernet1/0/0
ip address 192.168.30.1/32
#

interface GigabitEthernet1/0/1
ip address 192.168.20.1 24
#

F|g2. IPsec VPN D{EET S

VPN I9SAF7UMZEYYTOENS IP PRLRAT—ILDERTE
#95

#VPN 54T UMAEIYHE TS IP FRLRAT—LDERTE
ip pool pool 192.168.10.11 192.168.10.253

ip pool pool gateway 192.168.10.1

#

interface Virtual-Templatel

ppp authentication-mode pap

remote address pool pool

ip address 192.168.10.1 255.255.255.0

#

VPN 9547 b5 41— — INRRAT—FDREET
3

#OJ AV 1—H—ERE

local-user client class network

password simple client

service-type ppp

authorization-attribute user-role network-operator

5



#
IPsec RYS—DEREET S

ipsec transform-set 1
esp encryption-algorithm 3des-cbc
esp authentication-algorithm md>5

#
ipsec transform-set 2
encapsulation-mode transport
esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shal

#
ipsec transform-set 3
encapsulation-mode transport
esp encryption-algorithm aes-cbc-256
esp authentication-algorithm shal

#
ipsec transform-set 4
encapsulation-mode transport
esp encryption-algorithm des-cbc
esp authentication-algorithm shal

#
ipsec transform-set 5
encapsulation-mode transport
esp encryption-algorithm 3des-cbc
esp authentication-algorithm shal

#
ipsec transform-set 6
encapsulation-mode transport
esp encryption-algorithm aes-cbc-192
esp authentication-algorithm shal

#

#ipsec policy-template 1 1
transform-set 123456
ike-profile 1

#
ipsec policy 1 1 isakmp template 1

#



L2TP DEREET S

#L2TP X 7E

[2tp-group 1 mode Ins

allow 12tp virtual-template 1
undo tunnel authentication
#

|2tp enable

IKE R —D/REET S

#IKE 7OT7A )L
ike profile 1
keychain 1
exchange-mode aggressive
local-identity fgqdn Ins
match remote identity address 0.0.0.0 0.0.0.0
match remote identity fqdn inode
proposal 123456
#IKE 7R/R—F)L
ike proposal 1
dh group2
authentication-algorithm md>5
#
ike proposal 2
encryption-algorithm 3des-cbc
dh group2
authentication-algorithm md>5
#
ike proposal 3
encryption-algorithm 3des-cbc
dh group2
#
ike proposal 4
encryption-algorithm aes-cbc-256
dh group2
#
ike proposal 5
dh group2
#
ike proposal 6



encryption-algorithm aes-cbc-192
dh group2

IPsec b2 RILXF—DREET S

HELRERE(FREEE—F. FB8EF—)

ike keychain 1

pre-shared-key address 0.0.0.0 0.0.0.0 key simple test
#

FIg 3. EXxaTaJ—btXaT1RY—FHRTET S

#EX ) T4 =2 DT IAILNERTE
security-zone intra-zone default permit
X)) T4 =2 DA A—T—REEE
security-zone name Trust
import interface GigabitEthernet1/0/1
#
security-zone name Untrust
import interface Virtual-Templatel
#
security-zone hame Management
import interface GigabitEthernet1/0/0
#IP X2 TARO—DHRTE
security-policy ip
rule 0 name 1
action pass
rule 1 name 0
action pass
counting enable
source-zone Local
source-zone Trust
source-zone Untrust
destination-zone Local
destination-zone Trust
destination-zone Untrust



F|§ 4. RADIUS H—/N\—DEREEXT D

#RADIUS FRREDERTE
radius scheme user_db
primary authentication 192.168.20.10 key simple test
#
domain ad.rem-system.com
authentication ppp radius-scheme user_db local
authorization ppp radius-scheme user_db local
domain system
#
domain default enable ad.rem-system.com
#



4. Y547 NMAIDEETE

O FRYMYTF® iNode Client DF7AaAVEXTILO)YHLET,

st el
s

® Connect RaLEEFEHYILT Properties BB NI=5, Properties REVEH)vHLE
ER

iMode Intelligent Client

L2TP IPsec VPN connection

Lsername |

Password |

«  Save username « Save password

* My scenarin ¥
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Q EXB®E
SecPath D5} IP PRLRAZA AL, IPsec, IPsec H—/\—DBREFTUVET,

¥1 Properties by

Basic Settings
Connection Settings

LNS Server: |192.168.30.1 |

Second LNS: [192.168.30.1) |

[ ] Clear ARP cache before authentication
[ ] Upload version info
Getusername and password from smart card
Getusername and passwaord from cerificate
[] Auto reconnect when forced offline
[] sutomatic authenticate at startup

] Unified Authentication

Enable IPsec

Authen-method: |Pre-shared-Key -

Authenticator: aaan

Cen-Settings. ..

IPsec Senver
® Use LMNS server
() Specify IPsec server

IPsec Server:

Advanced...

Cancel
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@L2TP DEBEFITLVET,
H Advanced Property

L2TP Settings IPsec Settings IKE Settings Route Settings
L2TP Protocol Settings

Tunnel name: |upn| |
Authentication mode: PAP =
Interval for sending Hello packets: |BU | second
L2TP port 11701 |

[] Use tunnel authentication password
Tunnel authentication password:

Hide AVP

Cance|

BIPsec MEXFEXITLVNET,

K Advanced Property

L2TF Settings IPsec Settings IKE Settings Route Settings

IPsec Security Proposal Settings

Encapsulation mode: Tunnel

SA lifetime: 2600| second
Security protocol: ESP

ESP authentication algorithm: | MD5S 7

E3SP encryption algorithm: 3DES -

AH authentication algorithm:  MDS

] Use PFS
FFZ dh-groupi

Use NAT traversal

Cancel

GIKE DEHREFITVET,
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l'/: Advanced Property

LZTP Settings IPsec Settings IKE Settings Route Settings
IKE Security Proposal Settings

Megotiation mode: [Aggrezsive D type: name .
Authe_micgtinn SHA - Enc:ryptior_w DES-CBC -
algorithm: algorithm:

Diffie-Hellman

aroup identifier Group2 >  |KE Port.  |500

ISAKMP-S4 lifetime: 86400 | second

Local security gateway name: |in0de |

Remote security gateway name: |Ins |

[] send keepalive packets regularly
Time interval: |0 second
[J rReceive keepalive packets

Timeouttime: |0 second

Cancel

UETOSATUrDEREFTET LEL =,

13



i L LI B

O FRYMYTF® iNode Client DF7AaAVEXTILO)YHLET,

o

st el
s

@ iNode Client DRJ A VEENRRSN, —F—&(client )&/IXT—F(client )ZA
ALET,
ZLT. Connect RAVEVIUVHILET,

iNode Intelligent Client

L2TP IPsec VPN connection

Usemame |client

Password |u|nnmu--

~  Save username ~  Save password

=3

* My =scenario ¥

1= {?ﬁ

IPsec VPN Authentication x
f =&

Processing PPP negotiation...

Processing PPP negotiation

Don't Show Again
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@ Y—nN—LnEHENTETLEL,

iMode Intelligent Client

LZTP IPsec VPN connection

Online user client
Connection status Connected
Security status Mot Checked

Connected at 2021-6-25 12:48:17

Dizsconnect

* My scenario »

=

IPsec VPN Aythenticatjon x

Connection is successfully established and
the user is online

Don't Show Again
@ Y—nN—LD¥EHEEYBIZIE Disconnect RELEH)VHLET,
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ft8%x 1. iNode V547U bDAV A —IL

iNode Management center DA AXb—)L,

iNode Management Center - InstallShield Wizard

Welcome to the InstallShield Wizard for iNode
Management Center

The Installshield Wizard will install iNode Management
Center on your computer. To continue, dick Next.

D S1tEvRABHIZEKE

iNode Management Center - InstallShield Wizard

License Agreement > | ‘
Please read the following license agreement carefully. \ 1

License Agreement

Your use of this Software in installation, copy or other way shall be deemed as your
acceptance of the dauses of this License Agreement and your consent to execute this
License Agreement with New H3C Technologies Co., Ltd. { hereinafter "H3C").

1. Software Product (hereinafter "The Software™)

The "Software”in this Agreement indudes computer software and all or any parts of

I (®) I accept the terms of the license agreement I Print

()1 do not accept the terms of the license agreement

matslleh

m
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Q@ AVAF—ILBFROBRE

iNode Management Center - InstallShield Wizard

Choose Destination Location
Select folder where setup will install files.

' Install iNode Management Center to:
C:¥Program Files (x86)¥iNode¥iNode Manager

® AVR—JLOBLE

iNede Management Center - InstallShield Wizard

Ready to Install the Program
The wizard is ready to beqin installation,

Clidk Install to begin the installation.
If you want to review or change any of your installation settings, didk Back, Click Cancel to
exit the wizard.

« Back Install ‘ Cancel

17



@ iNode Management Center {2 AF—ILDET

iNode Management Center - InstallShield Wizard

Installshield Wizard Complete

The InstallShield Wizard has successfully installed iNode
Management Center. Click Finish to exit the wizard.

< Back Cancel

18



iNode Client {2 A= LIS —S DERL

@ iNode Management Center MDFZE}

@ L2TP ® iNode Client 24> Ah—ILLET,
Network Access Component T, L2TP IPsec VPN D& IZFxvH%EL\NT,

Finish#2UvyoL%EY,

Management er
File(F) View(V) Language(l) Help(H)
P - -,
IFEIEEX)
| iNode Management Center & 3 Client Customization
e
¢ @ Client Customization Please select the default configuration for the customization
a ]
w
& Customization History
-
& 4 Smart Card Management Netwark Access Components
iNode dient supports various network access methods.
L2TP IPsec VPN Config File Components Licensed Description
-;] Configuration [s02.1x Yes Support standard and extended 802, 1X protocals
— [ Portal Yes Support Partal protocols
+ Client Quick Deploy 1 55L ven Yes Support SSL VPM protocals
irele = £ Support wireless access network protocols
LZTP [Psec VPN Yes Support LZTP IPsec VPN protocols
Function Components
iNode dient supports the following function compenents,
Components Licensed Description )
EAD Yes Endpoint admission defense, Only the policy-compli.
[1 New SmartC... Yes Reads the username and password for network ac..
[ old smart Ca... Yes Reads the username and password for network ac.. w
— ... . - .
< >
Click Advanced to custom advanced details.
Click Finish to finish current customization.
Advanced...

19



Q) AVARP—ILENDZI YT —IIZ&BIZ{TIT, Client Scenario Information % Default
Scenario, Use existing Scenario [ZFxyHLT OK 29vHLET,

Finish Client Customization

Supplementary Information

It is recommended to spedfy the supplementary information (such as "HR
V1.0 to help you distinguish between configuration files.

| LZTP IPsec VPN |

Client Scenario Information
Scenario Settngs

Default Scenario  Provides a connection for each selected access component.
UUse Existing Scenario  Preferably uses the existing scenario on the endpoint.

|Ipdate and Installation Options

Customized dient setup is used to install iNede dient on PCs which have no iNode
dient installed or uparade previous dients to current version.

Generate customized dient setup program
[ silent installation A silent installation runs without any user interaction or
displaying any dialog boxes.
[IMsI  MSI can only be installed as notified by the Windows AD domain
controller. It cannot be installed manually.

Customized dient upgrade package, which must be deployed on the server which
iz corresponding to the dient, is used to upagrade previous dients to current
version automatically.

[ ] Generate customized dient upgrade package

The lightweight dient upgrade package is stored on the UAM server with which the
dient communicates to uparade the dient of a spedific version to the current
VErsion,

] Generate lightweight dient upgrade packag

Generate VPN gateway iNode setup padkage
Cancel

@ L2TP IPsec VPN Client DAY A= LIS — HMERTEELE=D T, Exit &91)v%
LEY,

Client Customization Result

Customization succeeded without extra customized dient setup program or
dient uparade package.

Exit

20



® Client Customization Result P94V FORTRENET DT, Find Target 71)wIL
T.iNode Clilent DA AM—ILTOSF S LOBEEZELET,

Client Customization Result

Customization succeeded with an extra customized dient setup program
created.

@ Click Find Target to view the new customized dient setup program.

I Find Target... I

Exit

® iNode Clilent DAY RR—LTAT S LDFEHRTT
C:\Program Files(x86)\iNode\iNode Manager\Setup

i -l EE OE=§ [ 2]
1 <« Program Files (x86) » iMode » iMode Manager » Setup v | D L SetupMigsE
+ {9 P 24 THOE 8 47
———— I iNodeSetup7.3 (E0548).exe 2021/06/26 11:18 FIUT—23y 36,844 K
v B FRIby

@ OneDrive - New H3C Group
@ OneDrive - Personal
2 mkoshiro
» I PC
T T3
- MicroSD (E)
B BEIAMR
¥ ®yb7-7
Jyba-Jb )L
& THE

1EDES E=
@ &2 Client Customization Result ™9/ R9 T, Exit Z9)vILET,

21



iNode Management Center [& File(F)*=a—h5 Exit LTETLEY .

Aanagement Center
File(F) View(V) Language(l) Help(H)
Client Customization(5)

Customization History(L)

Smart Card Management(U) l Client Customization
L2TP IPsec VPN Config File(C) Please select the default configuration for the customization
Configuration(G) ~

Client Quick Deploy(R)
Metwork Access Components

Exit{X) iNode dient supports various network access methods.
| - | Components Licensed Description
;] Configuration [Jso2.1x Yes Support standard and extended 802, 1¥ protocols
- O rortal Yes Support Portal protocols
4 Client Quick Deploy [ ssLven Yes Support S5L VPN protocols
[ wireless access  Yes Support wireless access network protocols
LZTP IPsec WPH  Yes Support LZTP IPsec VPN protocols

Function Components
iNode dient supports the following function components.

Components Licensed Description -
EAD Yes Endpoint admission defense. Only the policy-compli.
[ Mew smartC... Yes Reads the username and password for network ac..
[] old Smart Ca... Yes Reads the username and password for network ac.. o
— .. .. - - .

< >

Click Advanced to custom advanced details.
Click Finish to finish current customization.

Advanced...

22



iNode 2547 bDAV A—IL

@D iNodeSetup7.3(E05048).exe X T ILY)vHL TEBILET,

iMode Intelligent Client - InstallShield Wizard

Welcome to the InstallShield Wizard for iNode
Intelligent Client

The Installshield(R) Wizard will install iNode Inteligent
dient on your computer. To continue, dick Mext,

@ SAEURABPERBELET,

iMode Intelligent Client - InstallShield Wizard

License Agreement

Please read the following license agreement carefully,

License Agreement

Your use of this Software in installation, copy or other way shall be deemed as your
acceptance of the dauses of this License Agreement and your consent to execute this
License Agreement with Mew H3C Technologies Co., Ltd, { hereinafter "H3C").

1. Software Product (hereinafter "The Software®)

The “Software”in this Agreement indudes computer software and all or any parts of

FEII accept the terms of the license agreement I Frint

()1 do not accept the terms of the licenze agreement

Installsh

m
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@ iNode Client DAV RAF—ILESNBEFAEHERLT, Next U9 ILET,
C:\Program Files(x86)\iNode\iNode Client

iMode Intelligent Client - InstallShield Wizard

Choose Destination Location
Select folder where setup will install files.

. Install iNode Inteligent Client to:
C:¥Program Files (x86)¥iMNode¥iMode Client Change...

@ Install RALEIYYHILTAUVRAM—=ILERDHET,

iMode Intelligent Client - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back, Click Cancel to
exit the wizard.

A
LR
m

< Back Install Cancel

24



® AVAF—ILPETLEL,

iMede Intelligent Client - InstallShield Wizard

InstallShield Wizard Complete

Installshield Wizard has installed the iMode Inteligent Client
to your computer, Click Finish to exit the InstallShield wizard,

@ Yes, I want to restart my computer now.

(Mo, I will restart my computer later,

< Back Cancel

R : TAIMYTIZIL iNode Client ZEEB T 5= D7 1AV HKERENET,

an
LT

[
it vl
i

Finish 2y~ LT. Windows #BiE8&. 7517 ERRLET,
HDSAT7UNDEREIL, AR 4. 9547 UMIDRTE 1Z2ZBLIEEL,
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{14% 2. SecPathF1020 {81 &% 5E 5l

#

version 7.1.064, Release 9345P14

#

syshame H3C

#

context Adminid 1

#

irf mac-address persistent timer

irf auto-update enable

undo irf link-delay

irf member 1 priority 1

#

ip pool 12tp1 192.168.10.11 192.168.10.253
#

password-recovery enable

#

vlan 1

#

controller Cellular1/0/0

#

interface Virtual-Templatel

ppp authentication-mode pap

remote address pool 12tpl

ip address 192.168.10.1 255.255.255.0
#

interface NULLO

#

interface GigabitEthernet1/0/0

port link-mode route

ip address 192.168.30.1 255.255.255.0
nat outbound 3000

ipsec apply policy 1

#

interface GigabitEthernet1/0/1

port link-mode route

ip address 192.168.20.1 255.255.255.0
#

interface GigabitEthernet1/0/2

port link-mode route
#

26



interface GigabitEthernet1/0/3
port link-mode route

#

interface GigabitEthernet1/0/4
port link-mode route

#

interface GigabitEthernet1/0/5
port link-mode route

#

interface GigabitEthernet1/0/6
port link-mode route

#

interface GigabitEthernet1/0/7
port link-mode route

#

interface GigabitEthernet1/0/8
port link-mode route

#

interface GigabitEthernet1/0/9
port link-mode route

#

interface GigabitEthernet1/0/10
port link-mode route

#

interface GigabitEthernet1/0/11
port link-mode route

#

interface GigabitEthernet1/0/12
port link-mode route

#

interface GigabitEthernet1/0/13
port link-mode route

#

interface GigabitEthernetl1/0/14
port link-mode route

#

interface GigabitEthernet1/0/15
port link-mode route

#

interface GigabitEthernet1/0/16
port link-mode route

#

interface GigabitEthernetl1/0/17

27



port link-mode route
#

interface GigabitEthernet1/0/18
port link-mode route
#

interface GigabitEthernet1/0/19
port link-mode route
#

interface GigabitEthernet1/0/20
port link-mode route
#

interface GigabitEthernet1/0/21
port link-mode route

#

interface GigabitEthernet1/0/22
port link-mode route

#

interface GigabitEthernet1/0/23
port link-mode route

#

security-zone intra-zone default permit
#

security-zone name Local

#

security-zone name Trust

import interface GigabitEthernet1/0/1
#

security-zone name DMZ

#

security-zone name Untrust
import interface Virtual-Templatel
#

security-zone name Management
import interface GigabitEthernet1/0/0
#

scheduler lodfile size 16

#

line class aux

user-role network-operator

#

line class console
authentication-mode scheme
user-role network-admin

28



#

line class usb

user-role network-admin
#

line class vty

user-role network-operator
#

line aux 0

user-role network-admin
#

line con 0

user-role network-admin
#

line vty 0 63

authentication-mode scheme
user-role network-admin
#

ssh server enable
#

arp ip-conflict log prompt
#
radius scheme user_db

primary authentication 192.168.20.10 key simple test
#
domain ad.rem-system.com

authentication ppp radius-scheme user_db local
authorization ppp radius-scheme user_db local
#
domain system
#

domain default enable ad.rem-system.com
#
role name level-0

description Predefined level-0 role
#
role name level-1

description Predefined level-1 role
#
role name level-2

description Predefined level-2 role
#
role name level-3

description Predefined level-3 role

29



#

role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

role name level-7

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

role name level-13

description Predefined level-13 role
#

role name level-14

description Predefined level-14 role
#

user-group system

#

local-user admin class manage
password hash
$h$63UblhNnPevyKUwfpm3$LgR3+yglljNct39MKOROHOIQXLKYB3jMgM4vbAeoXOhbabl
IFNjJJPEGRO0YiYA1Sz4LiY3FmMEdru2fOLMb1lshQ==
service-type ssh terminal https
authorization-attribute user-role level-3
authorization-attribute user-role network-admin

30



authorization-attribute user-role network-operator
#
local-user client class network
password cipher $c$3$bUwUitzleCOIGT/e2EZdVgyMcNcWD3QwxQ==
service-type ppp
authorization-attribute user-role network-operator
#
session statistics enable
#
ipsec logging negotiation enable
#
ipsec transform-set 1
esp encryption-algorithm 3des-cbc
esp authentication-algorithm md>5
#
ipsec transform-set 2
encapsulation-mode transport
esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shal
#
ipsec transform-set 3
encapsulation-mode transport
esp encryption-algorithm aes-cbc-256
esp authentication-algorithm shal
#
ipsec transform-set 4
encapsulation-mode transport
esp encryption-algorithm des-cbc
esp authentication-algorithm shal
#
ipsec transform-set 5
encapsulation-mode transport
esp encryption-algorithm 3des-cbc
esp authentication-algorithm shal
#
ipsec transform-set 6
encapsulation-mode transport
esp encryption-algorithm aes-cbc-192
esp authentication-algorithm shal
#
ipsec policy-template 1 1
transform-set123 456
local-address 192.168.30.1
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ike-profile 1
#
ipsec policy 1 1 isakmp template 1
#
[2tp-group 1 mode Ins
allow 12tp virtual-template 1
undo tunnel authentication
#
[2tp enable
#
ike logging negotiation enable
#
ike profile 1
keychain 1
exchange-mode aggressive
local-identity fqdn Ins
match remote identity address 0.0.0.0 0.0.0.0
match remote identity fqdn inode
match local address GigabitEthernet1/0/0
proposal 123456
#
ike proposal 1
dh group2
authentication-algorithm md5
#
ike proposal 2
encryption-algorithm 3des-cbc
dh group2
authentication-algorithm md5
#
ike proposal 3
encryption-algorithm 3des-cbc
dh group2
#
ike proposal 4
encryption-algorithm aes-cbc-256
dh group2
#
ike proposal 5
dh group2
#
ike proposal 6
encryption-algorithm aes-cbc-192
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dh group2
#
ike keychain 1
match local address GigabitEthernet1/0/0
pre-shared-key address 0.0.0.0 0.0.0.0 key cipher
$c$3$7S5ysc5WxbGXqQ4HAqHMVIPEYd83fKs=
#
ip https enable
webui log enable
#
loadbalance isp file flash:/Ibispinfo_v1.5.tp
#
security-policy ip
rule 0 name 1
action pass
rule 1 name 0
action pass
counting enable
source-zone Local
source-zone Trust
source-zone Untrust
destination-zone Local
destination-zone Trust
destination-zone Untrust
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