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XTIV B/RTSFEE H3C

The Leader in Digital Solutions

0 TXaT4J—UITLAN—2A0/ —%BMTS 0 tXalT4J—2ITLANX—3A /1 \%BMT S
FE VAN =240\ —F X2 T4V—IBMT RIEEE. EEHR—F, vianfREA 23—z (X, ethiR—F i ¥, %o
vlan/N\SA—42% BT H2LELHYFET, T4V =V EEE T ARBED A 3—Tz A REBMLET,
Security zone name 1. ‘(131 charg nleffacelist  Memberlis(0)
GE1/0/0
VLAN members(?) (1-4094) GEL/0/1 =
GE1/0/3 +
GE1/0/4
GE1/0/5 -
Layer 2 members O Filter 3, Filter GEL/0/6 -
GE1/0/8
pescon . o
gy
FELL
BAGG2 + OK Cancel
“*
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HTELET,

> ETFRAYFEIFATI4—ILDopingd BIZE, FTRAAVFEHEERET2M09—T(R
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o tXa)FT4RYL—DEBREREL - O—HILAvE—D

> TIAILETIE, BEAR—FGLONIXEEY —VIZEL, BEY —>lO—h)LY —VITREESES
NTWET, LI=A>T, BEEEHN-EEBR—FGL0/0ENLTT IAHILEDTRLARET A
URNEBEANTAE. D747 94— ILWeb BB TS IJ4—LIZOT AV TEET,

httpS://1 92.168.0.1/ Security Management Platform
A—H—2&//NAJ—FK:admin/admin e
ﬁ -----
_Rpmm z Login —
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https://192.168.0.1/

o) T4 —EERT 25 & H3C
® tXal)T(RIY—DEFEARE - O—hILAvE—D

> WebBET5vhT7+—LT, Policies > Security Policies®D T M Create ¥ 1) 747K —%5
JyILET,

> Source Zone/Destination ZoneZ:E1RL . ActionZPermitiIZLEY,

> EBIT.Y—RTRLARBBETELR, BEUVY—RIFEER—NY—E R)GREDINSA—FERTE
LT. 7V ERHIEHDBEMZEERTEET

Security Policies

Delete Copy Move Enable stats - (S Disable stats - Enable Disable Clear stats » Enter rule name () Search [\ Ad

To have the security policy configuration(?) take effect , you must click Submit . To have the content security configuration(?) take effect, you must click Submit .

Supported total policies:10000,Supported policies for each type 5000.

Name Src zone Dst zone Type D Descri...  Src address Dst address Service User Action Conte...  Matc... Traffic Enabl... Enablg

Trust... Trust Local 1Pv4 0 Any Any telnet Any Permit
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The Leader in Digital Solutions

0 tXa)T4R)—DEELZE - O—hILAvE—D

> X)) TAR)—DFEBIZHBEAtEI)YILT, V—ATRLR172.31.00/220 7KL
AATOTIMIDHFA—AILT I EREHAIT5L5(2tFXa) 74RO —FEEBLET,

®) Create~ X Delete [3) Cop Name Trust—Local_0_IPv4 i » Enter rule nan
[o have the security policy configu Source zone Trust [Edit] ist click Submit .
Fupported total policies:10000,5up Destination zone Local Edit
oca SR
Name Src zone tion Conte... Matc...
Trust... ¥ Trust Poli Fmit
olicy group Select a policy group
Description (1-127 chars)
Action ® Permit Deny
Source IP/MAC address 172.31.0.0 [Edit]
Destination IP Any [Edit]
Service telnet [Edit]
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The Leader in Digital Solutions

® bXal)FA4RUYL—DERTE % - Forwarding Message

TuTYHR—RGL0/4ERTTH) TR —RGLI05FFNF N Trusty —> EUntrusty — (2B 0L .
172.31.0.0/22MEFETT T FL R EE1HH3192.168.0.0124DFEHET KL RIZF VA TEALSIZLET,

> WebBETS5vhTI+—LT. Policies>Security Policies® F D Creatett¥xa!) 7R —%9)vH
LFET.

» Source Zone/Destination ZoneZ&RL . 172.31.0.0/228 &£ 10192.168.0.0/24DIPvAA T H 5
I—TZEEBMLT, EETTRLRIBBETRLRAEZERLET,

Security Policies

(%) Create - Delete Copy Move Enable stats~ (S Disable stats ~ Enable Disable Clear stats Enter rule name Q) search [, Adv

To have the security policy configuration(?) take effect, you must click Submit . To have the content security configuration(?) take effect, you must click Submit .

Supported total policies:10000,Supported policies for each type 5000.

Name Src zone Dst zone Type 1D Descri...  Src address Dst address Service User Action Conte...  Matc... Traffic Enabl... Enable
Trust... Trust Local IPv4 0 Any Any telnet Any Permit
Trust... Trust Untrust IPv4 1 172.31.0.0 192.168.0.0 Any Any Permit
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® tXal)F4RYL—DERTE L% - Forwarding Message
ZDEE,172.31.0.0RYRT—=0T AVFDTRURI(X192.168.0.0R YR T—0€ T AV MZFTHOT4T1ZT7 V1
ATEFETH, 192.168.0.0R Y, T—H1 5 A ME172.31.0.0R Y T—9C T AVMT HERATEE R A,
> ChiE. EFaUT4RI)—DAMMEEF>TINSTIZHTY, 192.168.0.0 Ry T—0 15 AV MDD

YD =0T AT IOTATIZTORATESESIZT BIZIE. Untrust) —2 5 Trust Zone~D') /8
—RAEX2)T4R) O —E LT EIDLELAHYET,

Security Policies

(%) Create » Delete Copy Move Enable stats + (S Disable stats ~ Enable Disable Clear stats » Enter rule name Q) search [ Ad

To have the security policy configuration(?) take effect, you must click Submit . To have the content security configuration(?) take effect, you must click Submit .

Supported total policies:10000,Supported policies for each type 5000.

Name Src zone Dst zone Type D Descri...  Src address Dst address Service User Action Conte..  Matc... Traffic Enabl... Enable
Trust... Trust Local IPv4 0 Any Any telnet Any Permit
Trust... Trust Untrust IPv4 1 172.31.0.0 192.168.0.0 Any Any Permit
Untru... Untrust Trust IPv4 2 192.168.0.0 172.31.0.0 Any Any Permit
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The Leader in Digital Solutions
60.3.128.16 / 192.168.0.254
A8—2vk o
G1.0/1 sy G1/0/2

HRZRA Fw wwwH—/\—
1P:60.3.128.1 IP:192.168.0.1

® NEHRYRT—IRADY—/IN—DIINT) IR T—HIZH—ERERETLIHELHD
® NATTNARZEFERTHE NEHRYET—IA—FIFIBEINNATZRELRER—FENLTINEDRA

HY—EXRIZTIOERTEET,
® NATHRERH —/\—DEEHRE TIL. NATZRLRER—F, BEUVREBY—/N—FFRLRER—FREIDTVE Y

TEREEELES,
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NATF—T )L
NATH( NAT%
e aREEE L : 9 T IITTTTToemTooeoes ! 60.3.128.16:80 192.168.0.1:80
1 | 1£{57:60.3.128.1:7639 ! %£{5T:60.3.128.1:7639
1 5E5£:60.3.128.16:80 ! ' 5E4::192.168.0.1:80
60.3.128.16 77 192.168.0.254
A23—RYk '/,4
G1.0/1 5% G1/0/2
RARA FW wwwH—/\—
IP:60.3.128.1 IP:192.168.0.1
4 1%15 7£:60.3.128.16:80 3 | %{255:192.168.0.1:80

5E.%£:60.3.128.1:7639 5E.4%:60.3.128.1:7639
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REH—/\DERE H3C

The Leader in Digital Solutions
® JFEH—32/\—DPolicies>INATO>NAT Servers>Policy Configurationz4')w- LT, FLLINAT Server RuleZ

FERLET

Rule name ServerRule 1 (1-63 chars)
Interface GE1/0/1 - *
Protocol type (% L (1-255)
Mapping One single public address with one single or no public port ~ ~ *
Mapping description (1-63 chars)
Public IP ® Specify an IP address
60.3.128.16 *
Use primary IP of the interface (Easy IP) as the public IP address of the NAT server
Use primary IP of a Loopback interface as the public IP address of the NAT server
Public port (1-65535)
Public port VRF Public network -
Server [P 192.168.0.1 i
Server port (1-65535)
server VRF Public network -
ACL for packet matching -
VRRP group -
OK Cancel
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RARA
1P:192.168.0.1
110.1.1.1
RAHB 192.168.0.254 amr
e FRLRT—L: e
110.1.1.2-110.1.1,
011.2-110.1.14 1P:220.2.2.2

1P:192.168.0.2

® Outbound® A FIVIT7RLAE#ITEE. AFTSAR—FrRYET—OF7 KL RA%E5 5B/
TRy T—OFRLRIZEMT 5=DIZ. AR T—O DA B—T (4RI
BRAINET,
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1 | $%4255:192.168.0.1:4569
- 58 4E:220.2.2.2:80

> : 5‘@5‘.‘;.220.2.2.2.80

- 1%£1575:192.168.0.2:3690
=ARA '5'115'&22022280

—> 1 &{55T:110.1.1.2:3732
' 55£:220.2.2.2:80

L

IP:192.168.0.1

110.1.1.1
A 3—RYbk

=RAXFB

e

IP:192.1680.2 = -———————————-

TFRLRT—)L:
110.1.1.2-110.1.1.4

H3C

The Leader in Digital Solutions

NATTF—T )L
NATR(f NAT/%
192.168.0.1:4569  110.1.1.2:2378

192.168.0.2:3690 1.1.1.2:3732

H—/\—
IP:210.2.2.2

4 | 3%4555:220.2.2.2:80 | 3 1 %(E5E:2202.2.2:80 i
| 5856:192.168.0.1:4569 | | 5E5E:110.1.1.2:2378 :
T J T :
| $%{ET:2202.2.2:80 | < | $%1555:2202.2.2:80 i
| 585E:192.168.0.2:3690 : ' 351201123732 !

Copyright(C)2019NEW H3C Group.All rights reserved.

www.h3c.com | 17



NATZ DR/ RF)DERSE H3C

The Leader in Digital Solutions

® JFEHS— 32 /\—DPolicies>NATO>NAT Advanced Settings>NAT Address GroupsZ4!) w4 L. CreateZ ¥
)L TTRLRT IL—TEERKL. AddED )y ILTTRLRT IL—T A N—ETRL AT L—FIZE M

L’ 35 _d- ° Create NAT Address Group @ X
Address group ID 1 *(0-65535)
Address group name (1-63 chars)
VRRP group . (1-255)
Port range 1 - 65535
Port block size (1-65539)
Number of extended port blocks (1-5)

Address probe(”

Address group members ® Add Delete
Start IP End IP
110.1.1.2 110.1.14
OK Cancel
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The Leader in Digital Solutions

® JE#4—I3r/\—MDO0bjects > ACL > IPV4ACLES) v L. Createx %)y L THLLIACL

ERRLET.

ACL number 3000 (3000-2999 or 1-63 chars)
Rule ID Auto numbered *(0-65534)
Description

(1-127 chars)

Action @ Permit Deny

IP protocol type . *(0-256. 256 for all IP

ip
protocols.)
Match criteria® Source IPv4 address/wildcard mask

192.168.0.0 / 0.0.0.255

Destination IPv4 address/wildcard mask

Destination IPv4 address object group

OK Cancel
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The Leader in Digital Solutions

® JEHS— 3> /N\—®DPolicies > NAT > Dynamic NATZ2)vo LT, FILLINATIRAIZE /L
*£9,

Create Outbound Dynamic NAT @ X
Interface GE1/0/2 -
ACL 3000 v
Source address after NAT @ NAT address group Easy IP

1 v
VRF Public network -
Translation mode ® PAT NO-PAT
Port preservation Try to preserve port number for PAT
Enable this rule
Counting
OK Cancel

Copyright(C)2019NEW H3C Group.All rights reserved. www.h3c.com | 20



IPATIA—LEBBT RAve—SouEon— H3C

The Leader in Digital Solutions

shard%E M3 2R MA> 52—
A ADHIIZ

(WtEFay7aR
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(IPSecH L

(2) B E R

—

@)/ \rykI1)L
)y

(3)APR
Ay—DF% g5%x57—TIL
E¥37 12 R 729545 [l

(QLB(Zo ki3 (4)IPSec(F1E)
K)

ZEAVE—SNE

(B)ILBA /N>

(6)QoSA /Y
MEFay7q4K

2EA—IL
(2) T 5 [ 1
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The Leader in Digital Solutions

| NATH—/—DEI T, Trust/—o~AD |

S — orrs i Untrust/ =27 U2 ZADEF 2 T4R)V— |

® NATH—/N\EtFalTa4HR)I— BT ALEABYET . Ero RN |
| = —DFFLRFTFAR—FFRobT— |

L JDFFLATHILENHYET, :

60.3.128.16 192.168.0.254
A 8—Fyk s :,4
Untrust G1/0/1 B G1/0/2  Tpyst

HRRARA FW wwwH—/\
IP:60.3.128.1 IP:192.168.0.1

> 192.168.0.1DAHNERYFT—IRAMDNER T KL X(£60.3.128.16 TY , 4+ &84 —k
r)1160.3.128.1H'560.3.12816IZ7 VR T B=H DX 1T4R)—DiFA
(XA T H\?
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NATZ b/ OV RRAITIE, Trusty—>

® NAT 7N R B R o) TR o — T o e s o |
| HEREEHBENHY, EETTFLAL

RRFA NTNVYHRINT—IDTFRLRATH D

. | CEABYES . .

1P:192.168.0.1

Trust Untrust

13—k
RAB 110.1.1.1

192.168.0.254
FW .
TRLRT—)L:

IP:192.168.0.2 110.1.1.2-110.1.1.4

H—/\—
IP:220.2.2.2

> 192.168.0.1DAHEBRYRT—HRZARE220.2.220 /8Ty o Ry D —HH—/\—[ZF7 AL, EETTFL
RET—bITATFATIA—ILDI0II20FTRLRAT—LOFRLRIZEBLET . tF )T RIS —D
FRANFfITT M2
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The Leader in Digital Solutions

bR T R1EPPP
RAL7 LA LB TZRFLAEIYET
RAVBY—RYRT—H DR L2TPIC& 57 72 AVPNDRESE

LACEEEEH—/\— LNSFRRES —/\—

INTYy Gy kT —25

PSTN/ISDN ) ) ZRERY
ﬁ LAC LNS =7

VE—FRTL

JE—F AT L/LAC
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o (JE—FRTL)
o LAC(L2TP7Z VARtV —73)

o LNS(L2TPARYFT—HOH—/\—)
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The Leader in Digital Solutions

JE—FRTL
FE4 3 AUhO—)LiER
ko RIL

/ \ $TYyrxIkI—5 )

%’ ------ (1__________3 S,
/:T —---g-b--- FykT—4
5 LAC NS

YE—FRTL ttas

LACEREEH—/\— LNSERSE S —/3—
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JE—FRTL

INTYyHRykT—4H

PSTN/ISDN (i __________ ﬁ
MAC

JE—FRT L

LA CERREH —/\— LNSFEEEH—/\—
® ISPMLACT /\A RZ1Z{H
® LACT/NARIZKDEMD I—F—HlfEEE R
® JE—FRTLFREZE>FAA—RYNTIERARAUMIUKREFLEGLY
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)E—F AT L/LAC

LNS

IS4 R—F

INT )y oy T—25 FykI—4

FSAR—F ,@
rIRT—2

JE—FATL/LAC

LNSEZEE
H—/N—

BEAA—R2INTIOCRARA DR ETY
BIMOLACT NARIZIKFEET . FEEIZBNTLET,
ETAA—F Yk L THEEVPNEEE T AL
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L2TPDEXTE/EXR(T)

® LACHI

H3C

The Leader in Digital Solutions

Enable L2TP

Create L2TP Tunnel

@X

> L2TPEAMICT S
. . . Group type ® LAC LNS
> LZTP7 IL—2 %VEE‘Z Group number . (1-65535)
> LNSADLU R IVHEILE KR ZEFIRT HLACDK) Local tunnel name (131 chars
jj‘_x#l:éggi L/-i_d—o Tunnel password auth
> LNSO)IPT I: I/ZO) Eﬁlﬂf L2TP server addresses @
> LACHEIDOVPNL—H—[Z5t3 BAAAAZIDETE PP authentication mode® | _yong. "

Advanced configuration

Hello interval 60 seconds (60-1000)
AVP hiding

Flow control

0K Cancel
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L2TPDEREEZE(2)

® LNSHI

YV V V VY

L2TPZRRNICT S
L2TPY IL—T &R
RETUIL—FEEETS

L2TPRL R LESLE R ZEZIET HLNSD ) H—
KERELET,

LNSEIDVPNI—H —[Zxt3 HAAAZREED R TE

H3C

The Leader in Digital Solutions

Enable L2TP

Create L2TP Tunnel

Group type

Group number
Local tunnel name
Peer tunnel name

Tunnel password auth

PPP authentication mode
PPP server address
Subnet mask

User address pool

LAC ® LNS

User dialup configuration

—-NONE--

OK Cancel

@X

*(1-65535)
(1-31 chars)

#(1-31 chars)

Copyright(C)2019NEW H3C Group.All rights reserved.
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\ [ At

tXaT7roRIL

8. e

® |PseclX.IPRYCI—YU EDT—EED X)) T4 LB EERIET A1=DIZIETFIZ
FoTHREIN-LIVY3EX) T4,V AT LT,
® [PSeclf.IPLANVTIPAYtE—DEX1T4H—ERZFIRHELET,
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IPSec VPN7—FT9F %

o tXxalT«7ARINL
> T—HARELTEY
> AH/ESP
o EXE—F
> BREE—F: IVFY—IVNREDER
> FURIVE—F B AEIREDER
o AUA—FYhiE3THA

> IKEE¥Xa)F47ara)LORIIT—3Y

Copyright(C)2019NEW H3C Group.All rights reserved.
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IPsech5 2 A R—FE—F H3C

The Leader in Digital Solutions

EEiEEhi-
<@ - Ar—S

-------------------------------------------------------------------------

RTA

0 FBETAVLELNHS2EDIHARIVE 2—42(L, HHEM CEEIPSec 7O EEITLEYS , AHEESP
. EERETORIIGSURR—FETOMIVZRETD-OICEEFRAINET,
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IPseck>RILE—F H3C
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- = @EOAYE—D
< EE{EEShiAVE—D

/ﬁ«rM____>

e
7

/

4

- /

® 20MNtEXaUTAH—F YA AR EREITIPSec7AMIILEETL . HERITHEEILTINELHZIT
—ZIZDWVWTEHEL. AHE-IXESPEF AL TTF—2%1RELET,
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X a)F4TILIT—ay H3C

® tXa)F47VI—3Yy

o —EIZEANINB(ITIL(SPIL IPIRETRLX, 2¥a)T47BRILERIF)
[Z&-T)

® £ IPSec SAIXEAM

® FEERTE/IKERTLI—LavEkTE

® |IPsecHhHB#T HipsechM R T H5F )T —EXRIEL, SAZHLTEES
nFEv,

® |KE SA
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IKE H3C

The Leader in Digital Solutions

® IKE(MUA—RYPF—TIRFIUYD)
® Diffie-HellmanZfE L =3zt

o EEIEEXaTa

® UDP7R—K500
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IKED #ERE H3C

The Leader in Digital Solutions

tXa) T —RESATOEVRYEND)—) L TREERHL. IDZEEET S
BRI I—2a0F—kb L UIPSec ASAREIL Y —E R DRt
SAZEHMICEFHT S

F—EEHMICEHTS

IPSech 7o FYILAH—ERZRILETESLSICLET,
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® JFEX4S—I 32 /3—MDSystem>Upgrade Center>Software UpgradeZz71)voL .

Upgrade Immedely RRLET e [t |

Software version  7.1.064,Ess 9345P05
Location Slot1 -

Current software image list:

flash:/f1000fw-cmw710-boot-E9345P05.bin
flash:/f1000fw-cmw710-system-E9345P05.bin

Main startup software image list:

flash:/f1000fw-cmw710-boot-E9345P05.bin
flash:/f1000fw-cmw710-system-E9345P05.bin

Manage file | Upgrade immediately
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® EREVYILT,.PCIZRFESN TV DEHI7Z7MILZEO—FLFET,
® RICOKZEVJYILTTYTIL—FERIBLET
[sotmaretpgrae ]

Software version  7.1.064,Ess 9345P05

Location Slot1

Current software image list: Upgrade Immediately @ %
flash:/f1000fw-cmw710-boot-E934

flash:/f1000fw-cmw710-system-E9] Active MPU : 1024.00MB space in total, 411.82MB space free

Startup file type @ ipe bin

Main startup software image list:
flash:/f1000fw-cmw710-boot-E934
flash:/f1000fw-cmw?710-system-E9|

MPU C:\Users\y11767\Desktop\SECPATH1080F Select *

Delete all startup files

)

Save running configuration

Manage file Upgrade immediately o . )
Reboot the device immediately ()

oK Cancel
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CLINSDYIRITZDTVvFTTL—K H3C
® IPETJ7AILIZIZ2DDBINZZAIL(T—FE IV ATL)DNEENTWVET L IPET7AIL
F=IbinT77AIVEFERLTY I T7ET7YT I L—RTEET,
Rz, BETRELTTNNARFYT—FLET,
> FHikl:

<H3C> boot-loader file slot1#flash:/F1080.ipe slot 1 main

> Hik2

<H3C> boot-loader file boot slot1#flash:/boot.bin system flash:/system.bin

slot T main

Copyright(C)2019NEW H3C Group.All rights reserved. www.h3c.com | 47




CLINDYI DT DTYITTL—F H3C

The Leader in Digital Solutions

® TINARZHEFHT HHIIC. REZELHEREL TS,

<F1080>display boot-loader

Software images on slot 1:

Current software images:
flash:/£f1000fw-cmw710-boot-E9345P05.bin
flash:/£f1000fw-cmw710-system-E9345P05.bin

Main startup software images:
flash:/£f1000fw-cmw710-boot-E9345P05.bin
flash:/f1000fw-cmw710-system-E9345P05.bin

Backup startup software images:

None
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® CLIBLEUWebhMEATELMGS ., AVY—ILR—MERTYINIZT7ET YT I L—KT 5
FE1:FENFFIZ, Ctrl+BZ L TBootWareA*=—a1—[ZAY . 3#L TEtherneth 7 A=21—IZ
AYET,

| <1> Boot System |
| <2> Enter Serial SubMenu |
| «<3> Enter Ethernet SubMenu |
|<d> File Control |
| <5> Restore to Factory Default Configuration |
| <6> Skip Current System Configuration |
| <7> BootWare Operation Menu |
| «<8> Skip Authentication for Console Login |
| <9> Storage Device Operation |
| <0> Reboot |

Ctrl+Z: Access EXTENDED ASSISTANT MENU
Ctrl+F: Format File System
Ctrl+C: Display Copyright
Enter your choice(0-9): 3
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ATYT25F AL TA— RYMNSGA—EFHZELET,

—_———————————————————————<Fnter Ethernet SubMenur=————————-—--———-" """
|INote: the operating device is cfal

| <1> Download Image Program To SDRAM And Run |
| <2> Update Main Image File |
| <3> Update Backup Image File |
| <4> Download Files(*.%) |
| <5> Modify Ethernet Parameter

| <0> Exit To Main Menu |
| <Ensure The Parameter Be Modified Before Downloading!:=

Enter your choice(0-5): 5
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ATYTIFTPINSGA—BZEZAAL T FTPH—N[ZREFESNTWBIPEZ 7S ILEO—KLE

|Note: '.'" = Clear field. |
| '-' = Go to previous field. |
| Ctrl+D = Quit. |
Protocol (FTP or TFTP) :ftp
Load File Name :F5000fw-cmw/10-E9330P07 . ipe

Target File Name ;fSUUUFW—cmw?IU—EQBBUPU?.1pe

server IP Address :192.168.0.2

Local IP Address :192.168.0.1

Subnet Mask :255.255.255.0

Gateway IP Address :0.0.0.0

FTP User Name zadmin

FTP User Password 0 TR
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FlE4:2Z2 AQWLTH LN A—DZA—FLEFET,

=======—===—===—==—==——=—————<Enter Ethernet SubMenus=================—==—=====
|INote:the operating device 1is cfal |
| <1> Download Image Program To SDRAM And Run |
| <2> Update Main Image File |
| <3> Update Backup Image File |
| <d> Download Files(*.%) |
| <5> Modify Ethernet Parameter

| <0> Exit To Main Menu |
| <Ensure The Parameter Be Modified Before Downloading!= |

Enter your choice(0-5): 2§

ATv75:0%2B A AL TBootWare A =21 —IZRY . TINARZE)T—rLTT7YTIL—F%
S TLET,
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® =:LZIE,. CLUMSY IR TETYIIL—KLET,

FIEITFTPEIEFTPEFERL T, VI IIT 7 YT T L—RT 74 )L (xxxxx.ipe)& T /\ 1 RAIZEx
ELET,

FlE2: T NARIZTF7AINEB—FT D

TvITIL—Fk

<H3C> boot-loader file chassis2#slotO#flash:/xxxxx.ipe chassis 2 slot 0 main
FIESFREEZRFELTT/NMRZE)T—FLET,
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Q FAFFDOST N a—F14
> Ayt—UETF7AT OA—ILIZBEET HV?
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AyE—SRIP LT YIA—ILIZEIES BHESH H3C
® FE1:tvlarT—IJILNTFETAINEOINEZIERT S

>yl a DRTEISGEETTRUALTBETRLRAEIEEL., FHlEHRERTI A-OIHE A%
BmMLET,

> IN N =] OSAY —_ > . - ~r
> YA A FEETIEEE. AVE—UR T4 T o+ —ILICEIZEL-CEFEKRLET,
[H3C]display session table ipv4 source-ip 172.31.0.1 destination-ip 172.31.0.4 v
erbose
Slot 1:
Initiator:
source IP/port: 172.31.0.1/50
Destination IP/port: 172.31.0.4/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound +interface: GigabitEthernetl/0/0
Source security zone: Management
Responder:
source IP/port: 172.31.0.4/50
Destination IP/port: 172.31.0.1/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: InLoopBackO
Source security zone: Local
State: ICMP_REPLY
Application: ICMP
Start time: 2017-08-31 07:32:33 TTL: 29s
Initiator->Responder: 62 packets 5208 bytes
Responder->Initiator: 62 packets 5208 bytes
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@ RATYI2AYT—UMNIT7AT DA—ILITEESNAEINE I EERT BIP/ N ybhaclDT/\w5

> ZHDTNVT AvtE—UhABYET . GEETTFLR/BETZRLABE LV TAOMIILETRT)ACL—EA
yt—UFEETHIVENHYET,

acl advanced 3000
rule O permit icmp source 172.31.0.1 0 destination 172.31.0.4 0

<H3C> debugging ip packet acl 3000

This command is CPU intensive and might affect ongoing services. Are you sure you
want to continue? [Y/N]:Y

<H3C> terminal monitor

The current terminal is enabled to display logs.

<H3C> terminal debugging
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0 RTYT2AYE—UMNITFATIA—ILISEESNAENESIHNFERT BIP/ N ybaclDT /AT

> ACLE—HT BT /IN\UT A=V AvE—UMNT7AT I+ —VICEELICEERLET  EIELGA T35

B AVE—DIETFATOA—ILICERELFE A L—T10 7 BLUZDMD RV T—VBRDIST IV 21—
TAVTEITOBERHYET,

*Aug 31 07:41:40:069 2017 H3C IPFW/7/IPFW_PACKET: -Context=l;

Delivering, interface = GigabitEthernetl/0/0

version = 4, headlen = 20, tos = 0

pktlen = 84, pktid = 51129, offset = 0, tt]l = 255, protocol =1

checksum = 39851, s = 172.31.0.1, d = 172.31.0.4

channelID = 0, vpnh-InstanceIn = 0, vpn-InstanceOut = 0.

prompt: Forwarding IP packet to upper layer.

Payload: ICMP
type = 8, code = 0, checksum = Oxdcha.

*Aug 31 07:41:40:269 2017 H3C IPFW/7/IPFW_PACKET: -Context=l;
Delivering, interface = GigabitEthernetl/0/0
version = 4, headlen = 20, tos = 0
pktlen = 84, pktid = 51131, offset = 0, tt]l = 255, protocol =1
checksum = 39849, s = 172.31.0.1, d = 172.31.0.4
channelID = 0, vpnh-InstanceIn = 0, vpn-InstanceOut = 0.
prompt: Forwarding IP packet to upper layer.
Payload: ICMP
type = 8, code = 0, checksum = Oxdbfl.
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& XTI ybEvTFy
> WebBET5vhT74+—L T, System-Diagnosis Center-Packet CaptureZ&EiRL . Start Packet
CaptureZz7 v L TIANAEHEEZRTEL. AV F—TIAREERLET STy IMNKENS
BlIE.ACLZ—HSE A LZHEHLET,

Navigation Pane 4 Packet Capture

@ @l Virtualization Start packet capture Stop packet capture & Set packet capture parameters Delete all packet files
- IRF Packet Capture Status:Stopped

® Contexts

©@ High Availability Set Filters ®x
@ 5] Log Settings

@l Report Settings * Packet capture affects device performance.
Enable it only when necessary.

© ¢4 Session Aging Time £
- Interface GE1/0/3 -

® 1 Upgrade Center No. File name Size (kB)

‘ . @ |Pv4 IPv6

7| License Config

) - ACL 3001
© & Administrators
© % Maintenance

Start Cancel
© (¥ Diagnosis Center
* Ping Page of 0 Entries per page 25 ~

Copyright© 2004-2019 New H3C Technologies Co,, Ltd. All Rights Reserved
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AE—SMRIFATIF—ILIZEET BZHESH H3C
0 XT3Ny FrvTFv

> At—TXRTFrDIAIAEHERTE

ZEL-D., Startx9")yILET,
Ny RE X T F o LT=#%Stop Packet Capturez2')voL., ¥¥TFrE&4FHo0—KLET,

Packet Capture

>

Start packet capture Set packet capture parameters Delete all packet files
Packet Capture Status:Stopped
Sav

No. Fil Size (kB)
1 node8_context]_20190812170748877806.cap 2586
2 2671 L
3 817 3
4 9.42
s 2063

8.26

Entries per page 25 =
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® XTwJ1:security-policy packet ip aclDTF /N5 (&, X T 4R —hH Ay
= ADTIEREHRALTWNVAINEINEFIVILET,

> BEDOT NI Avt—IhBHYET EEXTTFLRBEETFLABLUTARILERT)ACL
—HAVE—CERETOIRLENDHYET,

acl advanced 3000

rule 5 permit icmp source 192.168.10.2 0 destination 192.168.10.1 0

<H3C> debugging security-policy packet ip acl 3000

This command is CPU intensive and might affect ongoing services. Are you sure you
want to continue? [Y/N].Y

<H3C> terminal monitor

The current terminal is enabled to display logs.

<H3C> terminal debugging
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® BEDT/INVY

<H3C>*Aug 31 08:24:11:380 2017 F1020 FILTER/7/PACKET: -Context=1; The packet is
permitted. Src-Zone=Trust, Dst-Zone=Local;lf-In=GigabitEthernet1/0/5(6), If-
Out=InLoopBack0(132); Packet Info:Src-1P=192.168.10.2, Dst-1P=192.168.10.1, VPN-
Instance=,Src-Port=8, Dst-Port=0, Protocol=ICMP(1), Application=ICMP(22742),
SecurityPolicy=1, Rule-ID=0.
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® JOvoEnhf=TF/\vg

<H3C>*Aug 31 8:26:31 AM:988 2017 H3C FILTER/7/PACKET: -Context=1; The packet is
denied. Src-Zone=Trust, Dst-Zone=Local;If-In=GigabitEthernet1/0/5(6), If-
Out=InLoopBack0(132); Packet Info:Src-1P=192.168.10.2, Dst-1P=192.168.10.1, VPN-
Instance=,Src-Port=8, Dst-Port=0, Protocol=ICMP(1), Application=ICMP(22742),
SecurityPolicy=4, Rule-ID=3.

> BESNF-tXa) TR —PEREINT7AT7 04— LTI EEBENIL—ILERT LR
DIFEHRAHASNFET,
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® JOvoEnhf=TF/\vg

<H3C>*Aug 31 8:26:31 AM:988 2017 H3C FILTER/7/PACKET: -Context=1; The packet is
denied. Src-Zone=Trust, Dst-Zone=Local;If-In=GigabitEthernet1/0/5(6), If-
Out=InLoopBack0(132); Packet Info:Src-1P=192.168.10.2, Dst-1P=192.168.10.1, VPN-
Instance=,Src-Port=8, Dst-Port=0, Protocol=ICMP(1), Application=ICMP(22742),
Acl=none, rule-id=none.

> X)) TR —RBESNTWNVEWNITZPAT7O+—ILTIL, LEEDOIFHRAH HESh., — T 5
JL— LTINS EDTRENFE T,
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® XTvFT2aspf/\ryMMacllDT /35 (&, ASPFR) S —M Ay t—SF T OO 5N ESISMNEFIvIL
E3 I
> KR

<H3C>debugging aspf packet

This command is CPU intensive and might affect ongoing services. Are you sure you
want to continue? [Y/N].y

<H3C>*Aug 31 08:21:38:114 2017 F1020 ASPF/7/PACKET: -Context=1; The packet was
dropped by ASPF for nonexistent zone pair. Src-Zone=-, Dst-Zone=Local;If-
In=GigabitEthernet1/0/5(6), If-Out=InLoopBack0(132); Packet Info:Src-1P=192.168.10.2,
Dst-1P=192.168.10.1, VPN-Instance=none,Src-Port=1533, Dst-Port=2048.
Protocol=ICMP(1).

> AVE—TIAZADNEFaA)TAV—VICEBMENTOWER A, EFa) TV DRELZHERTILENHYFT .
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0 XTvT2aspf/\ o yMaclldDTF/\vT (L. ASPFRYS—h Ayt—2F2TAavI T 50 ESMNEFT oL
*7,
> K2

<H3C>debugging aspf packet

This command is CPU intensive and might affect ongoing services. Are you sure you
want to continue? [Y/N]:y

<H3C>*Aug 31 8:26:31 AM:988 2017 H3C ASPF/7/PACKET: -Context=1; The first packet
was dropped by packet filter or object-policy. Src-Zone=Trust, Dst-Zone=Local;f-
In=GigabitEthernet1/0/5(6), If-Out=InLoopBack0(132); Packet Info:Src-1P=192.168.10.2,
Dst-1P=192.168.10.1, VPN-Instance=none,Src-Port=1535, Dst-Port=2048.
Protocol=ICMP(1).

> At—UREFa)TARIO—(CEoTTAYIENTVEY . BYGHF RSN =X ) T4 RIS —DHEMNE
IMZEFTyILTLZEY,
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A= M I7AT IA—ILIZESMNES HhvE Ayt —U RN ITFATOA—)LTTAYIEIN T

BMEINETHERT D

I debug ip

Ayt—M
FNTF¥

: packet
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<H3C>display session table ipv4 source-ip 60.3.128.1 destination-ip 60.3.128.16 verbose
Slot 1:
Initiator:
Source  IP/port: 60.3.128.1/150
Destination IP/port: 60.3.128.16/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet1/0/2
Source security zone: Untrust
Responder:
Source  IP/port: 10.0.1.2/150
Destination IP/port: 60.3.128.1/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernet1/0/10
Source security zone: Trust
State: ICMP_REPLY
Application: ICMP
Start time: 2019-01-14 17:55:43 TTL: 23s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes

Total sessions found: 1
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verbose debug ip packet

e wme | mm
(n) (n)

debug ip packet
debug security—policy
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e T/\VJICEHTBREE
> T TNARDTINYT RAYFRANZES>TWNANESINEATURTHERLET,

<H3C>display debugging
Security-policy packet ip acl 3000 debugging switch is on

> TNYTMET LG, ARURIAUFRE a— MvhF—Z2FERALTT NV I EAVICLET,

<H3C>undo terminal debugging

The current terminal is disabled to display debugging logs.
<H3C>utd

The current terminal is disabled to display debugging logs.

> a3—brAYRE—CTR+CIIKA—HF—F—F>IZRY. CTRHOIIZ T /N\Y T Avt—T% A TIZTEET,
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® T/\vY(ZB89 AFAQ

g 7_"\/§“J7“IP/\°"7"‘JI~(Z)“‘J‘|Z\ - ACLZHELEIET D
—UMBEWNEEIE. Ayt - X a)T4R)—aT D
—IMIFAT )4 —IVIC FREATIZT Binfo-
FELGEMNO-CEFRLE center source FILTER
9, monitor deny

- vpn—instance N\ HBDIHE .

ZFHIXACLIZEBNESN S

TINT Ayt—Ihk
oY (RAYAY: 1=}

TNYTryt—Tn%
TEDBE
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