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#SNMPZEZIZT S
[H3C]snmp-agent
#AMYIZT2=TAXFEREL. REFEORRICHCTERLEY . LBMEOESIE/NRT—FZEFEAL, — MG EEEF
RALGWESITEFREL TS,
[H3C]snmp-agent community read public
#EETAAIAZTA=TA
[H3C] snmp-agent community write private
#SNMP/N—2 3 R ELE T,
[H3C]snmp-agent sys-info version v3
#enable SNMP Trap75—L4
[H3C]snmp trap enable
#HeSY T TS —LEEETDHBEZTHRTELET , 7RLRIZIMC Plat ip addressTH A EITEELTLESLY,
[H3C]snmp-agent target-host trap address udp-domainl192.168.113.12 params securityname public v3
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EL Service > NQA Config > NQA Device

Query

Mame

Device 5tatus Device Name Server Status Client S5tatus Synchronization Statu Synchronization Time Audit Status Audit Time

Minor console48(... Enabled Enabled @ Succeeded 2021-03-17 14:42:51 Finished 2021-03-1..
@ Naormal 55500(192....  Enabled Enabled @ Succeeded 2021-03-17 14:56:17 Finished 2021-03-1..
Major WX5540E-... Enabled Enabled @ Succeeded 2021-03-17 14:54:16 Finished 2021-03-1...
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R—METTIAILEDI1000IZERE TEET ),

EL Service > NQA Config > NQA Device > Device"s5800(192.168.127.31)"--Modify UDP Configuration @Help
UDP Server Address UDP Server Port UDP Type UDP SrcAddress Delete
192.168.127.31 1000 udpEcho 7]
1-1 of 1. Page 1 of 1. &€ | < > | » 50 w
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) Service > NQA Config » NQA Type > Add NQA Type

Add NQA Type

Basic Information
F: * S
NQADTIYDLZHIE—BETHAIVENHYET
Eztg_lég'ﬁ)b_jc’(:[is EZIKO“)I/—js H307\‘)l/_ NQA Type Description @
7 .HWS JL—T, CiscoZ IL—TE L VHLRT IL— y
THEFENETT EARFES|XIMCIZK->TERTES  8esicndexinformation
SNTHY ., BMNIETEEFEAN. THILAEETT . P

Basic Index Name & Description < Index Group

No match found.

0-0 of 0. Page 1 of 1.
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[ Service > NQA Config > NQA Level > Add Service Level

Add Service Level

Basic Information

Service Level Name * lucas-ping-connectivity-good @

lucas-ping-connectivity
Service Level Description @
#

Threshold Information

Service Level Threshold Name Service Level Threshold Description Threshold Settings
Unavailability Rate (%) Unreachable ratio 5 @
Error Rate (%) Error ratio @
Max RTT (ms) Max RTT(round-trip-time) 35 @
Average RTT (ms) Average RTT(round-trip-time) 30 ©)
5-D Max Delay (ms) Max delay of 5-D ©)
S-D Average Delay (ms) Average delay of S-D @
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[ Service > NQA Group > Add NQA Group

Add NQA Group

Basic Info

NQA Group Name * @

Access Right Maintainer Group Viewer Group
@

Description

o
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B Service > All Instances > Add NQA Instance

Basic Information
NQA Instance Mame * lucas-ping-instance

Group * lucas-ping-group
NQA Instance Description

NQA service level and NQA service type

NQA Level Name * Gold Service Level

NQA Type Name * MNetwork Connections

€ Select

€ Sclect

H3C
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] Service > All Instances > Add NQA Instance

Select destination device

Source Device * $5500(192.108.128.12) 'l Destination Device * consoled48(192.168.127.1) '!

Source IP Address * 192.168.128.12 @ Destination IP Address * 192.168.128.1 ~@

Timeout {5) * 3 @ Test times * 10 @
Configure Routing Table Bypass False @
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& Service > All Instances > Add NQA Instance

2 Deploy Information 3 Monitor Information

Execution Start Time

'@:'Execute Immediately Start Date

Execution End Time

':!:' Execute Forever End Date

NQA Instance Collection Period

Collection Date Sun. Mon. Tues. Wed. Thurs. Fri. Sat. @
Collection Time From * 00:00:00 @ To *| 23:59:59 @
Collection Period (mins) * 5 @

Alarm Policy

Alarm Policy Mever (No Alarm) > @

Previous Finish Cancel
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B Service > NQA Groups > lucas-ping-group

Query

Instance Name Service Type Name All NQA types

MQA Level Al NQA level h

Add Instance | Comparison Report | Summary Report | Group Report

NQA Instance Service Ty... ¢ NQA Level ¢ Number of... Deployment... Instance C... ¢ Achieving ... Audit Stat...
lucas-ping-... icmp-lucas lucas-ping-... 0 Succeeded 2021-03-17... == =
lucas-ping-... = Netwark C... Gold Servic... 0 Succeeded 2021-03-17... -- --

1-2 of 2. Page 1 of 1.

@Switch the Graphic Type g Add to My Favorites @H

Audit Time

Unaudited

Unaudited

Audit Resu...

«

Audit Al

Task Statu... Operation

X Stop Il'&ﬁ
¥ Start P&

<> > 50 +
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® SLAMENN
Business > Service Health Management > SLAT., Add$& &K TFAdd by Service

modelZERLZET,

Service > SLA

@Help

1 Select a service model

Select a service model

- Tips
A service model that fails to be parsed cannot be used. The possible reasons for parsing failures include: 1. The XML file that defines the service model has format errars. 2. The KQI indexes that

define the service model do not exist.

MNetwork Alarm Service Model{Service model established based on iMC alarm system.)
NQA Network Service Model(Service model established based on iMC NQA monitor system.)

'@:'Network Performance Service Model(Service model established based on iMC performance system.)

19
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Service > SLA @

- Configure measuring
1 Select a service model 2 objects

Device Interface

Delete All

Device Status Device Name ¢ IP Address ¢ Device Type ¥ Interface Count Selected Interface Count ¢ Delete
Minor console48(192.168.127.1) 192.168.127.1 H3C MSR56-60 63 125 o
Normal §5500(192.168.128.12) 192.168.128.12 H3C §5500-28C-PWR-SI 44 1= ]

Service Model

Name Deployment Status Configure Parameters Deploy
- Tips
v/lil\Network Performance ...

@ withi ice
¥ [ Network Performance [ * W Within the selected d.ew_cg interface
resources, there are monitor instances that have
o P the same measuring objects as the index. The
°CPU Usage =q monitoring objects are automatically bound to
il the index.
Bopy emory Usage (=5
You can perform the following operations:
Delnterface Performanc... L5

o 1. Adjust the measuring objects
automatically bound.
e 2. To bind the index to other measuring

20



H3C

S H M *% m The Leader in Digital Solutions

lucas-msr-switch-sla Report

Daily Weekly Monthly Annual
. S LA@ 7]” B Excellent W Good Average M Fair B Poor B Nodata <<Previous Month |  NextMonth > >
Health
SLAIJXF I % |$ & I U$§1§h4 éﬁﬁ Excellent : 0 Poor: 0
; : ll—l\ n’l.l\ Health of the Month: Good ]\ai' ’
Critical KQls Memory Usage Average : 0
\\ Begin Time: 2021-03-01 00:00:00 s
B Poor
End Time: 2021-03-31 23:59:59 B Fair
— LN n'l.,\ Average
B Good
B Excellent |
Service Rating
O Availability
" . ‘}’ hp. w1 V1
Service > SLA ¥ Add to My Favorites (P Help . \ i . g § g .
List View | Icon View ® normal ® warning @ violated ¥ Available # Partially Available # Unavailable B excellent Ml Good Average ll Fair Bl Poor Bl No data Query o oo % E g 8
Y20 100% 80
—
Lo ~ | B MTEBF | | @ MTTR | B Unavailable
Name Health Availability Violated Status Health of the Month This Month's Availability =~ Operatia A __ N B b B
3-1 3-5 3-9 3-13 3-17 3-21 3-25 -
L | | | | | | |
v ¥ Jucas-msr... u * Started -5 Health
~ Network Per Service Evaluation Map Sun Mon  Tue Wed Thu Fri Sat
5
Interface ... 03/01 03/02 03/03 03/04 03/05 03/06
Y}y A - - - - - - -
Memory U... | » E
"3 03/07 03/08 03/09 03/10 03/11 03/12 03/13
CPU Usage | | » : - _ - - - — _
‘U 2
-t 1 | E 03/14 03/15 03/16 03/17 03/18 03/19 03/20
1 - _ -

1-1of 1. Page 1 of 1.

8 15 50 [100] 200
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Service » Network Inspection > Collection Item ¥ Add to My Fav

Name 2 Command Content & Description ¢ Type ¢

Device hardware status Device hardware status. System Defined
Device software running status Device software running status. System Defined
Device load Device load. System Defined
Protocol running status Protocol running status. System Defined
Device security check Device security check. System Defined
Transceiver module info Transceiver module info. System Defined
NMS settings NMS settings. System Defined
Link aggregation info Link aggregaticn info. System Defined
Performance View Collection Items Performance View Collection Items. System Defined

—,
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NLTCTNARADPREIEEBEZEBEITS-HIZFEHINET,

[@ Service > Network Inspection > Collection Template ¥ Add to My Favorites (@) He
Collection Series Q,
Collection Series ¢ Command Content Devices ¢ Type ¢ Device Vendor £ Description Operation
b H3C ARZ8 0 System Defined H3C H3C Product Series Qo
b H3C AR46 0 System Defined H3C H3C Product Series Qo
b H3C CR16000 0 System Defined H3C H3C Product Series Qo
b H3C MSR 26 0 System Defined H3C H3C Product Series o
b H3C MSR 36 0 System Defined H3C H3C Product Series O
b H3C MSR 56 1 System Defined H3C H3C Product Series O
b H3C MSR 93X 0 System Defined H3C H3C Product Series O
b H3C MSR20 0 System Defined H3C H3C Product Series O

24
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Group All Collection Items b

Performance View- I CPU Usage I
Performance Vies-CPU

Memory Usage
Usage Y J

NAT entry summary

Performance View- information

Performance Vies-Memaory
Usage

Performance View-
Performance Vies-Response
Time of Device

Input optical power
Qutput optical power
Mumber of OSPF neighbors
ARP protocol information

Performance "'-"[EW‘ ] Routing table summary
Performance Vies-Device information

[ PSRN SR N EE I PR
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Network Inspection > Collection Task > Add Task @H
Add Task E

Task Attributes

Task Name * @
Schedule Type Immediate A
Description

4@

Select Target

'i!:‘SeIect Device | 'Select Model Select Custom View

Select Device

Status Device Name IP Address Device Model Device Source Delete

No match found.

Total Items: 0.

Coc e
ETFNARETILHNZEDBEF. FoIL— DT RTOTFNARETILABRIRENTNAIEEE
RLET,
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@, Service > Network Inspection > Collection Task

Status ¢ Task Name
Finished lucas-msro6-2021
Finished lucas-msra6

1-2 of 2. Page 1 of 1.

Schedule Type
Immediate

Immediate

A
R

IREFRVEREIZIE, TRTOREZARAIDEITLIA—FMEEESN. REL
R—rDAUFAVRTELVF I O—FHEEE

Creation Time ¢
2021-03-18 09:21:57

2021-03-17 20:39:14

R EED

H3C
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¥ Add to My Favorites (®Help

Task Name o}
Operation Inspection Result Fix Modify History
@ Major = Ehy
® railed Es

« <n> p>3 50 &
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[Fy Service » Network Inspection > Task History

95 Add to My Favorites (B)Help

@]

C Refresh Task Name N | ¥
Task Name ¢ Task Description < Start Time < End Time Result ¢ Operation
lucas-msr56-2021 2021-03-18 09:21:58 2021-03-18 09:22:16 Succeeded il é &
lucas-msr56 2021-03-17 20:39:15 2021-03-17 20:39:16 Failed

GatherResult NetWork Inspection Report @ € | ¢ n | % 50
Inspection Report
TOC | Expand | Collapse [Firm Basic Information] .

GatherResult Inspection Report Firm Basic Information
Inspection Report > Device Series H3C MSR 56 Device Capacity Configure

Device View

L H3C MSR 56: 100.0 %

[Inspect Collect Information]
Inspect Information Collection

Table
Inspect Dewce1ln5pect 20210318 (Check Major4check CDmI‘ﬂOHQSUDD\y ImplcveSNut Checkg
Quantity Date 09:22:15 problems problems advices Problems

Inspect deviee list:Appendices 1

[Inspect Summary Problems]

Tnsnect
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& Fix Violating Devices

1 Fixing Commands

= Deployment Strategy

File Type to be Deployed Running Configuration ¥

View the change before and after deployment
Deployment stopped. The configuration running on the device is not consistent with the latest running configuration backed up by IMC.
Before deployment, back up the device's running configuration to IMC.
Before deployment, save the device’s running configuration as a startup configuration.
After deployment, back up the device's running configuration to IMC.
After deployment, save the device's running configuration as a startup configuration.

= Fixing Commands

v @ console48(192.168.127.1)

sY
undo ftp server en

29
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"o Fix Violating Devices CLI Script Running Process

QTask is finished, following is the executing result.

Task Name Task 2021-03-18 10:45:16 ® * Device Name:console48(192.168.127.1)--Running

Result:Succeeded.
Task Type Fix Violating Devices

<Command= sy
<Response Prompt>

Schedule Time Scheduled v | 2021-03-18 11:45:16 .® System View: return to User View with Ctrl+Z.
[consoledd]

Schedule Type

Schedule Sequence | Concurrent v
<Command= undo ftp server en

Error Handling <Response Prompt>
[consoledi]

Task Description Fix Violating Devices
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NQAZEREMNODIZE . TINAALTRD2DODATU/REFEAL Thqa R T—2REZHEETEET,

Start time
Life time:

Send operation time
Min/Max/Average roun
Square-Sum of round trip time:

Failu
Failu
Failu
Failur
Failu
p

<vamserver>dis current-configuration configuration nga

#

nga entry 11

t

ype icmp-echo

data-fill aaa
destination ip 1.1.1.105
frequency 60000

probe count 10

source ip 1.1.1.101

tos 10

ttl 10

32



— > TR Y = H3C
SHMD S IV a—T42%)

NQAZE R0
BEDONQAL LV RAZVRAE I USLAER HSE T L=, display current—configurationZ{ AL TNQABEIFHRERRLET . FHRNQAS VR FIVR%E

BT BB X NOANTITVERIRLET . ERD AU TAT—3NEENTWRIEGES  1DDIU T4 75— 3NEFShGENE AV RV ZDER,

EIFOITHVET,
# # SESCIP7RL R(1£192.168.112.254T¢
ngaentry 11 destination port 7
type tcp frequency 300000
destination ip 192.168.112.254 probe count 10
destination port 7 source ip 172.16.2.254
frequency 300000 source port 1000
probe count 10 tos 10
source ip 172.16.2.254 ttl 10
tos 10 #nga entry imclinktopologypleaseignore ping
ttl 10 type icmp-echo
# destination ip 192.168.113.252
nga entry 2 2 frequency 270000
type udp-echo # nga schedule 1 1 start-time now lifetime forever
data-fill aaa nga schedule 2 2 start-time now lifetime forever

nga schedule imclinktopologypleaseignore ping start-time now lifetime forever
nga server udp-echo 192.168.113.19 1000

33
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& Service > Network Inspection > Task History > lucas-msr56

View Result [
Device Name ¢ Start Time ¢ End Time ¢ Result ¢ Device Report
console48(192.168.127.1) 2021-03-17 20:39:15 2021-03-17 20:39:16 Failed

Failed to login device by Telnet.

1-1 of 1. Page 1 of 1.

Resource>device view>target device>configureDIEIZ:ERLFET

Configure v

B Modify Device Label 'i!;'Edit Telnet Parameters | 'Select an Existing Template
& Modify System Group Attributes
[] Modify SNMP Settings Authentication Mode Username + Password hd
| Modify Telnet Settings
[=] Modify NETCONF Settings Username * tangxun
Modify SSH Settings
® Modify SOAP/HTTP Settings Password
() Modify PowerShell Settings
@ Modify WMI Settings Timeout (1-60 seconds) * | 4

@ Modify Poll Interval
&> Modify Ping Parameters Test ﬂ Cancel

E2 Modify Web Manaaer Parameters
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® O/ INEE

BAER . IMCAVAR—=ILT 4L OR) D /server/conf/loglZd Himcsladmtxt 77 A ILZYRELE T,

B} Intelligent Deployment Monitaring Agent — | d
Monitor Process Deploy Environment —_— . . L — _
Process Status Location CPU (%) MEN (EE) Start Time Type Startup. .. E imcperfdm.2021-03-16.zip 2021/3/17 2:08 HEz .I,-’-"?_'_1¢ 18 KB
, . _ D imcperfdm.2021-03-17.txt 202173717 9:08 3?7_‘2321& 0 KB
D imccimdndl exe Started Local Host 0 25, 388 2021-03-17 09:07:52  Manageahble .. Auto A . . o - .
QO imccimdn0? exe  Started Local Host 0 25, 288 2021-03-17 0907 52 Mamageable . Auto B8 imcsladm.2021-03-12.zip 2021/3/13 0:04 T Z2IP 1KE
Q imccimdnd2 exe Started Local Host 0 25,252 2021-03-17 09:07:52 Manageable .. Auto B8 imcsladm.2021-03-13.zip 202143017 907 HIE ZIP B 35KB
0 imccimdmd4 exe Started Local Host 0 25, 348 2021-03-17 09:07:52  MNanageahle .. Aute &8 imcsladm.2021-03-14.zip 2021/3/17 9:08 S 7IP TSI 32 KB
Q imccndmerdm exe  Startsd Local Host 0 19, 892 2021-03-17 09:07:52 MNamageable .. Aute &8 imcsladm.2021-03-15.zip 2021/3/17 .08 5 ZIP O 33 KB
0 imcdhecpagentdm exe Started Local Hest 0 18, 284 2021-03-17 09:07:52  Manageable .. Aute E imesladm.2021-03-16.zip 2021/3/17 .08 FIE ZIP [EEEf 33 KB
Q0 imefaultdm exe Started Local Host 0 26, 584 2021-03-17 09:07:52 Manageahle .. Aute | imesladm.2021-03-17.axt 2021/3/17 20:07 Ao 921 KB
0 imciccdm exe Started Local Host 0 19, 524 2021-03-17 09:07:52  Hanageahle .. Auto B8 imcsladmserver.2021-03-12.zip 2021/3/17 9:08 HIE ZIP EEE 1KB
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