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1. NTA/UBAH—/I—®DIP7RLRZHFILET
NTA/UBAH —/A—DIP7RL A1£192.168.1.212/24TF,
2. MSR30-20/)L—42—DEEIP7RFLRZHAILFET . MSR30-20
JL—E2—®MIPF7FL X([£90.16.0.240/24T9,
3. AUATI—REH/DRT:
Resouce?T&V)vILET,
ERflDFES— a3 v)—hi5, Resource Management > Add DeviceZ®#iRLET,
BLV=R— T, Host Name/IPIZIPPRLREAALET,
TINAXEERILSNMP, Telnet, B & USSHEREEHERLET .
OKZ/VvILEY,
TNARANEREITEBMENzCEETRT RX—I T, Device Details) > 9% 9) v LET,
Device DetailsR—U M BHEE T,
g. B2IZR9 &3IZ. Interface List ) 9%&D) v 9 &, Interface ListR—U W BHEET,
B2 Interface List_R—

-0 20 T

% Resource > MSR30-20(90.16.0.240) > Interface List @Help
[Grren [ e

Interface Status ¢ Interface Description ¢ Interface Alias ¢ Last Change ¢ Media Type ¢ InterfacelP ¢ Up/Down Alarm F Interface Link Type ¢

& pown Aux0 Aux0 Interface 2016-02-15 09:06:23 Other System Settings  Idle Interface

& pown Cellular0/0 Interface  2016-02-15 09:06:23 Other System Settings  Idle Interface

 pown Vian-interfacel Inte... = 2016-02-15 09:06:30 Other 1111 System Settings  Idle Interface

@ Down Vian-interface300L. | 2016-02-15 09:06:30 Other System Settings  Idle Interface

Qup Ethernet5/0 Interface | 2016-02-15 09:06:40 Electrical 10.1.11 System Settings  SNMP Device-connected ...
Qup Ethernet7/0 Interface | 2016-02-15 09:06:40 Electrical 10.1.21 System Settings  SNMP Device-connected ...
Qup GigabitEthernet8/0 ... = 2016-02-15 09:06:40 Electrical 1729.06 System Settings  Idle Interface

Qup GigabitEthernet8/1... 2016-02-15 09:06:40 Electrical 17288114 System Settings ~ SNMP Device-connected ..
Qup GigabitEthernet0/0 ...  2016-02-15 09:06:40 Electrical 90.16.0.240 System Settings  SNMP Device-connected ...
Qup GigabitEthernet0/1 ...  2016-02-15 09:06:40 Electrical 17210.0.10 System Settings  SNMP Device-connected ...
Qup NULLO NULLO Interface 2016-02-15 09:06:23 Other System Settings  Idle Interface
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MSR30-20/L—%—®3EHN
1. Service27&#9)vILET,
2. EBIOFEHS—I 3 V)—T, Traffic Analysis and Audit>Settings%:&iR
LEY, SettingsR—UHBHEET,

3. Guide to Quick Traffic Analysis And Audit Management$g1 T, Device
Management#42')voLET,

Device ManagementR—ABHEE T,
4. AddEZJVILET,
Add DeviceR—HBRZEET,
5. BIBITRT LI IL—E—D/INFTA—E%EZRTEL, OKEV Y ILET,

B3 T/ 2D
E}’.-}_—"- ce > Settings > Device Management > Add Device @Help

Basic Information

Device IP # 90.16.0.240
Name * MSR30-20

Description

SNMP Community

SNMP Port 161

Log Source [P

NetStream Statistics [dentifier Valid -
NetStream New Feature Enable -
sFlow Settings Disable -

Y—N—BEOTIOA
1. Service?7&#7)vILET,
2. ERIOFEHS—3Y1)—T, Traffic Analysis and Audit>Settings#z:&iR
LEY . SettingsR—UHBEET,

3. Guide to Quick Traffic Analysis And Audit Management$&18 . Server
ManagementZ&2')voL%Ed,

Server ListX—UABEET,

4. FEREEHRT S, NTA/UBAH—/I—D Modify v )9 ILET, Server
Configuration R—IUHNRFEINET,
5  BRA4IZRT L3I, BEICHCTNTAUBAY —/N\—N\FA—E%ERLET,
a. NTA/UBAY—/N\—LEDFTPEELELFTPASUTALIN) A—F—E2 B LUV/RT—F%
BRLET,
b. [Traffic Analysis]# kU [User Behavior Audit] 581 TMSR30-20/L—42—%:&IRLE T,
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c. TNRARDAUISHRIMEZRERERELET
6. Deployx%)vyILEY,
B4 Y —\—DEHK
1B Service > Settings > Server Management > Server Configuration @Help

Server Configuratior
Basic Information
Server Name * 127.0.0.1
Server Description
ServerIP *
Listening Port * 9020,9021,6343
FTP Main Directory

FTP Username

FTP Password

Traffic Analysis Log Aggregation Policy Aggregation (Rough Granulari- ¥
Filter Palicy Not Filter -
Usage Threshold of the Database Disk (1-95%) * 90

When Database Disk Usage Reaches Threshold Stop Receiving Logs -

Traffic Analysis

Device Information

Select Device Name Device IP Device Description
MSR30-20 90.16.0.240

Probe Information

Select Probe Name Probe IP Enable Layer 7 Application Identific:
No match found.
User Behavior Audit

Device Information

Select Device Name Device IP Device Description

MSR30-20 90.16.0.240

Probe Information

Select Probe Name Probe IP Enable Layer 7 Application It Enable Special Audit

No match found.

Intranet Monitor Information

Intranet Information @ Add
Intranet Information Delete
192.168.0.0/16 o

AV B—ITTA RS 7493 AR DEM
Service2 &9y ILET,
ERDOFES— 391 —T, Traffic Analysis and Audit>SettingsZ#iR
LZET, SettingsR—U A REFET,

3. Guide to Quick Traffic Analysis And Audit Management$81 . Traffic Analysis Task
Managementz%2')yIL%ET

Traffic Analysis Task Management R—UMNEAEET,
4. AddZEVIYILET,

Select task TypeR—UHBHEET,
5. InterfaceZFERL. Nextx V" )vILET,

Add Traffic Analysis TaskR—UHABAZEET,
6
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K5IZRT LI, BRFZRVIEREERL. 10371 —RERIRLTOKED)vILET . ZOHIT

I%. #R5% &L TinterfacezEALTULVET,
E5 A28 —2xA RS 74953 2RI DIEM

Wl Service > Settings > Traffic Analysis Task Management > Add Traffic Analysis Task

Basic Information

Task Name

Interface
Task Description
Server * 127.00.1 -
Task Type Interface
Reader
Vian Analysis Disable .
Interface Information
There are 6 records
Interface Description Interface Alias Interface Index Interface IP Max Rate Device Name Device IP Modify Delete
GigabitEthernet8/0 GigabitEthernet8/0 Interface 7 172.9.06 0.10 Gbps MSR30-20 90.16.0.240 E ﬁ'
GigabitEthernet8/1 GigabitEthernet8/1 Interface 8 172.8.8114 0.10 Gbps MSR30-20 90.16.0.240 E’ ﬁl'
GigabitEthernet0/1 GigabitEthernet0/1 Interface 10 172.10.0.10 0.10 Gbps MSR30-20 90.16.0.240 E‘ ﬁl'
Ethernet7/0 Ethernet7/0 Interface 6 10.1.21 0.10 Gbps MSR30-20 90.16.0.240 E’ ﬁl'
Ethernet5/0 Ethernet5/0 Interface 5 10.1.1.1 0.10 Gbps MSR30-20 90.16.0.240 E ﬁl'
GigabitEthernet0/0 GigabitEthernet0/0 Interface 9 90.16.0.240 1.00 Gbps MSR30-20 90.16.0.240 E’ ﬁl’
ENE
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UDPR—FEBERELFET

3AUITI—R-Ea—FANLE

?—O

vpn-instance-name]

number

44258 Tx—XTNetStreamZzF | Ip netstream { inbound |
#IZLFET . outbound }

ABZ—TTARNS T4V IEHRD IR TR

AV B—DIL AT T4V R AR DY —IFRD T T
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Service27&0)vILET,

address udp-port [ vpn-instance

Interface interface-type interface-

[FFELUDPR—FESIFERESH

TWEEA,

ZarL

FI4)LETIL, NetStreamld 1>
A—TTARLTT1E—TILTT,

ERIDFES— 32 Y1)—T, Traffic Analysis and Audit>Interface Traffic Analysis Task

EERLEY,

®6IZRrd &SIZ. Interface TrafficR—I A BEZEET,
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e > Traffic Analysis > Interface Traffic ¥5Add to My Favorites

Average Rate (Last 1 Hour) =
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18,

— Interface

Task Name ¢ InRate ¢ Avg. Link Utilization ¢ Out Rate ¢ Avg. Link Utilization ¢ Traffic Log Audit

Interface 0.10 Mbps 0.00% 0.10 Mbps 0.00% )
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AV B—DIAL RS 749IRTERIDEZ 71490 RBD KRR

1. Service#T#9)vILET,

2. ERIOFEHS—I 3 Y)—T, Traffic Analysis and Audit>Interface Traffic Analysis Task
TERLET,

Interface TrafficR—UABAZEET,
3. AVEB—TIARNSTAVIRMBRIDIST4v7ERERTTHICIE ROVTHUMNERITLET,
o Summary ListC, RIRT DA UA—TIA RS T4V IR FTRARIDERIED )V ILET,
o EBOFEH—32v)—T, Interface Traffic Analysis TaskD&1=#% BExpand 743
VDLEIZRIOREEE, RISz A=a1—TInterfacex V) v LET,
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T A=A RS 749IRTRRI DS 71490 1ER

[y, Service > Traffic Analysis > Interface Traffic > Interface Refresh Interval | No Refresh v | @Help

Traffic

Traffic Trend
Last 1 hour(2016-02-23 14:37 -- 2016-02-23 15:37)
0.75(Mbps)
0.5(Mbps)
0.25(Mbps)
0(Mbps) -—+
\4:A0
Direction Total Traffic Max. Avg Rate Min. Avg Rate Avg. Rate Avg. Link Utilization Max. Link Utilization
In 45.71 MB 0.53 Mbps 15.38 Kbps 0.11 Mbps 0.00% 0.01%
Out 44.96 MB 0.27 Mbps 34.29 Kbps 0.10 Mbps 0.00% 0.00%

Interface flux report

Index(1 ~ 6) of Total 6

Avg. Rate(Mbps)

0.3(Mbps)
0.2(Mbps)
I
otes) GigabitE Gigabite Gigabite GigabitE Ethernet Ethernet
| mmn mou |

AV B—DIAL ARSI T4V IRMBRIDT TV r—a AGHDRT

Interface traffic analysisR— T, Application27&#9vILET, COFTIZIE, B8IZTRT L3I,
AV B—DTIA RN TAVI R BARI DT TV r—2aV b5 T4v VBRI RTINET,
B8 AV B—ITARNS T4V I BFMERI DT T ) ir—av ik

Service > Traffic Analysis > Interface Traffic > Interface Refresh Interval | No Refresh v | @Help

Application List E
Application ¢ Unknown Applications In Traffic ¢ In Speed ¢ Out Traffic ¢ Out Speed ¢
snmptrap 0.008 0.00 bps 51.93 KB 0.12 Kbps
ttps 2730 MB. 63.62 Kbps 2295 MB 53.47 Kbps
rdp 5.54 MB 12.91 Kbps 0.47 MB 1.09 Kbps
snmp 3.77MB 8.79 Kbps 5.93 MB 13.82 Kbps
TCP Protocol Unknown Application 329 MB 7.67 Kbps 822 MB 19.15 Kbps
dap 0.63 MB 146 Kbps 0.82 MB 1.91 Kbps
kerberos 061 MB 142 Kbps 0.60 MB 139 Kbps
http 0.55 MB 129 Kbps 155 MB 3.61 Kbps
Telnet 0.42 MB 0.97 Kbps 144 MB 3.35 Kbps
UDP Protocol Unknown Application 037 MB 0.85 Kbps 164 MB 3.81 Kbps
netbios-ns 0.12 MB 0.28 Kbps 0.47 MB 1.08 Kbps
domain 8130 KB 0.18 Kbps 0.10 MB 0.24 Kbps
netbios-dgm 8.76 KB 19.93 bps 66.26 KB 0.15 Kbps
ntp 416 K8 9.46 bps 0.008 0.00 bps
microsoft-ds 043 KB 0.98 bps 052 KB 117 bps

1-15 of 15. Page 1 of 1. «| < n > | » | s0 v

Application Traffic Trend E

_ In--Last 1 hour(2016-02-23 14:37 -- 2016-02-23 15:37) _ Out--Last 1 hour(2016-02-23 14:37 -- 2016-02-23 15:37)
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= =

2 2
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H H
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@ @ B - — -

o s e S —— _ —) o

g O(Kbps) g 0(Kbps)

< 14:45 15:00 15115 15:30 < 14:45 15:00 1515 1530

@ somprrap @ hips @ rdp  snmp @ TCP Protocol Unknown Application @ somprrap @ hiips @ rdp  snmp @ TCP Protecol Unknown Application

Idap (0 kerberos @ hetp @ Telner @ UDP Protocol Unknown Application Idap (0 kerberos @ herp @ Telnet @ UDP Protocol Unknown Application
netbios-ns @ domain @ netbios-dgm ntp microsoft-ds netbios-ns @ domain @ netbios-dgm ntp microsoft-ds




AV B—=DTIAL RN TVI BT ERI DY a3 ERDERT

Interface traffic analysisR— T, Session27&9JvoLFET, CDAT(ZIE,
B—DIA RS TV IR AR Dy a BRI RTINET
B9 13— AR T1v I 3 MBR I Dy a 1ER

WL, Service > Traffic Analysis > Interface Traffic > Interface

AR LI, 1~

Refresh Interval | No Refresh v | @Help

=
In--Last 1 hour(2016-02-23 14:37 —— 2016-02-23 15:37) Out—-Last 1 hour(2016-02-23 14:37 —— 2016-02-23 15:37)
1.68% - 19.95 %
16.50% | 1.18%
1.13% 118% 4 32.90%
125% 39.48% 1.24% " -
e =
246% < I— 1.57% ‘:‘i,(
2.70% s
3.83% 3.37%
1211 % 1 4.20% \
L i686% 5.07% N 26.10%
Top 10 Traffic List fc =]
Source Host Destination Host  Traffic  Percentage Details Topology ~Souree Host Destination Host  Traffic  Percentage Details Topology
¥ 19216840118 "W19216840170 1805MB  3943% e Y 1921684022 "®19216840118 14.82MB  3290% =) B
W 192.16840.118 "W 1921681135 771 MB 16.86% B ®» W 19216840170 "W 19216840118 1176 MB  26.10% =4 1]
Wy 192.168.40.165 "W 19216830250 554 MB 1211% = ® Wy 192.168.1135 " 19216840.118 233 MB 517% = ®
Wy 19216840198 "W 19216840170 266 MB 583% I Il W 192.16840.170 "®192168.40.198 189 MB 420% T == 1G]
Wy 1921684021 "W 101530114 123 MB 270% | © ¥y 192.168.30.250 " 19216840.130 152MB 3.37% | ©
- e
A—Y—n DE
Im
1. Servicea7&#7)vILET,
SIS s - . . . . . o
2. ERIOFEHS—3Y1)—T, Traffic Analysis and Audit>User Behavior AuditZ 3R
. . o S N
LZE9 . User Behavior AuditR—U h\BHEE T,
T EEHE itz )y ILET
3. BEFHZEZAAL.AudiItZVIYILET,
. J S N
Audit ResultR—UHFHEE T (K105 H),
10 EERRODYT
Eq Service > User Behavior Audit @Help
[+]

Start Time & Source ¢ Destination & Source Port & Destination Port ¢ Protocol ¢ Application ¢ Packets Count ¢  Flux ¢ Device &
2016-02-23 154...  [Bh 10216840118 B 1021681135 443 51486 TP https 1 40008 90.16.0.240
2016-02-23 15:4... | B 19216840118 Mh192.168:1.135 443 51486 TP hitps 1 40.00 B 90.16.0.240
2016-02-23 154... B 19216840118  Mh192.168:1.135 443 51486 Tcp hitps 7 3.43 KB 90.16.0.240
2016-02-23 15:4... | [ 192.168.40.118 1921681135 443 51482 TCP https 7 4.84 KB 90.16.0.240
2016-02-23154... | Bh 19216840118 B 192.168.1.135 443 51482 TcP hitps 1 4000 B 90.16.0.240
2016-02-23 154... | Bh 19216840118 a102.168.1.135 443 51482 TP hitps 1 40008 90.16.0.240
2016-02-23154... | Bh 19216840118 [Eh 1021681135 443 51482 Tcp hitps 1 40008 90.16.0.240
2016-02-23154... | 10216840118 1021681135 443 51483 TP hitps 7 2298 90.16.0.240
1-8 of 10000. Page 1 of 1250. 2 34 5 6|78 9 10 » 8 v
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a. Service27&#9)vILET,
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2. NLNELEDIGEE. ROFIEIHSTIUE—TIARAVTIIRERELET,
a. Service27&#9)vILET,
b. ZRIDFES— 32 Y)—T, Traffic Analysis and Audit>SettingsZ#iRLET,
SettingsR—UMEEEET,

c. [Guide to Quick Traffic Analysis And Audit Management] 85 T, [Traffic
Analysis Task Management]Z2VJy L% T,

Task ManagementR—UMNBHIEE T,

d. Traffic Annalysis Task ListTAddZ&2')vILET , Select Task TypeR—UWRRSNF
ER

e. InterfaceZERL. NextE0)vILET,
Add Traffic Analysis Task R—UHBIEET,

f. HEAXRARYEHREZHREL. Interface Information$d1s TSelect® /1) voLET,

g. Add InterfaceX— T, Configure Manually?7%&5)voLET,

h., BAW=R—C T AVE—TIARAVTYIRERELET,

o o T
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1. Server Configuration R—S DAV SRy MEREHEELET,
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[FEREINFE A ERTREDIPPRLAEZEMTBFIBIEX. ROEBYTT,

a. Intranet Monitor Information$81s T, BEZtRR R HRRACDIPTRLRAZEA SRy MEHRT1—IL
KT

b. B4IZFRT K312, AddEIUvILET,
ARSI YMERITYTFIZIPPRL AR RENET,
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NEeRLET,
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