H3C iMC NTA/UBA
NTA ~ND VLAN bS5 749 932 AT DB
=% TE I

YR 78—S3:IMC NTA7.3(E0503)

Copyright©2014-2017New H3C Technologies Co., Ltd. All rights reserved.
KEDLHEBE5E . New H3C Technologies Co., Lid. O ERIDEFEIZ LS R H 3‘
BRLICE. OB RELIEFEICE > THERFIETHILETEEE A,

ARF2AVDERIT, FEGCERESNDEAHYET



NE

[ .5 ] et 1

BB e et e ettt ettt 1

A R EIEE LU AR T A L oo 1
l:sFlow X iET /N A REEEL T VLAN NS D490 ZERT 576D NTA D

=P 1

B By - A PP 1

S Py I N A N e sy A 2

H3C S3600V2-28TP-El RA YT TO) SFIOW Q) EE TE -+ v v rerrrrrmrrrrernentt ettt et 2

NI N ) A S O o 0 L E L LR T P 3

H3C S3600V2-28TP-El AL YF % SFIOW T/ A REL TIBI v vvvereremerereniee e 3

7 Y A 3717204 B i 5 4

VLAN RS A9 0 TR R T D) B I e e ettt et ettt et 5

B T D e - e ettt 7

FTARTD VLAN DHTAR I D H 1) — L 7R O) FR TR+ ve e reemeeetetrtne ettt 7

2D VLAN FS T4 YT HT AR D L TR R O) TR IR -+ ve e ettt 7



[FCHIC

CDXETIL, VLAN M09 9FBERE LU AT 51812 sFlow F T/ 1 REEHET K512 NTA
FRETHHIERELET,

CIE=ES oS

VLAN FS7499DEZAR) T B LU HTEIZ NTA BLU sFlow B E T BHTIZ. sFlow G775
ZIZELLY SNMP 322 =548 & U SNMP R—, BB ZHEL TS,

ZDXETIE, SNMP 332 =F &L T Public AL, SNMP A R—k&ELT 161 ZFERALET,

HIREFREELIUHIFS1>

sFlow IGT /3 RZEHALT VLAN FS 7090 FBERB LU THE51Z NTA 2R ETHEEIL.

ROFHBEES KUHARSA UKL TESLY,

e  sFlow ®ET/AALAD CLI BEEDHR—FEEMN. NTAY—N\—DH—N\—FFDR—,EESLE
CTHAEFERL TS,

o JY—RT—)LH5 sFlow HIET /81 REFIRT BIZ(E, TRATTIZIMC TS5V T4H—LAIZE
MENTWNBI EZHEELTEELY,

$l:sFlow BT /81 AEEHEL T VLAN fEk
FI49DEERTH-HD NTA DEE

TR T—OFER

1ITRT £IIT:

H3C S3600V2-28TP-El RA Y F(&. BERYNT—IDTA AN E2— 3L A VICBRBEINET,

o ERFEEIMIIEL VLAN2 IZEL. REL—2ERFTIE VLANS IZBLET .

NTA H#—/3\—H' VLAN2 & VLAN3 DM 74y eHEHRZBER TEDLIITTBICTIE. ROERV%E

RITLFET .
e  H3C S3600V2-28TP-El R4 vF T sFlow ZFREL T, 1—4Rvk 1/0/1 LD T1vfEHEHR
ERELFET.

e  H3C S3600V2-28TP-El R yFh5Z{ELT= sFlow T—RIZE DV TLR—FEDTH LU ERK
FBESIINTA H—/N\—FERHLET,



1RvrI7—IH

IMC NTA
192.168.1.220/24

Sales Department Storage Department
VLAN 2 VLAN 3

FERINBEY IO T/IN—23Y

CDERFERFIIEL . H3C S3600V2-28TP-El. Comware Software. Version5.20. Release2103 TERLE &
VRSN TLVET,

H3C S3600V2-28TP-EIR A v F THsFlowD % FE

#sFlow T—2x o b® IP 7RL A% 90.16.0.9 ITERELFT

<3600V2> system-view
[3600V2] sflow agent ip 90.16.0.9

#sFlow ALV ARICRDINFGA—2EFZELFET,

sFlow aL%4 D1,

° IP 7KL X 192.168.1.220,

o KR—FEF 6343(TI+ILE),

o  EiBA NTA Server,

[3600V2] sflow collector 1 ip 192.168.1.220 port 6343 description NTAServer

#A4—H Rk 1/0/1 THhOUEY LTI TEAR—T L, B a8 LT RRE 120 #IZERE
LEY,

[3600V2] interface Ethernet 1/0/1
[3600V2-Ethernetl/0/1] sflow counter interval 120

HHO YT AIZ sFlow aLy42 1 2HELET,
[3600V2-Ethernetl/0/1] sflow counter collector 1
[3600V2-Ethernetl1/0/1] quit
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2. FEH—13Y1)—T, Traffic Analysis and Audit > Settings ZERLET,
Settings R—UNRTEINFT (R 225 H),
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& Service > Settings

¢ You can easily configure traffic analysis and audit by following this configuration guide.
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3. Guide to Quick Traffic Analysis And Audit Configuration 815 T, Device Management =%
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4. TNARYART AAdZE0)vILFET,
Add Device R—UMBHIEE T,
5. 3ITRT KIS, sFlow T/INA RNGA—FERELET,
a. PORALAN AL YF% sFlow T/AARELTEMLET,
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A RZFEITIEMT BIZIL, Device IP T4—ILRIZT/INARAD IP PRLAZ A AL, Name T4
—ILRIZSTFNARGEANLET ., COBITIH, BIRAEEFEALTLET,

Select #7)vIL, RIRSNI=FZATAT FRYIRXTIP FRLAMN 172.2.0.66 DR A yF%:&E
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b. hDINSTA—EDTIHILMEZFERALET,
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B3 Service > Settings > Device Management > Add Device @Help

Basic Information

Device IP * 172.2.066

Name * HPE 6600ml-24G
Description

SNMP Community  seeses

SNMP Port 161

Log Source IP

NetStream Statistics

Sali hd
Tdentifier Valid
NetStream New Feature Enable hd
sFlow Settings Disable hd

o | cona |
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Settings R—2IZ7 I EALET,

Guide to Quick Traffic Analysis And Audit Configuration $81% T. Server Management #%1)v%
LFEI.

Server Management R—UABHEE T,

ZOFITIE NTA X IMC TSYhTA—LERILY —N—ZFFOasEShET, Y—/ —[FH—N
—ZMZIPPRL X 127.0.0.1 £EBIZRFTEINET,

® 4 NTA —/A—DFER

B se Settings > Server Management W5 Add to My Favorites (@) Help

Total Items: 1.

Server Name ServerIP % Description ¢ Capture Flux Log Deploy Configuratior Modify

127.0.01 127.0.0.1 o =1

3. IP7RLRA 127.0.0.1 O NTA H—/3—D Modify 7Aav &2 woLET, F
Server Configuration R—UHEZEET,
4. BES5ITRTEIIC BEICIECTH—N—/IFA—REZEELFET,
a. Server Name 74— /)LRIZ&ZHIZAHALET,
ZDOFITIE, 127.0.0.1 #FEALET,
b. Device Information %818 T. S3600V2-28TP-El LW\ &ABID T/ N1 ZAEEIRLET,
c. MD/IFA—EDTIHILMEEFEALET,
5. Deploy #2)vIL%EY,
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Basic Information

Server Name * 127.0.01
Server Description

Server IP *

Listening Port * 9020,9021,6343
FTP Main Directory

FTP Username

FTP Password

Traffic Analysis Log Aggregation Policy Aggregation (Rough Granularit ¥
Filter Policy Mot Filter -
Usage Threshold of the Database Disk (1-95%) * a0

When Database Disk Usage Reaches Threshold Stop Receiving Logs -

Traffic Analysis

Device Information

Select Device Name Device IP Device Description
HPE 6600ml-24G 172.2.0.66

Probe Information

Select Probe Name Probe IP Enable Layer 7 Application Icder

No match found.

VLAN bS04V 9022 AT D EM

Settings X—VIZF7 UV EALET,

Guide to Quick Traffic Analysis and Audit Configuration $815 T. Traffic Analysis Task
Management ')y 2LEY,

Traffic Analysis Task Management R—CHEZEET (R 6 5 H),
6 Traffic Analysis Task Management R—SADFIER

I, Service > Settings > Traffic Analysis Task Management Y5 Add to My Favorites @ Help
al
Task Name & Task Description Task Type ¢ Baseline Analysis & Modify Delete

No match found.

0-0 of 0. Page 1 of 1. 50 (=]

3. RSV IBMABRYYART, AddED)VILET,
Select Task Type R—UHBHEET,
4.  VLAN/VXLAN Z:&ERL. Next &9y ILET,
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TITRT KT M TV IR AR INGA—3EHRELET,

a. Task Name Z4—ILRIZARIZEAHALET,
ZDHITIE, VLAN Task ZEALET,

b. Server JRArMD 127.0.0.1 Z:&IRLET,

c. VLAN Type JRARMS VLAN Z&RLET,

d. Statistics Direction 'JARAS In Z&IRLE T,

e. Reader 74— ILFEDHEIZH S Select #0)vILET , RIRSNZR—U T FRVERTT S
EREF DEEFVIIL—TERIRL.OKEVUVILET,

f. VLAN Information $83 . Select #%)v LT, B89 5 VLAN ZEEMLFET,
VLAN [EF B F - BEREIC L >TEMTEET , VLAN ZF B T:EMT BIZIE. Manual &
7‘3’7 1) L. VLAN ID BLU VLAN £ZANLET . COBITIEESHREAXZEALTL
9,
RRENI=I14URH T, VLAN2 & VLAN3 Z5&IRL. Add E9vILET,

g. VLAN Information 838, 3600V2 LWL\ BRID T /N\A REFIRLET,

h., f1D/SA—EDT I+ MEEZFERLET,

OKZ#VJvHILZET,

7 VLAN 549753 2RI DB

W), Service > Settings > Traffic Analysis Task Management > Add Traffic Analysis Task ®@Help

Basic Information

Task Name * VLAN Task
Task Description
Server * 127.001 -
Task Type VLAN/VXLAN
VLAN Type * VLAN -
Statistics Direction * In -
Reader
Select
Baseline Analysis Disable -
VLAN Information
Select There are 2 records
VLAN ID VLAN Name Modify Delete
2 VLAN 2 B i
3 VLAN 3 B ]
Device Information
Select Device Name Device IP
3600v2 90.16.0.9

“ Cancel



e =
RTEDIER

NTAZERT BE. TARTD VLAN FST49IBHARID YT —LR—bE L WE L D VLAN 574
YIRHRARIDLR—hERRTEET,

FRTO VLAN B EARI DY) —LR—+DRR

Service 279 vHILET,

FEH—arv)—T, Traffic Analysis and Audit > VLAN/VXLAN Traffic Analysis Task % 3%iR
LES,
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Iy Service > Traffic Analysis > VLAN/VXLAN Traffic Analysis 5 Add to My Favorites

Average Rate (Last 1 Hour
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VLAN Task
Summary List (Last 1 Hour) [=]
Task Name ¢ Traffic & Rate %
VLAN Task 0.10GB

0.24 Mbps

1-10f1. Pagelof 1.
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1. VLAN/VXLAN Traffic Analysis R—JIZ7 € ALET,
2. Summary List $81% . VLAN Task #2')vIL%ET,

VLAN Task R—U M EEFET, TIAIIETIE. VLAN Task R—2(ZIE Traffic T ARRSNE
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||_F;'4 Service > Traffic Analysis > VLAN/VXLAN Traffic Analysis > VLAN Task Refresh Interval | No Refresh + @Help

Traffic Trend

Last 1 hour(2016-02-16 09:27 -- 2016-02-16 10:27)
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| — Avg. Speed |
Total Traffic Max. Avg Rate Min. Avg Rate Avg. Rate
0.12 GB 1.51 Mbps 0.00 bps 0.29 Mbps
VLAN/VXLAN Traffic Distribution |E|

Index{1 ~ 2) of Total 2
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10 VLAN FS249I 3 BRI DT TVr—av bS5 7149 0EB DR T

I} Service > Traffic Analysis > VLAN/VXLAN Traffic Analysis > VLAN Task Refresh Interval | No Refresh v @Help
Application List |E|
Application ¢ Unknown Applications Traffic + Rate % Percentage 3
http 64.98 MB 0.15 Mbps 71.60%
snmp 15.60 MB 36.36 Kbps 17.19% .
Telnet 4.69 MB 10.92 Kbps 516% U
Idap 2.45 MB 5.72 Kbps 270% |1
UDP Protocol Unknown Application 0.63 MB 1.46 Kbps 0.69%
snmptrap 0.53 MB 1.23 Kbps 0.58%
rdp 0.51 MB 1.19 Kbps 0.56%
domain 0.46 MB 1.06 Kbps 0.50%
kerberos 0.38 MB 0.89 Kbps 0.42%
netbios-ns 0.21 MB 0.49 Kbps 0.23%
TCP Protocel Unknown Application 0.12 MB 0.28 Kbps 0.13%
ftp-data 0.11 MB 0.26 Kbps 0.12%
microsoft-ds 9473 KB 0.22 Kbps 0.10%
1-13 of 13. Page 1 of 1. ® | < > » 50 v
Application Traffic Trend |E|
Last 1 hour(2016-02-16 09:27 —- 2016-02-16 10:27)
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‘. http snmp @ Telnet Idap @ UDP Protocol Unknown Application snmptrap rdp @B dnmam‘
@ erberos @ netbios-ns @ TCP Protocol Unknown Application @ fip-data @ microsoft-ds

VLAN AR 2EWSARID VLAN 749993 RI Dy a b 749 718D R R

VLAN Task traffic XR— T, Session27& 91y LET ., cDFT (21X, B 111277 F £5IZ, VLAN Task
EWVWSERID VLAN FS 74905 BRI Dty av b S74 9 BARRENET,
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Refresh Interval | No Refresh v | @D Help

||_F§1 Service > Traffic Analysis > VLAN/VXLAN Traffic Analysis > VLAN Task

Top 10 Traffic Report for Session Host

Previous

50.89%

Last 1 houri2016-02-16 09:27 -- 2016-02-16 10:27)

Top 10 Traffic List for Session Host

Source Host

¥ip 192.168.40.238

¥ 192.168.40.238

¥ 192.168.40.239

¥ 192.168.40.239

Destination Host

" 192168.30.25

" 192.168.30.235

" 192.168.30.25

" 192.168.30.235

Traffic

13.53 MB

1220 MB

6.69 MB

6.03 MB

10

Percentage

10.85% W

9.68% W

5.41%

4.88%

[P~ Last 1 hour Q, ‘ v
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