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112 &£31Z0 NAT [£ MSR20-20 JL—5 L TEESN., 192.168.71.0/24 D 1—H—MA8—Fy
MI7OEATELEIICLET .

UBA TA—H—DEEEEET HICIE. ROIRIVEEFTLET,
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Internet

172.4.0.201

192.1868.71.X

FRINBY I T7/IN—23Y

CDEEEHIIEL. H3C MSR20-20. Comware Software Version5.20. Release2509 THERE KUREES
nTWEI,

NATT /\A ADEXTE

#NAT 05 %{51% 9% UDP /A ybDFIETT IP PRLRERFELET (COBITE, FET IP FRLRE
LTT NI RADEE IP 7RLANMERENET),

<MSR20-20> system-view

[MSR20-20] userlog nat export source-ip 172.4.0.201

#NAT O5 % IP 7RL X 192.168.1.220 M UBA H—/\—DR—r &S 9020 [CTHRKR—FLET,
[MSR20-20] userlog nat export host 192.168.1.220 9020

#NAT OFX T &4 R—TILICLET,

[MSR20-20] nat log enable

[MSR20-20] nat log flow-begin
[MSR20-20] nat log flow-active 10
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. Senice #TEV)vILET,
2. FEH—13Y1)—T, Traffic Analysis and Audit > Settings ZEiRLET,
Settings R—UNRTEINFT (R 225 H),
2 Settings R—
©, Service > Settings

Guide to Quick Traffic Analysis And Audit Configuratio

{:?; You can easily configure traffic analysis and audit by following this configuration guide.
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3.  Guide to Quick Traffic Analysis And Audit Configuration %818 T. Device Management %1%
LFET.

Device Management R—UA\BHEET (K 3 S HR),

B 3 Device Management R—

B Service > Settings > Device Management ¥5 Add to My Favorites @Help

Total Items: 1.

Name Device IP + Description < Device Resource Info Modify Delete

RT1 192.168.40.246 =Y Es i

4. Add &=V ILET,
Add Device R—UMRRINFET (K 4 =S HR),
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B2 Ser

vice > Settings » Device Management > Add Device ®—e D

Basic Information

Device IP *
Mame *

Description

SNMP Community

SNMP Port 161

Log Source IP

NetStream Statistics

Identifier Valid M

NetStream New Feature Enable -

sFlow Settings

FINAR%E UBAIZEMLES,

o

FINA AN IMC TS5 b T+ —LIZEIMENTNSIBE (X, Select #9yoILTEIRLET,
SNMP O3a=F4, SNMP R—k. BLUASTY—X IP DR EIEA T3> T,

TINA AN IMC FS5YRTA—LIZEBMENTWVEWNMEAIE. T/AMAD IP PRLRERRTIEE
NnZEh Device IP 74—)LE&E Name 74— ILRIZAALET,

SNMP 332 =F4H LU SNMP R—bDBENKHETT,

S51TRY &I TNARICRDINGA—REEZELET

e}

e}

o

o

SNMP 221 =74E KU SNMP R—HMZIE, FNENTIAILIERED public 8KV 161 Z{F
ALET . RENT NI RALDHRFELRILTHAHZ LEFERL TS,
WE(ZIGL T, Log Source IP 74— LR TIP PRLRAZERELET .

IP 7RLR[Z,IMC B SNMP Z N LTT/INA RS A— DA RAEREMB TN EZFEH
INFET., ZOFITIX. CO/IRFTA—AFFEALTOEE A

NetStream Statistics Identifier ') RkAviS Invalid Z3EIRLET,
NetStream New Feature ') X kM5 Disable Z:#RLET .
sFlow B E AL EDZRIRLET,

OKZEVUYILEY,



5 NAT T/31R®M UBA ~D:iBN

E}. Service > Settings » Device Management > Add Device @Help

Basic Information

Device IP * 1724.0.201 m

MName * MSR2020
Description

SNIMP Community wnneee
SNMP Port 161

Log Source IP

MNetStream Statistics )
Identifier Invalid -

NetStream New Feature Disable -

MNetStream Sampling 1
Ratio *

sFlow Settings Disable hd

UBA H—/N\—EBDER

NAT 045 % UBA H—/N\IZIEET AT /NA RERETEET,

1.

Guide to Quick Traffic Analysis And Audit Configuration $81% T. Server Management #%1)v%
LFEI.

Server Management R—UMIRREINFET (K 6 S HR),

°

B 6 Server Management R—

EE- Service > Settings » Server Management %.%::d to My Favorites @-!el:

Server List

Total Items: 1.

Server Name ¢ Server IP & Description % Capture Flux Log Deploy Configuratior Modify
127.0.0.1 127.0.0.1 g

Fusav—i—o Modify 74a>&2')yILEY,
Server Configuration R—U WNKRRENFET (R 7 £S5 R),



6.

7H—N—BROER

EE. Service > Settings > Server Management > Server Configuration

Server Configuration

Basic Information

Server Name *
Server Description
Server [P *
Listening Port *
FTP Main Directory
FTP Username

FTP Password

Traffic Analysis Log Aggregation Policy

127.0.0.1

9020,9021,6343

Aggregation (Rough Granulari- ™

@ Help

Filter Policy Mot Filter hd
Usage Threshold of the Database Disk (1-95%) * 90
When Database Disk Usage Reaches Threshold Stop Receiving Logs A
User Behavior Audit
Device Information

Select Device Name Device IP Device Description
| MSR2020 172.4.0.201

RT1 192.168.40.246

Probe Information

Select Probe Name

No match found.

Intranet Monitor Information
Intranet Information

Intranet Information

Probe IP

Enable Layer 7 Applicati Enable Special Audit

Delete

192.168.71.0/24

—

Basic Information BB DEEE DR EEFEALET,

Device Information 818 T NAT T/34 X MSR2020 #:ZRLET,

ARSI EZAEREEIZA VSR YN IP FTRLAZA AL, BMES)VILET,

ARSRYMERTY PIZFRL AR R TINET,

Deploy #2')vIL%EY,

NAT EE&EZ X MEM

1.

Guide to Quick Traffic Analysis And Audit Configuration $815 T, User Behavior Audit

Management #421)vYLET,
User Behavior Audit Management R—

s

v

AFEEFET (R 8 ES ),



8 User Behavior Audit Management R—%

EE! Service > Settings > User Behavior Audit Management

ym Audit List
Name a Server Type Audit

No match found.

0-0 of 0. Page 1 of 1.

2. AddZEVVJVILET,
Select Audit Type R—U M FAEET (X 9 £S5 H),
QEEEAMTDER

Eg Service > Settings > User Behavior Audit Management > Select Audit Type

General Audit

Query audit result by source, destination, port, protocol and application.

@ NAT Audit

Audit and track user network behavior according to the IP addresses before and after translation, and the port.

3. NAT Audit Z:#1iRL . Next #2)vILET,

Add Custom NAT Audit R—U A BHEET (K 10 S 18),

Modify

Delete

50



10 ARA.L NAT BEEARRHDEMN

EE! Service > Settings > User Behavior Audit Management > Add Custom NAT Audit
Mame * NAT Audit
Server * 127.0.0.1 -

=3

NATIP @
NAT Port @
Operator

— (®)Meet All ' Meet Any
Source
Destination
Source Port

Destination Port

@ 8 @ @

Protocal
Application @

Device @

Name Z4—JLFIZ NAT Audit EAALET S
Server JARMS 127.0.0.1 ZRIRLFET .
Audit Condition $815 T Meet All Z:&IRLE T,
tDNSA—FDBREDEREEEALET .
OK#VJvILET,

S EE?JZI
axX A& 0) Aty
1. FE&H—13>Y)—T, Traffic Analysis and Audit > NAT Audit Z:&RLET,
Custom Audit List R—[ZEEE 2R NAT Audit ARFRENFET (K 11 S 88),

© N o o &
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Name « Server

NAT Audit 127.0.0.1

1-1 of 1. Page 1 of 1.

2. NAT Audit @ Audit 7A4a>z2)voLET,

HROERKICIIERAINYET,
12 EERER—D

vior Audit Management > NAT Audit > NAT Audit

NAT Audit ty of logs exist, it may take several minutes or longer time to que!
Audit Time Last 1 hour A
Start Time
End Time
12 10:00:41-.

_ —

Start Time & Source ¥ Destination 3 Source Port & Destination Port : Protocol 3
2016-03-1210... 102168712 10631677 49389 20 TCP
2016-03-12 10:.. 192168718 B 1063677 49390 80 TCP
2016-03-1210:.. 10216871131 | Baes23zas48 49387 80 TCP
2016-03-1210... Mh1s21687113  Maes2szasas 49388 80 TCP
2016-03-1210:.. 10216871131 7412523138 49385 443 TCP
2016-03-1210:.. Mhis216e718 Ba7arasosizs 49386 443 TP
2016-03-1210:.. M102168712  Ba7a12s23138 49385 443 TcP
2016-03-1210:.. 1021687113 Ba7an12s23138 49386 443 TcP
2016-03-1210:.. 10216871131 7412523130 49383 443 TCP
2016-03-1210... Mhis216e712 Ba7arzsosize 49384 443 TP
2016-03-1210:.. 1021687136 7412523130 49383 443 TCP
2016-03-1210:.. 1021687136  Ba7a12s23130 49384 443 TcP
2016-03-1210.. 102168712 Ba7a12523100 49381 443 TcP

Type

NAT

Audit

Application ¢
http
http
http
http
https
https
https
https
https
https
https
https

https

EHSNIEET IP PRLREEE TR MEHRTEET,

NATIP ¢

1724.0.201

17240201

1724.0.201

17240201

1724.0.201

17240201

1724.0.201

17240201

1724.0.201

17240201

1724.0.201

17240201

1724.0.201

Modify

Delete

8~

50

Q, | v @Help

NAT Port ¢

1255

1256

1253

1254

1251

1252

1251

1252

1249

1250

1249

1250

1247

Operator &

Creation Recor...

Creation Recor...

Creation Recor...

Creation Recor...

Creation Recor...

Creation Recor...

Aged upon Ti..

Aged upon Ti..

Creation Recor...

Creation Recor...

Aged upon Ti..

Aged upon Ti..

Creation Recor...

Device ¢

1724.0.201

17240201

1724.0.201

17240201

1724.0.201

17240201

1724.0.201

17240201

1724.0.201

17240201

1724.0.201

17240201

1724.0.201



