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ZDEREBHIIE. Cisco C2900/L—4, Cisco IOSY TR 7., C2900Y) 7k =7 (C2900-UNIVERSALKY-
M)/A—23215.1(4)M2)Y)—RY IhH 27 (fcl) TR B L VRIESh TULVET,

HIRFESLIUVHIS1Y

NTAY—N—%RETHEEIT. ROFNFEEIUH MRS UITHE> TS,

o  RAYFEEMT BHEEIZHET HSNMPIAZ2 =T B LUSNMPR—IHY XA/ F L THESN
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o FTPAUTALYRMID, FTPY—/N—TRESN TS TAL VM ERLTH A EZHRLET

o NTAY—/N—DFTPA—H—RZE/NRT—KM, FTPH—/N\—IZHRESNTLSED LR
CThHB EHFHERLET,

TINARADERE
sFlowT /\f AN EXE

1. HPE A5820X TsFlowI—2 U hDIPFRLA%90.16.0. 8128 ELET,
<H3C>system-view
[H3C] sflow agent ip 90.16.0.8



SFlowaL 8 BICRD /NG A—2ERELET,

o sFlow collector ID1,

o IP7RLX192.168.1.220,

o R—r&EF9020. 9021, F71=1£6343,

o description ntaserver,

[H3C] sflow collector 1 ip 192.168.1.220 port 9020 description ntaserver
Ao T)T DERE:
#GigabitEthernetl/0/28 ThHO LAY T )G HEAF—TILIZL, ho2E52T)
U TEREL20MICERELET,

[H3C] interface GigabitEthernet 1/0/28

[H3C-GigabitEthernet1/0/28] sflow counter interval 120

#HAHU YU TS AIZsFlowalL Y4218 ELE T,
[H3C-GigabitEthernet1/0/28] sflow counter collector 1
[H3C-GigabitEthernet1/0/28] quit

NetStream EEDHTE

1.

S7503ERA v FZHRELET

#O—HIWKR—I5—) T T IV—T1EERBLET,

[Sysname] system-view

[Sysname] mirroring-group 1 local
#GigabitEthernet2/0/1Z A—A)LAR—bI5—) G T IL—T1DFEETR—FELTEHELET,
[Sysname] mirroring-group 1 GigabitEthernet2/0/1 both

#Ten-GigabitEthernet2/0/1& O—HILR—bE5—) T T I —T1DE=FR—rELTHREL
£,

[Sysname] mirroring-group 1 monitor-port Ten-GigabitEthernet2/0/1
#ACSEIY—/\—FHFMICLET,

[Sysname] acsei server enable

NetStream#A—FZHELFET
#IZVIHR—INBAT DA A VERET W —T1IEERLET,
[Sysname] inline-interfaces 1 blackhole
#Ten-GigabitEthernet0/1& A S A U ERE S IL—TLIZEBMLET
[Sysname] interface Ten-GigabitEthernet0/1
[Sysname-Ten-GigabitEthernet0/1] port inline-interfaces 1

# Enable NetStream for inbound traffic on Ten-GigabitEthernet 0/1.

[Sysname-Ten-GigabitEthernet0/1] ip netstream inbound
#Ten-GigabitEthernet0/1 E TACSEIVS AT o hEAR2—TIILIZLET .
[Sysname-Ten-GigabitEthernetO/1]acsei client enable
[Sysname-Ten-GigabitEthernet0/1]quit

#NetStreamT —42 LI XR—FDIEEIPTRLRAELUVIESEUDPR— BB EHRELFET
(UDPR—r&S1£9020, 9021, F/=1£6343(TFRETEET),
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[Sysname] ip netstream export host 192.168.0.38 9020

#NetStreamT—42Z/N\—2a I K TIHVRR—T 50, COFIEERFYTILTT I+
JLRDNetStreamT—2THORR—ME R/ N—D 3 5%FALET,

[Sysname] ip netstream export version 9

NetFlowT /N X DL E

#)L—A M GigabitEthernet0/1 TNetFlowZ A *—J JLIZLET,
Router# config
Router(config)# interface GigabitEthernet0/1

Router(config-if)# ip flow ingress
Router(config-if)# ip flow egress

Router(config-if)# exit

#UDPR—F020ZE AL T, THVRR—FSEL T FLRA%E192.168.1.2201<FRELET
Router(config)# ip flow-export destination 192.168.1.220 9020

NTADFE K

NetStream# £ UNetFlowDNTARE I, sFlowDNTAERK ERBIL T, KIZ. sFlowdDNTARERIZDLY

TOHERALET .
sFlow. NetFlow. E£7-I&XNetStreamT /N1 X DB
Service#TE#9)yHILET,

FEH—> 39—, Traffic Analysis and Audit>SettingsZ®iRLET,
SettingsX—UMRAEET,
3. Device ManagementZ#4')voLEY,
Device ManagementX— WEAZEET,
4. AddZE2)vILET,
Add DeviceR—U M BIEE T,
5 BAIZERT &I RONFGA—FEFRELFET,
a. Device IPZ4—ILRIZTINARADIPTRLRAEAHT Bh\. Selectz41)vILTIMCT ST+
— LT NAREERLET . COBFITIE. selectionAVyRZEFERALTLET,

TINAR90.16.0.8MBIRENZE, RDT4—ILEABEMIZAASNET,
Name, SNMPaZa1=F ., 8 KU[SNMPR—K],

b. NetStream Statistics Identifier’) R kM isValidz#IRLET,
c. NetStream New Feature!) R kM SEnableZ:&RLET
d. sFlowskEJR+Mi5DisableZ#iRLET
e. HD/ISTA—ZIZXTIHILMEEERLET,
6. OKEJUYILET,



B4 731 2M3E N
E}. Service > Settings > Device Management > Add Device @Help

Basic Information

Device IP * 90.16.0.8

Name * A5820
Description

SNMP Community | sesass
SNMP Port 161

Log Source IP

NetStream Statistics

o
Identifler Valid -
NetStream Mew Feature Enable -
sFlow Settings Disable -

m Cancel

NTAHY—/\—ER DB

SettingsX—IIZ7 U EALET,

Server ManagementZ#4')yYLET,

R5(2R9 £S5, Server ManagementX—U M EAZEET,

B 5 Server Management R=ISADFIER

1B Service > Settings > Server Management P Add to My Favorites (D Help

Server List

Total Items: 1.

Server Name ¢ ServerIP ¢ Description ¢ Capture Flux Log Deploy Configuratioi Modify

127.0.01 127.0.01 o Ed

3. IP7RLAN127.0.0.1ONTAH—/A—DModify7AaA> &) voLET,
Server ConfigurationR—U A\BHEE T,
4. B6ITRT &I LT D/INSA—2EERT 5!

a. Device InformationfBi T, RARS T4 VI ERPITT BT /INA REERLET . ZOHITIE, IP
7RLUZAH90.16.0.8DF /A RE#IRLET,

b. #D/INSA—ZZETIAHILMEEFERALET,
5. Deployz2')vyIL%EY,
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]Eu Service » Settings » Server Management > Server Configuration ®4elp
Server Configuratio
Basic Information
Server Name * 127.0.0.1
Server Description
Server [P *
Listening Port * 9020,9021,6343
FTP Main Directory
FTP Username
FTP Password
Traffic Analysis Log Aggregation Policy Aggregation (Rough Granularit «
Filter Policy Not Filter -
Usage Threshold of the Database Disk (1-95%) * 90
When Database Disk Usage Reaches Threshold Stop Receiving Logs -
Traffic Analysis
Device Information
Select Device Name Device IP Device Description
A5820 90.16.0.8
Probe Information
Select Probe Name Probe IP Enable Layer 7 Application Ide

No match found.

RAMS 749905 AR DEM

o

SettingsX—I 7V EALET,

Traffic Analysis Task ManagementZ2UvyoL%Ed,
Traffic Analysis Task ManagementX— A BHEET,

AddZE2')vILET,

Select task typeR—U A\BHEE T,
HostZ:&RL . Nextz2)vILET,

Add Traffic Analysis TaskR—UHBHEE T,
B71ZRT &SI2 RDNSGA—ZEFZELET,
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\HL Service > Settings > Traffic Analysis Task Management > Add Traffic Analysis Task @Help

Add Traffic Analysis Task
Basic Information
Task Name * Host-192.168.0.0

Task Description

Server 127.00.1 -
Task Type Host
Reader

Administrator Group

Maintainer Group

Viewer Group

Baseline Analysis Enable v

Enable Automatic Anomaly
Detection Based On The Disable -
Baseline

Baseline Threshold Setting

Baseline Upper/Lower

Threshold Upper/Lower Threshold -
Trigger . X
Last 10 minutes >l 3 times
In Threshold
30 %
Out Threshold
30 %
Severity
Discard Length Last 30 minutes -
Host Information
IP Stat. Direction * Include -

Host IP
Host IP List
®

192.168.0.0/24

Application List

®@

90.16.0.8

Threshold Alarm

Disable -
Interface Information
Interface Description  Interface Alias Interface IP Max Rate Device Name DevicelP Modify Delete
GigabitEthernet 1/0/28  GigabitEthernet 1/0/28 Interface 90.16.0.8 1.00 Gbps  AS5820 90.16.0.8 |§ Tf]'
Probe Information
Select Probe Name Probe IP Probe Description

No records found.

“ Cancel

a. Task NameZ1—JLKIZHost-192.168.0.06 AHLET,
b. ReaderZ4—ILRD¥#IZ#H BSelectx21) v LET,
c. BWV=DAURY T BRIB LUV ERRYICE>TEEN L TR—ERTRTDHHERZFEO>AR
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L—25 IL—T%&RL., OKEHYYILET,
ZOBITIE, EBEIIN—T AT FIIN—T . BLUVEL—TF T IL—T%#FERALET,

d. Baseline Analysis list') AkMi5EnableZ#IRLET
Enable Automatic Anomaly Detection Based Based the Baseline71—JLK &
Baseline Threshold Settingf8iE M RRENFET,
e. Enable Automatic Anomaly Detection Based On The BaselineTDisableZRRLFET
LIEYET,
f. Baseline Threshold Setting$&15 T. In Threshold&Out Threshold(Z30&EA ALET,
TL—ILRIZAAL MDD IRFA—EDTIHILMEZFERLET
g. IP Stat.Direction') kM 5IncludeZ:ERLET
h. Host IPZ4—)L(2192.168.0.0/24& AHALFEY , Host IPT4—ILE DIEIZH HAddE D) v
LT, IPEY AUPERIMPYRNMIEBMLET
i. Application ListZ4—JLFE D#&IZHDAIAZED) I LT ERFREDT T r—a % BMLE
T, COBITIE. 7TV r—avEBIRSNER A,
j. Interface Informationf&i TSelectZ /) v LET
k. BALV:=R— TGigabitEthernet1/0/28%:&iRL . OKES)wHILET,
6. OK#ZVJYILEY .
S =3
X B 0) EE =]TIRY
1. SericeRTE7)vILET,
2. FTEH—L3aY)—T, Traffic Analysis and Audit>Host Traffic Analysis Task> Host-
192.168.0.0%:&RLFT

Host-192.168.0.0R—(Z[E, KI8IZRT K3, RyRT—0145 A -192.168.0.0 DT RTDT
TV —2a> DS T4 2MERENS T4 DERMNRTENET,
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1L, Service > Traffic Analysis > Host Traffic > Host-192.168.0.0 Refresh Interval | No Refresh v | (DHelp

affic Trend E‘

Last 1 hour(2016-02-16 16:55 -- 2016-02-16 17:55)

E . x .
= 20(Mbps) 4(Mbps)
= 2
- H
E 10(Mbps) E 2(Mbps)
B £ i i / \
: o AV Al
g_: 0(Mbps) WMWV{M z_\ 0(Mbps) ‘f ] L f_Y CEE AU "U
g .00 +30 = 47,00 17:30
< N v < Vi VT
In Baseline =— Upper Threshold Qut Baseline = Upper Threshold
Lower Threshald Lower Threshald
Direction Total Traffic Max. Avg Rate Min. Avg Rate Avg. Rate
In 76.80 MB 1.73 Mbps 0.00 bps 0.18 Mbps
Qut 75.78 MB 1.73 Mbps 0.00 bps 0.18 Mbps
Traffic Det E‘
Traffic - In Traffic - Qut
Time Traffic Rate Time Traffic Rate
2016-02-16 16:56:00 0.16 MB 22.67 Kbps 2016-02-16 16:56:00 0.16 MB 22.67 Kbps
2016-02-16 16:57:00 96.68 KB 13.20 Kbps 2016-02-16 16:57:00 76.17 KB 10.40 Kbps
2016-02-16 16:58:00 0.99 MB 0.14 Mbps 2016-02-16 16:58:00 0.35 MB 48.27 Kbps
2016-02-16 16:59:00 1.32 MB 0.18 Mbps 2016-02-16 16:59:00 1.39 MB 0.19 Mbps
2016-02-16 17:00:00 0.76 MB 0.11 Mbps 2016-02-16 17:00:00 0.76 MB 0.11 Mbps
2016-02-16 17:01:00 0.41 MB 57.20 Kbps 2016-02-16 17:01:00 0.50 MB 70.00 Kbps

Bl TO—JEERLI=FT71 v IR TEHRDUN
=

TR T—OFER

NTAZFERALTRYNI—015 A2 1192.168.0.0/24NDHRAMNZE>TERB IS =R YT —I 5T 4y
OHFERTBIZIE, KR T LI, ROARIEEITLET,

e  Ethernet 1/0/23 LD 574y IZB 3 B1EREIE T SE3(CTO—TF#RELET .
o IIAYIBEHRENTAY —/N\—ITEIETHESICTO—TEHRELET,

13



B9 ryb7—IR

Internet
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Probe

IMC NTA
192.168.1.11 192.168.1.220/24

Shad

192.188.0.0/24

ZHDHH

TO—J%FERALTrS 7007 BBERES SVEETAICIE. ROEEXEEETLET .

o RAYFLETA—ANR—IFIZT—)LTEHELET,

e  Ethernetl/0/23%#{ETR—rELTERTEL . Ethernetl/0/24% BE RAR—FEL TR ELET
o JO—TJ%Ethernetl/024IZEEEHKLET,

o ;SO IIEHREFTPIEATNTAY —N\—IEET AL TO—TEHBFELET,

FERINBEY I T /IN—D3Y

ZDEREHIIE. H3C S3600V2-28TP-EIRAvF, H3C Comware Software, /N\—32,5.20, JIJ)—R
2103 THER B KURREISNTLVET,

AAYFDEEKTE

#O—AIWES—) T T IN—T1EERLET,

<Switch> system-view

[Switch] mirroring-group 1 local

#O—AIWEF—) T T IN—T1EHEL T, 41— R YML023 LD RA RN T4 v EERLET
[Switch] mirroring-group 1 mirroring-port Ethernet1/0/23 both
#Ethernetl/0/24Z0—AIIZ5—) T L —T1DERKR—rELTERLET,

[Switch] mirroring-group 1 monitor-port Ethernet1/0/24
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NTAHY—/\—®D
FTPDRTE

1. NTAY—N\—DEEINTNSRRAMIFTPH—/\—ZERLET,

ZDBITIE, FTPY—/N—Y I,z 7TYPSoftZERLET . BIDAAT DY I Iz 7EFERT 55

BIX. VI T DFEEAAFESRLUTERFIEZAFLTZAL,
2.  B10IZRY$ &SI, user name, password, root directory KU1 —F —tEREERLET,

10 FTPOERSE
User Setup -
List of Users Password [ Directory Access 1
F |<< Encrypt >> | DAFTRS

Foat Directory
[D:AFTPY
[~ Disable User Account
™ Virtual Directory Showing

"/C:/Directory = """
Max. of User I
per account: 0
Maz. of simultaneous user I
per account/per IP: 0 ID:\FT P4 _]
Time-Out: (Min) [Max.: 600 min] T Add | Modty | Delete_|
0 =No Time Limit Files

Nawiilser | v Download v Delete
v Upload [~ Nohccess

Copy User I
Rename User I

File for Welcome Message
Delete User I I
Save I File for Goodbye Message

Close I I

I Wirtual Link

v Rename Files and Directories

Directory

v Create v Remove

[~ Sub Directory Include

Jo—JnEmM

Service?7E#0)vILET,

FEH—> 39—, Traffic Analysis and Audit>SettingsZEiRLET,

SettingsX—U M RAEET,
3. K112/ 9 &35IZ. Probe Management#2') v LEY,
Probe ManagementR—U WEAZEE T,

15



E11 SettingsR—SADT7 IR

&, Service > Settings

k Traffic Analysis And Audit Configuration

Q‘ You can easily configure traffic analysis and audit by following this configuration guide.

N\

G-}

5 A B = lu},
® 5 Y o +

AddZE9')yILET .
Add probeR—IHBHEET,
K121ZR/$ &SI, FTA—TZEMLET,
a. NameZ4—)LK(2192.168.1.11&EAALET,
b. IPZ4—LRICTO—T DIPPRLREZAALET,
ZOHITIE192.168.1. 11EFEALTLET,
c. Enable Layer7Application IdentificationTYes%EZRLET,
d. Probe PasswordZ74—JLRIZ, 7A—T DAV AM—)LBIZERELIz/AAT—FREAALET,
e. OKEVJYILET,
F12 Fo—J D&M

I, Service > Settings > Probe Management > Add Probe @ Help
Add Probe

Basic Information

Name * 192168111
IP * 192168111 ®
Description

Enable Layer 7
Application Yes v
Identification

Probe Password | ssesss

m Cancel

16



NTAH—/\—EB DB

SettingsR—UIZF7 UV EALET,
2. Server ManagementZ47)woLEY,
Server ManagementR—U WEAZEET,
3.  IP7RLAH127.0.0.10H—/A—DModify7 1AL E7 )9 ILET,

Server ConfigurationR—U HBAEET,
4, I3[R Y LI RDINFGA—FEEELFT,

a. FTP Main DirectoryZ4—JLRIZ, FTPH—/N\—[ZHEHEINTWSTALINIZAALET,
ZOHITIE. DNFTP\EAALET,

b. FTP UsernameZ4—JLK&EFTP PasswordZ74—IJLKRIZ, FTPHY—/\—THESNT
WA1—H—ZELRAD—FEAHLET,

c. Probe Information$815 T, IP7RL XA A%192.168.1.110TA—J%BIRLET,
d. fhDNFA—RIZETIHILMEZFERLET .
5. Deployz%2')vIL%EY,
F13 NTAY—/S—DERE
1B Service » Settings > Server Management > Server Configuration @ Help
Server Configuratio
Basic Information

Server Name * 127.0.0.1

Server Description

Server IP *

Listening Port *

FTP Main Directory

FTP Username

FTP Password

Traffic Analysis Log Aggregation Palicy

Filter Policy

Usage Thresheld of the Database Disk (1-95%) *

When Database Disk Usage Reaches Threshold
Traffic Analysis

Device Information

Select Device Name
No match found.

Probe Information

Select Probe Name

192.168.1.11

Device IP

Probe IP

9020,9021,6343
DAFTPY
FTPUser

Aggregation (Rough Granulari- ¥

Not Filter hd
90
Stop Receiving Logs -
Device Description

Enable Layer 7 Application Iden:

192.168.1.11 Yes

17
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SettingsR—UIZF7 UV EALET,
2. Traffice Analysis Task Management®41)v7LEY,

Task ManagementR—U WK REINET,
3. AddE7YJvILET,
Select task typeX—CAREET,
4.  HostZEIRL. NextEV)vILET,
Add Traffic Analysis TaskR—EHBHEE T,
5 BUITRT KT FITaVIB AR DINGA—REF/RELET,
B14 FRRMS T4 3 HBR Y DIEM

MIL Service > Settings > Traffic Analysis Task Management > Add Traffic Analysis Task @ﬁe\p

Basic Information

Task Name * Host-192.168.0.0

Task Description

Server * 127001 -

Task Type Host

Reader Administrator Group

Maintainer Group Select
Viewer Group

Delete

Baseline Analysis Enable T

Enable Automatic Anomaly
Detection Based On The Disable -
Baseline

Baseline Threshold Setting

Baseline Upper/Lower Threshold

Upper/Lower Threshold -
Trigger ‘ .
Last 10 minutes >l 3 times
In Threshald
30 %
Qut Threshold
30 %
Severity
Discard Length Last 30 minutes -
Host Information
P Direction *
IP Stat. Direction Include -
Host [P
@ Add
Host IP List

192.168.0.0/24

@ Delete

Application List

Select

Delete

Threshold Alarm Disable M

Interface Information

Interface Description Interface Alias Interface IP Max Rate Device Name Device IP Modify Delete
No records found.
Probe Information
Select Probe Name Probe IP Probe Description
192.168.1.11 192.168.1.11

“ Cancel



Task NameZ+4—/LRIZHost-192.168.0.0L A HLET
Reader74—I)LRE D#EIZH SSelectz= V) vILET,

FANZR—TU TRRIVERRTEDFTRL—2T IL—TEEIRL, OKEVVILET,
Host Information$&15 T. IP Stat.Direction') R ks IncludeZERLET

Host IP74—JLK(2192.168.0.0/24& A ALET , AddE D)y UL T, RARPERZRRPY R Z
BmLES,

f. Baseline Analysis') Ak i5Enable%EiRLET

Enable Automatic Anomaly Detection Based Based the Baseline 74— /L&
Baseline Threshold SettingsfBE MTR RSN ET,

g. Enable Automatic Anomaly Detection Based On The Baseline!) R CDisableZ:&RLFET

h. Baseline Threshold Setting%&18 T. In Threshold&Out Threshold|Z30& A ILET,
HDINSA—EDT I+ IILMEEFERLET,

i. Application Informationf&igi T, AddZ&2JvoL%ET,
j. BRTLIT7TIIT—avEmERLET,
TIVr—2avEmERUGWMES . FRVETRTOT T r—2avITR LTI TavIT7h™D
UTAVTEETLETS,
k. Probe Informationf81 T, IP7RL AHY192.168.1.11MDTA—T%:&RLET,
6. OK%VJYILEY,

EXTE DAESE

Service#TEV)vILET

FEHS— 32 Y1) —T, Traffic Analysis and Audit>Application Traffic Analysis Task>Host-
192.168.0.0%:&RLF T,

Host-192.168.0.0X— (I, B15IZRY K32, RybT—9 145 4A21192.168.0.0D T RTDH
FI)r—23v DS 70971BRENS T4 v I DA RTINET,

® o0 T p

19



B 15 bS5 24902 RO TR

L, Service > Traffic Analysis > Host Traffic > Host-192.168.0.0

Traffic Trend

Refresh Interval ‘ No Refresh " @Help

Last 1 hour(2016-03-10 10:11 -- 2016-03-10 11:11)

é‘ 4(Mbps)
3
5
B
= 2Mbps)
£
g
. O(Mbps)
H
— In — Baseline — Upper Threshold
~— Lower Threshold
Direction Total Traffic Max. Avg Rate
In 0.33GB 2.67 Mbps
Out 0.33GB 2.56 Mbps
Traffic Details
Traffic - In
Time Traffic Rate
2016-03-10 10:12:00 272 MB 0.38 Mbps
2016-03-10 10:13:00 9.12MB 1.28 Mbps
2016-03-10 10:14:00 245MB 0.34 Mbps
2016-03-10 10:15:00 6.33 MB 0.88 Mbps
2016-03-10 10:16:00 3.02MB 0.42 Mbps
2016-03-10 10:17:00 3.72MB 0.52 Mbps
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I8~ Last 1 hour

é 4(Mbps)
]
5
=
= 2(Mbps)
&8
i
. 0(Mbps)
H
— Out — Baseline — Upper Threshold
~— Lower Threshold
Min. Avg Rate Avg. Rate
0.14 Mbps 0.80 Mbps
0.12 Mbps 0.78 Mbps
Traffic - Out
Time Traffic Rate
2016-03-10 10:12:00 245 MB 0.34 Mbps
2016-03-10 10:13:00 892 MB 1.25 Mbps
2016-03-10 10:14:00 2.68 MB 0.38 Mbps
2016-03-10 10:15:00 6.04 MB 0.84 Mbps
2016-03-10 10:16:00 343 MB 0.48 Mbps
2016-03-10 10:17:00 3.40 MB 0.47 Mbps

Qv
[=



