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FITZ/\vo7vTH®OAnchor-aclZE% E

TORARAIMNIZAT U DIRERTR

@ Anchor-ac(EETDAPLEHT)D/N—2arTyT
m JA—FFvAMNTILFF v XD HIREEEED E1E

D547 U DERZIEINEHER

AAYFDEETE

m ACHERELLER
I!I N=—a7)LIZDUT
EE ## 2 ap-groupl2Z&bapDJ IL—T E A
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e RS-2328t&mary—igr—7IzBAEL. KDL 5 IZWAG638D LixDRI-45
DY vy ZICHEALES, FHITLHIHR—L —MIXR—THESHEBILLI,

« WAGG38IZDCER X 7-IZPoEXR A v FTHEILF I DT, PoEXA v FZ2HAEL
TIBEE,. PoOEXM v F%45> L TPCOLANFR— b IS L £9, WABBISDE A F
DRJ-45R— M Z100M/1G/10GHO BEFEFH ICH Y F3,

a>yV—J)L—J)L

FIA )L BDIPF7 RLX
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T ZABEAY FOFEE— ROy RICL 2T & i
FIE: REOFHIFEFE—RFOWESE >BMFE—FDODZTE ->ZTEINT=HE D DDIE

#IBIEDE— FE2HER(THBHEIRETIZFITE—F)

<H3C> display wlan device role Tera Term: Y7 )bik— BE X
Current running mode: FIT AP.
# system-view(Z CTap-mode3 ¥ > K TAnchor-actE— FICEFE T —k(P): |OOM‘3 v OK
<H3C> system-view ECAPE—FIZEUTD3IDDE—F ihv—=L,—~(B): :9500 v:
System View: return to User View with Ctrl+Z. H#IRTEET, . | )
[H3C] ap-mode anchor-ac ap-mode { anchor-ac | cloud | fit } 7 —3(D): g bit ¥ Fr el
: ) ) A _
Changing working mode will reboot system. Continue? [Y/N]:y UL = »
HE— FEED-HICAPIZBEEINICreboot L £ 7, 2w H(S): bt & ~JLF(H)
System is starting... '
Pres; Ctrl+D to access BASIC-BOOTWARE MENU... =0 —F[EN(F): e o
Booting Normal Extended BootWare
D7 —bhhXy - i
Image file flash:/wa6600-boot.bin is self- A (SEIE
decompressing.......ccccceeuee. 0 2UR/=(0) [0 =UFS /T
....... Done
System image is starting...
Line con0 is available. AV Y — VEROBIEREE. 9600K—, F—48E v b,
Press ENTER to get started. NYF4BHL, REyZEY L, 7O-§#AL

#CENECloudE— FMICHR 272 & %2 RERL T,
<H3C> display wlan device role

Current running mode: Anchor AC.

<H3C> save force
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BEARYET =B TIEEEFTEENSZICLTZELY)

ZNEFHIWAG638-JP B UWABG320-JPEAnchor-acéL TESIB S DIREEGUITITLVET, =1L
WA6320(3 & Eradiol. radio2M2;E D& TY D T. h3c-lobbyDSSIDIFradio2 (25X ET HLIIZHE IEL'C
{I2&LY, F1-. WAB638-JPDANchor-acldWA6320-IPDEEIX TEE R A(R—BEIZRE),

APDEIEIZVLANLIZE LY, VLANLIZERE SN TLVAANchor-acDT 74 ILEDIP7RL X192.168.0.50/24H°
EEAIPPRLRELRYET,
ZDETAUMIFIT APDIPTRL AL KIS KSIZ, Anchor-acEDHCPHY—/\— (] K49AP)ELTERELET,

CHDEIIZFITAPIZAIHEREE T . TIHEHEABFDOIRETRYNT —VI12$E#G I 572+ TAnchor-acD EETIZ
ABFENVAZEORYTFHRELERVET , - APHHEL-FROXZBLREMRICEOXYFZIMHE, APEAD
N—2307yTlFAnchor-ach oD RS ILN—230 7y T AR ERYET,

EHTAERESSID, /S AT—K, VLAN., hiddenE®E—FZZEIXUTOEYELET,

SSID e e e

h3c-support @helpdesk99 100 radiol bGHz
h3c-sales @bigsale 100 yes Radio2 5GHz
h3c-lobby thankyou 110 no Raido3 2.4GHz




PRI —OFER X

] IL—&—
2747~ +PCH i b
DHOPH —ree o | T
%}% ‘ %?ﬁ 192.168.0.254

H—/N— Y—n—
VLAN100

VLAN110

GE1/0/1 GE1/0/2
Tag: VLAN1, VLAN100, VLAN110
LAGG 4

GE1/0/23

EEE

E10/24 PoERXA v F
192.168.0.10

MODEL: WA6638-JP
SERIAL: 219801A24F8201E0000J

MAC: f010-903e-f7e0 BN L P BN L ) BNC- . v
192.168.0.50/24 192.168.0.51/24 192.168.0.52/24
Anchor-ac Anchor-ap(FIT) AP(FIT)

h3c-support h3c-sales  h3c-lobby h3c-support h3c-sales  h3c-lobby  h3c-support h3c-sales  h3c-lobby

VLAN100 VLg!llo VLAN100 VL/—\!IOO VL!!HO VLAN100 VL!NIOO V!!Nllo

VLAN100




ACDEEE DIEE ’

N — (o]
VLAN H—EAXSSIDDTTL—k
i wlan service-template h3c-support = 4 I
# ssid h3c-support APO)T‘/j I/ I~ — j
interface Vlan-interfacel bla” 100 e (defaUIt'grouP) TYIL—FD
ip address 192.168.0.50 eacon ssid-hide
256.256.255.0 akm mode psk _ wlan ap-group default-group S -
# preshared-key pass-phrase si vlan 1 wlan ap apl moe L _KAnchor-
vlan 100 @helpdesk99 ap-model WA6638-JP WAG638-)P Ci~AC
cipher-suite ccmp radio 1 P ial-id
cipher-suite tkip radio enable XXXXXXXXXXXXXXX
* &%lan 110 security-ie rsn service-template h3c-sales radio 1
Interface Ten- # security-ie wpa rad(;c_J 2 " cadio 2 R :
GigabitEthernet . e radio 3 u ncnor-
1/%/1 wle}n service-template h3c-sales# service-temp]ate h3c-support gigabitethernet P
port link-type trunk \S/Isall?] lllgg-sales radio 3 ten-gigabitethe
port trunk permit vlan all N radio enable
bsacon dsmd-Lnde service-template h3c-lobby =
o aKm mode ps gigabitethernet 1 FIT AP
DHCP'U'_'/ \— <g[)e_shalred—key pass-phrase simple en-gigabitethernet 1 ‘thc oo
igsale ort link-type trunk 2000y
dhcp enable . . Y yp csupport
dh P rer in-pool "For AP\  CiPher-suite ccmp port trunk permit vlan all {@& E',I]O)APE%E3 ﬁfo VEEDALD
Cp server Ip-pool "o cipher-suite tkip t trunk pvid vlan 1 thac-sales
Management" r-su port trunk pvid vlan VLANL00
gateway-list 192.168.0.254 | Socuriie s wlan ap apl mofle] W6638-JP
network 192.168 O 0 n:1a.sk security-ie wpa Serial-id XXXXXXXXXXXHKX ™ -
255.255.255.0 wlan service-template h3c-lobby radio 1 _.; FITAP
address range 192.168.0.51 ssid h3c-lobby ra<j|_o 2 bl h3c-lobby
192.168.0.100 vlan 110 racio enabie VLAN110

service-template hfjc-lobby
radio 3
gigabitethernet|1
ten-gigabitethernet
port link-type trunk
port trunk pern all
port trunk pvid|vlan

akm mode psk

preshared-key pass-phrase simple
thankyou

cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa
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F|EL : Y — & X (service-template) Z{Epk33 (SSID )
- —E X%
- SSIDD X FF
- H—E R %ﬁ?ﬂt:’é‘%(service—template enable)
- T 7 # )L FVLANZE
- SSID®Mhidden mode;ﬁE(ON/OFF)
- forwarding type(ACIRHH L < g —AH L)
- 20EE X 14 7' (Open, PSK, 802.1x, MAC, Portal)
- ZREESAT(AC, AP)
- tx 2T 4 E—FWPA WPA2 WPASGRIEIZO~ Y KH B DH))
- EE T L — L{R#E(ON/OFF)
+ PSKXZZF D AT
- SSID#FEH T 2 E R DEIR (radiol 5G, radio?2 5G, radio3 2.4G)
. H— B X (service-template) D B %h/HE%h
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GUIT DR TE F A B
FIE2 : APDT > 7L — | (default-group) & {ERL Y % Eé J/

ACIZ#E#:d 2APD 2 14 7(WA6638-JP, WA6630X-JP, WA6320-JP,
WA538-JP) HHE# H 2 5SIEZNZTNICEAL TERT S

B Z 1L -
WA6638-JPTlfradiol(5GHz),radio2(5GHz),radio3(2.4GHz)
Enablelc L £9

Radiol: X9 % SSIDlfsalesTZ 74 7 > k AYEH T S vlaniZ100
Radio2: 32159 5 SSIDIdsupport 27 74 7 > D EEHET Svlanid110
Radio3: X159 5 SSIDILlobby T 7 4 7> F AL I B vlanif110

FIEI(F 7> ay) : TIAIN IL—TLUNDOEBREEF DEMAPD &R
iR s (Radio 1, Radio 2, Radio 3) (2324 ASSIDARTE LY. R
CICEEL—bERELZY 3255, BERICKET AHELHY £,
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FlE4 : ACZAPD7-DDHCPY —/x—L T 3
- IP7—IL% ¢ For AP Management

- gateway-list 192.168.0.254

- network 192.168.0.0 mask 255.255.255.0

- address range 192.168.0.51 192.168.0.100

F|IE5 : VLANZERRT 3
- VLANZE= % 3% 7€ (vlan 100, vlan 110)

- WEBESIEIPT KL X %3 ET%

H#—F

A(SSIDD T T L—k
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FIE6: 10GR—rZEtagiR—MZF %

FIE7 : APDEETE

APDEREZAPD T IAINTUOTL— DR EERELTITIHE . RYb
T—IIZFIT AP ERSh S EBEIMICB R EINDSE—FIZTS

- wlan auto-ap enable

- wlan auto-persistent enable

FIE8: 5 FETHHELRTE(save)

FIE9: (GUITHR—FEhTULVELV =8, a7 FIZTEST)APDdefault-
group®Ten-Gigabitethernet 1MR—kZtagiR—rZRET S

H—EASSIDO T TL—+

hhhhhh

-ioboy
VLAN{10



Anchor-acHOGUIIZ A 74 >4 B 5k

PCOZ7Z 02 EH LUTOURLZASDL £,

http://192.168.0.50/

F7 4N bDI—H—%:admin, /XX 77— K:h3capadmin

@ Login
<_

x 4+

C A FESATVELESE | httpsi/192.168.100.1/web/frame/login.htmli?ss|=false

H3C WLAN Management Platform

@ ‘ R |U5ername

‘ @ Password hod

[[] Remember me English ~

2 I

=

Change Password *

The default password is not secure. A qualified password must meet the following
requirements: It must contain a minimum of 10 characters. It must contain a minimum of 2
types,and a minimum of 1 characters for each type. It can't contain the username or the
reversed letters of the username.

0ld Password | |
New Password | |
Confirm Password | |

INATD—RIF10XFU LT, EHFEEL
ED2EFZEH. FiFSNTLNSH1—
H—_  adminBFEDNFEEFH N &,

14


http://myap.h3c.com/

Anchor-acHOGUIIZ A 74 >4 B 5k

mHTOY A2 LE=EEIX. region-codeZ R ETHIBLENHYET,
Xregion-codelZkYEETHERDERDHEIFIIZHELVET . HARIZIAPANIP)TY,

H3C WAG638-1P

Please select a region code

Region Code I JAPAN(IP) * 'I

15



02 4 >d9 5 &DashboardhAAFRRIMNF T

H3c WA6638-JP

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Network Security

System

Tools

Reporting

All Networks » Dashboard

System Logs

APs

‘ Wireless services

i

o= System usage
Online Offline Unhealthy

5

4

3 0% 68%

i CPU Memory

0

02:40°58 024103 02:41:08 024113
—
—
——

o= Clients

24GHz 5GHz

— DY) Z [System View | Network View]

client number

Intarfara traffir

192.168.0.50/wnm/frame/index.php?sessionid=20000146350de2b50aaec29e5dBedc 3eacBe¥

I System View Network View I O“CCESS PDIII!; Clients
1 0 00

-~
Event Logs

000; 45 012

16
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« Network view

o Dashboard Network Security
Quick Start Packet Filter
Add Wireless Service Traffic Policy
Dashboard Add New User Qos Policies, Priority Mapping
Monitoring Access Control
duickStart ’ ‘é",'i:fr:fsss Network Al?’?hze;}\)’:ication
Wireless Security RADIUS
Monitoring > Client Proximity Sensor User Management
Application Monitoring A(I:\;IIKSCSACOtrITerg!c'cat'on
. S Wireless Configuration uthenticatl
Wireless Configuration > Wireless Networks Port Securlty
AP Management Portal
Network Security > Wireless QoS SyStem
Wireless Security Resource
WIPS ACL, Time Range
S ’ Allowlist and denylist Cloud Platform
Radio Management Tools
Tools > 802.11n/802.11ax settings ,transmission Debug
distance Reporting
| Applications Client Statistics
dapeiis ’ Mesh, Multicast Wireless Service Statistics
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« System view

Actions

Dashboard

Metwork Configuration

Metwork Security

System

Tools

Dashboard

Network Configuration
Network Interfaces
VLAN
Network Routing

Routing table
Static Routing
Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT

Network Security
Packet Filter
Traffic Policy
Access Control

802.1x
Authentication
RADIUS
User Management

System
Event Logs
Resource
ACL
Administrators
Management
Configuration save, import
Upgrade
Reboot
Tools
Debug

Local users

18



SSID(h3c-support) #1Epk 3 % .

H3 WA6638-JP @ sve & Roadmap | & admin

Actions All Networks » Quick Start > Add Services » Add Services
Dashboard Add Services
Quick Start v I
Basic settings Authentication settings
Add AP
Wireless service name - Authentication mode O Open (no authentication)
h3c-support 1-63 chars)
Add Services ® Static PsK
SSID # oUc.
h3c-support 1-32 chars) e
Add User () 802.1X (clear)
Description (1-64 chars) () Static WEP
Monitoring >

[ MAC Authentication

[J1Pvd Portal Authentication

Wireless Configuration > . .
N OFF -
Wireless Service @ [DJIPv6 Portal Authentication
1

Netwark Security > Default VLAN (1-4094, 1 by default) Authenticator @ Local AC
O Central AC
System N Hide SSID ®Yes ONo o
User Isolation ®Yes ONo .
Security mode OWPA OWPAZ ®WPAoOrWPA2 O WPA3-Personal O WPA3-Enterprise

Tools > Forwarding type O Centralized Management Frame Pratection ON @ OFF

el 3Xclient forwarding-location ap

i PSKkey = @ Passphrase O Rawkey
RERO 2 Forward VLAN
essnsesnnes (8-63 alphanumeric chars)
100 (0-4094, e.g. 1,3,5-7)
O Policy-based sessennans Confirm password

T ;wessl'oml; Clients ~ EeventLugs ~
1 0 00 0 5 4 3




SSID(h3c-sales) & 1Epk 9 % .

H3C R i Save §@ Roadmap | & admin

Actions All Networks » Quick Start » Add Services » Add Services
Dashboard Add Services
Quick Start v
Basic settings Authentication settings
Add AP
Wireless service name ~ Authentication mode O Open (no authentication)
] n3c-sales 1-63 chars)
Add Services (@ Static PSK
I S50 = gud.
h3c-sales 1-32 chars)
Add User © 802.1X (clear)
Description (1-64 chars) O Static WEP
Monitori L
HHL = [0 MAC Authentication
£
TR M & [ IPvd Portal Authentication
ireless Configuration . . b OFF
Wireless Service © [ IPv6 Portal Authentication
. Default VLAN .
Metwork Security > 1 (1-4094, 1 by default) Authenticator ® Local AC
O Central AC
System 5 Hide 551D @®Yes ONo oap
User Isolation ®Yes ONo .
Security mode (O WPA OWPA2 @ WPA or WPA2 O WPA3-Personal O WPA3-Enterprise
Tools > Forwarding type O Centralized
Management Frame Protection ON ® OFF
@ Local
Reporting > PSKkey = ® Passphrase (O Rawkey
Forward VLAN_, . . .
*client forwarding-location ap ,
sssssssasas (8-63 alphanumeric chars)
100 (0-4094, e.9.1,3,5-7)
[ Policy-based ...........| Confirm password
ST AccessPoints | Clients Event Logs
©1 ®0 Qo0 00 ©5 45 @2




SSID(h3c-lobby) Z1ERkd %

i Save §g Roadmap | 8

21

admin

Actions All Networks » Quick Start » Add Services > Add Services
Dashboard Add Services
Quick Start v
Basic settings
Add AP
Wireless service name -
h3c-lobby 1-63 chars)
Add Services
SSID # _
h3c-lobby 1-32 chars)
Add User
Description (1-64 chars)
Monitoring >
A~
Wireless Configuration > Wireless Service @ L OFF
: Default VLAN
Network Security > 1 (1-4094, 1 by default)
System s Hide SSID O Yes @No
User Isolation ®Yes ONo
Tools b3 Forwarding type O Centralized
@ Local
HEITTY 2 Forward VLAN . . .
*client forwarding-location ap
110 (0-4094, e.g.1,3,5-7)
[ Policy-based

System View Network View

Authentication settings

Authentication mode

Authenticator

Security mode
Management Frame Protection

P5Kkey =«

® Static PSK

(O 0Open (no authentication)

(O B02.1X (clear)

(O Static WEP

[0 MAC Authentication

[ IPvd Portal Authentication
[JIPv6 Partal Authentication
@ Local AC

(O Central AC

CAP

OWPA OWPAZ ® WPAorWPA2 (O WPA3-Personal

ON @ OFF

@ Passphrase (O Rawkey

O WPA3-Enterprise

(8-63 alphanumeric chars)

sseaneeend

Confirm password

Access Points Clients

Q1 0@ol0

EventLogs

00 O

5 @4




APDTFIAINT I —TEEELET -

H3 WAGG38-JP i save §g Roadmap | & admin

Actions All Networks » Wireless Configuration > AP Management » AP

Dashboard -
uick Start

Monitoring > [ |

O Oc3a-fadb-9fa0 Manual AP (Embedded AP) WABE38-IP 219801A2KF820BEDDOAH OC-3A-FA-4B-9F-AD 3,302.11ax(56Hz2)(1),802.11ax(5.. R\ D
I Wireless Configuration vI

Wireless Networks

AP Management

Wireless QoS

Wireless Security b3

Radio Management

Applications
Network Security >
System >
Tools >
Reporting >

Total 7 entries, 7 matched, Oselected.Page 7/ 7. R "

System View Network View ;wesspmm; Clients . E°'l!enthgs o
1 0 00 0 5 5 5
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APDTIAILNT I —TEHELET

H3 WA6638-IP & save § Roaomap | & admin

Actions All Networks » Wireless Configuration > AP Management » AP Groups > Edit AP Group(default-group)
Dashboard
General
Quick Start >
Group name =+ (1-31 chars)
P GG, e Request retransmission Interval
Monitoring >
Region code JAPANUP) - 5 seconds (3-8, 5 by default)
Wireless Configuration v
LED mode ) Retransmission attempts
Wireless Networks Normal
3 (2-5, 3 by default)
AP model
AP Management WAG638-JP o o .
Statistics report interval
50 seconds (0-240, 50 by default)
WAB638-1P jmf
Wireless QoS .
CAPWAP tunnel encryption O Enable @®Disable
AP connection priorit i i i
Wireless Security > priority a (0-7, 4 by default) Firmware upgrade O Enable ODisable ® Innerit (Enabled)
P—
AP model
Radio Management CAPWAP tunnel keepalive Echo interval
WABB38-JP 5GHz(1)
10 seconds (0,5-255, 10 by default) WAG638-JP 5GHz(2)
Applications
WABG38-JP 2.4GHz(3)
E—
Network Security >
System >
Tools >
Reporting >
System View Access Points Clients Event Logs
©1 ©0 Qo0 Qo0 ©O5 A5 O5




TIHILET IL—T Dradio 1(6GH2)ZZFELET

Add binding

AP Group Name default-group
AP Type WAB638-JP

Radio 5GHz(1)
Bind WLAN Seryice +
h3c-sales
Bound VLAN @ VLAN
(VLAN Group ©




Add binding

AP Group Name
AP Type
Radio

Bind WLAN Service =

Bound vm@

T 74 IVET IL—T Dradio 2(6GH)Z R ELFET

default-group
WAB638-JP

5GHz(2)

h3c-support
@®VLAN

110

(OVLAN Group

Q)



F I+ LR )L—F Dradio 3(2.4GH)E R ELET

Add binding

AP Group Name default-group
AF Type WAB638-JP
Radio 2.4GHz(3)
Bind WLAN Service

h3c-lobby
Bound VLA @ VLAN

110

(OVLAN Group

QEE -
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Actions

Dashboard

Network Configuration v I

Network Interfaces

VLAN

Network Routing

Network Services v I

IP Services

Multicast
ARP
ND
Management Protocols
Network Security

>

System

System > Network Configuration » Network Services » DHCP/DNS » DHCP

DHCP

DHCP

The Dynamic Host Configuration Protocol(DHCP) provides a framework to assign configuration information to network devices.

Access Points Clients

91 0 @olo

Event Logs

0005 L5 O

System View Network View
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2. admin
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Actions
Dashboard
Network Configuration v
Network Interfaces
VLAN
Network Routing
Metwork Services £
IP Services
Multicast
ARP
ND
Management Protocols
Network Security >

System >

System > Network Configuration > Network Services » DHCP/DNS » DHCP

DHCP

The Dynamic Host Configuration Protocol(DHCP) provides a framework to assign configuration information to network devices.

Assigned Address

Systemn View Netwark View

Address pool

Access Points

Clients

9@ 0@o0

EventLogs

0007 47 05
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Anchor-acZ s OAPDODHCPY —/N—¢ L TEHRET 5 (Fr =) *

WA6638-JP 8 imin

Actions System » Network Configuration » Network Services » DHCP/DNS » DHCP

Dashboard DHCP “ Address pool

The Dynamic Host Configuration Protocol(DHCP) provides a framework to assign configuration information to network devices.

Network Configuration  w

Network Interfaces For AP Management v

VLAN Assigned Address

Network Routing Dynamic assignment
192.168.0.0 | 255.255.255.0 (Network address/mask)
Network Services v
IPv4 address Range
192.168.0.51 © 192.168.0.100
IP 5ervices
Static assignment
DHCP/DNS
KAXX Ethernet hd
IS Mask length must be in the range of 1 to 30.
Hardware Address should be a string of 4-39 characters.
ARP
ND

Management Protocols

Network Security >

System >

- ; Access Points Clients Event Logs
System View Network View
©1 ©0 Qo0 0007 A7 @5




Anchor-acz WOAPDDHCPHY —/N— & L C
VLAN1® Default gateway % % &

RES D (BT E)

31

Actions System » Network Configuration » Network Services » DHCP/DNS » DHCP LIl
DHCP Options
Dashboard
Network Configuration — w Lease duration O Unlimited
@ 1 days 0 hours 0 minutes 0 seconds
Network Interfaces
Client domain name )
VLAN (1-50 chars)
Gateways
Network Routing 192.168.0.1
DNS servers
Network Services v 8.8.8.8
IP Services VIINS servers XX.XX
NetBIOS node type
DHCP/DNS ” Select... v
Multicast DHCP options
ARP 2-254 Hex ~ | 1-256 chars.
ND DHCP Option should be a number of 2-254, but 50-54, 56, 58, 59, 61 and 82.
When the DHCP option type is Hex, the option content must be a hexadecimal string with a length of an even number in the range of 2 to 256.
Management Protocols
Network Security >
_ Access Points Clients Event Logs
m Network View
Q1 @0 @ol0 00021 020
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Monitoring > Access Points % %

RLFET,

HENTULBIPDREER
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Actions

Dashboard

Network Configuration

Network Interfaces

VLAN

Network Routing

Network Services

IP Services

DHCP/DNS

Multicast

ARP

ND

Management Protocols

Network Security

v

System » Network Configuration » Network Services » DHCP/DNS » DHCP

DHCP

The Dynamic Host Configuration Protocol(DHCP) provides a framework to assign configuration information to network devices.

for ap admin v

IPIn Use

192.168.0.51

L]

O

O 192.168.0.52
O 192.168.0.53
a

192.168.0.54

Total 4 entries, 4matched, Oselected.Page 7/ 7.

0100-ddbb-b187-a0
0100-ddb6-b187-40
0100-ddb6-b17c-al

0100-ddb6-b192-60

11/13/2021 04:11:46

11/13/2021 04:13:14

11/13/2021 04:16:40

11/13/2021 04:40:40

Address pool

Search
Access Points Clients
94 ©0 Qo /0

Roadmap

1-(-1>>>|Q

Event Logs

Qo0 O+

15 @40

192.168.0.50/wnm/frame/index.php?sessionid =200001da873bd50efd95a3a0cde5993bbfas# M _VLAN
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VLANDYTE K,

H3c WA6638-IP

Actions System > Network Configuration » VLAN » VLAN
Dashboard VLAN

Network Configuration

Roadmap

35

VLAN
Network Interfaces
Search

VLAN
Network Routing 1 15 0 192.168.0.50/255.255.255.0 VLAN 0001

100 i} 1 - VLAN 0100
Network Services >

110 0 1 - VLANOT10

Management Protocols

Network Security >
System >
Tools >

Total 7entries, 3 matched.Page 7/ 7.

System View Network View

Access Points Clients

[} o @o0

4 <4 B B Q

Event Logs

0005

10 @n




XGE1/0/1R— F Ztrunk R— M IZCZE T 4 (F)AEL

B8 [ -
H3C

Actions

Dashboard

WL DB TSystem View Z SR

WAG6638-IP

System > Network Configuration > Network Interfaces » Interfaces

Network Configuration

Network Interfaces

VLAN

Network Routing

Network Services

Management Protocols

Network Security

System

Tools

Interfaces
Interfaces
[ ]
O GEl/oN
> O  InLoop0
O NULLO
e O Vianl
>
] WLAN-Radio1/0/1
>

O  WLAN-Radio1/0/2

O WLAN-Radio1/0/3

O XGE1/0/

Total 8entries, § matched, Oselected.Page 7/ 1.

Down

Up

Up

Up

up

Up

Up

up

0 Auto

1000000 Full

Network View

Allinterfaces ¥ Search

GigabitEthernet1/0/1 Interface

InLoopBackO Interface

NULLO Interface

Vian-interface1 Interface

WLAN-Radio1/0/1 Interface

WLAN-Radio1/0/2 Interface

WLAN-Radio1/0/3 Interface

Ten-GigabitEthernet1/0/1 Interface

Access Points Clients

@1 ©0 Qo0 0
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2. admin

O

R I S -]

Event Logs
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XGE1/0/1F— k Ztrunk R— M ZZEE T 3 (F)

& admin
Actions System > Network Configuration » Network Interfaces » Interfaces » Edit Interface
Dashboard Interface Ten-GigabitEthernet1/0/1 (XGE1/0/1)
Status up [JShutdown
Network Configuration
Description Ten-GigabitEtnernet1/0/1 Interface (1-255 chars)
Network Interfaces
4
VLAN MAC address
10-19-65-(2-3E-E0 (HH-HH-HH-HH-HH-HH)
Network Routing VLAN Link type
Network Services > @I Trunk w I
PVID
Management Protocols
1
Network Security by
Permit VLAN List
System >
I 1-4094 Il--ﬂUBd. £.0. 3,5,10-100)
Tools > Link speed (Current:1000000Kbps)
Auto v
Duplex (Current: Full)
Auto v
Bandwidth (Current: 1000000kbit/s)
(1-400000000)kbitfs
ST Netwark View Access Points Clients Event Logs
— ©1 ©0 Qo0 0007 45 O
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H3c WAG6638-JP 8 .imin

Actions System > Network Configuration » Network Interfaces > Interfaces » Edit Interface
Dashboard Duplex (Current: Full)
Network Configuration v Auto A
i (Current: 1000000Kkbit/s)
Network Interfaces Bandwiidth
(1-400000000)kbit/s
VLAN
Link mode Bridge  Route
Network Routing Jumba frame (O Disable
Metwork services > ® 1600 {1600-1600)
BPDU interception [JEnable BPDU interception

Management Protocols

Flow control Diabie . E E a) E-i -F i T\

Network Security >
i >
Traffic suppression Broadcast suppression z7 n )bﬁ : y
System > .
ratio v 100
Tools > Multicast suppression
ratio v 100

Unknown unicast suppression

ratio ~ 100

: AccessPoints | Clients Event Logs
System View Network View
Q1 ©0@ol0 00 07 A3 O
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(wlan auto-ap enable:xiE

i@ save g Roadmap [ 3 admin

Actions All Networks > Wireless Configuration » AP Management > AP Global Settings
Dashboard @ AP Global Settings
Quick St >
Basic Settings
M ring >
Region code JAPAN(IP)

Region code lock

Software upgrade m:l
XONICT B ERI—EITAV D
FIT AP%EEIICE83T 3 (5)mC
Wireless Security > pompeonerson < SCONICT % & BEIRYICEHR S Cov
nN-BHRzRET 5 @
e SKONIC Y 5 & BEE, @R 3 (7 @0
Applications & Anchor-acé L TH#EEET %
(OFFICT B EFITAPE L B)

Netwaorl k Securit y >
Syst >
Tools >

Dannrtinm

: Access Points Clients Event Logs
System View Network View
1 Q@1 01000 0005 43 0




BERICSETCERELI-OI V747 %R F(save) LTE T T 7 K

admin > Save £ L T Logout

H3c WA6638-JP

i All Networks » Dashboard .
AELLIS ? Language English v
Dashboard
System Logs
Quick Start 3
ange Passworc
Monitoring >
Roadmap
Wireless Configuration
g > APs o= System usage Scan and Look Me
) Onli Offi Unhealth Serial 1D
Network Security > : e e ey Seratn
4 Hardware Ver.A
0, 0,
system > i 0% 68% Boot RO} 7.12
] CPU Memory S - - :
0 Software 4, ESS 2442
e 2 02:40:58 02:41:03 02:41:08 02:41:13
Reporting >
Wireless services o= Clients o=
24GHz 5GHz
SsiD
1
f-kyoi... :
fukuro. ..
f-kyo-
client number
0 1 2 3 4
Intarfare traffir ~
System View Access Points Clients Event Logs
192.168,0.50/wnm/frame/index.php?sessionid=20000146350de2b50aaec29e5daedc Ieaeahi ©1 ©0 Qo0 00 O 8 @12




Ap—group @ default-group(£ THDAPD T T L—R)ZEEHRTEFLET

GUITERETEANDIICCET

#
wlan ap-group default-group
region-code JP
vlan 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-sales vlan
100
radio 2
radio enable
service-template h3c-support vlan
110
radio 3
radio enable
service-template h3c-lobby vlan
110
gigabitethernet 1
Ten- gigabitethernet 1
#

CLITTTen-gigabitethernet 1%&tagR—MZERELET

<H3C>system-view

System View: return to User View with Ctrl+Z.

[H3C]wlan ap-group default-group

[H3C-wlan-ap-group-default-grouplap-model WA6638-JP
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP]Ten-gigabitethernet 1
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port link-type trunk

For the configuration to take effect, specify a PVID for the port and configure the port to allow traffic from the
PVID.

[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port trunk permit vlian all
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port trunk pvid vian 1
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-gigabitethernet-1]quit
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP]quit

[H3C-wlan-ap-group-default-group]quit

[H3C]save force

Validating file. Please wait...

Configuration is saved to device successfully.

[H3C]

41

CLITOEE®

[H3C] display current-configuration
wlan ap-group default-group
region-code JP
vlan 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
service-template h3c-support vlan 110
radio 3
radio enable
service-template h3c-lobby vlan 100
gigabitethernet 1
Ten-gigabitethernet 1
port link-type trunk
port trunk permit vlan all
port trunk pvid vian 1
[H3C]



Anchor-acD /Ny 27 7 7 & AAPEZVLANID v k7 — 7 ~JELE

TIHEHEARBDAPZ 2y P 7— I NEHRT S
OAPHCAPWAP%Z 70— K&+ X b L TAnchor-ac& 274 h' %
Q%< DIHEE. APOD 77— Lo 7 HAncho-ack Y FHW (THEFEONN—3 ) DT,
Anchor-acHh/N—< 3 > 2 BE L CTEB#FBIZAnchor-acDF > TWABRIHF/N— 3 Y AAPI(C
XvA—FLTYT—=hEE2 (B EFN=2a3 0 TvT)
®Anchor-ack Y SSID, VLAN, R & H I X ER EDERENAPICZ 7 O— S5,
Ny 7Ty THOAncho-acDERENMEDOINIL, 7RY D4A8ELRIFRICENOEHL TR Y K
T—JICERETA7ET (FAfy FERE) CTERENT T,
APHINE L 72353 E D RBRICFRDODAPZ AN L HE L TS 27507 (FA%y F35i#hm) |

PoEX A v F

tag

T wle el T o W
192.168.0.50/24 192.168.0.51/24(Anchor-ac®DHCPIZ & Y &Y HTHh 3)
Anchor-ac Anchor-ap(FIT)

h3c-support h3c-sales  h3c-lobby h3c-support h3c-sales  h3c-lobby

VLANIO00 VLéélOO VL;éllO VLANI00 VLAélOO VLE%HO
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I;a Anchor-aclZSSID(HY—E X)#1EK 9 %

SERLF-a 749 DA R TOHESR

FITZ/\vo7vTH®OAnchor-aclZE% E

TORARAIMNIZAT U DIRERTR

@ Anchor-ac(EETDAPLEHT)D/N—2arTyT
m JA—FFvAMNTILFF v XD HIREEEED E1E

D547 U DERZIEINEHER

AAYFDEHETE

m ACHERELLER
I!I N=—a7)LIZDUT
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=R L/-av 74 7 HF vy KRoEknx(telnettca o4 V)

C:¥Users¥H3C>telnet 192.168.0.50

sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk

* Copyright (c) 2004-2021 New H3C Technologies
Co., Ltd. All rights reserved.*

* Without the owner's prior written consent,
*

* no decompiling or reverse-engineering shall be
allowed. *

sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk
login: admin

Password: XXXXXXXX

<AC> display current-configuration
version 7.1.064, ESS 2442

sysname H3C

#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

dhcp enable

#

lldp global enable

lldp hold-multiplier 8

password-recovery enable

#

vlan 1

#

vlan 100

#

vlan 110

#

dhcp server ip-pool "For AP Management"
gateway-list 192.168.0.254

network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.0.100
#

wlan service-template h3c-lobby

ssid h3c-lobby

vlan 110

user-isolation enable

akm mode psk

preshared-key pass-phrase simple thankyou
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

wlan service-template h3c-sales
ssid h3c-sales

vlan 100

user-isolation enable

beacon ssid-hide

akm mode psk

preshared-key pass-phrase simple @bigsale
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

#

wlan service-template h3c-support
ssid h3c-support

vlan 100

user-isolation enable

beacon ssid-hide

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

A4
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interface NULLO

#

interface Vlan-interfacel

ip address 192.168.0.50 255.255.255.0
#

interface GigabitEthernet1/0/1

#

interface Ten-GigabitEthernet1/0/1
port link-type trunk

port trunk permit vlan all

ﬁ]terface WLAN-Radiol/0/1
fnterface WLAN-Radio1/0/2
fnterface WLAN-Radio1/0/3
i#g'*'"é‘mﬁ

user-group system

local-user admin class manage

password hash
$h$6$zPcywA2ZH30lIRGP$NRSWA+vSOyz4/+w
8K49gKPyJ+H8qg9q3uGHcHIMrTcSoSyKGjwyO6
onvbmbjMf+xGGE6X5yBL+N4fMx34nwhdAQ==
service-type telnet http https
authorization-attribute user-role network-
admin

#

ip http enable

ip https enable
#

undo attack-defense tcp fragment enable
#
wlan auto-ap enable
wlan auto-persistent enable
wlan anchor-ap persistent-mode ac
#
wlan ap-group default-group
vlan 1

radio 1

radio enable

service-template h3c-sales
radio 2

radio enable

service-template h3c-support
radio 3

radio enable

service-template h3c-lobby
gigabitethernet 1
ten-gigabitethernet 1

port link-type trunk

port trunk permit vlian all

port trunk pvid vian 1
#
bl sk

45

wlan ap xxxx-xxxx-xx01 model WA6638-JP
serial-id XXXXXXXXXXXXXXXXXXXX

mac-address xxxx-xxxx-xx01

anchor-ap enable

#master(7 7 # )L b Tlddisable7Z=henable?: L 1E:F
L 7= S BEmasternEEICBINTE 3)

radio 1

radio 2

radio 3

gigabitethernet 1

ten-gigabitethernet 1

#

wlan ap xxxx-xxxx-xx02 model WA6638-JP
serial-id XXXXXXXXXXXXXXXXXXXX

auto-ap enable # backup

vian 1 Anchor-ap(FIT)®
radio 1 E""'"'WJ

radio 2 A AE

radio 3
gigabitethernet 1
ten-gigabitethernet 1
return

#



L
=

\

#

version 7.1.064, ESS 2442
#

sysname H3C

#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

lldp global enable

lIdp hold-multiplier 8

#

password-recovery enable
#

vlan 1

#

interface NULLO

#

interface Vlan-interfacel
ip address 192.168.0.50 255.255.255.0
#

interface GigabitEthernet1/0/1
#

interface WLAN-Radio1/0/1
#

interface WLAN-Radio1/0/2
#

interface WLAN-Radio1/0/3
#

scheduler logfile size 16

#

line class console

user-role network-admin

#

line class vty

user-role network-operator

#

line con 0

user-role network-admin

#

line vty 0 31
authentication-mode scheme
user-role network-operator

#

line vty 32 63

user-role network-operator

#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role
#

role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

role name level-7

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

% : Anchor-acE— FOF 74+ hpar 74 4

role name level-13

description Predefined level-13 role
#

role name level-14

description Predefined level-14 role
#

user-group system

#

local-user admin class manage
password simple h3capadmin
service-type telnet http https
authorization-attribute user-role network-admin
#

ip http enable

ip https enable

#

undo attack-defense tcp fragment enable
#

wlan ap-group default-group

vian 1

#

wlan ap Xxxx-xxxx-xxxx model WA6638-JP
serial-id XXXXXXXXXXXXXXXXXXXX
mac-address XXXX-XXXX-XXXX
anchor-ap disble

radio 1

radio 2

radio 3

gigabitethernet 1
ten-gigabitethernet 1

#

return

46
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Anchor-acDPEER D=1 Anchor-ac~ DY H#L X EIE "

Anchor-aclEEF 4 FF D5 E)
1. Anchor-aclc[EEHLFELE -> FIT-AP3HAnchor-ac& DCAPWAP b > R IILD X > %1845
2. FIT-AP3%'Y 7 — b -> Anchor-ac®— FIZt) Y & - THEE)
i£) Anchor-acOEZEFELEH S H b T-7Anchor-achH#ERET 3 F TH3 O30 IRE
ZDM., 7747 FOBEIIMELXTH,. Fi-LERKIITZEEEA,
*¢Anchor-ap
(Anchor-ac® /3y 7 7 v ZICEREINTWLWABFIT-AP%Anchor-ap& L 5)
P | . ACLOEBAYNBEYT— b
FIT-AP3 Anchde- FIT-AP3

(Anchor-ap) 192.168.100.1 (Anchor-ap)
192.168.100.4 192.168.100.4

Anchor-ac
(FIT-AP3)
1

192.168.100.

- e T D el T 2
FIT-AP1 FIT-AP2 FIT-AP1 FIT-AP2 FIT-AP1 FIT-AP2
192.168.100.2 192.168.100.3 192.168.100.2 192.168.100.3 192.168.100.2 192.168.100.3
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# Anchor-acl|Z[EERAE

$Aug 25 13:23:07:839 2021 office CWC/4/CWC AP DOWN: Master CAPWAP tunnel to AC
192.168.1.1 went down. Reason: Neighbor dead timer expired.

$Aug 25 13:23:07:876 2021 office STAMGR/6/SERVICE OFF: BSS £010-903e-f7e0 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 1 on
AP FitAP. Reason: AP down.

$Aug 25 13:23:07:876 2021 office STAMGR/6/SERVICE OFF: BSS £010-903e-f7f0 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 2 on
AP FitAP. Reason: AP down.

$Aug 25 13:23:07:877 2021 office STAMGR/6/SERVICE OFF: BSS £010-903e-£f800 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 3 on
AP FitAP. Reason: AP down.

# Anchor—aphYAnchor-aclZ% 5 1=8(Z1) T — A

$Aug 25 13:26:21:346 2021 office APMGR/6/APMGR LOG SETROLE SUCCESS: [Anchor Fit]
Reboot to AC, Reason: Have Not Recv Query Resp.

$Aug 25 13:26:21:488 2021 office APMGR/6/APMGR LOG REBOOTCAUSE: Set Wlan Reboot Cause,
SubSlot = 65535, DevRebootCause = 0, WlanRebootCause = 24, ulRet = 0.

$Aug 25 13:26:21:604 2021 office DEV/5/BOARD REBOOT: Board is rebooting on.

# Ft=77Anchor-ach\ENEF1a (9353 307D 1%)

$Aug 25 13:26:39:991 2021 H3C SHELL/5/SHELL LOGIN: Console logged in from conO.
<office>




FITO1E Z#Anchor-acd /Ny 7 7 s FIZEZFE T 3 o0
Ny 77y T2 T BAPDAction TIRESZ=EA 27 U v 7

i@ Save §p Roadmap | S admin

Actions All Networks ¥ Wireless Configuration » AP Management AP
Dashboard AP
I
Quick Start > —_
AP Groups _ REDTRAR Search -
Monitoring > Search ]
&= AlLAP Groups O 00dd-b6b1-7ca... default-group Manual AP WAB320-JP 219801A2YF821... 00-DD-B6-B1-TC-AD 2,802.11ax(5GHz... R\ Onli D
Wireless Configuration v
= default-group(2)
] 00dd-beb1-8f4... default-group Manual AP (Embedded AF) JWAB320-IP 219801A2YF821... 00-DD-B6-B1-8F-40 2,802.11ax(5GHz, he

Wireless Networks

AP Management

Wireless QoS

Wireless Security >

Radio Management

Applications
Network Security >
System > Total 2 entries, 2matched, Oselected.Page 7/ 7. 1« p» Mg
Tools >

_ Access Points Clients Event Logs
System View Network View
©2 @0 @00 Q0 Q41 413 Os7




FITO1& Z#Anchor-acdh /XNy 7 7~ JIZEHET 5
AC ElectionZONI(Z L ¥4

H3C WAG320-1P

b1

a Save .'. Roadmap | & admin

Actions
Dashboard
Quick Start >
Monitoring >

Wireless Configuration v I

Wireless Networks

AP Management

Wireless QoS

Wireless Security b

Radio Management

Applications
Network Security >
System >
Tools >

All Networks » Wireless Configuration » AP Management » AP » Edit AP (00dd-b6b1-8f40)

Basic Settings

Name

Description

Model

Serial ID

MAC address

AP group name

Region code

LED mode

Map File

@

¥QMSavex TN Erebootd 3 & 5%
FHADODTEELTLEZTW
Z DIRE%E1TH Lbackup-acic

(1-64 chars) CAPWAP tunnel keepalive Echo interval
10(Inherit)
&
Request retransmission Interval
WAB320-IP
5(Inherit)
219801AYF82016E00030 (1-63 chars)

Retransmission attempts

00-DD-B6-B1-7C-A0 3(Inherit)

default-group Statistics reportinterval 50(Inherit)

JAPANUP)(Inherit) v (Region code locked) ACElection @ O OFF
CAPWAP tunnel encryption © (O Enable O Disable

Mormal(Inherit) x v Firmware upgrade C Enable O Disable
5GHz(1) radio OO0N O OFF

Select... v 2.4GHz(2) radio O 0N O OFF

2.=.0ac HENFRBEN, T2H—IC
e BEISRELLBICRLRETEBLET

ENFREFESATEY

seconds (0,5-255, Inherit by default)
seconds (3-8, Inherit by default)

(2-5, Inherit by default)

seconds (0-240, Inherit by default)

@ Inherit (Disabled)
@ Inherit (Enabled)
® Inherit(Enabled)

@ Inherit(Enabled)

Access Points Clients Event Logs
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Anchor-ac®Dashboard % &~

Network view > Dashboard%3 &R L £ 4,

H3c WA6638-JP

Actions
Dashboard
Quick Start 3
Monitoring >

Wireless Configuration 3

Network Security >
System >
Tools >
Reporting >

All Networks » Dashboard

System Logs

APs

o = System usage

Online Offline Unhealthy

5
4
3 0%
2
[ — o CPU
0
02:40'58 02:41:03 02:41:08 02:41:13
Wireless services o= Clients
24GHz W 5GHz
SSID
f-kyoi...
fukuro. .
f-kyo-
client number
0 1 2 3 4

Intarfara traffir

192.168.0.50/wnm/frame/index. php?sessionid=20000146350de2b50aaec29e 5dBedc 3eanbb#

System View Network View 1

68%

Memory

o=
Jer.A
o=
Quantity
-~
Access Points Clients Event Logs
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Access Point®RE » K< o

Monitoring > Access Points % &R L £ 9,

H3C WA6638-JP 8 aimin

Actions All Networks » Monitoring » Access Points » APs I
Dashboard APs
I
Quick Start >
AP quantity =

Monitoring v I Online APs Offline APs Unhealthy APs

o
=
0
o
e
o

Wireless Networks

Access Points

By AP model By AP type

©)

Clients
4% Online manual APs

o Auto APs
Wireless Security
Offline manual APs

% Unauthenticated APs
RF Monitoring

100.00%

Client Proximity Sensor

DPI

Application Monitoring

Event Logs

00 0o H7% @228

) Access Points | Clients
System View Network View
©100% ©o0% @o% 4




ClientdDikRE = X~ o

Monitoring > Clients &R L £ 9,

H3c WA6638-JP 8 aimin

Actions All Networks > Monitoring > Clients > Clients e
Dashboard Clients
I
Quick Start >

@ Monitoring v I

Wireless Networks

11 14 <t B> B 111 4 <t B> Bl
Access Points
By Authentication Mode By radio type
Clients
o 302.113(5GHZ)

Wireless Security ¥ Open 802.11an(5GHz)

g0z1x 802.11ac(5GHz)

MAC
RF Monitoring 802.11ax(5GHz)

Fortal 802.11b(2.4GHz)

MAC + Portal

) S 802.11g(2 4GHz)

Client Proximity Sensor BSK £ WEP

802.11gn(2.4GHz)
802.11gac(2.4GHz)
DPI

802.11gax(2.4GHz)

Application Monitoring

) Access Points Clients Event Logs
System View Network View
©100% 0% @0% A 0o O

796 @ 228




ClientdDikRE = X~ o6

Reporting > Client StatisticsZ#R L £ 7,

H3c WAG638-JP ® min

Actions All Networks » Reporting > Client Statistics » Access Category Frames Roadmap
Dashboard Access Category Frames
ick Start
Quick Star > - Search
Monitoring >
10-98-C3-E4-9D-A0 68/0/0 0/0/0 1,473,734/1,175,642/0 0/0/0
Wireless Configuration >
8C-45-00-DD-BB-8D 71/0/0 0/0/0 83,929/104,072/0 0/0/0
Network Security > DC-85-DE-FE-64-D8 64/0/0 0/0/0 104,369/129,130/0 0/0/0
System > F8-5E-A0-9A-82-D3 2/0/0 0/0/0 117/275/0 0/0/0
Tools >
Reporting
AP Statistics
Total 4 entries, 4matched.Page 7/ 7. Ll
Wireless Service Statistics
. Access Points Clients Event Logs
System View Network View |
©100% ©0% @0% | 4 Qo0 Qo0 L7 @228




AP DIKRE & 3/~ 57

Reporting > AP Statistics #:&R L £ 9,

H3c WAG638-JP

Actions All Networks » Reporting » AP Statistics » APs ety
Dashboard APs
I
uick Start
Monitoring >
APO1 WAGBE3B-IP 219801A2KF8209E0006R 10-19-65-C2-41-B0 802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3) Online
Wireless Configuration >
APO4 WAGBE3B-IP 219801A2KF8209E0006W 10-19-65-C2-42-70 802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3) Online
Az > APD3 WAGE38-IP 219801A2KFB8209E0007F 10-19-65-C2-45-A0 802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3) Online
System > APD2 WAGE3B-IP 219801A2KF8209E0007G 10-19-65-C2-45-D0 802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3) Online
Tools >
@ Reporting v I
Client Statistics
AP Statistics
Total 4 entries, 4 matched.Page 7/ 7. il B -
Wireless Service Statistics
_ Access Points Clients Event Logs
System View Network View
©100% ©0% @o% !4 Qo0 Qo A% @228




Wireless Services DIKFE & K~

Reporting > Wireless Service Statistics &R L £ 7,

H3C WAG6638-JP

58

Actions All Networks » Reporting » Wireless Service Statistics » Wireless Services
Dashboard Wireless Services
I
Quick Start > -
Monitoring >
2 APD4 2 24,867,814/13,430,792
Wireless Configuration >
1 APO1 1 25,349,612/11,034,928
MNetwork Security > 1 APD2 1 26,505,281/10,328,811
2 APO1 3 15,599,827/8,157,474
System >
2 APO1 2 19,675,919/10,434,697
Tools >
2 APO1 1 10,804,696/6,375,032
@ Reporting v I 1 APD2 2 9,565,508/3,907,045
2 APD2 1 6,625,308/3,262,791
Client Statistics
2 APDZ2 2 4,782,7185/2,484,396
AP Statistics

Wireless Service Statistics

Total 28 entries, Z8matched.Page 7/ 1.

18,733,699,909/5,973,486,019
17,108,597,369/3,583,184,788
16,576,891,888/3,730,647,504
9,999,828,366/2,388,465,465
9,706,379,270/4,445,352,979
6,473,589,963/2,094,957,715
5.410,128,415/1,016,979,523
3,829,215,322/1,324,332,252

2,917,326,484/730,632,191

24,867,210/13,429,315
25,345,902/11,025,012
26,503,959/10,324,133
15,599,324/8,155,998
19,675,373/10,433,056
10,804,210/6,373,045
9,563,463/3,900,419
6,625,146/3,261,633

4,782,637/2,483,696

System View Network View @

Search

Roadmap

18,733,633,822/5,973,384,900 122/122
17,108,199,559/3,582,424,123 2481248
16,576,755,684/3,730,355,130 116/116
9,999,786,386/2,388,382,717 57/57
9,706,319,529/4,445,242,478 44/44
6,473,538,159/2,094,844,665 41/41
5,409,914,757/1,016,519,918 114/114
3,829,198,648/1,324,282,042 14/14
2,917,310,643/730,593,825 13/13
e -
Access Points Clients Event Logs
©100% 0% @o% 4 00 Qo0 A7 @228




ARPT > b U —%F7 v

Network Services > ARPZEIR L £ 4,

H3c WA6638-JP & admin

Network Routing System ¥ Network Configuration » Network Services » ARP » ARP e
2 Network Services v I ARP
IP Services
ARP Eilc)
Address Resolution Protocol resolves IP addresses into MAC addresses on Ethernet networks.
DHCP/DNS
Search -
Multicast
()
@ O 10.10.11.11 AC-E9-E4-AB-61-0B Dynamic 11 GE1/0/1
ND 0 10101112 88-2A-5E-FF-22-63 Dynamic 11 GE1/0/1
O 10.10.11.14 0C-DA-41-1D-6F-68 Dynamic 11 GE1/0/1
NAT
O 10.10.11.16 14-51-7E-CA-93-A2 Dynamic 11 GE1/0/1
Management Protocols 0 10.10.11.18 0CDA-41-1D-A5-15 Dynamic 11 GE1/0/1
i > O 10101122 0C-3A-FA-4B-93-A0 Dynamic 11 GE1/0/1
(] 10.10.11.25 5C-C9-99-B8-A0D-8D Dynamic 11 GE1/0/1
System >
O 10.10.11.180 0C-DA-41-1D-19-6B Dynamic 11 GE1/0/1
Tools > O 10.10.11.182 0C-DA-41-1D-F7-E7 Dynamic 11 GE1/0/1
_ Access Points Clients Event Logs
System\ﬂew lew
©100% ©0% @o% 5 Qo0 Qo0 L7995 @225




ARy hATHEKR

System > Event LogsZ =R L £ 9,

,. admin
Actions System» System » Event Logs > Event Logs Roadmap
Dashboard Event Logs
N
Network Configuration >
System Logs
Network Security >
B — B
@ System W
@ 2022-02-04 02:25:18 @ Notification h3c failed to log in from 10.10.11.180.
2022-02-04 02:28:04 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is system-view
Resource
2022-02-04 02:28:04 @ Notification admin logged in from 10.10.11.182.
File Systems 2022-02-04 02:28:05 @ Notification admin logged out from 10.10.11.182.
License Management 2022-02-0402:28:05 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is quit
2022-02-04 02:28:05 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is quit
Administrators
2022-02-04 02:28:05 @ Informational -Line=vty0-IPAddr=10.10.11.182-User=admin; Command is display radius scheme
Management 2022-02-04 02:30:18 @ Notification h3c failed to log in from 10.10.11.180.
Tools > 2022-02-04 02:35:18 @ Notification h3c failed to log in from 10.10.11.180.
\ Access Points Clients Event Logs
System View I N twi\.ﬂ U
https://oasiscloud.h3c.com:27443/wnm/frame/index.php?sessionid=2000014ea25bdf4f36a16eda... © 100% 0% @o% |5 00 Oo0 799 @225




I7—A7%2%7>A—k

System > File SystemT7 7 A IIZF v 7 ~¥—72 Z WL DownloadZEIR L £ 9,

H3C WAG638-1P

Actions System » System > File Systems » File System Management
Dashboard File System Management
Network Configuration >
flash: v
Network Security > Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes

Event Logs
- flash /logfile/logfile.log

Resource flash:/map_config.cfg
File Systems ) flash:/pdt_reserve

(0 flash:/pdt_reserve/cplog.txt
License Management

[  flash:/pdt_reserve/cplog_reboot.txt
Administrators () flash:/pdt_reserve/dplog.txt

] flash:/pdt_reserve/dplog_reboot.txt
Management

Total 49 entries, 49 matched, 7 selected.Page 7/ 7.
Tools >

10485731

913

14778277

1800197

10887615

1476442

2022-02-06 15:57:27
2021-03-18 12:12:25
2022-02-05 16:32:40
2022-02-05 16:32:40
2021-12-03 16:46:37
2022-02-05 16:32:58

2021-12-03 16:46:39

System View | ew

No

No

Yes

No

No

No

No

Search

Access Points Clients
©100% ©0% @o0% |5

Roadmap

Event Logs

00 ©o
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v 747 L—>3v 77 I)(startup.cfg) X7 —F

System > File System Tf

ash:/startup.cfglcF = v 7 ¥v— 2 % L xiDownloadZ EIR L £,

Actions System » System » File Systems > File System Management

Dashboard File System Management

Network Configuration >
flash: v
Network Security >

Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes

Event Logs )
flash:/startup.cfg

Resource 0 flash:/startup.mdb

File Systems (0 flash:/startup2726641351479625.cfg
) flash:/system.bin

License Management
) flash:/topology.dba

Administrators

Total 49 entries, 49matched, 7 selected.Page 7/ 7.

Management

=5

= MFE S, = LA _bH-ie== > = A&k &
o COEEDITANVEIVEI-F(HESE S ASRREIES . _—

$HUZFT. flash_startup.cfg OF7Y0-FEEHEIN ?

7598

196346

6191

91169792

2021-04-09 00:49:16
2021-04-09 00:49:16
2020-11-08 16:57:12
2021-11-09 14:59:59

2020-12-18 21:43:24

System View Nw

No

No

No

No

No

Roadmap

Search

4 <4 > b g

Access Points Clients Event Logs
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ZWra 7 & IXE& (display diagnostic-information)

Tools > Debug > Collect#3ER L £ 9, A7 '(&flash:/diag AC_yyyymmdd-hhmmss.tar.gz(Z i}
H3C WAG6638-JP

*** Collecting diagnostic information...




WEL7cghrn 7 zX7>a—r9 %

ash:/diag_AC_yyyymmdd-hhmmss.tar.gz% 7 = v 7 L Download % 3&3R

System > File SystemsTTf

H3c WAG6638-JP

64

Actions System » System » File Systems > File System Management

Dashboard File System Management

Network Configuration >
flash:
Network Security >

Total: 1073741824 bytes, Used: 383623168 bytes, Free; 690118656 bytes

Event Logs

Resource o
flash:/diagfile

flash:/facebook.zip

flash:/freeradius.bin

License Management

o o o o

flash:/h3cjapan.zip

Administrators

@ flash:/diag_AC_20220206-155614.tar.gz 208655

262878

1463296

190739

Total 49 entries, 49matched, 7 selected.Page 7/ 1.

Management

D flash_diag_AC 2...targz  ~

Download @

2022-02-06 15:57:31

2019-11-05 22:01:41

2021-12-11 16:30:23

2021-04-08 23:45:29

2021-09-08 11:34:54

No

Yes

No

No

No

Roadmap

Search

14 <4 B> »i Q

Access Points Clients Event Logs
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(#+ 7" 3 >)Anchor-acx Y 7 — h§ 5

System > Management > Reboot > Reboot Device % :#IR L 7,

H3C WAG638-JP 8 admin

Roadmap

Actions System ¥ System » Management » Reboot

Dashboard
Network Configuration > @
Network Security >

@ System v I

Event Logs

Resource

File Systems

License Management

Administrators

Management

D . Access Points Clients Event Logs
1 System View Network View
https//oasiscloud.h3c.com:27443 /wnm/frame/index.php?sessionid=2000014ea25bdf4f36a16e8a... © 100% 0% @o% |5 00 Oo 799 @225




7Ot RAHRA,EAnchor-aclZERET 5

I;a Anchor-aclZSSID(HY—E X)#1EK 9 %

SERLF-aY 749 DA R TOHESR

FITZ/\vo7vTH®OAnchor-aclZE% E

TORARAIMNIZAT U DIRERTR
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Anchor-acx/N— 3> 7 v 794 3 V!

System View > Network Configuration > System > Management > Upgrade > UpgradeZ=ER L £9,

Actions System ¥ System » Management » Upgrade Roadmap

Dashboard @ Upgrade
@ Network Configuration > I

Network Security >
@ System v I View Software Images >

Event Logs

Resource
File Systems
Administrators

@

Tools >

| - ) Access Points Clients Event Logs
System View Network View
1 ©1 ©1 000 0005 47 @4




Anchor-acx/N\—> g7 v 735 e x)
BHNAN—Sa v D77 —LY T IR FHHICOWebH A FEY XY yO—FLTEEET

Upgrade system software

9 T7AILEER PEREATVEEA

Rebootnow




Anchor-acx/N\—> g7 v 735 e x)
BiN—2avD77r—LxTEERLET

O T D v G S Foun-rorE

Upgrade system sof
EE v FHLWTALS-
v HrC 25
> & goyn-K v ABUET (1)

Reboot now [7] WABB00-CMWT10-E2450P01.ipe
B FAT T

ERE=EVIS

8 EoFy

g &

O 2

= H3C-Japan [¥10.66.209.57)
= Training

Eﬁ Windows

BGoy | Fevel |




Anchor-acz/NX—> a3 > 7y 795 (§i=)
Applyz27 Vv 935774 DUploadh e V) £

t Uploading file...
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Anchor-acx/N\—> g7 v 735 e x)
YT — bR T LNA—Sa v Ty THARETLE L, Close22 Yy o LTBUYASA Y LET,

rebooted successfully. Please log in again.




Anchor-acz/A—23 7y I LI R THAPE! T —r 3 BELTHAP’
MAnchor-acD/\N\—av [CTEEIIZ/N—230T7vIEN5

C:¥Users¥H3C>telnet 192.168.0.50
Sk ok sk sk sk sk sk sk skosk sk sksk skosk sk sksk sksk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sksk sksk kok
* Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All r|ghts reserved.*
* Without the owner's prior written consent,
* no decompiling or reverse-engineering shall be allowed. *
kkskskskskokskskskskskskskskskskskskskskskskskskskskskskskskskskskskskskskskskskk
login: admin
Password:
<AC>reset wlan ap all
Reset APs that have established or are to establish primary tunnels with the AC. Continue? [Y/N]:y
%Feb 09 07:40:05:952 2022 H3C CWS/4/CWS_AP_DOWN: CAPWAP tunnel to AP 00dd-b6b1-87a0 went down. Reason: AP was reset
by admin.
%Feb 09 07:40:05:971 2022 H3C APMGR/6/APMGR_AP_OFFLINE: AP 00dd-b6b1-87a0 went offline. State changed to Idle.
%Feb 09 07:41:36:342 2022 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-87a0 came online. State changed to Run.
%Feb 09 07:41:36:343 2022 H3C CWS/6/CWS_AP_UP: Master CAPWAP tunnel to AP 00dd-b6b1-87a0 went up.
%Feb 09 07:41:36:664 2022 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-8f40 came online. State changed to Run.




Anchor-acZ/\—23> 7y T LIz T N TOAPE! T — g BRELTHAP

MAnchor-acD/N\—avVICEEIZ/N—23 Ty SN

SEE WX3820H, WX1840HIF 4 o O—KHIZflash:/[ZWA6300.ipe 77 ILERET D2DHELNDH
AhHY. Anchor-acld &z #)IZboot.bin&system.binh5WAG300.ipeZE e T 571=6. 15 B TIX#EE
SNTWVEW=OIS5—EHY, EREBUNSALTRIUILET . 28 B UBRIEZDT774IILEFIBLT
AL—XIZ7yvTO—RENFET,

kkkkkkkkkkkkkkkhkkhkkhkkhkhkkhkhkkkhkkhkhkhkkhkhkhkkkhkkhkkhkkhkhkkhkkkhkkhkkkkhkkkhkkkhkkhkkkhkkkkkkkhkkkx

* Anchor-acCO RN IED/N—2avTyT & *

*1EIHDHERBLET *

kkkkkkkkkkkkkkkhkkhkkhkkhkhkkhkhkkkhkkhhkkhkkhkhkhkkkhkkhhkkhkkhkhkkhhkkkhkhkkhhkhkhhkkhhkhhkhkhhhkihiix

%Feb 09 09:01:25:346 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_START: AP 00dd-b6b1-8f40 started to download the image file wa6300.ipe.
%Feb 09 09:01:24:355 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_FAILED: Failed to download image file wa6300.ipe for AP 00dd-b6b1-8f40.

*kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkhkkkkkkkkkkkkkkkkk

*BRUIDIBEDN—30 Ty L2 B DR SAIZIERILET *

*kkkkkkkkkkkkkkkkkkkkhkkkkkkkkhkkhkkkkkkkhkkhhkkhkkkkkkhkkkhkkkhkhkhhkkhhhhhkhkhhkhkhkhikkx

%Feb 09 09:03:22:336 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_START: AP 00dd-b6b1-8f40 started to download the image file wa6300.ipe.

%Feb 09 09:04:21:498 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_COMPLETE: Downloading the image file wa6300.ipe for AP 00dd-b6b1-8f40 through the CAPWAP tunnel is
complete.

%Feb 09 09:06:12:810 2021 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-8f40 came online. State changed to Run.

%Feb 09 09:06:12:810 2021 H3C CWS/6/CWS_AP_UP: Master CAPWAP tunnel to AP 00dd-b6b1-8f40 went up.

*kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkk

*2BBLUBON— 3 Ty ETRTRUILET *

*kkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkhkkkkkkkkkkkhkkkkkkkkkkkkkx

%Feb 09 09:06:54:037 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_START: AP 00dd-b6b1-87a0 started to download the image file wa6300.ipe.

%Feb 09 09:07:54:663 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_COMPLETE: Downloading the image file wa6300.ipe for AP 00dd-b6b1-87a0 through the CAPWAP tunnel is
complete.

%Feb 09 09:08:45:182 2021 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-87a0 came online. State changed to Run.

%Feb 09 09:08:45:183 2021 H3C CWS/6/CWS_AP_UP: Master CAPWAP tunnel to AP 00dd-b6b1-87a0 went up.
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L& 1t (Dual link backup:1+1D KAL)

~
Rl BHIEF AR A DYDY >,
'l H3C Anchor-AC Dual link backup&% 5 #I(EiR) \
\
| V—%— |
i
i
: I . |
i
| EETEGES APOCAPWAPRY RILIZRAYFENLT :
I - — S : Master$ & U'Backupl iR LET, :
: Dual link Backup Core24 v F .7 ys sy 7yTEHEEL, Anchor- |
: Master Backup(standhjy) AC 1’05—71’5!—AC&L'C~ Anchor-AC 2% /\v% :
|| s Cem = |Backug~ o TYTACELTHEELE T - Anchor-AC 11T 1
I ) CAPWAP b 2 ENRETHE, YRA—/1\vITYTACR |
I R AYFA—IN—DFELE L. APIXAnchor-AC 2% |
Master~® ., — e Y or— N I
: CAPWA e I L TEIELFET . AC INEETHEAC I
N : BUOY—ERZ5IEMEFT, :
i
: TagrR— link-type trunk I
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SERLF-aY 749 DA R TOHESR
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TO—RF 0 RMTILFF0 RO HIBIEED M I :

CDEREIIGUIN Y R—FESNTULVEETAD T, ENE TSI (Tteinet TRAY AL TAIVREFANTEIHELHYET,
WA6320-JP, WA6638-JPMDR2446P03/E2446P03(& 1) LA . R2452P02/E2452P02(8 %9 ) LLRID I 7— L7 /13— 3
UTITA—FFvRMNTILF XY RO FHIRBEEN BTG TEY . 1EDAPIZZLDITSAT U h ER T HRIETIIKRE
DITO—RXxvRAREFHIRT A EIZEKYITATURDNITA—R U ANELBYETHA, BEDRYET—) O —I T HNHE
A3 BRETIEIFIBRLEWADRISATUCDINIH—I VAN E N0, COBAREEENICTHEEHFNHLET,

C:¥Users¥H3C>telnet 192.168.0.50
kkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkhhkkkkkkkhhhhkkkkkhkkkkkkkhkhhhkkkhkkhkhhkkkkkkkkkkkkkkkkkk
* Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights
reserved.*

* Without the owner's prior written consent, *

* no decompiling or reverse-engineering shall be allowed.

*

-

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk
login: admin

Password: XXXXXXXX

<H3C>system-view

System View: return to User View with Ctrl+Z.

[H3C]wlan ap-group default-group
[H3C-wlan-ap-group-default-group]rrop anti-omc network disable
[H3C-wlan-ap-group-default-group]quit

[H3C]save force

Validating file. Please wait...

Configuration is saved to device successfully.

[H3C]exit

<H3C>exit
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FNFNDISATULDFEHRINTLDAPDESLFID, SSID, FrRILTODZERELXRIET S

<AC>display wlan client verbose
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APDEMBDFERELZINET HG0NEFHBREHE/NTLH—IUANREL D)

<AC>display wlan ap all radio

l:lllll

LI |

[LLI |J|

4
Total number of APs: 4 Ay . B\W Usage TxPower
Total number of connected APs: 4 AP i3 BE Tl (MHz) (%) : (dBM)
Total number of connected manual APs: 4 1D
Total number of connected auto APs: O AP011 Up52(auto) 80 3 8
Total number of connected commonAPs: 4  AP012 Up 100(auto) 80 b 3
Total number of connected WTUs: 0O AP013 Up 6(auto) 20 35 6

Total number of inside APs: 0
Maximum supported APs: 128
Remaining APs: 124

Total AP licenses: 20

Local AP licenses: 20

Server AP licenses: 0
Remaining Local AP licenses: 16
Sync AP licenses: 0

7747~k

2

w W
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ACH 5AP[ZtelnetL T, APIZEFEL TWLNB US4/ T LDE ,&Jk,Réﬁﬁn.n“é:l?/IJ&%E?TLET

e avk 8
Anchor-ACH\SEEEN TLVBFIT AP Kg;riﬁse FIH LM
ISHL TlelnetiER TS 51T S [AC-probe] wlan ap-execute all exec-console enable RISERIS

<AC>system-view

[AC]probe

[AC-probe]wlan ap-execute all exec-console enable
[AC-probe]quit

[AC] display wlan ap all address

Total number of APs : 3

Total number of connected APs : 3

Total number of connected manual APs : 3

Total number of connected auto APs : O

Total number of inside APs : O

AP name IP address MAC address

ROOM-101 192.168.0.51 1019-65¢c2-3ee0
ROOM-102 192.168.0.52 1019-65¢2-48a0
ROOM-103 192.168.0.53 1019-65¢2-4840

<AC> telnet 192.168.0.51
Password: h3capadmin
<ROOM-101>




— ] == = 2=
D5AT D ERZEINREHEER
APDERDF v ILERAELILET D
<ROOM-101>system-view e

[ROOM-101]probe (h/m/s): CtIBusy(%) TxBusy(%) RxBusy(%)

[ROOM-101-probe]display ar5drv 1 channelbusy 1 15:05:14 3 0

ChannelBusy information 2 15:05:05 2 0

Ctl Channel: 52 3 15:04:56 2 0

BandWidth: 3 4 15:04:47 2 0

Record Interval(s): 9 g 125825;2 g 8

CurrentTime: 15:05:23 . 15:04:20 > 0

[ROOM-101-probe]quit 3 15204;11 5 0

<ROOM-101> 9 15:04:02 3 0

10 15:03:53 2 0

o o 11 15:03:44 3 0

FEFrRILDE O—F([FI MR TRLERIN 12 15:03:35 3 0

\ — AMZE= 13 15:03:26 2 0

ERD20E 5 DT —ENRIRINFET, W TNk > =

15 15:03:08 2 0

16 15:02:59 2 0

17 15:02:50 4 0

18 15:02:41 2 0

19 15:02:32 2 0

20 15:02:23 2 0

P PP OWONEFENEDNNDDPNDNEPERPE PN RPN
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<ROOM-101>display diagnostic-information
Save or display diagnostic information (Y=save, N=display)? [Y/N].y

Please input the file name(*.tar.gz)[flash:/diag_H3C_ 20220414-160537.tar.gz]:

Diagnostic information is outputting to flash:/diag_ H3C_ 20220414-160537.tar.gz.

Please wait... V—R—
Save successfully. I o TR
<ROOM-101> ftp 192.168.0.10 . . Ll
Press CTRL+C to abort.

Connected to 192.168.0.10 (192.168.0.10). FTPH—/x— GE1/0/7 ATRAYF
220 3Com 3CDaemon FTP Server Version 2.0 @ o ~ - "
User (192.168.0.10:(none)): anonymous
331 User name ok, need password

Password: XXXXXXXX 192.168.010
230 User logged in \ GEL/0

/23 | GE1/0/24

Remote system type is UNIX. ; PoEX A v F

Using binary mode to transfer files.

ftp> put diag_ H3C 20220414-160537.tar.gz \

227 Entering passive mode (192,168,0,10,255,98) 192.168.0.51
125 Using existing data connection : -

226 Closing data connection; File transfer successful. - &™ s £ S
89048 bytes sent in 0.001 seconds (60.23 Mbytes/s) Anchor-AC (FIT)Anchor AP FIT 2WiER

ftp> quit

221 Service closing control connection
<ROOM-101>quit

<AC>
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GE1/0/1’ | GE1/0/2
‘ | “JLAGG

\
802.1Q Tag: VLAN1, VLAN100, VLAN110

GE1/0/23 Jf GE1/0/24 PoEX A v F
,_._ E —1 - .-, . o e
tag tag 802. 1Q Tag VLAN1, VLAN100, VLAN110
Anchor-AC (FIT)Anchor AP FIT
gt T g T

FIT FIT
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PoEA ’f 7 A A
<H3C>system-view

System View: return to User View with Ctrl+Z.

[H3C]vlan 100

[H3C-vlan100]port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/8
GigabitEthernet 1/0/23 GigabitEthernet 1/0/24

[H3C-vlan100]quit

[H3C]vlan 110

[H3C-vlan110]port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/8
GigabitEthernet 1/0/23 GigabitEthernet 1/0/24

[H3C-vlan110]quit

[H3C]Jinterface GigabitEthernet 1/0/1
[H3C-GigabitEthernet1/0/1]port link-type trunk
[H3C-GigabitEthernet1/0/1]port trunk permit vlian all
[H3C-GigabitEthernet1/0/1]quit

[H3Cl]interface GigabitEthernet 1/0/2
[H3C-GigabitEthernetl/0/2]port link-type trunk
[H3C-GigabitEthernetl/0/2]port trunk permit vian all
[H3C-GigabitEthernet1/0/2]quit

[H3Cl]interface GigabitEthernet 1/0/3
[H3C-GigabitEthernetl/0/3]port link-type trunk
[H3C-GigabitEthernet1/0/3]port trunk permit vian all
[H3C-GigabitEthernet1/0/3]quit

7|-5¥h475\68t23, 24F TRk

33

[H3C]display vlan 100

VLAN ID: 100

VLAN type: Static

Route interface: Not configured
Description: VLAN 0100
Name: VLAN 0100

Tagged ports:

GigabitEthernet1/0/1 GigabitEthernet1/0/2
GigabitEthernet1/0/3 GigabitEthernet1/0/4
GigabitEthernet1/0/5 GigabitEthernet1/0/6
GigabitEthernet1/0/7 GigabitEthernet1/0/8
GigabitEthernet1/0/23 GigabitEthernet1/0/24

Untagged ports: None

[H3C]Jinterface Bridge-Aggregation 1
[H3C-Bridge-Aggregationl]quit

[H3C]Jinterface GigabitEthernet 1/0/23
[H3C-GigabitEthernet1/0/23]port link-aggregation group 1
[H3C-GigabitEthernet1/0/23]quit

H3Clinterface GigabitEthernet 1/0/24
[H3C-GigabitEthernet1/0/24]port link-aggregation group 1
[H3C-GigabitEthernetl/0/24]quit

[H3C]save force

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

[H3C]
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1024M
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version 7.1.064, Release 2459
#

sysname OFFICE

#

clock timezone JP add 09:00:00
clock protocol ntp

#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

lldp global enable

lIdp hold-multiplier 8

#

password-recovery enable

#

vian 1

#

vian 2

#

wlan service-template 1
ssid MAIN

fail-permit enable keep-online
akm mode psk
preshared-key pass-phrase simple
h3capadmin

cipher-suite ccmp
cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable

wlan service-template 2

ssid SUB

fail-permit enable keep-online
akm mode psk
preshared-key pass-phrase simple
h3capadmin

cipher-suite ccmp
cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable

#

wlan service-template 3

ssid BACKUP

fail-permit enable keep-online
akm mode psk
preshared-key pass-phrase simple
h3capadmin

cipher-suite ccmp
cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable

#

wlan service-template 4
ssid REMOTE

fail-permit enable keep-online
akm mode psk
preshared-key pass-phrase simple
h3capadmin

cipher-suite ccmp
cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable

pA-§E

wlan service-template 5
ssid GUEST

vlan 2

fail-permit enable keep-online
akm mode psk
preshared-key pass-phrase simple
h3capadmin

cipher-suite ccmp
cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable
#

interface NULLO
#

interface Vlan-interfacel

ip address 192.168.0.50 255.255.255.0
#

interface Vlan-interface2

ip address 172.16.24.1 255.255.255.0
#

interface GigabitEthernet1/0/1
#

interface WLAN-Radio1/0/1

#

interface WLAN-Radio1/0/2

#

interface WLAN-Radio1/0/3

#

scheduler logfile size 16

#

line class console

user-role network-admin

104

line class vty

user-role network-operator

#

line con 0

user-role network-admin

#

line vty 0 31

authentication-mode scheme
user-role network-operator

#

line vty 32 63

user-role network-operator

#

ip route-static 0.0.0.0 0 192.168.0.1
#

ntp-service enable

ntp-service unicast-server ntp.nict.jp
#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role
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role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

role name level-7

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

role name level-13

description Predefined level-13 role
#

role name level-14

description Predefined level-14 role
#

user-group system

local-user admin class manage
password simple h3capadmin
service-type telnet http https
authorization-attribute user-role
network-admin
#
ip http enable
ip https enable
#
undo attack-defense tcp fragment
enable
#
wlan auto-ap enable
wlan auto-persistent enable
wlan anchor-ap persistent-mode ac
#
wlan ap-group default-group
vlan 1
ap-model WA6638-JP
radio 1
radio enable
service-template 1
service-template 2
radio 2
radio enable
service-template 1
service-template 2
radio 3
gigabitethernet 1
Ten-gigabitethernet 1

wlan ap-group groupl

vlian 1

vlan 2

ap LOBBY

ap-model WA6638-JP
radio 1
radio enable
service-template 5
radio 2
radio enable
service-template 5
radio 3
gigabitethernet 1
Ten-gigabitethernet 1

#

wlan ap-group group2

vlian 1

ap FINANCE

ap OFFICE

ap SALES

ap-model WA6638-JP
radio 1
radio enable
service-template 1
service-template 2
service-template 3
service-template 4
radio 2
radio enable
service-template 1
service-template 2
service-template 3
service-template 4
radio 3
gigabitethernet 1
Ten-gigabitethernet 1

wlan ap FINANCE model WA6638-JP

serial-id 219801A2YF8216E00030
anchor-ap enable

vian 1

radio 1

radio 2

radio 3

gigabitethernet 1
Ten-gigabitethernet 1

#

wlan ap LOBBY model WA6638-JP
serial-id 219801A2YF8217E00048
mac-address 9c54-c24d-e8a0
anchor-ap disable

radio 1

radio 2

radio 3

gigabitethernet 1
Ten-gigabitethernet 1

#

wlan ap OFFICE model WA6638-JP
serial-id 219801A2YF8216E0001L
anchor-ap enable

vian 1

radio 1

radio 2

radio 3

gigabitethernet 1
Ten-gigabitethernet 1
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wlan ap SALES model WA6638-JP
serial-id 219801A2YF8216E00036
anchor-ap enable

vian 1

radio 1

radio 2

radio 3

gigabitethernet 1
Ten-gigabitethernet 1
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