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<WA6320> display wlan device role Tera Term: Y7 )bik— BE X
Current running mode: FIT AP.
# system-view!Z Tap-mode3 ~ >~ K TAnchor-acE— KIZCEE T —k(P): |OOM‘3 v oK
<WA6320> system-view }i APE—FICIZUTD3I2DE—F R—-L,—HB): :9800 v|
System View: return to User View with Ctrl+Z. H»'BEIRTEEXT, . . :
[WA6320] ap-mode anchor-ac ap-mode { anchor-ac | cloud | fit } 7 —3(D): g bit ¥ Fr el
: : : " _
Changing working mode will reboot system. Continue? [Y/N]:y 1A = »
HE— FEED-HICAPIZBEEINICreboot L £ 7, 2 wKS) b & ~JLF(H)
System is starting...
Pres; Ctrl+D to access BASIC-BOOTWARE MENU... =0 —F[EN(F): e o
Booting Normal Extended BootWare
7' — bR Xy — VA -
Image file flash:/wa6600-boot.bin is self- A (SEE
decompressing.....ccccceeeuneee... 0 U /=(C) |0 =) AT
....... Done
System image is starting...
Line con0 is available. v Y —VEROBIEREE, 9600K—, T—48E vy b,
Press ENTER to get started. NYFaBHL, RbyTEY F1, 7O—8#E%L

#EEFECloudE— NI 7= L ZHERL £,
<WA6320> display wlan device role

Current running mode: Anchor AC.

<WA6320> save force
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# Anchor-ac|Z[EE R A

$Aug 25 13:23:07:839 2021 office CWC/4/CWC_AP DOWN: Master CAPWAP tunnel to AC
192.168.1.1 went down. Reason: Neighbor dead timer expired.

$Aug 25 13:23:07:876 2021 office STAMGR/6/SERVICE OFF: BSS £010-903e-f7e0 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 1 on
AP FitAP. Reason: AP down.

$Aug 25 13:23:07:876 2021 office STAMGR/6/SERVICE OFF: BSS f010-903e-f7f0 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 2 on
AP FitAP. Reason: AP down.

$Aug 25 13:23:07:877 2021 office STAMGR/6/SERVICE OFF: BSS £010-903e-£f800 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 3 on
AP FitAP. Reason: AP down.

# Anchor-aphYAnchor-aclZ72 A= 12") J —~EaEA

$Aug 25 13:26:21:346 2021 office APMGR/6/APMGR LOG SETROLE SUCCESS: [Anchor Fit]
Reboot to AC, Reason: Have Not Recv Query Resp.

$Aug 25 13:26:21:488 2021 office APMGR/6/APMGR LOG REBOOTCAUSE: Set Wlan Reboot Cause,
SubSlot = 65535, DevRebootCause = 0, WlanRebootCause = 24, ulRet = 0.

$Aug 25 13:26:21:604 2021 office DEV/5/BOARD REBOOT: Board is rebooting on.

# FT=7FAnchor-ac D ENERASR(£935330F)1%)

$Aug 25 13:26:39:991 2021 H3C SHELL/5/SHELL LOGIN: Console logged in from conO.
<office>
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Anchor-apT® % & WL\ 9 X EIZAnchor-acllEEESINTWLWE T,
FIT-AP1, FIT-AP2, FIT-AP3B B D& TIZFE<[EL TY,
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Anchor-acD & E

- [# Anchor-aplZxf 9 % &2k

Anchor -ac #
wlan ap f474-880b-5600 model WA6638-JP

serial-id 219801A2959199G0001V
anchor-ap enable (masterfEE i~ X & —FEHFEZF

vian 1

~AS= | = radio 1
FIT-APL  FIT-AP2  FIT-AP3 radio 2

(Anchor-ap) radio 3

gigabitethernet 1
~— gigabitethernet 2

=)
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Anchor—AC

IP:192.168.100.1
serial-id: 219801A2959199G0001J

SSID1:Anchor—WLAN-1
PW:anchor123
SSID2:Anchor—-WLAN-2

H3C-S1224-PWR PW:anchor123

FIT-AP1 FIT-AP2 FIT-AP3 (anchor—ap)
IP:192.168.100.3 IP:192.168.100.4 IP:192.168.100.2
serial-id: serial-id: serial-id:

219801A2959199G1223Y 219801A2959199G5567Z 219801A2959199G0001V
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sysname Anchor-AC

#

clock timezone JP add 09:00:00
clock protocol ntp

#

wlan global-configuration
region-code JP
region-code-lock enable

#

telnet server enable

#

port-security enable

#

dhcp enable

#

lldp global enable

[Idp hold-multiplier 8

#

password-recovery enable
#

vian 1

vlan 100

#

dhcp server ip-pool anchor
gateway-list 192.168.100.1

network 192.168.100.0 mask 255.255.255.0
H

10

wlan service-template anchor-wireless-2
ssid Anchor-WLAN-2

client forwarding-location ap

fail-permit enable keep-online

akm mode psk

preshared-key pass-phrase simple anchor123
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

b

il

interface NULLO
#

interface Vlan-interfacel
ip address 192.168.100.1 255.255.255.0

wlan service-template anchor-wireless-1
ssid Anchor-WLAN-1

client forwarding-location ap

fail-permit enable keep-online

akm mode psk

preshared-key pass-phrase simple anchor123
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

#

line class vty

authentication-mode scheme

user-role network-admin

user-role network-operator

#

i th 4 B

local-user admin class manage

password hash $h$6$dA83gdjXQblJg/U+
service-type telnet http https
authorization-attribute user-role network-admin
#

ip http enable

ip https enable

#

undo attack-defense tcp fragment enable
#

wlan auto-ap enable

wlan auto-persistent enable

wlan anchor-ap persistent-mode ac

#

wlan ap-group default-group
firmware-upgrade enable
remote-configuration enable
remote-configuration synchronize
vian 1
vlan 100
rrop anti-bmc network disable
ap-model WA6638-JP
radio 1
radio enable
service-template anchor-wireless-1 vian 100
service-template anchor-wireless-2 vlian 100
radio 2
radio enable
service-template anchor-wireless-1 vian 100
service-template anchor-wireless-2 vian 100
radio 3
radio enable
service-template anchor-wireless-1 vian 100
service-template anchor-wireless-2 vian 100
gigabitethernet 1
gigabitethernet 2

#

# FIT-AP3 (Anchor-ap)

#

wlan ap f474-880b-5600 model WA6638-JP
serial-id 219801A2959199G0001V
anchor-ap enable (masterf& = &2 12 S0)
vlan 1

radio 1

radio 2

radio 3

gigabitethernet 1

gigabitethernet 2

#

#

# Anchor-acB & HAPELTE
#

wlan ap f474-880b-5420 model WA6638-JP
serial-id 219801A2959199G0001J
mac-address f474-880b-5420

anchor-ap enable (masterf& =82S (CSN)
radio 1

radio 2

radio 3

gigabitethernet 1

gigabitethernet 2

#

BREHY

#FIT AP1

#

wlan ap f474-880b-4830 model WA6638-JP
serial-id 219801A2959199G1223Y
vian 1

radio 1

radio 2

radio 3

gigabitethernet 1

gigabitethernet 2

#
# FIT AP2
#
wlan ap f474-880b-4830 model WA6638-JP
serial-id 219801A2959199G5567Z
vian 1

radio 1

radio 2

radio 3

gigabitethernet 1

gigabitethernet 2

10
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#

sysname anchor-ap
#

telnet server enable
#

lldp global enable
[Idp hold-multiplier 8
#
password-recovery enable
#

vian 1

#

interface NULLO

#
interface Vlan-interfacel
ip address 192.168.100.2 255.255.255.0

#
interface GigabitEthernet1/0/1
port-isolate enable
#
interface Ten-GigabitEthernet1/0/1
speed 1000
port-isolate enable
#
interface WLAN-Radio1/0/1
#
interface WLAN-Radio1/0/2
#
interface WLAN-Radio1/0/3
#
scheduler logfile size 16
#

line class console

user-role network-admin

#

line class vty

user-role network-operator

#

linecon 0

user-role network-admin

#

linevty 0 4

user-role network-admin

set authentication password hash
$h$6$t6n+zUyvpOBQOIi3m3jdiiQr8soe6Dga2YM
KJINKpuwiAvIKM2M2aGWswf2y+OicBQIIGVuo
84SvO/WMLZpPalfx9toCHBvXS434ITfw==
#

line vty 5 63

user-role network-operator

#

undo gratuitous-arp-learning enable
#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

#

& A

user-group system
#
return

FIT-AP1D &%

"'E' 11

# line class console

sysname anchor-ap user-role network-admin

# #

telnet server enable line class vty

# user-role network-operator

[ldp global enable #

[ldp hold-multiplier 8 line con 0

# user-role network-admin

password-recovery enable #

# linevty 04

vian 1 user-role network-admin

# set authentication password hash

interface NULLO $h$63$t6n+zUyvpOBOIi3m$jdiiQr8soe6Dga2YM
# KJINKpuwiAvIKM2M2aGWswf2y+0icBQIIGVuo

interface Vlan-interfacel
ip address 192.168.100.3 255.255.255.0

84SvO/WMLZpPalfx9toCHBvXS434ITfw==
#

#
interface GigabitEthernet1/0/1
port-isolate enable
#
interface Ten-GigabitEthernet1/0/1
speed 1000
port-isolate enable
#
interface WLAN-Radiol1/0/1
#
interface WLAN-Radiol1/0/2
#
interface WLAN-Radio1/0/3
#
scheduler logfile size 16
#

line vty 5 63

user-role network-operator

#

undo gratuitous-arp-learning enable
#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

#

® AR
user-group system

#
return

11
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#

sysname anchor-ap
#

telnet server enable
#

lldp global enable
[Idp hold-multiplier 8
#
password-recovery enable
#

vian 1

#

interface NULLO

==

N

#
interface Vlan-interfacel
ip address 192.168.100.4 255.255.255.0

#
interface GigabitEthernet1/0/1
port-isolate enable
#
interface Ten-GigabitEthernet1/0/1
speed 1000
port-isolate enable
#
interface WLAN-Radio1/0/1
#
interface WLAN-Radio1/0/2
#
interface WLAN-Radio1/0/3
#
scheduler logfile size 16
#

line class console

user-role network-admin

#

line class vty

user-role network-operator

#

linecon 0

user-role network-admin

#

linevty 0 4

user-role network-admin

set authentication password hash
$h$6$t6n+zUyvpOBQOIi3m3jdiiQr8soe6Dga2YM
KJINKpuwiAvIKM2M2aGWswf2y+OicBQIIGVuo
84SvO/WMLZpPalfx9toCHBvXS434ITfw==
#

line vty 5 63

user-role network-operator

#

undo gratuitous-arp-learning enable
#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

#

& A

user-group system
#
return

12
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PCOftpH—/I\—SRTFESN TN OV T40 2B AT S

<WA6638>system-view

[WAG6638] interface vlaninterface 1
[WA6638-Vlan-interfacel]ip address 192.168.1.10 24
[WA6638-Vlan-interfacel]end

< WA6638>|ftp 192.168.1.3 |

Press CTRL+C to abort.

Connected to 192.168.1.3 (192.168.1.3).
220 3Com 3CDaemon FTP Server Version 2.0

User (192.168.1.3:(none)): anonymous jenertttr e, FTPH—/N—
331 User name ok, need password o startup.cfg
Password: p get

230 User logged in
Remote system type is UNIX.

1 bina o transfer files. ﬁ—f’_’_ﬂﬁﬂ/
—LEERF 9o U—ILr—JL
227 Entering passive mode (192,168,1,3,201,49) oA 5
125 Using existing data connection 192,168.1.10

226 Closing data connection; File transfer successful. LANT =)

4999 bytes received in 0.025 seconds (194.83 Kbytes/s)
ftp> quit

221 Service closing control connection

<WA6638>



)T —kLTHFHLWLID D4 TREET D

<WA6638
Start to check configuration with next startup configuration file, please wait......... DONE!

Current configuration may be lost after the reboot, save current configuration? [Y/N
This command will reboot the device. Continue? [Y/Nfy ]
Now rebooting, please walit....... %J

¥, RebootEcBAEREDNIAV IT4xX 2L —La 2 RETHINEHMIND
DT T nZEAALTLESN, yEAATBHE, 7yTO—kLI=ar Dy
FJIZEQAV TN EEZESINTLEWNVET DT, [T TS,
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<WA6638>| display current—configurationl
sysname Anchor-AC

#
clock timezone JP add 09:00:00
clock protocol ntp
#
wlan global-configuration
region-code JP
region-code-lock enable
#
telnet server enable
#
port-security enable
#
dhcp enable
#
lIdp global enable
lIdp hold-multiplier 8
#
password-recovery enable
#
vian 1
vlan 100
#
LI &R

i
>
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r—X2MT7 0 ARA N HTFE
1: ACHERIZEFINTULAAPEEDUYZILIDIERES

#HEHEDAL T4 ER

wlan ap lobby model WA6638-JP
serial—id|219801X4567231Y00032 |
vian 1

radio 1

radio 2

radio 3

gigabitethernet 1

gigabitethernet 2

20

YFILES - 219801X4567231Y00032

#HAVI4 T DEE

[H3C]wlan ap lobby
[H3C-wlan-ap-lobby]serial-id 219801A2KF820BEOOO5N
[H3C-wlan-ap-lobby]quit

[H3C] save force
HEBESh-a 207 E#R

wlan ap lobby model WA6638-JP
serial-id 219801A2KF820BEOOO5N
vlian 1

radio 1

radio 2

radio 3

gigabitethernet 1

gigabitethernet 2

- - FILLAP
Lo —

VY7 ILES: 219801A2KF820BEO0OOSN

20
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3: PFr-1APEBIZIPPRLADEY KT

HRENNHARETHSILEZHERICLET
<H3C>reset saved-configuration

The saved configuration file will be erased. Are
you sure? [Y/N]:y

Configuration file does not exist!

<H3C>reboot
Start to check configuration with next startup
configuration file, please wait......... DONE!

Current configuration may be lost after the
reboot, save current configuration? [Y/N]:n
This command will reboot the device.
Continue? [Y/N]:y

<H3C>system-view

[H3C] interface vlaninterface 1
[H3C-Vlan-interfacel]ip address 192.168.10.1 24
#EREDFERIT U
[H3C-Vlan-interfacel]dis this

#

interface Vlan-interfacel

ip address 192.168.10.1 255.255.255.0
#HREZRFELET

save force

#
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RILFIEHTE)
BT BRERBELEY

online. State changed to Run.

AP lobby went up.

#RRB DR, state R/MTHNITERZHLTREIL TS
[H3C]ldisplay wlan ap all

Total number of APs: 2

Total number of connected APs: 2

Total number of connected manual APs: 1
Total number of connected auto APs: O
Total number of connected common APs: 1
Total number of connected WTUs: O

Total number of inside APs: 1

Maximum supported APs: 50

Remaining APs: 49

Total AP licenses: 50

Local AP licenses: 50

Server AP licenses: 0

Remaining Local AP licenses: 49

Sync AP licenses: 0

AP information

%Nov 12 03:34:35:286 2021 H3C APMGR/6/APMGR_AP_ONLINE: AP lobby came

%Nov 12 03:34:35:286 2021 H3C CWS/6/CWS_AP_UP: Master CAPWAP tunnel to

State : | = Idle, J =Join, JA = JoinAck, IL =ImagelLoad

C =Config, DC = DataCheck, R =Run, M = Master, B = Backup
AP name APID State Model Serial ID
lobby 3 R/M WA6638-JP 219801A2KF820BEOOO5N
1019-65c2-48a0 1 R/M WAG6638-JP 219801A2KF8209E0007Y

[H3C]display wlan ap all address

Total number of APs : 2

Total number of connected APs : 2

Total number of connected manual APs : 1
Total number of connected auto APs : 0
Total number of inside APs : 1

AP name IP address
lobby 192.168.1.2
1019-65c2-48a0 192.168.1.1

MAC address
Oc3a-fa4b-a660
1019-65c2-48a0
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FlE6: 7% Y M Anchor-ACH 5 5 1 §lEAnchor-ACIZEERRE ERFONY I T v TE LTEEELHE— %
BHMI=LET. NvH T v FDAnchor-ACIZ(Fsavea v RTAL Y DAnchor-ACERILaAY T 144
2FRELET.

FE7: 2TOFIT APZLANICEGL 7,

FIE8: FH=I=BIML =2 TOFIT APMRAnchor-ACI=ESF=hFT

FIFS: (7Y 3 ) Anchor-ACHOEE)APHEEE TIMNIZT 5 (RIEGAPHRACICER SN G VK S IST D)




Anchor-AC/Anchor-AP&EIEO<T KN

B EAPHLEEDERTE

R

vk

1 2

BEAPHEEZ R TE I H(ACIZERTET
BHEBET. Anchor-ACO) B EfAPH: EE
HenableZin B ERYICFIT APEFEE T &
LTEixd 5D T, ZLDFIT APFX
B9 AEIZERNDERENTELLD)

wlan auto-ap { disable | enable }

F 24 )UK disable

<AC>system-view
[AC] wlan auto-ap enable
[AC] save

# Anchor-AC_E TEEIAPHEREZ B ZNIZT 5




Anchor-AC/Anchor-AP&E O R
(AT 3 )EFAPE EBAPICE]YE 2 BHEED R

1R1E av R R

BEIAPIEEIXI REDFIT APEEHET
BIZIXEFITT A, EESLDFIT AP
MAYRT—DIZERSN S EXFLSC
F=OIZFEIAPHEEENTIVE Z S

wlan auto-persistent enable

# Anchor-AC E TFEIAPHREZ AT B
<AC>system-view

[AC] wlan auto-persistent enable
[AC] save




Anchor-AC/Anchor-AP&EIEO<T KN
BB R DR

R 1E avUR g
APIZEHENLEHEAE(ACEZE(CSINT

) RET o —BEMACTELAD/M | wlan anchor-ap { disable | enable } T 7 # )L k& disable
SWVEEMANchor-ACIZ7 5,

# Anchor-rACE THENELEEZ AT S
<AC>system-view

[AC] wlan anchor-ap enable

[AC] save

# Anchor-ACH) > FEJIAPIZX L CTEENEHHEEEZ A XNIZT S
<AC>system-view

[AC]wlan ap AP1 model WA5300

[AC-wlan-ap-ap2] anchor-ap enable

[AC-wlan-ap-ap2] quit

[AC] save




Anchor-AC/Anchor-AP&EIEO<T KN

ACHEFFIERE D EXE

EE

vk

1 2

Anchor-ACIZAC#f 1 #48E(Anchor-AC
MNERIFET HIRRITIEDHEACES
MIRFEYETH., COHeEZEFIIZL
f=Anchor-ACHACIZBBE ) &R TS
7]

wlan anchor-ap persistent-mode
{ac|ap}

TI4ILEE ap((EE
EIREFIT APLELED)

# Anchor-AC L TACHEFHEEZ B/ NI S
<AC>system-view

[AC] wlan anchor-ap persistent-mode ac

SNFEY,
[AC] save

Validating file. Please wait...

through the CAPWAP tunnel is complete.

Configuration is saved to device successfully.
%Aug 25 13:12:54:416 2021 H3C CWS/6/CWS_RUN_DOWNLOAD_START: AP office started to download the file startup.cfg.
%Aug 25 13:12:54:446 2021 H3C CWS/6/CWS_RUN_DOWNLOAD_COMPLETE: Downloading the file startup.cfg for AP office

# Anchor-ACD V745 X BBIZsave T BENYI T YT DACIZHERIESN . ACD A VIZEENH =B SISOV T A




ACHBAPANIA 74T DTBLADEBEIE
2 T4 DBAERBIZONT

etk av R 2

. . [AC]wlan ap-group default-group
;1747 e [AC-wlan-ap-group-default-group]remote-
> configuration enable
o TAHD [AC]wlan ap-group default-group 2747 DEIEAEZE A ELVEAP
ﬂ;ﬂ “ [AC-wlan-ap-group-default-group]remote- DOBEEFHEICO T4 BITBAS
s configuration synchronize NEY




ACHIHBOAPANDEH 77— LD T7DE o O0—K

Anchor-ACHFITAPZ R DITTEETICANS L, s@fllfIZAnchor-ACE & A
Fo>TWAFITAPD D7— LDz 7&RA o O0—FLTHEELET,

EE avok 1 2

. [AC]wlan ap-group default-group
27 OL:WI_{TO) =% [AC-wlan-ap-group-default-group]firmware-upgrade
7y L—k enable

T IAILEE
enable




ACH1EELWVELES>TLELTHAPD BE H it Hr

FIT-APHDCAPWAPRL R ILEDIHCACIZEEENAERLELT. KHYDACELVELNE
107 B E B E(ZrebootZ#gYIRLET . T2 T 5 EEGL TN E=ITMT7 U DEES
BN TLERVET , SZEfhF<av ok hifail-permitTY

23 avUk H 2

ACICIEENEALLIZEETH
client forwarding-location ap&%
EZLTT—42PACZERLA
WERE IS L TH . fail-permit
templateav U RZEERELTEITIE.

[AC]wlan service-template templatename

ACIEE 1= [AC-wlan-st-templatename]client forwarding-

HY—ERXTUT

- location ap — "
L— & RET B N THOERRDITA T IRk
Z [g(e)pvi/l)annlif]tetemplatename]fall permit enable CTHEEAFZET. FHEOTIER

[FACHEIBT HF TIETEF A
7E:client forwarding-location
DT 7 # I b ldacTT,
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IR SXEFIE - 5

= Al

[Wireless Configuration ]

-
~
s

(LLIN

i

#

wlan global-configuration
firmware-upgrade disable
region-code JP

nas-id cm-0-1205173-
210235A3MNM18AA00001
1t

Clock: NTP or Manual

#

Clock protocol { none | ntp | ptp }

Clock timezone zone-name { add | minus }
offset

Clock datetime hh:mm:ss YYYY/MM/DD

#

34

34



(LLIN

miy BREFIE - HAI

DHCP Server (FIT APEEH)

i

#

dhcp server ip-pool MGT

gateway-list 192.168.1.40

network 192.168.1.0 mask 255.255.255.0
dns-list 8.8.8.8

#

interface Vlan-interfacel

ip address 192.168.1.39 255.255.255.0

#

DHCP Server ((tEi%FRHH)

#

dhcp server ip-pool employee

gateway-list 192.168.100.254

network 192.168.100.0 mask 255.255.255.0
dns-list 8.8.8.8

#

interface Vlan-interface2

ip address 192.168.100.254 255.255.255.0
#

35

35
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i

miy BREFIE - HAI

DHCP Server (5 X MNiEZRF)

#

dhcp server ip-pool guest

gateway-list 192.168.200.254

network 192.168.200.0 mask 255.255.255.0
dns-list 8.8.8.8

#

interface Vlan-interface3

ip address 192.168.200.254 255.255.255.0
#

interface GigabitEthernet1/0/24

port link-mode bridge

port link-type trunk

port trunk permit vlian all

#

36
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WET T — MERE

#WPA2, CCMP D &S {E DBl
wlan service-template 1

ssid Anchor-WLAN-1

client forwarding-location ap
fail-permit enable keep-online
vlan 100

akm mode psk

preshared-key pass-phrase cipher
$c$38yvVSH20fC4gGPUalRCXdVUaYhPw
UI8r9PuBb

cipher-suite ccmp

security-ie rsn

service-template enable
#

#Eg-= L DB

wlan service-template 2

ssid Anchor-WLAN-2

client forwarding-location ap
fail-permit enable keep-online
vlan 200

service-template enable

#

37
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BIR SREFIE - Fr1kEfR

APHBEENEF. HENZLEGELIREDNTA 2 —ZHITT SN

b

2TE

<AC>system-view

# Anchor-AC_E TEEIRIICFIT APZEREL TR I AMEZTAIICT S
[AC] wlan auto-ap enable

# Anchor-ACE TYRA—D BEFEHKEETEIZT S

[AC] wlan anchor-ap enable

# Anchor-AC_E TACHFFEEEZ AT B

[AC] wlan anchor-ap persistent-mode ac




iR BRTEFIE - AP

il

AP Group—BIERIDIEE

EEMER

wlan ap-group default-group
firmware-upgrade enable
remote-configuration enable
remote-configuration synchronize
vlian 1
vlan 100
vlan 200
ap-model WA6638-JP
radio 1
radio enable
service-template 1 vlan 100
radio 2
radio enable
service-template 1 vlan 100
radio 3
radio enable
service-template 2 vlian 200

#
wlan ap f474-880b-55a0 model
serial-id 219801A2959199G0001S
vlian 1
radio 1
radio enable
service-template 1 vlan 100
radio 2
radio enable
service-template 1 vlan 100
radio 3
radio enable
service-template 2 vlan 200
gigabitethernet 1
gigabitethernet 2
#




DXE;_“LE AP@'H("_,\

<ac>dis wlan ap all
Total number of APs: 3
Total number of connected APs: 3

AP information

State : I = Idle, J = Join, JA = JoinAck, IL = ImageLoad
C = Config, DC = DataCheck, R = Run, M = Master, B = Backup

AP name APID State Model Serial ID
441a-£fa27-92d0 4 R/M WA6638-JP 219801A1NN918CG0006C
£010-903£-04a0 5 R/M WA6638-JP 219801A24F8201E0002Q
£474-880b-5420 6 R/M WA6638-JP 219801A2959199G0001J
<ac>dis wlan client
Total number of clients: 5
MAC address User name AP name Radio IP address VLAN
444a-dbbc-55£f0 N/A £474-880b-5420 2 192.168.100.25 100
7cal-ae99-5b5b N/A £f010-903£-04a0 3 192.168.200.26 200
9cb6-d0d4-b41lb N/A £474-880b-5420 1 192.168.100.21 100
ac92-3261-12f4 N/A £474-880b-5420 2 192.168.100.28 100
e23b-1877-£fc03 N/A £474-880b-5420 3 192.168.200.27 200




Anchor-AC/Anchor-AP&EIEO<T KN

Anchor-ACH 5Anchor-AP, FIT APIZtelnetTE=A LS IZERE
X@'E . Anchor-AP, FIT APIZ[Zxy b —2 L Ttelnetld TEFEH A, TDT=
H.LUTOaARURAREINTEYET,

TEHLIITT D

[AC-probe] wlan ap-execute all exec-console enable

e Uk #H 2
Anchor-ACH\DEIEEIh TLY | <AC> sys e
ZFIT APIZxt L Ttelnetift | [AC]probe ;ii'sz;;lfl*fi




Anchor-ACHh 5 ANnchor-AP,FIT APAtelnetiZfid 5

<AC>sys

[AC]probe

[AC-probe]wlan ap-execute all exec-console enable
[AC-probe]quit

[AC]display wlan ap all address

Total number of APs : 3

Total number of connected APs : 3

Total number of connected manual APs : 3

Total number of connected auto APs : 0

Total number of inside APs : 0

AP name IP address MAC address

ROOM-101 192.168.1.7 1019-65c2-3ee0
ROOM-102 192.168.1.8 1019-65c2-48a0
ROOM-103 192.168.1.9 1019-65c2-4840

<AC>telnet 192.168.1.7
Password:h3capadmin




m TORARLLDEEE—F
I;a Anchor-ac/Anchor-apE&—F
m Anchor-ac/Anchor-ap M & & B o) 33 i

TORARA IR EDITEEIR

Anchor#geziiBAEAnchora~< R

m GUIZXD7ItRX

D547 D ERZISINERER

ACHEBELLER

m N=—a7I)L
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TOHERARAEDGUIZTHERTBAHE

PCOZ7 702 LUTOURLZASDL £,

http://Anchor-aclZERELZIPT7 KL X/ 74 FDIPT7 KL X1£192.168.0.50 ¢T3,
T7 AN DI —H—%: admin, /¥X 7 — F: h3capadmin

@ Login
<_

x 4+

C A FESATVELESE | httpsi/192.168.100.1/web/frame/login.htmli?ss|=false

H3C WLAN Management Platform

‘ R |Username ‘

‘ @ Password 0‘

[[] Remember me English ~

=

Change Password *

The default password is not secure. A qualified password must meet the following
requirements: It must contain a minimum of 10 characters. It must contain a minimum of 2
types,and a minimum of 1 characters for each type. It can't contain the username or the

reversed letters of the username.

0ld Password | |

New Password | |

Confirm Password | |

INAD—KRIFIOXFLL LT, EHFREH
ED2EFEHFEH . BRI TS —
H—. adminZEDNFEEFFHEIN &,
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GUIDA=Za2——F
« Network view
Actions Dashboard Network Security
Quick Start Packet Filter
Add Wireless Service Traffic Policy
Dashboard Add New User Qos Policies, Priority Mapping
Monitoring Access Control
- Wireless Network 802.1x
duicistart ’ Clients Authentication
Wireless Security RADIUS
Monitoring > Client Proximity Sensor User Management
Application Monitoring A‘Rﬁfg:‘;ﬁt“ﬂt_ .
- S Wireless Configuration uthentication
Wireless Configuration > Wireless NetWOgrks EOrE Slecurity
AP Management UL
Network Security > Wireless QoS System
Wireless Security Resource
WIPS ACL, Time Range
S ’ Allowlist and denylist Cloud Platform
Radio Management Tools
Tools > 802.11n/802.11ax settings ,transmission Debug
distance Reporting
| Applications Client Statistics
deperin ’ Mesh, Multicast Wireless Service Statistics
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GUIDA=Za2——&F
« System view
Actions Dashboard _ System
Network Configuration Event Logs
Network Interfaces Resource
Dashboard VLAN ACL
Network Routing Administrators
Network Configuration Routing table Management
Static Routing Configuration save, import
Network Services Upgrade
Network Security IP services Reboot
DHCP/DNS Tools
Multicast Debug
System ARP
ND(Neighbor Discovery)
Tools NAT

Network Security
Packet Filter
Traffic Policy
Access Control

802.1x
Authentication
RADIUS
User Management

Local users

46



Anchor-ac®Dashboard % &~

Network view > Dashboard%3 &R L £ 4,

H3c WA6638-JP

Actions
Dashboard
Quick Start 3
Monitoring >

Wireless Configuration 3

Network Security >
System >
Tools >
Reporting >

All Networks » Dashboard

System Logs

APs

o = System usage

Online Offline Unhealthy

5
4
3 0%
2
[ — o CPU
0
02:40'58 02:41:03 02:41:08 02:41:13
Wireless services o= Clients
24GHz W 5GHz
SSID
f-kyoi...
fukuro. .
f-kyo-
client number
0 1 2 3 4

Intarfara traffir

192.168.0.50/wnm/frame/index. php?sessionid=20000146350de2b50aaec29e 5dBedc 3eanbb#

System View Network View 1

68%

Memory

o=
Jer.A
o=
Quantity
-~
Access Points Clients Event Logs
Q1 ©o0 000 00 0; 45

0:
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Access Point®RE » K<

Monitoring > Access Points % &R L ¥ 9,

H3C WA6638-JP 8 aimin

Actions All Networks » Monitoring » Access Points » APs I
Dashboard APs
I
Quick Start >
AP quantity =

Monitoring v I Online APs Offline APs Unhealthy APs

o
=
0
o
e
o

Wireless Networks

Access Points

By AP model By AP type

©)

Clients
4% Online manual APs

o Auto APs
Wireless Security
Offline manual APs

% Unauthenticated APs
RF Monitoring

100.00%

Client Proximity Sensor

DPI

Application Monitoring

Event Logs

00 0o H7% @228

) Access Points | Clients
System View Network View
©100% ©o0% @o% 4




ClientdDikRE = X~ 49

Monitoring > Clients % &R L £ 9,

H3c WA6638-JP 8 aimin

Actions All Networks > Monitoring > Clients > Clients e
Dashboard Clients
I
Quick Start >

@ Monitoring v I

Wireless Networks

11 14 <t B> B 111 4 <t B> Bl
Access Points
By Authentication Mode By radio type
Clients
o 302.113(5GHZ)

Wireless Security ¥ Open 802.11an(5GHz)

g0z1x 802.11ac(5GHz)

MAC
RF Monitoring 802.11ax(5GHz)

Fortal 802.11b(2.4GHz)

MAC + Portal

) S 802.11g(2 4GHz)

Client Proximity Sensor BSK £ WEP

802.11gn(2.4GHz)
802.11gac(2.4GHz)
DPI

802.11gax(2.4GHz)

Application Monitoring

) Access Points Clients Event Logs
System View Network View
©100% 0% @0% A 0o O

796 @ 228




ClientdDikRE = X~ 20

Reporting > Client Statistics & &R L £ 7,

H3c WAG638-JP ® min

Actions All Networks » Reporting > Client Statistics » Access Category Frames Roadmap
Dashboard Access Category Frames
ick Start
Quick Star > - Search
Monitoring >
10-98-C3-E4-9D-A0 68/0/0 0/0/0 1,473,734/1,175,642/0 0/0/0
Wireless Configuration >
8C-45-00-DD-BB-8D 71/0/0 0/0/0 83,929/104,072/0 0/0/0
Network Security > DC-85-DE-FE-64-D8 64/0/0 0/0/0 104,369/129,130/0 0/0/0
System > F8-5E-A0-9A-82-D3 2/0/0 0/0/0 117/275/0 0/0/0
Tools >
Reporting
AP Statistics
Total 4 entries, 4matched.Page 7/ 7. Ll
Wireless Service Statistics
. Access Points Clients Event Logs
System View Network View |
©100% ©0% @0% | 4 Qo0 Qo0 L7 @228




AP D IR EE % K~ .

Reporting > AP Statistics % :&R L £ 9,

H3c WAG638-JP

Actions All Networks » Reporting » AP Statistics » APs ety
Dashboard APs
I
uick Start
Monitoring >
APO1 WAGBE3B-IP 219801A2KF8209E0006R 10-19-65-C2-41-B0 802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3) Online
Wireless Configuration >
APO4 WAGBE3B-IP 219801A2KF8209E0006W 10-19-65-C2-42-70 802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3) Online
Az > APD3 WAGE38-IP 219801A2KFB8209E0007F 10-19-65-C2-45-A0 802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3) Online
System > APD2 WAGE3B-IP 219801A2KF8209E0007G 10-19-65-C2-45-D0 802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3) Online
Tools >
@ Reporting v I
Client Statistics
AP Statistics
Total 4 entries, 4 matched.Page 7/ 7. il B -
Wireless Service Statistics
_ Access Points Clients Event Logs
System View Network View
©100% ©0% @o% !4 Qo0 Qo A% @228




Wireless Services DIRKFE & K~

Reporting > Wireless Service Statistics ##R L 7,

H3C WAG6638-JP

Actions All Networks » Reporting » Wireless Service Statistics » Wireless Services
Dashboard Wireless Services
I
Quick Start > -
Monitoring >
2 APD4 2 24,867,814/13,430,792
Wireless Configuration >
1 APO1 1 25,349,612/11,034,928
MNetwork Security > 1 APD2 1 26,505,281/10,328,811
2 APO1 3 15,599,827/8,157,474
System >
2 APO1 2 19,675,919/10,434,697
Tools >
2 APO1 1 10,804,696/6,375,032
@ Reporting v I 1 APD2 2 9,565,508/3,907,045
2 APD2 1 6,625,308/3,262,791
Client Statistics
2 APDZ2 2 4,782,7185/2,484,396
AP Statistics

Wireless Service Statistics

Total 28 entries, Z8matched.Page 7/ 1.

18,733,699,909/5,973,486,019
17,108,597,369/3,583,184,788
16,576,891,888/3,730,647,504
9,999,828,366/2,388,465,465
9,706,379,270/4,445,352,979
6,473,589,963/2,094,957,715
5.410,128,415/1,016,979,523
3,829,215,322/1,324,332,252

2,917,326,484/730,632,191

24,867,210/13,429,315
25,345,902/11,025,012
26,503,959/10,324,133
15,599,324/8,155,998
19,675,373/10,433,056
10,804,210/6,373,045
9,563,463/3,900,419
6,625,146/3,261,633

4,782,637/2,483,696

System View Network View @

Search

Roadmap

18,733,633,822/5,973,384,900 122/122
17,108,199,559/3,582,424,123 2481248
16,576,755,684/3,730,355,130 116/116
9,999,786,386/2,388,382,717 57/57
9,706,319,529/4,445,242,478 44/44
6,473,538,159/2,094,844,665 41/41
5,409,914,757/1,016,519,918 114/114
3,829,198,648/1,324,282,042 14/14
2,917,310,643/730,593,825 13/13
e -
Access Points Clients Event Logs
©100% 0% @o% 4 00 Qo0 A7 @228




ARPT > b — % KR

Network Services > ARPZ&#IR L £ 47,

H3c WA6638-JP & admin

Network Routing System ¥ Network Configuration » Network Services » ARP » ARP e
2 Network Services v I ARP
IP Services
ARP Eilc)
Address Resolution Protocol resolves IP addresses into MAC addresses on Ethernet networks.
DHCP/DNS
Search -
Multicast
()
@ O 10.10.11.11 AC-E9-E4-AB-61-0B Dynamic 11 GE1/0/1
ND 0 10101112 88-2A-5E-FF-22-63 Dynamic 11 GE1/0/1
O 10.10.11.14 0C-DA-41-1D-6F-68 Dynamic 11 GE1/0/1
NAT
O 10.10.11.16 14-51-7E-CA-93-A2 Dynamic 11 GE1/0/1
Management Protocols 0 10.10.11.18 0CDA-41-1D-A5-15 Dynamic 11 GE1/0/1
i > O 10101122 0C-3A-FA-4B-93-A0 Dynamic 11 GE1/0/1
(] 10.10.11.25 5C-C9-99-B8-A0D-8D Dynamic 11 GE1/0/1
System >
O 10.10.11.180 0C-DA-41-1D-19-6B Dynamic 11 GE1/0/1
Tools > O 10.10.11.182 0C-DA-41-1D-F7-E7 Dynamic 11 GE1/0/1
_ Access Points Clients Event Logs
System\ﬂew lew
©100% ©0% @o% 5 Qo0 Qo0 L7995 @225




ARy hATHEKR

System > Event LogsZEIR L £ 9,

,. admin
Actions System» System » Event Logs > Event Logs Roadmap
Dashboard Event Logs
N
Network Configuration >
System Logs
Network Security >
B — B
@ System W
@ 2022-02-04 02:25:18 @ Notification h3c failed to log in from 10.10.11.180.
2022-02-04 02:28:04 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is system-view
Resource
2022-02-04 02:28:04 @ Notification admin logged in from 10.10.11.182.
File Systems 2022-02-04 02:28:05 @ Notification admin logged out from 10.10.11.182.
License Management 2022-02-0402:28:05 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is quit
2022-02-04 02:28:05 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is quit
Administrators
2022-02-04 02:28:05 @ Informational -Line=vty0-IPAddr=10.10.11.182-User=admin; Command is display radius scheme
Management 2022-02-04 02:30:18 @ Notification h3c failed to log in from 10.10.11.180.
Tools > 2022-02-04 02:35:18 @ Notification h3c failed to log in from 10.10.11.180.
\ Access Points Clients Event Logs
System View I N twi\.ﬂ U
https://oasiscloud.h3c.com:27443/wnm/frame/index.php?sessionid=2000014ea25bdf4f36a16eda... © 100% 0% @o% |5 00 Oo0 799 @225




I7—A7%2%7>A—k

System > File SystemTT7 7 A LICF v 7 ~—7 %Z L Downloadz #IR L £ 9,

H3C WAG638-1P

Actions System » System > File Systems » File System Management
Dashboard File System Management
Network Configuration >
flash: v
Network Security > Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes

Event Logs
- flash /logfile/logfile.log

Resource flash:/map_config.cfg
File Systems ) flash:/pdt_reserve

(0 flash:/pdt_reserve/cplog.txt
License Management

[  flash:/pdt_reserve/cplog_reboot.txt
Administrators () flash:/pdt_reserve/dplog.txt

] flash:/pdt_reserve/dplog_reboot.txt
Management

Total 49 entries, 49 matched, 7 selected.Page 7/ 7.
Tools >

10485731

913

14778277

1800197

10887615

1476442

2022-02-06 15:57:27
2021-03-18 12:12:25
2022-02-05 16:32:40
2022-02-05 16:32:40
2021-12-03 16:46:37
2022-02-05 16:32:58

2021-12-03 16:46:39

System View | ew

No

No

Yes

No

No

No

No

Search

Access Points Clients
©100% ©0% @o0% |5

Roadmap

Event Logs

00 ©o

799 @ 225




v 747 L—>3 v 77 I)(startup.cfg) &7 —F

System > File System Tf

ash:/startup.cfglcF = v 7 ¥ —72 % LvitDownloadZ EIR L £,

Actions System » System » File Systems > File System Management

Dashboard File System Management

Network Configuration >
flash: v
Network Security >

Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes

Event Logs )
flash:/startup.cfg

Resource 0 flash:/startup.mdb

File Systems (0 flash:/startup2726641351479625.cfg
) flash:/system.bin

License Management
) flash:/topology.dba

Administrators

Total 49 entries, 49matched, 7 selected.Page 7/ 7.

Management

E=5)

= MFE S, = LA _bH-ie== > = A&k &
o COEEDITANVEIVEI-F(HESE S ASRREIES . _—

$HUZFT. flash_startup.cfg OF7Y0-FEEHEIN ?

7598

196346

6191

91169792

2021-04-09 00:49:16
2021-04-09 00:49:16
2020-11-08 16:57:12
2021-11-09 14:59:59

2020-12-18 21:43:24

System View Nw
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No

No

No
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ZWra 7 & IXE& (display diagnostic-information)

Tools > Debug > Collect#3ER L £ 9, A7 '(&flash:/diag AC_yyyymmdd-hhmmss.tar.gz(Z 7}
H3C WAG6638-JP

*** Collecting diagnostic information...




WEL7cghrn 7 zX7>a—r9 %

ash:/diag_AC_yyyymmdd-hhmmss.tar.gz% 7 = v 7 L Download % 3&iR

System > File SystemsTf

H3c WAG6638-JP

Actions System » System » File Systems > File System Management

Dashboard File System Management

Network Configuration >

Total: 1073741824 bytes, Used: 383623168 bytes, Free; 690118656 bytes

flash:
Network Security >
Event Logs L)

Resource o
flash:/diagfile

flash:/facebook.zip

flash:/freeradius.bin

License Management

o o o o

flash:/h3cjapan.zip

Administrators

@ flash:/diag_AC_20220206-155614.tar.gz 208655

262878

1463296

190739

Total 49 entries, 49matched, 7 selected.Page 7/ 1.

Management

D flash_diag_AC 2...targz  ~

Download @

2022-02-06 15:57:31

2019-11-05 22:01:41

2021-12-11 16:30:23

2021-04-08 23:45:29

2021-09-08 11:34:54
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No

No

No
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(#+ 7> 3 »)Anchor-acx ) 7 — 3 %

System > Management > Reboot > Reboot Device Z &R L £ 9,

H3C WAG638-JP 8 admin

Roadmap

Actions System ¥ System » Management » Reboot

Dashboard
Network Configuration > @
Network Security >

@ System v I

Event Logs

Resource

File Systems

License Management

Administrators

Management

D . Access Points Clients Event Logs
System View Network View
https//oasiscloud.h3c.com:27443 /wnm/frame/index.php?sessionid=2000014ea25bdf4f36a16e8a... © 100% 0% @o% |5 00 Oo 799 @225




m TORARLLDEEE—F
I;a Anchor-ac/Anchor-apE&—F
m Anchor-ac/Anchor-ap M & & B o) 33 i

TORARA IR EDITEEIR

Anchor#geziiBAEAnchora~< R

@ GUIIZKAT7IUtX

D747 D ERZEINERHEE

ACHEBELLER

m N=—a7I)L

60



7247 bDE

Umj

5K S INREHERR

FNFNDISATULDFEHRINTLSAPDESLFID, SSID, FrRILTHDZERELXRIET S

<AC>display wlan client verbose

MACT7 KL X
IPvA7” F L X
IPv67” kL &
1-Y-%

AID

AP ID

AP

f|ARID

F v I

SSID

BSSID

VLAN ID

+— £ XVLAN ID
2 =7 B
TAYLXE—F

F 1 LR

20/40 BSSHEERE

SM&E

20 MHzH > 3 — +Gl
40 MHzH D> 3 — Gl

STBC RX#%gE
STBC TX#gE
LDPC RXgE
70y 7 BERE

1098-c3e4-9dal
10.66.209.37

BA=EAD

ZHEEL

1

6

APO2

3

1

MTGroom
1019-65c2-45f1

10

FLrs L

24862

802.11 gn

20 MHz
(20MHz/40MHz/80MHz)
PR—FINTLEEA
i)

YR— X%
PR—FINTLEEA
P R—FINTLWEHA
PR—FINTLEBA
P R—bFINTULWEHA
TIDOA >»F

HPR—bFINBHT MCSt v b
YR—brEN5L—+

QoSE—FK
Y 2 ks
RSSI(ZEEERE)
Rx/TxL — k
HE
AL A
t¥xalUFrq4E—F
AKME— F
ES5 24— b
S —
WPA3RXRF—& X
ZFA]CAR
ZFR]ACL ID
=] Rl il m By ([
O—IvIJXAT—&RR
—BEx A7
PMFXF7—% X
Bk Y v —4
A e
FTXRT—%X
BTME—F

0. 1. 2. 3. 4. 5. 6. 7
1. 2. 5.5, 6, 9. 11,
12, 18, 24, 36. 48. 54 Mbps
<

1

53

72.2/65 Mbps
0.160/0.312 Kbps
F—=T T RT L
RSN

=Pt ER

CCMP

A AW

i)

ZHAL

ZAEGL

ZAHEL

ZE L

SHA1

ZHAL

RERK

3H 150FfE 3043 21%)
T T4T
ETIT AT
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RSSI=SNR({EEx#Ztt: db) = Signal(dbm) — 207 /4 X(-95dbm)
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R ZAE IKREHERR

RSSI =SNR (IEE## St db) = Signal(dbm) — 707 /A X(-95dbm)

RSSI(db)
40L) k

25~40

15~25
10~15
10LLF

dBM
-55

-/0~-55

-80~-70
-85~-80

B fii

QIE"‘%*l:E%E'IEb“%(UTJI/’SML\O)JEE#‘EI

HEZ K #E
1—$EI$75\ KUTILEA LDBIEDFIEED
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D247 U bDERZEINAEH

APDEMBDFERELZINET HGE0NEFHBREHE/NTH—IUANEL D)

<AC>display wlan ap all radio

l:lllll

LI |

[LLI |J|

4
Total number of APs: 4 Ay . B\W Usage TxPower
Total number of connected APs: 4 AP i3 BE EaR i (MHz) (%) : (dBM)
Total number of connected manual APs: 4 1D
Total number of connected auto APs: O AP011 Up52(auto) 80 3 8
Total number of connected commonAPs: 4  AP012 Up 100(auto) 80 o) 3
Total number of connected WTUSs: 0O AP013 Up 6(auto) 20 35 6

Total number of inside APs: 0
Maximum supported APs: 128
Remaining APs: 124

Total AP licenses: 20

Local AP licenses: 20

Server AP licenses: 0
Remaining Local AP licenses: 16
Sync AP licenses: 0

774

2

w W

7’

vk
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[LLI |J|

D2AT7 2 RDE

SRS IR

ACH5AP|ZtelnetL T, APIZHEREL TS USAT7URDE

l:lllll

Ty

/&'Ik/ﬂ:jéﬁﬁ;uj_%): <N I‘égﬂé'?_f Li?’

[AC-probe] wlan ap-execute all exec-console enable

121E avoR B
Anchor-ACHS BN TLNBFIT AP FAAéi?ése FIH IR
2R L TtelnetiEkTE 3 L5127 3 P disable

<AC>system-view
[AC]probe

[AC-probe]wlan ap-execute all exec-console enable

[AC-probe]quit

[AC] display wlan ap all address
Total number of APs : 3

Total number of connected APs : 3

Total number of connected manual APs : 3
Total number of connected auto APs : 0

Total number of inside APs : 0

AP name IP address MAC address

ROOM-101 192.168.1.7 1019-65c2-3ee0
ROOM-102 192.168.1.8 1019-65¢2-48a0
ROOM-103 192.168.1.9 1019-65¢2-4840

<AC> telnet 192.168.1.7
Password: h3capadmin
<ROOM-101>

o4
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— 2N == — =
D5AT D ERZISIRRETED
APDEMRDF Y ILEREZEIET S
<ROOM-101>system-view e

[ROOM-101]probe (h/m/s): CtIBusy(%) TxBusy(%) RxBusy(%)

[ROOM-101-probe]display ar5drv 1 channelbusy 1 15:05:14 3 0

ChannelBusy information 2 15:05:05 2 0

Ctl Channel: 52 3 15:04:56 2 0

BandWidth: 3 4 15:04:47 2 0

Record Interval(s): 9 2 12582333 g 8

CurrentTime: 15:05:23 Z 15j04j20 > 0

[ROOM-101-probe]quit 3 15:04:11 5 0

<ROOM-101> 9 15:04:02 3 0

10 15:03:53 2 0

o L 11 15:03:44 3 0

F FYRILDE D—ZF(IFID MR TEL RSN 12 15:03:35 3 0

\ i — 13 15:03:26 2 0

EED20E 5 DT —2hRREINET, 14 15:03:17 3 0

15 15:03:08 2 0

16 15:02:59 2 0

17 15:02:50 4 0

18 15:02:41 2 0

19 15:02:32 2 0

20 15:02:23 2 0

P PP WOWONENDNENNDNDNNEPFPEENEEPEPEDNDEDND
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94T OBEHRDILE

<ROOM-101>display diagnostic-information
Save or display diagnostic information (Y=save, N=display)? [Y/N].y

Please input the file name(*.tar.gz)[flash:/diag_H3C_ 20220414-160537.tar.gz]:
Diagnostic information is outputting to flash:/diag_H3C 20220414-160537.tar.gz.
Please wait...

Save successfully.

<ROOM-101> ftp 192.168.1.10

Press CTRL+C to abort.

Connected to 192.168.1.10 (192.168.1.10).
220 3Com 3CDaemon FTP Server Version 2.0
User (10.10.11.15:(none)): anonymous

331 User name ok, need password

Password: XXXXXXXX

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> put diag H3C 20220414-160537.tar.gz
227 Entering passive mode (192,168,1,10,255,98)

192.168.1.7

125 Using existing data connection £ A £ A ~ S
226 Closing data connection; File transfer successful. Anchor-AC (FIT)Anchor-AP FIT 3uriss®
89048 bytes sent in 0.001 seconds (60.23 Mbytes/s)

ftp> quit

221 Service closing control connection
<ROOM-101>quit
<AC>
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'm‘f?7’7t7<:l‘/FD—E(AC)#J%‘H‘EH:E&

T77J')M~"’*IEAP§51 50(WA6638), 32(WA6320)
_— S RY AR G 411/4/8/16/128/512/102 e
KX EHE A BEAPEL 128 1024 50(WA6638), 32(WA6320)
BRAREI——% 1280 20480 512
802.117aka)L HR—
< IJLFSSID(RF47-1) 16
SSIDDIER T HR—
802.11G 1R HR—
802.11n#A>1)— HR—
A—H—HDFIR SSIR—ZX/RFR—REHHR—
802.11MAC ST e
TARIL HR—
BHOEI—FELT HR—
40MHzE—KF ) 20MHz/40MHz® g
BEjX A vF
A—AJLERxE SSID + VLANIZEDLA—AH )L &xi% FIAILEDO—AHJLERE
BEUT7ILE S AL HR—
ACHH HR—
(DHCP#A <3243, DNS)
IPV6 k> R JL HR—
Clock[G1#A HR—
CAPIAR Jumbo frame&zi% HiR—
giﬁg%ngwgsz&NW/w% —2 HR—b:FEIP. VLAN, S =ACT KL R
APEACREIDL2 / L3S HiR—
APEACREIMDNATRS/A—H L HR—bk JEHR—
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AEE  hEE ________|WX1840H WX3840H Anchor-AC

(ZVRRAEToERaFA—)L)

O—sv4 ACHDAPRETOL2LL.30—30 % HR—pk
= ACRIDAPRITAOL2&EL3A—2 Y HR—bk FEHR—F
NAT HiR—bk HiR—bk
PPoE HiR—bk EHR—k
DDNS HiR—bk EHR—k
G/WHERE SSL-VPN HHR—k FEHAR—k EHFR—k
IPsec-VPN HR—bk JEHHR—F
RIP HiR—k JEHR—F
2RE gR—k SEHR—F
TORRGIEH AT RTL T —FF— HR—bk
WEP-64/128, EifWEP HR—k
WPA, WPA2 HR—k
TKIP HR—pk
CCMP HR—(892.11n% H#E12)
SSH v1.5/v2.0 HR—k
74 L XEAD TN

R—2ILEEE

HR—bk:JE—REREE. SR Y —/N\—

802.1xEREE

EAP-TLS, EAP-TTLS,
EAP-PEAP, EAP-MD5,
EAP-SIM, LEAP, EAP-FAST,
EAP offload (TLS,PEAP only)

EAP-TLS, EAP-TTLS,

EAP-PEAP, EAP-MDS5,

EAP-GTC

R—=BIR=TA)EALL Y3y

HiR—bk:SSIDR—X AP R—A)LR— Twia

n—hJUEREE

802.1x. /R—AJL. MACEREE

69
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AEE HER|WX1840H WX3840H Anchor-AC

QoS

A—AhJLEEEE
LDAP:EEE

APOS—2 3 R—2ND1—H—TF7H+1R
il

7 ZANT Ot A

VIPF+ )L

ARPIZE R 40

SSIDZEY 9 F LA

SSID & KAV TAAAH—/\—EIR
AAAY—/IN— /T T

DAV LRA—H—HNDO—hILAAA
H—/\—

TACACS+

T5A44 ) T4 %vELYS

L2-L4/NTy R TN AT ERNS T4 05
1]

L— IR

802.11e/WMM
A—H—=TOT7AMIVIZEIKT IR
il £

AT T MEEEIE IR
(FrREEREE7ILOUXL)
AT M EIE IR

AT T NI RET

802.1x, fR—%JL. MACEEE

802.1x. IR—%JL.

802.1xA4 A/ B IZEAP-GTC &EAP-TLSY  FEHHR—F
R—bk

HR—bk

HR—k

HR—bk

HR—bk:J AL XSAVI
SSIDEA—H—ZFE/INA(F

HR—k

HR—k

HR—bk

HR—k JEHYR—k
HR—k

.U.;'—{’_l~ 3'5'&7"3—|“
HH—k JEHHR—+
H7R—b: 8Kbps D HLE THR—k

HR—k

HR—k EHYR—k
HiR—~ (—Y—EH) JEHR—k

YR—b: ;ST O IEERERIE. £2TD
SSIDT/\yhEBHRHITEIE, FS5T70990  FEHHR—F
EREREF L& SSIDDH/INFHEEEREE
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AEE  EE  |WX1840H WX3840H Anchor-AC

RFEE

tXal)T«

SVPI# > ~M QoS 1t
O— L7 Ry 32 4l#H(CAC)
End to End QoS

AP7 w7 O—REE4IRE
Ea—kavy

B TFeRILEBIDERTE
HEIMEFryRILEBARE
BB mEL — R REE

ALY OR—ILDEHE EEIE

A—K/N\S22 V9

ATz bA—RNSL Y
APO—KN\SULVG 5 IV —T
BrI Sy oY Xk

BRI SvI) Rk

FIEAPDIEH

RIEAPXE

ToYTAVT HEDEH
BYTELHEDHRH
WeakIVILE D& H

wIPS

HR—k

YiR—b: A—H—H/FEBERA—X

HR—k

HR—k

HR—k

HR—k

HR—k

HR—k

HR—k

YiR—k::5T74v9, A—H—,

BRI EDEFTT (TaTIVE R EY R—
)

HR—k

HiR—~: BEIMRHE ERERGERTE

HR—k

HR—k

HR—k:SSIDR—X, BSSID, T/31 R0UIEE
HR—k

HR—k

HR—k

HR—k

HiR—k . 7BENSILEFL)To

a—H—

FETHR— b

20 Nl M N AR GV

71

71



AEE _ EE ____|WX1840H WX3840H Anchor-AC

ARP (gratuitous ARP) HR—bk
802.1p HR—bk
802.1q HR—bk
802.1x HR—k
LAv27aran IPv4a7Oka)L HR—k
Native IPv6 HR—k
IPv6 SAVI HR—k JEHHR—k
IPv6 portal HiR—k
MLD AX—E >4 HR—bk
IGMP XX—E >4 HR—bk
TILFFYRE TILFEYRANT LT 256 EHHR—F
vy S PRBAZTNARN i BERICE S TR R MHREREL ST
ACRID 7z A JLA—/3\—(IRF) FEHR—bk HR—bk FEHR—bk
—_ ACREIDN + 17T A I)LA—/N—(1\vD - -
ACOTLE ™S F TSR JEHR—k PR—bk
ACRIDA TPz FAPEE (Dual Fr—k
link backup)
ACEAPRIDTTE VE—FRAP HR—bk JEHR—F
i Ay apfykT—2 HR—k (Multi-leap Mesh(ZIEHR—F ) EHR—F
WEB. RMONZ% JEHR—F
&I L A robo—oEE SNMP vIN2/v3
ST ES)::{: WEB. CLI. Telnet, FTP% &
WiFiO4—< 3> CUPIDA4Y—i3Y HR—k JEHR—k
AP RF/23—Jz( XD FA—p
ARFoa—)LEnt=rvykad o
) —HeRE DAY LAY —E RFENE vy Y

>
Ny BDENRE (PPC) HiR—k JEHR—k




AEE  EE _|WX1840H WX3840H Anchor-AC

LAN
TI)r—ay

AN o

RF Ping

)E—k TO—T 5

YT ILEA L ARGRS L H—F
WIAA
INTYRERIED AT D FREE
802.11n/ N4y R EREHNF

TORCAR—ZADIS 71099 —EVS

Co-APF¥ILEH
Co-APFv 3 I)LDEF| A

RFA 23— —RD
EEREFHET7ILT)X L
SEMTENTAYL RNk

AN =Dk s
BREOBNLI—F—TIER%E
3 e g7

E41% = = A VAt AT e S
FENZT S
AT—HRD R (—EDAPIZBRE)
RS —ER%k

VLANZ—/L

Bonjour gateway

802.11w

802.11k

Hotspot2.0 (802.11u)

VPN

HR—bk
HR—bk
HR—bk JEHR—bk
HYR—b: RT— I ILA VARG 32 FireWall IEHR—bF
HR—bk JEHR—bk
HR—bk JEHR—bk
HR—bk JEHR—bk
HR—bk JEHR—bk
HR—bk JEHR—bk
HR—k JEHR—k
HR—k JEHR—k
HR—k JEHR—k
HR—k JEHR—F
HR—bk
HR—bk JEHR—F
HR—bk JEHR—F
HR—bk
HR—bk
HR—bk
HR—bk JEHR—bk
HR—bk
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https://www.h3c.com/jp/

O - @

http://www.h3c.com/en/Support/Resource Center/Technical _Documents/

R Ov1> ® Eithis Q #%

BR-Bifiv YU1—>3>v HWHR—-b~y THE-JE~Y N—PF—0E~> SHEAE~

'!j‘/—l—i_ l\ | INRTER

UY—2v 59— RUS—

VT ST OIS O— K H— E2IBFIR RS (T ) SRR
T ZHIVEFIA . . _

AN — 2 el i Fv I —EX B - RS

ASSAOANT

75



RaHhTI)—D=FER

Products by Category

Cloud Computing Routers Switches
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Wireless Security Network Management

9_ == ._o\.o
SDN License Server Transceiver Modules
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& 7l & 5 D ZE R

H3C WX1800H Series Access
Controllers

H3C WX5800H Series Access
Controllers

H3C WX1800H Series Access
Controllers

Learn More =

H3C WX3800H Series Access
Controllers

H3C WX3800H Series Access
Controllers

Learn More —*

H3C WX5800H Series Access
Controllers

Learn More =

H3C 802.11ac Wave2 Series Access
Points

H3C 802.11ax Series Access Points

H3C WAB638 Access Point

Learn More -

H3C WA510H Access Point

Learn More —*

H3C WAGB36 Access Point

Learn More -3

H3C WAS30 Access Point

Learn More =

H3C WAB630X Access Point

Learn More

H3C WAB30X Access Point

Learn More =

H3C WAB628X Access Point

Learn More =
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ARGER . FAQIRE #ffyoh !
https://h3cgroup-

my.sharepoint.com/:f./g/personal/gw_koshiromasahiro _h3c_com/Eli
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BN - EEE EHE T7ANHALRX
A Certification 4 Hal koshiromasahiro gw35... 1 {BD 7715/
"4 common 3H17H koshiromasahiro gw35... 5 BMD7-( 7/
—a  firewall 3R17H koshiromasahiro gw35... 9 {BIDI71 7 /a
_ 8 Qasis 3H19H koshiromasahiro gw35... 5 BMD7-1 7
2 Switch 3A19H koshiromasahiro gw35... 4 @D 17 /A
&  wireless 3H17H koshiromasahiro gw35... 3 BD7( 7
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Anchor-acE— KD T 7+ /)L b D3> 7 4 J(telnet/http/https TD 77 7 & X A A EE)

#

version 7.1.064, Release 2451
#

sysname H3C

#

wlan global-configuration
#

telnet server enable

#

port-security enable

#

lldp global enable

lIdp hold-multiplier 8

#

password-recovery enable
#

vlan 1

#

interface NULLO

#

interface Vlan-interfacel

ip address 192.168.0.50 255.255.255.0

ﬁ\terface GigabitEthernet1/0/1
?rflterface WLAN-Radio1/0/1
;iqrtnerface WLAN-Radio1/0/2
#scheduler logfile size 16

#

line class console

user-role network-admin

#

line class vty

user-role network-operator

#

line con 0

user-role network-admin

#

line vty 0 31
authentication-mode scheme
user-role network-operator

#

line vty 32 63

user-role network-operator

#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role
#

role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

role name level-7

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

role name level-13

description Predefined level-13 role

#

role name level-14

description Predefined level-14 role

#

user-group system

#

local-user admin class manage

password simple h3capadmin
service-type telnet http https
authorization-attribute user-role network-admin
#

ip http enable

ip https enable

#

undo attack-defense tcp fragment enable
#

wlan ap-group default-group

vian 1

#

wlan ap Xxxx-xxxx-xxxx model WA6320-JP
serial-id XXXXXXXXXXXXXXXXXXKX
mac-address XXXX-XXXX-XXXX

anchor-ap disable

radio 1

radio 2

gigabitethernet 1

#

return

80

30



H3C



	既定のセクション
	スライド 1
	スライド 2
	スライド 3
	スライド 4
	スライド 5
	スライド 6
	スライド 7
	スライド 8
	スライド 9
	スライド 10
	スライド 11
	スライド 12
	スライド 13
	スライド 14: Anchor-ac/Anchor-apの故障時の交換
	スライド 15
	スライド 16
	スライド 17
	スライド 18
	スライド 19: アクセスポイント交換上の注意事項
	スライド 20: ケース2のアクセスポイント交換手順
	スライド 21: ケース2のアクセスポイント交換手順(続き)
	スライド 22: ケース2のアクセスポイント交換手順(続き)
	スライド 23
	スライド 24
	スライド 25
	スライド 26
	スライド 27
	スライド 28
	スライド 29
	スライド 30
	スライド 31
	スライド 32
	スライド 33
	スライド 34
	スライド 35
	スライド 36
	スライド 37
	スライド 38
	スライド 39
	スライド 40
	スライド 41
	スライド 42
	スライド 43
	スライド 44
	スライド 45
	スライド 46
	スライド 47
	スライド 48
	スライド 49
	スライド 50
	スライド 51
	スライド 52
	スライド 53
	スライド 54
	スライド 55
	スライド 56
	スライド 57
	スライド 58
	スライド 59
	スライド 60
	スライド 61
	スライド 62
	スライド 63
	スライド 64
	スライド 65
	スライド 66
	スライド 67

	AC機能比較
	スライド 68
	スライド 69
	スライド 70
	スライド 71
	スライド 72
	スライド 73
	スライド 74
	スライド 75: マニュアルのダウンロードサイト
	スライド 76: 製品カテゴリーの選択
	スライド 77: 個別製品の選択
	スライド 78: 設置、コマンド、コンフィグ、保守マニュアル
	スライド 79: 日本語資料、FAQなど準備中
	スライド 80
	スライド 81


