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Host A

10.40.94.2

10.40.94.3

Host B

SSID: guest(Open)

# DHCPHY—/\—E%7E

dhcp server ip-pool 100
gateway-list 10.40.94.1
network 10.40.94.0 mask 255.255.255.0
dns-list 8.8.8.8 114.114.114.114

Anchor-AC(#* AR E—R) TA—F/NURL—5—

GE1/0/1
10.40.94.1/24 @ z 13— vk

PoE7’5¢“7°’5¢—U

# NAT(PAT)

interface Vlan-interface 1

ip address dhcp-alloc

nat outbound 2000

acl basic 2000

rule O permit source 10.40.94.0 0.0.0.255
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Flg: HEDEEET—FOHER > BETE—FDOERE > EEINE-NEINDIER
#BHEDE—FERB(TIHUFHRETIFITEF)

<H3C> display wlan device role ifeea fe: ST BRE all
Current running mode: FIT AP. )
# system-viewlZ Tap-modea <> K TAnchor-acE—RIZZE R T —k(P): [GONB v] oK
<H3C> system-view 33': . AP:E—P':H:DJ»_F@:%O@:E_F‘?&{E ﬁ_'l/ _}‘(Bj _9600 V_
System View: return to User View with Ctrl+Z. RTEFT, B , —
[H3C] ap-mode anchor-ac ap-mode { anchor-ac | cloud | fit } 7 —2(D): 8 bit ¥ el

) : : o _ -
Changing working mode will reboot system. Continue? [Y/N].y 1 $U5A4(A) o »
#:E—F%EODT:&')IZAP@Eﬁﬂﬂﬁl:rebootbiﬁ'o 2 ';17’(8); 1 bit = "A\,Il,aj(H)
System is starting...
Press Ctrl+D to access BASIC-BOOTWARE MENU... ZO0—%FENF):  none v
Booting Normal Extended BootWare
)T —bepAyt— 40K e

1A SEAE

Image file flash:/wa6600-boot.bin is self-decompressing.....................
............................................................................ G Eul*,!}filic) 0 Eu?i} i_-‘l,(L)

System image is starting...

Line conO is available.

Press ENTER to get started. ] a2y — LESGOBEREIE., 9600 K—, T—48E Wk, /31
#EEE CloudE—FITAoT-CEEHERLET F475L. AMYTEYR, 7A—&I#1L

<H3C> display wlan device role
Current running mode: Anchor AC.
<H3C> save force
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T ANE—FEHRTEFIE

FIE1 : SSID(guest) Z/ERL L £ 9

FIE2 : V7AT VDT 7ERTB7-0DVIan100%1Epk L £ 3

FINE3 : 7747 MIIPZEY HTH7-0ICDHCP#BE = B3I
LFxd

FIE4 : DHCPDIPF =L, = b7 AT L XZHRELEFT

FIES :NATTA Y R—Fv MZT7 72 XT AIPOEIED =8 D
ACLZ1ERL L £¢

FIE6 : VIanlICACLTHIR X NANAT(PAT) Z 58 L £

FIE7 - APOEBERKRZEBEMICLET

FIES :Vlanlo 7 KL X% T 74 I)L A SDHCPTEET 5 £ 9

ICEE

FIE9 : B LI-EBETZRELET

# DHCPH —/\—5 &

Host A dhcp server ip-pool 100
gateway-list 10.40.94.1 FlE2,3,4
10.40.94.2 network 10.40.94.0 mask 255.255.255.0
dns-list 8.8.8.8 114.114.114.114
FIE7  Anchor-AC(4#'AME—F) JR—F/UFL—8—
GE1/0/1
10.40.94.3 10.40.94.1/24 : A2 3—2yk
FIES

Host B

SSID: guest(Open)
FIE 1

POE7 % 73—

# NAT(PAT)

interface Vlan-interface 1

ip address dhcp-alloc  F|[E5,6

nat outbound 2000

acl basic 2000

rule O permit source 10.40.94.0 0.0.0.255




GuUITAS 4> LET http://192.168.0.50/
User: admin , Password: h3capadmin

H3C WLAN Management Platform

‘ 2 admin ‘

‘ EI seene Lo] ‘

[] Remember username English



EA/ SR —K (h3capadmin)ZZEELE T

Change Password "

The default password is not secure. A qualified password must meet the following
requirements: It must contain a minimum of 10 characters. It must contain a minimum of 2
types,and a minimum of 1 characters for each type. It can't contain the username or the

reversed letters of the username.

0ld Password | ssnsascese |
New Password | ssnssssenee |
Confirm Password [ ...........| ]

[] Remember username English ~

Copyright® 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved
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H3C WA6320-IP

BSave ..' Roadmap | & admin

Actions All Networks » Dashboard
Dashboard
System Logs o=
Quick Start > 23
Informational
Monitoring by
Wireless Configuration >
o= System usage o=
Network Security > Online Offline Unhealthy
5
4
System > 3 0% 72%
2
) CPU Memory
Tools > 0
16:20:38 16:20:43 16:20:43 16:20:53
Reporting >
Wireless services o= Clients o=
2.4GHz 5GHz
SSID
R\ ~ u ]
- B a—0DYJIRZA System View | Network Vievi
client number
0 1 2 3
I _ ' Access Points Clients Event Logs
System View
®1 0 ©0 0 0001 210 0

4t rme P 1O I 11 9 Marmes Ermrm = Sl e mhe?emecimmad — 3O 2t ko= bkanAIcmA A1 =271 crlhmA208800 Nackblhmar-d
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« Network view

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Network Security

System

Tools

Reporting

Dashboard
Quick Start

Add New AP
Add New SSID
Add New User
Monitoring
Wireless Network
Clients
Wireless Security
Client Proximity Sensor
Application Monitoring
Wireless Configuration
Wireless Networks
AP Management
Wireless QoS
Wireless Security
WIPS
Allowlist and denylist
Radio Management
802.11n/802.11ax settings ,transmission
distance
Applications
Mesh, Multicast

Network Security
Packet Filter
Traffic Policy
Qos Policies, Priority Mapping
Access Control
802.1x
Authentication
RADIUS
User Management
Access Control
MAC Authentication
Port Security
Portal
System
Resource
ACL, Time Range
Cloud Platform
Tools
Debug
Reporting
Client Statistics
Wireless Service Statistics

12

12
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« System view

Actions

Dashboard

Metwork Configuration

Metwork Security

System

Tools

Dashboard

Network Configuration
Network Interfaces
VLAN
Network Routing

Routing table
Static Routing
Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT

Network Security
Packet Filter
Traffic Policy
Access Control

802.1x
Authentication
RADIUS
User Management

System
Event Logs
Resource
ACL
Administrators
Management
Configuration save, import
Upgrade
Reboot
Tools
Debug

Local users

13

13



H3C WA6320-IP

FE1:SSID(guestA—T)EERLET

Actions All Netwarks » Quick Start » Add Services » Add Services
Dashboard Add Services
Quick Start W I( i 5
Basic settings
Add AP
Wireless service name =
service (1-63 chars)
Add Services @
S5ID =
guest (1-32 chars)
Add User
Description (1-64 chars)
Manitoring >
&
Wireless Confi ti
e e ‘ Wireless Service @ 0N OO0FF @
i Default VLAN
Network Security > I 100 Ii'l -4094, 1 by default)
System > Hide SSID O Yes @ No
User Isolation @ Yes JNo
Tools > Forwarding type O Centralized
@ Local
Reporting >

Apply and Configure Advanced Settings

®

Authentication settings

Authentication mode@

@® Open (no authentication)
O Static PSK

O 802.1X

O 802.1X (clear)

O Static WEP

(J MAC Authentication
[JIPv4 Portal Authentication

[J1Pv6 Portal Authentication

Authenticator

Management Frame

Protection

®AC
O AP
ON @ OFF

Access Points

"1

H Save .’. Roadmap |

Clients
n @0 0

14

admin

Event Logs

D O

1a @20



SSIDZAPDENDE
H3C WA6320-IP

Actions

HOMERELEMITLET

H Save .’. Roadmap | & admin
All Netwarks » Quick Start » Add Services » Add Services » Advanced Settings(service)
Dashboard o
Binding
Quick Start W
Bind to APs Candidate Selected
Add AP
Search for Search for
Add Services 35
Add User @
Manitoring

) 2

Wireless Configuration

00dd-bob1-7cal (Radiol 5G)
00dd-bbb1-7cal (Radiol 2.4G)
>
Network Security >
System >
Tools >
Reporting

Access Points

Clients
" 1

Event Logs
n @ 0 Dl O 1a 6921
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H3 WA6320-JP HSave ..' Roadmap | & admin

Actions System » Network Configuration » VLAN » VLAN
Dashboard VLAN
Network Configuration v
AN =
Network Interfaces
@ Search -
Network Routing 1 1, 0 10.10.11.22/255.255.255.0 VLAN 0001
Network Services >

Management Protocols

Network Security >
System >
Tools >

Total Zentries, 7matched.Page 7/ 7. « <o Q

@ m . Access Points | Clients Event Logs
Network View
®1 ©0 Qo1 0001 /5 O
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H3 WA6320-JP ﬂ Save .‘i Roadmap & admin

Actions System » Network Configuration » VLAN » VLAN
Dashboard VLAN
Network Configuration v

VLAN -

R 1
VLAN
| Untagged Port List | Tagged Port List | IP address of the VLAN interface Description Actions =

Network Routin 1 1 55.0 VLAN 0001
: | Create VLAN list x

VLANlist * o e am v
I'IDd Iz-iZ:::.e.;._w.: 0-100)

Network Interfaces

Network Services >

Management Protocols

Network Security >
System >
Tools >

Total 2 entries, 7 matched.Page 7/ 7. -]

Event Logs

0001 /5 O

- . Access Points Clients
System View Network View
®1 o0 001
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wSave .‘i Roadmap | & admin

Actions System » Network Configuration » VLAN » VLAN

Dashboard VLAN

Network Configuration v

VLAN

Network Interfaces
N C s o a
VLAN
Tagged Port List

Actions =

IP address of the VLAN interface Description

Metwork Routing 1 1, 0 10.10.11.22/255.255.255.0 VLAN 0001

100 0 0 s VLAN 0100 @ D
Network Services v

IP Services

DHCP/DNS

Multicast

ARP

ND

NAT

Management Protocols
Total 3 entries, Zmatched.Page 7/ 7.

4 <4 B o Q

Network Security >

' i Access Points Clients Event Logs

™1 -0 O 0 D O: 1a 9 aa
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H3 WA6320-JP HSave ..' Roadmap | & admin

Actions System » Network Configuration » VLAN 3 VLAN > Edit VLAN
VLAN ID
Dashboard 100
. . Description
Network Configuration v VLAN 0100 (1-255 chars)
Network Interfaces Untagged port list Candidate Selected

Search for Search for
VLAN
> €€

Network Routing

GE1/0/1
Network Services >
i (andidate Selected
Management Protocols Tagged port list
Search for Search for
Network Security >
>3 €€
System >
GE1/0/1
Tools >

P address of the VLAN interfac@ Create VLAN interface
IPv4 address/mask  10.40,94.1 @ | 255.255.255.0

€)

_ Access Points Clients Event Logs
m Network View
®1 ®0 001 0001 /5 065




FIES: 94T D= IZDHCPY —/N\—ZFBMIZLET 0
H3C weer 8 o 5 ooy | s

Actions System » Network Configuration » Network Services » DHCP/DNS » DHCP

Dashboard DHCP

Network Configuration v I @
. O |

The Dynamic Host Configuration Protocol(DHCP) provides a framework to assign configuration information to network devices.

Network Interfaces

VLAN

Network Routing

Network Services

IP Services

DHCP/DNS

Multicast

ARP
ND
NAT
Management Protocols

Network Security >

_ Access Points Clients Event Logs
O F X Y LR """ < 1a 6 a2
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wSave .‘i Roadmap | & admin

Actions System ¥ Network Configuration » Network Services » DHCP/DNS » DHCP

Dashboard DHCP

Network Configuration v

DHCP Service (')
Network Interfaces The Dynamic Host Configuration Protocol(DHCP) provides a framework to assign configuration information to network devices. :
VLAN Search
Network Routing
Interface DHCP Service Relay Server '

Network Services v Vian1 DHCP server A

IP Services Vian100 DHCP server v

Multicast

ARP

ND

NAT

Management Protocols

Network Security >

Event Logs
DOz 112 O ac

Access Points Clients

' E -1 ' LimEi]




TELRAT—ILDERZEANLFET

New DHCP Server Address Pool x

Address pool name  «




YL THFRLRES AU REIEFELET(10.40.94.0) -

H3 WAG320-JP H Save ."'i Roadmap | :. admin

b Ll L e System > Network Configuration » Network Services » DHCP/DNS » DHCP

Network Interfaces

DHCP Address pool Q)
VLAN The Dynamic Host Configuration Protocol(DHCP) provides a framework to assign configuration information to network devices.
Network Routing 100 v Delete _
Network Services v Assigned Address
IP Services
Dynamic assignment
10.40.94.0 | 255.255.255.0 (Network address/mask)
DHCP/DNS
IPv4 address Range
XXX T OXXXX
Multicast
Stati i t
aHcassignmen IP Address Mask Type Hardware Address/Client ID
ARP
XXXX Ethernet v
ND
Mask length must be in the range of T to 30.
o Hardware Address should be a string of 4-39 characters.
Management Protocols -
Network Security >
System >
Tools >

Network Vi Access Points Clients Event Logs
Vsiem view etwor lew
L E-T N  TRE DO 12 O s
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H3 WAG320-1P ﬁ Sawve .'-" Roadmap | A admin

Actions System » Network Configuration » Network Services » DHCP/DNS > DHCP

Dashboard

Network Configuration
DHCP Options
Metwork Interfaces

VLAN Lease duration O Unlimited
® 1 days 0 hours 0 minutes 0 seconds
Network Routing
Client domain name
. (1-50 chars)
Network Services v
Gateways
. 10.40.94.1
IP Services
DNS servers 8.8.8.8
DHCP/DNS
114.114.114.114
Multicast
WINS servers XXX
ARP
NetBI0S node type
v Select... v
ND
DHCP options 5 5
Dption Code Type Option Content
NAT
2-254 Hex ~ 1-256chars.

Management Protocols

DHCP Option should be a number of 2-254, but 50-54, 56, 58, 59, 61 and 82.

Network Security > When the DHCP option type is Hex, the option content must be a hexadecimal string with a length of an even number in the range of 2 to 256.

. ) Access Points Clients Event Logs
System View Network View
®1 ™o Oo 0 0005 1 01
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H3C WAG320-JP B e @ ouimn | 2

o admin

Actions System » Network Security » Packet Filter » Packet Filter

Dashboard Packet Filter

Network Configuration >

Network Security v
3 a

Packet Filter

Traffic Policy

Access Control

Authentication

User Management

System >

Tools >

Total Oentries, Omatched, 0selected.Page 7/ 7.

_ Access Points Clients Event Logs

"™ n @ 0 Dl O 1a 69 a7
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basic ACLTEEILX2000CTHRAIIDIL—ILEERLET

New IPv4 ACL x

ACL Category ® Basic O Advanced

ACL =+
2000 2000-2999 or 1-63 chars)

Rule match order ® Config O Auto

Rule numbering s
1-20)

Description (1-127 chars)

@ ntinuetu add rule




DS5AT U MDDHCPTCEIY Y ToNT=IPEIT A ENSDH

New Rule For IPv4 Basic ACL X

(2000-2999 or 1-63 chars)

RulelD «
(0-65534) M Auto numbered

Description (1-127 chars)

Action @® Permit O Deny

Source IP address/wildcard mask

@ 10.40.94.0 [ 0.0.0.255
Time range
|+

Fragments [CJ Only apply to non-first fragments '

Logging [J Log matching packets

Counting [J Count the number of times this rule has been matched

@ Euntinue to add next rule




VIianl®D 7 7t X IZACLTHIEESN-NATZRELET 29

H3C weor s 5 R

Actions System » Network Configuration » Network Services » NAT > NAT

Dashboard NAT

Network Configuration v I
Dynamic NAT 5 NA & Jynamic NAT44< -
Network Interfaces
=BE @ B
L]

Static NAT444

VLAN

Network Routing

Network Services W I @

IP Services

DHCP/DNS

Multicast

ARP

ND

1

Total O entries, Omatched, Oselected.Page 7/ 7. <4 Q

Management Protocols

Network Security >

_ Access Points Clients Event Logs
™1 -0 O 0 DO  1c O an




VIan1[ZACL2000% & AL f=nat(PAT) & ELE T 30

WA6320-JP H Save ..' Roadmap | & admin
Actions System » Network Configuration » Network Services » NAT » NAT > Edit Dynamic NAT Rule
Dashboard Interface *
Vlan1: Vlan-interfacel Interface v
Network Configuration v
ACL I 2000 ~ I+
Network Interfaces Address group O Address Group
@ @ Easy IP
VLAN VRE .
Public network v

Network Routing

Translation mode ® PAT
erromnls S - Port preservation [ Try to preserve port number for PAT

Enable Enable this rule

IP Services

DHCP/DNS @

Multicast

ARP

ND

Management Protocols

Network Security >

_ Access Points Clients Event Logs
F X1 n RN 0 s A - @B cn
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H3 WA6320-JP H Save ..' Roadmap | & admin

Actions All Networks » Wireless Configuration > AP Management » AP

Dashboard AP -
Quick Start >
AP Groups Search

Monitoring Search ]

>
.| AP Groups
0O 00dd-b&b1-7... 2022-05-24 default-group Manual AP... WAB320-JP 219801A2YF8...  00-DD-B6-B1-7C-A0  802.11ax(5GH... 3\ Online
Wireless Configuration v .| default-group (1)

Wireless Networks

AP Management

Wireless QoS

Wireless Security >

Radio Management

Applications
Network Security >
System >
Tools >
Total 7 entries, 7 matched, Oselected.Page 7/ 7. I < e Q
Reporting >

: : @ Access Points Clients Event Logs
System View Network View

™1 n @™n 0 D O: 1a @ c
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5G(EiK1)E2.4G(F

5iK2)&ONICLFEY 7

H3 WA6320-JP H Save ..' Roadmap | & admin

Actions All Networks > Wireless Configuration > AP Management » AP » Edit AP (00dd-b6b1-7ca0)
Dashboard
Installation position (city/district/county) LED mode Normal{inherit) x v
ick Start
Quick Star > Map File
Select... v
Manitoring > “
AP connection priority Allnherit) (0-7. Inherit by defautt)
Installation position (street) nherit -7, Inherit by default

Wireless Configuration v
CAPWAP tunnel keepalive Echo interval

Wireless Networks

P 10(Inherit) seconds (0,5-255, Inherit by default)
AP Management Detail Installation position Request retransmission Interval
Wireless QoS 5(Inherit) seconds (3-8, Inherit by default)
“ Retransmission attempts
Wireless Security > AP d inti
escription
3(Inherit) (2-5, Inherit by default)
Radio Management
Statistics report interval . )
50(Inherit) seconds (0-240, Inherit by default)
Applications 4
Remarks AC Election OON @ OFF
Network Security > CAPWAP tunnel encryption * (O Enable O Disable @® Inherit (Disabled)
Firmware upgrade O Enable O Disable @® Inherit (Enabled)
System > ;
. # 5GHz(1) radio @®O0ON O OFF O Inherit(Disabled)
2.4GHz(2) radio @ ON O OFF O Inherit(Disabled)
Tools >
Reporting >

Systam Vi Network Vi Access Points Clients Event Logs
ystem view etwork view
™1 -0 O 0 DO 112 O3
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WAG320-JP i save &g Roadmap | & admin
Actions System > Network Configuration » Network Interfaces » Interfaces
Dashboard Interfaces

Network Configuration v
Network Interfaces
All interfaces ~  Search -

VLAN

[
Network Routing O GEl/0N up - 1000000 Full GigabitEthernet1/0/1 Interface
Network Services > O InLoopO up 127.0.0.1/255.0.0.0 InLoopBackO Interface
Management Protocols O NULLO Up - NULLO Interface
Network Security 4 O Vianl Up 192.168.0.50/255.255.255.0 Vlan-interfacel Interface D
System > .

[ Vian100 Down 10.40.94.1/255.255.255.0 Vian-interface100 Interface
Tools >

O  WLAN-Radiol/o/1 up - WLAN-Radio1/0/1 Interface

[0 WLAN-Radio1/0/2 up - WLAN-Radio1/0/2 Interface

Total 7entries, 7matched, Jselected.Page 7/ 7. Il S

; Access Points Clients Event Logs
System View Network View
®1 0000 0001 4,700
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H3 WA6320-JP & save % Roadmap | & admin

Actions System > Network Configuration » Network Interfaces » Interfaces » Edit Interface
Dashboard Interface Vian-interface1 (Vian1)
Status up [ 5Shut down
Network Configuration v
Description Vlan-interfacel Interface (1-255 chars)
Network Interfaces
~
VLAN MAC address
00-DD-B6-B1-7C-AD (HH-HH-HH-HH-HH-HH)
Network Routing IP address IP address/Ma]
192.168.0.50/255.255.255.

Network Services >
IPv6 address/Prefix length »

Management Protocols

Bandwidth (Current: 1000000kbit/s)
Network Security > )
(1-400000000)kbit/s
system > Link mode Bridge = Route
Tools >

. ) Access Points Clients Event Logs
System View Metwork View
FYE T TEE i i c -
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i save &g Roadmap | & admin

Actions System » Network Configuration » Network Interfaces » Interfaces » Edit IP
Dashboard Interface Vian-interface1 (Vian1)
Status up

Network Configuration v
Description Vlan-interfacel Interface

Network Interfaces IP address I ® Through DHCP I

(O Manual assignment

VLAN MTU (Current: 1500)

Network Routing (46-1587)

(Current: 1460)
Network Services b TCP M5

(128-1547)
Management Protocols

Network Security >
System >
Tools >

Access Points Clients Event Logs
System View Metwork View g
Y- TR s M c o
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H3C WLAN Management Platform
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w Save ."'j Roadmap | ... admin

Actions All Networks » Dashboard
Dashboard
System Logs
Quick Start > 23
Informational
Monitoring >
Wireless Configuration >
APs o= System usage o =
Network Security > —— Online Offline Unhealthy Serial ID: 219801A2YF821BE00DSY
5
4 Hardware: Ver.A
System > 3 0% T12% Boot ROM: 710
CPU Memory o o I
1 Software: 7.1.064, Release 2453P01
Tools > 0
16:17:57 16:18:02 16:18:07 16:18:12
Reporting >
Wireless services o= Clients o=
24GHz [ 5GHz
SSID
Quantity
guest 0
client number
0 1 2 3 4

Syctem Vi Network Vi Access Points Clients Event Logs
ystem View etwork view
®1 0 0o0!0 000: /.5 0=



BRED LEESREFDHERICYeSTEATT




EI Tt ARA 2 hEAnchor-aclZERE T 5

m Anchor-acZ7 AME—FIZT 5
m BN {ERERR
STEARLEZEREDITUR
m ATar 9347 DOAPERD &EL
m FMSTWa—T42T

ToT)o I HIEBADT ISR

m N7 I)LIZDUT

40



SERLT=7 ARAPIZERL TEMEZERLE T

° =77 =
#F—7 V8L
< Wi-Fi
7 guest

EsEHs A-TY

N

DD WI-Fi Z27F

oL

j:%l‘j; L f: PC

Microsoft Windows [Version 10.0.22000.675]
(c) Microsoft Corporation. All rights reserved.

C:¥Users¥H3C>ipconfig
Windows IP #5%
Wireless LAN adapter Wi-Fi:

BEREBODNS Y71 v 7 RX ...

Uy 2oBa—hLIPv6 7 FL X .. : fe80::35e8:d633:3383:d67%9
IPvA7RLR . ..ol :10.40.94.2

Y7y b=2Ro : 255.255.255.0
T7HNVETF—boA ... :10.40.94.1

C:¥Users¥weigu>ping www.google.com

www.google.com [142.251.42.164]IC ping Z%EL TWE T 32 Nf F DT —4&:

142.251.42.164 H o D& /34 b# =32 5 =Tms TTL=115
142.251.42.164 H o D5E: /34 b# =32 [FsfE =16ms TTL=115
142.251.42.164 H o D5E: /34 b#=32 M =14ms TTL=115
142.251.42.164 A o DISE: /34 b #=32 FfE =3ms TTL=115

142.251.42.164 O ping ¥sh:

Ny MEER(E = 4. R1E =4, 18K =0 (0% DIBX).
v R MYy TOBERE (T UM):

/N =3ms, K = 16ms. F1#J = 10ms

C:¥Users¥H3C>
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SERLT-EEEDCLIJARTY

version 7.1.064, Release 2453P01
#

sysname H3C

#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

dhcp enable

#

lldp global enable

lIdp hold-multiplier 8

#

password-recovery enable

#

vian 1

#

vian 100

#

dhcp server ip-pool 100
gateway-list 10.40.94.1
network 10.40.94.0 mask 255.255.255.0
dns-list 8.8.8.8 114.114.114.114
#

wlan service-template service
ssid guest

vian 100

user-isolation enable
service-template enable

#

interface NULLO

#

interface Vlan-interfacel

ip address dhcp-alloc

nat outbound 2000

#

Interface Vlan-interfacel00
ip address 10.40.94.1 255.255.255.0
#

Interface GigabitEthernetl1/0/1
#

Interface WLAN-Radio1/0/1

#

Interface WLAN-Radio1/0/2

#

scheduler logfile size 16

#

Line class console

user-role network-admin

#

Line class vty

user-role network-operator

#

Line con 0

user-role network-admin

#

Line vty 0 31
authentication-mode scheme
user-role network-operator

#

Line vty 32 63

user-role network-operator

#

acl basic 2000

step 1

rule 0 permit source 10.40.94.0 0.0.0.255
#

Domain system

#

domain default enable system
#

role name level-0

description Predefined level-0 role

43

B Droleik E 1L A
#
role name level-14

description Predefined level-14 role
#
user-group system
#
local-user admin class manage

password simple XXXXXXXXXXXX
service-type telnet http https
authorization-attribute user-role network-admin
#

ip http enable

ip https enable
#

undo attack-defense tcp fragment enable
#
wlan ap-group default-group
vian 1
#
wlan ap xxxx-xxxx-001 model WA6320-JP
serial-id XXXXXXXXXXXXXXXXXXKX
mac-address xxxx-xxxx-0001

anchor-ap enable #7 7 #JV b l3disable TFH®
#enablelc 9 % L FEEEIREmasteriZBEICSINT 5
radio 1

radio enable

service-template service

radio 2

radio enable

service-template service
gigabitethernet 1
#



version 7.1.064, Release 2453P01
#

sysname H3C

#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

dhcp enable

#

lldp global enable

lIdp hold-multiplier 8

#

password-recovery enable

#

vian 1

#

vlan 100

#

dhcp server ip-pool 100
gateway-list 10.40.94.1
network 10.40.94.0 mask 255.255.255.0
dns-list 8.8.8.8 114.114.114.114
#

wlan service-template service
ssid guest

vlan 100

user-isolation enable
service-template enable

#

interface NULLO

#

interface Vlan-interfacel

ip address dhcp-alloc

nat outbound 2000

I

ZZ Anchor-ACHFIT APZE T AR LT D &SI

Interface Vlan-interfacel00
ip address 10.40.94.1 255.255.255.0
#

Interface GigabitEthernet1/0/1
#

Interface WLAN-Radio1/0/1

#

Interface WLAN-Radio1/0/2

#

scheduler logfile size 16

#

Line class console

user-role network-admin

#

Line class vty

user-role network-operator

#

Line con 0

user-role network-admin

#

Line vty 0 31
authentication-mode scheme
user-role network-operator

#

Line vty 32 63

user-role network-operator

#

acl basic 2000

step 1

rule O permit source 10.40.94.0 0.0.0.255
#

Domain system

#

domain default enable system
#

role name level-0

description Predefined level-0 role

R Drolef% E 1L AR

#

user-group system

#

local-user admin class manage
password simple XXXXXXXXXXXX
service-type telnet http https

authorization-attribute user-role network-admin

#
ip http enable
ip https enable
#
undo attack-defense tcp fragment enable
#
wlan auto-ap enable
wlan auto-persistent enable
wlan anchor-ap persistent-mode ac
#
wlan ap-group default-group
ap-model WA6320-JP
vian 1
radio 1
radio enable
service-template service
radio 2
radio enable
service-template service
#
#LL T [ZAnchor-AC(AAY)
#
wlan ap xxxx-xxxx-001 model WA6320-JP
serial-id XXXXXXXXXXXXXXXXXXKX
mac-address xxxx-xxxx-0001
anchor-ap enable
radio 1
radio 2
gigabitethernet 1
#

— =N
—aX

ELFET .

#LL T [ZAnchor-AP(/ SwH 7 v )

#

wlan ap xxxx-xxxx-0002 model WA6320-JP
serial-id XXXXXXXXXXXXXXXXXXXX
mac-address xxxx-xxxx-0002

anchor-ap enable

radio 1

radio 2

gigabitethernet 1

#

#

#LLTFIIFIT APASEL S

#

wlan ap xxxx-xxxx-0003 model WA6320-JP
serial-id XXXXXXXXXXXXXXXXXXXX
mac-address xxxx-xxxx-003

radio 1

radio 2

gigabitethernet 1

#

wlan ap xxxx-xxxx-0004 model WA6320-JP
serial-id XXXXXXXXXXXXXXXXXXXX
mac-address xxxx-xxxx-0004

radio 1

radio 2

gigabitethernet 1

#

return
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54T hDAPES D EE(L 16
FeJLERDESIE(DFS: calibrate-channel self-decisive )

WLANDEMEF v FIVIZRONTWE S, Ty RALDF—N—=F v TIIFEICHEICRELEZT, E0IC, L—FL—PEFL Y IRE
DI DR — ZAHAPOBIER ST 2 ATREMA D Y £, BIRIEIRECRIR (DFS) 1. Mo OMBEAMRTE X7,
DFSZ MY 2 & ACIEEAPICERER T ¥ 2L E U TN ZA LTERL T, B—F v 2 LFECMBOERY — b 00T 5% E# L
EQE I
ROEHFIZEL > TDFSHRZEY £7,

IS —O—RFXRYEBEHNTS—3—KNECRCT T —,

- FH-TAVL XY — Ex<ﬁﬁéwzuz¢0#%2nv%%vz%%w%ﬂo

- BEE APIZ. ACH HACKX v —P % Z{E L WS %“—&%ﬁiﬂmti@“

CBIETF v 2L TR ENL — X —1ES-ACIE. @WTVZ»%EE?5$5 IS/ HISBAML £,
BUD3DDEENH-IND . ACIEFLLWF vy 2L ZERL £9, APIL. %rﬁLL\T’VZ\JW‘:E\»\T‘VZ\/V@?‘\”?‘}bl%g@%ﬁ
ABLANLZEBASET MLLWTFyRILEERLEEA,

EEENHIEN(TPC: calibrate-power self-decisive )

TPCEERT D&, ACIZY 7L R A LOWLANEEHICEDWT T V72 RRA v FOXREBEHAEBNICHE T, EREOT vx
IWTHZREBELENS, HDERRFANL Yy PEERTEFET,
AClx, BEFITONI-APLEDRERD XA N—LR—b2HIFL T, COERICL > TREIN/-MOERICEAT215RELHRKL T
I, ACIE. ZNICEBEM T oNT-BROAZEETZTET,

B g FH ) A $h{t(calibrate-bandwidth self-decisive )

BE)RigE AR ZBEMICT 5 &, ACIE. BEETERAZRRRBICET 2L Fr 1L RBREZHB L. wﬂ%ﬂﬁéiﬁﬁéﬁtvﬁé
RELET, EROBEEROMNZWGEEIE. EROoFEHEZBS L TTFSERS L. #H12A WSS IEEEEAZIEC L ToXRE
EITEST, Zoavy R, 5GHZERE TOABITT,
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WA6320-JP

g Save .’. Roadmap | & admin

Actions All Networks » Wireless Configuration » Radio Management » Radio Configuration

Dashboard Radio Configuration

Quick Start >
Radios of all AP models =
Monitoring >
Wireless Configuration v I
Wireless Networks
AP Management
Wireless QoS
0/0 « <t B> b1
Wireless Security >
i =
P v— Radios of all APs =
Applications 00dd-b6b1-4540 5GHz(1) 802.11ax(5GHz) 80 116 Auto unlock(Inheri 20 ON ON 0% 0
00dd-bbb1-4540 2.4GHz(2) 802.11ax(2.4GHz) 20 1 Auto unlock(Inhert 21 ON ON 16% 1
Network Security > 00dd-b6b1-7cal 5GHz(1) 802.11ax(5GHz) 80 - Auto unlock(Inhert 20 ON = = 0
00dd-b6b1-7cal 2.4GHz(2) 802.11ax(2.4GHz) 20 - Auto unlock(Inheri 21 ON - - 0
System > 5ca7-2113-67e0 5GHz(1) 802.11ax(5GHz) g0 - Auto unlock(Inheri 20 OFF OFF 0% 0
5caT-21f3-67e0 2.4GHz(2) 802.11ax(2.4GHz) 20 - Auto unlock(Inhert 21 OFF OFF 0% 0
Tools >
L R e LTt - ‘I;‘I 4 <4 B> »i

_ ' Access Points Clients Event Logs
System View Network View
©z20100!1 Qo011 113 O
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H3 WA6320-JP HSave ..' Roadmap | & admin

Actions All Networks » Wireless Configuration ¥ Radio Management » RRM
Dashboard RRM
Quick Start »
Real-time adjustment =
Monitoring >

Global Channel Optimization - DFS

wlan global-configuration A __
Wireless Configuration v calibrate-channel self-decisive enable all Optimize Channel
wlan global-configuration

Global Power Optimization -TPC

calibrate-power self-decisive enable all
Wireless Networks Global Bandwidth Adjustment- bandwidth Wlan global-confllguratlon o IlI Optimize Power
calibrate-bandwidth self-decisive enable -
AP Management
Wireless QoS AP configuration = AP group configuration =
Wireless Securit
EiEss secuTy > 00dd-b6b1-4540 5GHz(1) Inherited Inherited Inherited
00dd-bbb1-4540 2.4GHz(2) Inherited Inherited Inherited
St 00dd-b6b1-Tca0 5GHz(1) Inherited Inherited Inherited
00dd-b6b1-Tcal 2.4GHz(2) Inherited Inherited Inherited
Applications Sca7-2113-67€0 5GHz(1) Inherited Inherited Inherited
5ca7-2113-67e0 2.4GHz(2) Inherited Inherited Inherited
Network Security >
S}I‘StEITI > m 4 <4 B> = 0/0 14 <4 B> Bl
Tools >
RRM history information =
MNeanacti;e -
Access Points Clients Event Logs

©2 01 001 000 L1 O



HS5AT U RDAPELED REAL

Calibration Interval b 4

DFS interval .
minutes(3-1440, 23 by default)

TPCinterval
minutes(3-180, 11 by default)

Bandwidth Adjustment interval .
minutes(3-1440, 13 by default)
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H3 WA6320-JP HSave .‘" Roadmap | & admin

Actions All Networks » Wireless Configuration ¥ Radio Management » RRM
Dashboard RRM
Quick Start >
Real-time adjustment =
Monitoring >

Global Channel Optimization .
_ - Optimize Channel
Wireless Configuration v

Global Power Optimization

HER

Wireless Networks Global Bandwidth Adjustment 'I Optimize Power
lll
AP Management
Wireless QoS AP configuration AP group configuration =
Auto DFS Auto Bandwidth Adj.. Q AP Group | AP Model Auto DFS Auto TPC Auto Bandwidth ...
Wireless Securit
retess secunty > 00dd-b6b1-4540 5GHz(1) Inherited Inherited Inherited
00dd-b&b1-4540 2.4GHz(2) Inherited Inherited Inherited
ez 00dd-b6b1-7ca0 5GHz(1) Inherited Inherited Inherited
00dd-b6b1-7cal 2.4GHz(2) Inherited Inherited Inherited
Applications Sca7-213-67¢0 5GHz(1) Inherited Inherited Inherited
5ca7-2113-67e0 2.4GHz(2) Inherited Inherited Inherited
Network Security >
System > m [EE N 0/0 4 <4 B> Bl
Tools >
RRM history information =

e -~

Access Points Clients Event Logs

System View Network View
4t rme P 1O I 1T 142 Darme HEr=rmem i md e mhre?emsecimmid — 30RO 109F 107 ~CfC2€6-~0bk A1 AN 1454 T o=t MiacklhblhmarAd ° 2 ° 1 o 0 1 o ﬂ ° g 1 1 o 75
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H3 WA6320-JP HSave .‘i Roadmap | & admin

Actions All Networks » Wireless Configuration » Radio Management > RRM » Details
Dashboard . .
AP Configuration
|
Quick Start >
o @
Monitoring > Auto DFS Auto Bandwidth Adjustment =
. . . 00dd-b6b1-4540 5GHz(1) Inherited Inherited Inherited
Wireless Configuration v
00dd-bbb1-4540 2.4GHz(2) Inherited Inherited Inherited
Wireless Networks
00dd-b6b1-7cal 5GHz(1) Inherited Inherited Inherited
AP Management 00dd-b6b1-7cald 2.4GHz(2) Inherited Inherited Inherited
5ca7-21f3-67e0 5GHz(1) Inherited Inherited Inherited
Wireless QoS
5ca7-21f3-67e0 2.4GHz(2) Inherited Inherited Inherited
Wireless Security >
Radio Management
Applications
Network Security >
System >
Tonle > Total 6 entries, &matched.Page 7/ 7. e g

Access Points Clients Event Logs

®: 1 00!1 00011 17 05
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H3C we»r e | e

Actions All Networks » Wireless Configuration » Radio Management » RRM » AP Configuration (00dd-b6b1-4540)

Dashboard AP name

00dd-b6b1-4540

Quick Start > Radio
5GHz(1)

Monitoring >

DFS configuration TPC configuration
Wireless Configuration v H H

Auto DFS radio g}Disable O Inherit Auto TPC radloé Disable O Inherit

rrm rrm
Wireless Networks calibrate-channel self-decisive enable calibrate-bandwidth self-decisive enable

Bandwidth adjustment configuration

) , radio%} ) ,
AP Management Auto Bandwidth Adjustment} @ Enable rrm Disable O Inherit

calibrate-channel self-decisive enable

Wireless QoS

Wireless Security >

Applications
Network Security >
System >
Tools >

Tl i -~

Access Points Clients Event Logs
M 51 001 00011 17 O
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H3C WAGIZO-IE @ sove $ Roadmap | & admin

Actions All Networks » Wireless Configuration ¥ Radio Management » RRM
Dashboard RRM
Quick Start >
Real-time adjustment =
Monitoring >

Global Channel Optimization

Wireless Configuration v

Optimize Channel

Global Power Optimization

HER

Wireless Networks Global Bandwidth Adjustment II Optimize Power
lll
AP Management
Wireless QoS AP configuration = AP group configuration =
Wireless Securit
s pEy ’ 00dd-b6b1-4540 56Hz(1) I Enabled Enabled Enabled I
00dd-b&b1-4540 2.4GHz(2) Inherited Inherited Inherited
ez 00dd-b6b1-7ca0 5GHz(1) Inherited Inherited Inherited
00dd-b6b1-7cal 2.4GHz(2) Inherited Inherited Inherited
Applications Sca7-213-67¢0 5GHz(1) Inherited Inherited Inherited
5ca7-2113-67e0 2.4GHz(2) Inherited Inherited Inherited
Network Security »
S!,,I'StEITI > m 4 <4 B ® 0/0 14 <4 B Bl
Tools >
RRM history information =
Access Points Clients Event Logs

©: 01001 00013 219 O
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H Save ."i Roadmap | :. EL T

Actions All Networks > Wireless Configuration » Radio Management > Band Navigation
Dashboard Band Navigation
Quick Start >
Global settings =
Monitoring >
Status OFF Max denials 1
Wireless Configuration  w Session threshold Client info aging time 180s
Session gap threshold 4 RSSI threshold 15
Wireless Networks
AP Management APs = AP groups =
Wireless QoS AP Name | Band Navigation Q Group Name | Band Navigation Q
ireless Qo!
00dd-beb1-4540 Inherit default-group ON
00dd-b6b1-7ca0 Inherit
Wireless Security > .
S5cai-21f3-67eD Inherit
Radio Management
Applications
Network Security > 171 14 <4 B> B 1mn 14 <4 B> B
System >
Tools >
L -

System Vi Network Vi Access Points Clients Event Logs
stem View elwork view
4 F T T @ T RE| i "M 55 B 1no
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g Save ."'j Roadmap | ... admin

Actions All Networks » Wireless Configuration » Radio Management » Band Navigation
Dashboard Band Navigation
Quick Start >
Global settings E
Monitoring >
Status OFF Max denials 1
Wireless Configuration  w Session threshold Client info aging time 180s
Session gap threshold 4 RSSI threshold 15
Wireless Networks
AP Management APs = AP groups =
AP Name | Band Navigation Q Group Name | Band Navigation Q
Wireless QoS
00dd-b&b1-4540 Inherit default-group ON
00dd-bBb1-7cal Inherit
Wireless Security > .
5cal-21f3-67e0 Inherit
Radio Management
Applications
Network Security > 1M e 11 e
System >
Tools >

i ' Access Points Clients Event Logs
System View Network View
©:01 001 Q00015 1,23 @108
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57

H Save .’. Roadmap | ‘.. admin

Actions All Networks » Wireless Configuration » Radio Management » Band Navigation » Details

Dashboard .
Global settings

Quick Start >
Band navigation

Monitoring > Client info aging time

Wireless Configuration v Max denials

Wireless Networks .
Load balancing

AP Management

Wireless QoS

Wireless Security >
RSSI threshold
Radio Management
Applications
Network Security >
System >
Tools >

Tl et .~

@ ON oorr  wlan global-configuration
wlan band-navigation enable
180(Default) 5 (10-600, 180 by default)
(1-10)

Session threshold

(2-255)
Session gap
4(Default) (1-8, 4 by default)
15(Default) dB (5-100, 15 by default)

Access Points

® 21 00

Clients
1

Event Logs

00 015

25 @109
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H3C WAGIZO-IE @ sove $ Roadmap | & admin

Actions All Networks » Wireless Configuration > Radio Management > Band Navigation » Details
Dashboard . .
AP Configuration
Quick Start >
- Search
Monitoring >
B APName a | Band Navigation status
Wireless Configuration v (] 00dd-b6b1-4540 Inherit
Wireless Networks [J 00dd-b6b1-7cald Inherit
[0 5ca7-21f3-67e0 Inherit
AP Management
Wireless QoS
Wireless Security >
Radio Management
Applications
Network Security >
System >
Tonle > Total 7 entries, 3matched, Oselected.Page 7/ 7. e g

Access Points Clients Event Logs
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H3C WAGIZO-IE @ sove $ Roadmap | & admin

Actions All Networks » Wireless Configuration > Radio Management > Band Navigation » Details
Dashboard . .
AP Configuration
Quick Start >
- Search
Monitoring >
® APName a | Band Navigation status
Wireless Configuration v oodd-veb1-asa0  wlan ap XXXX-XXXX-XXXX model WA6320-JP inheri
serial-id XXXXXXXXXXXXXXXXXXXX .
Wireless Networks [ 00dd-b6bT-7ca0 mac-address 00dd-b6b1-4540 Inherit
O 5ca7-21§3-67e0 band-navigation enable Inherit
AP Management
Wireless QoS
Wireless Security >
Radio Management
Applications
Network Security >
System >
Tale > Total 7 entries, 3matched, 7selected.Page 7/ 7. LB B (O -]

Access Points Clients Event Logs

®? 1 001 00015 .25 @100
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w Save .‘i Roadmap | & admin

Actions All Networks » Wireless Configuration > Radio Management » Load Balancing
Dashboard Load Balancing
Quick Start >
Global settings E
Monitorin
¢ : Status OFF Session threshold 20
Wireless Configuration v Mode Session-mode Session gap threshold 4
Max denials 10
Wireless Networks
RSSI threshold 25
AP Management
Wireless QoS Loadbalancing groups =
Group ID | Description | Radios Q
Wireless Security >
Radio Management
Applications
Network Security >
SYSIEITI > 0/0 14 <4 B> Bl
Tools >

i ' Access Points Clients Event Logs
System View Network View
©201 00! 00015 /23 @108
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WA6320-1P H Save ."' Roadmap | & admin
Actions All Networks » Wireless Configuration » Radio Management » Load Balancing » Details
Dashboard ) . .
Global settings wlan global-configuration
e —— wlanload-balance enable
Quick Start »
Load balancing O OFF
Monitoring > Mode @ Session (O Traffic (O Bandwidth
Session threshold o
Wireless Configuration  w 20 (1-120,20 by default)
Session gap threshold o
Wireless Networks - (1-12,4 by default)
Max denials
AP Management 10 (2-10,10 by default)
Wireless Qo5 RoSIthreshold 25 (5-100,25 by default)
Wireless Security >
Radio Management :
Applications
Network Security >
System >
Tools >

Tl i ~

Syctem Vi Network Vi Access Points Clients Event Logs
ystem view etwork view
©1 01 00! 00015 127 ©125
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RSSI =SNR (IEE## St db) = Signal(dbm) — 707 /A X(-95dbm)

RSSI(db)
40L) k

25~40

15~25
10~15
10LLF

dBM
-55

-/0~-55

-80~-70
-85~-80

B fii
ERBIZEEENSITILEAA LDBIEDT]
HEZZ K #E
EEENSITILIALDBIEDRIERED
JKH#E
EVHNEEEDSVEEDHIEEDKE
EASFEEDIELVKE
(EFSN TN
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A—s 45 FES—Say

802117 A RN SA T b —I v THIEIA AR LZREEST, —ZLDIS5A 7> MEi. LVEWNVEERE
TAPICT 7T 47 1c0—3I v TE2FHA,

APOE -V F /37— EDOXREBNERBOSLT, 7747V DALYV EWMEESHRETAPICA—I VY TE3
LIICFTAITIE. ROEEHAEITLE T,

E—a v 70— EDXREBNEZRELTHE. VATLIEIT 74 MDOXREENZFERL THED/ 7y b
ZXkELET,

[AC] wlan ap apl model WA6632-JP

[AC-wlan-ap-apl] radio 1

[AC-wlan-ap-apl-radio-1] option roam-navigation enable rssi 20 beacon-power 20 probe-response-power 20
[AC-wlan-ap-ap1-radio-1] quit

[AC-wlan-ap-ap1] radio 2

[AC-wlan-ap-apl1-radio-2] option roam-navigation enable rssi 20 beacon-power 20 probe-response-power 20
[AC-wlan-ap-apl-radio-2] quit

[AC-wlan-ap-apl]quit




D547 D APHE D =B

ARTAVX—IF5AT7 D FHIH
74TV EDESBREICLDZT IV ERAFHRESOHWNI AT FOT YT —2a v %FHBELET)

[AC] wlan ap ap1l model WA6632-JP

[AC-wlan-ap-apl] radio 1

[AC-wlan-ap-apl-radio-1] option client reject enable rssi 20
[AC-wlan-ap-ap1-radio-1] quit

[AC-wlan-ap-apl] radio 2

[AC-wlan-ap-ap1-radio-2] option client reject enable rssi 20
[AC-wlan-ap-ap1-radio-2] quit

[AC-wlan-ap-ap1l]quit
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H 3c WAG320-IP

w Save .‘i Roadmap | :. admin

Actions System » Dashboard
Dashboard
ystem Logs
Network Configuration > 4
Critical
Network Security >
System >
/ APs o= System usage
Thols N . —— Online Offline Unhealthy
4
3 2%
2
1 CPU
0
16:38:00 16:38:05 16:38:10 16:38:15
Wireless services o= Clients
) 24GHz ) 5GHz
S3ID o 802.11a(5GHz)
o 802.11n(5GHz)
302.11ac(5GHz)
guest 802 11ax(5GHz)
% 802.11b(2.4GHz)
802.11g(2.4GHz)
client number
0 ] P 3 . p 802.11n(2.4GHz)

802.11ac(2.4GHz)
802.11ax(2.4GHz)

m ®riew

14

Informational

o=
Serial ID: 219801A2YF821BE000OSY
Hardware: Ver.A
Boot ROM: 71.18
Software: 7.1.064, Release 2453P01
o=
Quantity
Access Points Clients Event Logs

Q1 ©0 Qo1 00 0: 49 014



WA6320-1P w Save ."". Roadmap | a admin
Actions All Networks » Monitoring » Access Points 3 APs
Dashboard APs
I
Quick Start >
AP quantity =
Monitoring 8 Online APs Offline APs Unhealthy APs
Q1 (-] 0o
Wireless Networks

Access Points
y AP model By AP type

Clients

% Online manual APs

o Auto APs

Wireless Security .
Offline manual APs

Unauthenticated APs
RF Monitoring

100.00%

Application Monitoring

0 1 2 3 4 5
Wireless Configuration >
Network Security >
System >
Tools >
Reporting >

@ Access Points Clients Event Logs
System View Network View

©1 ©0 Qo0 00021 07 05
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69

Wi

WA6320-JP i Save §p Roadmap | & admin
Actions All Networks » Monitoring » Clients » Clients
Dashboard Clients
Quick Start > lotal 5LHz 2.4uHz
uick Star
1 1 0
Monitoring v @
Wireless Networks By AP By SSID
AP Name | Clients(5GHz) | Clients(2.46Hz) Q SSID | Clients(5GHz) | Clients(2.4GHz) Q
Access Points 00dd-b6b1-Tcal 1 0 guest 1 0
Clients @
Wireless Security
RF Monitoring
Application Monitoring 1 < b > mn coem
Wireless Configuration >
By Authentication Mode By radio type
Network Security >
o 502 11a(5GHz)
System > - e o 802.11n(5GHz)
o 802ax 802.11ac(5GHz)
MAC 802.11ax(5GHz)
Tools
> Portal 802 11b(2 4GHz)
MAC + Portal 802.11g(2.4GHz)
Reporting > PSK+WEP 802.11n(2 4GHz)

DN A4 i ALY

@ Access Points Clients Event Logs
System View Network View

Q1 ©0 Qo1 0001 49 Q14
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70

H3 WA6320-JP HSave ..' Roadmap | & admin

Actions All Networks » Monitoring » RF Monitoring » RRM
Dashboard RRM
Quick Start

0

oFs ENEYF v R ILER

Monitoring v I @ NO Calibration Information

Wireless Networks

= oc EhRYIES

]
N~
G

Jd

|

H

=

0

i

Access Points

Clients

Wireless Security

Dfo o <4 B>
RF Monitoring
i f b= = Sk
Bandwidth Adjustment iﬁ[l]“ HE o=
Application Monitoring | ™ EIJJ.TE.
Wireless Configuration > 00dd-bbb1-7cal 5GHz(1) 2022-05-24 16:27:44
Network Security >
System »
Tools >
‘If;‘l - <4 B> B
Reporting b

: . @ Access Points Clients Event Logs
System View Network View

Q1 ©0 Qo1 000: 49 Q14
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H 3C WAG320-IP

Wi

Actions System » System » Event Logs » Event Logs
Dashboard Event Logs
Network Configuration >
System Logs
Network Security b
System v

22-05-24 15:47:50

2022-05-24 15:48:23

Resource

2022-05-24 15:48:23

File Systems 2022-05-24 15:48:25

Administrators 2022-05-24 15:48:25

2022-05-24 15:48:55
Management
2022-05-24 15:48:55

Tools > 2022-05-24 15:48:55
2022-05-24 15:48:55
2022-05-24 15:48:56

2022-05-24 16:04:49

T P

@ Informational
@ Error

® Eror

@ Informational
@ Informational
@ Notification
@ Error

@ Notification
@ Error

@ Informational

@ Notification

A .

Total 27 entries, 27 matched.Page 7/ 7.

w Save .". Roadmap

Search

System restarted -- H3C Comware Software.

Physical state on the interface WLAN-Radio1/0/1 changed to up.

Physical state on the interface WLAN-Radio1/0/2 changed to up.

BSS 00dd-b6b1-7cbD was created after service template service with SSID guest was bound to radio 2 on AP 00dd-b6b1-7cal.

BSS 00dd-b6b1-7cal was created after service template service with SSID guest was bound to radio 1 on AP 00dd-b6b1-7ca0.

Line protocol state on the interface Vlan-interface1 changed to up.

Physical state on the interface Vlan-interfacel changed to up.

Line protocol state on the interface GigabitEthernet1/0/1 changed to up.

Physical state on the interface GigabitEthernet1/0/1 changed to up.

Nearest bridge agent neighbor created on port GigabitEthernet1/0/1 (Ifindex 1), neighbor's chassis ID is c4ca-d3a5-8eed, port 1D is GigabitEthernet1/0/2.

Console logged in from conO.

- o o -

m @ feesr e
View
©1 ©0 001

- «a (] Q
Event Logs
0001 L9 Q14
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emergency(82)
alert(7 7 — )
critical(Z U 7«4 HJL)
error(T 7 —)
warning ()
notification G&@%0)
informational (I5¥R)

debugging(F /3w 7

IR B

VAT LISERTEEEA
WRT7 7 aYRBICICRTIZLENHY £F
e R ARAR

I 7 —RRE
Hﬁzﬁ: xﬁ;
EBZHNEKRLGIRRE

BFRA v t2—
TNy TLRILDO Ay —

BARE=0
BRE=1
BARE=2
BARE=3
BEARE=4
BRE=5
BRE=6
BRE=T

72
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H3 WA6320-IP H Save .". Roadmap | ... admin

Actions System » Network Configuration » Network Routing » Routing Table

Dashboard Routing Table

Network Configuration v .
uting Table -

Network Interfaces

IPv4 routing table @
VLAN

IPv6 routing table B2
Network Routing

Network Services v

IP Services
DHCP/DNS
Multicast
ARP
ND
NAT
Management Protocols

Network Security >

: @ : Access Points Clients Event Logs
System View View

Q1 o0 @01 0001 210 @14
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H3 WA6320-JP HSave .""’ Roadmap | ... admin

Actions System » Network Configuration > Network Routing » Routing Table
LEEIDTET < |Pv4 Routing Table -
Network Configuration v
Search -
Network Interfaces | Mask Length | Protocol | Preference | Next Hop | Interface =
VLAN 0.0.0.0 0 Static 70 10.10.11.254 Vlanl
0.0.0.0 32 Direct 0 127.0.0.1 InLoop0
Network Routing
.10.11.0 24 Direct 0 10.10.11.22 Vlanl
Network Services v 10.10.11.0 32 Direct 0 10.10.11.22 Vlanl
10.10.11.22 32 Direct 0 127.0.0.1 InLoop0
IP Services
10.10.11.255 32 Direct 0 10.10.11.22 Vianl
DHCP/DNS
'J 127.0.0.0 8 Direct 0 127.0.0.1 InLoop0
Multicast 127.0.0.0 32 Direct 0 127.0.0.1 InLoop0
127.0.0.1 32 Direct 0 127.0.0.1 InLoop0
ARP
127.255.255.255 32 Direct 0 127.0.0.1 InLoop0
ND 224.0.0.0 4 Direct 0 0.0.0.0 NULLO
224.0.0.0 24 Direct 0 0.0.0.0 NULLO
NAT
255.255.255.255 32 Direct 0 127.0.0.1 InLoop0
Management Protocols
Total 737 entries, 13 matched.Page 7/ 7. s
Network Security >

m @ Access Points Clients Event Logs
lew

Q@1 ©o0 Qo1 Q0001 410 Q14
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H3 WA6320-JP HSave .‘" Roadmap | & admin

Actions System » Network Configuration » Network Services » ARP > ARP

Dashboard ARP

Network Configuration v @

Address Resolution Protocol resolves IP addresses into MAC addresses on Ethernet networks.
Network Interfaces

Network Routing

O 10.10.11.23 14-51-7E-CA-93-A2 Dynamic 1 GE1/0/1
Network Services v 10.10.11.24 (8-F2-65-35-5D-0F Dynamic 1
P Services O  10.10.11.25 SC-A7-21-F3-67-E0 Dynamic 1 GE1/0/1
O 10.10.11.71 0C-DA-41-1D-EA-99 Dynamic 1 GE1/0/1
DHCP/DNS
O 10.10.11.72 0C-DA-41-1D-5A-4B Dynamic 1 GE1/0/1
Multicast O  10.10.11.73 0C-DA-41-1D-37-CC Dynamic 1 GE1/0/1
@ 10.10.11.74 0C-DA-41-1D-B8-64 Dynamic 1 GE1/0/1
10.10.11.75 0C-DA-41-1D-73-60 Dynamic 1 GE1/0/1
ND 0O 10.10.11.76 0C-DA-41-1D-30-67 Dynamic 1 GE1/0/1
\aT O 10.10.11.77 0C-DA-41-1D-17-5E Dynamic 1 GE1/0/1
O  10.10.11.78 0C-DA-41-1D-DB-AB Dynamic 1 GE1/0/1
Management Protocols
Total 74 entries, 14 matched, 0selected.Page 7/ 7. s

Network Security >

m @ Access Points Clients Event Logs
lew
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ZHrIERIZSystem view > Tools > Debug > Collect > xxxx.tar.gzFexX CPCAZ I vA—F 3 X9 45
¥ CiscoDshow tech supporttl

H3 WA6320-JP HSave ..' Roadmap | & admin

Actions System » Tools » Debug ¥ Diagnostics
Dashboard Diagnostics
Network Configuration >
Network Security > “ @
System >

Tools Y] @
Debug @

Ping

Tracert

_ Access Points Clients Event Logs
Network View

©1 ©0 Qo0 Q0021 441 06



ZHBERIIFEFICAPDflashICHRTFESINFITOT, PCICE4yA—FTEXT, 77

H3 WA6320-JP a Save .". Roadmap | & admin

Actions System» System » File Systems ¥ File System Management

Dashboard File System Management

Network Configuration >

flash: v

Network Security
Total: 115343360 bytes, Used: 100311040 bytes, Free: 15032320 bytes

ssem | pemry o &8

Event Logs L)
[0 flash:/WA6300-CMW710-R2453P01.ipe 48091136 2022-02-2212:03:48 No
Resource
O flash:/anchor-ac 2022-02-22 11:55:40 Yes
File Systems @ flash:/anchor-ac/startup.cfg 3165 2022-05-24 20:20:05 No
Administrators [0  flash:/background-logon.jpg 133328 2022-04-1415:39:18 No
O flash:/cloud 2022-05-1004:33:23 Yes
Management
(0 flash:/cloud/startup.cfg 17704 2022-05-24 07:06:54 No
Tools > [0 flash:fdefaultfile.zip 260649 1970-01-01 00:00:20 No
@ flash:/diag_H3C_20220526-184506.tar.gz 105321 2022-05-24 16:02:00 No
O flash:/diagfile 2022-02-2111:36:30 Yes
[0 flash:/dsakey 567 2022-05-24 07:06:14 No
Total 27 entries, 27 matched, 7 selected.Page 7/ 7. 4« »HQ

Access Points Clients Event Logs

Q1 ©0 Qoo 00 0: 45 012

Network View
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> D497 TIHA
» ) New H3C Group
> @ OneDrive - Mew H3C Group

v HPC
> 4 Fv0-F
s il TATRT

W

o FFaAvk
W E0Fy

> @A

O -7

W
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H3C WA6320-IP

H Save .‘.' Roadmap | & admin

Actions System » System » Management » Reboot
Dashboard @
Network Configuration >

Network Security

Reboot Device
>
System v I @

Event Logs

Resource
File Systems
Administrators

@

Tools >

@ _ Access Points Clients Event Logs

Q@1 ©o0 Qo1 Q0001 410 Q14
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4 ANA—T U FREE)
Anchor-ACERBILVLANIZE T AR DY —/\—AqguestITEHLI=I9 AT UMM ORI BRI AE

Host A

10.40.94.2

# DHCPHY—/\—E%E

dhcp server ip-pool 100
gateway-list 10.40.94.1
network 10.40.94.0 mask 255.255.255.0
dns-list 8.8.8.8 114.114.114.114

10.40.94.3

Ss1D: quesiOpe

Anchor-AC(%* AFE—F)

GE1/0/1
«x

31

€

BIEEPC
192.168.1.2/24
JO—KN\VRIL—43—

\192 168.1.1/24
@ A28—k

f\

'!3

4

10.40.94.1/24

1 Iﬁ-:-VLAN

HOStB  poE74 74—

# NAT(PAT)

interface Vlan-interface 1

ip address dhcp-alloc

nat outbound 2000

packet-filter 3000 outbound

acl basic 2000

rule O permit source 10.40.94.0 0.0.0.255
acl advance 3000

rule O permit ip destination 192.168.1.1 0

H—/\—
192.168.1.3/24

rule 1 permit ip destination 192.168.1.2 0 4= ><Rule 1iZvlan 1NN EEEPCH S

rule 2 deny ip destination 192.168.1.0 0.0.0.255

APAT7 7R T BIG5EICHETT,
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WA6320-JP B swe @ Roadmap | & admin
Actions System » System » Resource » IPvd ACL
Dashboard IPvd ACL

I
Network Configuration >

IPv4 ACLs

Network Security > .

Search -
System v o
B ACL Category = Match Order Description =
Event Logs [  advanced default 2 Config 5
Resource
Management
Tools >

Total 7 entries, T matched, 0selected.Page 7/ 7.

[ I ] Q

Clients Event Logs
m NEtwo [k U-Iew og

1 00010 122 03




it FHACLTACLE 523000 L THERK 83

WAG320-IP
Actions System » System » Resource » IPv4 ACL » New IPv4 ACL
S ACL Category (O Basic @ Advanced
ACL %
Network Configuration > 3000 (3000-3999 or 1-63 chars)
Network Security > Rule match order O Config@ Auto
Rule numbering ste
getep 1 (1-20)
System v
Description deny access to internal ser\.reli (1-127 chars)
Event Logs
4
Resource
Continue to add rule
Management
Tools >

: Clients Event Logs

1 00010 25 033
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H3 ' WAG6320-JP B sove @y Rosdmap | 8

F—
Actions System ¥ System » Resource » [Pvd ACL > Mew IPvd ACL > New Rule For IPvd Advanced ACL
Dashboard ACL
3000 (3000-3999 or 1-63 chars)
Metwork Configuration > Rule D *
(0-65 Auto numbered
Network Security > L aae .
Description (1-127 chars)
System v
I
Event Logs Action @Permit Deny
- - - - pa— \ '
: ~ess | X permit ip destionation 192.168.1.1 0ICHE 3
esource
Match criterion [D Source IP address/wildcard mask
Management Destination IP address/wildcard mask
192.168.1.1 /0.0.0.0
Tools >

Source port in TCR/UDP packet
Destination portin TCP/UDP packet
Ectablished TCP connection
TCP flag
ICMP message type

[ DSCP priority

[ IP precedence priority

[ TOS pricrity

Time range +

Fragments [ Only apply to nen-first fragments
Logging [ Log matching packets
Counting Count the number of times this rule has been matched

Continue to add next rule

Clients Event Logs
Netwark View
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H3 ' WAG6320-JP B sove @y Rosdmap | 8

F—
Actions System ¥ System » Resource » [Pvd ACL > Mew IPvd ACL > New Rule For IPvd Advanced ACL
Dashboard ACL
3000 (3000-3999 or 1-63 chars)
Metwork Configuration > Rule D *
(0-65 Auto numbered
Network Security > L aae .
Description (1-127 chars)
System v
I
Event Logs Action @Permit Deny
- - - - pa— \ '
: ~ess | X permit ip destionation 192.168.1.2 0ICHE 3
esource
Match criterion [D Source IP address/wildcard mask
Management Destination IP address/wildcard mask
192.168.1.2 /0.0.0.0
Tools >

Source port in TCR/UDP packet
Destination portin TCP/UDP packet
Ectablished TCP connection
TCP flag
ICMP message type

[ DSCP priority

[ IP precedence priority

[ TOS pricrity

Time range +

Fragments [ Only apply to nen-first fragments
Logging [ Log matching packets
Counting Count the number of times this rule has been matched

Continue to add next rule

Clients Event Logs
Netwark View

1 0010 7 O
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H3 | WAG320-1P B sove & Roscmap | 8

Actions System » System » Resource » IPvd ACL > Edit IPv4 ACL » New Rule For IPvd Advanced ACL
Dashboard ACL ) . i )
3000 (3000-3999 or 1-63 chars)
Metwork Configuration > Rule D =
(0-6553 Aute numbered
Metwork Security >
Description (1-127 chars)
System 3%
Event Logs Action O Permit@ Deny
- - - — \ '
“le=s | 2¢deny ip destionation 192.168.1.0 0.0.0.255(Z#E 5
Resource
Match criterion [ Source IP address/wildcard mask
Management Destination IP address/wildcard mask
/
Tools - 192.168.1.0 /0.0.0.255

Souwrce port in TCR/UDP packet
Destination port in TCP/UDP packet
Established TCP connection
TCPflag
ICMP message type

[ DSCP priority

[ IP precedence priarity

[ TOS priarity
Time range
Fragments [ Only apply to non-first fragments
Logging [0 Log matching packets
Counting Count the pumber of times this rule has been matched

[0 Continue to add next rule

T . Clients Event Logs
ySteEm View etwark View
1 D OO0 o x s
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WAG6320-JP w Sanre ﬁ Roadmap | a admin
Actions All Networks » Network Security » Packet Filter » Packet Filter

Dashboard Packet Filter
Quick Start > .
Monitoring >

5o e
Wireless Configuration > o .

B Interface a Direction Filter Counting =

Network Security v

Packet Filter

Traffic Policy

Access Control

Authentication

User Management

Access Control
System >
Tools > Total Oentries, 0matched, Oselected.Page 7/ 7. )

e -~

Clients Event Logs

1 Q0010 L2 Qs




Vian 105 H A9 BERIZACL 3000 )L—)LEER T3 88

Actions All Networks » Network Security » Packet Filter » Packet Filter
Dashboard Interface «
Vlanl x -

uick Start
Q R Direction & O Inbound ® Qutbound
T 5 Packet filter = ® IPv4 ACLO IPvE ACLO Ethernet frame header ACL ' User defined ACLO Default action

ACL » 3000 +

Wireless Configuration >
Network Security v

Packet Filter

Traffic Policy

Access Control

Authentication

User Management

Access Control
System >
Tools >

e .~

_ ' Clients Event Logs
System View Network View
1 00010 426 Osa
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#

interface Vlan-interfacel

ip address dhcp-alloc

tcp mss 1400

packet-filter 3000 outbound

nat outbound 2000

#

acl advanced 3000 match-order auto
description deny access to internal server
step 1

rule 0 permit ip destination 192.168.1.1 0
rule 1 permit ip destination 192.168.1.2 0
rule 2 deny ip destination 192.168.1.0 0.0.0.255
#

39
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Products by Category

Cloud Computing Routers Switches

y o) o

Wireless Security Network Management

9_ == ._o\.o
SDN License Server Transceiver Modules
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& 7l & 5 D ZE R

H3C WX1800H Series Access H3C WX5800H Series Access H3C 802.11ax Series Access Points
Controllers Controllers

H3C WAB638 Access Point

H3C WX1800H Series Access H3C WX5800H Series Access .

Controllers Controllers .

Learn More = Learn More -
H3C WX3800H Series Access H3C 802.11ac Wave2 Series Access H3C WAGB36 Access Point
Controllers Points

Learn More -3

H3C WX3800H Series Access H3C WA510H Access Point
Controllers

Learn More —*

Learn More —*

H3C WAB630X Access Point

Learn More

H3C WAS30 Access Point

Learn More =

H3C WAB628X Access Point

Learn More =

H3C WAB30X Access Point

Learn More =




Technical Documents

Technical Documents

Trending

Install

Command -

Configure

Maintain

Products & Technology v Solutions v

Software Download

Command References

Training & Certification Partners « About

Knowledge Base

Title

Date

10-12-2020
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HARGEE M. FAQLE #E{R R
https://h3cgroup-
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Anchor-ACE—F DT 74 ILED 747 (telnet/http/https TD 7 7 A A3 AT EE

#

version 7.1.064, Release 2451
#

sysname H3C

#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

lldp global enable

lIdp hold-multiplier 8

#

password-recovery enable
#

vian 1

#

interface NULLO

#

interface Vlan-interfacel
ip address 192.168.0.50 255.255.255.0
#

interface GigabitEthernet1/0/1
#

interface WLAN-Radio1/0/1
#

interface WLAN-Radio1/0/2
#

scheduler logfile size 16

#

line class console

user-role network-admin

#

line class vty

user-role network-operator

#

line con O

user-role network-admin

#

line vty 0 31
authentication-mode scheme
user-role network-operator

#

line vty 32 63

user-role network-operator

#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role
#

role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

role name level-7

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

role name level-13

description Predefined level-13 role

#

role name level-14

description Predefined level-14 role

#

user-group system

#

local-user admin class manage

password simple h3capadmin
service-type telnet http https
authorization-attribute user-role network-admin
#

ip http enable

ip https enable

#

undo attack-defense tcp fragment enable
#

wlan ap-group default-group

vlan 1

#

wlan ap Xxxx-xxxx-xxxx model WA6320-JP
serial-id XXXXXXXXXXXXXXXXXXXX
mac-address XXxXxX-XXXX-XXXX

anchor-ap disable

radio 1

radio 2

gigabitethernet 1

#

return
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EARBI—Y—# 512

802.117Aka)L HR—bk

< JLFSSID(RF47-1)) 16

SSIDMDIEFK R HR—k

802.11G 1Ri& HR—bk

802.11nA>")— HR—k

A—HF—H DR SSIR—R/RFA—R H#HHR—k
802.11MAC  T7oA T Fa_k

TARIL HR—k

BHOEI—FE4T HR—k

A0MHzE—K D 20MHZz/40MHz®D GA—

BERAYF

A—AhILEnE TIAHILcDO—H)LERE

BHEIUTILES AR HR—k

ACHRH .

(DHCPAF< 3243, DNS) gn—t

IPV6L TR IL HR—bk

Clock[E£A HR—k
AP Jumbo frame#ziE HR—k

ACZENLTAPDEKRIL

NW/ASA—RZZ|YH TS
APLACREIDL2 / L3tk
APEACFEIDNATRS /A —H )L

BRT VRV A—5—,LLTOHE—R

HiR—k:F2MIP. VLAN, EfHSN-AC7KL X
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A—3>4 ACHMDAPRITOL2LE3O0—3 4 HR—
NAT HR—
PPoE JEYR—
DDNS JEHR—

G/WHERE SSL-VPN JEHR—
IPsec-VPN JEHHR—
RIP FEHR—
GRE FEHR—

TORRGIE |[FA—TUVRTFL T T—RE— HiR—
WEP-64/128, EiFWEP HR—
WPA, WPA2 ﬂl-l-f—
TKIP HR—
CCMP HiR— I~(802 11nZH#E2E)
SSH v1.5/v2.0 Hh—
AL AEAD

Hofi—

-I_ g)l/:m..\n

-U-;I_: U:E I‘l:m..\nIEs %%B-U-_/ {_

802.1xE23E

EAP-TLS, EAP-TTLS,
EAP-PEAP, EAP-MD?5,
EAP-GTC

R—BINR—AYF AL

HiR—bk:SSIDR—X . APHR—

BILR— Tya

O—AhJLEREE

802.1x. fR—%JL . MACEREIE
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SVPI# > ~M QoS 1t HR—bk
O— L7 Ry 32 4l#H(CAC) YiR—k: A ——H/FEBEA—X
End to End QoS HR—k
AP7 w7 O—RiEE &R HiR—bk
Ea—kOovs HR—bk
BHULRFYRILEBIDERTE HR—k
HEWEFrrRILEBNETE HiR—k
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A®H ____ 4#@®H ___________ AnchorAC_____

L1y27arajL

TILFF v Xk

R

EEERR

WiFiO4s—< 3>

JV)— e

ARP

802.1p

802.1q

802.1x

IPv4aZOra)L

Native IPv6

IPv6 SAVI

IPv6 portal

MLD AX—E >4

IGMP AX—E >4
TILFX XA IL—T
TILFF VYA DIIZF AR
(IPv4. IPv6)

ACRID1 + 174 LA —/\—
ACRIDA T APHE
IJE—RAP

Ay apxykT—2

RO —OEHE
SRy {: |
cCurPIDO4S— 3y

AP RFAUA—DJIAAD
ARFTa—LEnf=vybd oY

DAY LAY —E RFTEMNLES vybE D

>
NN ENRE (PPC)

HR—bk
HR—bk
HR—bk
HR—b
HR—bk
HR—bk
JEHR—k
HR—bk
HiR—k
HiR—bk
FEHR—k

HYiR—k  SEREICE DV TaA =X v X MIEE
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JEHR—F

JEHR—bk

JEHR—bk

WEB, RMON%

SNMP vi1/v2/v3

WEB. CLI, Telnet, FTP% &
JEHR—bk

HR—t
HR—F
I R—t

=JL =

ax A

LET

101



102

LAN RF Ping HR—k
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YT IVEA L ARGES L H—F JEHR—F
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INTYRERE DA T DR ZE JEHR—k
802.11n/ N4y R ERE N JEHR—k
TIORAR—ZADS 7499 x—EY FEHHR—k
Co-APF¥RLEH JEHR—k
Co-APF ¥ )LD EFI JEHR—k

RFA2B3—J1—AD

EEEERET LT YR L FFYR—t
EEMNBNTLYLR/Yk -
e FU—t
BROBNLI—F—THER%E .
ooy FU—t
TILFXv RN yRFoy oy .
EmI=T 2 Fym—t
AT—HAD B HR—bk
RS —ERi%k JEHHR—Fk
VLANZ—)L JEHR—bk
Bonjour gateway HiR—k
ke 802.11w HR—bk
802.11k HR—bk
Hotspot2.0 (802.11u) FEHR—b

VPN HR—bk




APMD/IN—FK T 7 LLER 103

WA6320-JP WA6638-JP

IE)— 512M 1024M
Flash 128M 8M NOR+256M NAND

XTI ERA% . 802.11a/b/g/n/ac/ax 802.11a/b/g/n/ac/ax
TaTIL/M)TILiE (WiFi6). Ta T IL/NR (WiFi6). R JL/NU K

MU-MIMO A1) 4 /MU-MIMO By /79 T)49 MU-MIMO
2AGHZzSR 7 T8 2x2/0.575Gbps 4x4/1.15Gbps

JEAR R )L—T vk

SGHzEH 7T # 2x2/1.2Gbps 4x4 +4x4/2.4G+2.4Gbps

/B2 )L—Tyk
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