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FE : &' F(CCtrl+BZ= A1 L TBOOTWARE MENUIZC7 272X L., ClrlI+YTE—FEE A = 2 —

BootWare Validating...

Press Ctrl+B to access EXTENDED-BOOTWARE MENU...
Password recovery capability is enabled.

Note: The current operating device is flash

Please select the new mode
Current mode is Fit Mode

Enter < Storage Device Operation > to select device. ITO-FNLOI\(jled :
======<EXTENDED-BOOTWARE MENU>========== 2 Fiat |\/|oodee |
Iii ngetrSSyeS:izrlnSubl\/lenu 13 Anchor-AC  (Virtual AC Mode) |
|<3> Enter Ethernet SubMenu Ig g”Ciholr\;lFlje I
|<4> File Control asis Mo

|0 Exit |

|<6> Skip Current System Configuration Enter your choice(0-5):3

|<7> BootWare Operation Menu
|<8> Skip Authentication for Console Login

|<9> Storage Device Operation

|
|
|
|
|<5> Restore to Factory Default Configuration |
|
|
|
I Changed to anchor-ac mode successfully!

|<0> Reboot

Ctrl+Z: Access EXTENDED ASSISTANT MENU FE bR AZ2—TE—FZBERLTH, 1R
Ctrl+F: Format File System F—ILLTWABR77—L9x7HhNLTWEWLWE—
Ctrl+C: Display Copyright S o 4 - R . -
CHrl+Y: Change AP Mode/?EJ:'\.‘fa*-.:( FTHhhE, rebootik, 77 A LAFELBELEWLS
Enter your choice(0-9): IT7—HRERIN, rebootHh L £7,
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FITE— R 77—LoxcT7X7>aO—FDOFEIE

# WAS538-JPTANChorDI77—LITT7 DHREF
# INTULVSDIREE
#FITE—RDI77—LIx7IIRESNTWEEA
<WAS538>dir

Directory of flash:

O drw- - Oct 29 2020 03:48:32 anchor-ac

1 drw- - Oct 29 2020 03:46:55 anchor-fit

2 —rw- 261472 Jan 01 1970 00:00:24
defaultfile.zip

3 drw- - Oct 29 2020 03:44:34 diagfile

4 -rw- 735 Nov 02 2020 13:03:21 hostkey

5 -rw- 156 Mar 23 2022 05:39:00 ifindex.dat

6 drw- - Dec 31 2020 02:57:57 logfile

7 drw- -Jan 01 1970 00:00:22 lost+found

8 drw- - Oct 29 2020 03:45:09 pki

9 drw- - Oct 29 2020 03:44:34 seclog

10 -rw- 591 Nov 02 2020 13:03:21 serverkey

11 -rw- 2326 Mar 23 2022 05:39:01 startup.cfg

12 -rw- 55766 Mar 23 2022 05:39:01 startup.mdb

13 -rw- 450752 Dec 31 2020 02:56:22 wa5300-
anchor-boot.bin

14 -rw- 34840576 Dec 31 2020 02:56:44 wa5300-

anchor-system.bin
131072 KB total (90156 KB free)

# WA538-JP% Y J— L TEIMEE—FZEFITICLET
<WA538>reboot

Start to check configuration with next startup configuration file, please
wait......... DONE!

Current configuration may be lost after the reboot, save current
configuration? [Y/N]:n

This command will reboot the device. Continue? [Y/N].y
Now rebooting, please wait...

System is starting...

BootWare Validating...

Press Ctrl+B to access EXTENDED-BOOTWARE MENU...
Password recovery capability is enabled.

Note: The current operating device is flash

Enter < Storage Device Operation > to select device.
==<EXTENDED-BOOTWARE MENU>===========

|<1> Boot System |

|<2> Enter Serial SubMenu |

|<3> Enter Ethernet SubMenu |

|<4> File Control |

|<5> Restore to Factory Default Configuration |

[<6> Skip Current System Configuration |

|<7> BootWare Operation Menu |

|<8> Skip Authentication for Console Login |

[<9> Storage Device Operation |

|<0> Reboot |

Ctrl+Z: Access EXTENDED ASSISTANT MENU
Ctrl+F: Format File System

Ctrl+C: Display Copyright

Ctrl+Y: Change AP Mode

Enter your choice(0-9):

Please select the new mode

Current mode is Anchor-Fit Mode



FITE—FD77—LY 74Xy yO0— RKDOFEEGX)

# APE—FDEREA=—1—TFit ModeZEIRLTYT—F

INO. Mode |
[1 Fat Mode |
|2 Fit Mode |
[3 Anchor-AC (Virtual AC Mode) |
|4  Anchor-Fit |
|5 Oasis Mode |
[0 Exit |

Enter your choice(0-5):2

Changed to fit mode successfully!

System is starting...

Press Ctrl+D to access BASIC-BOOTWARE MENU
Booting Normal Extended BootWare

The Extended BootWare is self-decompressing......Done.
BootWare Validating...

Press Ctrl+B to access EXTENDED-BOOTWARE MENU...
Loading the main image files...

The image does not exist!

Loading the backup image files...

The image does not exist!

Loading images fails.

Trying to get the IP address from the DHCP server...
DHCP server's IP address is 192.168.0.1

Client's assigned address is 192.168.0.52

DNS domain name got from DHCP server is

DNS server's IP address is 0.0.0.0

Default Gateway's IP address is 192.168.0.1

This client's subnet mask is 255.255.255.0

The length of option 43 is: 0

Change State : Idle to Broadcast Discovery

Change State : Broadcast Discovery to Join

Change State : Join to JoinAck

Change State : JoinCfm to Image Download

# ACHBFITE—RFDI7—L 7L A—FSh&FT
Image file wa5300-boot.bin is self-decompressing...

Saving file flash:/wa5300-boot.bin .................. Done.
Image file wa5300-system.bin is self-decompressing...
Saving file flash:/wa5300-system.bin ....................... Done.

[State : ImagelLoad] Image download successful
[State : Idle] Reset request, rebooting the AP
Rebooting......

BootWare Validating...

Press Ctrl+B to access EXTENDED-BOOTWARE MENU...
Loading the main image files...

Loading file flash:/wa5300-system.bin.................... Done.
Loading file flash:/wa5300-boot.bin......... Done.

Extended BootWare Version is not equal,updating? [Y/N]Y
Updating Extended BootWare......... Done.

Basic BootWare Version is not equal,updating? [Y/N]Y
Updating Basic BootWare............ Done.

BootWare updated,System is rebooting now.

System is starting...

Press Ctrl+D to access BASIC-BOOTWARE MENU
Booting Normal Extended BootWare

The Extended BootWare is self-decompressing....... Done.
The Extended BootWare is self-decompressing....... Done.
BootWare Validating...

Press Ctrl+B to access EXTENDED-BOOTWARE MENU...
Loading the main image files...

Loading file flash:/wa5300-system.bin.................... Done.
Loading file flash:/wa5300-boot.bin......... Done.
Image file flash:/wa5300-boot.bin is self-decompressing......... Done.

System image is starting...

Startup configuration file doesn't exist or is invalid.
Line conO is available.

Press ENTER to get started.



FITE—FD 7 7—LT7x7X7>A—FDOFIEGFEZ)
#FTE—FDI7— L7 7 HHREFSNWASIE-IPH # WA538-JPAWX1840HI- B S 14k B

# FITE—F TiZEh !
<WA538>display wlan device role ;Xygiisr:g;pg?xglsaq ap all

Current running mode: FIT AP. _
9%Mar 23 07:32:54:590 2022 f474-880b-5420 CWC/6/CWC_AP_up:  rotal number of connected APs: 0

Master CAPWAP tunnel to AC 192.168.0.1 went up. Total number of connected manual APs: 0
Total number of connected auto APs: 0

<f474-880b-5420>dir Total number of connected common APs: 0
Directory of flash: Total number of connected WTUs: 0

0 drw- - Oct 29 2020 03:48:32 anchor-ac Total number of inside APs: 0

1 drw- - Oct 29 2020 03:46:55 anchor-fit Maximum supported APs: 128

2 -rw- 261472 Jan 01 1970 00:00:24 defaultfile.zip Remaining APs: 128

3 drw- - Oct 29 2020 03:44:34 diagfile Total AP licenses: 20

4 -rw- 735 Nov 02 2020 13:03:21 hostkey Local AP licenses: 20

5 -rw- 156 Mar 23 2022 05:39:00 ifindex.dat

Server AP licenses: 0

6 drw- - Dec 31 2020 02:57:57 logfile - : )
7 drw- - Oct 29 2020 03:45:09 pki Remammg local AP licenses: 20
8 drw- - Oct 29 2020 03:44:34 seclog Sync AP licenses: 0 _
9 -rw- 591 Nov 02 2020 13:03:21 serverkey AP information
10 -rw- 5450752 Dec 31 2020 02:56:22 wa5300-anchor- State : I=Idle, J =Join,  JA=JoinAck, IL=Imageload
boot.bin C =Config, DC = DataCheck, R =Run, M = Master, B = Backup
11 -rw- 34840576 Dec 31 2020 02:56:44 wa5300-anchor-
system.bin AP name APID State Model Serial ID
12 -rw- 5899264 Jan 01 2016 00:00:00 wa5300-boot.bin f474-880b-5420 4 | WASB38-JP
13 -rw- 17982464 Jan 01 2016 00:00:00 wa5300-system.bin 219801A2959199G0001J

131072 KB total (66892 KB free)
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FIEL : B — € X (service-template) Z{EX9 3 (SSID)
- —E X%

- SSIDD X FF

T %ﬁiﬁ]t:@“% (service-template enable)

- 77 # )L FVLANZE

- SSID?Dhidden mode;£E<ON/OFF>

- forwarding type(ACEHEH L < 1ZA—HIL)

- 20EE X 14 7' (Open, PSK, 802.1x, MAC, Portal)

- ZREESAT(AC, AP)

- tx 2T 4 E—FWPA WPA2 WPASGRIEIZO~ Y KH B DH))

- EE T L — L{R#E(ON/OFF)

+ PSKXZZEF D AT

- SSID%& EH 3 2 EBRDER(radiol 5G, radio? 2.4G)

. H— B X (service-template) D B %h/HE%h

FE2 : Anchor-ACZAPD -8 DDHCPY —/s—¢& 9 3
- IP7—IL% ¢ For AP Management

- gateway-list 192.168.0.1

- network 192.168.0.0 mask 255.255.255.0

- address range 192.168.0.51 192.168.0.100
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GUITOETEFIEFIFEE)

FIE2

FE3 : TiRxEZ{EON/OFF(radiol, radio2, radio3)
- J—3va—FKUP)

- LED®—F

- CAPWAP k v % JLEEZ1t (Enable/Disable)

- 5GHz(1) ON/OFF

- 2.4GHz(2) ON/OFF

FIE4 : 1G/10GER— b DA 27 2 —RICEHTBETE
- enable/shutdown
- link-type(Access, Trunk, Hybrid)

L7zX ATV TWB EABET S
c ZUFANFFRIVLANY X M (F 7 # L b 1£1-4094)
« A= K (F 7 # /L k lZauto)
- —E{tAR(T 7 # /L b lZauto)

cPVID(T 7 # L b F1):x 7L 7 L — L%x22E LIZBRICPVIDTIERE
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FIE4,5

FE5 : VLANZ{ERK

- VLANE S Z X T

c RTFEDNRTEL(IGODR— DB R I(FTETT 7 ERX)
P77 RLREHZRET S

FIE6: RyrT—2IZAnchor-Fit A EH SN S EEBMICRELZER TS
E—FICTS

- wlan auto-ap enable

« wlan auto-persistent enable

FIE7 : Anchor-ACD /Sy 2 7y 7DAP%ZRET S
- BEIPTFRFLXR, vRIE

FE7 : Anchor-ACOAPEL THDETEIIEEMIZIEREINS
- FOMMDOAPIZ ERFIEG6 DZTEICLY . Anchor-ACER—tZ X > k
THEENT 5 & Anchor-ACIC & » TEFHICAPDERTENER SN 5
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http://192.168.0.50/

F7 4N bDI—H—%:admin, /XX 77— K:h3capadmin

H3C WLAN Management Platform

The default password is not secure. A qualified password must meet the following
requirements: It must contain a minimum of 10 characters. It must contain a minimum of 2

’ \ types,and a minimum of 1 characters for each type. It can't contain the username or the
‘ Q ‘USEFHE me ‘ reversed letters of the username.
@ ' y » 0ld Password | |
A ©
‘ @ Password ‘ New Passuord | |
Confirm Password | |
[C] Remember me English +

g - I

INAD—KRIFIOXFLL LT, EHFREH
ED2EFEHFEH . BRI TS —
H—. adminZEDNFEEFFHEIN &,
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07 A>3 % &DashboardAF SN F T

H3c WA538-1P

Actions

All Networks » Dashboard

Dashboard

Quick Start

Monitoring

Wireless Configuration

Network Security

System

Tools

Reporting

System Logs

APs o= System usage

Onling Offline

0%
CPU

5
4
3
2
1
0
7

0

—
Vic : — o= Clients
2.4GHz 5GHz
SSID

Ea—ont)#az[System View

0

11:31 07:11:36 071141 07:11:46

Interface traffic

Inbound Qutbound

I System View Network View I

51%

Memory

Pl ]

o

7

Informational

o)

Network Vieow]

Access Points Clients

Q1 0@ol0

8]

v

Event Logs

00 ©s

15 @7
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« Network view

o Dashboard Network Security
Quick Start Packet Filter
Add Wireless Service Traffic Policy
Dashboard Add New User Qos Policies, Priority Mapping
Monitoring Access Control
duickStart ’ ‘g,'ifr:fss s Network Al?’?hze;i)’:ication
Wireless Security RADIUS
Monitoring > Client Proximity Sensor User Management
Application Monitoring Acl\jlzzsg’:otrllgﬁl'cat'on
. S Wireless Configuration uthenticatl
Wireless Configuration > Wireless Networks Port Securlty
AP Management Portal
Network Security > Wireless QoS SyStem
Wireless Security Resource
WIPS ACL, Time Range
S ’ Allowlist and denylist Cloud Platform
Radio Management Tools
Tools > 802.11n/802.11ax settings ,transmission Debug
distance Reporting
| Applications Client Statistics
dapeiis ’ Mesh, Multicast Wireless Service Statistics
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« System view

Actions

Dashboard

Metwork Configuration

Metwork Security

System

Tools

Dashboard

Network Configuration
Network Interfaces
VLAN
Network Routing

Routing table
Static Routing
Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT

Network Security
Packet Filter
Traffic Policy
Access Control

802.1x
Authentication
RADIUS
User Management

System
Event Logs
Resource
ACL
Administrators
Management
Configuration save, import
Upgrade
Reboot
Tools
Debug

Local users




SSID(h3c-support) # 1Ep 3 %

H3c WA538-JP

admin

Actions All Networks > Quick Start » Add Services » Add Services
Dashboard Add Services
Quick Start v I
Basic settings
Add AP
Wireless service nam, i
h3c-support (|63 chars)
Add Services
SSID o+ )
h3c-support (|32 chars)
Add User
Description (1-64 chars)
Monitoring b
i
Wireless Configuration > Wireless Service @ OFF
. Default VLAN
Network Security > 100 (1-4094, 1 by default)
System N Hide SSID @ @Yes CONo
User Isolation OYes ®No
Tools > Forwarding type (O Centralized
@wal ¥client forwarding-location ap
LY 2 Forward VLAN
100 (0-4094, e.g. 1,3,5-7)

[ Policy-based

Network View

System View

Authentication settings

Authentication mode

Authenticator

Security mode
Management Frame Protection

PSKkey +

() Open (no authentication)

@ Static PSK

O 802.1X

(O B02.1X (clear)

(O Static WEP

[ MAC Authentication

[ IPvd Portal Authentication
[ IPv& Portal Authentication
@ Local AC

O Central AC

i

ON @ OFF

@ Passphrase (O Rawkey

srsssssnnne

OWPA OWPAZ @ WPA or WPA2

() WPA3-Personal O WPA3-Enterprise

(8-63 alphanumeric chars)

Confirm password

Access Points Clients

(-} 0 @ol0

Event Logs

00 O

15 @13
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H3C WA538-JP &

Actions All Networks » Quick Start » Add Services > Add Services » Advanced Settings(h3c-support)
Dashboard
Quick start v
Bind to APs Candidate Selected
Add AP
Search for Search for
Add Services 35 e
Add User || 7472-8300-5420 (Radio2 56) | I I
f474-880b-5420 (Radio3 2.4G)

Monitoring b f474-880b-5420 (Radiol 5G)
Wireless Configuration >
Network Security >
System >
Tools >
Reporting >

System View Access Points Clients Event Logs
©1 ©@o Qo0 Q0 05 415 @7




SSID(h3c-sales) & 1Ep 9 %

H3c WA538-1P ® ...

Actions All Networks > Quick Start » Add Services » Add Services

Dashboard Add Services

Quick Start v

Basic settings Authentication settings

Add AP
Wireless service name { % B Authentication mode (2 Open (no authentication)
h3c-sales -63 chars)
Add Services @ static PSK
SSID -
3 h3c-sales -32 chars)

Add User () 802.1X (clear)
Description (1-64 chars) O Static WEP
Monitaring > [JMAC Authentication
i
. . . [ IPv4 Portal Authentication
Wireless Configuration > Wireless Service
[ IPv6 Portal Authentication
Network Security > Default VLAN (1-4094, 1 by default) Authenticator @ Local AC
O Central AC
System N Hide 551D ®Yes (CNo onp
i Yes No P—— -
User Isolation o ® Security mode COWPA O WPAZ @ WPA or WPAZ (O WPA3-Personal O WPA3-Enterprise
Tools > Forwarding type O Centralized
. . . . Management Frame Protection ON @ OFF
et ¥client forwarding-location ap O Pre O
i PSKkey assphrase awkey
SEPATNE 2 Forward VLAN
CETTTTTrre (8-63 alphanumeric chars)
100 (0-4094, .. 1,3,5-7)
[ Policy-based [N Confirm password

: - Access Points Clients Event Logs
System View Network View o 0 o
@1 ©0 Qo0 0 Qs 415 @14




5GHZ(2)radiolZSSID (h3c-sales) =< & %

H3C WA538-JP P

Actions All Networks » Quick Start » Add Services » Add Services » Advanced Settings(h3c-sales) @
Dashboard .
Quick Start v
Bind to APs Candidate Selected
Add AP
Search for Search for

Add Services 33 s

Add User A74_8300._5420 (Radin I I
f474-8800-5420 (Radio3 2.4G) ﬂ
Monitoring > f474-8800-5420 (Radio2 56)
Wireless Configuration >
Network Security >
System >
Tools >
Reporting >

- - . Access Points Clients Event Logs
System View Netwaork View ° o o ° o
1 0 ol0 0 5 15 8




SSID(h3c-lobby) Z1ERkd %

H3c WAS538-JP

Actions All Networks » Quick Start > Add Services » Add Services
Dashboard Add Services
Quick Start v
Basic settings
Add AP
Wireless service name (x ~
h3c-lobby -63 chars)
Add Services
SSID =
3 h3c-lobby -32 chars)
Add User
Description (1-64 chars)
Monitoring >
P
Wireless Configuration > Wireless Service @
. Default VLAN
Network Security > (1-4094, 1 by default)
System > Hide SSID @ OVYes @No
User Isolation OYes @No
Tools > Forwarding type O Centralized
_ ewal 3 client forwarding-location ap
Sy v Forward VLAN
110 (0-4094, e.g. 1,3,5-7)

[ Policy-based

System View Network View

Authentication settings

Authentication mode

Authenticator

Security mode
Management Frame Protection

PSKkey #

() Open (no authentication)

@ Static PSK

0 802.71X

() 802.1X (clear)

() Static WEP

[ MAC Authentication

[ IPvd Portal Authentication
[JIPvk Portal Authentication
@ Local AC

O Central AC

&AP

OWPA COWPAZ @ WPAorWPAZ (O WPA3-Personal (O WPA3-Enterprise
ON @ OFF

® Passphrase (O Rawkey

(8-63 alphanumeric chars)

sssnnsenany

Confirm password

Access Points Clients

O 0@ol0

admin

Event Logs

00 0

15 @15



2.AGHZ(3)radiol=SSID(h3c-lobby) & & & %

H3C WA538-JP & ini

Actions Al Networks » Quick Start » Add Services > Add Services » Advanced Settings(h3c-lobby)
Dashboard -
Quick Start v
Bind to APs Candidate Selected
Add AP
Search for Search for

Add Services 33 s

Add User f474-880b-5420 (Radiol 5G)
f474-880b-5420 (Radio2 56)

Monitoring > f474-880b-5420 (Radio3 2.4G)
Wireless Configuration >

Network Security b3

Tools > m

Reporting >

- - Access Points Clients Event Logs
System View Network View o ° o
-— Q1 0 @o 0 0 s As 15




Anchor-acz O APDDHCPHY —/N— & L TERFET 5
'IEHHHHHHHHHI' Network View

WAS538-JP
a admin
Actions System > Network Configuration » Network Services » DHCP/DNS » DHCP
Dashboard DHCP
2 Network Configuration v
I DHCP
The Dynamic Host Configuration Protocol(DHCP) provides a framework to assign configuration information to network devices.
Network Interfaces

VLAN

Network Routing

3 Network Services v I

IP Services

Multicast

ARP

ND

Management Protocols

Network Security >
System b3
Tools >

Access Points Clients Event Logs
System View Network View g

Q1 0 Qo © 0005 415 O




Anchor-acZ B DAPDDHCPYH —/N\—¢& L THRTFET 5 (EX)

H3c WA538-JP ° ...

Actions System > Network Configuration > Network Services » DHCP/DNS » DHCP

Dashboard DHCP Servi Address pool

The Dynamic Host Configuration Protocol{DHCP) provides a framework to assign configuration information to network devices.

Network Configuration ~

Network Interfaces

VLAN Assigned Address
Network Routing m
Metwork Services £

IP Services
Multicast
ARP
ND

Management Protocols

Network Security >
System b
Tools >

R Access Points Clients Event Logs
System Vi Network View
@1 ©0@o|0 0005 415 @2
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Anchor-acZ B DAPDDHCPYH —/N\—¢& L THRTFET 5 (EX)

WA538-JP

ama admin

Actions System > Network Configuration » Network Services » DHCP/DNS » DHCP

Dashboard DHCP “ Address pool

The Dynamic Host Configuration Protocol{(DHCP) provides a framework to assign configuration information to network devices.

Network Configuration v

MNetwork Interfaces For AP Management N
VLAN Assigned Address
Netwark Routing Dynamic assignment
192.168.0.0 | 255.255.255.0 (Network address/mask)
Network Services v
IPv4 address Range _
192.168.0.51 192.168.0.100
IP Services

Static assignment

DHCP/DNS
XAKX Ethernet v

] Mask length must be in the range of 1 to 30.

Hardware Address should be a string of 4-39 characters.
ARP
ND

Management Protocols

Network Security >
System >
Tools >

; Access Points Clients Event Logs
System View Netwaork View
©1 ©0 Qo0 00 05 L2 @2




Anchor-acZ B DAPDDHCPYH —/N\—¢& L THRTFET 5 (EX)

VLAN1 D Default gateway % 5% &
H3C WA538-JP & o

Actions System > Network Configuration » Network Services » DHCP/DNS » DHCP

Dashboard DHCP Address pool

The Dynamic Host Configuration Protocol(DHCP) provides a framework to assign configuration information to network devices.

Network Configuration v

Network Interfaces For AP Management M

VLAN DHCP Options

Netwaork Routing Lease duration & Unlimited

Network Services v ® 1 days 0 hours 0 minutes 0 seconds

Client domain name

IP Services (1-50 chars)
Multicast DNS servers 8.8.6.8
ARP WINS servers KXXX
ND NetBIOS node type — .
Management Protocols DHCP options
Network Security > 2-254 Hex v 1-256chars.
System > DHCP Option should be a number of 2-254, but 50-54, 56, 58, 59, 61 and 82.

When the DHCP option type is Hex, the option content must be a hexadecimal string with a length of an even number in the range of 2 to 256.

Tools

: ; Access Points Clients Event Logs
System View Network View
@1 ©o Q0|0 0005 L2 @2




GE1/0/17R— b ZtrunkiR— M IZZE T A (F)EL
B PR D E T ¢System View % EIR

H3C WA538-JP ° ...

—
Actions System > Network Configuration » Network Interfaces » Interfaces
Dashboard Interfaces
Network Configuration v
Interfaces “
Network Interfaces
- Allinterfaces ~  Search -
VLAN
[
Network Routing O GElfon Up - 1000000 Full GigabitEthernet1/0/1 Interface D
Network Services v O GEl/0/2 Down - 0 Auto GigabitEthernet1/0/2 Interface
IP Services O InLoopd up 127.0.0.1/255.0.0.0 InLoopBack Interface
DHCP/DNS O NULLO up - NULLO Interface
Multicast .
O Vvianl Up 192.168.0.50/255.255.255.0 Vian-interfacel Interface
ARP
0  WLAN-Radio1/0/1 up - WLAN-Radio1/0/1 Interface
ND
O  WLAN-Radio1/0/2 Up - WLAN-Radio1/0/2 Interface
Management Protocols
0  WLAN-Radio1/0/3 Up - WLAN-Radio1/0/3 Interface
Network Security > -
System >
Total entries, §matched, Oselected.Page 7/ 7. B~
Tools >
; Access Points Clients Event Logs
Network View
©1 ©0 Qo0 0005 L2 @20




GE1/0/18— K Ztrunk R — b ICEE T 3 (F)

H3c WA538-JP ° ...

—
Actions System » Network Configuration » Network Interfaces » Interfaces » Edit Interface
Dashboard Interface GigabitEthernet1/0/1 (GE1/0/1)
Status up  [JShutdown
Network Configuration v
Description GigabitEthernet1/0/1 Interface (1-255 chars)
Network Interfaces
#
VLAN MAC address
F4-74-88-0B-54-20 (HH-HH-HH-HH-HH-HH)
Network Routing VLAN Link type
Network Services v I Trunk v I
. PVID
IP Services
1
DHCP/DNS
Permit VLAM List
Multicast
I 1-4094 I'l-aosa‘ e.g. 3,5,10-100)
ARP Link speed (Current:1000000Kbps)
ND Auto v
Duplex (Current: Full)
Management Protocols
Auto v
Network Security >
Bandwidth (Current: 1000000kbit/s)
SERD > (1-400000000)kbit/s
Tools > Link mode Bridge  Route
Jumbo frame (O Disable
Netwark View Access Points Clients Event Logs
@1 ©0 Qo0 0 0005 H20 @29




GE1/0/18— K Ztrunk R — b ICEE T 3 (F)

& admin
Actions System » Network Configuration » Network Interfaces » Interfaces » Edit Interface
Dashboard Auto .
Network Configuration v Duplex (Current: Full)
Network Interfaces Auto e
Bandwidth (Current: 1000000kbit/s)

VLAN
(1-400000000)kbit/s

Network Routing

Link mode Bridge  Route
Network Services v Jumbo frame (O Disable
q ® 1600 (1600-1600)
IP Services
BPDU interception [ Enable BPDU interception
DHCP/DNS IEI o) (= F i T\
/ Flow control ) E Hi-
Disable e Ky
h J
Multicast . X7 El —}ba I 7/
Traffic suppression Broadcast suppression
ARFP ratio ~ 100
ND Multicast suppression

ratio ~ 100
Management Protocols

Unknown unicast suppression

Network Security >

ratio v 100
System >
Tools

- . Access Points Clients Event Logs
System Vi Network View
@1 ©0 Qo0 00 05 L2 @
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VLAN1007=GE1/0/1Dtrunk vlaniZ 9 %

H3c WA538-JP o ...

Actions System» Network Configuration » VLAN > VLAN

Dashboard VLAN

Network Configuration v

Metwork Interfaces

Network Routing 1 192.168.0.50/255.255.255.0 VLAN 0001
100 0

1 - VLAN 0100
Metwork Services b

Management Protocols

|
[a¥]
(=]

|+

Network Security >
System >
Tools b

Total 5entries, 2matched.Page 7/ 7. -]

- R Access Points Clients Event Logs
System Network View
@1 ©0@o|0 0005 L2 O30




VLAN100% GE1/0/1Dtrunk vlaniZd % (% =

H3C WA538-IP -

A, A0MIN
Actions System» Network Configuration » VLAN » VLAN » Edit VLAN
ulayycu puit ust NETTIFTIFIFIE I R
Dashboard
Search for Search for
Network Configuration v
3> €€
Network Interfaces GE1/0/1
GE1/0/2
VLAN

Network Routing

Network Services >

Management Protocols Tagged port list Candidate selected

Network Security > Search for Search for EE a) E-_Z'—F i T\
>
System > > Mt z7 n_}bﬁ I7~/
GE1/0/1 w
Tools > %

IP address of the VLAN interface [ Create VLAN interface

- . Access Points Clients EventLogs
Systemn View Network View
(-} 0 @olo 00 Os 23 o 30
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VLAN110=GE1/0/1Dtrunk vlaniZ 9 %

H3c WA538-JP ® ...

Actions System > Network Configuration » VLAN > VLAN
Dashboard VLAN
Network Configuration v

VLAN

Network Interfaces

0 192.168.0.50/255.255.255.0 VLAN 0001

|+
L]

Network Routing 1

100 0 1 - VLAN 0100

Network Services >
110 0 1 - VLANO110 D

Management Protocols

|-

|-

Network Security >
System >
Tools >

Total 7 entries, 3 matched.Page 7/ 7. e m @

-7 Access Points Clients Event Logs
System View Network View
@1 ©0 Qo0 00 05 L2 O3




VLAN110%GE1/0/1Dtrunk vlaniZd % (%5 =

WA538-JP
‘!. admin
Actions System » Network Configuration » VLAN > VLAN > Edit VLAN
UliLdyyeu puiL ust LunuuULL sl
Dashboard
Search for Search for
Network Configuration v
J > e
MNetwork Interfaces GE1/0/1
GE1/0/2
VLAN

Network Routing

Network Services >

Management Protocols Tagged port list Candidate Selected

Network Security > Search for Searchior E E a) H_i i >

s > > s AgA=NEy Y

Tools > GE1/0/2

IP address of the VLAN interface [ Create VLAN interface

I o Access Points Clients Event Logs
System View Metwork View
@1 ©0 Qo 0 00 ©s5 420 O3




VLANDYTE K,

WAS538-JP
a admin
Actions System > Network Configuration » VLAN » VLAN
Dashboard VLAN
Network Configuration
o]
MNetwork Interfaces
EECES a
VLAN
Network Routing 1 15 0 192.168.0.50/255.255.255.0 VLAN 0001
100 0 1 - VLAN 0100
MNetwork Services >
110 0 1 - VLANO110
Management Protocols
Network Security >
System >
Tools >
Total 7entries, 3matched.Page 7/ 1. o g
- Access Points Clients Event Logs
Network View
@1 @0 Qo0 0005 1,20 032




oy b7 =7 ICFIT APHERI S NS &L BRIMICEREEFRLT 2 E— 1

wlan auto-ap

H3c WA538-JP o

A, 20MIN
Actions All Networks » Wireless Configuration > AP Management » AP Global Settings
Dashboard AP GloIJalSettings
Quick Start >
Basic Settings
Monitoring >

Region code JAPANUIP)

Region code lock

Wireless Networks

I o
G S
wireless QoS Auto AP XWIan aUtO ap enableuX}:E ‘ m
Wireless Security . . . =
e - Sewlan auto-persistent enables% Ll ‘ (ov I

Radio Management

@ Wireless Configuration v I

:

Applications
Network Security >
System >
Tools >
Reporting >

o T Access Points Clients Event Logs
System View Network View ° o o ° o
1 0 00 0 5 24 32




APDT IAINT IL—TEHRELET b

& admin

Actions All Networks » Wireless Configuration > AP Management > AP Groups

Dashboard AP Groups

Monitoring > | ]

(O  default-group 1 D
Wireless Configuration v

Wireless Networks

Search

AP Management

Wireless QoS

Wireless Security

Radio Management

Applications
Network Security >
System >
Tools >
Reporting >

Total 7 entries, 7 matched, Oselected.Page 7/ 7. )

System Vie m Access Points Clients Event Logs
Sy W
Q1 0 @olo0 00 O; 25 @31




APDT I ILNT L—TERELET h

H3c WA538-JP o

ama 2dmin
Actions All Networks > Wireless Configuration » AP Management » AP Groups > Edit AP Group(default-group)
Dashboard
General
Quick Start >
Group name (1-31 chars)
- TGy e Request retransmission Interval
Monitoring >
Region code JAPANUIP) x v 5 seconds (3-8, 5 by default)
Wireless Configuration v
LED mode . Retransmission attempts
Wireless Networks Normal
3 (2-5, 3 by default)
AP model
AP Management WA538-JP o o )
Statistics report interval
50 seconds (0-240, 50 by default)
WA538-JP jm)
Wwireless QoS .
CAPWAP tunnel encryption () Enable @ Disable
AP connection priorit i i i
Wireless Security priority a (0-7, 4 by defautt) Firmware upgrade OEnable O Disable @ Inherit (Enabled)
AP model P—
Radio Management CAPWAP tunnel keepalive Echo interval
WA538-JP 5GHz(1)
10 seconds (0,5-255, 10 by default) WA538-JP 5GHZ(2)
Applications
WA538-JP 2.4GHz(3)
E—
Network Security
System b3
Tools >
Reporting >
SystemView Access Points Clients Event Logs
@1 0 Qo0 0005 L5 031




TIHILET IL—T Dradio 1(6GH2)ZHFELE T

Add binding

AP Group Name default-group
AP Type WA538-JP

Radio
Bind WLAN Seryice
@ -sales
Bound VLAN
(O VLAN Group ©




T 74 IVET IL—T Dradio 2(6GH)Z R ELFET

Add binding

AP Group Name default-group
AP Type WA538-1P
Radio 5GHz(2)

Bind WLAN Service +

h3c-support
Bound ULA@ @ VLAN

100

O VLAN Group ©




F I+ LR IL—TF Dradio 3(2.4GH)E B ELFES

Add binding

AP Group Name default-group
AP Type WAS38-1P
Radio 2.4GHz(3)

Bind WLAN Service_»
h3c-lobby

Bound VLAN




48

Ap—groupDdefault—group(E TDAPD TV T L—RNZEEHRTELET

GUITRETEADIICCET

#
wlan ap-group default-group
region-code JP
vlan 1
ap-model WA538-JP
radio 1
radio enable
service-template h3c-sales vlan
100
radio 2
radio enable
service-template h3c-support
vlan 110
radio 3
radio enable
service-template h3c-lobby vlan
110
gigabitethernet 1

gigabitethernet 2
#

CLITTen-gigabitethernet 1ZtagiR—MZRELET

[H3C]wlan ap-group default-group

[H3C-wlan-ap-group-default-group]ap-model WA538-JP
[H3C-wlan-ap-group-default-group-ap-model-WA538-JP]gigabitethernet 2
[H3C-wlan-ap-group-default-group-ap-model-WA538-JP-Ten-gigabitethernet-1]port
link-type trunk

For the configuration to take effect, specify a PVID for the port and configure the port to
allow traffic from the PVID.
[H3C-wlan-ap-group-default-group-ap-model-WA538-JP-Ten-gigabitethernet-1]port
trunk permit vlian all
[H3C-wlan-ap-group-default-group-ap-model-WA58-JP-Ten-gigabitethernet-1]port
trunk pvid vlan 1
[H3C-wlan-ap-group-default-group-ap-model-WA538-JP-gigabitethernet-1]quit
[H3C-wlan-ap-group-default-group-ap-model-WA538-JP]quit
[H3C-wlan-ap-group-default-group]quit

CLITDERE®

[H3C] display current-configuration
wlan ap-group default-group
region-code JP
vlan 1
ap-model WA538-JP
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
service-template h3c-support vlan 110
radio 3
radio enable
service-template h3c-lobby vlan 100
gigabitethernet 1
port link-type trunk
port trunk permit vian all
port trunk pvid vian 1
gigabitethernet 2
[H3C]



RERICSEFTHRELIZOIV 74 7% RTF
admin > Save £ L T Logout
H3C WA538-JP

save) L CHZ 77 b

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Wireless Netwarks

AP Management

Wireless QoS

Wireless Security

Radio Management

Applications

Network Security

System

Tools

Reporting

All Networks » Dashboard

System Logs

APs

Wireless services

SSID
h3c-su..
h3c-sa...

h3c-lo

< = Systemusage
Online: Online Offline Unhealthy
1(100.00%) 5
4
! 0%
2
: CPU
0
09:32:44 093249 09:3254 093259
C = Clients
2.4GHz W 5GHz
client number
1 2 4

I B
= ]

Interface traffic

Inbound

System View Network View

Outbound

52%

Memory

Language  English

Logout

Change Password
Roadmap
Scan and Look Me

Standard Mode

O
iii

oY

Access Points Clients Event Logs

©1 ©o Qo0 0005 L O3




Anchor-ACD /Xy 7 7w 7 & 75 AAPEVLANID v k7 — 7 ~EEft

TIGHATIREEDAPZ Ry F 7= ~NEHRT S
OAPHCAPWAP%Z 70— K&+ X k L TAnchor-AC& D% AY %
Q%< DIFE. APDO 7 7 — L7 =7 HAncho-ACK Y HUL (THFHFEDOAA—3>) DT,
Anchor-ACH/NN—2 5 > A5 L THEIRICAnchor-ACOFE > TWARF/N— 3 > &AP
Xy aO—RLTUT7—hEE2 (R EFFnN=230Ty7)
@Anchor-AC& V) SSID, VLAN, B2 HH TR EREDREHNAPICX 7 >O—-Kahb,
/\‘“‘/ 7 7 v 7 F @Ancho—AC@QﬁE?ﬁ‘?&#’Jﬂ L. EYbEKRICE,IOHL TR Y b
ICEER S A 751 (FAZy FRE) TERENT T,
APb\E&BﬁLt% HLAERICFRHDAPEFEALE L TR 272517 (EA%y Fi5H#)

PoEX A v F
tag tag tag
192.168.0.50/24 192.168.0.51/24(Anchor-acdDHCPIZ & W &Y 1T HN B)
Anchor-AC Anchor-Fit

h3c-support h3c-sales  h3c-lobby h3c-support h3c-sales  h3c-lobby

VLAN100 ééloo VL!é VLAN100 %éloo VLE%




m 7t RARA>rEAnchor-aclZERE T 5
m Anchor-aclZSSID(H—E R)#1EfK T %

SERLEaY I« Dav U R TORER

FIT%/\v5 7y R®MAnchor-aclZ& &

TIRARAUMNIZAT U rDIRERT

E Anchor-ac(BEETDAPLEHT)D/NN—ParTyT

D547 VL DERZIEINEHER

m NZaF7ILIZTDONT



=R L/7-av 74 7 Havy KRoEnx(telnetca 274 V)

C:¥Users¥H3C>telnet 192.168.0.50 password-recovery enable wlan service-template h3c-sales
* Copyright (c) 2004-2021 New H3C vlan 1 vlan 100
Technologies Co., Ltd. All rights reserved.* # user-isolation enable
* Without the owner's prior written consent, vlan 100 beacon ssid-hide
* # akm mode psk
* no decompiling or reverse-engineering shall vlan 110 preshared-key pass-phrase simple @bigsale
be allowed. * # cipher-suite ccmp
login: admin gateway-list 192.168.0.254 security-ie rsn
Password: XXXXXXXX network 192.168.0.0 mask 255.255.255.0 security-ie wpa
<AC> display current-configuration address range 192.168.0.51 192.168.0.100 service-template enable
version 7.1.064, ESS 2442 # # wlan service-template h3c-support
sysname WA538-JP wlan service-template h3c-lobby ssid h3c-support
# ssid h3c-lobby vlan 100
wlan global-configuration vlan 110 user-isolation enable
# user-isolation enable beacon ssid-hide
telnet server enable akm mode psk akm mode psk
# preshared-key pass-phrase simple thankyou preshared-key pass-phrase simple
port-security enable cipher-suite ccmp @helpdesk99
# cipher-suite tkip cipher-suite ccmp
lldp global enable security-ie rsn cipher-suite tkip
lldp hold-multiplier 8 security-ie wpa security-ie rsn
service-template enable security-ie wpa

service-template enable

2



=R LAy 74 A avy ReEREER)

interface NULLO

#

interface Vlan-interfacel

ip address 192.168.0.50 255.255.255.0
#

interface GigabitEthernet1/0/1

#

interface Ten-GigabitEthernet1/0/1
port link-type trunk

port trunk permit vlan all

1%#nterface WLAN-Radio1/0/1
1%#nterface WLAN-Radio1/0/2
fnterface WLAN-Radio1/0/3
%FF%‘W%

user-group system

local-user admin class manage

password hash
$h$6$zPcywA2ZH30lIRGP$NRSWA+vSOyz4/+w
8K49gKPyJ+H8g9q3uGHCcHIMrTcSoSyKGjwyO6
onvbmbjMf+xGG66X5yBL+NA4fMx34nwhdAQ==
service-type telnet http https
authorization-attribute user-role network-
admin

#
ip http enable
ip https enable
#
undo attack-defense tcp fragment enable
#
wlan auto-ap enable
wlan auto-persistent enable
wlan anchor-ap persistent-mode ac
#
wlan ap-group default-group
vlan 1
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
service-template h3c-supportvlan 100
radio 3
radio enable
service-template h3c-lobby vian 110
gigabitethernet 1
port link-type trunk
port trunk permit vlan all
port trunk pvid vlan 1
gigabitethernet 2

#
&

wlan ap 1019-65c2-3ee0 model WA538-JP
serial-id 219801A2KF8209E00068
mac-address 1019-65¢c2-3ee0

anchor-ap enable #7577 # )L |k Tlddisble7=h*enable

#1293 LEEEIHE DOmastenBEICSINT 3
radio 1

radio 2

radio 3

gigabitethernet 1

gigabitethernet 2

#

wlan ap f010-903e-f7e0 model WA538-JP
serial-id 219801A24F8201E0000)J

auto-ap enable  Apchor-ap(FIT) D

vlan 1 _
radio 1 EQEEWJ
radio 2

radio 3

gigabitethernet 1
gigabitethernet 2

return

#

h3



schL=ACD

Hwx

vlan 1
#

L LA

Interface GigabitEthernet
1/0/7

port link-mode route
ip address dhcp-alloc
nat outbound

P aca
¥
Interface GigabitEthernet
1/0/1
port link-type trunk
port trunk permit vlan all
port link-aggregation
group 1
#

Interface GigabitEthernet
1/0/2
port link-type trunk
port trunk permit vlan all
port link-aggregation group 1

B DA R ITT—R

VLAN

interface Vlan-interfacel

dhcp server ip-pool "For AP
Management"
gateway-list 192.168.0.254
network 192.168.0.0 mask
255.255.255.0

address range 192.168.0.51
192.168.0.100

H—E X(SSD)DTTL—k

wlan service-template h3c-support
ssid h3c-support
lan 100

APDTTL—bk

beacon ssid-hide
akm mode psk
preshared-key pass-phrase si
@helpdesk99

cipher-suite ccmp
cipher-suite tkip

security-ie rsn

security-ie wpa

wlan service-template h3c-sales€™
ssid h3c-sales

vlan 100

beacon ssid-hide

akm mode psk

preshared-key pass-phrase simple
@bigsale

cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

wlan ap-group default-group
vian1
vlan 100
vlan 110
ap-model WA538-JP
radio 1
radio enable
service-template h3c-sales
radio 2
radio enable
service-template h3c-support
radio 3
radio enable
service-template h3c-lobby
igabitethernet 1
port link-type trunk
port trunk permit vlan all
port trunk pvid vlan 1
gigabitethernet 2

<

B2 DAPES

54

wlan ap apl mo
WA538-JP
"Serial—id
XXXXXXXXXXXXXXX
radio 1

radio 2

radio 3
gigabitethernet
gigabitethernet

. _KFIT AP

b =

! f FIT AP
. —

FIT AP

wlan service-template h3c-lobby
ssid h3c-lobby

vlan 110

akm mode psk

preshared-key pass-phrase simple
thankyou

cipher-suite ccmp

cipher-suite tkip

security-ie rsn
security-ie wpa

h3c-lobby

h3cgsupport VLAN110
h3c-sales

VLAN100 \/ AN100
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m Anchor-aclZSSID(H—E R)#1EfK T %

SERLIZOV T4 DT RTORERR

FITZ/\vo7v7BHOAnchor-aclZ5%F

TORARAUMNIZAT U rDIRERT
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Anchor-ACOEERF O #H 7= 75 Anchor-AC~ DY) 2 Bh{E

Anchor-ACIEE R & KD EE)
1. Anchor-ACICEZEHFLE -> Anchor-Fith*Anchor-AC & DCAPWAP k' R IVD X 7 > % 18H]
2 . Anchor-FithY 7 — bk -> Anchor-ACE— FIZH) V) #d - TS
i£) Anchor-ACOREZEFREN O H L 7T-ZAnchor-ACHERET 3 £ THRANRE
ZDM, 7747 FOBEIIMELETH,. Fi-LERIITZEELEA,

PoE PoE
W T &P WL T ¢ Dt P W D T LT ¢ S
Anchor-Fit Anchor-Fit Anchor-ac Anchor-Fit Anchor-Fit Anchor-Fit Anchor-AC Anchor-AC
192.168.100.3  192.168.100.4 192.168.100.1 (backlg) 192.168.100.3  192.168.100.4 —1-93-1-59-1-00-1—1
192.168.100. 2.168.100.1
N\ 7’
~ ”
~ -
~ -




EZE R D Anchor-Fith s Anchor-ACAD Y E 4 U B R

# Anchor-ACIZ[EEH4E

$Aug 25 13:23:07:839 2021 office CWC/4/CWC_AP DOWN: Master CAPWAP tunnel to AC
192.168.1.1 went down. Reason: Neighbor dead timer expired.

$Aug 25 13:23:07:876 2021 office STAMGR/6/SERVICE OFF: BSS £010-903e-f7e0 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 1 on
AP FitAP. Reason: AP down.

$Aug 25 13:23:07:876 2021 office STAMGR/6/SERVICE OFF: BSS f010-903e-f7f0 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 2 on
AP FitAP. Reason: AP down.

$Aug 25 13:23:07:877 2021 office STAMGR/6/SERVICE OFF: BSS £010-903e-£f800 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 3 on
AP FitAP. Reason: AP down.

# Anchor-Fith Anchor-ACIZ7%A1=6I121) 7 — B A

$Aug 25 13:26:21:346 2021 office APMGR/6/APMGR LOG SETROLE SUCCESS: [Anchor Fit]
Reboot to AC, Reason: Have Not Recv Query Resp.

$Aug 25 13:26:21:488 2021 office APMGR/6/APMGR LOG REBOOTCAUSE: Set Wlan Reboot Cause,
SubSlot = 65535, DevRebootCause = 0, WlanRebootCause = 24, ulRet = 0.

$Aug 25 13:26:21:604 2021 office DEV/5/BOARD REBOOT: Board is rebooting on.

# #1=7FAnchor-ACH ENERASR(FI3 733070 12)

$Aug 25 13:26:39:991 2021 H3C SHELL/5/SHELL LOGIN: Console logged in from conO.
<office>




FITDO1E ZAnchor-achD /Ny 7 7 JIZERET 5

NV TYTEHRET HCUIEHR—FEINTEYFEHAD T, Anchor-aclZtelnetL TERELE S

Bl Z 1. Anchor-acDIP7RL A H3192.168.1.1DHEFHIRLET,

Anchor-FitD % 5E [XAnchor-acDAV T4 T DEmBEDHIZFHIEBEINTHYET DT, I\ IT7VTIZEHRTET S
Anchor-FitlZAnchor-ap enableDEREFANET,

-1R1EFIE

Microsoft Windows [Version 10.0.22000.556]
(c) Microsoft Corporation. All rights reserved.
C:¥Users¥H3C>telnet 192.168.1.1

login: admin

Password: Xxxxxx

<WAb538> system-view

System View: return to User View with Ctrl+Z.
[WA538] wlan ap f474-880b-53c0 model WA538-JP
[WAS538- f474-880b-53c0] anchor-ap enable
[WAG38- f474-880b-53c0] quit

[WAL38] save force

Validating file. Please wait...

Configuration is saved to device successfully.
[WAS38] quit

<WA538>quit

HZ BRI
wlan ap f474-880b-53c0 model WA538-JP
serial-id 219801A2959199G0001G
mac-address f474-880b-53c0

radio 1

radio 2
gigabitethernet 1
gigabitethernet 2

HEE®
wlan ap f474-880b-53c0 model WA538-JP
serial-id 219801A2959199G0001G
mac-address f474-880b-53c0

anchor-ap enable

radio 1

radio 2

gigabitethernet 1

gigabitethernet 2

¥



FITDO1E %Z#Anchor-acdD /Ny 7 7 TIZXET 5

#Anchor—-ACDAL T4 % ZE B L Tsave T H&., /NI 7 v T DAnchor-FitlZHaE—hFE T
[H3C]save force

Validating file. Please wait...

Configuration is saved to device successfully.

%Mar 18 05:45:51:772 2022 H3C CWS/6/CWS_RUN_DOWNLOAD_START: AP f474-880b-5540
started to download the file startup.cfg.

%Mar 18 05:45:51:811 2022 H3C CWS/6/CWS_RUN_DOWNLOAD COMPLETE: Downloading
the file startup.cfg for AP f474-880b-5540 through the CAPWAP tunnel is complete.




m 7t RARA>rEAnchor-aclZERE T 5
m Anchor-aclZSSID(H—E R)#1EfK T %

SERLE-aY 045 Dav U R THORESR

FIT%/\v5 7y R®MAnchor-aclZ& &

JO—FFX v AN ILFFv X NEHIR

E Anchor-ac(BEETDAPLEHT)D/INN—2arTyT
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Anchor-ac®Dashboard % &~

Network view > Dashboard%3 &R L £ 4,

H3c WA6638-JP

Actions
Dashboard
Quick Start 3
Monitoring >

Wireless Configuration 3

Network Security >
System >
Tools >
Reporting >

All Networks » Dashboard

System Logs

APs

o = System usage

Online Offline Unhealthy

5
4
3 0%
2
[ — o CPU
0
02:40'58 02:41:03 02:41:08 02:41:13
Wireless services o= Clients
24GHz W 5GHz
SSID
f-kyoi...
fukuro. .
f-kyo-
client number
0 1 2 3 4

Intarfara traffir

192.168.0.50/wnm/frame/index. php?sessionid=20000146350de2b50aaec29e 5dBedc 3eanbb#

System View Network View 1

68%

Memory

o=
Jer.A
o=
Quantity
-~
Access Points Clients Event Logs
©1 ©0 Qo0 Qo0 ©s 48 012




Access Point®RE » K<

Monitoring > Access Points % &R L ¥ 9,

H3C WA6638-JP 8 aimin

Actions All Networks » Monitoring » Access Points » APs I
Dashboard APs
I
Quick Start >
AP quantity =

Monitoring v I Online APs Offline APs Unhealthy APs

o
=
0
o
e
o

Wireless Networks

Access Points

By AP model By AP type

©)

Clients
4% Online manual APs

o Auto APs
Wireless Security
Offline manual APs

% Unauthenticated APs
RF Monitoring

100.00%

Client Proximity Sensor

DPI

Application Monitoring

Event Logs

00 0o H7% @228

) Access Points | Clients
System View Network View
©100% ©o0% @o% 4




ClientdDiKEE & KXo~

Monitoring > Clients % &R L £ 9,

H3c WA6638-JP 8 aimin

Actions All Networks > Monitoring > Clients > Clients e
Dashboard Clients
I
Quick Start >

@ Monitoring v I

Wireless Networks

11 14 <t B> B 111 4 <t B> Bl
Access Points
By Authentication Mode By radio type
Clients
o 302.113(5GHZ)

Wireless Security ¥ Open 802.11an(5GHz)

g0z1x 802.11ac(5GHz)

MAC
RF Monitoring 802.11ax(5GHz)

Fortal 802.11b(2.4GHz)

MAC + Portal

) S 802.11g(2 4GHz)

Client Proximity Sensor BSK £ WEP

802.11gn(2.4GHz)
802.11gac(2.4GHz)
DPI

802.11gax(2.4GHz)

Application Monitoring

) Access Points Clients Event Logs
System View Network View
©100% 0% @0% A 0o O

796 @ 228




ClientdDiKEE & KXo~

Reporting > Client Statistics & &R L £ 7,

H3c WAG638-JP ® min

Actions All Networks » Reporting > Client Statistics » Access Category Frames Roadmap
Dashboard Access Category Frames
ick Start
Quick Star > - Search
Monitoring >
10-98-C3-E4-9D-A0 68/0/0 0/0/0 1,473,734/1,175,642/0 0/0/0
Wireless Configuration >
8C-45-00-DD-BB-8D 71/0/0 0/0/0 83,929/104,072/0 0/0/0
Network Security > DC-85-DE-FE-64-D8 64/0/0 0/0/0 104,369/129,130/0 0/0/0
System > F8-5E-A0-9A-82-D3 2/0/0 0/0/0 117/275/0 0/0/0
Tools >
Reporting
AP Statistics
Total 4 entries, 4matched.Page 7/ 7. Ll
Wireless Service Statistics
. Access Points Clients Event Logs
System View Network View |
©100% ©0% @0% | 4 Qo0 Qo0 L7 @228




AP DYKRE 7 R~

Reporting > AP Statistics % :&R L £ 9,

H3c WAG638-JP

Actions All Networks » Reporting » AP Statistics » APs
Dashboard APs
I

Quick Start > -
Monitoring >

APOD1 WAG638-JP 219801A2KF8209E0006R
Wireless Configuration >

APD4 WAG638-JP 219801A2KF8209E0006W
e 4 APO3 WAGE38-IP 219801A2KF8209E0007F
System > APD2 WAG638-IP 219801A2KF8209E0007G
Tools >

@ Reporting v I
Client Statistics

AP Statistics

Total 4 entries, 4 matched.Page 7/ 7.
Wireless Service Statistics

10-19-65-C2-41-B0

10-19-65-C2-42-70

10-19-65-C2-45-A0

10-19-65-C2-45-D0

System View Network View @

Search

802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3)
802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3)
802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3)

802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3)

Access Points

©100% 0% @o0% 4

Clients

Online
Online
Online
Online
4 <4 B> »i Q
Event Logs
Qo0 Qo A% @228

Roadmap




Wireless Services DIRKFE & K~

Reporting > Wireless Service Statistics ##R L 7,

H3C WAG6638-JP

Actions All Networks » Reporting » Wireless Service Statistics » Wireless Services
Dashboard Wireless Services
I
Quick Start > -
Monitoring >
2 APD4 2 24,867,814/13,430,792
Wireless Configuration >
1 APO1 1 25,349,612/11,034,928
MNetwork Security > 1 APD2 1 26,505,281/10,328,811
2 APO1 3 15,599,827/8,157,474
System >
2 APO1 2 19,675,919/10,434,697
Tools >
2 APO1 1 10,804,696/6,375,032
@ Reporting v I 1 APD2 2 9,565,508/3,907,045
2 APD2 1 6,625,308/3,262,791
Client Statistics
2 APDZ2 2 4,782,7185/2,484,396
AP Statistics

Wireless Service Statistics

Total 28 entries, Z8matched.Page 7/ 1.

18,733,699,909/5,973,486,019
17,108,597,369/3,583,184,788
16,576,891,888/3,730,647,504
9,999,828,366/2,388,465,465
9,706,379,270/4,445,352,979
6,473,589,963/2,094,957,715
5.410,128,415/1,016,979,523
3,829,215,322/1,324,332,252

2,917,326,484/730,632,191

24,867,210/13,429,315
25,345,902/11,025,012
26,503,959/10,324,133
15,599,324/8,155,998
19,675,373/10,433,056
10,804,210/6,373,045
9,563,463/3,900,419
6,625,146/3,261,633

4,782,637/2,483,696

System View Network View @

Search

Roadmap

18,733,633,822/5,973,384,900 122/122
17,108,199,559/3,582,424,123 2481248
16,576,755,684/3,730,355,130 116/116
9,999,786,386/2,388,382,717 57/57
9,706,319,529/4,445,242,478 44/44
6,473,538,159/2,094,844,665 41/41
5,409,914,757/1,016,519,918 114/114
3,829,198,648/1,324,282,042 14/14
2,917,310,643/730,593,825 13/13
e -
Access Points Clients Event Logs
©100% 0% @o% 4 00 Qo0 A7 @228




ARPT > b — % KR

Network Services > ARPZ&#IR L £ 47,

H3c WA6638-JP & admin

Network Routing System ¥ Network Configuration » Network Services » ARP » ARP e
2 Network Services v I ARP
IP Services
ARP Eilc)
Address Resolution Protocol resolves IP addresses into MAC addresses on Ethernet networks.
DHCP/DNS
Search -
Multicast
()
@ O 10.10.11.11 AC-E9-E4-AB-61-0B Dynamic 11 GE1/0/1
ND 0 10101112 88-2A-5E-FF-22-63 Dynamic 11 GE1/0/1
O 10.10.11.14 0C-DA-41-1D-6F-68 Dynamic 11 GE1/0/1
NAT
O 10.10.11.16 14-51-7E-CA-93-A2 Dynamic 11 GE1/0/1
Management Protocols 0 10.10.11.18 0CDA-41-1D-A5-15 Dynamic 11 GE1/0/1
i > O 10101122 0C-3A-FA-4B-93-A0 Dynamic 11 GE1/0/1
(] 10.10.11.25 5C-C9-99-B8-A0D-8D Dynamic 11 GE1/0/1
System >
O 10.10.11.180 0C-DA-41-1D-19-6B Dynamic 11 GE1/0/1
Tools > O 10.10.11.182 0C-DA-41-1D-F7-E7 Dynamic 11 GE1/0/1
_ Access Points Clients Event Logs
System\ﬂew lew
©100% ©0% @o% 5 Qo0 Qo0 L7995 @225




ARy hATHEKR

System > Event LogsZEIR L £ 9,

,. admin
Actions System» System » Event Logs > Event Logs Roadmap
Dashboard Event Logs
N
Network Configuration >
System Logs
Network Security >
B — B
@ System W
@ 2022-02-04 02:25:18 @ Notification h3c failed to log in from 10.10.11.180.
2022-02-04 02:28:04 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is system-view
Resource
2022-02-04 02:28:04 @ Notification admin logged in from 10.10.11.182.
File Systems 2022-02-04 02:28:05 @ Notification admin logged out from 10.10.11.182.
License Management 2022-02-0402:28:05 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is quit
2022-02-04 02:28:05 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is quit
Administrators
2022-02-04 02:28:05 @ Informational -Line=vty0-IPAddr=10.10.11.182-User=admin; Command is display radius scheme
Management 2022-02-04 02:30:18 @ Notification h3c failed to log in from 10.10.11.180.
Tools > 2022-02-04 02:35:18 @ Notification h3c failed to log in from 10.10.11.180.
\ Access Points Clients Event Logs
System View I N twi\.ﬂ U
https://oasiscloud.h3c.com:27443/wnm/frame/index.php?sessionid=2000014ea25bdf4f36a16eda... © 100% 0% @o% |5 00 Oo0 799 @225




I7—A7%2%7>A—k

System > File SystemTT7 7 A LICF v 7 ~—7 %Z L Downloadz #IR L £ 9,

H3C WAG638-1P

Actions System » System > File Systems » File System Management
Dashboard File System Management
Network Configuration >
flash: v
Network Security > Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes

Event Logs
- flash /logfile/logfile.log

Resource flash:/map_config.cfg
File Systems ) flash:/pdt_reserve

(0 flash:/pdt_reserve/cplog.txt
License Management

[  flash:/pdt_reserve/cplog_reboot.txt
Administrators () flash:/pdt_reserve/dplog.txt

] flash:/pdt_reserve/dplog_reboot.txt
Management

Total 49 entries, 49 matched, 7 selected.Page 7/ 7.
Tools >

10485731

913

14778277

1800197

10887615

1476442

2022-02-06 15:57:27
2021-03-18 12:12:25
2022-02-05 16:32:40
2022-02-05 16:32:40
2021-12-03 16:46:37
2022-02-05 16:32:58

2021-12-03 16:46:39

System View | ew

No

No

Yes

No

No

No

No

Search

Access Points Clients
©100% ©0% @o0% |5

Roadmap

Event Logs

00 ©o

799 @ 225




v 747 L—>3 v 77 I)(startup.cfg) &7 —F

System > File System Tf

ash:/startup.cfglcF = v 7 ¥ —72 % LvitDownloadZ EIR L £,

Actions System » System » File Systems > File System Management

Dashboard File System Management

Network Configuration >
flash: v
Network Security >

Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes

Event Logs )
flash:/startup.cfg

Resource 0 flash:/startup.mdb

File Systems (0 flash:/startup2726641351479625.cfg
) flash:/system.bin

License Management
) flash:/topology.dba

Administrators

Total 49 entries, 49matched, 7 selected.Page 7/ 7.

Management

E=5)

= MFE S, = LA _bH-ie== > = A&k &
o COEEDITANVEIVEI-F(HESE S ASRREIES . _—

$HUZFT. flash_startup.cfg OF7Y0-FEEHEIN ?

7598

196346

6191

91169792

2021-04-09 00:49:16
2021-04-09 00:49:16
2020-11-08 16:57:12
2021-11-09 14:59:59

2020-12-18 21:43:24

System View Nw

No

No

No

No

No

Roadmap

Search

4 <4 > b g

Access Points Clients Event Logs

©100% ©0% @0% 5 00 Qo0 /1799 @225
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ZWra 7 & IXE& (display diagnostic-information)

Tools > Debug > Collect#3ER L £ 9, A7 '(&flash:/diag AC_yyyymmdd-hhmmss.tar.gz(Z 7}
H3C WAG6638-JP

*** Collecting diagnostic information...




WEL7cghrn 7 zX7>a—r9 %

ash:/diag_AC_yyyymmdd-hhmmss.tar.gz% 7 = v 7 L Download % 3&iR

System > File SystemsTf

H3c WAG6638-JP

Actions System » System » File Systems > File System Management

Dashboard File System Management

Network Configuration >
flash:
Network Security >

Total: 1073741824 bytes, Used: 383623168 bytes, Free; 690118656 bytes

Event Logs

Resource o
flash:/diagfile

flash:/facebook.zip

flash:/freeradius.bin

License Management

o o o o

flash:/h3cjapan.zip

Administrators

@ flash:/diag_AC_20220206-155614.tar.gz 208655

262878

1463296

190739

Total 49 entries, 49matched, 7 selected.Page 7/ 1.

Management

D flash_diag_AC 2...targz  ~

Download @

2022-02-06 15:57:31

2019-11-05 22:01:41

2021-12-11 16:30:23

2021-04-08 23:45:29

2021-09-08 11:34:54

No

Yes

No

No

No

Roadmap

Search

14 <4 B> »i Q

Access Points Clients Event Logs
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(#+ 7> 3 »)Anchor-acx ) 7 — 3 %

System > Management > Reboot > Reboot Device Z &R L £ 9,

H3C WAG638-JP 8 admin

Roadmap

Actions System ¥ System » Management » Reboot

Dashboard
Network Configuration > @
Network Security >

@ System v I

Event Logs

Resource

File Systems

License Management

Administrators

Management

D . Access Points Clients Event Logs
System View Network View
https//oasiscloud.h3c.com:27443 /wnm/frame/index.php?sessionid=2000014ea25bdf4f36a16e8a... © 100% 0% @o% |5 00 Oo 799 @225
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Anchor-acx/N\—> g > 7 v 79 35

System View > Network Configuration > System > Management > Upgrade > UpgradeZzER L £9,

Actions System ¥ System » Management » Upgrade Roadmap

Dashboard @ Upgrade
@ Network Configuration > I

Network Security >
@ System v I View Software Images >

Event Logs

Resource
File Systems
Administrators

@

Tools >

| - ) Access Points Clients Event Logs
System View Network View
1 ©1 ©1 000 0005 47 @4




Anchor-acxz/N\—> g7 v 735 cx)
BIHNAN—Sa v D77 —LY T I FHHICOWebH A FEY XY yO—FLTEEET

Upgrade system software

9 T7AILEER PEREATVEEA

Rebootnow




Anchor-acxz/N\—> g7 v 735 cx)
BiN—2avD77r—LxTEERLET

O T D v G S Foun-rorE

Upgrade system sof
EE v FHLWTALS-
v HrC 25
> & goyn-K v ABUET (1)

Reboot now [7] WABB00-CMWT10-E2450P01.ipe
B FAT T

ERE=EVIS

8 EoFy

g &

O 2

= H3C-Japan [¥10.66.209.57)
= Training

Eﬁ Windows

BGoy | Fevel |




Anchor-acz/N\—> 3> 7 v 795 (§5=)
Applyz o7 Vv 935774 DUploadh e V) £9

t Uploading file...




Anchor-acxz/N\—> g7 v 735 cx)
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Anchor-acxz/N\—> g7 v 735 cx)
YT — bR TLNA—Sa v Ty THARETLE LS, Closes2 Vv o LTBUYASA Y LET,

rebooted successfully. Please log in again.




Anchor-acx/N\—>3> 7w LT’&T’\’CO)AP’&U —hk 9 BHEETOHDAP
MAnchor-acD/N\— 3> [CEEIMIZ/N—230T7yTEN5

C:¥Users¥H3C>telnet 192.168.0.50
Sk 3k 3k 3k 3k 5k 5k ok sk sk ok ok sk sk ok sk sk sk ok sk sk skook sk sk sk ok sk sk skesk sksk sk sk sk sksk sk ok
* Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All r|ghts reserved.*
* Without the owner's prior written consent,
* no decompiling or reverse-engineering shall be allowed. *
Sk 3k 3k 3k 3k ok ok sk sk sk ok ok sk skook sk sk sk ok sk sk skosk sk sksk sk sk sk skosk sk sk skosk sk sksk sk sk k k
login: admin
Password:
<WAb38>reset wlan ap all
Reset APs that have established or are to establish primary tunnels with the AC. Continue? [Y/N]:y
%Feb 09 07:40:05:952 2022 H3C CWS/4/CWS_AP_DOWN: CAPWAP tunnel to AP 00dd-b6b1-87a0 went down. Reason: AP was reset
by admin.
%Feb 09 07:40:05:971 2022 H3C APMGR/6/APMGR_AP_OFFLINE: AP 00dd-b6b1-87a0 went offline. State changed to Idle.
%Feb 09 07:41:36:342 2022 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-87a0 came online. State changed to Run.
%Feb 09 07:41:36:343 2022 H3C CWS/6/CWS_AP_UP: Master CAPWAP tunnel to AP 00dd-b6b1-87a0 went up.
%Feb 09 07:41:36:664 2022 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-8f40 came online. State changed to Run.




Anchor-acx/N\—>3> 7w LT’&T’\’CO)APE’U —h 9 BHEETOHDAP

MAnchor-acD/\—av ICEEIC/N—230T7vT N5

SEE WX3820H, WX1840HIF 4 o> O—KHAIZflash:/[ZWA6300.ipe 77 IL AR ET DLELH
AhHY. Anchor-acld & #]Zboot.bin&system.bin /M 5WAG300.ipeZ e T 51=%. 1& B TlL#(E
SNTUWVEW=DIS—ERY ERERINSALTHRUILET . 28 B UBRIZZDOT774IILEFIBHLT
AL—XIZ7yvTO—RENFET,

kkkkkkkkkkkkkkkhkkhkkkkkkhkkhkkkhkkhkkkhkhkhkhkkkhkkhkkkhkkhkkkkhkkkhkkhkkkkhkkkkkkhkkhkkkkhkkkkkkkhkkkx

* Anchor-ac CO RN IED/N—230 7y (& *

*1EIHDHERBLET *

kkkkkkkkkkkkkkkhkkhkkhkkhkhkkhkhkkkhkkhhkkhkkhkhkhkkkhkkhhkkhkkhkhkkhhkkkhkhkkhhkhkhhkkhhkhhkhkhhhkihiix

%Feb 09 09:01:25:346 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_START: AP 00dd-b6b1-8f40 started to download the image file wa6300.ipe.
%Feb 09 09:01:24:355 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_FAILED: Failed to download image file wa6300.ipe for AP 00dd-b6b1-8f40.

*kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkhkkkkkkkkkkkkkkkkk

*RPUIDIBEDN—230 Ty L2 B DURSAIZIERILET *

kkkkkkkkkkkkkhkkkkkhkkhkkhkhkhkkhhkkkhhkhkhkkhkkhhkkkhhkkhkhkkhkkhkhkhkhkhkhhkhkhhhkhhkhhkhkhkkhhkkhkkhkd

%Feb 09 09:03:22:336 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_START: AP 00dd-b6b1-8f40 started to download the image file wa6300.ipe.

%Feb 09 09:04:21:498 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_COMPLETE: Downloading the image file wa6300.ipe for AP 00dd-b6b1-8f40 through the CAPWAP tunnel is
complete.

%Feb 09 09:06:12:810 2021 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-8f40 came online. State changed to Run.

%Feb 09 09:06:12:810 2021 H3C CWS/6/CWS_AP_UP: Master CAPWAP tunnel to AP 00dd-b6b1-8f40 went up.

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkhkkkkhkkhkkkkkkkhkkkhkkkkhkkhkkk

*2BBLUBON—3 Ty ETRTRUILET *

*kkkkkkkkkkkhkkkkkhkkhkhkkhhkhhkhhkkhhhhkhhhhhkkhhhhkhkhhkhkhhhhhkhkhkhkhhhikrikirx

%Feb 09 09:06:54:037 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_START: AP 00dd-b6b1-87a0 started to download the image file wa6300.ipe.

%Feb 09 09:07:54:663 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_COMPLETE: Downloading the image file wa6300.ipe for AP 00dd-b6b1-87a0 through the CAPWAP tunnel is
complete.

%Feb 09 09:08:45:182 2021 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-87a0 came online. State changed to Run.

%Feb 09 09:08:45:183 2021 H3C CWS/6/CWS_AP_UP: Master CAPWAP tunnel to AP 00dd-b6b1-87a0 went up.




m 7t RARA>rEAnchor-aclZERE T 5
m Anchor-aclZSSID(H—E R)#1EfK T %

SERLIZOV T4 DT RTORERR

FIT%/\v5 7y R®MAnchor-aclZ& &

TIRARAUMNIZAT U rDIRERT

E Anchor-ac(BEETDAPLEHT)D/IN—2arTyT

547 U DERZIEINEHED

m NZaF7ILIZTDOWNT



7247 bDE

Umj

5K S INREHERR

FNFNDISATULDFEHRINTLSAPDESLFID, SSID, FrRILTHDZERELXRIET S

<AC>display wlan client verbose
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<AC=>display wlan ap all radio

Total number of APs: 4 . BW  Usage TxPower 7747
Total number of connected APs: 4 APZ FEIRID RE& F v xR (MHz) (%)g (dBM) ~

;cgg! Zumber of connected manual APOL 1 Up 52(auto) 30 3 3 5

Total number of connected auto APOT 2 Up lOO(auto) 30 5 3 3

APS: 0 APO1 3 Up 6(auto) 20 35 6 3

Total number of connected common

APs: 4

Total number of connected WTUs: O
Total number of inside APs: 0
Maximum supported APs: 128
Remaining APs: 124

Total AP licenses: 20

Local AP licenses: 20

Server AP licenses: 0

Remaining Local AP licenses: 16
Sync AP licenses: 0
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<AC>sys

[AC]probe

[AC-probe]wlan ap-execute all exec-console enable
[AC-probe]quit

[AC] display wlan ap all address

Total number of APs : 3

Total number of connected APs : 3

Total number of connected manual APs : 3

Total number of connected auto APs : 0

Total number of inside APs : 0

AP name IP address MAC address

ROOM-101 192.168.1.7 1019-65c2-3ee0
ROOM-102 192.168.1.8 1019-65c2-48a0
ROOM-103 192.168.1.9 1019-65¢c2-4840

<AC> telnet 192.168.1.7
Password:h3ca@admin
<ROOM-101>
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<ROOM-101> system-view

[ROOM-101]probe

[ROOM-101-probe] display ar5drv 1 channelbusy
ChannelBusy information

Ctl Channel: 52

BandWidth: 3

Record Interval(s): 9

CurrentTime: 15:05:23

T FrRILDED—FIFIN IR TR HESN
ExD20E 53 DT —EINRRINFT,

Ty

E3':|
AL
Time
(h/m/s):

1 15:05:14

2 15:05:05

3 15:04:56

4 15:04:47

5 15:04:38

6 15:04:29

! 15:04:20

8 15:04:11

9 15:04:02
10 15:03:53
11 15:03:44
12 15:03:35
13 15:03:26
14 15:03:17
15 15:03:08
16 15:02:59
17 15:02:50
18 15:02:41
19 15:02:32
20 15:02:23

CtIBusy(%)

N NN PENDNDWONWWNOWNDNDwNDDNDDNDDND W

TxBusy(%) RxBusy(%)

O O OO OO OO OOOOOOooooooo
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<ROOM-101> display diagnostic-information

Save or display diagnostic information (Y=save, N=display)? [Y/N]:y
Please input the file name(*.tar.gz)[flash:/diag H3C 20220422-183824.tar.gz]:
Diagnostic information is outputting to flash:/diag_H3C 20220422-183824.tar.gz.
Please wait...

Save successfully.

<ROOM-101>ftp 192.168.1.10

Press CTRL+C to abort.

Connected to 192.168.1.10 (192.168.1.10).

220 3Com 3CDaemon FTP Server Version 2.0

User (192.168.1.10 :(none)): anonymous

331 User name ok, need password

Password: Xxxxxx

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> put diag_H3C 20220422-183824.tar.gz

227 Entering passive mode (192,168,1,10,243,91)

125 Using existing data connection

226 Closing data connection; File transfer successful.

78869 bytes sent in 0.002 seconds (45.67 Mbytes/s)

ftp> quit

221 Service closing control connection

<ROOM-101>
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https://www.h3c.com/jp/

O - @

http://www.h3c.com/en/Support/Resource Center/Technical _Documents/
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H3C WX1800H Series Access H3C WX5800H Series Access H3C 802.11ax Series Access Points
Controllers Controllers

H3C WAB638 Access Point

H3C WX1800H Series Access H3C WX5800H Series Access .

Controllers Controllers .

Learn More = Learn More -
H3C WX3800H Series Access H3C 802.11ac Wave2 Series Access H3C WAGB36 Access Point
Controllers Points

Learn More -3

H3C WX3800H Series Access H3C WA510H Access Point
Controllers

Learn More —*

Learn More —*

H3C WAB630X Access Point

Learn More

H3C WAS30 Access Point

Learn More =

H3C WAB628X Access Point

Learn More =

H3C WAB30X Access Point

Learn More =
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#

version 7.1.064, Release 2451
#

sysname H3C

#

wlan global-configuration
#

telnet server enable

#

port-security enable

#

lldp global enable

lIdp hold-multiplier 8

#

password-recovery enable
#

vlan 1

#

interface NULLO

#

interface Vlan-interfacel

ip address 192.168.0.50 255.255.255.0

ﬁ\terface GigabitEthernet1/0/1
?rflterface WLAN-Radio1/0/1
;iqrtnerface WLAN-Radio1/0/2
#scheduler logfile size 16

#

line class console

user-role network-admin

#

line class vty

user-role network-operator

#

line con 0

user-role network-admin

#

line vty 0 31
authentication-mode scheme
user-role network-operator

#

line vty 32 63

user-role network-operator

#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role
#

role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

role name level-7

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

role name level-13

description Predefined level-13 role

#

role name level-14

description Predefined level-14 role

#

user-group system

#

local-user admin class manage

password simple h3capadmin
service-type telnet http https
authorization-attribute user-role network-admin
#

ip http enable

ip https enable

#

undo attack-defense tcp fragment enable
#

wlan ap-group default-group

vian 1

#

wlan ap Xxxx-xxxx-xxxx model WA6320-JP
serial-id XXXXXXXXXXXXXXXXXXKX
mac-address XXXX-XXXX-XXXX

anchor-ap disable

radio 1

radio 2

gigabitethernet 1

#

return
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