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FIE: REOEEE—FOWHER >EEFE—FOZLTE > TEINTAE D HDRET

#IBIEDE— FE2HER(THBHEIRETIZFITE—F)

<WA6320> display wlan device role Tera Term: U7 )Vih—b BE X
Current running mode: FIT AP.

# system-viewlZ Tap-modea <> F TCloudE®— FIZZEE ¥ : APE—FICIZUTD3IDD H—k(P): |OOM3 v ”
<WA6320> system-view E—FAERTEXY, - : - v
System View: return to User View with Ctrl+Z. ap-mode { anchor-ac | cloud | fit } h—L.—(B): 9600 v]

[WA6320] ap-mode cloud o : .
Changing working mode will reboot system. Continue? [Y/N]:y 7 —D): 8 bit v Fe )
HE— FEED7-BHICAPIZ BB ICreboot L £ 9, I TAA); daabus .

System is starting... s ; - T ~ILF(H)
Press Ctrl+D to access BASIC-BOOTWARE MENU... Ak A(S): LIt

Booting Normal Extended BootWare J0—%KEF): none v

U7 —bRXy - DA
Image file flash:/wa6600-boot.bin is self-
decompressing......oeeeennn... 1A 15BIE

............................................................................ 0 EU*{J;!?[C) 0 EI_J*’_J} FI'(L)

System image is starting...

DIII

Line con0 is available.

Press ENTER to get started. aAYY —IIVIEGDBEREIL. 9600 FK—, T—&X8Ew b,
#EBECloudE— FICHR 72 & ZHERL £ 7, NYFaHEL RbyZ7EY M1, 7—§IH4AL

<WA6320> display wlan device role
Current running mode: Cloud AP.
<WA6320> save force
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TCP 443
« Cloudnet@{EHK— b
TCP 19443 (T 74 MEFETHICIFATOIT Y RTITWET
cloud-management server port port-number
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RODEEDEA T Dregisterz 1)y, ZFREENEEBITHADA—ILTPRFLRAEANLET,

Usemame  newh3c o https://cloudnet.h3c.com/

(6-32 chars that start wit

CENTER
Only letters, digits, and

Email 185 299@h3c.c

Welcome To Cloudnet

Password e000 00RO

— H3C U-Center — B prs o

[[] Remember Me

Confirm Password ey . orgot Pass
Cloudnet T

V]Agree Oasis User Reg
Cloud-Driven Automation Makes Work Easy

The account already ¢
logi
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Welcome To Cloudnet

— H3C U-Center —

Cloudnet

Cloud-Driven Automation Makes Work Easy
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B H3C $4 b YITT7hIV b
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A Demo Account v
«Discretionary Account (ZILA—VYTATHIUR): THUMNREILEESE BEEBIRL TR X0
EREHS. 5IEREY T T HIUNEERTEET, A=Y G R TR ‘
*Watcher Account (BBEfR7HhOUR): EIZRVr D —VERAT. BRE Discretionary Account
EERMNLZELNDE, BT THhIUEDERMNTEEE A
*Maintenance Account GERB EIWRFTHAIUR) : Ry T—IERE AR A Watcher Account
FURTIHERLHY . YT T7Hh IO EERTEET,
«Demo Account (TETZAHIUR): T RTOT /A AD A B AL _ Maintenance Account
BHY. HITTHIUNIERTEEE Ao INAT)—F =&Y}
Operation Account (BBYE7H I R): EITS 749970 —DHEEETT Demo Account
W BT ThIUREERTEET,
«Config Account (R T HIUR): Ry T—OBBIERLHY . T T7H Operation Account
DUNEERTEEY,
Config Account
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rj__“‘/ {,{XJ [55024PV3] dis device manu

vy hD—4 A¥—t 510t 1 CPU 0O:

DEVICE NAME 1 55024PV3-EI-HPWR

o T/NA ZIE
DEVICE SERIAL NUMBZR : [219801A1QH9204Q0001B

MAC ADDRESS EFCE60-9B2C-29DE
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BE L a—)L—L EDEE)

2.4G 2.4G 2.4G 2.4G 2.4G

F¥ )L :auto(FIHILR) Fx )L auto(FIAILR) Fx )L auto(F IHILR) FyRJL:auto(TI4ILR) F 2RIl auto(TIHILR)
E5:60% T5H:80% T5:80% E7:80% B H:100%(F7+ILK)
BEEE: 20 BB 20 BB 20 B 20 BiR#F:20

5GHz-1 5GHz-1 5GHz-1 5GHz—-1 5GHz-1

Fy 2RI :auto(TI7F LK) Fe )b :auto(TFI7FILR) Fo )b :auto(TFI7FILR) F 2RIl :auto(TI#ILR) F )L :auto(T74ILK)
& 751:80% B :100%(T74+I/LK) B :100%(FT7+ILK) B :100%(F74ILK) T/ :100%(F7+ILK)
R 20 &R 40 R 40 AR 80(FI7+ILN) R :80(F7+ILK)
5GHz-2 5GHz-2 5GHz-2 5GHz-2 5GHz-2
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RRE: O +—7> sgo0—X IRREE: O+—7> sOo—=x
FaFl: AUTO(TZ # 1)
F il AUTO(T 7+ )L |) Fo Al AUTO(T Z L b)
7 ElEE 40
iR g iR 40
g =7 QO ri—ErF—v EEE A #
= E=all
10 -
1 0 70%
12
5GHz-1 40%
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50%
T0%
Fo R o
F o Rl 56 F il 56 20%
. — . i F‘Mﬂﬁ G0%
[ 40 [l 40 SRR
1055
E Frrel E vl E Frrel

2.4GHz(7 v xJl): AUTO,1,2,3,4,5,6,7,8,9,10,11,12,13,14
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F Al 56
40
[ "
48
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HREE: QO +—7>~ SoO—X
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BT 40
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v b7 =7 >FEE > 777 FAP > WLANEE > HERFEERE CEHEBERDBE. *E
Ty, Ny FZRABETETET,

v

| Single-AP Configuration

@ ‘You can adjust radio parameters for a single AP in this section.

A5 AREE APH

o WAS3IEGJPO
[ ] VIAS38JP02
® VWAB3IZ0JP
® VWABE38.JP

Total entries: 4 | cumrent entries: 1- 4. Page 1 of 1

AP P IES

219801A2959199G0000
219301 A2959199G0001.
219801AZYFS8217EQ0O48

219801 A2ZKF820BEQD0GE

2.4GHz
RE Frl &h SFiEs tau
b el AUTO(Z 4L 1) 100%(= 741 ) 20
dA—T AUTO(Z )L ) 100%(= 7= JL ) 20
A== AUTO(F 7L ) 100%(= 7 JL t) 20
b v AUTO(F 7L 1) 70% 40
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AT AUTO(F Il 1) 100%(5 77 )L F) 80(= 77 )L ) RE
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S5GHzEARIZT VU ALET

AEREZECTHE TERAD AP ANEELTT VR RDERZES R
LET

AERRZAMNCTHE AP [FInREEHEL TIHREFEL. ImRD—LL
AGEA—SVTEEBLET

AREE BRI LIz . 5GHzS A TR L TULVA IR R EAY 40 BITZEL.
D 5GHzZ U A (TR L TL\DImR B E 1068 LLEEZ 5L, TRTEDSGHz
BSSIDIZ I CICERTITHEYET, EEROEHOVTAINE S
BEICSSIDEB RIS

| =5z |
KA —T7VIEEEEON, 7 n—XiZ
?GE—!I;’?-}E ®: O A-7> B3
O0—F)N(S>R@ O A-7> BAC3
O—=>JFE®: O A-7> BAC 3
5GHz ERO— /(5> @: O A-7> BAC 3
Broadcast Optimization () : A-T= B3
Broadcast Optimization (2 O A-—T> BAC 3
Broadcast Control O A-7> PACS

TO—FX P REORBEILEBICTDE AP BT ohibTO—kR
FXARERIEXTILFEYRS Ty EZ2IETHE. AP (X ARP JO—F
Fr ARSIV NS /4y zO—hHILTIEZL.DHCP JO—FF ¥y ARER,
RS /N4 whk, KU DHCPv6 7O—RF v R+ N UREHBZELET, ZEL
= IPv4 LU IPv6 DEARTO—FX X XLE IUTILF X R /7 9k &,
BEERSYMLEINET,

[ 11111

JO—REvRAMEEEBARCTSE. AP [TZELETRTOTO—KRFrR
FELUVRILFHRYRS /Y yhEHELE T, Broadcast Optimization®
BT HECDF T avBBIRTEET,
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COMBEZAMNICTEHEAPIT/ A X JO7EREMNT I NERABELET . Ch
[Z&Y, EHDAPHSGHzD BEILF Y RILEF AT HEEDFrRILEREIME

] @. *—> 503
Channel Reuse-2.4GHz 2 - o FUET, BEBANSNE. APA/ (X TOTERAS BB D YT

COMEEERNICTHE APIE/ AR JOT7EBMT e HEARLET . Ch
[Z&kY ., EHRDAPH24GHzDRILFr RIVEFERT BIEEDFr~ILEREL
RLELET ., BEMEH/NENIE, AP /A X JOT7EBET HEENMNBEYE
_d.—

Channel Reuse-5GHz (2): A—7 O B3

ARBEE AT BHE AP [F24GI2BEFINF-L—FEVIELNL—FDFEA
ZIELFET

HL— bEEIHCT3-24GHz @ =iE = bzl

L — 2T T3-560Hz D 2=k 0O FiLizL = e

ABEEE AT DL MBRAD AP NEHELTTVERIHRTO—IY
BUEZRTL. &K 31 O AP (EHEMNEELTOTHAIEE) 29 R—F
E¥]
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| 55 FAP |
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Lr g =1 TINAZAE - ZUFIES = AT mE - Ho 4
® £ CLOUDAP 219801A24F2201E0000J Cloud AP WAG638 tokyo

Total enfries: 1, current entries: 1-1. Page 1 of 1
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Cloudnet®;E | —-APDEEEF v

G H3C Cloudnet x  + e - X
& c @ oasiscloud.h3c.com/oasisb/static/#/maintenance/aphealth T N A
H3' Network Smart 0&M Service » FH A & . .
Dashboard Branch: H3C Site: H3C BEEIA T+ 2 v All Devices v Client: 31 [5G ]26 [24G]5 | AP: 4 | AC: 1 | A\O
['_J, Issues Health Yesterday Last Seven Days Custom
1 Clients
| AP Health @
%W Network AP Quantity B Sccellent @ Good [ Average £
4 —
o

[

m APs : |
R¢ 2
s
1
« Optimization
0

09/17 00:00  09/1700:40  09/1701:20  09/17 02:00  09/1702:40  09/1703:20  09/1704:00  09/17 0440  09/1705:20  09/1706:00  09/1706:40  09/1707:20  09/1708:00  09/1708:40  09/1709:20  09/17 10:00
Security

o
@ vp H3CTDRSSIDIEIFUTOARICEIIEELYET DT, TEBLFESLN,
| AP Radio Details @ Collected At09/17 10:35 RSSlZSNR({E%*‘TﬁEH: db) = Slgnal (dbm) - 7D7//{7€(-95dbm)
SignallZf§ S RETHY. 707 /A X [E—95dBmERGEhFET,

[* Export ~ Filter

AP Name AC Name AP Score Deduction Radio Health Online Clients RSSI Channel Channel Usage >li=
APO1 AC 100 - 1 Excellent 10 46db 60 3%

APO1 AC 100 - 2 Excellent 9 50db 100 2%

APO1 AC 100 - 3 Excellent 2 56db 1 18%

APO2 AC 100 - 1 Excellent 0 0db 36 0%

APOZ AC 100 - 2 Excellent 0 0db 100 6%

APO2 AC 100 = 3 Excellent 0 Odb 1 16%

APO3 AC 100 - 1 Excellent 2 56db 36 1%




CloudnetD;ERM — V54T bimRKDEEE

& H3C Cloudnet x + O -

c @ oasiscloud.h3c.com/oasis6/static/#/maintenance/stahealth T N A

H3‘ Network Smart 0&M Service »

Wi Dashboard Branch: H3C Site: H3C HEE AT 1 2 v All Devices v

E; Issues Health Yesterday Last Seven Days Custom

,—L'. Clients

| Client Health

5GHz () 2.4GHz Q All
m  Wireless

Clients B Excellen: [ 09/17 09:30

]
Network “ | [ ocollent | Good | Average | e | Total | a
5GHz 1 7 0 3 11
&  Optimization 2.4GHz 0 2 1 0

9 &

20 Total 1 1 3 14
Security N I IIII
vIP  IINANENEENENE llllllllllllllllllllllllll.llllllllllllll I
09/ 9170 0:

09170 09/17 05:40 09/17 7 09:00 09y 09/17 10:20

06:00 09/

09/17

7 07:40 097 8:20

| Health Details (@ Collected At 09/17 10:35

[= Export ~ Filter

MAC VIP Level Username Auth Method IPv4 IPvé Security RF Band Client Score Deduction Health 58l Slie

Packet L4 Rate:2
192.168.100.3 acket Loss Rate

Non-VIP Unauth 5 - WPA2-Personal 2.4GHz 75 0.Retransmission Ra  Good H3(¢
te:d
Non-VIP Unauth 10.66.209.11 - WPA2-Personal 5GHz 80 Packet Loss Rate:20  Good H3(¢
192.168.100.3
Non-VIP Unauth RJ - WPAZ2-Personal 5GHz 80 Packet Loss Rate:20  Good H3C
Packet L Rate2
. 192.168.100.1 . ackelhoss nale
Non-VIP Unauth a - WPA2-Personal 5GHz 78 0,Refransmission Ra  Good H3¢
te:2
q
d4 Non-VIP Unauth ;J2.168.1OC 2 - WPA2-Personal 5GHz 80 Packet Loss Rater20  Good H3C
192.168.100.4
4d1-0x Non-VIP Unauth 2J - WPA2-Personal 5GHz 80 Packet Loss Rate’20  Good H3C

Flmclnd | mmn Madaen
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oudnet® ;& A — Expert Modez

5 H3C Cloudnet » &5 H3C Cloudnet X 5 H3C Cloudnet o +

C @ oasiscloud.h3c.com

H3

Dashboard Client Info

naintenance/stainfo/normal/1098-c3e4-9

Expert Mode

/219801A1MG919BQ00023/undefined/undefined/undefined/undefined

e
»
be

Network Smart O&M Service »

ssue Analysis Yesterday Last Seven Days Custom

.

-

Issues
| Statistics | Client Logs @
Clients
71.9Mbps 65.4Mbps 53db Time Range | 2021-09-17
Wireless
“Expand
Network
Optimization | Basic Client Info
B MAC: 1098-c3e4-9dal B IPv4: 192.168.100.37 W IPv6: - B Vendor: Samsung B RF Band: 2.4GHz B Protocol Type: 802.11gn
Security B Usemame: W Device name: Canon W System Info: Canon . B VIP Level: Non- B Remarks: Printer B Remarks2: -
B Remarks3: - B Remarks4: -
VIP
| Connection Info @
Current State:  Online Online Duration: 23 days 17 hr 7 min 33 sec Current Score: 71
1098-c3e4-9dal -
@ 192.168.100.37 = H3C-Guest i =
Score:100
. . L L
Client SSID AP AC

| Score Trend @




Cloudnet® ;&R - Expert Mod

& H3C Cloudnet X | @ HaC Cloudnet X | @ HaC Cloudnet X | @ HCCloudnet X G H3C Cloudnet X + o - 2%

b3
¥
be

c 8 oasiscloud.h3c.com/oasisb/static/#/maintenance/stainfo/expertmode/1098-c3e4-9da0/219801A1MG919BQ00023/undefined/undefined/undefined/undefined

e
H ; > 0&M Service ¥ s | H3C_Japan @8 -
Dashboard Client Info Expert Mode Issue Analysis Yesterday Last Seven Days Custom

Issues

Clients MAC:1098-c3e4-9da0 1Pv4:192 168.100.37 IPV6:- Vendor-Samsung RF Band:2 4GHz Protocol Type:802.11gn
Wireless :
Usemame: Device Name:Canond28521  System Info:Canon MF741C/743C  Channel:11 Remarks:
Network
Optimization
| Health Report | Client Connection Info @ Click the trend graph to view details. &) Capture
Security Metric Current Value Reference Value )
Retransmission Rate: RSSI
VIP RSSI 53db »30db
Channel Usage 18% <40% [ e
Uplink Traffic: o e - WS Uplink Rate
Uplink Rate 71.9Mbps >43.3Mbps
Downlink Rate 65.4Mbps >57.8Mbps
. F AR AR ARELHIARAMAL () |-”|'|\"1‘|"’""l”””
Downlink Traffic: Downlink Rate AU LA UL
Uplink Traffic 352.3KB -
Downlink Traffic 39.5KB -
f\ A h
: e d ,
Latency 16.718ms <15ms o Uplink Packets: Latency :\__h_.._.ﬂl._.________ _._A_._._.]b\n\.
Packet Loss Rate 47.76% <1% ]
Retransmission Rate  22.14% <5% . Downlink Packets: S S A Packet Loss Rate MJ“L.MMW%WW\I\.J%WN’\FJ&

Association Duration  80ms -

Authentication Duration Oms - [ D aa_aa oo

Channel Usage: Radio Load

| Neighbor Client @

B Neighbor Client il
https://oasiscloud.h3c.com/oasis6/static/#/maintenance/stainfo/expertmode/1098-c3e4-9da0/219801A1MG919BQ0...
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MDRSSIZ

:I.—

F

G5 H3C Cloudnet

< c

X | @ H3CCloudnet

Client Connection Info

X | @ HaC Cloudnet

X | & H3C Cloudnet

X & H3CCloudnet x +

8@ oasiscloud.h3c.com/oasis6/static/#/maintenance/stainfo/expertmode/1098-c3e4-9da0/2 19801A1MGI19BQ00023/undefined/undefined/undefined/undefined

o - P

w ® A

H3CTORSSIDEIFILLTDERICEIEEBYET DT, TEEESLY,
RSSI=SNRU{EB & Ltk: db) = Signal(dbm) — 287 /4 X(-95dbm)

Vendor: Samsung  Client MAC: 1098-c3e4-9da0  Client IP: 192.168.100.37

AP Name: APO1

Channel: 11 Radio: 3

SignallXfESEETHY ., 7AF7 /4 XIX—95dBmERLTENFET,

Packet Loss Rate

100%
80% |
60% |
40% | A

20% ||

0% LU L\ v
09/17 02:40:00 09/17 04:00:00

Channel Usage:

100%
80%

60%

A0% e e
20% R

0%

09/17 02:40:00 09/17 04:00:00

Uplink and Downlink Packets:

Total Uplink Packets [l Uplink Broadcast Packets
1500
1200
900
600

09/17 05:20:00

09/17 05:20:00

Max @ Avg @ Min

09/17 06:40:00

® Avg

08/17 06:40:00

B Uplink Multicast Packets [l Uplink Unicast Packets

08/17 08:00: UU

09/17 08:00:00

09/17 09:20:00

09/17 09:20:00

300

09/17 02:40:00 09/17 04:00:00

Uplink ARP Packets:

300 !
0

09/17 05:20:00

09/17 06:40:00

09/17 08:00:00

09/17 09:20:00

Total Downlink Packets

tency

Max @ Avg @ Min

100ms
80ms N\
60ms [ |‘
40ms | | "
20ms It I I
Oms LA

09/17 02:40:00 09/17 04:00:00 09/17 05:20:00 09/17 06:40:00 09/17 08:00:00

® Max @ Avg @ Min

WERN,
09/17 09:20:00

09/17 02:40:00 09/17 04:00:00 09/17 05:20:00 09/17 06:40:00 09/17 08:00:00

Uplink and Downlink Traffic:

Total Uplink Traffic @ Uplink Broadcast [l Uplink Multicast [l Uplink Unicast

1,000.0KB
B00.0KB
600.0KB
400.0KB
200.0KB

09/17 09:20:00

Total Downlink Trafffic

noke B
200.0KB

09/17 02:40:00 09/17 04:00:00 09/17 05:20:00 09/17 06:40:00 09/17 08:00:00

Uplink ARP Rate:

09/17 09:20:00

n cance!

37



Cloudnet®;ERHHI — 9547 FDRSSIEF 38
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oudnet® ;EZRB| — APDFr = ILFIRAIK; 40

G5 H3C Cloudnet X | & H3C Cloudnet X | & H3C Cloudnet X | & H3C Cloudnet X @ H3C Cloudnet x  +

&« c @ oasiscloud.h3c.com/oasisb/static/#/maintenance/channel i » 2
Dashboard

“ Channel Analysis Yesterday Custom Q Q

Network Smart O&M Service »

“All Devices v Client: 31

Branch: H3C Site: HAC BEBIA T+ 2 v

| 2.4GHz Channels @

Channell Average NO-Radio M Excellent @ Good M Average NO-Radio

IR 4 4 4 444444444444 444444444444444444444444

| 5GHz Channels @

WELLCIAM 1 111 1111111111111 111111111111 11111 11111111111

WELLELE1 1111111111111 1111111111111111111111111

A1 1111111111111 1111T111T111111111111111111111111

T ekl 1 1111111111111 1111111111111111111111111
Optimization

security OELLEN D 2 22 2222222222222 2222222222222222222222222222

LR 2 2 2 222222 222222222222222222222222222222

VIP
07:15 07:30 07:45 08:00 0815 0830 0845 0900 0915 0930 0945 10:00 10:15 10:30 07:00 0715 07:30 07:45 0800 0815 0830 0845 0900 0915 09:30 0945 10:00 1015 10:30

| Channel Usage Details

AP Name = AP SN Radio = Channel Channel Usage = Tx Channel Usage = Rx Channel Usage = Interference = Q

No Data




oudnetEFRAMH - RO —<vT

G H3C Cloudnet X ‘ @G5 H3C Cloudnet x | & H3C Cloudnet x | @& H3C Cloudnet X G H3C Cloudnet x + (-] - x
&« s # oasiscloud.h3c.com/oasish/ [#/net/network/sitecollection/site ¥r » A :
H 3‘ Network Smart O&M Service »
&  Network Branch H3C  Site H3C BEEA T+ 2 v
Dashboard Site Summary Area Management Time Zone
. (&) Lasl UPOale:2uz1-us-17 U2 (FInisnea)
m  Sites
Auto Refresh () oFF £ Recalculate TGz Discover Devices Show IP Address Show Interface Name Expand All
aniz.

«f Horizontal

m Endpoints c.\-: : Cloudnet
2

Monitor =
4 Setlings w
@ Maintain .
& Messages a s.nsg?sc-sHl-eL
#  System

. Terminal . Teminal . Terminal

: HP
Terminal ‘ ch Terminal
S5024FV3-ELH.

SN EE - £
-JP WABE3S-JP 1840H -

oM
? o Terminal
Ll OM10(
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7t XRA 2 FDOGUIIC

FIEL :
L ET,

VAL TRy akh—N&exRRdd ~

TR RA Y FHPOERA v FICER L CLEOLEDRE AR T A2 ETCELET,
FIE2 : PCET7 7R KRA > FHEH L TWLWASSID, H3C MACT7 FL XD F6#7(F 0T

IFH3C_F361A0)IC#z

R IPCICIET7 7R RAY A 5104094 XD T7 FLAAENY U THENTWALNESRL £,

U THNTWaEWES., PCOWIFIOEZEAIPT
BETHD LD

H3C_F361A0
A=TY

DRy RI-7% @B GEESN IR, t20
I-Y-ICRADSNZ A RN HYET

[] a#micss

AYbI-IE125-

)

EIAIL bR
iy

w A O

12:45 B
2021/09/29 4

2L £9,

= IV FoyT

C:¥lsersripconfig
indows IP &A%

flireless L&N adapter O—7JL I\ FHEEE: 1:

AT TOMEE. L L. L AT TIHEREE AT EREA
BEEEO NS Y 70w 52 . ..

flireless LAN adapter O—HJL I FHESEx 2:
AFATOREE. L L AT TFIIERERTLETA
BEEEO NS 70022 . ... L

Wireless LAN adapter Wi-Fi:

L X%DHCPTEY 5TS

CONSOLE

}ﬁﬁ.jﬁ_@ ONS -'j-._/'-'f w 77\ ......
U aO—a0L IPvE PELZ. . . L feSU :3heldB33: 3383 d57%7

IP\-’4T|‘“[/R............:1040942
BTE b RAA 255955 .255..0
SN —=FT0 0 ... o 10.40.94 1

A —tE oy b FE T2 — Blustooth v 70— S

AFLTOREE. . . . . .. ... AT TFEEREINRTLETA
EBEBREO NS Y 70w 52 . . ..

Ci¥lsersrg




T ARAY FOGUIZT 7 AL THR Yy adh—RKRAEKRRT S

FIE 3

http://myap.h3c.com/

PCOT7Z Y B LUTOURLZ AL £7,

F7 4+ bDI—H—%:admin, /$X 77— K:h3capadmin

@ Login x +

& C A FEINTVVEWESE | myaph3ccom/web/frame/login.htmi?ssi=false

H3C WLAN Management Platform

‘ 2 admin ‘

‘ I .{ o‘

[C] Remember username English =

=

Change Password *

The default password is not secure. A qualified password must meet the following
requirements: It must contain a minimum of 10 characters. It must contain a minimum of 2
types,and a minimum of 1 characters for each type. It can't contain the username or the
reversed letters of the username.

0ld Password | |

New Password | |

Confirm Password | |

INAD—KRIFIOXFLL LT, EHFREH
ED2EFEHFEH . BRI TS —
H—. adminZEDNFEEFFHEIN &,

A4


http://myap.h3c.com/

O A9 5EF v aRh—

H3C WAG320-I1P

FARTRSNFET

H Save ... Roadmap | & admin

SsiD

- httpsi/#10.10.11.22/wnm/frame/index.php?sessionid = 200002a6bbBab80d 36044126637 16cbed39#M_Dashboard

Actions All Networks » Dashboard
Dashboard
System Logs
Quick Start > —
Informational
Monitoring >
Wireless Configuration >
APs o= System usage o=
Network Security > Online Offline Unhealthy
5
4
System > 3 0% 72%
2
; CPU Memory
Tools > 0
16:20:38 16:20:43 16:20:48 16:20:53
Reporting >
Wireless services o= Clients o=
2.4GHz 5GHz

E 21—z [System View | Network View

client number

Access Points Clients

O 0o @olo

Event Logs

0001 L1002

I System View Network View I

45
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CloudE®— FDFE S

Cloud®— K TlZCloudneticiE#: L TCloudnet!iZ CSSIDDOERTE. B O EIAR E A2 TWE T, F7-.
APICIER L TWB 7 747~ F DIREEDFREHEHRDIBIETEZ T, APOO—HILDOGUITIE, EICH
EDREBARTEINET 0T, REAZIRREBIEIE (C (X CloudnetZfEZ2 L T 72 Uy,

O—A)LDOGUITOZEE LCloudnetDEERTEEETHR—F SN TWLWHEWELEDODDOIAIZT B L5 LTKL
772y, A—ANLDOGUITHSSIDOZEE [ZCloudneticRMENFHADTEEL TL I,




7747 > b ORAIEE

WA6320-IP

a7

Actions All Networks ¥ Monitoring® Clients » Clients
Dashboard Clients
Quick Start >
Monitoring v I @
Wireless Networks By AP
Access Points 00dd-b6b1-7ca0
Clients ‘
Wireless Security
RF Monitoring
Application Monitoring 171
Wireless Configuration >
By Authentication Mode
Network Security >
% Open
SysiE > 802.1X
MAC
Tools > Portal
MAC + Portal
Reporting > PSK + WEP

4 <4 >

SeE

By SSID
guest
11
By radio type

& 302.11a(5GHz)
802.11n(5GHz)
802.11ac(5GHz)
802.11ax(5GHz)
802.11b(2.4GHz)
802.119(2.4GHz)
802.11n(2.4GHz)

00D A4 i A4S LIS

Q Save .’. Roadmap | & admin

14 <4 B>

Access Points Clients Event Logs

©1 ©0 00/ 0001 L9 @14
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FIxI DAY T 4 T E T -

'EE':& Y—EXF7L—F e \
= Service template APEEET 27-0ICGUICT 2R T B1-0I1E, F—t
=R : SSIDIEE il A R T v 7L — FH3C_XXXXXXIZ#E#HE L T, VLAN4094 D
T K 1(radiol: 5G) . I L R \ -~
lServicetempIatel DHCPH —NR—HuEZ) B ToN/=IP7 KL ATORT Y

Service template 16+ arvfies ETElEE + =z 75&‘% 0 é ;h i .
Service tempﬁate 2 AA‘\’/ SSSID |_:3C_p\IN€F52 iF_J El

Service template 3

\ GigabitEthernet1/0/1
Ten-GigabitEthernet1/0/1
T 2(radio?2: 52?\\ _ ;
Service template 1 Service template 3
{ =¥ Service template 16 \ SSID H3C_WiFi_3 VLAN 1

P Service template 2 \\ \
.. Service template 3 \ \\ &.
PC '='=',J"i3(rad|o3 2 4G)\ .........

Service template 1 \ \ Service template 15
Service template 16\ N \ ssip H3C_WiFi_15
Servicetemplate2 N OO ACL httE / httES
Service template 3 \\ \ \ -
\\ ‘ X : CE—
Service template 16
service template enable Permit soucre ®
DHCP Server 10.40.94.0/24
10.40.94.2~ =
GW:10.40.94.1
DNS Proxy

myap.h3c.com
10.49.94.1



—\®

e

#

version 7.1.064, ESS 2444P01

#

sysname H3C

#

#3ALY -V R EEILRERIOREANER
clock timezone Tokyo add 09:00:00
#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

dhcp enable

#GUI7 7t X FIDNS proxy

dns proxy enable

ip host myap.h3c.com 10.40.94.1

#

[ldp global enable

[Idp hold-multiplier 8

#

password-recovery enable

#

vian 1

#

vlan 4094

#%E B FSSIDIZ##i L 7-=PCADHCPE &
dhcp server ip-pool 4094
gateway-list 10.40.94.1

network 10.40.94.0 mask 255.255.255.0

dns-list 10.40.94.1
#

THILEDI T4 (CLIATUR)

HUUTF T4 bDHY—EZRTTL—HSSID) interface Vlan-interfacel

wlan service-template 1

ssid H3C_WiFi_1

portal domain cloud

portal apply web-server 1

portal temp-pass period 20 enable
service-template enable

#

wlan service-template 2

ssid H3C_WiFi_2

portal domain cloud

portal apply web-server 2

portal temp-pass period 20 enable
service-template enable

#

wlan service-template 3

ssid H3C_WiFi_3

portal domain cloud

portal apply web-server 3

portal temp-pass period 20 enable
service-template enable

#

wlan service-template 4

ssid H3C_WiFi_4

portal domain cloud

portal apply web-server 4

portal temp-pass period 20 enable
#

.. Fl#|service-template 5~15(& )
#EEFASSID

wlan service-template 16

ssid H3C_4BA660

vlan 4094

service-template enable

ip address dhcp-alloc

tcp mss 1400

#

interface Vlan-interface4094

ip address 10.40.94.1 255.255.255.0
dhcp server apply ip-pool 4094

#

interface GigabitEthernet1/0/1
port link-type trunk

port trunk permit vlan 1 to 4000
#

interface Ten-GigabitEthernet1/0/1
speed 1000

port link-type trunk

port trunk permit vlan 1 to 4000
#EEFASSIDIE L |BA SEH
interface WLAN-Radio1/0/1
service-template 1
service-template 16
service-template 2
service-template 3

#

interface WLAN-Radio1/0/2
service-template 1
service-template 16
service-template 2
service-template 3

#

interface WLAN-Radio1/0/3
service-template 1
service-template 16
service-template 2
service-template 3

#

50

#http/https/telnet TAS AV BEMRBEREINDLSIZHRTE
linevty 031

authentication-mode scheme

user-role network-operator

#

line vty 32 63

user-role network-operator

#

ntp-service enable

ntp-service unicast-server pool.ntp.org
ntp-service unicast-server registry.h3c.com priority
ntp-service unicast-server time.nist.gov
ntp-service unicast-server time.windows.com
#GUIIZIZTEERIPO AT OEAHIR

acl advanced name default

rule O permit ip source 10.40.94.0 0.0.0.255
rule 1 permitip source 127.0.0.10

#

domain cloud

authentication portal none

authorization portal none

accounting portal none

#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role

#



—\®

=

#IR—ZIWTHVRREAIIL—ILER

portal host-check enable

portal user log enable

portal client-gateway interface Vlan-interfacel

portal free-rule 501 destination ip 114.114.114.114 255.255.255.255
portal free-rule 502 destination ip any udp 53

portal free-rule 503 destination ip any tcp 53

portal free-rule 504 destination ip any tcp 5223

portal free-rule 520 destination oasisauth.h3c.com

portal free-rule 521 destination short.weixin.gqg.com
portal free-rule 522 destination mp.weixin.gg.com

portal free-rule 523 destination long.weixin.gg.com
portal free-rule 524 destination dns.weixin.qg.com

portal free-rule 525 destination minorshort.weixin.qg.com
portal free-rule 526 destination extshort.weixin.qg.com
portal free-rule 527 destination szshort.weixin.qg.com
portal free-rule 528 destination szlong.weixin.qq.com
portal free-rule 529 destination szextshort.weixin.qq.com
portal free-rule 530 destination isdspeed.qg.com

portal free-rule 531 destination wx.glogo.cn

portal free-rule 532 destination wifi.weixin.qg.com
#R—ZIDA0KT VAT F v

portal web-server 1

url http://oasisauth.h3c.com/portal/protocol
captive-bypass ios optimize enable

server-type oauth

if-match user-agent CaptiveNetworkSupport redirect-url http://oasisauth.h3c.com/generate_404
if-match user-agent "Dalvik/2.1.0(Linux; U; Android7.0; HUAWELI" redirect-url http://oasisauth.h3c.com/generate_404

if-match original-url http://10.168.168.168 temp-pass

if-match original-url http://captive.apple.com/hotspot-detect.html user-agent Mozilla temp-pass redirect-url

http://oasisauth.h3c.com/portal/protocol

if-match original-url http://www.apple.com user-agent Mozilla temp-pass redirect-url http://oasisauth.h3c.com/portal/protocol

THILEDI T4 (CLIATUR)

b1

#

portal local-web-server http

#

portal local-web-server https

#

netconf soap http enable

netconf soap https enable

#

ip http acl advanced name default
ip https acl advanced name default
ip http enable

ip https enable

#

portal mac-trigger-server cloud
binding-retry 2 interval 3
cloud-binding enable

#

undo attack-defense tcp fragment enable
#Cloudnet| Z3E#%
cloud-management server domain cloudnet.h3c.com
#

return

#CloudE—F TCloudIZ{EELALVE S
UTNDATURTCloudEBE1THEHEWNKIIZHEYET,
<H3C>System-view

[H3Clundo cloud-management server domain
LHL. Cloud7VEADT=DFELIATUENELHY
FTOT. AIR—COBERE—FEEBOLET,
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= YP—EXT7L—} _ o \ .
! H3C_WiFI_x(Z#&ft L 7cPCIZH A DDHCPH — /" —=H 5 Fl

- "SSID HAC WiFL1 JETONST ELRTA Y 5%y FnBETEET,
=K 1(radiol: 5G) t7 APICEIY S T/IPT KL ATGUIC T 2+ 2 L £+,

Service template 16

! Service template 2
Service template 2

_ SSID H3C_WiFi_2 3 z .168.1.1/24

Service template 3 GigabitEthernet1/0/1
= 9| : ) Ten-GigabitEthernet1/0f1
B K 2(radio2: 5G) | J

Service template 1 Service template 3

Service template 16 SSID H3C_WiFi_3 VLAN 1

Service template 2

Service template 3

i EiK3(radiod: 24G) |\ e @

Service template 1 Service template 15 .ACL
Service template 16 SSID H3C_WiFi_15 Permit soucre
Service template 2 192'168'1'0/24htt / https

Service template 3 FL!M
D

Service template 16 . VLAN 4094

SS'D H3C_XXXXXX Permit soucre : .

service template enable 10.40.94.0/24

DHCP Server
10.40.94.2~ —
GW:10.40.94.1

DNS Proxy
myap.h3c.com
10.49.94.1




T RARA Y FDOGUIZ KX YEEBICETEIPY FLXZEIYZ TS °°

FTT7AINETIZT 2R RA Y FEBEDIPT KL X EDHCPH —A~"— &L YR Y BTo5NTWLE T,
LAL, EEIPTEHKLIZWIEES, GUBREICK YR YU TEZ EATEET,
FIEL - BERFPEDO—FTD/N—7T, Network ViewdD D System viewz 27 1) v 7 L £9,

System View Metwork View

FIE2 : BEALmD X = 2 —H b Network Configuration > Network Interfacez &R L £ 9,
FIE3 : interfacesDVlanlDF|DActionsOR> DT A A H2 7 Uy 7T HERTFALETCZTET,

Interfaces Statistics

Allinterfaces v Search E

[ ]

[ GEl/0/1 Up - 1000000 Full GigabitEthernet1/0/1 Interface

[ InLoopO Up 127.0.0.1/255.0.0.0 InLoopBack0 Interface

[J HNULLD up - NULLO Interface

0O Viani Up 10.10.11.13/255.255.255.0 Vian-interface1 Interface E
FEBO::5EAT:2 TFF:FEF3:61A0 Edit




VI EARAY FOGUIZK Y EEICE

EIPT7 FLRXZE) HT5

FIE4L ¢ IP AddressDFDIP address/Maskd>iEt=%227 ) v o7 L9,

Interface
Status

Description

MAC address

IP address

Bandwidth

Link mode

Vlan-interface1l (Vian1)

up  [JShut down

Vlan-interfacel Interface (1-255 chars)

5C-A7-21-F3-61-A0

IP address/Mas
10.10.11.13/255.25 Edit P

IPv6 address/Prefix length

(Current: 1000000kbit/s)

(1-400000000)kbit/s

Bridge © Route

(HH-HH-HH-HH-HH-HH)

54



77 ERRA Y FPDOGUNZ K Y FEEIC

=]

FIP7 FLXEZ|) HT3H

FIJES : IP AddressdDFDIP address/Maskd>3E2=%227 ) v o7 L9,
F)g6 : IP address®FldManual assignmentz 27 U v 7 LT, H#ZEDIP address/maskz AL £9,
ZLTTESDApplyEZ U w73 B EREIFEEINET,

Interface Vlan-interfacel (Vlani)
Status up

Description Vlan-interfacel Interface
IP address (O Through DHCP

I@Manualassignment I

IP address/mask

255.255.255.4

—

I 192.168.1.1

KKK
MTU (Current: 1500}
TCP MSS (Current; 1400)

(46

-1587)
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b
Z

=

=]

EIPT7 FLRXZE) HT5

FIE7 : RFLOBREDRFZENT ICITTVWET, BEALEDSavez 7 Uy 7 LET,

b save &g Roadmap | & admin

56



AEIP7 FL XA GUIZT 72X

TT7HILETIET VR RA Y FHABETEZSIP7 FL XIE  http://myap.h3c.com/IZEY BTSN
7 RELRTE, LAL, ZIFEXRELLEEIPTEELZWSES, GUIT7 7 EXIC Jt)é’cbﬂf—ACI_é
TESTLHBENDHY £,

FEL : FEmAFERT DONetwork Viewd 7 A4 2> %2 U w2 L TNetwork ViewlIZREY £,

FIE2 : BEAERD X = 2 —H HSystem > ResourceZ &R L £,

All Networks » System » Resource » IPvd ACL

Pv4 ACL

IPvd ACLs
advanced default I 2 I Ccnfig

FJE3 : advancedh 7TV —DRuleslEBEDIIL—ILEB(ZDIFZE2) %7 Vv 7 LET,

L]
|



http://myap.h3c.com/

AEIP7 FL AN BLGUIZ T 72X TE S KL D ACLISEN

FIgs : #F7-%ACLZEINT 7=+ D 714 3>% 7 Vv 7 LET,

All Networks ¥ System » Resource » IPv4 ACL

IPvd ACL

< |Pv4 ACL Rule(default)

Search

B Rulell a | Action Content Time Range Status Description  Actions =
0O o Permit ProtocolType=ip, SrclPv4:{10.40.94.0/0.0.0.255}, DstiPv4:{DstAny} Active 226
0O 1 Permit ProtocolType=ip, SrclPv4:{127.0.0.1/0.0.0.0}, DstIPv4:{DstAny} Active 0




HEIPT7 FLAHMSBGUIZ T 72 R TE AL S5ACLIZEN >

FIES : BELA-EFEIP7 RLZXAAZAADL TApplyx 27 ) v 7 L F9,

All Networks » System ¥ Resource » IPv4 ACL > New Rule For IPv4 Advanced ACL

ACL L

default (3000-3999 or 1-63 chars)
Rule D « ,

(0-65534) B Auto numbered
Description (1-127 chars)
p

Action @® PermitC Deny
IP protocol & 256 E (0-256)
Match criterion Source IP address/wildcard mask

192.168.1.0 [/ 0.0.0.255

FIE6 : BEGUICT 7 & Rkt n, Biko £ 5 IcSaver & Y \yﬁt’c;ﬁﬁﬂ%ﬁ?ti?o
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Products by Category

Cloud Computing Routers Switches

y o) o

Wireless Security Network Management

9_ == ._o\.o
SDN License Server Transceiver Modules
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NFV Servers Oasis
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H3C WX1800H Series Access
Controllers

63

H3C WX5800H Series Access H3C 802.11ax Series Access Points
Controllers

H3C WX1800H Series Access
Controllers

Learn More =

H3C WX3800H Series Access
Controllers

H3C WX3800H Series Access
Controllers

Learn More —*

H3C WAB638 Access Point

H3C WX5800H Series Access
Controllers

Learn More -

Learn More =

H3C 802.11ac Wave2 Series Access H3C WAGB36 Access Point

Points
Learn More -3

H3C WA510H Access Point

Learn More —*

H3C WAB630X Access Point

Learn More

H3C WAS30 Access Point

Learn More =

H3C WAB628X Access Point

Learn More =

H3C WAB30X Access Point

Learn More =
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https://h3cgroup-

my.sharepoint.com/:f./g/personal/gw_koshiromasahiro _h3c_com/Eli
BUIlldoWXxFDnfFta80H7N4B6bQhl1dv263wp-SoMyJ36g?e=cmz|xu

BN - EEE EHE T7ANHALRX
A Certification 4 Hal koshiromasahiro gw35... 1 BN 7/
_A& common 3817H koshiromasahiro gw35... 5 @D 7T/
A firewall 38178 koshiromasahiro gw35... 9B 7715/
"4 Qasis 3819H koshiromasahiro gw35... 5 @D 71T/
2 Switch 3A19H koshiromasahiro gw35... 4 @D 17 /A

wireless 3817H koshiromasahiro gw35... 3 BD7( 7
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