H3C 7ot Xar0—5
FIT AP EFAT AP [E D Ay al) 91
747 15

E4

S

Copyright © 2023 New H3C Technologies Co., Ltd. All rights reserved.

No part of this manual may be reproduced or transmitted in any form or by any means without prior written consent of New
H3C Technologies Co., Ltd.

Except for the trademarks of New H3C Technologies Co., Ltd., any trademarks that may be mentioned in this document are
the property of their respective owners.

The information in this document is subject to change without notice.



=PSSO OUPPPPPPPPPRTIY 3
BT R Rt ettt 3
BI:FIT AP EFAT AP I A o 1) g T e 3
T o IR + - veeee ettt 3
S 3 N 0 PP 4

= 4
Switch ]_0)1:§ﬁjz ......................................................................................................................... 4

A C D R I -+ e e et 5

Switch Zw*ﬁﬁk ......................................................................................................................... 7

Y 1 Y -1 ) A PP 7

BB L DT v et eeeee et e ettt 8

BB T T A L et 10
iy = T PSPPSR UPPPPPY 12



ROERIL. FIT AP EFAT AP EID Ay a Yo oD EHERLTOET,

CIE =SS

RDIEIL. Comware R—RXDTF7HER abO—5E7I1vR RAVMERSINET, HIOF
IEEERIE. FOER OV bO—FET7OER RAVRDY IR DT EIFN—FOz7D/N—P3>
& TETELGDBELAHYET .

BREFIISHRBETERSIVRIESN ., TRTOT NS RIETIGHAROT 74V R E THEE)
SNFELz, BEBPORIETI—ITHEELTWSEEIE. TRTOATRUEARYNT—IIZRIZT
BENGEZEFEMBLTOAIEEHERL TS,

ROEEIL. WLAN AV 2 DERGEHBLH A ELRHRICLTLET,

Bl:FIT AP EFAT AP BID Ayra Y2 U5E
Iy —ORER

H1 IZRT &SI EFEEE—RTIH.LAN 1 @ AC [FRAYF 1 IZEFESh RMyF 1 (&
DHCP H—/\—&LT LAN 1 D AP EOSAT UM IP PRLURZFEIYETET, RMYF 2 L.
DHCP H#—/\—&LT LAN 2 DOSAF7UMZ IP PRLARZEIYHTET, ROBHEHE-T LS
2T INAREERLET:

o AP1 (I, RAYF 1LIZEEEEINT-VLAN 10 DFKELR T—ILh5 IP PRLAEREL.
AC MoA MUY ET,

e LAN1E&LAN2 MO5A4T7URMEELS VLAN [CEIYHTONTHY., L1Y— 3 THEIC
EEREETY,

1 RrybI—OE

LAN 1 LAN 2

GE1/0/1 GE1/0/1

=

GE1/0/2
Switch 2

Mesh link

Switch 1

Client 1 Client 2



HIRBEEAANSAY

o AP DEEDIITIL IDZEFRHLT. ZD AP Z—EIZHALET,
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Switch 1DHERK

1. RAYF L1 TAUE—TIAREERT %!
#VLAN 10 & VLAN-interface 10 Z{EfL. VLAN 12 2—Jx—RIZ IP PRLRZEIYLTETS,
AC [ZZD IP PRLREHEALT. AP &0 CAPWAP hU R LERESILETS
<Switch1> system-view
[Switchl] vlan 10
[Switchl-vlan10] quit
[Switchl] interface vlan-interface 10
[Switch1-Vlan-interfacel0] ip address 172.16.1.1 255.255.255.0
[Switchl-VIan-interfacel0] quit
#VLAN 20 & VLAN /25— 14 X 20 Z4EML. VLAN A 0 3—DJ 1A/ RIZ IP TRLRZEIYS
TFJT . COVLAN [ AT bR — Iz ELTRERSNET,
[Switch1] vlan 20
[Switch1-vlan20] quit
[Switch1] interface vlan-interface 20
[Switch1-Vlan-interface20] ip address 192.168.10.1 255.255.255.0
[Switch1-Vlan-interface20] quit
#VLAN 30 & VLAN A 28—J 1A R 30 Z4ERL. VLAN 12 3—T A/ RIZ IP FRLRZEIYHT
F9 . RMYFIEID VLAN ZEFALTAP EBELFET,
[Switchl1] vlan 30
[Switch1-vlan30] quit
[Switchl] interface vlan-interface 30
[Switchl-Vlan-interface30] ip address 10.12.12.1 255.255.255.0
[Switch1-Vlan-interface30] quit
# A4 vF 1% AC IZHEft 9 $GigabitEthernet 1/0/1 529 R—hELTREL . TDR—IETRTO
VLAN [CEIYEHTEY,
[Switchl] interface gigabitEthernet 1/0/1
[Switch1-GigabitEthernetl/0/1] port link-type trunk
[Switch1-GigabitEthernetl1/0/1] port trunk permit vian all
[Switch1-GigabitEthernetl/0/1] quit
# RAvF 1% AP 1 IZ##i 9 SGigabitEthernet 1/0/4 529 IR—bELTEREL. VLAN 1 15
R—rZHIBRL T, TOR—FEMDTSTD VLAN [TEIYETET,
[Switchl] interface gigabitEthernet 1/0/4
[Switch1-GigabitEthernetl/0/4] port link-type trunk
[Switch1-GigabitEthernetl/0/4] port trunk permit vian all
[Switch1-GigabitEthernet1/0/4] undo port trunk permit vian 1
# VLAN 10 I GigabitEthernet 1/0/4 @ PVID X ELEY,
[Switch1-GigabitEthernet1/0/4] port trunk pvid vlan 10
[Switch1-GigabitEthernet1/0/4] quit
#RAYF 1 EDSAT U 1 E#8i9 5 GigabitEthernet 1/0/2 % VLAN 20 [ZEIYHSTE T,
[Switchl] interface gigabitEthernet 1/0/2
[Switchl-GigabitEthernetl/0/2] port access vian 20
[Switch1-GigabitEthernet1/0/2] quit
[Switchl1] quit
2. DHCP H—N\—%#mHT %:
# DHCP B2 %,




ACDIE

<Switch1> system-view

[Switch1] dhcp enable

# DHCP 7RLR T—)L 1 OBMEIVETOTRLREEELT 172.16.1.0/24 #EEL. ¥ —F
DA FRLRELT 172.16.1.1 Z#HELFT,

[Switchl] dhcp server ip-pool 1

[Switchl-dhcp-pool-1] network 172.16.1.0 mask 255.255.255.0

[Switch1-dhcp-pool-1] gateway-list 172.16.1.1

# BEIY L THD 172.16.1.2 Z4 35,

[Switch1-dhcp-pool-1] forbidden-ip 172.16.1.2

[Switch1-dhcp-pool-1] quit

# DHCP 7RLR F—)L 2 #8RLET . TFLR T—ILT. ¥—box4 IP TRLRELT
192.168.10.1. EIIEIVETHM Y I Ry ELT 192.168.10.0/24, DNS H—/\— PRLRELT
192.168.10.1 #EELET,

[Switch1] dhcp server ip-pool 2

[Switchl-dhcp-pool-2] network 192.168.10.0 mask 255.255.255.0

[Switch1-dhcp-pool-2] gateway-list 192.168.10.1

[Switch1-dhcp-pool-2] dns-list 192.168.10.1

[Switch1-dhcp-pool-2] quit

HOZAT R 2 BNFEET 2RI T—I~DIL—EERT 5,

[Switchl] ip route-static 192.168.20.0 255.255.255.0 10.12.12.2

BX
AC TAUA—DIAREERT %!
#VLAN 10 & VLAN /2% —2 14X 100 Z4EM L. VLAN A 2—DJ 1A/ X[ IP TRLRZEIY S
TEIACIFZD IP PRLREFERALT, AP &D CAPWAP ho R ILERESILET,
[AC] vlan 10
[AC-vlan10] quit
[AC] interface vlan-interface 10
[AC-Vlan-interfacel0] ip address 172.16.1.2 255.255.255.0
[AC-Vlan-interface10] quit
#AC ZRAVTF LICHHETHXAE VS A —H Rk 1/0/1 2520 R—bELTHREL. TDHR—F
4 ~_TOH VLAN [CBIYSTET,
[AC] interface gigabitethernet 1/0/1
[AC-GigabitEthernet1/0/1] port link-type trunk
[AC-GigabitEthernet1/0/1] port trunk permit vian all
[AC-GigabitEthernet1/0/1] quit
FIT AP Z4&R 9 %:

NOTE:
KIPELZRYRNT—ITIE ARRS TS59F4RELT AP Ea—TI3%H AP ¥ )L—F Ea—TAP
REEERTD

#apl EWLVSERBIDFE AP Z4ERL. AP ETILEL)TIL ID ZBELET,
[AC] wlan ap apl model WA6330
[AC-wlan-ap-apl] serial-id 219801A23V8192E00021
[AC-wlan-ap-apl] quit
# AP ' )L—7 groupl #4ERL. AP 2 TY IL—FLIL—ILERTEL T, AP apl &4 IL—FIZEM
LEY,
[AC] wlan ap-group groupl
[AC-wlan-ap-group-groupl] ap apl
[AC-wlan-ap-group-groupl] ap-model WA6330
[AC-wlan-ap-group-groupl-ap-model-WA6330] radio 1
#radio 1 DE1—IZAY, EHRAAT% dotllan ELTHEEL. FrrI/ILE 36 ELTHEELET .
[AC-wlan-ap-group-groupl-ap-model-WA6330-radio-1] type dotllan
[AC-wlan-ap-group-groupl-ap-model-WA6330-radio-1] channel 36
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# radio 1ZHMIZLET,
[AC-wlan-ap-group-groupl-ap-model-WA6330-radio-1] radio enable
[AC-wlan-ap-group-groupl-ap-model-WA6330-radio-1] quit
[AC-wlan-ap-group-groupl] quit

Ayia TOTFAINERRT B

# Ay 2 TOT7AIL 1 DR,

[AC] wlan mesh-profile 1

#AyaIDE LICERELET,

[AC-wlan-mesh-profile-1] mesh-id 1

# EREI & ¥ —EE (AKM) E—F% sae ITRELFET,
[AC-wlan-mesh-profile-1] akm mode sae

# Bl7:32F 5| meshlink & PSK ELTERET %o
[AC-wlan-mesh-profile-1] preshared-key pass-phrase simple meshlink
# Ay TOIFAINERMIT S,

[AC-wlan-mesh-profile-1] mesh-profile enable
[AC-wlan-mesh-profile-1] quit

#radio 1 ZAvia FOT7AILIZINAURT 5.

[AC] wlan ap-group groupl

[AC-wlan-ap-group-groupl] ap-model WA6330
[AC-wlan-ap-group-groupl-ap-model-WA6330] radio 1
[AC-wlan-ap-group-groupl-ap-model-WA6330-radio-1] mesh-profile 1
AP 2 D MAC 7RLR% AP apl DAy E7 RITA M) RRZEBMLET,
[AC-wlan-ap-group-groupl-ap-model-WA6330-radio-1] mesh peer-mac-address 90e7-
1066-e060

[AC-wlan-ap-group-groupl-ap-model-WA6330-radio-1] quit
[AC-wlan-ap-group-groupl-ap-model-WA6330] quit

WLAN *yoa fUA—JTA(REEHT 5!

# WLAN Aya A UB—T1AREERT %,
[AC-wlan-ap-group-groupl] interface wlan-mesh 1

#WLAN Ava AU B—DIAR 1 H#MSD IR—rELTETEL. TOR—METRTD VLAN [ZE]

USTEY,
[AC-wlan-ap-group-groupl-wlan-mesh-1] mesh-port link-type trunk
[AC-wlan-ap-group-groupl-wlan-mesh-1] mesh-port trunk permit vian all
[AC-wlan-ap-group-groupl-wlan-mesh-1] quit
# WLAN Avyia 423 —TxARX 1 %radio 1 IT/NAURLET, .
[AC-wlan-ap-group-groupl] ap-model WA6330
[AC-wlan-ap-group-groupl-ap-model-WA6330] radio 1
[AC-wlan-ap-group-groupl-ap-model-WA6330-radio-1] mesh-interface 1
[AC-wlan-ap-group-groupl-ap-model-WA6330-radio-1] quit
[AC-wlan-ap-group-groupl-ap-model-WA6330] quit
[AC-wlan-ap-group-groupl] quit
AP DERFET71IL DS
#AP DB I 7/ IVEREL. map.txt EWVSEHTEFITET .
system-view
vlan 30
quit
interface gigabitethernet 1/0/1
port link-type trunk
port trunk permit vian all
quit
BmEIFAIE ACIZ7YTO—FT 3,
[AC] wlan ap-group groupl
[AC-wlan-ap-group-groupl] ap-model WA6330
[AC-wlan-ap-group-groupl-ap-model-WA6330] map-configuration map.txt
[AC-wlan-ap-group-groupl-ap-model-WA6330] quit
[AC-wlan-ap-group-groupl] quit
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SWltch 20)1{%%

Switch 2TA U A—T A REHER T 5
#VLAN 40 &£ VLAN /25— 14 R 40 ZHERL . VLAN 12 83—J A X2 IP PRLRZEIYET
%9, O VLAN [EI54F7 Uk TORRICERENET,
<Switch2> system-view
[Switch2] vlan 40
[Switch2-vlan40] quit
[Switch2] interface vlan-interface 40
[Switch2-Vlan-interface40] ip address 192.168.20.2 255.255.255.0
[Switch2-VIan-interface40] quit
# Switch 2 & AC |JiE#5 9 %GigabitEthernet 1/0/1 2524 IR—hELTERTEL. TDHR—METRTD
VLAN [ZEIYSTEY,
[Switch2] interface gigabitEthernet 1/0/1
[Switch2-GigabitEthernet1/0/1] port link-type trunk
[Switch2-GigabitEthernet1/0/1] port trunk permit vian all
[Switch2-GigabitEthernet1/0/1] quit
# RAAYF 2 EDFAT b 2 12869 5 GigabitEthernet1/0/2 Z VLAN 40 [ZE|YHTE T,
[Switch2] interface gigabitEthernet 1/0/2
[Switch2-GigabitEthernet1/0/2] port access vlan 40
[Switch2-GigabitEthernet1/0/2] quit
2. DHCP H—N\—%#K7%:
# DHCPZAEMICLET,
<Switch2> system-view
[Switch2] dhcp enable
#DHCP 7FLR 7—)L 1 DEIMIEIY B TOFRLREELL T 192.168.20.0/24 Z3EEL. 7'—k
14 TRLRELT 192.168.20.1 HIEELET,
[Switch2] dhcp server ip-pool 1
[Switch2-dhcp-pool-1] network 192.168.20.0 mask 255.255.255.0
[Switch2-dhcp-pool-1] gateway-list 192.168.20.1
# BIRNEIY B TH S 192.168.20.1 #ERr5 T 5,
[Switch2-dhcp-pool-1] forbidden-ip 192.168.20.1
[Switch2-dhcp-pool-1] quit

AP 20)1%5,2

AP 2 TAUA—TJxA REHERT %!
#VLAN 30 & VLAN A 28—J 1A R 30 Z4ERL. VLAN 12 8—T A/ RIZ IP FRLRZEIYH T
F9 . AP [FTD VLAN ZERALTR(vF 1 &EBIELET .
<AP2> system-view
[AP2] vlan 30
[AP2-vlan30] quit
[AP2] interface vilan-interface 30
[AP2-Vlan-interface30] ip address 10.12.12.2 255.255.255.0
[AP2-Vlan-interface30] quit
# VLAN 40 & VLAN 1 8—J x4 R 20 Z4ERL. VLAN 12 3—DJ 1A RIZ IP PRLRZEIY S TE
o COVLAN [ AT DT —b A ELTERSNET,
[AP2] vlan 40
[AP2-vlan40] quit
[AP2] interface vlan-interface 40
[AP2-Vlan-interface40] ip address 192.168.20.1 255.255.255.0
[AP2-Vlan-interface40] quit
2. BRAUI—TIAREEAT S
# WLAN-Radio 1/0/1 dE1—IZAY, E#RAAT% dotllan ELTIEEL. Frr/L%E 36 LLTHE
ELET,
[AP2] interface wlan-radio 1/0/1



[AP2-WLAN-Radio1/0/1] type dotllan
[AP2-WLAN-Radio1/0/1] channel 36
[AP2-WLAN-Radio1/0/1] quit
3. Avyia JOTrAIVEERT S
# Ay 2 TOT7AIL 1 DR,
[AP2] wlan mesh-profile 1
# Ay IDELICHRELET.
[AP2-wlan-mesh-profile-1] mesh-id 1
# BRI & ¥ —EE (AKM) E—F% sae ITRELFET,
[AP2-wlan-mesh-profile-1] akm mode sae
# Bfli72 X F 5| meshlink & PSK ELTERET 5.
[AP2-wlan-mesh-profile-1] preshared-key pass-phrase simple meshlink
# Ay TOIFAINERMIZT S,
[AP2-wlan-mesh-profile-1] mesh-profile enable
[AP2-wlan-mesh-profile-1] quit
# WLAN-Radio 1/0/1 # 4y a2 FAIT7AILIZINAURLET,
[AP2] interface wlan-radio 1/0/1
[AP2-WLAN-Radio1/0/1] mesh-profile 1
4. T7YMAP DAy a ET RTAR)AMI AP 1 D MAC 7RLRZEEBILETY
[AP2-WLAN-Radio1/0/1] mesh peer-mac-address 542b-dea7-a8c0
[AP2-WLAN-Radio1/0/1] quit
5. WLAN Ay>a AU A—DJA REERT 5!
# WLAN Ay>a 48— REERT %,
[AP2] interface wlan-mesh 1
#WLAN A2 A OA—TxAR 1 &R0 R—bELTEREL. TDR—IEFTRTD VLAN [ZE]
USTEY,
[AP2-WLAN-Mesh1] port link-type trunk
[AP2-WLAN-Mesh1] port trunk permit vian all
[AP2-WLAN-Mesh1] quit
#WLAN Aya f2A—TJxA X 1% WLAN-Radio 1/0/1 [Z/N(RLET,
[AP2] interface wlan-radio 1/0/1
[AP2-WLAN-Radio1/0/1] mesh-interface 1
[AP2-WLAN-Radio1/0/1] quit
6. UIATUNLDABEETEIRINT—I~NDIL— EERT D,
[AP2] ip route-static 192.168.10.0 255.255.255.0 10.12.12.1

Gita
Rk D HEER
1. AP 1A AC ICREEMITONTWAILEEREZRLET . AP B RIMIKEIZHBIHE. AP [ AC IS
BEM IO TULET,

<AC> display wlan ap name apl
AP information

State : | = Idle, J =Join, JA = JoinAck, IL = ImageLoad
C = Config, DC = DataCheck, R =Run, M = Master, B = Backup
AP name APID State Model Serial ID
apl 1 R/M WAGB330  219801A23V8192E00021

2. FATAP MiAyia YUOERERTRLET:
<AP2> display wlan mesh-link
Peer MAC RSSI BSSID Interface Link state Online time
542b-dea7-a8c081  d461-fe59-4d20 WLAN-MeshLink2 Active(an) 20h 00m 49s
3. UTATUNLDBIFAT UL 212 ping ZEITLT, HEICEIERGETHAH_LTHERLFET,
C:\Users\system32> ping 192.168.20.3



Pinging 192.168.20.3 with 32 bytes of data:

Reply from 192.168.20.3: bytes=32 time<1lms TTL=255
Reply from 192.168.20.3: bytes=32 time<1lms TTL=255
Reply from 192.168.20.3: bytes=32 time<1lms TTL=255
Reply from 192.168.20.3: bytes=32 time<lms TTL=255

Ping statistics for 192.168.20.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
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SW|tch 1

dhcp enable
#
vlan10
#
vlan 20
#
vlan 30
#
dhcp server ip-pool 1
forbidden-ip 172.16.1.2
gateway-list 172.16.1.1
network 172.16.1.0 mask 255.255.255.0
#
dhcp server ip-pool 2
gateway-list192.168.10.1
network 192.168.10.0 mask 255.255.255.0
dns-list 192.168.10.1
#
interface Vlan-interfacel0
ip address 172.16.1.1 255.255.255.0
#
interface Vlan-interface20
ip address 192.168.10.1 255.255.255.0
#
interface Vlan-interface30
ip address 10.12.12.1 255.255.255.0
#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vian all
#
interface GigabitEthernet1/0/2
port access vlan 20
#
interface GigabitEthernet1/0/4
port link-type trunk
undo port trunk permit vian
port trunk permit vian 2 to 4094
port trunk pvid vian 10
#
ip route-static 192.168.20.0 255.255.255.0 10.12.12.2
#

« AC:

#

wlan mesh-profile 1
mesh-id 1
akm mode sae
preshared-key pass-phrase cipher
$c$3$qVXx1KUNn4FeEi3nMUkQ7A8jcIMrN8IH2A0V
mesh-profile enable

#

vlan10
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#
interface Vlan-interface10
ip address 172.16.1.2 255.255.255.0
#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vian all
#
wlan ap-group groupl
map-configuration flash:/map.txt
vlan 1
ap apl
interface wlan-mesh 1
mesh-port link-type trunk
mesh-port trunk permit vian all
ap-model WA6330
radio 1
type dotllan
channel 36
radioenable
mesh-interface 1
mesh-profile 1
mesh peer-mac-address 90e7-1066-e060
#
wlan ap apl model WAG330
serial-id 219801A23V8192E00021

#
Switch 2:
#

dhcp enable
#
vlan 40
#
dhcp server ip-pool 1
forbidden-ip 192.168.20.1
gateway-list 192.168.20.1
network 192.168.20.0 mask 255.255.255.0
#
interface Vlan-interface40
ip address 192.168.20.2 255.255.255.0
#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vian all
#
interface GigabitEthernet1/0/2
port access vlan 40
#

AP 2:
#

wlan mesh-profile 1
mesh-id 1
akm mode sae
preshared-key pass-phrase cipher
$c$3$qVXx1KUNn4FeEi3nMUkQ7A8jcIMrN8IH2A0V
mesh-profile enable
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#
vlan 30
#
vlan 40
#
interface Vlan-interface30
ip address 10.12.12.2 255.255.255.0
#
interface Vlan-interface40
ip address 192.168.20.1 255.255.255.0
#
interface WLAN-Radio1/0/1
mesh-profile 1
mesh-interface 1
mesh peer-mac-address 542b-dea7-a8c0
type dotllan
channel 36
#
interface WLAN-Mesh1
port link-type trunk
port trunk permit vlan all
#
ip route-static 192.168.10.0 255.255.255.0 10.12.12.1

EEE
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