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IBE LUERIE. 7o ERAO—FB LUV T IERARAU DY I T ERIFIN—F9IT7D/N—
DAVICEHOTETFELRDIGENHYET,

COFF1AVPDHRERIL, SHRRETHERBIPREEENIZEDTHY ., TRTOT /NS RITTHH
FEDOT IHILNRETRIBENTOET  SATRYNT—ITHEELTVSBEE, RybT =213t
TRITATDARVEDBHEMIGHELTEMBRL TSI LML TS,

CORF2AVTIE, WLANT IR RIZETHEARMEMBD H D EERHIRELTNVET,

Bl: LAY —3TACLRE M THT=-ODAPD
EXTE

TR T—ORE R

B1IZRY &3S, LAV —BRAYFIE AP V547 b BEPRAMIIPTRLRZEIY B TS0
DDHCPH—/N—ELTHRELFET . cOBITIE, EPEENERASNTOSERELET

D347 D APENLTACEREFIToh ., V54T VN RAEBIETESKIIZ, T4 VLAY —
ERERELET . AL EHEIUTOBEYTY .

. ACIZVLAN 100[ZjEL. APIEXVLAN 400[ZELTWWT, ACEAPIZL AN —3RAMyFIZ&KY
IL—T 4T ENTCAPWAPR U RILEFEILE T,

o ACEAPEZEBEDTAVLARISAT U —IN\—B D 1—H—T—42(XCAPWAPL L

ZBELTHEESNFT,

© TAVLRISATUMEICAPWAPRY R LIAZEVLAN 200N L THRYNT—DIZT7IEZL
F9
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LAY —2RALYFLEPoEZ NN LTAPIZENZHIEGLET,



B1wrybD—OK

Vlan-int200: Vlan-int200:

No IP 192.168.20.1/24
Vlan-int100: Vlan-int100: Vlan-int300:
192.168.10.1/24 192.168.10.83/24 192.168.30.1/24

GE1/0/2

GE1/0/1 GE1/0/1 @ GE1/0/3 GE1/0/1

AC

GE1/0/2 DHCP server

Vian-int400:| L3 switch L2 switch 2 Host
192.168.40.1/24

GE1/0/1

L2 switch 1

GE1/0/2

GE1/0/1

~

Client AP
Vlan-int200:
192.168.20.3/24

RFybI = DIERFIE

UTIZRyhT—Y DB FIREZHRALET .

ifil| R =

ACDTIHILMIL—FDRIRARRYFIZL AN —3RAYFDVLAN 400DIPFRLAZHELET .

LAY —3RAYFIZDHCPH—/\—Z#EH L. APIZVLAN 4002 E SN I-DHCPH—/\—[Z&
YIP7RLREREZLET , £f=. ACOVLAN 100D IP7 KL X% DHCP option 43[Z&YVLAN
400(ZERESNT-DHCPIZERELE T . chIZ&kY. APIEZDHCP option 43%F|FAL TACO 7KL
RERGEL. EBBFIZHET AUNMIFET HACEDCAPWAPR Y RLEHEILSEET,

LAY —2RAYF1DPoEEZHMICLTAPIZEREFHIBLET,

ACETAPDIAVYLRY—EREEHL T, VM7 UM EREHDERERALTRYET—
DEFATESEIICLET,

P RO YA b X 0

LAY —3TAPEACOBIETITZERET HIHE (. ROFMBEREELVH ARSI/ TEELY,

FIIE

APDEE/NRILIZRTRENTWSIYTILIDEFEAL T, APEIRELET,

ZOBITIHVLAN 1ZFI AT 2/ YRS T ET/INTA—T UV RIZEENHHIHFEIZ. VLAN 1
MEDINT YL EIEETAEIICAPEEH T DRI YTFDAUEI—TIA RIZHRELEFT . CDHE.
APIZVLAN 1%{#HJIZVLAN 400Z#EHL TACHVLAN 100[Z#EHLET,



ACD
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ax AE

1.

ACAUB—TIA REEHRELET,

#VLAN 1008 EUVLANA U A—T 4 R100%4ERL . VLANA > 2—D A4 RIZIPF KL
REENYHTET . ACIEZDIPTRLRAZFERAL T, APEDCAPWAPRY R ILEHEIILE
9, AP[ZDHCP option 43% 'L TACDIP7RL XFHE#FL. ACEDCAPWAPLY L
FHEMLET,

<AC> system-view

[AC] vlan 100

[AC-vlan100] quit

[AC] interface vlan-interface100

[AC-Vlan-interface100] ip address 192.168.10.1 255.255.255.0
[AC-Vlan-interface100] quit

# VLAN 200Z%4ERLE T, ACIZVLAN 200%ERALTISA T RS T0 0% ERELE
ER

[AC] vlan 200
[AC-vlan200] quit
[AC] vlan 300
[AC-vlan300] quit

#ACE R Ay FIZ$## 9 HGigabitEthernetl/0/1% bS5 VR—hEL TR EL . R—b%
VLAN 100. 2008 K TU300IZEIY HTET,

[AC] interface gigabitethernet 1/0/1
[AC-GigabitEthernet1/0/1] port link-type trunk
[AC-GigabitEthernet1/0/1] port trunk permit vian 100 200 300
[AC-GigabitEthernet1/0/1] quit

ACDT I+ LM IL—FDIPTRLRERA Y F DAY Ry FELT192.168.10.83% 3
ELES,

[AC] ip route-static 192.168.40.0 24 192.168.10.83
DAV LAY —ERZHEKT 5:
#HY—ERXTUTL—MEERL. EDE2—ZANLET,
[AC] wlan service-template 1

# SSID%serviceEL TRERLET

[AC-wlan-st-1] ssid service
#—EXTUTIL—EFDIZLET,

[AC-wlan-st-1] service-template enable

[AC-wlan-st-1] quit

APZERELFET

#FFAP officeapZ1ERLL. AP%v“‘ébBJ:U‘”/'J7)bID%E$EE LET,



[AC] wlan ap officeap model WA538-JP
[AC-wlan-ap-officeap] serial-id 219801A1NM8182032235
[AC-wlan-ap-officeap] vlan 1
#F—ERTUTL—FLEIUVLAN200ZF TR LIC/NAURLET,
[AC-wlan-ap-officeap] radio 1
[AC-wlan-ap-officeap-radio-1] service-template 1 vlan 200
#radiolxBXIICLET,
[AC-wlan-ap-officeap-radio-1] radio enable
[AC-wlan-ap-officeap-radio-1] quit
[AC-wlan-ap-officeap] radio 2
[AC-wlan-ap-officeap-radio-1] return
LAY —3R(YFDERE

1. RAYFAUR—TAREHRELET,
#VLAN 100. VLAN 400, VLANA>A—7x 4 X100, BLUPVLANA 2V A—TT( R
A00%ERL . VLANA U A—D A RIZIPPRLRZEIYETET . A YFIEXVLAN

1008 & UVLAN 400% AL T, ACEAPDE M CAPWAPR Y R ILEN LT/ b E
BELFET

<L3 switch> system-view

[L3 switch] vlan 100

[L3 switch-vlan100] quit

[L3 switch] interface vlan-interface 100

[L3 switch-Vlan-interface100] ip address 192.168.10.83 255.255.255.0
[L3 switch-Vlan-interface100] quit

[L3 switch] vlan 400

[L3 switch-vlan400] quit

[L3 switch] interface vlan-interface 400

[L3 switch-Vlan-interface400] ip address 192.168.40.1 255.255.255.0
[L3 switch-Vlan-interface400] quit

#VLAN 2008 EUVLANA U A—D 24 R200%EH L. VLANA U A—D A/ R(ZIPF KL
AFEYHTES, COVLANIX, 95477 RRIZERINET,

[L3 switch] vlan 200

[L3 switch-vlan200] quit

[L3 switch] interface vlan-interface 200

[L3 switch-Vlan-interface200] ip address 192.168.20.1 255.255.255.0
[L3 switch-Vlan-interface200] quit

#VLAN 3008 &K UVLAN-interface 300%4EAL . VLANA 22— A X[ZIPFRL A%
BYHTET, COVLANIFRRMZVERRIZERSINWET,

[L3 switch] vlan 300 6



[L3 switch-vlan300] quit

[L3 switch] interface vlan-interface 300

[L3 switch-Vlan-interface300] ip address 192.168.30.1 255.255.255.0
[L3 switch-Vlan-interface300] quit

# R A v FEACIZHEH T HGigabitEthernetl/0/1%F S O R—rELTHRELR—RE
VLAN 1008 &K U200(Z s Ez T,

[L3 switch] interface gigabitEthernet 1/0/1

[L3 switch-GigabitEthernet1/0/1] port link-type trunk

[L3 switch-GigabitEthernet1/0/1] port trunk permit vian 100 200
[L3 switch-GigabitEthernet1/0/1] quit

#R A vFZAPIZHERE I S GigabitEthernet 1/0/2% 52 O R—rELTEREL. VLAN 148
FykDEiBEEZIEL, PVIDZVLAN 400 L TEREL T, R—HMZVLAN 400% Y 4 TE
T,

[L3 switch] interface gigabitEthernet 1/0/2

[L3 switch-GigabitEthernet1/0/2] port link-type trunk

[L3 switch-GigabitEthernet1/0/2] undo port trunk permit vian 1
[L3 switch-GigabitEthernet1/0/2] port trunk permit vian 400
[L3 switch-GigabitEthernet1/0/2] quit

#HA AV FEIRAN$EH T GigabitEthernet 1/0/3% 7 9 RiR—rELTREL .
VLAN 17y D@ %R IEL . R—FZVLAN 300(&IY S TET,

[L3 switch] interface gigabitEthernet 1/0/3

[L3 switch-GigabitEthernet1/0/3] port link-type trunk

[L3 switch-GigabitEthernet1/0/3] undo port trunk permit vian 1
[L3 switch-GigabitEthernet1/0/3] port trunk permit vian 300
[L3 switch-GigabitEthernet1/0/3] quit

DHCPDEXFE:

# DHCPZEMIZLEY .

[L3 switch] dhcp enable

#DHCP 7KL R T— )L1ZEEB L TAPIZIPZPRL RZE|YH T, DHCPZRLRT
—JLIZH T 3xwh192.168.40.0/24%EELE T,

[L3 switch] dhcp server ip-pool 1

[L3 switch-dhcp-pool-1] network 192.168.40.0 mask 255.255.255.0

# DHCP7ZRFLRT—IL T —h 24 7R R%192.168.40.1EL THELEY .
[L3 switch-dhcp-pool-1] gateway-list 192.168.40.1

#AT343%BFELT. DHCPFZRLRAT—IL1D 16 #F. X TAC IPFRL R
(192.168.10.1) % EELET,

[L3 switch-dhcp-pool-1] option 43 hex 8007000001c0a80a01

[L3 switch-dhcp-pool-1] quit 7



#DHCP7 L AT —)L2%ERL T SA T U MIIPFRLRAZEIY BT, DHCP7RLRT
—)LIZHTrvk192.168.20.0/24% EELET .

[L3 switch] dhcp server ip-pool 2

[L3 switch-dhcp-pool-2] network 192.168.20.0 mask 255.255.255.0

# DHCP7RLRT— )L T —h A 7FLA%192.168.20.1ELTHELET,
[L3 switch-dhcp-pool-2] gateway-list 192.168.20.1

[L3 switch-dhcp-pool-2] dns-list 192.168.20.1

[L3 switch-dhcp-pool-2] quit

# DHCP7RLRT—IL3HERLTHRAMIIPZRLRZE|Y ¥ T, DHCPZRL R T—
JLIZH T $wh192.168.30.0/24%EELE T,

[L3 switch] dhcp server ip-pool 3
[L3 switch-dhcp-pool-3] network 192.168.30.0 mask 255.255.255.0
# DHCP7RLRT—)L T —b A 7FLRA%192.168.30.1&ELTHRELET
[L3 switch-dhcp-pool-3] gateway-list 192.168.30.1
[L3 switch-dhcp-pool-3] dns-list 192.168.30.1
[L3 switch-dhcp-pool-3] quit
LAY —2ZX1YF1DHRE
1. RAYFAURA—TIAREHRELET,

# VLAN 400ZERLET . VLAN 4001ZAP7 XA FADVLANTT,

<L2 switch 1> system-view

[L2 switch 1] vlan 400

[L2 switch 1-vlan400] quit

# LR2RAYFLELZRAYTFENS VAL TR T D1 2—T 4 XGigabitEthernet
1/0/1%E&FEL. VLAN L\ yhD@EiBZEEIEL., VLAN 400D B BZFEFAILE T,

[L2 switch 1] interface gigabitEthernet 1/0/1

[L2 switch 1-GigabitEthernet1/0/1] port link-type trunk

[L2 switch 1-GigabitEthernet1/0/1] undo port trunk permit vian 1
[L2 switch 1-GigabitEthernet1/0/1] port trunk permit vian 400
[L2 switch 1-GigabitEthernet1/0/1] quit

# L2 R Y F1%APIZHESRT T 54 2—T 1 AGigabitEthernet 1/0/2&7 9 tRX B4 FELT
ERTEL. VLAN 400% @Bt . PoOE) E—MERMEEEADIZLET,

[L2 switch 1] interface gigabitEthernet 1/0/2
[L2 switch 1-GigabitEthernet1/0/2] port link-type access
[L2 switch 1-GigabitEthernet1/0/2] port access vian 400
[L2 switch 1-GigabitEthernet1/0/2] poe enable
[L2 switch 1-GigabitEthernet1/0/2] quit

LAY —2R1YF2DHRE



1. RAYFAVRZ—TIAREEELET,
#VLAN 300 #{EmLEF . VLAN 300 [ZRRLMT7HI+EXF % VLAN TT,
<L2 switch 2> system-view
[L2 switch 2] vlan 300
[L2 switch 2-vlan300] quit

#L2 RAYF 2 & L3 RAYFEERT 51 F—T A X GigabitEthernet 1/0/1 b5
BATIZHERLET, 2Tl VLAN 1 /89y Di@i%E22 1L L. VLAN 300 O&:8% 5 a]
LFY,

[L2 switch 2] interface gigabitEthernet 1/0/1

[L2 switch 2-GigabitEthernet1/0/1] port link-type trunk

[L2 switch 2-GigabitEthernet1/0/1] undo port trunk permit vian 1
[L2 switch 2-GigabitEthernet1/0/1] port trunk permit vian 300
[L2 switch 2-GigabitEthernet1/0/1] quit

#L2 RAYF 2 ERAMIERT 54/ %—T 14 X GigabitEthernet 1/0/2 7 9t A 58A4 T
[ZHERLL. VLAN 300 AA@BTEDLSICLET,

[L2 switch 2] interface gigabitEthernet 1/0/2
[L2 switch 2-GigabitEthernet1/0/2] port link-type access
[L2 switch 2-GigabitEthernet1/0/2] port access vian 300
[L2 switch 2-GigabitEthernet1/0/2] quit
EXTE DIERE

H#APORIMIRRETHAH_ELZFERLET

<AC> display wlan ap all

Total number of APs: 1

Total number of connected APs: 1

Total number of connected manual APs: 1

Total number of connected auto APs: O

Total number of connected common APs: 1

Total number of connected WTUs: 0

Total number of inside APs:
0 Maximum supported APs:
256 Remaining APs: 255

Total AP licenses: 128

Remaining AP licenses:
127

Sync AP licenses: 0

AP information
State : | = Idle, J = Join, JA = JoinAck, I{. = ImageLoad



C = Config, DC = DataCheck, R = Run, M = Master, B = Backup
AP name APID State Model Serial ID
Officeap 1 R/M WA538-JP 219801A1NM8182032235

#7547 AP officeapD EIFLIIEFTSN TSI EZHERELET,

<AC> display wlan client

Total number of clients: 1

MAC Address Username AP name RID IP address  IPv6 address VLAN
90b9-311la-befé N/A officeap 1 192.168.20.3 N/A 200

HIZAT ORERAMDHEIZIEEICpIng TEAIEEHERELET .
C:\Users\system32>ping 192.168.20.3 -t
Pinging 192.168.20.3 with 32 bytes of data:
Reply from 192.168.20.3: bytes=32 time=2470ms TTL=63
Reply from 192.168.20.3: bytes=32 time=2ms TTL=63
Reply from 192.168.20.3: bytes=32 time=1427ms TTL=63
Reply from 192.168.20.3: bytes=32 time=2ms TTL=63
Reply from 192.168.20.3: bytes=32 time=86ms TTL=63
Reply from 192.168.20.3: bytes=32 time=142ms TTL=63
Reply from 192.168.20.3: bytes=32 time=561ms TTL=63
Reply from 192.168.20.3: bytes=32 time=84ms TTL=63
Reply from 192.168.20.3: bytes=32 time=465ms TTL=63
Reply from 192.168.20.3: bytes=32 time=114ms TTL=63
Reply from 192.168.20.3: bytes=32 time=124ms TTL=63
Reply from 192.168.20.3: bytes=32 time=446ms TTL=63
Ping statistics for 192.168.20.3:
Packets: Sent = 12, Received = 12, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 2470ms, Average = 495ms
Control-C
"C
C:\Users\system32>

10



BRI 7AIL
e AC:
#
vlan 100
#
vlan 200
#
vlan 300
#
interface Vlan-interface 100
ip address 192.168.10.1 255.255.255.0
#
wlan service-template 1
ssid service
service-template enable
#
interface GigabitEthernet 1/0/1
port link-type trunk
port trunk permit vian100 200 300
#
ip route-static 192.168.40.0 24 192.168.10.83
#
wlan ap officeap model WA538-JP serial-id 219801A1NM8182032235
vlan 1
radio 1
radio enable
service-template 1 vlan 200
radio 2
#
o LAY—3RAMYF:
#
dhcp enable
#
vlan 100
#

vlan 200
11



#
vlan 300
#
vlan 400
#
dhcp server ip-pool 1
gateway-list 192.168.40.1
network 192.168.40.0 mask 255.255.255.0
option 43 hex 8007000001c0a80a01
#
dhcp server ip-pool 2
gateway-list 192.168.20.1
network 192.168.20.0 mask 255.255.255.0
#
dhcp server ip-pool 3
gateway-list 192.168.30.1
network 192.168.30.0 mask 255.255.255.0
#
interface Vlan-interface100
ip address192.168.10.83 255.255.255.0
#
interface Vlan-interface200
ip address 192.168.20.1 255.255.255.0
#
interface Vlan-interface300
ip address 192.168.30.1 255.255.255.0
#
interface Vlan-interface400
ip address 192.168.40.1 255.255.255.0
#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vlan 100 200
#
interface GigabitEthernet1/0/2
port link-type trunk

undo port trunk permit vlan 1
12



port trunk permit vian 400

#

interface GigabitEthernet1/0/3
port link-type trunk
undo port trunk permit vian 1
port trunk permit vlan 300

#

LAY —2RAvyF1:

#

vlan 400

#

interface GigabitEthernet1/0/1
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vlan 400

#

interface GigabitEthernet1/0/2
port link-type access
port access vian 400
poe enable

#

LAY —2RAYF2:

#

vlan 300

#

interface GigabitEthernet1/0/1
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vian 300

#

interface GigabitEthernet1/0/2
port link-type access
port access vian 300
poe enable

#

13
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ACIE. TARANYER /NN INEZIET BEAPIZRAYFADT I ERERHEIMNESINEFER
LET . HREEIE. TARAMNIIEEERLET,

APIE. ACHLEREFIDY IR DT T N—U3 0 EREESAHoO—RLET,
APIXIEEICEMELIAD ., TAVLARAyFLaA—F T =\ b EHLET

DHCP AC
AP H—i—

% S

1IP7 FLAEA T g AIBEERNELET .,

204V LA wFOBEER

3TVAPLARARA »wFORBEEE

4183 =V 3 VELURBROF D O0-F

51— —F—H0ir%
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{1§%2. HDAALDHCPA T3>

Option 43, Option 82, kU Option 18474 E D—E DA T aviE, RFC 2132(iZEERZNHY
Ft A,

> > O & O &
ROB—@BHBDA T3 (ATa43)
AT a2 43D 1EEE
DHCPH—/N\—ELUNISAT ML A T3 432 FRAL TR —EE DB RIERE L
*9 . DHCPOYSA T ML AT 343N L TRDIEREREBTEET,

ACS/ATA—H(ACS URL, —H&  /ART—R7iE),

PXEHY—/\—F7KL R, PXEH—/N\—Hh T —rI7A/ )L E =IO FIHIERZIRG T 571
HIZFERINET,

ACT7RL R, APDSACH T —R 7/ IILE =T O HIEEHREF ST A=-OIFERINET,

O~ VA -
ZAT32430 2=,
K1 A7 3430wk
0 7 15 23 31
+FavsaqT +F arnES $IA+ T avaq4F| HIFTLarnES

(0x2B)

YIF T aE(ER)

FYRT—IRBR/TA—2E BLURT &3S, AT LaVva3MELED Y TA T av TlriddhE

TO

YIA T84T 74— ILREIX. OXOL(ACS/STA—BH T AT 3>), 0x02(¥—E
RAFTANAE—IDYTH T aY), £=F0x80(PXEH —/N—FRLAY T T 3)TY,

YIFTLavDREYTHTLav4TELVYTH T av DRET—ILRERNLET
YIF T EEDORREY T T avIti>TEEYFET,

BIATIINETs—ILFOER

ACSINGA—=BYTA T3 NET4—ILRR2(ZTRT K32, RAR—Z (16HEH D 20) TX Y]
5Nf-ACSURL, A—H &, BLXUNRT—FHREENET,

K2 ACSINSA—BYTA T3 DEIT4—ILK

ACS®DURL(Z%) 20

ACSD1—H % (Z#h) 20

ACS®D /R —R(Z#)

ﬂ—t“le:l/i‘*(’f—%fa‘ﬁ?:l]?*7“7‘7]'7"“‘/51%/1['574—»“7“—577@/i‘%@éﬁﬁi‘:'l%?b‘“’é‘ihi?%



PXEY—/I\—FRLRAYTATLa U fBET—ILRRBIZRT K512, PXEH—/\—E2 4T (0D #H).
YIA T aVICEENDPXEY—N—DHERT I —N—FE., BIUVY—/I\—DIPFRL R
NEENET,

K3 PXEY—/S\—FRLARAYTFTLa 74— ILF

0 7 15
PXEH—/\—4 1 F(0x0000)
Y—N—BS

H—IN\—DIP7RL R (Z#)
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{1§%3. IR—rR—RVLAN

R—FAR—ZVLANIE, IR—F T EITVLANAV N—F T IL—FIELE T, R—h &, VIANIZE|Y X T
SN RIZOHF . VLANDNS D /Ny EERELE T,

=K 54T
R—kDYHDBAT1E, Access, Trunk, Ff=lFHybridlZRETEEFT . R—MJ Y214 T (&
ST R—FEEBDVLANIZE|Y B TRIENTEINEIMNRESNE T, VU I84TTIE &K
DVLANZ T B A EIMERINET,

e Access: Access R—kE. 1 DM VLAN S D /84y EITEEREL. SN/ yhER5 LT
EIETEFET, EE. Access R—MEIRDEHTHEASNET,

o  VLAN /A5 ybEHR—RLTULVEWRERT /31 AND R,
o VLANZRBILAEWF)FA,

e Trunk: Trunk R—rIEHEED VLAN Do/ y b EERIE TEE T, Port VLAN ID(PVID)Hh S D /34
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BINTYRDEX UG RAT—RR (T R—FREICE>TELRYET, 1 7t 2VLAN vyELS TlE.
Hybrid R—bEERALTH D) I85T4099D SVLAN 2T D BIBRSNET,
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SNTLBA PVIDEE | hybrid vian A< R DERE
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CAPWAPDRESL
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WAL AN —2X /Yy F1DR—FGE1/0/2TVLAN4OODPVIDZ D+ TDHCPZIELE T D T. pool 1
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BRI LET,
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AZMEBLET . FOEDKRAMMDTIERFLAN B3R YFIZEYIL—Fa TSN, BIEN
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