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ACDAUBA—TTAREHRELET,

#VLAN100& S UVLANA 2 —J A R100ZEHL . VLANA B —DJ A RIZIP7FL R ZE
YETET ACIKIDIPTRLRAEZFEALT. APEDCAPWAPR Y RLEREIILET

<AC> system-view

[AC] vlan 100

[AC-vlan100] quit

[AC] interface vlan-interface 100

[AC-Vlan-interfacel00] ip address 10.1.1.46 24

[AC-Vlan-interface100] quit

#VLAN200# KUVLAN-interface200% AL . VLANA 23— A RIZIPFRLRZE|Y X T
3, VLAN200(XOSAT7 T O RIZERESNET,

[AC] vlan 200 [AC-vlan200] quit

[AC] interface vlan-interface 200
[AC-Vlan-interface200] ip address 10.1.2.1 24
[AC-Vlan-interface200] quit



RADIUSRF—LZEHRELET,

#radius1EWLVS B RTDRADIUSR F—LZEERL. TDE1—F ASNLET,

[AC] radius scheme radiusl

#ISATREAB EUVTH I T4 RADIUSH—/SDIP7RLRZIEELET
[AC-radius-radiusl] primary authentication 10.1.1.3

[AC-radius-radiusl] primary accounting 10.1.1.3
HY—NEDRLEBED-OIT, TU—UTF AP THEF—%123451FELFET
[AC-radius-radiusl] key authentication simple 12345

[AC-radius-radiusl1] key accounting simple 12345

#FEIERADIUS/ AT yh DIEETTIP7FLRAELTIP7RLR10.1.2.1% 38 ELE T,
[AC-radius-radiusl] nas-ip 10.1.2.1

[AC-radius-radius1] quit

#Adom1EWSBRIDISPR AV EERL. TOE2—FANLET,

[AC] domain dom1

#RADIUSR F—Lradius1#ISPR A/ dom1IZEAL T, LANI—Y DFREL. 328, 7H7Y
UTAVTETVET,

[AC-isp-dom1] authentication lan-access radius-scheme radiusl
[AC-isp-dom1] authorization lan-access radius-scheme radiusl
[AC-isp-dom1] accounting lan-access radius-scheme radiusl

[AC-isp-dom1] quit

#RADIUSt v a HilfHItREZ A R—TILIZLETS,

[AC] radius session-control enable

#RADIUS DASH#REZH 2L T, RADIUS DASE2—% A AILET,

[AC] radius dynamic-author server

#RADIUSH—/\%#DACEL T10.1.1.3[Z#8FEL . RADIUSH —/ AN D DAE/ Ny N ERREES
BEOOHEX—FTL—TFANTLI234512%ELET,

[AC-radius-da-server] client ip 10.1.1.3 key simple 12345
[AC-radius-da-server] quit

EAPYL—%{ERALTB02. XV A7 U b &R T ALIICACERELET,
[AC] dotlx authentication-method eap

TAYLRAY—EREHRELET,

#serviceb L\ B RTD Y —ERTUTL—MEERL. TOE2—%2AHLET,
[AC] wlan service-template service
#9—ERToTL—bhMDSSIDEserviceb LTHRELET
[AC-wlan-st-service] ssid service

#—ERTUTL—rEFERLTH U SA U135 9547 R EVLAN200IZEIY S TET,
[AC-wlan-st-service] vlan 200

H#AKME—F#802.1XIZHELET,
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[AC-wlan-st-service] akm mode dotlx
HEEH R A —FECCMPIZERELET,
[AC-wlan-st-service] cipher-suite ccmp
#HE—aU B LV TO—TIEETRSN IEEAR—TILIZLET,
[AC-wlan-st-service] security-ie rsn
HEBFIE—R%802.1XIZERELET .
[AC-wlan-st-service] client-security authentication-mode dot1x
#802.1XV 54T N EFBELT BT DISPRAAdoml1ZEHEELET .
[AC-wlan-st-service] dotlx domain dom1l
#H—ERXRTUIL—bEFHICLET,
[AC-wlan-st-service] service-template enable
[AC-wlan-st-service] quit

5. FEAPEERELFET.
#officeL LN\ S BRIDFEIAPEERKL . APDETILEV) 7 ILIDEIEELET
[AC] wlan ap office model WA560-WW
[AC-wlan-ap-office] serial-id 219801A1NM8182032235
#radiolME1—Z ANLFET,
[AC-wlan-ap-office] radio 1
#service template serviceZradiollZ/S1 KL, radiolZ A R—7JILIZLET .
[AC-wlan-ap-office-radio-1] service-template service
[AC-wlan-ap-office-radio-1] radio enable
[AC-wlan-ap-office-radio-1] quit
[AC-wlan-ap-office] quit

AAVFDEETE

#VLAN100ZMERLET o R/ YFILZDVLANZE AL T, ACEAPREIMCAPWAPRY R L ED RS

TavIERELEY

<Switch> system-view

[Switch] vlan 100

[Switch-vlan100] quit

H#VLAN200Z1ERLET o RAYFIEZDVLANZFERL T, T4 VL RIZAT UMy EEREL
*9,

[Switch] vlan 200
[Switch-vlan200] quit

#GigabitEthernetl/0/1(R 1y FEACE T T S R—NEMS U IR—FELTEREL. SV IR—E
VLAN1003 K U2001EY S TEY .

[Switch] interface gigabitethernet 1/0/1
[Switch-GigabitEthernet1/0/1] port link-type trunk

[Switch-GigabitEthernet1/0/1] port trunk permit vian 100 200
6



[Switch-GigabitEthernet1/0/1] quit

#GigabitEthernetl/0/2(R 1 v F EAPZ I S 5 R—MET UV EAR—bELTEREL. R—bZE
VLAN10OIZEIYHTES,

[Switch] interface gigabitethernet 1/0/2

[Switch-GigabitEthernet1/0/2] port link-type access
[Switch-GigabitEthernet1/0/2] port access vian 100
#GigabitEthernet1/0/2 CTPoEZ A *—JIJLIZLZET,
[Switch-GigabitEthernet1/0/2] poe enable

[Switch-GigabitEthernet1/0/2] quit

#VLAN-interface100& ERL . VLANA U 2—DJ A RIZIPFRLRZEIY B TET,
[Switch] interface vlan-interface 100

[Switch-Vlan-interface100] ip address 10.1.1.47 24
[Switch-Vlan-interface100] quit

#VLAN-interface200ZE KL . VLANA U A—DJ A R[ZIPFRLRAZEIVETET,
[Switch] interface vlan-interface 200

[Switch-Vlan-interface200] ip address 10.1.2.2 24
[Switch-Vlan-interface200] quit

#APIZIP7RFLRZEIY HTSHESITDHCPT—)L100& R ELET
[Switch] dhcp server ip-pool 100

[Switch-dhcp-pool-100] network 10.1.1.0 mask 255.255.255.0
[Switch-dhcp-pool-100] gateway-list 10.1.1.46

[Switch-dhcp-pool-100] quit

#IZAT UMIIPTRL RZEY B THELIITDHCPT—)L200& AL ET .
[Switch] dhcp server ip-pool 200

[Switch-dhcp-pool-200] network 10.1.2.0 mask 255.255.255.0
[Switch-dhcp-pool-200] gateway-list 10.1.2.1

[Switch-dhcp-pool-200] quit

#DHCPZEMIZLET,

[Switch] dhcp enable

WLANSZ AT DEETE

9547 M ZEAP-PEAPEEBAZE N AV AR—ILENTWNB I EXHERLET,
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1. 9SATFURT 94T UMD REEE/NNAL.APETYLI—RL, DAV LARYRNT—IIZTIER
TELEEHERELEFTEEHIERTINEEA),

2. ACTRMDARIEZRITLT, A—YMEEE/INRL, Ao TA o =C EEERLET,
HEEMIEWLANG S AT MERERRTLET,

[AC]display wlan client verbose

Numbers of client:1
MAC address: cc3a-61a8-fb8c
IPv4 address: 10.1.2.3
IPv6 address: N/A

Username: dotlx

AID: 1

AP ID: 3

AP name: office
Radio ID: 1
SSID: service

BSSID: 741f-4ad4-1fe0
VLAN ID: 200

Sleep count: 0

Wireless mode: 802.11ac

Channel bandwidth: 80MHz

SM power save: Disabled

Short Gl for 20MHz: Supported

Short Gl for 40MHz: Supported

Short GI for 80MHz: Supported

Short Gl for 160/80+80MHz: Not supported
STBC RX capability: Not supported

STBC TX capability: Not supported

LDPC RX capability: Not supported

SU beamformee capability: Not supported
MU beamformee capability: Not supported
Beamformee STS capability: N/A

Block Ack: N/A

Supported VHT-MCS set: NSS1 0,1, 2,3,4,5,6,7,8,9
Supported HT MCS set: 0, 1, 2, 3,4,5,6,7
Supported rates: 6, 9, 12, 18, 24, 36, 48, 54 Mbps
QoS mode: WMM

Listen interval: 10

RSSI: 0



Rx/Tx rate: 0/0

Authentication method: Open system
Security mode: RSN

AKM mode: 802.1X

Cipher suite: CCMP

User authentication mode: 802.1X

Authorization ACL ID: N/A

Authorization user profile: N/A

Roam status: N/A

Key derivation: SHA1

PMF status: N/A

Forwarding policy name: N/A

Online time: Odays Ohours Ominutes 15seconds
FT status: Inactive

#HA A DB02.IXYFAT7 U MEHERTLET
[AC] display dotlx connection Total

connections: 1

User MAC address: cc3a-61a8-fb8c

AP name: office

Radio ID: 1

SSID: service
Username: dotlx

BSSID: 741f-4ad4-1fe0

Authentication domain: dom1 IPv4 address

:10.1.2.3
Authentication method

: EAP Initial
VLAN

: 200
Authorization VLAN

: 200
Authorization ACL number

- N/A
Authorization user profile

- N/A
Termination action

: Default

Session timeout period: 36000001 s
Online from:; 2015/12/21 11:27:11
Online duration: Oh 1m 1s



BREIT7AI
e AC:
dotlx authentication-method eap
#
vlan 100
#
vlan 200
#
wlan service-template service
ssid service
vlan 200
akm mode dotl1x
cipher-suite ccmp
security-ie rsn
client-security authentication-mode dot1x
dotlx domain doml
service-template enable
#
interface Vlan-interface100
ip address 10.1.1.46 255.255.255.0
#
interface Vlan-interface200
ip address 10.1.2.1 255.255.255.0
#
radius scheme radiusl
primary authentication 10.1.1.3
primary accounting 10.1.1.3
key authentication cipher $c$3$Bb61SHV2ZsVYPJU2+RFB/8ntkOuCQkmxdA==
key accounting cipher $c$3$w03NfxnBmfDuedv9/xo7 ESnoxKjowmmX9A==
nas-ip 10.1.2.1
#
radius dynamic-author server
clientip 10.1.1.3 key cipher $c$3$AKTEB70gMYnCqgsfDeplhoAgXUek/rVrLZw==
#
radius session-control enable
#

domain dom1l
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authentication lan-access radius-scheme radiusl
authorization lan-access radius-scheme radiusl
accounting lan-access radius-scheme radiusl

#

wlan ap office model WA560-WW
serial-id 219801A1NM8182032235
radio 1
radio enable

service-template service

#

- POERAYF:
dhcp enable

#

vlan 100

#

vlan 200

#

dhcp server ip-pool 100
network 10.1.1.0 mask 255.255.255.0
gateway-list 10.1.1.46
#
dhcp server ip-pool 200
network 10.1.2.0 mask 255.255.255.0
gateway-list 10.1.2.1
#
interface Vlan-interface100
ip address 10.1.1.47 255.255.255.0
#
interface Vlan-interface200
ip address 10.1.2.2 255.255.255.0
#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vian 1 100 200
#
interface GigabitEthernet1/0/2
port access vlan 100

poe enable
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e  Security Command Reference in H3C Access Controllers Command References
e  Security Configuration Guide in H3C Access Controllers Configuration Guides

e  WLAN Command Reference in H3C Access Controllers Command References
e  WLAN Configuration Guide in H3C Access Controllers Configuration Guides
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