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Yian-int1

AC L2 switch AP Client

ZOFITIH., O—hILA—F—Z2EOERWLTAAERER TERLET, AAAIRURDOFEMIZDNT
[%. [User Access and Authentication Command Reference &S B L TLEELY,

1.

802.IXBLUWA—HILIFAT U+ DR

#EAP TZERITL. CHAPZERT & 3ICACERELEY .
<AC> system-view

[AC] dot1x authentication-method chap

# 1—F—ZchaplB LU/ SRT—R123456(FL— T RN DA—HIL RN T—HF IR 1—
HY—%EMLET,

[AC] local-user chapl class network
[AC-luser-network-chapl] password simple 123456
# H—ERH4AfT#lan-accessIZRELFET . .
[AC-luser-network-chapl] service-type lan-access
[AC-luser-network-chapl] quit
ISPRASVDAAAT RZERELFET:

# localELVSBRTDISPRAA U EERLET

[AC] domain local

# LANOSA 7o b@OO—HILEREE. O—HILERA] . BXUPO—AILThIo TV T # AT HES
[ZISPRAASUHFEZRELET .

[AC-isp-local] authentication lan-access local
[AC-isp-local] authorization lan-access local
[AC-isp-local] accounting lan-access local
[AC-isp-local] quit
Y—ERTUIL—MERET B!
# wlas_local_chap&W\S3&RTDY—ERTUIL—MEERLET . .
[AC] wlan service-template wlas_local_chap
# BRI E—F#%802.1XIZERELET .
[AC-wlan-st-wlas_local_chap] client-security authentication-mode dot1x

#HY—ERTUTL—,DISPRAS VlocalZiEELE T,
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[AC-wlan-st-wlas_local_chap] dot1x domain local
# SSID#wlas_local_chaplZ&XELET ..
[AC-wlan-st-wlas_local_chap] ssid wlas_local _chap
#H—EXTUTL—MEAR—TILIZLET,
[AC-wlan-st-wlas_local_chap] service-template enable
[AC-wlan-st-wlas_local_chap] quit
4. FHAP aplZHEL. Y—ERTUTL—FEAPERITNAIURLET:
#aplaERL. APETILEVYTIILIDEIEELEY,
[AC] wlan ap apl model WA6638-JP
[AC-wlan-ap-apl] serial-id 210235A1BSC123000050
# FrRIVIA9ZAPDEBIDIEEF v RILELTHREL., BIRLEAR—TLITLET,
[AC-wlan-ap-apl] radio 1
[AC-wlan-ap-apl-radio-1] channel 149
[AC-wlan-ap-apl-radio-1] radio enable
# H—ERTFUFL—bhwlas_local_chapZradiollZ/AfRLET,
[AC-wlan-ap-apl-radio-1] service-template wlas_local_chap
[AC-wlan-ap-apl-radio-1] quit
[AC-wlan-ap-apl] quit
BEDHE

# 802 1XIERZEHEE T D.

[AC] display wlan service-template

[AC] display dot1x

#802.1XV AT VD FBEEIT/R AL RIZVSAT7 U MERIBEHRERTLES

[AC] display dotlx connection
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L2 switch Client

ZDHITIE, RADIUSZEZE L ERMGAAAKREZITERLET . AAAOTURDEFFMIZ DT, [User
Access and Authentication Command Referencel|Z& B L TLFE&LY,

1. ACERMDLIIERELFEY

a.

802.IXB L URADIUSRF—LEHELFET .

# EAPYL—ZERLT802.IXV 17U ha iRl T 5L IICACERELET
<AC> system-view

[AC] dotlx authentication-method eap

# RADIUSRF—LZEERLET

[AC] radius scheme imc

# T 2ARVBIAY—N\—BLVTFARIVT AV T4 T —N\—%_ELET,
[AC-radius-imc] primary authentication 10.18.1.88 1812

[AC-radius-imc] primary accounting 10.18.1.88 1813

HY—N\—,D X1 T7HBED-HDEEXF—FTL—2TF AN T123456 78R E
LET,

[AC-radius-imc] key authentication simple 12345678

[AC-radius-imc] key accounting simple 12345678

# RADIUSH —/N—(ZEEEN S —HF — DDAV RERNLET,
[AC-radius-imc] user-name-format without-domain

[AC-radius-imc] quit

ISPRASVDAAAR REHRELET
#IMCEWSBHIDISPRASVEERLET

[AC] domain imc



# LANOSATURDEREE. 28] 8LV T HOU T4 T IZRADIUSR F— LimcE{#E
FTBESTISPRAMUEERELET,

[AC-isp-imc] authentication lan-access radius-scheme imc
[AC-isp-imc] authorization lan-access radius-scheme imc
[AC-isp-imc] accounting lan-access radius-scheme imc
[AC-isp-imc] quit

c. Y—EXRTUVIL—IEHRELET,
# wlas_imc_peapEW\SEFTDY—ERTUTL—FEERLET,
[AC] wlan service-template wlas_imc_peap
# AL E—F %802 LXIZERELET
[AC-wlan-st-wlas_imc_peap] client-security authentication-mode dot1x
#H—ERTUTL—bDISPRALUIMCERELET
[AC-wlan-st-wlas_imc_peap] dotlx domain imc
# SSID#%wlas_imc_peaplZFZELET .
[AC-wlan-st-wlas_imc_peap] ssid wlas_imc_peap
# AKME—R%802.1XIZERELET
[AC-wlan-st-wlas_imc_peap] akm mode dotlx
# CCMPEE SR —FERELE T,
[AC-wlan-st-wlas_imc_peap] cipher-suite ccmp
#E—aUBFLUVTO—THETRSN-IEZA R—TIJLITLET,
[AC-wlan-st-wlas_imc_peap] security-ie rsn
#H—ERXTUTIL— b EAR—TILICLET,
[AC-wlan-st-wlas_imc_peap] service-template enable
[AC-wlan-st-wlas_imc_peap] quit

d. FEAPaplEHEL. Y—ERXRTUTL—FEAPERIC/NAIURLET,:
# aplE{ERL. APETILES T ILIDEIEELE T,
[AC] wlan ap apl model WA6638-JP
[AC-wlan-ap-apl] serial-id 210235A1BSC123000050

#FrRILILOZAPDERIDEEF v RILELTEEL. BER1Z/R—TILIZLE
ERS

[AC-wlan-ap-apl] radio 1

[AC-wlan-ap-apl-radio-1] channel 149
[AC-wlan-ap-apl-radio-1] radio enable

# H—E XTIl —bwlas_imc_peapZradiollZ/ N1V RLET,
[AC-wlan-ap-apl-radio-1] service-template wlas_imc_peap
[AC-wlan-ap-apl-radio-1] quit

[AC-wlan-ap-apl] quit



2. RADIUSH—N\—%HFLET,

ZOHTIE. RADIUSH—/\—[ZIMC PLAT7.18 L UNIMC UAM7.1%E1TL . EAP-
PEAPSFEAZEMNA VA r—ILENTULET,

HTIEATINAREBNT 5:
a. user27&%9)vILET,

b. TE&#—L 3 Y1)—T, User Access Policy > Access Device Management >
Access DeviceZ:&RLET,

b. Add&V)vILET,
Add Access DeviceR—U AR RESNET,
c. Access Configurationf8# T, BI5IZRT K32, ROD/INTA—F—%HELET,
— Shared KeyZ+4—JLK &Confirm Shared KeyZ74—JLK1212345678¢ A HLET,
— HDITGA—F—IZTIFILMEFFERLET . .

e. Device Listf81s T, Select®’=IFAdd Manuallyz%')v4~ LT, 10.18.1.1I1ZH BT /\
ARET VAT INARELTEMLET, .

f. OKEZUYILET,
X5 7 7 & AZE@EDENM

2> User = User Access Policy » Access Device Management = Access Device = Add Access Device @Help
Authentication Port * 1812 Accounting Port * 1813
RADIUS Accounting Fully Supported b4 Service Type LAN Access Service hd
Access Device Type H3C(General) v Service Group Ungrouped 4
Shared Key * essccece Confirm Shared Key * eescccee
Access Device Group -- v

Add Manually Clear All

Device Name Device IP Device Model Comments Delete

-

101811 m

Total Items: 1.

# T ORRR)—FEBMT %!

. user@I7EVYVILET,

b. FE#—32Y1)—T, User Access Policy > Access PolicyZZERLET .

c. Add&2)vILET,

d. B6IZRI &S5, Add Access PolicyR—U T, ROD/INSA—F—EHEHLET . :
— Access Policy Name74—)LR[Zdotlxk AFALFET,
— Certificate Authentication74—JLK CEAPZZEIRLET,

— CertificateType!) R HEAP-PEAPAuUthZ:&E1RL . CertificateSub-Type!) R HMS-
CHAPV2AUthZZ#IRLFET,
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#HT7ERY—ERZEBMLET,

a. Userd7#%01vILET,

b. FE4—I3Y1)—T. User Access Polic > Access Service#ERLET,

c. AddEVUVILET,

d. Add Access ServiceR—U T, KI7IZRT K32, RD/ISGA—E2—FFZELFET,
- Service NameZ1—/LRIZdotixEAHLET,

—  Default Access PolicyJ RkhbdotIxFFEIRLET S

e. OK#EVJVILET,

X7 77 &A% —EZDIBM

D User > User Access Policy > Access Service > Add Access Service @Help
=

Service Name * dotlx Service Suffis
Service Group * | Ungrouped v Default Access Policy * dotlx v ®
Default Proprietary Attribute Assignment Policy * Do not use v @
Default Max. Number of Bound Endpoints * 0 Default Max. Number of Online Endpoints *| 0
Description
Available ?) Transparent Authentication on Portal Endpoints ()

H7HOER1—F—%FEBMLET,
a. User#7%49)voLET,

b. FEH—S32Y1)—T. Access User>All Access Usersza&iRLEY, 77tERX21—H—1)
ARDRTREINFET,

c. AddEY)vILET,
Add Access UserR—U WERRENET,

d. Access Information$8igi T, F8IZRT £IZ. KD /INFGA—E—4H/ELEFT:
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- Select or Add Userz9')vo LT, A —H—%IMCT Sy I+ —La—HF —userl ZBSE T+
EX

— Account NameZ4—JLK[ZUserd AALET .
— Password$ &£ U Confirm PasswordZ4—JLKR[ZdotlxE AALET S .
e. Access ServicefBiZ T, VA HdotIxZ#EIRLET S .

f. OK#H)yILZEY,.
X8 7/t AR—H¥—A v FDEM

>3

ss Information

wennan nfem Pasanord s eeeeas

Service Name Service Suffix Status Allocate IP

3. WLANYSATULEHRET S:
WLANY S A7 D EAP-PEAPRERAE LELITA VU AM—ILENTLNS, .
WLAND AT UERTE T BITIE. ROFRYEERTLET (FHEITERR).
o IDEREEICPEAPZEEIRLET .
o UIATUNI&KBDY—N\—FIHEDRITZEMLET ..
o WindowsDBAIT AV BENRT—REFRLTISAT UM BEIMNICERTERLKLSIZT
5.

1. 93ATF7URT, A—F—RuserB LU/ IR T—Fdotlx&F AL THRYLT—IIZT7 IR
TEHLTHRELES . GFHIIZEEE),

2. ACTRMDAARVERITLT, A—H—DFREEI/NAL, AU S/ 0o C & FERELE
ERE
# Display online 802.1X client information.
[AC] display dotlx connection

User MAC address :0023-8933-2090
AP name capl

Radio ID 01

SSID :wlas_imc_peap

BSSID : 000f-e201-0003
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User name : user

Authentication domain 1imc
Authentication method

EAP
Initial VLAN 01
Authorization VLAN N/A

Authorization ACL number  : N/A
Authorization user profile : N/A

Termination action : Default

Session timeout period 16001 s

Online from :2014/04/18 09:25:18
Online duration :0h1m1s

Total connections: 1.
# Display WLAN client information.
[AC] display wlan client

Total number of clients 11

MAC address Username AP name
VLANO0023-8933-2090 user

10.18.1.100 1

10

R IP address
apl



