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ACT,MACERIIHDA—YT7hOUMERERELET . COHITIE, Y547V FDOMACTRL R
MNA—HFLENRNRT—FELTHERAINET , RADIUSH—/A\D 1—HZ E/NAT—FDHREN.
ACDERTEE—HLTNAI EFFEZEL T ZELY,

APDEE/NRILIZRTREIN TSV TILIDEFERAL T, APEFIEELET,
VLAN1ID /Ny 23X D158 1%, ACEAPIZIERH I 5 R—MEVLANLIA SHIBRLES .

ACDEETE

1.

ACDAUBA—TTAREHRELET,

#VLAN100& S UVLANA U 2—J A R100ZEML . VLANA 2 B—DJ A RIZIPFFL R ZE)
YETET ACIKIDIPTRLRAZFERAL T, APEDCAPWAPR Y RILERESILE T,

<AC> system-view

[AC] vlan 100

[AC-vlan100] quit

[AC] interface vlan-interface 100

[AC-Vlan-interface100] ip address 112.12.1.25 16

[AC-Vlan-interface100] quit

#VLAN200# K UVLAN-interface200%E L . VLANA 23—/ RIZIPFRLRZE|Y KT
F9, VLAN20OIFOSAT7 U7 ORRIZERESNET,

[AC] vlan 200

[AC-vlan200] quit

[AC] interface vlan-interface 200

[AC-Vlan-interface200] ip address 112.13.1.25 16
[AC-Vlan-interface200] quit
#GigabitEthernetl/0/L(ACER A Y F & &R I S R—ME MU IVR—FELTERELET .
VLAN1A SR—FZEHIBRL . R—FZVLAN100E & TU200IZEIVETET,
[AC] interface gigabitethernet 1/0/1

[AC-GigabitEthernet1/0/1] port link-type trunk
[AC-GigabitEthernet1/0/1] undo port trunk permit vian 1
[AC-GigabitEthernet1/0/1] port trunk permit vilan 100 200

# Set the PVID of GigabitEthernet 1/0/1 to VLAN 100.
[AC-GigabitEthernet1/0/1] undo port trunk permit vian 1

# GigabitEthernet1/0/10DPVID%VLAN100IZERELE T,
[AC-GigabitEthernet1/0/1] port trunk pvid vlan 100
[AC-GigabitEthernet1/0/1] quit

DHCPDERE:

#DHCPZHEMIZLEY

[AC]dhcp enable



#vlan100&WLVS L BTODHCP 7KL AT — ILEYERL . DHCPZRL AT —)LIZH TRy
;112.12.0.0/16 B L UPT —+IzAIP7RL R112.12.1.25%8FELET,

[AC] dhcp server ip-pool vlan100

[AC-dhcp-pool-vlan100] network 112.12.0.0 mask 255.255.0.0
[AC-dhcp-pool-vlan100] gateway-list 112.12.1.25

[AC-dhcp-pool-vlan100] quit

#vlan200&LV3 B RTDDHCP7 LR T —ILEMERIL . T Ry b112.13.0.0/16EHEELES
DHCP7RLRT—IL D7 —roxAIP7RLX112.13.1.25,

[AC] dhcp server ip-pool vian200

[AC-dhcp-pool-vlan200] network 112.13.0.0 mask 255.255.0.0
[AC-dhcp-pool-vlan200] gateway-list 112.13.1.30

[AC-dhcp-pool-vian200] quit

RADIUSR—ZXMDMACERIIZ R ELET

#officeb LN\ BRTDRADIUSR F—LZEERL. TDE2L—F ANLET,

[AC] radius scheme office

HIZARVIBIAB KUTHU T4 RADIUSH—/\DIP7RLAERELET
[AC-radius-office] primary authentication 8.1.1.50

[AC-radius-office] primary accounting 8.1.1.50
#RADIUSEEEES LU T HI T4V T AD B F—ZHEELET .
[AC-radius-office] key authentication simple 123456789

[AC-radius-office] key accounting simple 123456789

#RADIUSH —/N\[TEEENHI—HRMBISPRAS VB ERILET,
[AC-radius-office] user-name-format without-domain

#FEIERADIUS/ Ak DIEETTIP7RLRAELTIP7RFL R112.12.1.25% 8 ELE T
[AC-radius-office] nas-ip 112.12.1.25

[AC-radius-office] quit

#officel &LV BRRDISPR ALV EERL. ZDEL—ZAALET,

[AC] domain officel

#RADIUSRA X — LA T4 RZEISPRASU A T4 ALZEAL T, LANA—HDFREE. 327, &
SOTHIO T4 TH#ITVET,

[AC-isp-officel] authentication lan-access radius-scheme office
[AC-isp-officel] authorization lan-access radius-scheme office
[AC-isp-officel] accounting lan-access radius-scheme office
#ISPR AL officel DI TAT U MIT AR LAV REE R ELET
[AC-isp-officel] authorization-attribute idle-cut 15 1024
[AC-isp-officel] quit

H#MACR—ZAD T H I MEFERTAELSITMACRIIERELET . EMACTFL X [FHMACA
—ZADTHINEFERTHEIIMACEREIE R ELE T . EMACTRL R([ENATUEL D161
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HRET. XFIINXFTT,

[AC] mac-authentication user-name-format mac-address without-hyphen lowercase
TAYLRY—ERERELET,

HLELDSBRIDY—ERTUTL—MEERL. TOEL—ZANLET,

[AC] wlan service-template 1
#H—EXTUTL—F1DSSIDEserviceEL TEHRELET S

[AC-wlan-st-1] ssid service

#Y—ERTUTIL—MEERALTA TV 505 4T U REVLAN200IZEIV S TEY,
[AC-wlan-st-1] vlan 200

HERELE—FZEMACRRREICERELET

[AC-wlan-st-1] client-security authentication-mode mac

#ISPR AA officelZMACEREER AA V ELTHRELFT

[AC-wlan-st-1] mac-authentication domain officel
Y—ERTUIL—FDAKME—FEERELET,

HAKME—REPSKIZERELET

[AC-wlan-st-1] akm mode psk

#IL—THR R FF123456789% PSKEL TEERELET,

[AC-wlan-st-1] preshared-key pass-phrase simple 123456789

#CCMPHEIE B R/ —hELTEREL. E—av B LUV TO—TETRSN IEZA/R—TILIZLE
ERS

[AC-wlan-st-1]cipher-suite ccmp

[AC-wlan-st-1]security-ie rsn

#F—ERTUTL—rEAF—TILIZLET,

[AC-wlan-st-1] service-template enable

[AC-wlan-st-1] quit

FEAP officeapZiREL . Y—E ATV TL—MLEAPERIZNAIURLET,
#officeapE L\ S B BIDFEAPEZERL . APDETILESTILIDEFIEELET
[AC] wlan ap officeap model WA560-WW

[AC-wlan-ap-officeap] serial-id 219801A1NM8182032235
#radio2ME 1 —% A AL, Y—ERTUTL—rl%radio2(2/SAURLET,
[AC-wlan-ap-officeap] radio 2

[AC-wlan-ap-officeap-radio-2] service-template 1

#radio2ZBRILET,

[AC-wlan-ap-officeap-radio-2] radio enable

[AC-wlan-ap-officeap-radio-2] quit

[AC-wlan-ap-officeap] quit



AAYFDERTE
# VLAN1OOZAERLE Y o RAYFIFTDVLANZERAL T, ACEAPRIDCAPWAPRY RIL EDRS
T4V 0EEELFET,
<Switch> system-view
[Switch] vlan 100
[Switch-vlan100] quit

#VLAN20OZ{ERLE T . RAYFIXTDVLANEFERAL T, T4 VYL RISAT UMy ZEREL
E3 I

[Switch] vlan 200
[Switch-vlan200] quit

#GigabitEthernet1/0/L(R A vF EACHEE#HE 3 HR—N)ZE RS2 UR—bELTEREL . VLANLIA SR
—r&BIBRL T, FSU 9 R—FZVLANIOOIZEIY B TET,

[Switch] interface gigabitethernet 1/0/1
[Switch-GigabitEthernet1/0/1] port link-type trunk
[Switch-GigabitEthernet1/0/1] undo port trunk permit vian 1
[Switch-GigabitEthernet1/0/1] port trunk permit vian 100
#GigabitEthernet1/0/1MPVIDZVLAN100IZERELET .
[Switch-GigabitEthernetl1/0/1] port trunk pvid vlan 100
[Switch-GigabitEthernet1/0/1] quit

#GigabitEthernet1/0/2 1(RA v F EAPZE R A R—NET VEAR—rELTERELET . 77X
R—F%VLAN100IZEIY B TET,

[Switch] interface gigabitethernet 1/0/2
[Switch-GigabitEthernetl1/0/2] port link-type access
[Switch-GigabitEthernetl1/0/2] port access vlan 100
# GigabitEthernet1/0/2 TPoEZ A *—JJLIZLET .
[Switch-GigabitEthernet1/0/2] poe enable
[Switch-GigabitEthernet1/0/2] quit
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ZDOHITIE. RADIUSH—/(EIMC PLAT7.1(E0303P10)# & UNMC UAM7.1(E0303P10)%E£4TL
EX R

1. TFHERFNARFEMLET

a. IMCIZRZ A4 L T, Userdd&9)vILET,
b. FE&—3Y1)—T. User Access Policy > Access Device Management > Access
DeviceZZEIRLET,

c. AddEV)vILET,
Add Access DeviceR—UHBEET,

d. Device ListfBiZiT. Add ManuallyZ2')voL T, 112.12.1.251CH BT INARET IR
TINARELTEMLET , COIPFRLRIE, #{ERADIUS/ ATy DACTIEE SN TziE
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{EXIP7RLATY,
e. Access ConfigurationfBiE T, KI2(ZR T L32, RD/ISSA—EEHELET
- Shared Key$ kU Confirm Shared KeyZ74—JLK12123456789% A HLET , F—IF.
ACIZHBEEN TV A HBF—L—HLTLET,
- DI A=RIZET IAILMEEERLET,
f. OK&VJvILEY,
B2 7ORRT IS4 RDEM

T8> User > User Access Policy > Access Device Management > Access Device > Add Access Device ®@Help
Authentication Port * 1812 Accounting Port * 1813
RADIUS Accounting Partially/Not Supported v Service Type LAN Access Service v
Access Device Type H3C(General) v Service Group Ungrouped v
Shared Key * | sessessen Confirm Shared Key * | sessssnen
Access Device Group - >

m Add Manually Clear All

Device Name Device IP Device Model Comments Delete

11212.1.25 m

Total Items: 1.

TOERAR)—%EBMLET,

a. User3J&9voLEY

b. FEX#— 31—, User Access Policy > Access PolicyZ:&IRLET,

c. AddxoJvILET,

d. Add Access PolicyR—I T, BIBIZSTRT LSS, ROINGA—FEHRELET,
- Access Policy NameZs—)LkIZofficek AILET,
- DS A=FIETIAIMEEFERALET

e. OK&IJvILET,



B3 77tARRYS—DiEM

User > User Access Policy > Access Policy > Add Access Policy @He\p

nation [=]
Access Policy Name * office
Service Group * Ungrouped  +
Description
Authorization Information [=]
Access Period None - Allocate IP * No -
Downstream Rate(Kbps) Upstream Rate(Kbps)
Priority RSA Authentication
Certificate Authentication (®)None (_EAP
Certificate Type
Deploy VLAN
Deploy User Profile Deploy User Group @
Deploy ACL
TORAY—ERZEBMLET,
a. User®J&0)vILEYT
b. FEX#—3V1)—T, User Access Policy > Access ServiceZ:&RLET,
AddzJ)vILET,
d. Add Access ServiceR—I T, B4ITRT &3S, RONFA—REHELFET
- Service NameZ«1—JLKIZoffice_mac&é AHALFET,
- Default Access Policy'JRkhSofficeFEIRLET
- MBDIRSA=RITETIAIVMEEFERALES
e. OKEYJYILFET,
R4 7R H—EXDENM
D92 User > User Access Policy > Access Service > Add Access Service @Help
mation [=]
Service Name * office_mac Service Suffix
Service Group * Ungrouped - Default Access Policy * office (@
Default Proprietary Attribute Assignment Policy * Do not use - @
Default Max. Number of Bound Endpoints * 0 Default Max. Number of Online Endpoints *| 0
Description
Available (3 Transparent Authentication on Portal Endpoints (2
Access Scenario List [=]

4,

Access Scenario Access Policy Proprietary Attribute Assig! t Policy Priority Modify Delete

No match found.

THOER1I—H—%EBMLET,

a. User27&9)voLET,

b. FEX—av)—hBAccess User > All Access Usersz&IRLET,
9



TOERI—HF—YRHRREINFET,

c. Addxy)vILET,
Access User pageR—IH\BEET,

d. Access Informationf8ig T, BI5IZRT K32, A—HZEMLET
- Add User&4)voLET,

- RERShIEF L4705 HRyI X TUser NameZ1—JLK &ldentity NumberZ4—JLK
[Zadm_office_macé AHDLZET,

- Usernamecidentity number® 1t 4% 58~ 57-61-Check Availabilityz /') vo
LFEY,

- OKZEIVYILET,
e. Access InformationfBi# T, K6IZRT K32, RD/INFA—2EHELET .
a. Account NameZ1—/JLK123891d5833b20E A HLFET,
b. PasswordZ+4—JLE&Confirm Password 74—JLF123891d5833b20& A ALET,
f. Access ServicefBE{T. YR M boffice_macEERLET .
g. OKZEZ)vILEY,
B5 1—%—miam

B User > All Access Users > Add Access User @Help

Access [pfaunation -
Y Add User - Google Chrome [E=E—
User Nam{ | [ 192.168.100.241:8080/imc/usr/user/addUserPopUpContent.xhtml
Account
Trial A Fast Access User
Basic Information
Password| )
” . Identity » . o
User Name adm_office_mac Number * adm_office_mac Check Availability
Alloy Password at Next Login
Contact Address Telephone @ 3
Inspiratiol
Email @ User Group * Ungrouped ) -
Max. Idle
o
Login Me!
S

Access Service

Service Name Service Suffix Status Allocate IP
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A

== =X
ax A 0) EE It
DSATMMEIRINT—IOANDT I REERLET,

#ACT. DAV LRIFAT U MMACEREE S KUPSKERREIZ/NAL . VLAN200THA U SA U5 HT L%
HELEYS,

[AC] display wlan client

Total number of clients 01

MAC address Username AP name RID IP address IP address VLAN
3891-d583-3b20 3891d5833b20 officeap 2 112.13.0.2 N/A 200

HmEI7FAIL

e AC:

#

dhcp enable

#

vlan 1

#

vlan 100

#

vlan 200

#

dhcp server ip-pool vian100
gateway-list 112.12.1.25
network 112.12.0.0 mask 255.255.0.0

#

dhcp server ip-pool vlan200
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gateway-list 112.13.1.25
network 112.13.0.0 mask 255.255.0.0
#
wlan service-template 1
ssid service
vlan 200
akm mode psk
preshared-key pass-phrase cipher
$c$38heDUT35pg2/Zmsuy18nxS3vSHAeolC6kobTrDA==
cipher-suite ccmp
security-ie rsn
client-security authentication-mode mac
mac-authentication domain officel
service-template enable
#
interface Vlan-interface100
ip address 112.12.1.25 255.255.0.0
#
interface Vlan-interface200
ip address 112.13.1.25 255.255.0.0
#
interface GigabitEthernet1/0/1
port link-type trunk
undo port trunk permit vian 1
port trunk permit vlan 100 200
port trunk pvid vlan 100
#
radius scheme office
primary authentication 8.1.1.50
primary accounting 8.1.1.50
key authentication cipher
$c$3%0/3UeudpLSdI0rikLdAwzIJU/AaBGCxnGUBXHmMQ==
key accounting cipher $c$3%0KqS/GRbPQc8AG+Vp+bJO4ZPKIk5+ceFuye/tQ==
user-name-format without-domain
nas-ip 112.12.1.25
#
domain officel
authorization-attribute idle-cut 15 1024
authentication lan-access radius-scheme office
authorization lan-access radius-scheme office
accounting lan-access radius-scheme office
#
wlan ap officeap model WA560-WW
serial-id 219801A1NM8182032235
vlan 1
radio 1
radio 2
radio enable
service-template 1

e  Switch:
#
vlan 1
#

12



vlan 100

#

vlan 200

#

interface GigabitEthernet1/0/1
port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 100
port trunk pvid vian 100

#

interface GigabitEthernet1/0/2
port access vlan 100
poe enable
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