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a. YATLEaA—ICRYET,
quit
b. ¥¥TTAITNANRBREDRIA LT IMERZERELET .
portal captive-bypass optimize delay seconds
FIFILNTIE, T TTAITNAIRREHEA LT O B IE68TY,

URLYSFALOLa>D—EIL—ILDERTE

CHORRIIZDNT

URLYSF AL ar—BL—ILIE, A—F—HRERLF-URLE[FA—HF—I -z MERIZEKD
HTTPE - ZHTTPSERZ —Mat . — BT AHTTPEIZHTTPSERFIEFSIN UL (L3
URLIZYZALIRLET,

R—RILWeb Y —/A—DIEE . URLYE AL IRAICurlav U RE &UVif-matcha<w  FEERTEET,

urlav o RIE, BEEESN TOWVENWI—F—HNED TR TOHTTPEIEIHTTPSE R EHR—4 /)L WebH

—N—[CUB AL IR EZITET , i-matchav U REFERT 5L BEDOHTTPE=IZHTTPS

BEREBHTEDYFALIFURLIZVEALORT BT EIZEY . FEAGZURLYSA AL AT REIZEYET,
FREESIUVHARSIY

A—H—N)EALYVaVURLICEEICT IERATESLSIICTAICE. VEF AL I3V URLFEETD

HTTPEREIFHTTPSERDBBZEHF AT HR—FILT)—RAUNEZRELETS . R—2ILT)—
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BIDHREDFEMIZ DL TIE, portal free-rulea<v o RESBLTESLY,

urlav R &if-matchav > RO@AZETLIEES L, if-matchav U RAEBE SN TURLYZ ALY 3
UHERTINET,

K= E—DUFALILEIVURLIA AL I3V DEAD—BIL—ILNRESATWDEE. T
NARIEEBEMICURLIF ALY a0 —BUL—ILEERALTURLI A ALY avERITLET,

FIE
1. YAFLEa—IZAYETS,
system-view
2. R—%E)LWebH—/I—FE1—IZAVET,
portal web-server server-name
3. URLYFALYLavD—BUL—ILERELET,
if-match { original-url url-string redirect-url url-string

[ url-param-encryption { aes | des } key { cipher | simple } string ] |
user-agent string redirect-url url-string }

O—AJILR—R)LH—E RBEBEDERTE
O—AJILR—AILP—E XIZDUVT

A—ALR—ZIWY—EXDERE . T/ 31 X ER—F)ILWebH —/\—E L VR—FILFREEH—/ \—
&L—C%ﬁgbs :L_-U:_I:;(T.H/—CTR 9}[/:“.. nIE%%'?:ILaET -I_\ g}l/uu nIE’\G_:)j_f’r)l/'j:s T/\’fX
DIL—bTALINITRBFENET,

O—AIR—FII Y —ERBEEEZHRTET H-ODFHEES
KUOHARS1
AV A=A AN A—AIR—ZII Y —EREFERATBICE. /13 —TARITFEESNF-AHR—E2IL

WebH—/\—QDURLNRDEHZHI-LTWSIBHELRHYET,

e URLHDIPTRFLARIX, TNARLEDLANIALA—T A RX(127.0.0.1%F)DIPFELRATH
BPLENHYET, T, IPPRLRIER—BILISAT UM ZEAEETHILENHYET .

e  URLII/portal/ THEHDHLENHYET , #il:http://1.1.1.1/portal/,

nLuIE’\—/’éjJZ’)'lV’fZL'C T/\’fZI 7J7°|:| F?é%\gb‘ﬁtjia}
http://1.1.1.1/portal/

DAY LARYET—ITlE, E4SSSIDIZEL. B35 T /31 X324 T (iPhone¥ Samsung?i &) % {#
Fﬁ?’%ﬁl’f Q)I/:L_-'j-_' JHTL/—C i&%uunﬂf’\—/%/\’f/ngfT ka) |LEF_—C|:L.|:.|.TZ/\_/75\L
REnFY,

1. SSIDERIFTINAREALATIZINAURENTBEHR—,
2. Tjj'}bl‘@nunl—t/\_/o
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http://1.1.1.1/portal/

EER—DDHRITAR

CDRARIIZDUNT
PREIR—D(FHTMLI 7ML TY  B—AILR—FILDFREEIZ & ROPIAR—HBBETT,
o AUAUIR—D
o RYFUORUMR—
o OAYUAUKER—D
o FUTAIR=
o VATLES—R—T
o OUFIDEUIR—D

FEHIR—CHENRATARTBDENHYZFET, T, BEER—CTHEEATIR—CERILEENFE
¥, =&AL, BER—logon.htmlZ(back.jpgMERSNET .

EEEE/\Q_:)77’{)I/E%ﬁ$j—é&%‘is u.b\nl—t’\—/O)ﬁZQV’foﬁﬁu (—ﬁEL\ij-o
74 EDORR

AMUBIHR—TIT7AILDEFNEIBE SN TUWET (RIZSHE), A VBAR—UT7AILLUSN DD
FTAILDEFEFEERETEET, I7MNIBELVTALINBDORXFENXFIIRAESNERE A,

1 THEHAR—SI7MILE

A URBER—D T7AIVE
agAoR—o logon.htm
A4 DRHR—D logonSuccess.htm
O5 AL BR— logonFail.htm
FooA4oR= .

. e online.htm
A—HF =AU SAVBHMD=DIZA L FA o= RICT v adhd
DATLED—R=D

. . busy.htm

DRTLWES—DHE. Fzlda——A0s 4o TOoeRbDBEIZTva
SNEY,
AT A TDHRHR—D logoffSuccess.htm

R—=IDERIL—IL
A—AIILR—2ILDWebH—E X%, GetER EPostERDAHEHR—LET,

e  Getrequests-iREINR—CNDFMI7AILERBL. BIREHF LGV HIZERINET, 1=
EZIE. F74)llogon.htmIZT7 A Jbca.htmIZxtd 5Get7 /L avEaERTTHIAVTUYNEE
NTWBEBE. 774 )LcahtmlZT77 A )llogon.htm~DSBEEHDH LT TEEE A,

o ERMDEGIRA—F—MNA1—HF—RERRT—RORTEZZEEL. OJTI0BLUPOT 79T 5EE
[ERINET,

ERZROEMEIL—L
1. n:L.\nIE/\_Vo)jzf' Ai%ﬁi—a—éiﬁﬁ.(i K@g‘[&rl—ﬁ’)f(téb\

o PEIR—VIZIFBEHRDIA—LEEDHDIENTETT M, 7V arhlogon.cgiThd I+
—LIELIDFETTHABENHYFET, TITHRWNMGEE . —F—FERET VAT /NS RIC
RIEETEE A
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o usernamef@M (EPtUserlZEE SN TLVET , passwordE 4 (EPPWAICEE SN TLVET
o PtButtonED{EIELLogonF = (ZLogoff CHY . 1 —HF —MEXRT L7V avERLET,
o BAYFPostERICIE. PtUser, PtPwd, & UPBUttonBENEFNTWILELNHYET,
o OYFTRARERIZIE., PButtonBHENEENTLIRENHYET .

2.  FHEER—Tlogon.htmE& L WlogonFail.htmIZI&, AT 42 DPostBER NS ENTLSZHELAHY
F9 . ROHIIE. page logon.htmD XYY FbD—EBERLTLNET,

<form action=logon.cgi method = post >
<p>User name:<input type="text" name = "PtUser" style="width:160px;height:22px" maxlength=64>
<p>Password :<input type="password" name = "PtPwd" style="width:160px;height:22px" maxlength=32>

<p><input type=SUBMIT value="Logon" name = "PtButton" style="width:60px;"
onclick="form.action=form.action+location.search;">

</form>
3. EBEIR—TlogonSuccess.htmEB L Wonline.htm(Z(E, O AT DPoStERAESENTNEIHE
BHYET,

ROBFIEL. page online.tmND R YY) ThD—ERERLTLNET,
<form action=logon.cgi method = post >

<p><input type=SUBMIT value="Logoff" name="PtButton" style="width:60px;">
</form>

R—=UI7LIVDEREGRFDRA

BIIR—UEFDR—CERFZEDZipI7AIVICER T E2LELNHYET,

o ZipZFAILDEAHNIE. XF . BF . BLUTHROAZFERTEET .

o FEIR—TIE. ZipFFAILDIL—bTALIMICEET DIHENHYET,

o  ZIPTZ7AILIEFTPERIITFTPENL TT /NARIZERETE, TNNARDIL—FTALIRJIZR
BTARELHYETS,
TINA R EDzipZ7AILDBI:
<Sysname> dir

Directory of flash:

1 -rw- 1405 Feb 28 2008 15:53:20 ssidl.zip
0 -rw- 1405 Feb 28 2008 15:53:31 ssid2.zip
2 -rw- 1405 Feb 28 2008 15:53:39 ssid3.zip
3 -rw- 1405 Feb 28 2008 15:53:44 ssid4.zip

2540 KB total (1319 KB free)
BN A—F—FR/FEDWebR—D([ZUFALIMNT S
TINA AP RELEFEAL—F —EHFEDOWebR—IIZEEMICUFT AL ILT B EIIZT BIZIE,
logon.htm3 & UlogonSuccess. him TR D FIEFERTLET
1. logon.htmT, FormMtarget/@ 4% blankIZE%ELE
9, NBERBTRRINET,
<form method=post action=logon.cgi target="_blank">
2. ptinit)ZEFEARALR—T DEHZELogonSuccess.htmIZEMLET,
NBZ KRB TERRT 5!
<html>
<head>
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<title>LogonSuccess</title>
<script type="text/javascript" language="javascript"
src="pt_private.js"></script>

</head>

<body onload="pt_init();" onbeforeunload="return pt_unload();">

</body>
</html>

O—AJ)LTR—AJ)LWebH—E XD FERK

AREH
HTTPSR—ZXDA—AHILIR—2 )L WebY—E RZE KT SR, RDFIRIETTTILENHYET,

o PKIFRYS—%#ERL. CASIBAZEZWEL. O—HILEEBAZEFERLFET , 3HMIX. TPKIDER ]
=S MBLTESLY,

o SSLY—N—RJL—FHREL. PKIRYL—TRESNI=PKIFASUEIRELET,
SSLEHDEILDI(Z, A—HF—T5IHFIZ, H—/N\—IDFHEHAETRIITELR N ENS AvtE—
CHRRENBEENHYET, I—HF—DN DL AvE—CFHRE T ITR—2ILRLE
ETTBICIE, SSLY—N\—RYL—ZERL T, IS4 F7 UM TIEETESIMHEEFT /N RIC
BERLET, RI—DERIIEIhttps_redirect THAIBEMRHYET , SSLHY—/\—RUS—D1E
BDEEHMIL. [SSLOERIESBL T,

o R—AJLEREERIIZO—AILIR—RILAredirectd 31=-8IZDNSAT LR T EHENHYET A,
DNSOH A +EIEET H&LYIE. AAMLEDNSOHR—EETTIERAZHRALES,

portal free-rule 1 destination ip any udp 53
portal free-rule 2 destination ip any tcp 53
R—2A—H =TI XDHIH ISR

e (fEE)client forwarding-location ap(L—%—T —%%CAPWAPrY R ILERBSTI(Z. E
BEVLANRZE YT RE)DEE. LTOITUFARE,
[AC] portal host-check enable

FIR

1. YAFLEa—IZAYET,
system-view

2. HTTPFFHTTPSA—RDHA—HILR—E)LWebH—ERZEERL, EZDE1—ITAYET,

portal local-web-server { http | https [ ssl-server-policy
policy-name ] [ tcp-port port-number ] }

3. O—AILKR—F)LWebH—ERDEREDRIER—SIT7 M ILEEELFES
default-logon-page filename
BETIE. O—hILR—2)LWebH —ERIZBREDRIER—CIT7AIIFHEESHTLER A,
4. (EE)D—HILKR—FILWebH—ERDYR=ZVS TCPR—IEHRELET .
tcp-port port-number

TIHIETE HTTPY—ERYRZ T R—EFIFB0T, HTTPSH—ERYRZ VT R—t
S (X, portal local-web-servera¥ > RIZk>TERESNI-TCPR—FE S TY,
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5. (EE )SS'DQE-/; iI/F'l'\'f/F’)'"fj’ém. nj.E/\_/77’r}[/[-/ Vf/l*bi';'o

logon-page bind { device-type { computer | pad | phone } | device-name
device-name | ssid ssid-name } * file file-name

TI74ILETIE, SSIDFERIFIURRAUMATRIEER—ST7AILIZNAIURENFE R A,
!l

# HTTPR—ZRDO—A)LR—Z)LWebH—ERZERLET

<Syshame> system-view

[Sysname] portal local-web-server http

# SSID SSID1ZEBEER—T T 7 A )Lfilel.ziplZ/N\AURLET,
[Sysname-portal-local-websvr-http] logon-page bind ssid SSID1 file filel.zip

# TURRA UM T Dcomputerz FRFEER— 774 )Lfile2.zipl2/SA U RLET

[Sysname-portal-local-websvr-http] logon-page bind device-type computer file
file2.zip

6. (EE)O—NILR—EILI—HF—IRT—RDEBEEZAR—TILIZLET,
user-password modify enable
TIHILETIF. B—AILR—2)NA—HF—/RT—FDERILE T,

User-Agent—EI XX F 5| DERE

CDRRIIZDNT

FIR

R=ANA—HF =Y —FNR—FTyV I, T7EFERALTR—FIILRBAEETTIHEE. T/NMRIE
R—AILERFIER D User-Agent X5 & FvHLET, User- Agentj(%ﬁlllq-/vrx’c? EShtz
—HBXFINEENTVVEWNEES, A—F—[ER—2LERRECRBRLET,

User-AgentXXF A& N—F Dz FARUE— YTV TARL—TFTAVITORT L. TS50HEEL
URRIVOUDERNEENET  ROFRIVEEITLT, Y—R/\—TFT 1Y TR 7 DUser-Agent
BIRE—BTDIXFINERELET . CNIKY ., A—HF—(F. ZOY—F/\—FT4V T+ Iz T7%=FER
LTAR—BILEEET ENTEET EAIE, A—F—DWeChatD AR T H IV N> THR—
BRI EETIBEIE. T/A1 X EDUser-Agent—E X FFlFMicroMessengeré L THERLE T,

1. YAFLE1—IZAYZET,
system-view
2. O—ALR—FRILDOWebH—ERE2—IZAYET,

portal local-web-server { http | https [ ssl-server-policy
policy-name ] [ tcp-port port-number ] }

3. User-Agent—EIXFI#HRELET,
user-agent user-agent-string
T I#4ILETIE. User-Agent® —E X F 5l [EMicroMessenger 9,

AB3—TIARXTHDR—FILERGED A H—T )AL

HIRFERSIVHIFF1Y

AVB—DTIA RTCHR—FIEBIEAF—TILIZT HIGEIE. ROFHEES I EESHEICH >TSS

20



LY,
o  AVE—TIAREY—ERTUTIL—FDEA THR—ZILEBELZ A R —T ILITLENTEEL,
o ALA—TIARLETIPV4R—AILEBEIEIPVOR—ARILEBIIDTE A% A R —TLIZTEET,
FIE
1. YAFLEa—IZAYET,
system-view
2. LAY —3interfaceE 2 —ICAYET,
interface interface-type interface-number
3. KR—HLBIEEFEMICLE
T, IPv4:
portal enable method direct
IPV6:
portal ipv6 enable method direct
TI2HIETIR . R—RILEREEE T 1E—TILTY,

A3 =TT AR EDHR—2I)LWebH—/\—DI5E

CDRRIIZDNT

AB—TIA R ETHR—2)LWebH—N\—FBET DL TNARIEAUEA—Tz( R LEDR—42)La
—H—DHTTPEREZHR—EIILWebH—/N\—IZUSZALIFLET,

A A=A RIZIE, IPv4R—4A )L WebH—/\—&IPV6rR—4A )LWeb Y —/\—DE A EIEE TEET,
FIE
1. YAFLEa—IZAYET,
system-view
2. LAY —3interfaceE 2 —ICAYZEY,
interface interface-type interface-number
3. AUE—TIARLEDKR—EILWebH—N\—FEELFET,
portal [ ipv6 ] apply web-server server-name [ secondary ]
TIHIRTIH A3 —T A RIZR—F )L WebH—/N\—[THEESNFEE A,

H—ERXTUTL—FTOR—RILEEIEDH L

FIREESLUVHIRSIY
AVB—DTIAREY—ERTUTL— OB A TR—FILBIAEE N LANTESWD, Y —ERTY
TL—tTlE. BER—FILBIEDOH N Y R—rSNFET,

TAVLARARYRT = TCA—HIVEEEFERTIEEE. T/ VLRISATUCNDENEFIvIEE
MZLFET,

FIE
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H—
EE

1. YARTLEa—IZAVUET,
system-view

2. H—ERFUIL—rE1—IZAVZET,

wlan service-template service-template-name

3. H—ERTFUIL—ITEER—FINBIAE/—TILIZLET,

portal [ ipv6 ] enable method direct
TI4HILE TR BEER—2ILRBEIEY—ERTUTL—FTEMICHOTVET,

EXToTL—FTOR—2ILWebH—/\—D

CDBZRIIZDNT

FIE

A—

R—RILWebH—N—HIEESNTWSIZE ., TS R([F BESNE=H—ERTUTIL—MI/R MY
K&hwlan-BSSAUE—IJTA R EDR—EZIL1A—HF—HLDHTTPERZE . fEEESNF=FR—4%JLWeb
H—N\—ZYFALIRLET,

1. YRTFLEa—IZAYFET,
system-view
2. H—ERTVIL—IFEa—IZAYFET,
wlan service-template service-template-name
3. Y—ERTUTIL—MIR—BINWeb¥—N—EHELEFT,
portal [ ipv6 ] apply web-server server-name [ secondary ]
TI2HIWETIR H—ERTUTL—MIR—2 I WebH —N\—[FEESNTLEE A,

SIVERHIEREER A2 DFE X

1}

CDRAIIZDNT

—ZIERRARAVIE, 2 —F—NIPPRLRAZIRELERIC. R—2ILRED A 2—DT( R
TEZIAR—2/I1A—F—([CEYYETON-A——BHZEELET . FRRE1I—Y—(X. R
—RJLBIEEBT BRI, BlYETON-A—F—BHACL, 2 —H—TOT774J)L, CAREE)IC
EOSNWTRYNT—IADTIEANHBEINET , 2 —F —HR—2)LEBEEZEIBT HE. AAAH—
N—=IZE>THLLWEHEL BNV L TONE T, A—F—DNAI75A40(25HE, FRIBIERFAIVNT
——BHEIABIYETIIhET,

FIREESSUHARSIY
—AJLBRIRIER AS &, DHCPE = [EDHCPV6Z MM L TG EN-IPFRL RZHDR—42/)L 21— — (%t
LTOAHEMTYT,

_9}[/$ﬁ”nb nIEl“}’r/[i ODZ'U'j*JI*"k g)l/nl.. nl—th‘\’r*—j)lz(:E’J'CL\6499—714X
TIXEMBYERA,

BEFDISPR AV ER—FRILERIFRAEIN AV ELTHREL TWAH I EEHERL TS FEESN ISP
FAUDFELGWMGE . TS AN ELSEMELG WV RTRESE N HYET
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ROWKRTIE. BRIFRIER A 2% HIF&L (undo portal[ipvé]pre-auth domaina < R#%{E ). BHERT

PLENHYET,

o ISPRAAMUIL, BRIFRAF A ELTHEELRICERLET,

o FEELEISPRAMVZRIBRLTH S, BIERLEY,

FHIFREER AV HNOFFATACLIZIE, ROBAINBERINET,

. ACthﬁELm\%aif:l;tACLVqo>)L—M:oto'CE!FEIémf:SEfETFlszfanyl::wfé
NTWBEE . TNAREA—HF—TFIEREFHFEHLER A, 1—F—F. R—2ILRBEIEZ
FITEBDRYNT—V))—RIZT IV ERATEET,

o  ACLISIL—IHDEESNTOEWNMEE X, 21— —HRBEET/NNRALFRICET, TS RITE
DTHRYRT—I)Y—ZAADT I EADFAINET,

o Y—RTVRLRIFBELLBNTLZEN V—RTPRLRZRET HE. A—HF—(FTHR—2ILEER
ERJA—TEFERA,

BN AV EMACK) A —BBFED A AN T /NS RITHRESNTLVDIHEE. MACK A —FREED

EERSTaILEMEZONANMIEELET,

FIR

1. PRTFLEa—ICAYFET,
system-view

2. interface viewlZAYET,
interface interface-type interface-number

3. R—BNBRIRBIAEFAVEFIBRELET,
portal [ipv6 ] pre-auth domain domain-name
TIHIRTIH . R—FIILERIRER AV IFHEESNTOER A,

ERIEREEIPZPRLRT—ILDIEE

CHORRIIZDNT
RORRTIE R—FIAEAB—T A R L TERIRIEIPTRLRAT—IILEHRET AHENHYE
ERS

o R—ANA—HY—E R—FILREAVF—TIAADYTAZ—TA(RENLTHRYLT—IZ
TOEALEY,

o YHIAUA—TJIARIZIZIPFRLANHYEE A,
o HR—A)LA—Y—(L,  DHCPZFERLTIPZPRLRAZIMBTE2HELHYET,
A—HF—RNR—FIRAEDAE—TA RIEHEL-#%, 2 —F — (T RDORANIZHE>TR—FILEREEIC

dlnl

IPPRLRZEEALEY,
o AVA—TJIARIZERIBRIFIPTFLRAT—ILABRESN TSRS, 2—HF—EXRDIP
TRURZEERALET,

o U5ATURHDHCPEZENLTEHBMIZIPPRLRAZRETALIIEESNTLSIES.
A—H—[FEEINEIPTPRLRAT— LS TPRLRAEREBLET,

o DIATULIEMIPZPRELATERINTWSEE, A——([3E#MIP7RLRZHERALET,
2L AV A—D A RIZIPPRL AL WG S, BMIPTRLREERT 51— —IL5E;3
ZBEBTEEE A,
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o AVA—TJIARIZIPPRLAMEESN TSN, BRIFAIIPT—ILAEESA TOENSS.
A—H—[FRET4YIIPFRLRAEIEIDHCPH—/A\—HA S BEBLI-IPPRLRAZFERALET,

o ALUA—TJIARIZIPFRLARAZEIFEFFREEIPT—ILATEESNTUOERMES . 12— —(FR—
AIEREEHEETTEE A,

—H—MRR—2)L B EBBLI-%. AAAY—N—[FA—F—[ZIPPRLREBEY L TT B8
[ZIPPRLART—ILERAILET, BAISNEIPFRLAT—ILARRESA TOEWNES ., 22— —[F
LRIDIPPRLRZS|EGEFERALET,

FREESLUVHIESIY
DERTEIL., BIEIPVATR—E LN A A—DT AR ETAR—TILIZHEL2TWAEEIZEITERIC
wﬁ

BESNEIPPRLRAT—ILABFEEL, T2 THAHEZHRLTESW, U DIEE., 21— —
[FIPPRLURERGTET . R—RILEBAEEITTEEE A,

RN A—HF—HREEZRITLELD. BEHCKBLIBE AT, BIYSTONIPTRL R T REFS
*Lid—o

FIR

1. YRTFLEa—IZAYFET,
system-view

2. LAY —3interfaceE 2 —ICAYZEY,
interface interface-type interface-number

3. AVB—TJIARETHERBAIPTRLRAT—ILERELET,
portal [ ipv6 ] pre-auth ip-pool pool-name
TIHILETIE. BRIRBFIPTRLRAT—LIEA U A—TzA R ETHRESNEE A,

R—BILEBEIR AV DIETE
R—ZILEREER A IZD VT

nLnIE")"r/'j: - ;{Jn sgﬂﬂﬁilﬁﬁ'ﬁ‘fﬁ'ﬁ/—’éi%‘.bi?o %‘7‘_{) 9)1/1 _U__(iul..nl—tl‘}
A1VIZEL. F)"f/’C.mn RAIBLURFTNEINFET,

AVB—DARE I —ERTUTU—FTCHRESN=ZBIERA(VIZKY, TS RIFHR—F)L1—
*f DAAAITHLTEREIF AU EFRLET , ChiZkY, FEGR—2IL 7R3 O—ILAT]
BEICRRYET,

R—RILEBEEF AN U Z e ET S DHIREIE
EHARZAY

FINARF, RDIEFTHR—EINA—F—DEBIAR A ZRIRLET,

1. AVA—TzARFIEY—ERTUTL—MIIBESNIZISPRASY,

2. A—HY—ZTEEINDISPEASL,

3. YRFLDOTIAILNSPRASY,

BIRLERAMOUDNTNAARIZFEELEWVES . TN RIE, BELBWR AV IZEY B Toh -2 —
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Y—%Z(FTANDEIIBREINZISPRAMUERRLET . COKSLISPRASU A ER SN TV
WMBE . A —H BT RBLET ., ISPRAICDEMIL. TAAADER 1ZSBL TS,

AVB—TIARLEDR—FILEBEIR A DIETE

1. YATLEa—IZAYET,
system-view
2. LAY —3interfaceE 2 —ICAYET,
interface interface-type interface-number
3. AVB—TIARLDR—FILZREFAVERELET,
portal [ ipv6 ] domain domain-name
TIHIRTIH AV B—TIARITR—FILRBEIF A U [THEEESN TOEE A,

A B—DARIZIE, IPVATR—BJLEREER A EIPVER— R )LERSER A Dl A EIEETE
E3 2

H—ERXRTUTL—FTHDIPVAR—B)LEBIER A DIEE

1. YATLEa—IZAYET,
system-view
2. H—ERTFVIL—IFEa1—-ICAYFET,
wlan service-template service-template-name
3. Y—ERTFUTL—MIR—FILBIARAERELET,
portal [ipv6 ] domain domain-name
TIHILTIE B—ERTUTLU—MIR—RILEBEIF AV FHRESNTOER A,

R—RIL 1—HF—T7 XD FH
R—2IL T —IL—ILDIERK

CDBRRIIZDNT
R—2I D) —RBIZFERATIE FEELEA—H —I&, R—2JLEREEEL TIEEL =4 8 WebH A+
[ZT7HOERTEET,
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LWEHEESN =B E . TNAA AL —F —HQQEREIZELI-LHIMLET,

AR &N

R—R)IL 21— —IZQQFREIZ IR T BIZIL. Tencent Open
Platform(http://connect.qq.com/intro/login)) IC7 VAL TU T DERIETE T THLELRHYET,
http://connect.qg.com/intro/login)

1. BAMWEQQ7HIUNEFERALTHREELLTEELES.

2. WebHArDTSYNIA—LADTHEREFERLET . WebH (ML, QQERIZEBLT-
#BlZA—H—NYFALLIrENDZWebR—DTT,

77U —ar N3 % &, Tencent Open PlatformMa7 T4 —oavIDE7 T r—avF—mnN
BRBINFET,

FIR
1. YRTFLEa—IZAYFET,
system-view
2. QQERFEH—/N—Z#EMKL. ZOEaA—ITAYET,
portal extend-auth-server qq
3. (EE)QQEEiIY—/\—MOURLZEIRELZET,
auth-url url-string
T4 ILETIE, QQEREI Y —/\—MURLIZhttps://graph.qq.comTY .
4. (EEYR—2L1—F—HDQQERIIZEBLI-ZICUFA (L IFSNDHURLEIEELET .

redirect-url url-string

7_-\\771—}[/|“—C°(is7|_\0 AJ1— -U-_'j:QQnunIEEJELLT—1§‘ URL
http://lvzhou.h3c.com/portal/qglogin.ntmlZUF AL O RENET,

5 (EE)QQEIANT7IINH—avIDEEELET,
app-id app-id
TIHILETIE. QQBHADT TV r—av IDAFELET,
6. (EE)QQERIAADT7TIVr—avx—%ELET,

app-key app-key
TIAILETIX., QQEFIA D app*+—hEFELET,

BFA—ILEREEDERTE

CHORRIIZDNT

-'_ 9}[/1—# fJ‘E?} )I/DbﬂiEéL*Rl/T—iﬁé\ ad— _(ig¥}_)bubnﬁélﬁbf'1£‘ *JI‘U_
DIZ7ORARTEET,

FIE
1. YATFLEa—IZAYFET,
system-view
2. BFA—IRBEY—N\—%ERL. TDE2—ITAYET,
portal extend-auth-server mail
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3. BFA-ILBAOTOLILEEELET,
mail-protocol {imap | pop3 } *
TIHWATR BEFA—LREAOTArILFEESNTOER A,
4., BFA—LRAEADEFA—IRAMVBEERELET,
mail-domain-name string
TIAHIITIH BFA—LRBEADEFA—ILR AV AFEESNTUOERE A,

WeChatzZEE D % 7€

CDRRAIIZDNT

WeChatEREEH ., T/A1 RIFFET WeChatBEED=hDIL T )L (FFTIID. TT)F—  LavT
ID)ZWeChatR KT AU b T SV ITA—LITEIELTHREET %, VLTI vILD RSN &, T
INARIFR—2IVEBEEE L . SREERICA—F—AWIFiR YT —Y2FEATED L3125,

BESTNERSRE T, 1 —Y —(FWeChatZREE P [CWeChat AR T A VMRS ELRHYET, 1—
H—hWeChatR X7 HOUMIEHELMGE . WeChatZBEE TR KRLET,

BERNABENEESNTOBREE. TNIRIEZTZIVIDEFT T —ILybEWeChatR K7 Hho >
FEBTSYRIA—LICEELTT IR0 ERBL. R—2IL 21— —DoDEIAEREZE
'4‘6): WeChatY—/N\—IZF7 VA=Y LR BRNDA —T U IDEZEL TCA—F —IFHRER
BTE, TNLRIE BENF-2—HF—IFRIZEADSNT, F—2)LA—HF—hsWeChat AKX 7 HHk
[CREST=MNEIDEFHIET D,

AR &N

FIR

WeChati25F %% E 9 B RIIZ. WeChat Official Account Admin Platform(https://mp.weixin.qg.com)|Z
TOEALTUTDRARIETET I ALELNHD,

1. WeChatd2ART7HOUr4HET S,
2. ZOTHIUNEFE>TITSYRIA—LALIZAS AL, WeChatrRy b ARy MEREEZ R NZT S,

3. TINAREEATEV)9IL, TNNARZEZEBILET , TNARADBERIN TS avTHERL.,
R—BILTINARIATEFEIRL T WiFiRry ;T —IDSSIDEAALET,

FEEDHEDH. WeChatZBEED=HDILToo¥IL(ZTIID, 7T )F¥—. L3y ID)ERE
T5,

WeChatBFERA DT TS —ILyhEREF T BIZIE. RDFIRVEEITLET,
1. WeChatAX7HIUrEFEALT. WeChatR X7 h OV EB TSV IA—LIZBT (VT 5,
2. FEHF—I3v)—hibIDeveloper Centers 1 RRLET,

Configuration Items#811ZI&WeChat Official 7 h o rD T T —I Ly RREIN D,

1. YARTFLEa—IZAYFET,
system-view
2.  WeChatfBFEH—/\—ZERL. TOE1—IZAYT B,
portal extend-auth-server wechat
3. (EE)WeChatRiIAD7FJIDERELET .
app-id app-id
T I4ILETIE. WeChatDEREEIZ7 T IDIFIEE SN TLVRLY,
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4. (FEE)WeChati2ID-hD7T)F—%HEBELET,
app-key app-key
T 74 LR TIE. WeChatDRREEIC7 T F—IFIEE SN TLVELY,
5  (EE)WeChatBiIADNIav7IDFEHEELET,
shop-id shop-id
TIAILNTIE, WeChatDFREEIZ7 7 F—(XIBEIN TLVELY,
6. (EE)MALBEHEFRELET,
a. BRWARRETAMICLET,
subscribe-required enable
T4 LTI, subscribe-required#gelE T4t —T LTI,

COWEEIL, R—2IILD— R/ ABELELITERT IV ENHYET . — K/ \REAZ 6005
[CRETHLEREBOLET,

b. WeChatBiEIADT7 TV —ILyhEEELET,
app-secret { cipher | simple } string
TIAILRTIE, WeChatDEREEIC7 T —IL Yk EIBEIN TLVELY,

FacebookZREF D ERTE

RREH
R—%)L1—H—IZxtL TFacebookiBiEZ AT HIZI&. Facebook®Webtr A TS E LL TE £
L. 7V —2avIDE7 TN r—2avx—2RBTIRENHYET .
FIg
1. YATLEa—IZAYET,
system-view
2. FacebookgBiEH—/\—%ERL. ZOEA—ICAYET,
portal extend-auth-server facebook
3.  ({EE)FacebookiBEEH—/\—DURLEHEELET .
auth-url url-string
T 74 ILETIE. FacebookEREEH—/\—®DURLIZhttps://graph.facebook.com T,
4. (EE)R—2)IL1—H—hFacebookZBiIZ@EBLI-EZIZUFTALIMESNBURLEIEELET .
redirect-url url-string

FTIAILRTI, R—4)L 1 —H —[EFacebook DRI Z@BL =% IZURL
http://oauthindev.h3c.com/portal/fblogin.htmlZUF AL OSSN ET,
http://oauthindev.h3c.com/portal/fblogin.html

5. ({EE)FacebookBERNDT Ty —avIDERELET,

app-id app-id

T7A4ILETIE. Facebook2EEAD 7T r—L a3V IDIFEESNTLEE A,
6. ({EE)FacebookBIIANDT7I)r—iarF—%BELET,

app-key app-key

T 74 ILETIE. FacebookEREEA D AppF—ILIEBESNTLVEE A,
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FrEY—ERTUTL— b TH—RN\—FTARAADBIAER AV EFIBEELET,
HIREEELUHAIFT1V
BESNIEREEF A DRI, Bl THhOo T4V T DEARDnone THAHZLEHRLFET
A=A R EDY—F/II—TARERADBEF A DIEE
1. YATLEa—IZAYET,
system-view
2. LAY —3interfaceE 2 —ICAYET,
interface interface-type interface-number
3. AVE—TIARLEDY—FN\—TARAERDRIER AV ERELFET,
portal extend-auth domain domain-name
FIHILLTIE, AVF—DIAREDY—R/IN—FTABEEIZRER AV FIEESh TOEE A,
HY—ERTUIL—FTCOH—R/IR—TABAERADEIF AV DIETE
1. YRTFLEa—IZAYFET,
system-view
2. H—ERTVIL—IFEa—IZAYFET,
wlan service-template service-template-name
3. Y—ERTUIL—bTH—FN—TARAADEIAEFAUERELET,
portal extend-auth domain domain-name
TIHITIF Y—ERTFUTL—b LD Y —R /=T RBEIFRIAR AV (FHEESN TLY
FHA

H—KIN—TAZAPICHR—RIIZAT R TIERT BT=
HDACAA—T A ADIETE

CHORRIIZDNT

DIAT S TaVIBAPIZE > TErE SN, — RN —T A R—ZIL DN FERASN TS EE
VAT UMIACDIPTRLRERHTEEE A VA7 URDACIZEEREIZT VERT HICIE. AC(D
AVB—TIARZRELEY . cNIZKY, V5147 U MIACDIPT L RZRGL TACIZT VA TE
EX I

FIE
1. YARTLEa—IZAVUET,
system-view

2. Y—FNR—TFTARERITR—BLIZAT UM TIERT H=ODACDAE—TTA REEELFE
ER

portal client-gateway interface interface-type interface-number
TIHIRTIE =R IR—TARREEFITR—RILITAT T VRTS8 DACAUE2—TT
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ARFHEESNTOER A,

R—3I)L —BEF /XX DIER

CDERIIZDNT

BE. R—2L1—F—FR—FIIRBAZETHIAI—RIMNITIERTHT é:(;t’céit‘/uo_
DHEEEICKY . 2—HF—DbWeChat7 h o U b FERALTHR—2ILRIMEETLIZHEE. —BMIC1Y
=Y MIT I ERATEE Y, —BHHG/SAHFE P, 12— —IIWeChatiBi '|ﬁ$ﬁ’£—WeChat"j'—
N—IZREL. Y—N\—DTFT IR T NARERFELTR—RII R ET T TEFET,
FIBREESLUHIFF1Y
R—=A)E—TVFALILER—F)—B/RAOEAD—BHRAIN R ESNTLNSIHEE (L. R—2)L
—BNARADO—BHRAINEBEINET,
AV B3—TTA R LDR—ZII—E/ A DAL

1. YATFLEa—IZAYET,

system-view
2. LAY —3interfaceE 2 —ICAYEY,

interface interface-type interface-number
3. R—=RI—B/NRREAR—TVIZL, AV F3—TA R LT/ \REMEHRELET .

portal temp-pass [ period period-value ] enable

TIHIRTIH AVF—TIA R LEDR—RI—BFRET1E2—TILITHES>TVET,
4, R—BIL—BERO—BUL—ILEERLET,

a. YATLEa—IZRYET,

quit
b. R—ZJILWebH—/\—E1—IZAYET,
portal web-server server-name
c. R—BIL—BF/NRAD—BUL—ILEBRLET,

if-match { original-url url-string | user-agent user-agent } *
temp-pass [ redirect-url url-string | original ]

TIHIRTIE . R—FIL—BF/RZAD—BIL—ILIFEE SN TULER AS
Y—ERTUTIV—MIR—FIL—B/\RERETH
1. YRTFLEa—IZAYFET,
system-view
2. Y—ERTFVIL—IFEa—ICAYFET,
wlan service-template service-template-name
3. R=FLO—BREFMICL. Y—ERTUTIL—F—B/SRYMERELET,
portal temp-pass [ period period-value ] enable
TIH AT R—R2ILD—B /R EY—ERTUTL—rTEHMITLGoTVET,
4. R—=BIL—BNAO—BIL—ILEBRLET,
a. YATLEa—ICRYET,
quit
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b. R—4)LWebH—/N\—FE 1—IZAYFET,
portal web-server server-name
c. R—RI—B/IRRAD—BIL—ILEZERLET,

if-match { original-url url-string | user-agent user-agent } *
temp-pass [ redirect-url url-string | original ]

FIFILLTIE, R—FIL—E R RAD—BIL—ILIERESh TOERE A,

O —
OAUth§1§FH LT:TI'\—'SUI/.:.L,\ IEO):|- -Ij- |_.| HFEﬁ
‘= =JL ==
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CDERIIZDNT
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[CLAR—bL, Y—N—LEtTa—HF—FRPELET . TN RANSR—RILRBI Y —/N\—~D1—
Y—OREAILEEDICTBHICIE. TNAAR LTI —DRIILHEREOMICERELET,
FIR
1. YATLEa—IZAYET,
system-view
2. OAuthz{ERALAR—2LERD 11— —RAARREEELET .
portal oauth user-sync interval interval
TI4IATIR A —Y—REREREIL60 T,

WiFiDog7°|:| ML EFERALE-R—2LEEEERD
—H —REEA DB
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COMEEIE. 2 —Y—HAWiFiDog7ArILEFERAL TR—2LRBEIERTI B EICERALET . C
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Y—N—HO1——FRO—EMEHERTEET,

FIREESLIUHIRSIY
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HDHILERRLTLZEN  R—2 L WebH —/\—D AL TEIBET BIZIE. server-typea T RE{E
RAL%EY,

FIR
1. YARTLEa—IZAVUET,
system-view
2. WIiFiDogZERAL T, 12— —FHRORPEEMICL. K—2IL RO RYPMERERELET .
portal wifidog user-sync interval interval
TI74ILETIE. WiFiDogZERLI=AR—2 LR TIE A —Y —1BFHROREAITEMIE>TVET,
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FIR
1. YAFLEa—IZAYET,
system-view
2. R—BILBIEHRMNOasis TS yb I+ —LICHRESN SRR ERELET .

portal cloud report interval minutes
TI4ILRTIK R—2ILRBELEHR L5 7 HRTOasis T oV b I+ — AITHRESNFET,

R—2)LOx2T DEE

CDERIIZDONT
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R—BLOY At —SEELGHET BIZIE, FIAARDALTA A= LA £ a—tBHT BLEM
HBUYET AV THA—2a0 o A—EROFHMIE. [ R T LAEBERA (R 1ESBLTIZEN,

FIR
1. YRTFLEa—IZAYFET,

system-view
2. KR=ELA—H—0OOJA42EQTT7IMNDAFXF T EAF—TILIZLET,

portal user log enable

TI2HIWETIR . R—2L1—HF—0nJ(oBLPRT 7OrAFX VT IXERATAITY,
3. AwR—ALTArNNNTYrOAX T EAF—TILIZLET

portal packet log enable

TIHIETIR . R—=2LTara Ry rAF T (ET4E—TILITHESTOET,
4. R=BNWIYFTALILOAXLTEALAR—TILIZLET,

portal redirect log enable

TIHIETIE. R—=2)L)EAL IR AX T T4E2—TILTT,

R—3)LEREE B RIS RE DR AL

CDERIIZDNT
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10.

DRTLEaA—IZAVET,

system-view

RN 21— —DF TSIV EBHREAMLET,

portal logout-record enable

TIHIRTIR . RN 2A—F—DF T/ VERIFENGO>TLET,
R—=ANA—HF—DATSALaA—FDRRBERELET,

portal logout-record max number

BEDREIETNARETIVIZE>TERYET , SEMICOLTIE, a9 RYI7LURESEBLT
{FZ&Ly,

A= A—F—DA IS4 La—FENRRIZTHRKR—RLET,

portal logout-record export url url-string [ start-time start-date start-time end-time
end-date end-time ]

R—2IIL R R EHRE A R—TILICLET,

portal auth-fail-record enable

TIHIETIH . R—2)LEREER B DESRIEA R —TILTY,
R—RIIBEEEBRL O—FDBRRHBEFRELET .

portal auth-fail-record max number

BEDEEIETTNARETIVZK>TERBYET, EEMICOLTIE, AR I7LURESEBLT
{IZ&LY,

R—AILBEE R L O—RE/RRIZTHRR—ALET,

portal auth-fail-record export url url-string [ start-time start-date start-time end-time
end-date end-time ]

R—2IRBATS—DRBEEEHDILET,
portal auth-error-record enable

TI2HIETIR . R—2IL BT S—DEFIFAR—TILTT,
R—RRAETS—LaA—FDORRBERELET,
portal auth-error-record max number

BEDEEIETTNARETIVZE>TERBYET, EMICOLTIX, a7 RYI7LURESEBLT
&Y,

R—AIIREETS—La—KR%&/RR[ZTHRKR—FLET,

portal auth-error-record export url url-string [ start-time start-date start-time end-
time end-date end-time ]
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FIR
1. YRTFLEa—IZAYFET,
system-view
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portal authentication-location switchto-central-ac
A—AJILACTIDIAYURERTLET,

R—RIILDTRATEERSFOATUR

®

WX1800H 1) —X WX2500H ) —X | EXUWX3000H ) —X D7 U+ X3V bA—F(E, IRF
E—R TOAEAARELR/ AT A—F 02T R EHR—FLTOEE A,

FEDE2A—THRFAYUIFRZEEFTL, A——E21—TUEyravoREETLET,

64



2RY

R—2ILEBRER—FIILDERITREERTL
i’a—o

= 9]

display portal { ap ap-name [ radio radio-id ] |
interface interface-type interface-number }

2RY
R—BIL RIS —N\—ERRLET,

R—R BT —La—FERRLET,

R—RILEREERBL I—RERRLET .

R—BILFvTTATINAINAD Iy MEET
FHRERRLET,

R—2ILA—HF—DDHCP!—XIEHREFRTL
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FEER—RDR—%)L 7 —RBIDRR N
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H—RIN—FTA DR H—/\—IZ T B 1FHRE
FRLET,
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X RACTHERALED),

O—AILMACT A IV INA T4V T TR
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avok
display portal authentication-location

display portal auth-error-record { all | ipv4 ipv4-
address | ipv6 ipv6-address | start-time start-date
start-time end-time end-date end-time }

display portal auth-fail-record { all | ipv4 ipv4-
address | ipv6 ipv6-address | start-time start-date
start-time end-time end-date end-time | username
username }

RAVRF7AVE—FDGE:
display portal captive-bypass statistics
IRFE—FDIHE:

display portal captive-bypass statistics [ slot
slot-number ]

display [ ipv6 ] portal dhcp-lease [ ip ip-address |
ipv6 ipv6-address ]

display portal dns free-rule-host [ host-name ]

display portal extend-auth-server { all |
facebook | mail | qq | wechat }

display portal local-ac-user { all | ip ipv4-
address | ipv6 ipv6-address | mac mac-address |
local-ac local-ac-name | username username }

display portal local-binding mac-address { all |
mac-address }

display portal logout-record { all | ipv4
ipv4-address | ipv6 ipv6-address | start-time
start-date start-time end-time end-date end-
time | username username }

display portal mac-trigger user { all |
ip ipv4-address | mac mac-address }

display portal mac-trigger-server { all
| name server-name }
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~LET,

R—BIO—325 € 3—0 Ry iEHE
WERRTLET,

R—FILIL—ILERRLET,
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display portal packet statistics

[ extend-auth-server { cloud | facebook | mail |
gq | wechat } | mac-trigger-server server-name |
server server-name ]

display portal permit-rule statistics

RAVRTAVE—FDIHE:
display portal redirect session [ ip ipv4-address |
ipv6 ipv6-address ]

IRFE—FDIEE:

display portal redirect session [ ip ipv4-address |
ipv6 ipv6-address ] [ slot slot-number ]

AEVRT7AVE—RDIHE:
display portal redirect session-record

[ start-time start-date start-time ] [ end-time end-
date end-time ]

IRFE—FDIHE:
display portal redirect session-record

[ start-time start-date start-time ] [ end-time
end-date end-time ] [ slot slot-number ]

RAVRF7AVE—RDIGE:
display portal redirect session-statistics
IRFE—FDIHE:

display portal redirect session-statistics [ slot
slot-number ]

REURF7AVE—RDGE:
display portal redirect statistics
IRFE—FDHE:

display portal redirect statistics [ slot slot-
number ]

display portal roaming-center statistics packet

RAUR7AVE—FDBE:

display portal rule { all | dynamic | static } { ap
ap-name [ radio radio-id ] | interface interface-type
interface-number }

IRFE—FDIHE:

display portal rule { all | dynamic | static } { ap
ap-name [ radio radio-id ] | interface interface-type
interface-number [ slot slot-number ] }



R—=R2IE—DVF AL I DNy EHE
wERRLET,

R—RIL Y —N\—FRERTLET .

R—2L1—H—1EHERTLET .

R—2L1—HF—HERTLET,

R—4)LWebHY—/N\—iEHERRLET,

Web)Z AL IMRAIEHRERTLEY

R—RIEBETS—La—FEHEELET,

R—RILBRERERL I—FEHELET .

R=BI XX TT4T I XA 17y Mt
BHREIITLET .

O—AILMACT AU NA T4V TR
YEI)TLET,
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REAUR7AVE—RDGE:
display portal safe-redirect statistics
IRFE—FDIHE:

display portal safe-redirect statistics
[ slot slot-number ]

display portal server [ server-name |

display portal user { all | ap ap-name

[ radio radio-id ] | auth-type { cloud | email |
facebook | local | mac-trigger | normal | qq |
wechat } | interface interface-type interface-
number | ip ip-address | ipv6 ipv6-address | mac
mac-address | pre-auth [ interface interface-type
interface-number | ip ip-address | ipv6 ipv6-
address ] | username username } [ brief |
verbose |

display portal user count

display portal web-server [ server-name |

RAVRF7AVE—RDIGE:

display web-redirect rule { ap ap-name [ radio
radio-id ] | interface interface-type interface-
number }

IRFE—FDIHE:

display web-redirect rule { ap ap-name
[ radio radio-id ] | interface interface-type interface-
number [ slot slot-number ]}

reset portal auth-error-record { all | ipv4 ipv4-
address | ipv6 ipv6-address | start-time start-
date start-time end-time end-date end-time }

reset portal auth-fail-record { all | ipv4 ipv4-
address | ipv6 ipv6-address | start-time start-
date start-time end-time end-date end-time |
username username }

RAVRFTAVE—FDIHE:
reset portal captive-bypass statistics
IRFE—FDHE:

reset portal captive-bypass statistics
[ slot slot-number ]

reset portal local-binding mac-address
{ mac-address | all }



reset portal logout-record { all | ipv4 ipv4-
address | ipv6 ipv6-address | start-time start-date
R—2N1—H—DA T4 La—REHE start-time end-time end-date end-time |
ELFEY, username username }

reset portal packet statistics
R—BILEBEE S —/\— Dy hMfEHERE [ extend-auth-server { cloud | facebook | mail |
IITLET . gq | wechat } | mac-trigger-server server-name |
server server-name ]
R—BLUE ALy av T sEE — AIVETRVEROBE:
La—F&EHEELET, reset portal redirect session-record
IRFE—FDIHE:
reset portal redirect session-record
[ slot slot-number ]
REURF7AVE—RDGE:
reset portal redirect session-statistics
KBS ALy avDyy—g | RFEFOBE:
FHE®mEVITLET . reset portal redirect
session-statistics [ slot slot-number ]
RAVRF7AVE—FDGE:
reset portal redirect statistics
R—BLUL AL oo istEsmEyy  IRFEFOSE:
FLEY, reset portal redirect statistics [ slot
slot-number ]
R—aLO—3vswo8—0/ 4y kstis | reset portal roaming-center statistics packet
WEIITLET,
RAUR7AVE—FDBE:
reset portal safe-redirect statistics
KB —TUS LoD ryhpaty | REE-FOBE:
HWEIITLET, reset portal safe-redirect statistics
[ slot slot-number ]
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— 3 JLEER D

CORXAAVCDAPETILEDYTILEEIL, HIELTOMERSINTWET , APETILESYTIL
EEDYHR—rE. ACETIIZE->TELYET,

Bl:VLANA o RA—D A A THDEER—FILEENETE

RYSI—DERL

K6IZRT KT APIEISAT UMD A—F — ST IEBEEERELET . V54T UMIE. F
EE T IEDHCPZEN L T/NT UV IIPTRL AN EIY B TOENET , IMCH—/A—(F, R—2)LEBEEH—
N—BEUR—2I)LWebH—/\—DlEAELTHERELE T, RADIUSH —/\—[Z, BRI/ — /N
—&ELTHERELET . COFITIE, IMCH—/\—I[&IMC PLAT7.1(E0303)3% K UNMC UAM7.1(E0304)
=ETLET,

7547)Fb\uunl—tglﬁd—ﬁ”' '-k ’)"}leeb"j'—/\—d)}H 77tXL uL.nIE%IELzT_1£I ﬂi“.@*/f*
D—D)Y—RIZTIERATESLLSIZ, BEER—FILVBIIEERLET,

B6 rvbU—IH

Vian-int1 Portal Server

192.168.0.100/24 192,168,0.111/24
AP

~

Vlan 100

Switch

3 —§

RADIUS server

192.168.0.112/24
Client AC
2222124 Vian-int1
Gateway : 2.2.2.1/24 192.168.0.110/24
Vlan-int100

222124

RADIUSH—/—DE&E
HRIEBEUT NI T4V T HREE IR T B ESITRADIUSH —N—Z ELKRELFT (GEMILEIE
LET),
R—BILY—/ R — DAL
1. R—=ZIY—N—ZFEHELFET,
a. IMCIZRY 4L T, User27&9)vILET,

b. R7IZRT K3, FEHX— 3 V1)—MmibUser Access Policy > Portal Service > Server
EIRLT. R—BILH—N—DEBR—CEEET,

c. BEIZWRLTHR—FINY—N—ISGA—FEERLET, COBITIE. TIAILNEEZFEAL
TWET,
d. OKEY)vHILET,
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B7 R—2 Y —/—DHERK

I User > User Access Policy > Portal Service > Server

Basic Information
Log Level *
Portal Server

Request Timeout(Seconds) *

User Heartbeat Interval(Minutes) *

Portal Web

Request Timeout(Seconds) *

Verify Endpoint Requests

HTTP Heartbeat Display

Portal Page

Advanced Information

Total Items: 0.
Service Type ID

No match found.

Info A
4 @
5 @
15 @
Yes -
New Page -

http://192.168.0.111:8080/portal/
https://192.168.0.111:8443/portal/

Service Type

Server Heartbeat Interval(Seconds) *

LE Device Address

Packet Code

Use Cache

HTTPS Heartbeat Display

RDESITIPTRLRT IL—TEHRELET,

a.

BILIPFRLAT I —TDHRER—CERHEET,

P IL—TR2EZADLET,
P IV—TDRBIPTFRLRAER TIPTRLAEANLET , RRMMPFRLADIPY IL—TIC
EFENTWSIEZREZEL TS,

H—ERTII—TERIRLET,

B8IZRY &3, AddE V)L TR—UZRHEET,

ZOBHITIE, BEEDY IL—FUngroupedEERALET,
7 avNormalZ:&iRLET .

OKZEV'YILET
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@ Help

20 @

@
Yes -

Original Page «

Delete

FEHF =3 v1)—MibUser Access Policy > Portal Service > IP GroupZ:#3iRL T, R—



4.

E8 IPPRLRY IL—F DB

BZ User > User Access Policy > Portal Service > IP Group > Add IP Group @Help
IP Group Name * Portal_user
Start IP 2221
End IP * 2.2.2.255
Service Group Ungrouped v
Action * Normal -

nes

R—FILTNAREEBMLET

a. FEHF—I 31 )—MmibUser Access Policy > Portal Service > DeviceZ:&iRL T, R—4
IWTNARADEER—DEREET .

BIOIZRY &3, AddE V) v ILTR—OZREFET,

TINARENASEAALET,

R—RIHY—N\—LIERER T HACDA U EI—TIAZADIPTRLREAALET,
Y—N—N\—bE—rBLVI—HF—/\—FE—MEEEEZ Y R—FTENESIHERRLET,
CDHITIE. Support Server Heartbeat&Support User Heartbeat® i /5 (=% LT
NoZ:ERLET

f. F—ZAALFET, F—(E ACICEEINTLSF—LRILTHAIBLENHYET,
g. Access Method') RkMbAccess MethodZ:EIRLET .
h. OK&Z2JvILET,

B9 FR—RILTINALAD BN

!_E User > User Access Policy > Portal Service > Device > Add Device ® Help

Device Information

Device Name * MNAS Service Group * Ungrouped ¥
Version * Portal 2.0 - IP Address * 2221

Listening Port * 2000 Local Challenge * No -
Authentication Retries * 4] Logout Retries * 1

Support Server Heartbeat * No - Support User Heartbeat * No -
Key * EYTrTe ConfirmKey * | eeneee

Access Method * Directly Conne ¥

Device Description

aen

R—=BITNAREIPFRLRT L —TIZBERTET,
a. E10IZ5RF &SI, Port Group Information ManagementZ42') v LEY , T/AA AN
m:E

o2

NAS: R—b T IL—TDERR—CEEET,
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B10 TF/ARYR b

B2 User > User Access Policy > Portal Service > Device

Device Name Version
Deploy Result - Service Group
Device Name ¥  Version < Service Group ¢  IP Address

NAS Portal 2.0 Ungrouped 2221

1-1of1. Page 1 of 1.

Last Deployed at <

b. B11IZRY L3I AddEV Y ILTR—CZREET,

c. "—rFI—T&EAHLET,
d. BEFADIPFRLAT IL—TH#ZRLET,

¥5Add to My Favorites (D Help

- [ quer ] e

Deploy Result Operation

Not Deployed E Edl

50 ¥

A—HY—RRYNT—H(ZT7 IR TB=HOHIZFEATBHIPFRLRIL. COIPFRLRY

IW—TRHIZHILELHYET,

e. FDMDINSA—RIZETIAILNREZFALET,

f. OKZEHJvILZET,
H11 AR—~JT L—F DB

ns
’

ACOERTE
1.
CEEHEZELETGEHIE RIS TLEEA).
2. RADIUSRF—LZFEHRELET.

AVE—DTARIZIPFRLARZFEIY LT, 954F7 b AC, BEIUVH—/N\—DBEIZE|ZETES

#rs1ELVSERIDRADIUSAF—LZEERL. FDEA—ICAYET,

<AC> system-view

[AC] radius scheme rs1

HT AR — =B LKV T AT AV T4V T H—N—F/EL, —/1—&
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BIETA-ODXF—ZH/ELFT,

[AC-radius-rs1] primary authentication 192.168.0.112
[AC-radius-rs1] primary accounting 192.168.0.112
[AC-radius-rs1] key authentication simple radius
[AC-radius-rs1] key accounting simple radius
#RADIUSH —/N\—[TEESN D1 —F —BMLISPRASVBERILET,
[AC-radius-rs1] user-name-format without-domain
[AC-radius-rs1] quit
#RADIUStvav iz A #—TILIZLET,

[AC] radius session-control enable

REER A U EHERLET
#AMLELVSRBIDISPR AV EERKL, EDEL—IZAYET,
[AC] domain dm1

HISPRALDAAAARERELET

[AC-isp-dm1] authentication portal radius-scheme rs1
[AC-isp-dm1] authorization portal radius-scheme rsl
[AC-isp-dm1] accounting portal radius-scheme rs1
[AC-isp-dm1] quit

#Px«r/dmlév‘-“vt)bm|SP|~“M/&LT$%&LH' A—H =05 A UBZISPR A
/%&L—Cl -'j- %%)\jjbf' 7__77j')l/|“|“)"r/o)uu..\nIE}DctUKn-I'ji/fb\:L -U-
—[ZEREINET,

[AC] domain default enable dm1

R—SIL R EBRLETS .

HR—RLEREE Y — N\ —ERRLET,

[AC] portal server newpt

[AC-portal-server-newpt] ip 192.168.0.111 key simple portal
[AC-portal-server-newpt] port 50100

[AC-portal-server-newpt] quit

# R—B2)LWebH—N—DHFEELET,

[AC] portal web-server newpt

[AC-portal-websvr-newpt] url http://192.168.0.111:8080/portal
[AC-portal-websvr-newpt] quit

#VLANA 2 A—DJ 14 X100 L CEER—FIL B ZA R —TILITLETS,

[AC] interface vlan-interface 100

[AC-Vlan-interface100] portal enable method direct
# VLAN-interface 100 £ TAR—%JLWebH—/\— newpt ZHEELET
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REDHEE

[AC—Vlan-interface100] portal apply web-server newpt
HACHN o R—BJLEBEEH —/ N\ —TEF SN HR—2IL/N I DBAS-IPZE2.2.2.11

FY,
[AC—Vlan-interface100] portal bas-ip 2.2.2.1
[AC—-Vlan-interface100] quit

HIR—B VRO B IICGEO> TSI LERELFT .

[AC] display portal interface vlan-interface 100 Portal

1Y

information of Vlan-interface100

NAS-ID profile: Not configured
VSRP instance : Not
configured VSRP state: N/A
Authorization : Strict checking
ACL: Disabled

User profile : Disabled

Dual stack : Disabled

Dual traffic-separate: Disabled

IPv4:

Portal status:

Enabled VSRP_SM

state: M_Delay

Portal authentication method: Direct Portal
Web server: newpt(active)

Secondary portal Web server: Not configured
Portal mac-trigger-server: Not configured
Authentication domain: Not configured
Pre-auth domain: Not

configured User-dhcp-only:

Disabled

Pre-auth IP pool: Not configured

Max portal users: Not
configured Bas-ip: 2.2.2.1

User Detection: Not

configured Action for server

detection:

Server type Server nameAction
Layer3 source network:

IP addressMask
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Destination authenticate subnet:

IP addressMask

IPv6:

Portal status: Disabled
VSRP_SM state:
M_Delay
Portal authentication method: Disabled
Portal Web server: Not configured
Secondary portal Web server: Not configured
Portal mac-trigger-server: Not configured
Authentication domain: Not configured
Pre-auth domain: Not
configured User-dhcp-only:
Disabled
Pre-auth IP pool: Not configured
Max portal users: Not
configured Bas-ipv6: Not
configured
User detection: Not
configured Action for server
detection:

Server type Server nameAction
Layer3 source network:

IP addressPrefix length
Destination authenticate subnet:

IP addressPrefix length
A—4—I%. H3C iNode/ 517 hE[FWebT 5V HEERAL TR—2IL RIS RITTEET
passingtheauthentication® gil[Ztheusercanaccessonlytheauthenticationpage
http://192.168.0.111:8080/portal L—H—M 5D R TOHOWebE K (. FBIR—I(IT)F ALY
FENFET , A—F—[FREEZFT=E DRV T—D)Y—RIZT VA TEET,
#1—H—HEREEIC/ AR LIz R—F)LA—H—ICBET 5 EBERTLET,
[AC] display portal user interface vlan-interface 100 Total
portal users: 1

Username: abc

Portal server:

newpt State:

Online

VPN instance: N/A

MACIPVLANInterface
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0015-e9a6-7cfe2.2.2.2100VIan-interface100 Authorization
information:

DHCP IP pool:

N/A User

profile: N/A

Session group profile:

N/A ACL: N/A

15']"1'—5‘17_"/7°l/—|~'f°0)l_§?§7|'\ gjl/nru\nlEo)EQEE

RYSI—DERL

121K T K3, APIXISAT UMD A—F— STy IFEEERZELET , 9547,

FEFEIEIDHCPENLT/ATUYIIPTRLANEY LB TONET , R—2ILY—/N\—[L R—FJLER

I —/N\—ER—2 )L Web Y —/N\—D A ELTHERELET . RADIUSH —/\—I(&, BB/ &5 Y —
IN—ELTHERELE TS

HSAT UMD RIZETHTICR—2ILWebH—N—DIAHZFTHERAL., REEFELF-ZICHhDRYR
D—H))—RIZT7 IR TEDKSIC, BEER—FILEBIIZERLET,

H12 R2ykD7—VH
Vian-int1
192.168.0.100/24 ‘

. AP Vian-int2 Portal server
Vlan-int1 2.2.2.254/24 192.168.0.111/24

192.168.0.120
RADIUS server
192.168.0.112/24
AC

Client Vlan-int1

Vian2

222224 192.168.0.110/24
Gateway: 2.2.2 254/24

RADIUSH—/A\—DERE
#EEIB KU THIU T4 TR E IR T D LSICRADIUSH—/N\—ZFE LR ELET GERIE R R
SNFEA)

R—AILH—/A— DR
R—BILH—N—DER DML, THVLANAVA—D A A THEER—LILEIIDERIZS R

LTy,
APDERTE

# APHACLBIETEDLOICAPERELEF T GHAITARLED),
ACHRE

1. AVA—TIARIZIPPRLRZEYLY T, V54T AC, BEUVHY—/N\—HHE(ZE|ET

76



EHEEHERALET GHITERELEY),
RADIUSRF—LZEHRELFET .
#rs1EWVSBRIDRADIUSR T —LZEERL. EDE1—IZAYET,
<AC> system-view

[AC] radius scheme rs1

HIZA )BT —N—BEVTSAIIVTH IV T4 T H—N—F1EEL, —/\—¢&
BIETA-HODF—ZHRELFT .

[AC-radius-rs1] primary authentication 192.168.0.112
[AC-radius-rs1] primary accounting 192.168.0.112
[AC-radius-rs1] key authentication simple radius

[AC-radius-rs1] key accounting simple radius

#RADIUSH —/N\—[TEEESN S L —HF —B M LISPRAS VB ERILET
[AC-radius-rs1] user-name-format without-domain
[AC-radius-rs1] quit

#RADIUSt v av iz A R —TILICLET,

[AC] radius session-control enable

REER AU EHBRILET

#AMLELVDRFIDISPR AU ZERL, EDEaA—ICAYLET,
[AC] domain dm1

HISPRASUDAAAR K ERTELET

[AC-isp-dm1] authentication portal radius-scheme rsl
[AC-isp-dm1] authorization portal radius-scheme rsl
[AC-isp-dm1] accounting portal radius-scheme rs1

[AC-isp-dm1] quit

#Px»f/dmlﬁv‘-“jar)ww|SP|~“M¢&L'C*§&L$¢ A—H—H05 A UBFIZISPR AL
VERBLTA—Y—ZFAALEIGE. TIAHIM ANV DRI B LUV EETAiENLI—
—IZERINET,

[AC] domain default enable dm1

R—SIL R EBRLETS .

HR—BVRBEEY — N\ —ZHRFELET,

[AC] portal server newpt

[AC-portal-server-newpt] ip 192.168.0.111 key simple portal
[AC-portal-server-newpt] port 50100
[AC-portal-server-newpt] quit

# R—A )L WebH—/\—ZHRELET .

[AC] portal web-server newpt
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[AC-portal-websvr-newpt] url http://192.168.0.111:8080/portal
[AC-portal-websvr-newpt] quit

#FENAP ap2Z1ERKL. APETILELY 7 ILIDZEEELET

[AC] wlan ap ap2 model WA4320i-ACN

[AC-wlan-ap-ap?2] serial-id 210235A29G007C000020
#H—EXTUTL—bnewstZ{ER L. SSIDZportal LIZFEXELET .

[AC] wlan service-template newst

[AC—wlan-st-newst] ssid portal_1
#H—E XTI L—bnewst CEERE A R—TILIZLET,
[AC—wlan-st-newst] portal enable method direct
#Y—E AT FL—bknewstDR—4 )LWebH—/\—newptZEELET
[AC—wlan-st-newst] portal apply web-server newpt
HACH\DIR—AILEBFE Y —/\—(TEESNER—BIL/ Vr Y DBAS-IP%E
192.168.0.1101F%ELET
[AC—wlan-st-newst] portal bas-ip 192.168.0.110
# Configure the AP to forward client data traffic.
[AC—wlan-st-newst] client forwarding-location ap
# H—EXTUTL—b newstEERICLET,
[AC—wlan-st-newst] service-template enable
[AC—wlan-st-newst] quit
HAPDESR2DIEEF Y RILEF Y RIVILUERELET,
[AC] wlan ap ap2
[AC-wlan-ap-ap2] radio 2
[AC-wlan-ap-ap2-radio-2] channel 11
#radio2Z& A +—JIJLIZL., H—E RXTFFL—knewstH KUVLAN2ZFradio2l /81 U RLET,
[AC-wlan-ap-ap2-radio-2] radio enable
[AC-wlan-ap-ap2-radio-2] service-template newst vian 2
[AC-wlan-ap-ap2-radio-2] quit
[AC-wlan-ap-ap2] quit
BE DR
HR—R BN BN TS EEHEELES,
[AC] display portal ap ap2
Portal information of ap2

Radio ID: 2
SSID: portal_1
Authorization : Strict checking
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ACL: Disable
User profile : Disable
Dual stack: Disabled
Dual traffic-separate: Disabled
IPv4:
Portal status:
Enabled VSRP_SM
state: M_Delay
Portal authentication method: Direct Portal
Web server: newpt(active)
Secondary portal Web server: Not configured
Portal mac-trigger-server: Not configured

Authentication domain: Not configured
User-dhcp-only: Disabled
Max portal users: Not configured
Bas-ip: 192.168.0.110
Action for server detection:

Server typeServer nameAction

Destination authentication subnet:

IP addressMask

IPV6:

Portal status: Disabled
VSRP_SM state:
M_Delay
Portal authentication method: Disabled
Portal Web server: Not configured
Secondary portal Web server: Not configured
Portal mac-trigger-server: Not configured
Authentication domain: Not configured
User-dhcp-only: Disabled
Max portal users: Not
configured Bas-ipv6: Not
configured
Action for server detection:

Server typeServer nameAction
Destination authentication subnet:

IP addressPrefix length
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1—4—I[&. H3C iNode/ 5/ 7 hEz[EWeb T SO HEFRAL TR—2ILRBIERTTEET,
RIAEEITHINTIERTEDD (X, BIER—Thttp://192.168.0.111:8080/portal DH TI ,
—HF—DoDTRTOWebEXRIE, BREER—DITUFTALIMEINFET, RBEIZEL&R. 21—
— It DRYRT—D))—RIZT U2 ATEET,
#A—HF—HERREIC/ AL R—RIL A —H— BT S EBRERRLET,
[AC] display portal user ap ap2
Total portal users: 1
Username: 1

AP name:

ap2 Radio

ID: 2 SSID:

portal_1

Portal server:

newpt State:

Online

VPN instance: N/A

MACIPVLANInterface

0015-005e-9398 2.2.2.22WLAN-BSS1/0/1

Authorization information:

DHCP IP pool: N/A
User profile: N/A
Session group profile:
N/A ACL number: N/A

Bl HRRE R —FILEREED R E

RYNT—DWERL

H13IZRT K3, 9S54 T U MMIAPEN L TACIZHEHI SN TWET . V54T UMIIE, X TUvIIP
FRUANFEFHF-(XDHCPENLTEIY B TONTVET . R—FIL Y —/\—[&, R—F LRI Y —
IN—ER—2)LWebH—/N\—DE A EL THEELET . RADIUSH—/\—(E., FBE/&EY—/\—&L
THRELFE T,

?ﬁigEE*&ﬂ_ﬁ g)l/uu nIEé*%ﬁk_LzasT 7’(%’7—’{7’{:“. nIE%IFFLT_1£—C77’{7/}‘fJ\t#'lUT’f?I
YIIZERBLI=BEA . V547U MIY T RY192.168.0.0/24[DH T VA TEET . X al)T4F
TYDIZIRRAL= &, V94TV MMID R YT =) —RIZT O ERATEET,

B13 Ryb—HE
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Vian-int1
192,168,0,100/24
AP
Portal server
@ 192,168,0,.111/24
Vlan 100 Switch _‘
RADIUS server
192,168.0,112/24
Client AC
222224 Vian-int1 Security policy server
Gateway : 2.2.2.1/24 192.168.0.110/24 192.168.0.113/24
Vian-int100
2.2.2.1/24

RADIUSH—/I\—E LVR—FILH—/—DHRE
#RADIUSH—/N\—F LU R—FIN Y —/N—FELLEREL T BRIV THhIU T4 T BEeE iR L

ACD

FI(GEMITEBLED),
BE
1. AVA—DTIARIZIPFRLRZEIYY T, 954T7 b AC, BEUVH—/N\—HLHE(ZEET

EHEEHERLET GHHITEELEY).
RADIUSRF—LZEHRELET,
#rs1EWVSBRIDRADIUSRF—LZEERL. TDE1—IZAYET,
<AC> system-view

[AC] radius scheme rs1

#70747 )n:L.\nIE-U-_/ <—3'3J:U7°547'J 773"7‘/7_'4‘/7\"5'—/ <_%*E‘EL/\ -lj-_/ <_t
BIETA-ODF—EHRELFET,

[AC-radius-rs1] primary authentication 192.168.0.112

[AC-radius-rs1] primary accounting 192.168.0.112

[AC-radius-rs1] key accounting simple radius

[AC-radius-rs1] key authentication simple radius

#RADIUSH —/N—[TEEESN S —HF —B M LISPRAS VB ERILET
[AC-radius-rs1] user-name-format without-domain
#IP7RLAH1192.168.0.113DtF 2 T4 R —H—N—ZHELFET,
[AC-radius-rs1] security-policy-server 192.168.0.113

[AC-radius-rs1] quit

#RADIUSt v aV iz A +—TILICLET

[AC] radius session-control enable

#IP7RLAN192.168.0.112THE X —H123450 vy a lHISA T ETL—0TF%
AR TIEELET,
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[AC] radius session-control client ip 192.168.0.112 key simple 12345
REER A T BRLET .

#AMLEWSBFIDISPR AV EERK L. TDEL—ICAYET,

[AC] domain dm1

#HISPRASVDAAAF KX ERELET

[AC-isp-dm1] authentication portal radius-scheme rs1

[AC-isp-dm1] authorization portal radius-scheme rsl

[AC-isp-dm1] accounting portal radius-scheme rsl

[AC-isp-dm1] quit

H#REALAMIZET IAHILEDISPRAM DV ELTRERLET . A —F—H 05 A U BFZISPR AA
VERBELTA—YHY—ZEFANLEEE. TIAHILN A VDR B LUV EEAENL—
—(ZFERAINET,

[AC] domain default enable dm1

ACL3000% 7 BACLEL TEREL . ACL3001% 24 2) TAACLEL TR ELET .
[AC] acl advanced 3000

[AC-acl-ipv4-adv-3000] rule permit ip destination 192.168.0.0 0.0.0.255
[AC-acl-ipv4-adv-3000] rule deny ip

[AC-acl-ipv4-adv-3000] quit

[AC] acl advanced 3001

[AC-acl-ipv4-adv-3001] rule permitip

[AC-acl-ipv4-adv-3001] quit

&
) F—R)—H—/3—E T, ACL3000E S EEACLEL TIEEL . ACL3001% ¥
)F4—ACLELTHEELTNAIEEFERL TS,

R—2LEREIEBRLET .
HR—BVRBEEY — N\ —ZHRFELET,

[AC] portal server newpt

[AC-portal-server-newpt] ip 192.168.0.111 key simple portal
[AC-portal-server-newpt] port 50100

[AC-portal-server-newpt] quit

# R—A )L WebH—/\—%HRELET,

[AC] portal web-server newpt

[AC-portal-websvr-newpt] url http://192.168.0.111:8080/portal
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[AC-portal-websvr-newpt] quit
#VLANA 2V B3—J 14 X100 L TEER—2ILEBAIZ A r—TILICLET .
[AC] interface vlan-interface 100
[AC—Vlan-interface100] portal enable method direct
# VLAN-interface 100k [Z/R—42JLWebH—/S\—newptZ#RELET,
[AC-Vlan-interface100] portal apply web-server newpt
#VLANA 2 B3—T 24 R100MHR—R)LERRE Y —/\—[TEE SN HR—42)L/ V5 v b DBAS-
IP£2.2.2.1IZERELET .
[AC-Vlan-interface100] portal bas-ip 2.2.2.1
[AC-Vlan-interface100] quit
BREDHR
HIR—FIABRDBERIE o TLND I EEHRLES .
[AC] display portal interface vlan-interface 100 Portal

information of Vlan-interface100
NAS-ID profile: Not configured
VSRP instance : Not
configured VSRP state: N/A
Authorization : Strict checking
ACL: Disabled
User profile : Disabled
Dual stack: Disabled
Dual traffic-separate: Disabled

IPv4:
Portal status: Enabled
Portal authentication method: Direct Portal
Web server: newpt(active)
Secondary portal Web server: Not configured
Portal mac-trigger-server: Not configured
Authentication domain: Not configured
Pre-auth domain: Not
configured User-dhcp-only:
Disabled
Pre-auth IP pool: Not configured
Max portal users: Not
configured Bas-ip: 2.2.2.1
User Detection: Not
configured Action for server
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detection:
Server type Server nameAction

Layer3 source network:
IP addressMask

Destination authenticate subnet:
IP addressMask

IPv6:
Portal status: Disabled
Portal authentication method: Disabled
Portal Web server: Not configured
Secondary portal Web server: Not configured
Portal mac-trigger-server: Not configured
Authentication domain: Not configured
Pre-auth domain: Not
configured User-dhcp-only:
Disabled
Pre-auth IP pool: Not configured
Max portal users: Not

configured Bas-ipv6: Not
configured
User detection: Not

configured Action for server
detection:

Server typeServer nameAction
Layer3 source network:
IP addressPrefix length

Destination authenticate subnet:
IP addressPrefix length
R—RILEREIZE T AIIC. H3C iNode I SA 7 U bR 52— —(LEBR—D

http://192.168.0.111:8080/portall= D H 7 I LA TEFET , I—HF—MSDT R THOWebER (L
an.\nIE/\_V(~I)9 ’fl/7 Féhi?’

o I1—H—I[ IDERFTEELI=E. ACL3000IZ&->THAINE=YY—RIZTFHIEATEE
ERS

o IA—H—[L IDRBIEEFITAFIVIDMEAZEEBLI-% . ACL3001IZ&K>TEFAISN 1=
FYRT—H) )Y —RIZTIEATEET,

#A—H—MIDRBIEEEF 1) TAFVIICER LI, R—2ILA—H—IZBE T S 1EHRERRL
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F9,
[AC] display portal user interface vlan-interface 100 Total
portal users: 1
Username: abc
Portal server:
newpt State:
Online
VPN instance: N/A

MAC IP VLAN Interface
0015-e9a6-7cfe 2.2.2.2 -- Vlan-interface100

Authorization information:
DHCP IP pool: N/A
User profile: N/A
Session group profile:
N/A ACL: 3001

Bl R—2 LY — N —DIRH DR

RYRT—OERL

14127 T &SI, 954 T U MEAPE L TACIZESEINTULNET , 95047 MZIE. /8Ty oIP

TFRELRADNFEFHZEIEIDHCPENL TEIY HTONTWET , IMCH—/\—IE IR—FJLEREEH—/\—

BEVR—2)ILWebH—/\—DEAELTHAEELE T, RADIUSH—/\—[&, FREF/SEtH—/\—&L

THEELET . ZOHITIE, IMCH—/3—I[LIMC PLAT7.1(E0303)&E L TNIMC UAM7.1(E0304) %= 1T

LET,

° DSAT RN REEETRICAR—RIL G —IN—DHZTILAL ., BEEEL-ZICHDO R YR
D=9 )—RIZT IR TESLLIIC, ACTEER—FIBIEERLET .

[ ] -I_ g}[/un..nIE-'j-_/\_o)gllL_IAbllixj___i“é*ﬁHjL/ ZT_}‘G)EEH#‘ |:|7‘)‘Jt—°)’&
*{n \ ity n.|.—|:-|j-_/ \_75\7:“ iT f&iﬁé':ﬂ{ 9}[/.;.._, nIE&T’ft 7)[1( Téctj‘-ACé
ELET,
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H14 2yrI—OR

Vlan-int1
192.168.0.100/24

AP

Portal server
192.168.0.111/24

"

Vlan 100

Client
222224
Gateway : 2.2.2.124

RADIUSH—/\—DE5E

Switch

AC
Vlan-intd
192.168.0.110/24
Vlan-int100
2.2.2.1/24

—

RADIUS server
192.168.0.112/24

HEE B LUTH I T4 T HEEE IR T A LSICRADIUSH —N—F ELSRELE T (FEMIT L8

LEY).
R—B LY — /A —DIEER

1. R=RLHY—N—%@EBRELET,

iMCIZEZ AL T, User2 %99 ILET,

a. E15IZRT KI5, FEF—ary)—hibUser Access Policy > Portal Service > Server
FBIRLT. R—EILY—N—DHEER—CFBEEET,

b. BEIZHLTR—AINY—/IN—I\SGA—FEEBHRLET . COBITIX. TIAILEEZFEAL

TWEY,

c. OKEJZJYILFEY,
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B15 FR—AILEBRE Y —/ A\ —DHERK

F_f} User > User Access Policy > Portal Service > Server ®He|p

Basic Information
Log Level * Info -

Portal Server

Request Timeout(Seconds) * 4 @ Server Heartbeat Interval{Seconds) * 20 @
User Heartbeat Interval(Minutes) * 5 @ LB Device Address

Portal Web

Request Timeout(Seconds) * 15 @ Packet Code @
Verify Endpoint Requests Yes - Use Cache Yes -
HTTP Heartbeat Display New Page - HTTPS Heartbeat Display Original Page ~

http://192.168.0.111:8080/portal/
https://192.168.0.111:8443/portal/

Portal Page

Advanced Information

Total Items: 0.
Service Type ID Service Type Delete

No match found.

RDESIZIPFRLRY W—TEHRELET

a. FEHF—I 3 v1)—MmibUser Access Policy > Portal Service > IP GroupZ:#IiRL T, R—
BIVIPFRLRY V=T DHRER—DEFEET

b. B16IZRY KIIZ. AddEV)vILTR—UEREET,
IPTIN—TREANLET,
IPTIL—T DRABIPTRLRER TIPFRLRAEAALET K
AMPZELAMIPY IL—TIZEEN TSI EEFRERL TS
= A

e. Y—ERTIL—TERIRNLFET,
ZOFITIE, BEENY IL—FUngroupedEFEALET .

f. Action') kM SNormalZ:#IRLET .

g. OK&EJYJ)YILET,

16 IPPFLRT IL—T DB
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B User > User Access Policy > Portal Service > IP Group > Add IP Group @Help

IP Group Name * Portal_user

Start [P * 2221

End IP * 2.2.2.255

Service Group Ungrouped A
Action * Normal hd

aen

3. R—AILTFNAREBMLET,

a. FEHF—I 3 V1)—MmibUser Access Policy > Portal Service > DeviceZ:&IiRL T, R—4
IWTNNARADEER—DEREET,

B17I2R T KIS AddE V) ILTR—UZEREET,

FTINARENASEAALFET,
RAMIEBKESNTOBDACD AU EZ—TIAADIPTRLRAZEAALET,
Y—N—N—FE—,B LV I—HF—/N—rE—MEREE S R—F T DMNESIHEEIRLET,
ZDOHITIL, Support Server Heartbeat& Support User Heartbeat® i/ 23t LT
YeszmBEIRNLET,

f. F—ZAALET, F—(E ACITEHEIN TV EFXF—LRILTHILENHYET,

g. Access Method!) R kA5 Direclty Connected##IRLET

h. OK&EY)vILEY,

E17 FR—ZILF 134 ADE N

®© oo o

E?. User > User Access Policy > Partal Service > Device > Add Device @Help

Device Information

Device Name * NAS Service Group * Ungrouped
Version * Portal 2.0 hd IP Address * 2221

Listening Port * 2000 Local Challenge * No -
Authentication Retries * 0 Logout Retries * 1

Support Server Heartbeat * Yes - Support User Heartbeat * Yes -
Key * sereen ConfirmKey * | sessue

Access Method * Directly Conne «

Device Description

Loc [ crr

4. R—BILTNARZIPFRLRY IL—TIZBEE R TET,

a. E18IZTRT KS3IZ. T/ N1 RDPort Group Information Management7 432491 v LET,
rﬁi
o
NAS: R—rJ IL—T DEEN—DZREFT,
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B18 T/ RYRF

!5 User > User Access Policy > Portal Service > Device ¥5Add to My Favorites @ Help

Device Name Version A

Deploy Result - Service Group v Query m

Device Name ¢  Version & Service Group ¢  IP Address Last Deployed at ¢ Deploy Result  Operation
NAS Portal 2.0 Ungrouped 2221 Not Deployed =B o
1-1 of 1. Page 1 of 1. 50 v

b. B19IZRT &KS3IC, AddE Vv ILTR—CERAEET,

c. K=k IL—TEEAALET,

d. BREFHDIPTRLAYTIL—TEERLET,
A—HF—NRIT =TT I ERTEE=HITERATBIPTRLRIE, ZOIPFRLRY
L—TRIZHEIDLELHYET,

e. TOMDINTGA—RIETIHILMEREEFERLET,

f. OKEVVYILET,

19 R—rJT N—TFDiEM

A
%

ACOERTE

1. AVE—DzARIZIPFRLARZEIYH T, 95472k AC, BEVH—N\—HLBEIZEETES
CEEHERLET GEMRITARLED).

2. RADIUSRF—LZERELET,
#s1EVWDBRBIDRADIUSR ¥ — LEERL, ZDE1—ITAYET,
<AC> system-view
[AC] radius scheme rs1
HIZAR) BT — N —B LUV T ARV T AU T4 T H—N—%4EEL, Y—/N\—LREIE
TRODF—ZRELET
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[AC-radius-rs1] primary authentication 192.168.0.112
[AC-radius-rs1] primary accounting 192.168.0.112
[AC-radius-rsl1] key authentication simple radius
[AC-radius-rs1] key accounting simple radius

# RADIUSH —/N\—[ZEEENH1—H — B D DISPR AR ZRMLET
[AC-radius-rs1] user-name-format without-domain
[AC-radius-rs1] quit

# RADIUStEyY L avfliz A r—TILIZLET,

[AC] radius session-control enable

FEER AV ZEBRELET
#dM1EWSERTDISPRASUEERL. ZDE1—IZAYET,
[AC] radius session-control enable

#ISPRAMVDAAAA RERELET .

[AC-isp-dm1] authentication portal radius-scheme rsl
[AC-isp-dm1] authorization portal radius-scheme rs1
[AC-isp-dm1] accounting portal radius-scheme rs1
[AC-isp-dm1] quit

# KA AMIZ T IHILEDISPRASVELTHERLET . 1—H—H 0T 1 UBFIZISPRASY
BIELTA—HY—REAALIIGE . TIHILMR AU ORIES KUK A ENLI—H—I2fF
AEhEd,

[AC] domain default enable dm1

R—BILEBEEERELET

#IR—R LR — N\ —FBRELET,

[AC] portal server newpt

[AC-portal-server-newpt] ip 192.168.0.111 key simple portal
[AC-portal-server-newpt] port 50100

#R—FIVEREE Y — N\ — DR FAREMRHERELEFT . b —/ N\ — R HERZA0MIRE
FERREMRT A AN EEESN IS EICOT AvE—DFREELET,

[AC-portal-server-newpt] server-detect timeout 40 log

[AC-portal-server-newpt] quit

3
timeout & (%, R—RIL Y —/"—D/\—rE—FEIRLULETHIBELRHYET,

#R—2)LWebH—/N\—%RELET,
[AC] portal web-server newpt
[AC-portal-websvr-newpt] url http://192.168.0.111:8080/portal
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[AC-portal-websvr-newpt] quit
#VLANA 2 A—DJ 1A X100 L CEBER—FILBIREAR—TILIZLET,
[AC] interface vlan-interface 100
[AC—Vlan-interface100] portal enable method direct
#R—Z)LEBEE Y —/ N\ —newptDR—B LR BEFRIE A - — T JLIZLFET
[AC-Vlan-interface100] portal fail-permit server newpt
# VLAN-interface 100_E [Z7/R—%JLWebH—/\—newptZ X ELE T,
[AC—Vlan-interface100] portal apply web-server newpt
HVLANA 2 B3—T x4 R100M o R—Z LRI Y —/N\—TEE SN D R—2)L/ Uy b DBAS-IPE
2.22.11TERELET,
[AC-Vlan-interface100] portal bas-ip 2.2.2.1
[AC—Vlan-interface100] quit
REDHER
#IR—RILRE Y —/\— BT B1EHMERTLET,
[AC] display portal server newpt
Portal server: newpt

IP:192.168.0.111

VPN instance: Not configured

Port: 50100

Server Detection: Timeout 40s Action: log User

synchronization : Not configured

Status: Up

R—RI B — /N —DUpRT—RR (L, R—RIL B — /NN —HE|ZECRETHAEERLET,
TORRATNARICESDTR—FIILBI Y —N\—DEERRETHI LN EHEEINDE, OTURFH A
D Status 74— ILRIZIEDownERTRENE T TV ER T /NS RIZK>TH—/\—EF|FEREEO 4 Portal
server newpt turns down from upldapABER S, TV ERA U A—T A A THR—2 LRI ER
(272518  RAMIRE G L THEARYNT—VICTFT O 2RATEET,
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fBl:O—AHILR—2IJLDWebH—

F)LEBEEDFERL

RYSIT—DWERL

EXZEFERL-EER—

E20I2RT &SI2. 4S54T U MEAPEN L CACICIESE SN TWNET , 45472 MZIE /8T YuaIP
FRUANRFEIE - (XDHCPZNLTEIY LU TONTLVET , ACIXIR—RILERSI Y —/N—ER—42)L
WebH—/\—DEAELTHEEELET . RADIUSH —N—(FRBEH/ T HITao T H——E L THE

BELZET,

ACTHEHER—2IBIHZERLET ., a—F—ANHR—2IRBEZETHIE. 2—F—[FHR—42JL

Web¥—/N"—IZDHT IR TEET . R—
—RIZTIVEATEFY,

B20 ryrD7—HH

Vlan-nt1

g}'/ﬂanEEIJ#L/T~1£'j: d1— "f-(i{ﬂ’.@*/l*'? 21)Y

192.168.0.1000/24
AP
Vlan 100 Switch
Client AC
2,2.2.2124 Vian-int1
Gateway : 2.2.2.124 192.168.0.110/24
WVlan-int100

2.2.21/24

AR &N

RADIUS server
192.168,0,112/24

nLnJ.—t/\_/%jJXI)TV’rXL/—CjT’r)I/I J_fﬁﬁl., ACDARL— /)‘T*(TO))I/ |~T4l/7|*'}( 774

WEF7YTO—KLET,
RADIUSH—/\—DERE

HRAB LUV TH I T4 T HBEERIE T B ESIZRADIUSH —/N—ZF IE LR ELF I (GEMIL AR

LEY).
ACDERE

1. AVB—DTIARIZIPPRLRZEIYH T, V54T AC, BEUVH—/N\—HHE(ZEET

EHEEHERLFTYT GHRILERELEY),

2. RADIUSRF—LZEHRTELET,

#rs1EWVS R RIDRADIUSAF—LFERL. FDE2—IZAVYET,

<AC> system-view

[AC] radius scheme rs1

HIFGARIBEE Y —N\—B LUV T ARV T AV T4 T —N—%HEL, H—n\—&

BIET AHDF—ERELFTT

[AC-radius-rs1] primary authentication 192.168.0.112
[AC-radius-rs1] primary accounting 192.168.0.112



[AC-radius-rs1] key authentication simple radius

[AC-radius-rs1] key accounting simple radius

#RADIUSH —/N\—[TEEESN S —H —BMBISPRAS VB ERIILET
[AC-radius-rs1] user-name-format without-domain

[AC-radius-rs1] quit

#RADIUSt v av iz A4 R —TILICLET,

[AC] radius session-control enable

REER A EHERLET

#AMLEWSBRIDISPR AV EER L. EDEL—ICAYET,

[AC] domain dm1

HISPRALDAAAARERELET

[AC-isp-dm1] authentication portal radius-scheme rsl

[AC-isp-dm1] authorization portal radius-scheme rsl

[AC-isp-dm1] accounting portal radius-scheme rs1

[AC-isp-dm1] quit

HREALAdMIZET THILEDISPRAM DV ELTHERLET . A—H—H0J 1 UBFIZISPR A
VRGELTA—HY—ZEZANALIIGE . TIAHIN AU DRSS LUVREAENI—H—
[CERINFET,

[AC] domain default enable dm1

R—SILEREE DR

#HIR—A)LWeb Y —N\—ZHERLET

[AC] portal web-server newpt

[AC-portal-websvr-newpt] url http://2.2.2.1:2331/portal

[AC-portal-websvr-newpt] quit

#VLANA 2 A—DJ 1/ X100 L TEER—FILEEZAR—TILICLES,

[AC] interface vlan-interface 100

[AC—Vlan-interface100] portal enable method direct

# VLAN-interface 100k [Z/R—%)LWebH—/\—newptZ %X ELET .
[AC—Vlan-interface100] portal apply web-server newpt
[AC—Vlan-interface100] quit

HHTTPAR—R D A—HILIR—%)LWebH—E REEKL. TOE1—IZAVET,
[AC] portal local-web-server http

#O—HILR—FILWebHY—E XD T I+ ILEDFBEER—T T74 )L EL Thile
defaultfile.zip&E§ ELET (F7MILHBACDIL—bTAL UM IZHFEET HLEHERLT
23y,

[AC—portal-local-websvr-http] default-logon-page defaultfile.zip
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#O—HILR—RILWebH—E RDHTTPYR=UJ R—rEB%233LFZELFT
[AC-portal-local-websvr-http] tcp-port 2331
[AC-portal-local-websvr-http] quit
# RN —ADR—ZII)—RALE L UV2ZZEL T R—2)ILA—Y —HEEEEELIZDNS
[Z7OERTESERIICLFETS,
[AC] portal free-rule 1 destination ip any udp 53
[AC] portal free-rule 2 destination ip any tcp 53
5. ({E&E)client forwarding-location ap(1—4—T—%%CAPWAPr> R ILEEST . E
BVLANNZE T RE)DISZE . UTOIRURARE,
[AC] portal host-check enable
BEDOHER
HR—AIVERD B TNSIEERERLET .
[AC] display portal interface vlan-interface 100 Portal
information of Vlan-interface 100
VSRP instance:
-- VSRP state:
N/A
AuthorizationStrict checking
ACLDisabled
User profileDisabled Dual stack:
Disabled
Dual traffic-separate: Disabled
IPv4:
Portal status: Enabled
Portal authentication method: Direct Portal
Web server: newpt(active)
Secondary portal Web server: Not configured
Portal mac-trigger-server: Not configured
Authentication domain: Not configured
Pre-auth domain: Not
configured User-dhcp-only:
Disabled
Pre-auth IP pool: Not configured
Max portal users: Not

configured Bas-ip: Not
configured
User Detection: Not

configured Action for server
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IPv6:

detection:
Server type Server nameAction

Layer3 source network:
IP addressMask
Destination authenticate subnet:
IP addressMask

Portal status: Disabled
Portal authentication method: Disabled
Portal Web server: Not configured
Secondary portal Web server: Not configured
Portal mac-trigger-server: Not configured
Authentication domain: Not configured
Pre-auth domain: Not
configured User-dhcp-only:
Disabled
Pre-auth IP pool: Not configured
Max portal users: Not
configured Bas-ipv6: Not
configured
User detection: Not
configured Action for server
detection:

Server type Server nameAction

Layer3 source network:
IP addressPrefix length

Destination authenticate subnet:
IP addressPrefix length

A—H—[F, WebR—SENLTHR—FILEREEFEIT

#1—

portal users: 1

Username: abc

Portal server:

95

T%i?o nnunIE%lEd- HIJ (‘\ 1 -'j-_'j:ﬂlh\
SER—http://2.2.2.1:2331/portal ICDH T VA TE, T RTOWebERIEFRIER—TITUSF
ALIREINFET,, RBEIZEL-R. A —F—FD RV T—D)Y—RIZT VR TEET,

H—MWEBIHZ/SAL= . R—2)L 21— —(CET 5FEHRERRLET .
[AC] display portal user interface vlan-interface 100 Total



newpt State:
Online
VPN instance: --

MAC IP VLAN Interface
0015-e9a6-7cfe 2.2.2.2 -- Vlan-interface100
Authorization information:

IP pool: N/A

User profile: N/A
Session group profile:
N/A ACL: N/A

Bl ) E—FMACAR—ZADIA I R—2)LEBIEDETE

RYST—D1ERL
K212 RS K3, 9547 MIAPENRLTWLANIZZ OEALET . 9547 UM FEFFE-IE
DHCPZEANLT/RTUVIIPTREL AN EIY B TENET , IMCH—/\—I[&, R—FILEBFEH—/3— R
—HILWebH—N\N—B EUPMAC/ALU T oo T — N\ —LLTHERELET . RADIUSH—/N\—I[E, &
/&Y —/N—ELTHEELE T, COHITIE, IMCH—/3—I[XIMC PLAT7.1(E0303)$ LU IMC
UAM7.1(E0303)%ETLET,
;XO)%{#E;ET:?_J:a':s 'J:E—FMAC’{—Z0)74‘777|'3 gjbmb\nl—tiggibiﬁ_o
o A—H—DRYNT—IrS5T4vIH 1024000/ MET BRI, —HF—([FR—%ILEEE

BLTRYNT—DIZTHEATEET,

o IA—HY—WOTHR—FIBIHENRLIzE. VAT MEA—F =B F (TR T—F%F

ANEFIZR—FILBIEEHE /A TEET,

21 RybD—UH
Portal server

Vlan-int100 Vlan-int2
5 @ 2221124 s 192.168.0.100/24 162.166.0.111/24
Client AC
2222124
Gateway:2.2.2.1/24

RADIUS server
192.168.0.112/24

RADIUSH—/\—DE&E

HRAB LUV T AV T4 T BREE IR T S LS ITRADIUSH —/N—Z ELERELE T (FEHIT AR
LEY).

R—2 )Y —/A—D iR
1. R—=RNLY—N—ZERLET,

a. iIMCIZAZ 4L T, User®#7%&52vHoLET,
b. B22[ZRY K32, FEZF— a2 V1)—hibUser Access Policy > Portal Service > Server
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HEBIRLT. R—AILY—N—DERR—EEEET,
c. BEIZHLTHR—FINHY—N—IGA—FEERLET COBITIETIHILMEEFFERALTL

EX R
d. OKEZJYILFETY,

22 Portal BEEY—/\—DHER

% User > User Access Policy > Portal Service > Server

Basic Information

Log Level * Info
Portal Server

Request Timeout(Seconds) * 4

User Heartbeat Interval(Minutes) * 5

Portal Web

Request Timeout({Seconds) * 15

Verify Endpoint Requests Yes

HTTP Heartbeat Display New Page

-

-

@

http://192.168.0.111:8080/portal

Portal Page

ROESCIPTRLARTN—TEHFELET
a. FTEHF—i 3 v)—hibUser Access Policy > Portal Service > IP GroupZ#iRL T, R—
BIVIPFRLRT L—T D/RER—CEREET,

b. B23[ZRY L3I AddEV Y ILTR—DZREET,

IPTI—TR2%EADLET,

Server Heartbeat Interval(Seconds) *

LB Device Address

Packet Code
Use Cache

HTTPS Heartbeat Display

20 @

@
Yes -

Criginal Page *

d. IPTIL—TDORIBIPTRELRERTIPFRLRAEANLET . V54T UMPTRLR(2.2.2.2)A°

IPTIL—TRIZHBEEHEELET,
e. H—ERFTIL—TEERLET,

ZOBITIE, BEE®DY IL—FUngroupedEERALET,
f. Action') RkMSNormalzEZiRLET,

g. OKEY)vHILET,
E23 IPPRLARY IL—FDEM

B User > User Access Policy > Portal Service > IP Group > Add IP Group

IP Group Name * Portal_user
StartIP * 2221
EndIP = 2.2.2.255
Service Group Ungrouped
Action * MNormal

mea



4.

R—RILTINAREEBMLET,

a.

® 20 o

f.

g.
h.

FEHF—Lav)—hibUser Access Policy > Portal Service > DeviceZ&RL T, R—%
IWTINAADRER—DZEREET,

2412 T &I, AddE DI L TR—UZEREFET,

TINNAREEANLET,

DFAT UMIBEHRINTLAACD AV E—TTARADIPTRLAZANLET,
R—=BINH—N\—DN—FE—rBLVL1—F—D/N\—rE—MEEEZ Y R— TN EINE
HBELET,

C DO TIX. Support Server Heartbeat&Support User Heartbeatd /5125 L TNoZ#ERL
F9,

F—ZANLET . F—IF ACICERESN TS X—LELTHIBLENHYET .

Access Method!) A kAvisDirectly ConnectedZ#iRLET,

OKZEJJYILET,

E24 FR—ZILF 134 2 DB

B2 User > User Access Policy > Portal Service > Device > Add Device

Device Information

Device Name * NAS Service Group * Ungrouped ¥
Version * Portal 2.0 - IP Address * 2221

Listening Port * 2000 Local Challenge * No v
Authentication Retries * 2 Logout Retries * 4

Support Server Heartbeat * No - Support User Heartbeat * Ne -
Key = ] e ConfirmKey * | sesens

Access Method * Directly Conne ¥

Device Description

cen

R—BILTINA REIPFRLRY IL—TIZBEAEfITET,

a.

K25125R 9 K512, T/314 ADPort Group Information Management7 42> &9 v9ILET,
IEE

L

NAS: R—r T IL—T DEHER—CFREFET,

25 F/RARYRF

(34 t Py Add ¢ 7

Device Name ¢ Version ¢ Service Group ¢ IP Address Last Deployed at & Deploy Result Operation
Ungrouped 2221 Not Depioyed l'-i, = @
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b. K26IZRT &SI, AddEY)yHILTR—UERZEET,
c. R—rTI—TREAHNLET,
d. BEFADIPFRLAY IL—TH#ZIRLET,

A—H—RRYT—H(ZT7 LR TEE=OIZFARATBIPFRLAIL, COIPFRLARY
IW—TRIZHILELHYET,

e. Supported for Transparent AuthenticationZE&{RLET .
f. TOMDNFA—RIZFTIHIVMEEEERALET,

g. OKEJJvILET,

B26 R—~7 L—TFDEM

1B} User > User Access Policy > Portal Service > Device > Configure Port Group > Add Port Group
Port Group Name * group Language * English -
Start Port * o End Port * 1z77IZ
Protocol * HTTP - Quick Authentication * No -
NAT or Not * No - Error Transparent Transmission * Yes -
Authentication Type * CHAP - IP Group * Portal_user -
Heartbeat Interval(Minutes) # 10 Heartbeat Timeout(Minutes) * 30
User Domain Port Group Description
Transparent Authentication Supported - Client Protection Against Cracks * No -
Page Push Policy - Default Authentication Page -

[ox [ emet

MAC/IAL T AT —IN—DERE
1. F7OERR)O—#BMLET:

a. FES—I 3V )—MmibUser Access Policy>Access PolicyZ:&iRL T, 7€ RARL—
R—UEREET,

B27(2R9 K312, AddEV) v ILTR—VFBEE T,
TOERAR)O—ZEZAALET,
Y—ERTI—TEERLET,
ZDHDNSGA=RIZET IAINEEEFFERALET,
OK%EV)YILET,

-~ 0 o o T
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277t RR)—DEM

B User > User Access Policy > Access Policy > Add Access Policy

Access Policy Name * AccessPolicy

Service Group * Ungrouped ~

Description

Access Period MNone - Allocate IP No -
Downstream Rate(Kbps) Upstream Rate(Kbps)

Priority RSA Authentication

Certificate Authentication '@:‘\Jone EAP

Certificate Type
Deploy VLAN

Deploy User Profile Deploy User Group @

Deploy ACL

TORAY—ERZEMLET,

a. FEHF—I 31 )—MmibUser Access Policy > Access ServiceZ®EIRL T, 7R —E
AR—TUERAETET,

b. B28IZRY L3I, AddEV Y ILTR—DEREET,

c. Y—ERBEAALET,

d. Transparent Authentication on Portal Endpoints4A 7> av#RIiRLET,
e. TOMDNTGA—RIETIHILMEREEFERLET,

f. OK&EVJYILET,

28 7Vt RH—E D&M

D User > User Access Policy > Access Service > Add Access Service

Service Name # MAC _server Service Suffix

Service Group * Ungrouped v Default Access Policy * AccessPolicy @
Default Proprietary Attribute Assignment Policy * | Do not use ~®@

Default Max. Number of Bound Endpoints * 0 Default Max. Number of Online Endpoints * | 0

Description

Available () Transparent Authentication on Portal Endpoints (3)

TOERA—Y—%EBMLET .

a. FEH—Lay)—mibAccess User > All Access UsersE&IRLT. 7oA 1—H—R
—OHEREET,

B29IZR T £3IT, AddE V) ILTR—UZERZEET,
TORRI—HF—%BRLET,

INRAT—FEHRELET,

Max.Transparent Portal Bindings') R kM EZERLET
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f. OK&EVYYHILET,
29 7Yt R1—H—0NEM

B User > All Access Users > Add Access User
Access account

Access Information

Account Name * Client
Trial Account Default BYOD User MAC Authentication User Computer User Fast Access User
Password * | seseess Confirm Password * | ceseses
Allowr User to Change Password Enable Password Strategy Modify Password at Next Login
Inspiration Time . Expiration Time -
Max. Idle Time(Minutes) Max. Concurrent Logins 1

Max. Transparent Portal Bindings 5 -

Login Message

4, DRTLINGA—REFZRFELET,

a. TEHX—i 3> v)—MmibUser Access Policy > Service Parameters > System Settings%
BIRLT DRATLERER—DZERZSE TS
FERI—FTNARTEBMR—FIL R EFEAAREICT EINESIETERLET .
ZDBFITIE., Non-Terminal Authentication|ZxtL TEnableZ:&RLE T,

c. OK&EVZ)vILET,
B30 A —H¥—IUFRAVIREDHERL

Policy > Service Parameters > System Settings > User Endpoint Settings

=

Transparent MAC Authentication Disable v Max. Device for Single Account *

Non-Terminal Authentication Enable v ® Log off User with Endpoint Conflict No

E3En

d. BEIHLT,. TVRRAVMDI—S T B4 LERELET  COBITIE T IAILMEZEE
HALEY,
H31 IVRRAUVRDI—S T84 LDBRE

&3 User > User Access Policy > Service Parameters > System Settings > Endpoint Aging Time > Modify Endpoint Aging Time
odify Endpoint Aging Time
Endpoint Aging Time(Days) * 7 @

oea

ACDERE
1. AVB—TIARIZIPFRLARZEIYH T, 95472k AC. BEVH—N\—HLBEIZEETES
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CEEHERRLE YT EEITERRLET),
RADIUSRFx—LZEHRELET,

#s1EVW DR BIDRADIUSR ¥ — LEERL. ZDE1—ITAYET,
<AC> system-view

[AC] radius scheme rs1

HIZAR)RBEY —N\—BKVTSARNVT oo T4 T H—N—%BEL, H—/N\—LEE
TRODF—Z/ELET

[AC-radius-rs1] primary authentication 192.168.0.112
[AC-radius-rs1] primary accounting 192.168.0.112
[AC-radius-rsl1] key authentication simple radius

[AC-radius-rs1] key accounting simple radius

#RADIUSH —/N—[THEESN DL —HF —RADLISPRAM VR ERIMILES
[AC-radius-rs1] user-name-format without-domain
[AC-radius-rs1] quit
#RADIUSt v aVfilillE A 2 —TIVITLET

[AC] radius session-control enable

REER A EBRLET

#HAMLEWLS B HIDISPR ANV EERL. EDE1—IZAVET,

[AC] domain dm1l

#ISPR ALV DAAART X ERELET

[AC-isp-dm1] authentication portal radius-scheme rsl
[AC-isp-dm1] authorization portal radius-scheme rs1
[AC-isp-dm1] accounting portal radius-scheme rs1

[AC-isp-dm1] quit

HRALAMIET 74 ILEDISPRAS LV ELTHEBLET . A—H—H AT A UBFIZISPRAS VB
HLTA—H—LZFAALEEE. TIHILM AV DRIABLVEHAENI—HF—IZFHAS
nEd,

[AC] domain default enable dm1

R—BILBEEEHERLET

#R—B VR — N\ —ZHERLET,

[AC] portal server newpt

[AC-portal-server-newpt] ip 192.168.0.111 key simple portal
[AC-portal-server-newpt] port 50100
[AC-portal-server-newpt] quit

#IR—2 )L WebHY—/N—%HELET,

[AC] portal web-server newpt

[AC-portal-websvr-newpt] url http://192.168.0.111:8080/portal
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BEOR

[AC-portal-websvr-newpt] quit
HIAVYLRISAT TR ARFIVIEEMNILET,
[AC] portal host-check enable

#StLEWSBRID Y —E AT TL—rE/ERL. SSID%stLZREL T, Y—ERXRTUTL
—kZVLAN10OZERLET .

[AC] wlan service-template stl

[AC-wlan-st-st1] ssid st1

[AC-wlan-st-st1] vlan 100
#F—ERTUTL—bstITEERIEZAIR—TILITLETS,
[AC—wlan-st-st1] portal enable method direct

#H—E XTUTL—hstlDR—%)LWebH—/S\—newptZIEELET .
[AC—wlan-st-stl] portal apply web-server newpt

#H—ERTFUTL—bkstIMoR—2 LRI —/N\—ZEE SN BR—2)L /Ny DBAS-IPE
2.2.2.11Z&%ELEY,

[AC-wlan-st-stl] portal bas-ip 2.2.2.1

[AC-wlan-st-st1] quit

MACAR—ZADIA v I R—2 VBRI ZEELET .

# MSEVLSIBRTDMACNA U T4 T H—N—FEBLET,

[AC] portal mac-trigger-server mts
#IR—BNA—HF—DEELS T4y I DLELMEZ1024000/ A MIRELET
[AC-portal-mac-trigger-server-mts] free-traffic threshold 1024000
#MAC/NA T 42T H—"—DIPFTRLR%192.168.0.111ICEELE T,
[AC-portal-mac-trigger-server-mts] ip 192.168.0.111
[AC-portal-mac-trigger-server-mts] quit
#H—ERTUTL—rStLOMAC/AA U T AT H— " —mtsEIRELET .
[AC] wlan service-template stl

[AC-wlan-st-st1] portal apply mac-trigger-server mts
#H—EXTUTL—bstIZBAHICLET,

[AC-wlan-st-st1] service-template enable

[AC-wlan-st-st1] quit

HMACNA T AT Y —N—IZ BT 2 EHRERRLET,

[AC] display portal mac-trigger-server name mts

Portal mac-trigger server: mts Version: 1.0

Server type: iMC
IP: 192.168.0.111
Port: 50100

VPN instance: Not configured
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Aging time: 300 seconds Free-traffic threshold:
1024000 bytes NAS-Port-Type: Not configured
Binding retry times: 3 Binding retry interval: 1
seconds Authentication timeout: 3 minutes

dA—H—I[&, H3C iNodeVSA 7 hEIEWebT SO HEFERAL TR—2ILEBIZFETTEET . 2
:IEE;FTrﬁﬁ(-Tatxr%éwla SREER—Thttp://192.168.0.111:8080/portal DA TI, 1 —H —
MEDFTRTOWebERIL, BREER—DICVFALININET , BEIZELz&. A —Y —ZHhD =+
ykI—o1)y— xt_7’7t:<'c=5$¢o

RUDKR—FIILEBITIE, A—H— 1 —F—RENRT—FRZEZANTEIRHELAHYET, 11— —
DA ITSAUIZEHY  BERVNTI—IIZ798RTEEHE. 2 ——XRE1—HF —RBENRT—FE
ANTEIREEHYEE A

#HR— )L A—F—FHRERRLET .
[AC] display portal user all Total
portal users: 1
Username: Clientl
AP name: apl
Radio ID: 1
SSID:stl
Portal server: newpt
State: Online
VPN instance: N/A
MACIPVLANInterface
0015-e9a6-7cfe2.2.2.2100WLAN-BSS1/0/1
Authorization information:
DHCP IP pool: N/A
User profile: N/A
Session group profile: N/A ACL
number/name: N/A

FHl:A—HILMACR—XD I AV IR—2 LB D&
TE

RyRT—OERL
R32[ZRT £S5, 9514 T U MIAPESNLTWLANIZZ OEALET . 954 T MIIE FE1FE-IE
DHCPZNMLT/NTUYIIPTFRLANEY B THONET, ACIE, R—FILEBEEH—/N\—  KR—F )L
WebH—/\— BEUMACNALU T AT H—N—ELTHERELE T,
ROBEB/EFH-T LS. A—HILMACR—RAD I voR—2 )L BEFERTELET,

o IA—H—DRYNT—HrST4v9H1024000/ N1 FMZET BRIz, 2 —HF—IFHR—%IJLEBE
HLTRYNT—IIZT7HOERTEEXT,

o  ITATUNE, A—F—HBRR—FIIEFEIZHOTNNALTHS245 LRIz, A—H—8&Ff-
[ENRT—READETITR—FILEBIE/ SR TEET,
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FIE

32 R2yrI—OR

Vian=int100

@ 192.153.0.111&6

AP AC

Client

AVE—DTARIZIPFRLARFEIYH T, 54T b, AC. BEIUVH—N\—DBEIZR|ZETES
CEEMERLETGERITERRLED).

FREER AV ERELET . #HdMIEWVSBRIDISPR AU EERLET
<AC> system-view

[AC] domain dm1
#ISPRACUAMIRDR—SIILA—F—DO—HILEREE. Al BLUTH I T T EERT S
[AC-isp-dm1] authentication portal local

[AC-isp-dm1] authorization portal local

[AC-isp-dm1] accounting portal local

[AC-isp-dm1] quit

# ISPRALAMIE T IAILEDISPR ALV ELTERELET

[AC] domain default enable dm1

R—BRILRELEBAHLETS

# IR—A )L WebH—/\—newptZF{E L . R—2)LWebH—/A—DURLE XD LS ITHERKLET .
http://192.168.0.111/portal

[AC] portal web-server newpt

[AC-portal-websvr-newpt] url http://192.168.0.111/portal
[AC-portal-websvr-newpt] quithttp://192.168.0.111/portal

# IAVYLRR—FIIZA TR TCREEFvIEEMLET,

[AC] portal host-check enable
#StLELVSRRIDY—ERTUTL—bEERLET,

[AC] wlan service-template stl

[AC-wlan-st-st1] ssid st1

# Y —EXTUTL—bstITEEIPVAR—2ILBIEEAR—TILICLET,
[AC-wlan-st-st1] portal enable method direct

# H—ERTUTL—bstlDR—42)LWebH—/\—newptZER—2 )LBIEAICEELE T,

[AC-wlan-st-st1] portal apply web-server newpt

[AC-wlan-st-st1] quit
A—AHILMACR—RAD I A VI R—ZILBIEHRELET,
# mtsEWVSIBRIDMACNAL T AT H—N—FEHLET,
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[AC] portal mac-trigger-server mts

# O—NILMACR—RAD VA IR—ZIEBiEE A+ —TLIZLETS,
[AC-portal-mac-trigger-server-mts] local-binding enable

#IR—AN A= —DEELS Ty DLELMEEZ1024000/ 31 MIRELET
[AC-portal-mac-trigger-server-mts] free-traffic threshold 1024000

# O—HAIMACT A IOV TAV T IUN) DIV T A LB 2AFITRELET
[AC-portal-mac-trigger-server-mts] local-binding aging-time 24
[AC-portal-mac-trigger-server-mts] quit

# Y —ERTUTU—IStUIIMACAA VT4V T H— N —mtsEIRELE T

[AC] wlan service-template stl

[AC-wlan-st-st1] portal apply mac-trigger-server mts
#H—EXTUTL—bstIZEMILET,

[AC-wlan-st-stl] service-template enable

[AC-wlan-st-st1] quit

#HTTPR—ZXDO—AILKR—F)IWebH—ERZERL. TOE2A—ICAVET,
[AC] portal local-web-server http

# R—RIIEBADT I+ ILNDERIER—I T 74 )L &L Tile defaultfile.zipZ 8 ELET (7
FAILDACDIL—bTALIR)ICHEET HIEERRLTZELY),

[AC—portal-local-websvr-http] default-logon-page defaultfile.zip
[AC—portal-local-websvr-http] quit
5. B—AlLi—H—%BELET,

# clientLEWVSBRBID R YT —OF7 O R A—H—%ERL. TDI—HF—D/I\RAT—K%
passwordlZERELET ., TL—UTXFAMNEKX TRESNE T,

[AC] local-user clientl class network
[AC-luser-network-client1l] password simple password
[AC-luser-network-client1] quit

#IBER—ZADKR—2ILI)—RBAILS IV22 KX EL T, R—2/ILA—F—HBIEELICDNSIZT
YR TEDLSICLET,

[AC] portal free-rule 1 destination ip any udp 53
[AC] portal free-rule 2 destination ip any tcp 53

6. (fE&E)client forwarding-location ap(1—H—F—4%%CAPWAPr R ILZEST (2, E
EVLANRZE T SRE)DIZE. U TOATURHNRBE,

[AC] portal host-check enable

REOHR

HMACNAL T4 H——mtsIZ T B1EHERRTLET,

[AC]display portal mac-trigger-server name mts Portal mac-trigger server:mts
Version: 1.0
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Server type: iMC

IP: 192.168.0.111

Port: 50100

VPN instance: Not configured

Aging time: 300 seconds Free-traffic
threshold: 1024000 bytes NAS-Port-Type:
Not configured

Binding retry times: 3 Binding retry
interval: 1 seconds Authentication
timeout: 3 minutes Local-binding:
Enabled

Local-binding aging-time: 24 minutes
aaa-fail nobinding: Disabled
Excluded attribute list: Not configured
Cloud-binding: Disabled
Cloud-server URL: Not configured

dA—H—I[&, H3C iNodeV 547 U hEl[EWebT S5O FEFERAL TR—FILBIEZETTEET . 32
:IEE;F?“ﬁmﬁbtxr%éo)li ZEER—Thttp://192.168.0.111/portal DH T , L—H—H 5D
FTRTOWebER(K, BER—DICUFALIRENTET, BEEZELI-R., 2 —F—ZthDRvED
—))— ZL?’]-!:X’C%&TOhttp://192.168.0.111/portal

RHOR—FIILEBETIH. —F—[Ea—H— %&/\Z'? FEANTHIVENHYET , 21— —
A ITSANRY  BERYNT—DIZT ORI B5E. A—F—FZFEL—F—RENRT—F%E
ANTEIRLEREHYFEE A,

#O—HILMACTHIUMNA T4 T TN IZET 21EHRERTLET,

[AC]display portal local-binding mac-address all Total mac-address number:1
Mac-addressUser-name
0800-2700-b43aclientl

#vlan-interface100 L DR—%2 )L 1 —H — (BT HEHRERTLET
[AC]display portal user interface vlan-interface100

Total number of portal users:1
Username: clientl

Portal server:

N/A State:

Online

VPN instance: N/A

MAC IP VLAN Interface
0800-2700-b43a 192.168.0.56 100 WLAN-
BSS1/0/1

Authorization information:
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DHCP IP pool: N/A
User profile: N/A
Session group profile:
N/A ACL number/name:
N/A

CAR: N/A

15']75'-7 PMACI‘U jj\ n:unIEo)EQJ:FE

Ry —HERL
E33(TRT &SI

ACIZDHCPH—/N\—&,L THEREL . OS5 AT U MITSAR—KPFRLRZEYHTE T, V54
FUMITSAR—MPFZRLREZERALTHR—2ILEBIEEEITLET,

59 RH—N\—I&, R—RIILEFH—/ — R—F)ILWebHT—/\— ELUVMAC/RIUT 1>
GH—IN—LLTHEELET,

ROBEH/EFB T EII2. 5 IRMACK) H—EBEEE R ELET

:L_-'j:_lis/-ﬁ ’)"}l/nquE’éFTHIJLI\ ’)'l)bWeb*f—/\—(_O)é‘}TﬁtZ’C‘%i"j‘o
A—H—IE R—FIIEBEEEZ (T -RICRINT—H) Y —RIZT VLA TEET , 2 —HF—IL,
A—HF—DBUAUFAUITEAIELIZEEIC, A—F—BFEIENRT—READETTR—
IR ERITETCENTEET,

B33 RrybT—OE

Vlan-int100

® 192.168.100.1/24 6

AP AC

Cloud server

Client
59K —IN—DERTE
#0asisT Sy I+—LTIE, ACHFE T TL—rZAuUth freeZ BRI L THEHKLETGEMITE

BLED).
ACOERTE
1. AVB—TzARIZIPFRLARZEIYL T, 9547 AC, BEUVY—/N\—DBEIZRZETSE

BHEEHERLET GERITEBLED),

BERMGR T — IR HRELE T,

#VLANL10OZERKLET . V547U MEIVLANIOOZ N L TTA VYL AR YR T =T V2 ALET,
<AC> system-view

[AC] vlan 100

[AC-vlan100] quit

#VLANA U A—D A RIZIPTRLRZEIY L TET GHEIFERLETD),
#DNSTOF L ZAR—TILIZLET,

[AC] dns proxy enable
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# DHCPZAMICLETY .

[AC] dhcp enable

#elientE LN B RTDDHCP7RL R T —)LEERILET
[AC] dhcp server ip-pool client

# BT Rvk192.168.100.0/124. M55 AT MZIIPPRL AZE|Y B TBHLSIZDHCPPRL AT —
WIOSATUNEHRELET,

[AC-dhcp-pool-client] network 192.168.100.0 mask 255.255.255.0
#AAFIVIEIY B THBIPTRLRX192.168.100. 1% FRNMLET
[AC-dhcp-pool-client] forbidden-ip 192.168.100.1
#7—hTATRLRELTL192.168.100.1%EELET
[AC-dhcp-pool-client] gateway-list 192.168.100.1
#192.168.100.12DNSH—/A\—FRLRELET,
[AC-dhcp-pool-client] dns-list 192.168.100.1

[AC-dhcp-pool-client] quit

# VLANA 22— 1A X100ICDHCP7RLRT— VIS4 T b EBRALET,
[AC] interface vlan-interface 100

[AC-Vlan-interface100] dhcp server apply ip-pool client
[AC-Vlan-interfacel100] quit

ROFIBIZHST, ISPRALUERELET

# cloudEWVWVSBRIDISPR AV EERLET S

[AC] domain cloud

#IR—INA—H—ITHUTERELE. R F BT I T4 T ERTLENELIICACERELE
ED

[AC-isp-cloud] authentication portal none

[AC-isp-cloud] authorization portal none

[AC-isp-cloud] accounting portal none

[AC-isp-cloud] quit

7 RMACK) T —8RREE R ELFET .

# WhsEWVS B RIDAR—2)LWebH—/N\—%ERLET

[AC]portal web-server wbs

# iR—4)LWebH—/3—wbs@DURLEL Thttp://oasisauth.h3c.comZEELET
http://oasisauth.h3c.com/

[AC-portal-websvr-wbs] url http://oasisauth.h3c.comhttp://oasisauth.h3c.com/
# R—BILWebHY—/\—DRATZoauth& L THEELET .
[AC-portal-websvr-wbs] server-type oauth

#R—RAIN DX TTATNANRBREEA R —TILIZLFET,

[AC-portal-websvr-wbs] captive-bypass enable
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# —BF /SR JL—ILEERFEL T, URLhttp://oasisauth.h3c.comZ 7Vt R T 51—HF—/\rybE—
BFRIZEFRTLE 9, http://oasisauth.h3c.com/

[AC-portal-websvr-wbs] if-match original-url http://oasisauth.h3c.com temp-pass

[AC-portal-websvr-wbs] quithttp://oasisauth.h3c.com/
# J3IEMACK) A —REEZ A r—TILIZLET,

[AC] portal mac-trigger-server abc

[AC-portal-extend-auth-server-abc] cloud-binding enable
# 5 RIR—AILEBEE Y —/\—DURLEL Thttp://oasisauth.h3c.comZiEELET .

[AC-portal-extend-auth-server-abc]cloud-server url http://oasisauth.h3c.com

[AC-portal-extend-auth-server-
abc]quithttp://oasisauth.h3c.com/http://oasisauth.h3c.com/

#StLEVWSARIDY—ERTUTIL—rEERLET,

[AC] wlan service-template stl

# Y —ERXTUTIL—bstIZENLTAUFAUITHED T4 7V MEVLANLIOOIZEIY B TET,
[AC-wlan-st-st1] vlan 100

# Y —EXTUFL—bstlDSSIDZcloudIZFRELET

[AC-wlan-st-st1] ssid cloud
#H—ERTUTL—bstITEER—2ILBHAEAMILET.
[AC-wlan-st-st1] portal enable method direct

HISPRAL ISR ER—F LRI AA L ELTHRELE T,
[AC-wlan-st-stl1] portal extend-auth domain extend-auth
#F—ERTUTL—rstIOR—B)LWebH—/\—wbsEEELFET
[AC-wlan-st-st1] portal apply web-server wbs
#H—ERTUTLU—FstLIIMACAA U T AT H—/N\—abcERELFET
[AC-wlan-st-st1] portal apply mac-trigger-server abc

HR—Z I D—F/NRZHHICL., —F/ XD EAMZ60FIZERELET .
[AC-wlan-st-stl1] portal temp-pass period 60 enable
#P—ERTUTL—hstIZBMILET,

[AC-wlan-st-stl] service-template enable

[AC-wlan-st-st1] quit

#ET JLWA2620i-AGNTAP Ivzhou-apZ{ERL . ZM ') 7 )LIDZ219801A0CNC123001072IZ
BRELET

[AC] wlan ap Ivzhou-ap model WA2620i-AGN

[AC-wlan-ap-lvzhou-ap] serial-id 219801A0CNC123001072
#radiolME 1—IZAYET,

[AC-wlan-ap-apl] radio 1
#H—EXTUFL—bstlZradiollZ/AAURLET,
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RE DFER

[AC-wlan-ap-apl-radio-1] service-template st1
#radiolZBHICLFET,
[AC-wlan-ap-apl-radio-1] radio enable
[AC-wlan-ap-apl-radio-1] quit
[AC-wlan-ap-apl] quit

HILEN—RDHR—FIL T —HRALIE LUV2E#EBRL T, R—2)L 21— —HEB5E %L TDNSH
—ERIZTHERATERLSIZLET,

[AC] portal free-rule 1 destination ip any udp 53
[AC] portal free-rule 2 destination ip any tcp 53

#({E&)client forwarding-location ap(L—H—7T—4%%CAPWAPLY R LZEEST I,
EEVLANAZETRE)DIZE. U TOIATUEARE,

[AC] portal host-check enable

#75'-7}:7'_\0 g}[/nn.. nIE-'j-_/\_o)/\IT Jf‘?}fn‘f'lﬁiﬁ’&ﬁTLﬁ?’

[AC] display portal packet statistics extend-auth-server cloud Extend-auth server : cloud
Pkt-TypeSuccessErrorTimeoutConn-failure REQ_ACCESSTOKEN1000
REQ_USERINFO1000

RESP_ACCESSTOKEN 1 0 0 0
RESP_USERINFO 1 0 0 0
POST_ONLINEDATA 10 0 0 0
RESP_ONLINEDATA 10 0 0 0
POST_OFFLINEUSER 1 0 0 0
REPORT_ONLINEUSER 2 0 0 0
REQ_CLOUDBIND 2 0 0 0
ESP_CLOUDBIND 2 0 0 0
REQ_BINDUSERINFO 1 0 0 0
RESP_BINDUSERINFO 1 0 0 0
AUTHENTICATION 2 0 0 0

R—

—RJLEBEETRIIC, A—H —(EHR—42JLFBEER—http://oasisauth.h3c.com(Z 0):7+7’]t'x

TEFET, A—HF—ISDTRTOWebERIL, R—RIILBIER—JICVEALIPEINET , R—
WRIEFET E. 22— —FHOoRrYET—91) ‘J—ZLTO-lzZ’C?—_?i?’O
http://oasisauth.h3c.com/

d—

H—F. RYDBIAED-OICA—HF—BENRRT—FEANTIRENHYET , —F—H'F

TIAUNIRY AU FAVITEAEIET HE, A—F—RENRRT—FEANLLELTHRYENT =TV
—RICEETIEATEFY,

#HI R TOR—FINA—F—ICEHT HIFHERRLET,
[AC] display portal user all

Total portal users: 1

Username: clientl

AP name:

Ivzhou-ap Radio
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ID: 2

SSID: WXauth
Portal server:

N/A State:

Online

VPN instance: N/A

MAC IP VLAN Interface
582a-f776-8050 192.168.100.3 100  WLAN-
BSS2/0/5

Authorization information:
DHCP IP pool: N/A
User profile: N/A
Session group profile:
N/A ACL number/name:
N/A Inbound CAR: N/A
Outbound CAR: N/A

15“ QQ munIE@?I'f—’)'Ul/"j'l‘l'f—l* EQEE

RYST—D1ERL

AR &4

FIR

K34IZRT K312, ACIEDHCPH—/N\—ELTHEBEL . V5 AT UM TSAR—KP7ZRLRZE|Y Y
'Ci?' 7747/[’";707’(/\ I~IP7FDZ§1§F§LTQQMnfh%%ﬁ'bij'

ROBHEHE-FT EI12. QQEBIEDR—2IL Y HR—rEHRELET,

o  USATUMEIQQRIAEET AICQQER Y —/\—ICLA TV ERTELLY,

o  UTATUMNEIQQREAEZ T, thDRYLT—D)Y—RIZTIVERT HIEMNTEET,
B34 xRy —HH

QQ server

Vian-int100
® 192.168.1,1/24 é Viandnt200 ‘
AP AC

Client

R—RIERAR—UFREL. QQRRIVEOT A R—UITEMLET  BAR—TF . Zip77 A
JVIZIE#EL . FBEER—DIT7AMILEACDIIL—bTALIMIZRELET . COHITIL, 774 )Labe.zip
ZEALET .

1. AVB—TzARIZIPPRFLRZFEIYLET, 9547k AC. BEXUVQQH—/N\—MELNZE|E
TELHEEFHERLEFT (GEMISERRLED),

2. ERHGRIT—UBBEEZRELET
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#VLAN1OOZERLET . ¥T14 7V MMEVLANIOOZE L TIA VLAY T —IIZF I 2RALET
<AC> system-view

[AC] vlan 100

[AC-vlan100] quit

# VLAN200Z1ERELE T, ACIZZ DVLANENATIZfEAL . DHCPEALT/NTYvIIPPRL X%
mB{LES,

[AC] vlan 200

[AC-vlan200] quit

# VLANA U A—JzA RZIPTRLRAZEIY B TET GERITERLET).
#DNSTEF L&A F—TILICLET,

[AC] dns proxy enable

# IP7RL R192.168.1.1%R—4 )L WebH—/3—Ivzhou.h3c.comD R ALV B IZIVEL T LET,
[AC] ip host Ivzhou.h3c.com 192.168.1.1

# DHCPZHERIZLEY,

[AC] dhcp enable

# client& WV S B RTDDHCP7RL AT —ILEERLET

[AC] dhcp server ip-pool client

# H T 3vh192.168.1.0/24MB 54T U MIIPTRLRZEE|Y Y THLS51Z, DHCP7
FLRT—=IWISAT N ERELET,

[AC-dhcp-pool-client] network 192.168.1.0 mask 255.255.255.0

#AAFIVIEY B THDIPTRLR192.168.1.1. 1% LFET,
[AC-dhcp-pool-client] forbidden-ip 192.168.1.1
#7—hTATRLRELTL192.168.1.1%EELFET .

[AC-dhcp-pool-client] gateway-list 192.168.1.1

#192.168.1.1 ZDNSH—/\—FKL RIZLET,

[AC-dhcp-pool-client] dns-list 192.168.1.1

[AC-dhcp-pool-client] quit

# VLANA > 2—J 1A X100ICDHCP7RLRT— )L IS4 T b EBEALET,
[AC] interface vlan-interface 100

[AC-Vlan-interface100] dhcp server apply ip-pool client
[AC-Vlan-interface100] quit

# ACL2000Z X FEL. HT1rvk192.168.1.0/240 HF BT B/ 4y IFEHF R T 5 IL—ILEER
LEd,

[AC] acl basic 2000

[AC-acl-ipv4-basic-2000] rule permit source 192.168.1.0 0.0.0.255
[AC-acl-ipv4-basic-2000] quit
#IP7RLADERIFICDHCPZEERA T S L IITVLANA VA=D1 A X200 R ELET .
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[AC] interface vlan-interface 200
[AC-Vlan-interface200] ip address dhcp-alloc

# A B —TTAAVLANA A —D 14 X200 TEasy IPZERALET7 IRV RNATEZA R—T L
IZLFET,

[AC-Vlan-interface200] nat outbound 2000

REEF AV EERLES,

# extend-auth& WS RIDISPR ALV EERKLFET
[AC] domain extend-auth

# TR’ ’)-l}b:l- -'j- @nluu N I:Ill.,\_-l- if,li773'7/74/7 E ?TL’JL\325(:7_'\\/§’(Z€'§§E
LFEY,

[AC-isp-extend-auth] authentication portal none
[AC-isp-extend-auth] authorization portal none
[AC-isp-extend-auth] accounting portal none
[AC-isp-extend-auth] quit

QQFFLZHREY %!

#R—4B )L WebH—/N\—DURLEL Thttp://192.168.1.1/portal #5ELE T
[AC] portal web-server wbs

[AC-portal-websvr-wbs] url http://192.168.1.1/portal
[AC-portal-websvr-wbs] quithttp://192.168.1.1/portal
# QQEREEY —/N\—Z R T B,

[AC] portal extend-auth-server qq

[AC-portal-extend-auth-server-qq] quit
#stLEWVSIY—ERTUTL—MEERLET,

[AC] wlan service-template stl

# Y —ERXTUIL—bstIZENLTAUSAUITB T4 7V MEVLANLOOIZEIY B TET,
[AC-wlan-st-st1] vlan 100

# H—ERXTUTL—hstlDSSID#Fservicel TR ELET .
[AC-wlan-st-st1]ssid service

#H—ERTUTL— I TEER—ZILBAIZENICLET,
[AC-wlan-st-st1] portal enable method direct

# QQEREEFAMFRREF A1 ELTISPR A ALERFRREFIEELE TS
[AC-wlan-st-st1] portal extend-auth domain extend-auth

# H—E XTI —bstlOR—E)LWebH—/3—wbsZEIEELET .
[AC-wlan-st-st1] portal apply web-server wbs
#H—EXTUIL—bst1EHHMILET,

[AC-wlan-st-st1] service-template enable

[AC-wlan-st-st1] quit
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BEOR

# T JLWA4320i-CANZ{E FAL TAP aplZERLL. ') 7 )LID%210235A29G007C0000201Z5%
ELFET,

[AC] wlan ap apl model WA4320i-ACN
[AC-wlan-ap-ap1l] serial-id 210235A29G007C000020
#radiolME1—ICAYET,

[AC-wlan-ap-ap1] radio 1

# H—ERXRTU T —bstlZradiollZ/ N\ AU FLET,
[AC-wlan-ap-apl-radio-1] service-template stl
#radiolZAMICLET,

[AC-wlan-ap-apl-radio-1] radio enable
[AC-wlan-ap-apl-radio-1] quit

[AC-wlan-ap-apl] quit
# HTTPR—X D BA—A)LR—F)LWebH—E REERL. TDE1—ICAVET,
[AC] portal local-web-server http

# O—HILIR—FILERSER DT IAILRREER—STD7A4ILEL T, T74AIL
defaultfile.zipZ$g ELE T, (F7AILHBACDIL—hTALIM)IZHEETHIEEHERL
TLEEELWY,)

[AC-portal-local-websvr-http] default-logon-page defaultfile.zip
[AC-portal-local-websvr-http] quit

#BRER—ZADR—RIILI)—HALB LV2EHEL T, R—2/IL 21— —H B ELICDNSE B
FTABLIITHOEARATESLERSIZLET,

[AC] portal free-rule 1 destination ip any udp 53
[AC] portal free-rule 2 destination ip any tcp 53

#(1EE.)client forwarding-location ap(1—H—7—%%CAPWAPr> R LEEST I,
EEVLIANNZEBIRE)DHE. LTOITUFIRE,
[AC] portal host-check enable

#gﬁﬁ/{_xo)ﬂ_{,_g}bjIJ_;EEIJ3BJ:U4§E£T£L/—C~ TR g)l/l_-'j- 75\:1".. nIEt:LL/I QQu:L. nIE
Y—N—ZF I EATEDLIIZT B,

AC] portal free-rule 3 destination *.qg.com
[ p aq

[AC] portal free-rule 4 destination *.gtimg.cn

#QQFREE Y —/N\—IZB T D EWERTLEY

[AC] display portal extend-auth-server all

Portal extend-auth-server: qq

Authentication URL : https://graph.qg.com

APP ID: 101235509

APP key: **xxxx

Redirect URL: http://oauthindev.h3c.com/portal/qqglogin.html

http://oauthindev.h3c.com/portal/gglogin.html

115


http://oauthindev.h3c.com/portal/qqlogin.html

151 2

FIAEETHIIC, 2 —H—[FR—2ILEBIERX—http://192.168.0.111/portal D H T I AT
%i‘é‘ A—HF—hoDTRTOWebERIFR—FIBIER—DICYFALIRENET  R—4

IVEBEER—U TQQERRRER AV E Vv YT 5L, A—H—IXQQREER—VIZUFT AL IRENFE
T.QQBIAZET L. A —V—FHDORYENTDT—HVYY—RIZTIVERRATEET,
http://192.168.0.111/portal

# T RTOR—FIINA—F—C BT HEHRERTLET
[AC] display portal user all

Total portal users: 1
Username: 00-00-00-00-00-01
AP name:
apl Radio
ID: 1
SSID:servi
ce
Portal server:

N/A State:
Online
VPN instance: N/A

MAC IP VLAN Interface
0015-e9a6-7cfe 192.168.1.2 100 WLAN-
BSS1/0/1

Authorization information:
DHCP IP pool: N/A
User profile: N/A
Session group profile:
N/A ACL number/name:
N/A

CAR: N/A

%)‘ }l/nlb\nlEo)’_I_:_Q}l/ﬂ-/_l_:_l\ ;QEE

RYNT—DRERR

K35I27 R &SI, ACIEDHCPH—/N\—EL THEBEL . V5A T U MITSAR—KP7RLRZE|Y ST
F9, 95AT7UMETSAR—MP7RLAZFEALTEFA— LRI EETLET,

ROBEHEHET-FT LI BFA—ILRBAEDOR—FIL Y R— EERLET,
L] 77’{7/"[j:s nl..nl—télj#-d-ﬁ”' E?" )I/nl..n #_IQ_‘—G)J"TatZ-G%aE-g-o
o USATUMNEBIEC/RALz. hDRYRT—H)Y—RICTVERATEET,

B35 rykT7—OK
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Mail server
Vlandnt100

@ 102.168.1.124 é Vian-int200

AP AC

Client
A& H
R—FIBIAR—TVEB IV EFA—INWRIR—CEREL. EFA—IRBIARIVEZR—2)L054
R=U[TEMLET, BIAR—TF Zip77AIVIZESHEL, BBEER—SIT7M/ILEACD IL— T ALK
JIZRELET, COBITIE, 774 )labe.zipFERALTLVET,
FIig

1. AVE—DzARIZIPFRLARZEIYHT, 9547k AC. BEUVA—ILH—/\—DBEIZE|
ETELHELAERLETT GEHIZABLES),

2. EBEAXMGRYNT—ORREZHRELET .
HVLANL100ZERKLET . V547U MEVLANIOOZ ML TITA VYL RR YT =T I ALET,
<AC> system-view
[AC] vlan 100
[AC-vlan100] quit

# VLAN200ZERLET . ACIENATIZVLAN200Z{#EAL . DHCPEMNLT/ATYyHykT—
OF7RLREBMBLET,

[AC] vlan 200
[AC-vlan200] quit

# VLANAUA—DJ A RIZIPPRLRZEY S TES (FEMIFABLET) . #DNSTOXF S Z A R —
TIIZLET,

[AC] dns proxy enable

# R—A )L WebH—/ \—www.mail.comD R AL Z EIPFRL X192.168.1. 1D DT vEL S
¥ LET . http://www.mail.com/

[AC] ip host www.mail.com 192.168.1.1http://www.mail.com/
# DHCPZARICLET .

[AC] dhcp enable

# client&WVSBETDDHCP7RL AT —ILEERLET

[AC] dhcp server ip-pool client

#HT32vk192.168.1.0/240 55954 F U MIIPPRLRZEE|Y B TS LS. DHCPFPRL A T—
IWOSATNEERTELET .

[AC-dhcp-pool-client] network 192.168.1.0 mask 255.255.255.0
#EAFIVIEY B THLIPTRLR192.168.L.1%RNMLET
[AC-dhcp-pool-client] forbidden-ip 192.168.1.1

# 7 —hoTAF7RLRELTL92.168.L1%HEELET .
[AC-dhcp-pool-client] gateway-list 192.168.1.1
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#192.168.1.1%DNSH—/N\—F7RLRELTHELET,
[AC-dhcp-pool-client] dns-list 192.168.1.1

[AC-dhcp-pool-client] quit

#VLANA 2 B—J 1A Z100IZDHCP7RLRT— L IS4 7 U EBERALET .
[AC] interface vlan-interface 100

[AC-Vlan-interface100] dhcp server apply ip-pool client
[AC-Vlan-interface100] quit

#ACL2000ZFZEL . T #wh192.168.1.0/24 0 5@ BT B/ Ny b= 1T EFRI I B IIL—ILEERR
LEd,

[AC] acl basic 2000

[AC-acl-ipv4-basic-2000] rule permit source 192.168.1.0 0.0.0.255
[AC-acl-ipv4-basic-2000] quit

# IP7RLZADERIGICDHCPZEMAT 5L IITVLANA U A—T 1A R200&_ELET
[AC] interface vlan-interface 200

[AC-Vlan-interface200] ip address dhcp-alloc

# AB—DTTAAVLANAVA—T A A200TEasy IPEZ#FERALE=7IMAYURNATEA R —T L
IZLET,

[AC-Vlan-interface200] nat outbound 2000

[AC-Vlan-interface200] quit

ROFIEICHST, ISPRASVERTELET,

# extend-auth& WL\ B RIDISPR ALV EERRLET

[AC] domain extend-auth

# ACHR—AIN A—HF—DFREE. BBl £EXTh O T4 T ERTLEVELSIZERELET,
[AC-isp-extend-auth] authentication portal none

[AC-isp-extend-auth] authorization portal none

[AC-isp-extend-auth] accounting portal none

[AC-isp-extend-auth] quit

BFA—IEBRIERELET

# IR—4H)LWebH—/3—wbs@®URLEL Thttps://192.168.1.1/portal&E 5 ELE T
[AC] portal web-server wbs

[AC-portal-websvr-wbs] url https://192.168.1.1/portal

[AC-portal-websvr-wbs] quit

# BFA—IVERRE Y —N\—ZERLET,

[AC] portal extend-auth-server mail

# BEFA— BN TORIILELTPOPIE L UIMAPEIEELET .
[AC-portal-extend-auth-server-maillmail-protocol pop3imap

[AC-portal-extend-auth-server-mail]quit
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#StLELSRRIDY—ERTUTIL—rEERLET,

[AC] wlan service-template stl

# Y —ERTUTL—bstlZNLTHUSA VD547V hEVLANLIOOIZEIY L TET,
[AC-wlan-st-st1] vlan 100

# H—ERXTUTL—kstlDSSID#Fservicel[ZFRELET

[AC-wlan-st-st1] ssid service
#H—ERTUTL—bstITEER—ZILZIAEEHNILES,

[AC-wlan-st-st1] portal enable method direct

# BF AR DRBIER A ELT, ISPRASL DILREBIHAEIEELET
[AC-wlan-st-st1] portal extend-auth domain extend-auth

# B —EXTUTL—bstlDR—2)LWebH—/A\—wbsZEIEELFET
[AC-wlan-st-stl1] portal apply web-server whs
#H—EXTUTL—bstIZEHMILET,

[AC-wlan-st-stl] service-template enable

[AC-wlan-st-st1] quit

# ET JLWA4320i-CANTAP aplZ{ERL. )7 ILID%210235A29G007C000020I<%ELET o
[AC] wlan ap apl model WA4320i-ACN

[AC-wlan-ap-ap1l] serial-id 210235A29G007C000020
#radiolME1—ICAYET,

[AC-wlan-ap-apl] radio 1

# H—EXToTL—bstl#FradiollZ/A\fURLET,

[AC-wlan-ap-apl-radio-1] service-template stl

# radiolZzBMICLET

[AC-wlan-ap-apl-radio-1] radio enable

[AC-wlan-ap-apl-radio-1] quit

[AC-wlan-ap-apl] quit

# HTTPSR—ZAMA—ALR—FILWebH—E RZERL. TOE21—IZAYET,
[AC] portal local-web-server https

# O—HIR—FILEERDT IHILEDFEFER—DT74ILEL T, 774 )Ldefaultfile.zipZ$E5E
LETO7MILDBACDIL—bTALIMIIZHFET DI EEHERLTIZEL),

[AC-portal-local-websvr-https] default-logon-page defaultfile.zip
[AC-portal-local-websvr-https] quit

#IER—ZADR—RIILT7)—HBHEILB LV2EEHEL T, R—2/ILA—F—H B ELICDNSIZT
JEATESLESIZLET,

[AC] portal free-rule 1 destination ip any udp 53
[AC] portal free-rule 2 destination ip any tcp 53

#(EE)client forwarding-location ap(L—H—F —42%ZCAPWAPrY RILZEST I,
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EEVLANAZETRE)DHZE. U TOIATUEARE,
[AC] portal host-check enable

REDHER
#EE.%)( )l/nll.:\n ﬂ_li_‘:&ﬂ_d-éll‘ﬁ*ﬁgiﬂ_:bi?o

[AC] display portal extend-auth-server mail Portal
extend-auth-server: mail
Mail protocol: POP3 IMAP

PREEEE T RIIC, A —H—(ER—FILERFER—http://192.168.0.111/portal 2D H T VLR TEET,
A—HF—HoDTRTOWebERKIE, R—FILEBIER—DITYFALIMESNET, A—HF—HHR—4

nnunl—t’\ V@%%% :.u:IE'R’)"/’&7'JJ7T%>& ad— "j-_'¢EE.¥)L nnunEA_V'~IJg4I/
7#3#&%%%%— miEé,F's“t A—H—[FfDORYrT—H)Y— 7\! THOERATEET,
http://192.168.0.111/portal

HIRTOR—F)NA—F—IC BT 5FEHRERTLET .
[AC] display portal user all Total

portal users: 1
Username:
user AP name:
apl Radio ID: 1
SSID:service
Portal server: N/A

State: Online

VPN instance: N/A

MAC IP VLAN Interface
0015-e9a6-7cfe 192.168.1.2 100 WLAN-BSS1/0/1

Authorization information:
DHCP IP pool: N/A
User profile: N/A
Session group profile: N/A ACL
number/name: N/A
CAR: N/A

R—RIDZT IV a—Ta29
J-_-US_':JT.H/—C;I_\ gjl/nlb\ IE/\O_“\iJ\j‘J/:Lé*L&L\
fER

A—H—MRIMCIR—FILEBEE Y — /" — (TR AL IPENBIGE . R—RILEBER—DF (XIS —Avt
— DA —IZHLTRRTSNFERE A AT AR—JEEHTT,

¥y
R—=BITIERATNARIZRESN TS —ER—FILRBEE Y —/N\—([CERESNTNSF—HF
BLTWET, ZOHER. N YEDORIENEKEL, R—FILEBEEH —/N\—TRAR—C DR ELEIE
ELET,

fRRE
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R—BIW RIS —/NN—[CF—DERESNTVDINESIHERERTBIZIE. TV ERT AL RADKR—4

BRI —/N\—E21—TINaTURERTLET,

o FHABEINTULAWMESF. ELLVXF—ZRELET,

o  FAREINTWAIGEIE R—FILEBEEY—/\—E 1—TipF=(Lipv6av U FEFERALTH
—RBETIN. FEER—BLBIES—N—LDTIERAT AL RAAICRESNTNDF—%
BELET,
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