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DHCP server

AP

Switch LDAP server
192.168.0.112/24

Client AC
2222024 Wlan-int100
Gateway - 2.2.2.1/24 221.1724
Vam-int200
2221524

HIRFESLIUVHIS1Y

LDAPH—/N\—ZFERALTA—NILR—2ILEBEERET DB EE. ROFHFES LUH A
FSAUNIZREDTIEELY,

FIE
ACD

1.

TNAZADEE(CRIZETERLIICIN—TAUTEHRELET,
APDEE/ARILIZRTRSN TSI UTILIDEFERLT, APEIEELET,

FREIR—UEREL. ZipZ7AILIZEHEL(C OB TlXabe.zipZE ). ACHCIE MK
DIL—bTALOMIZT7ANETYTA—KLET, ACTIX. ZOT7AILETIAILE
DIBER—DIT7AIVELTHRET DL ENHYET,

TIHIWEDRIR—DT7AIWNEERTTBHICIE, ZPDICUndoFRITTIDENHYET,
default-logon-pagea~Y U RZEFEAL T, FILWT IAIRRIR—CI7 M IILEIRELE T,

= o

axX ;&

VLANBLUA U E—TTA RDETE:

#VLAN100$ K UVLAN-interface 1001 L E T . VLANA U A—T A RIZ
#IPZRLRZE|Y Y TES , ACIZZDIPFRLAZERL T, APEDCAPWAP
# bRV EHILET,

<AC> system-view

[AC] vlan 100

[AC-vlan100] quit

[AC] interface vilan-interface 100
[AC-Vlan-interfacel00] ip address 2.2.1.1 24
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[AC-Vlan-interface100] quit

#VLAN200# & UVLAN-interface200&4ERLE T . VLANA 22— A/ RI(Z
#IP7RLRZEEIYETET . COVLANIETA VYL RISATUNT IR
#ERASINET,

[AC] vlan 200

[AC-vlan200] quit

[AC] interface vlan-interface 200

[AC-VlIan-interface200] ip address 2.2.2.1 24

[AC-Vlan-interface200] quit
#GigabitEthernetl/0/1( R A Y FIZHEHR SN TWNSR—RNEF LS IR—RELT
# BELET , R—PFEVLANL100E & UVLAN200IZERELET

[AC] interface gigabitethernet 1/0/1

[AC-GigabitEthernet1/0/1] port link-type trunk

[AC-GigabitEthernet1/0/1] port trunk permit vlan 100 200
[AC-GigabitEthernet1/0/1] quit

LDAPRF—LZEEHALET,

#ldapELVSERTDLDAPH —/N—ZERL. ZDE1—IZAVET,

[AC] Idap server Idap

HEBEDDNEZIEELET,

[AC-ldap-server-ldap] login-dn cn=administrator,cn=users,dc=Ildap,dc=com
#1—HF—RERDN—XDNEIEELET .

[AC-Idap-server-ldap] search-base-dn dc=ldap,dc=com
#LDAPH—/\—DIP7RLRZEELET

[AC-ldap-server-ldap] ip 192.168.0.112

HEBENRT—FEEELET,

[AC-ldap-server-ldap] login-password simple 123456
[AC-ldap-server-ldap] quit

#ldap&ELV S B RIDLDAPR X —LEERL. EDE1—ZFAHLET,

[AC] Idap scheme Idap

#ldapZLDAPEREE Y —/\—E,LTIRELET

[AC-ldap-ldap] authentication-server Idap

[AC-Idap-Idap] quit

#ldapEWVSBRTDISPRASUEERL, TOEA—EANLET,

[AC] domain Idap

#ISPEAS UldapHDHR—R)IL A—HF —[ZX LT, BBEEARXELDAPELTEREL.
# RIS LUVT OO T10T AR EnoneELTERELET

[AC-isp-ldap] authentication portal Idap-scheme Idap

[AC-isp-ldap] authorization portal none

[AC-isp-ldap] accounting portal none

#ISPR AL ldap®D 1—H —IZx L Tidle-cutiREZ #BRLET . 1—H'—D
# 85749 0D 15 TL024NA M REDHZRIF, 21— —&0JT7IMET,
[AC-isp-ldap] authorization-attribute idle-cut 15 1024

[AC-isp-Idap] quit

R—RILBREEBRLET .
#newptEWVSZRIDR—2)LWebH—/A—FERHL . —/S\—DURL%E
#ROFSIHEELET,

[AC] portal web-server newpt

[AC-portal-websvr-newpt] url http://2.2.2.1/portal
[AC-portal-websvr-newpt] quit

#O—HNILR—FIHY—ERZB/ LT HTTPR—XDOA—AJLR—% )L Web
#H—ERE2—%RBALET .



http://2.2.2.1/portal

[AC] portal local-web-server http
#T IA IR DRBIER—TT74 )LEabe.zipbLTHRELET (CDIT7AILIE.
# ACORBBEADIL—TALIMIZT TITHEELTWDRELHYET).
[AC—portal-local-websvr-http] default-logon-page abc.zip
[AC—portal-local-websvr-http] quit

4. #IBER—RDR—F)ILI7)—HRALIB LUV2ZFZELT. R—2)L 21— —HEREELIC
DNSIZ7 V2R TESLIIZLET,
[AC] portal free-rule 1 destination ip any udp 53
[AC] portal free-rule 2 destination ip any tcp 53

5. TAVLARAY—ERZERDIIIEELET,
# StLELVSBRIDY—ERTUTLU—FEERL. ZDE2L—ZFAALET,
[AC] wlan service-template stl
#H—ERTUTL—bDSSIDZEservicek LTRELFET .
[AC-wlan-st-st1] ssid service
#F—ERTUTL—rEERLTA UM U155 9547 2 MEVLAN200I
#EYHTES,
[AC-wlan-st-st1] vlan 200
#R—FIILDEERIAEADILET,
[AC-wlan-st-st1] portal enable method direct
#HIR—ARIVEBFER A/ % IdapbL TRERRLET .
[AC-wlan-st-st1] portal domain Idap
#Y—E XTI —hTHR—42/)LWebH—/\—newptZE ELET
[AC-wlan-st-st1] portal apply web-server newpt
#H—ERTUIL— EBICLET,
[AC-wlan-st-st1] service-template enable
[AC-wlan-st-st1] quit
#officeap& L\ IR RIDT VEARAUNEERLET . TV ERARAIUEDETILE
# T IVIDERELET
[AC] wlan ap officeap model WA560-WW
[AC-wlan-ap-officeap] serial-id 219801A1NM8182032235
# radio2ME1—[CAYET,
[AC-wlan-ap-officeap] radio 2
# H—ERTUTL—bstlZradio2l2/A(URLET,
[AC-wlan-ap-officeap-radio-2] service-template stl
[AC-wlan-ap-officeap-radio-2] radio enable
[AC-wlan-ap-officeap-radio-2] quit
[AC-wlan-ap-officeap] quit

AAYFDEXTE
#VLAN1OOZERLET . R/ YF(XZDVLANZEHL T, ACEAPBIMDCAPWAP
bRV LTS D4 %FERELET
<Switch> system-view
[Switch] vlan 100
[Switch-vlan100] quit
#VLAN200ZERLE T . RAYFIXTDOVLANEZERHL T, T4V LRISA Tk
# DS T4 0EEELET,
[Switch] vlan 200
[Switch-vlan200] quit
#GigabitEthernetl/0/1(ACIZHEH SN TS R—MZERS U OR—rELTHRELE,
# S OR—REVLAN100E K UVLAN200IZEIY HTET,

[Switch] interface gigabitethernet1/0/1
6



[Switch-GigabitEthernet1/0/1] port link-type trunk
[Switch-GigabitEthernet1/0/1] port trunk permit vian 100 200
[Switch-GigabitEthernet1/0/1] quit
#GigabitEthernet1/0/2(APIZ#&#i SN CTLVDR—RN)E TV AR—rELTHRELE T,
#7 D AR—r%EVLANL0OIZEIY HTET,

[Switch] interface gigabitethernet1/0/2
[Switch-GigabitEthernet1/0/2] port link-type access
[Switch-GigabitEthernet1/0/2] port access vlan 100

# 7 A R—bDPOE #HXIZT %,
[Switch-GigabitEthernet1/0/2] poe enable
[Switch-GigabitEthernet1/0/2] quit
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client forwarding-location apDHZE DT E A

TI74IETIE, TNNARIFARPIUN)DHIZHSTIA VYL RAR—RIIZAT

rDENEEFIVILET AP ISAT NS T4V IFEET HTA VL RS
YT —HTl&. ACIZIXOSATURDARPIV R BHYER AL, LE=A-T, AC

[FARPIVR)ZEFEALTR—RINISATULDEMNEEERTEEEA, B
A—H—HR—RIIEBEEFEITTEDLIITTBIZIL. ACTITANVLRISAT Uk
DENEFVIEENTILENHBYET,

COMREIZEKY ., ACIE, WLANRX—E VS T—T )L, DHCPRX—E S T—TIL. &
KUPARPT—TI IV TUSATUMERERE T HILITEY . VSATUMERIETEET,
DSATUMERNEET BHE . ACIEZUTAT UMD R—2ILBIEICAE S THHEH

WILET . COMEEE AT BIZIIUTOATUREAALET,

Ok
[AC] portal host-check enable

LDAPYH—/\—®D L TE
Z D TIX. Microsoft Windows2003Server Active DirectoryZ{& FL T, LDAPYH
—N\—LDERERLET,

1. aaa&l\VS&RD1—F—%FEBMLET,

a. LDAPH—/\—T. Start > Control Panel > Administrative Tools M JIE[Z:&
RLET .

b. Active Directory Users and Computersz4 7 LY vILET .
Active Directory Users and Computers™ 74> Ko hBEET,
c. TEF—L3v1)—T, Idap.com/—FD T DUserzo)vILET,

d. A*=a—pH5Start > Control Panel > Administrative ToolZ&{RL T, 1—
H—%BMNTE=ODFATATRYIREREET,

e. OJA & ELTaaal ASIL, NextED)vILET,



E2 12— —aaa®iBEin

MNew Object - User

g Create i 1dap.com/Users

First name: Iaaa |mitials: I

Last name: I

Full name: Iaaa

Uzer logon name:

Iaaa I@ldap. com j

Uszer logon name [pre“windows 2000]:
| LDap, [saa

< Back I Mewut » I Cancel |

f. #4705 KRyH AT, passwordlZ123456 A AL BEIZIHLTAH TV ay
#&IRL T, NextZ9)vILFET,

B3 12— —D/I\RT—KDERE

New Object - User

g Create i ldap comdUsers

Pazzword: I-nnu--n

LConfirm pagzword: Iu- TITIIIL

W ser must change password at next logon
[™ User cannot change password
[~ Password never expires

[T Account iz dizabled

< Back I Meut > I Cancel |

g. OKEY)YILEY,
2. dA—Y—aaarx1—H¥—45 )L—FUsersIZBIMLET,
a. TEF—L391)—7T, Idap.com/—FD T DUsersz5')voILET,

b. BERAU T, A—H—aaaxH¥')v/L. Propertiesz:ERLFET,
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c. FAT7AYTRYIRAT, memberzI%9")voL., AddEI)vILET,
H4 Aa—Y—TR/IRT1DEE

Femaote contral | Terminal Services Profile | COk+
General | Address I Account I Frafile I Telephones I Organization I
tember OF I Drial-in | Erivironment Sessions
tember of:
Mame Active Directory Folder

Dornain Users Ihap comilsers

Add... | Bemove |
Primary qroup: Domain sers
B e | There iz no negd to ch;lnge Frimary group unless
= & s you have Macintosh clients or POSE-compliant
applicationz.

0k I Cancel | Zpply

d. Select Groups¥ 47 B4 7Ry~ X T, Users in the Enter the object
namesZ4—JLFICUsersE AALOKZE S v ILET,

d—4H—aaah\¥ IL—FUsersIZEBMEShET,
B5 Users¥ IL—FAD1—H—aaaiBM

Select Groups EE3

Select thiz object pe:

IGrDups or Built-in gecurity principals Object Types...

Erom thiz locatian:

I Iclap.com Locations. ..

Enter the object names to zelect [examples]:

4

Uzers LCheck Mames

Advanced... | ] I Cancel

3. BEEBNRT—FH#HELET,
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a. BAlORAL2 T, A—H —AdministratorzG49")v-L . Set Passsword%
RLET,

b. FA7ATHRYIRT, EBE/NRT—FEZANLETGEEMITERBLED),

1 — =
=X TE DHESE
#IAVLRYSAT U TIERE DWebT S5V HEREET  PRLRN—IZIPTRFLR%E
#ANL, Enter¥—%HLES , R—FILERAR—O W BEFE TS, 1—HF—%Faaal
# /NAT)—R123456% A S1L. LogonZ&9') v LET , A—H —aaaldFBEEICAIILELT=,
#A LS4 UIR—E I A—HF—EACIZRRLET,
<AC> display portal user all Total portal users: 1 Username: aa
AP name: officeap Radio ID: 2 SSID: service
Portal server: newpt State: Online
VPN instance: N/A

MAC IP VLAN Interface
2477-0341-f118 2222 200 Vlan-interface200
Authorization information: DHCP IP pool: N/A

User profile: N/A

Session group profile: N/A ACL number: 3777

BRO7AIL
AC:

#
vlan 100
#
vlan 200
#
wlan service-template stl
ssid service
vlan 200
portal enable method direct
portal domain Idap
portal apply web-server newpt
service-template enable
#
interface Vlan-interface100
ip address 2.2.1.1 255.255.255.0
#
interface Vlan-interface200
ip address 2.2.2.1 255.255.255.0
#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vilan 100 200
#
ldap server Idap
10



login-dn cn=administrator,cn=users,dc=ldap,dc=com
search-base-dn dc=Idap,dc=com
ip 192.168.0.112
login-password cipher
$c$3$CEZ2vKCNA2/51D8rFc/+nTNtOX8Gan+81Q==
#
|dap scheme Idap
authentication-server ldap
#
domain Idap
authorization-attribute idle-cut 15 1024
authentication portal ldap-scheme Idap
authorization portal none
accounting portal none
#
portal web-server newpt
url http://2.2.2.1/portal
#
portal local-web-server http
default-logon-page abc.zip
#
portal free-rule 1 destination ip any udp 53
portal free-rule 2 destination ip any tcp 53
#
wlan ap officeap model WA560-WW
serial-id 219801A1NM8182032235
radio 2
radio enable
service-template stl
#

» Switch:

#

vlan 100

#

vlan 200

#

interface GigabitEthernet1/0/1
port link-mode bridge
port link-type trunk
port trunk permit vian 100 200

#

interface GigabitEthernet1/0/2
port link-mode bridge
port access vian 100
poe enable

11
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( flash:/defaultfile.zip )

WX1840HMDFlashZ# L —®D 77 A LI (ZZIZdefaultfile.ziphT 74+

ILWETALTEYET)
<WX1840H>dir
Directory of flash:
0 -rw- 148520960 Jun 04 2021 21:53:10 WX1840H-CMW710-
R5441P02.ipe

1 drw- -Jul 07 2021 16:19:41 apimge

2 -rw- 6417408 Jul 07 2021 16:13:55 boot.bin

3 drw- - Jul 04 2020 01:01:19 command

4 drw- - Mar 28 2021 14:18:05 core

5-rw- 261508 Jul 07 2021 20:55:48 defaultfile.zip
6 drw- - Nov 05 2019 22:01:41 diagfile

7-rw- 262878 Jul 07 2021 20:55:48 facebook.zip
8 -rw- 1463296 Apr 08 2021 23:45:29 freeradius.bin
9 -rw- 735 Jul 04 2020 00:54:13 hostkey

10 -rw- 349 Jul 07 2021 20:54:54 ifindex.dat

11 -rw- 259026 Jul 07 2021 20:55:48 ise.zip

12 drw- - Jan 27 2020 18:25:01 license

13 drw- - Jan 27 2020 18:20:33 lodfile

14 -rw- 913 Mar 18 2021 12:12:25 map_config.cfg
15 drw- - Aug 05 2021 20:59:12 pdt_reserve

16 drw- - Nov 05 2019 22:03:09 pki

17 drw- - Nov 05 2019 22:01:41 seclog

18 -rw- 591 Jul 04 2020 00:54:13 serverkey

19 -rw- 7598 Apr 09 2021 00:49:16 startup.cfg
20 -rw- 196346 Apr 09 2021 00:49:16 startup.mdb
21 -rw- 90874880 Jul 07 2021 16:16:25 system.bin
22 -rw- 0 Dec 18 2020 21:43:24 topology.dba
23 -rw- 60545024 Jul 07 2021 20:47:27 wa6600.ipe

1048576 KB total (649108 KB free)

<WX1840H>
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Access DHCP/DNS LDAP User

i Access point
Client PC P Controller Server Server Portal Site

SSID password
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DHCP discover
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portal free-rule 1 destination ip any udp| 53
portal free-rule 2 destination ip any tcp 53

Address require to DNS (www.msftconncttest.comny/)

_Address reply from DNS(13.107.4.52)

v

default Login portal access request{hlt_t;ls:_ggﬂ B

login ' R
g Login Portal login s reen(httpis:post) Login process

screen = | por"caI{AC)
I

5 Login user, password(https:suibmit) |
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Authentication request

acdept
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Post from user|portal site
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