H3C7VtXa>vkA—5
Comware7 ') E—rR—2JLEREE DR TE {5

Copyright©2019New H3C Technologies Co.,Ltd.All rights reserved.

KEDLHEEHER5 4. New H3C Technologies Co.,Ltd. DEFIDOEMAICLDRBALELICIE. WHVESEAFITFERIZE>TE
BEREEEET S EFTEELERE AL . New H3C Technologies Co.,Ltd. DEFIOE@ICKBRBELLIZIE, LWhkdRsxE-
EFEICE>TEEEFFEETTLHILIETEE A,

New H3C Technologies Co.,Ltd. DE1ZZERE . REICREEFH SN TUVSEEL. TN ENOFREEOREYNTT .
ARF1AVDERIE, FPEGKEESNLELHYET



NE

[ DT e 2
B R G oo 2
R et N St B 1 U= | 7 X3 <SR 2
b Y Ny ey - U UE U SO RRRRRSRRRRTN 2
SRS 3

[ a2 0 SR 3

= = RS URER 3

IV DD B T e ettt ettt et et ettt ettt ettt ettt et e et et e e te e te e te e te e et e et e e e et e et e e eaaeans 3

A C ) B T ettt et ettt e e et e—t ettt et et et e et ettt et et e aaeanes 8

A T D) B T oo oo e et et e e e ettt ettt et et e ettt ettt e et et e et et er e, 11

B T ) oottt ettt ettt ettt ettt 12
i O | VSRS 13

B T R T L A T oo — 15



[FCHIC

CORF AT VE—MR—2IILBEEDZEFIZ DN TEHRBALET,

CIE=ES o8
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e  RADIUSH—N—%FHY—N\—BLUVTHI T4 T —N—ELTHRELET,
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R AT

54T R R—2 )L Web Y —/N\—[ZF7 Ot RATES LS B2, R—2)ILWeb Y —/N—FBTD LS T4y
YR T BHR—EIIL I —)L—ILEEBRLET,

SN A —F—HTFIEIAVLANAD LAV 2IR— DR YT —H1)Y—RIZBRIEHELTF IR TES
32T BIzZIE. R—2ILa—325F A R—TIILIZLET,

R—BILISATUrDBELGOT A0 B LUPO5 7 OMI& > TEBBITERIEN LR T S aRE 2 EH T 51
. R—2ILYS514F7rDRuUle ARPITUR)HREET+2—TILIZLE T,

RADIUSH—/N\—H1—H—RBaEREHMNICEB LY., 21— —Z@HICUIER LY T BIZIE.
RADIUSty 3l EeE A ~—TILIZLET,

HIRFIBESSUOHAFT1>

E—MR—RLRIEZRTET DHEE. ROFIWBES LUH ARSI UIRES TS,
o APDEME/NARIIZRREINTWNSVYTILIDEZFERALT, APEFIRELET .

o ACTHEINAR—FILBIH—/\—F IUVR—2/LWebH—/\—DE2ATH, EEEICFERINTLY
BLDERLTHAEEFHEZELET (COFITIECMCCH—/IN—ZFRLET),

o  TIAIITIK, A—HF—(CUF AL IFENBR—FILWebH—/N\—DURLIZIZ /T A—EHHYFEE
Ao BEIZIHELT. YA ALYRURLIZ/ISSA—A4EEH A LSRR TEET,

F g
IMCDEXE

ZOBITIE, IMCH—/"—%FEAL T, RADIUSH —/N—B L UVR—2L Y —N\—DEREHBALE T,
iIMCH—/3—I[&. iIMC PLAT7.1(E0303p13).iMC EIA7.1(F0302p08)# & UXiMC EIP7.1(F0302p08)
ETERBLET,
RADIUSY—/\—DEKTE
1. FOVATINARZEMLET,
a. IMCIZRY 4L T, User27%&9)vILET,
b. FE4&—3Y1)—T. User Access Policy > Access Device Management > Access

Device#Z:&IRLET,
c. B2IZRT K3 AdAEI)VHILTR—OHFREET,

d. Device Listf8#T.Add Manuallyz%')v%~LTAdd Access Device Manually#RZEY,
Start IPZ4—JLRIZ2.2.2.1&EA DL, OKEVYVILET,

e. Access ConfigurationfBii T, £F¥X—%radiusIZHRELE T, CHIE. ACTREINT
WAEDERILTHAIBLENHYFET

f. ZOMDINSA—RUET IAIIEREEFALET .

g. Ok&EVIYILET,



B2 7HEATISAADEM

B> User > User Access Palicy > Access Device Management > Access Device > Add Access Device

Access Configuration

Authentication Port * 1812 Accounting Port * 1813
RADIUS Accounting Fully Supported hd Service Type LAN Access Service
Access Device Type H3C(General) - Service Group Ungrouped
Shared Key * | sesane Confirm Shared Key * | sssass
Access Device Group - hd
Device List
Add Manually Clear All
Device Name Device IP Device Model Comments Delete
2221 i}
Total Items: 1.

oea

2. TOERRYS—ZEEBMLET,

a. TEHX— 31—, User Access Policy > Access PolicyZ#iRLE T,
BI3IZRY KIIT  AddED) v ILTR—DFBEE T,
TOERAR) O —BEANLET,

H—ERTI—TEERLET,
. TOMDINTA—RIF T IAIINEEEFEALET

B3 7otRER)S—nEM

@} User » User Access Policy > Access Policy > Add Access Policy

oo o

Basic Information

Access Policy Name * AccessPolicy

Service Group * Ungrouped
Description
Authorization Information
Access Period None hd Allocate IP * No
Downstream Rate(Kbps) Upstream Rate(Kbps)
Priority RSA Authentication
. N . F )
Certificate Authentication (®)None EAP

Certificate Type
Deploy VLAN

Deploy User Profile Deploy User Group

Deploy ACL

3. TUERY—EREEMLET,
a. FE&Z—3Y1)—T, User Access Policy>Access ServiceZZEIRLET,
b. B4IZRY LIIZ, AddEV Y ILTR—CEREET,
c. Y—EXBEANILFET,



d. ZOMD/ISTA=RIZEZT I+ IR EZERALET,
e. OK&#V)vHILZET,

B4 7HvRXY—E ZADEM

D3 User > User Access Policy > Access Service > Add Access Service @Help

Basic Information =]

Service Name * RadiusServer Service Suffix
Service Group * Ungrouped A Default Access Policy * AcessPalicy L 4©)
Default Proprietary Attribute Assignment Policy * = Do not use ~-@
Default Max. Number of Bound Endpoints * 0 Default Max. Number of Online Endpoints * | 0
Description
Available (%) Transparent Authentication on Portal Endpoints (7
Access Scenario List =]
Access Scenario Access Policy Proprietary Attribute Assignment Policy Priority Modify Delete

No match found.

(o]
4. 7RI —H—ZEMLET,

a. TEH—2391)—T, Access User > All Access Usersz&IRLEY,
b. EI5IZRT &KIIZ, AddED) v ILTR—OFRREET,

c. BFEOT7 VR —H—%EIRT LM . Add Userz 7 )y ILTHFHRT7 VR 21— —%EMLE
ERS

d. NRTD—FZEEELFET,

e. TOHDNSGA—=ZIZET IHILMREEFERLET,
f. OK&EVUVILET,

5 72€AR1—H—DiEM

B User » All Access Users > Add Access User

ACCess account

Access Information

User Name # Clientl

Account Name * Client
Trial Account Default BYOD User MAC Authentication User Computer User Fast Access User
Password * | sessae Confirm Password = | sesans
Allow User to Change Password Enable Password Strategy Modify Password at Next Login
Inspiration Time . Expiration Time .
Max. Idle Time[Minutes) Mazx. Concurrent Logins 1
Max. Transparent Portal Bindings 1 hd

Login Message

R—AIY—N—DIERE
1. R—RIILBEH—EREERLET,

a. E6IZRT K32, FEHXF—I a3y —hibUser Access Policy > Portal Service >
5



Server&ERLT. R—2ILHY—N—DHERR—CFHEFET,

b. BEITIELTR—BIY—N—/\FA—2ZEBHLET . COBITIE, TIAHIRELZER
LTWET,

c. OKEV)ILET,

B6 R—AILH—/\—DHERL

{g User > User Access Policy > Portal Service > Server

Basic Information

Log Level * Info -

Portal Server

Request Timeout(Seconds) * 4 @ Server Heartbeat Interval(Seconds) * 20 @
User Heartbeat Interval(Minutes) * 5 @ LB Device Address

Portal Web

Request Timeout{Seconds) * 15 @ Packet Code @
Verify Endpoint Requests Yes b Use Cache Yes -
HTTP Heartbeat Display New Page - HTTPS Heartbeat Display Original Page *

http://192.168.0.111:8080/portal/

Portal Page

& 192.168.0.111

RDESITIPTRLRT L—TE#HELET

a. TEH#—L31)—T, User Access Policy > Portal Service > IP Group#®EiRLE T,

b. B7IZRT &I AdAEIIVILTR—DEREET,

c. IPTIN—TREANLET,

d. IPTIL—TOBBIPTRLREEL TIPZRLREANLES . Y517 UMPTRLAMIPY
IW—TIZEFENTNBIEZREZEL TS,

e. Y—ERJIL—T#RIRLFET,
ZOHITIE, EENY IL—FUngroupedZFALET,

f. Action) XM 5NormalZRIRLET,

g. OK&EY)vILET,

B7 IPPRLRT L—TF DB

B User > User Access Policy > Portal Service > IP Group > Add IP Group

Add IP Group

IP Group Mame * Portal_user

Start IP * 2221

End IP * 222255

Service Group Ungrouped -
Action * Normal v

oen



3. R—BILTNAREEBMLETS,

FES—3Y1)—T, User Access Policy > Portal Service > DeviceZ:&#iRLET .
B8IZRY &KIIT. AddE Vv ILTR—DEREET,

TINARBEANLET,

Version|ZCMCC 1.0%:&RLET,

DFAT UMIEHRINTOBDACD A EZ—TAADIPTRLRAEZAALET,
R—=BIWNHY—N\—D/N—FE—rE LV LI—F —D/\—hE—EREEZ Y R—L T HNESH
ZEHRELFET,

ZDHITIE, Support Server Heartbeat&Support User Heartbeat D A 2%t
LTNoZZIRLFTY,

g F—ZAALFET . F—IE ACIZEESNTWASF—LRILTHABENHYET,

h. Access Method TDirectly Connected%E{RLET,

i TOMDINTA—RIZETIHILNEEEFERALET,

j. OK&EVJYILET,

B8 R—ZILT /AL DB

BT User > User Access Policy > Portal Service > Device > Add Device

-~ 0o o 0 T @

Device Information

Device Name * NAS Service Group * Ungrouped ~
Version * CMCC 1.0 - IP Address * 2221

Listening Port * 2000 Local Challenge * No hd
Authentication Retries * 0 Logout Retries * 1

Support Server Heartbeat * No - Support User Heartbeat * No -
Key® — sanee ConfirmKey * | ssssas

Access Method * Directly Conne ¥

Device Description

Lo J e |

4. R=BILTNARZIPTRLRT IL—TIE&EFITET,

a. E9IZTRT K32, T/AAANASDOperation74—JLETPort Group7ZAa>#7")vILE
ER

B9 T/ L RYRF

B User > User Access Policy > Portal Service > Device ¥5 Add to My Favarites @ Help

Device Name | Version hd

Deploy Result - Service Group A Query

Device Name ¢ Version & Service Group ¢ IP Address Last Deployed at & Deploy Result Operation
NAS CMEC 1.0 Ungrouped 2221 Not Deployed E. BT
1-10f 1. Page 1 of 1. 50 [



b. EK10IZRT &KIIZ. AddE Iy ILTR—IFFHEET,
c. "—rIIL—TREAALET,
d. BEFADIPPRLRAY IL—THEERLET,

A—HF—MNRYRT—H(ZT IR TBE=OIFERTBIPPRLRIEX. ZOIPFRLARY
IW—TRIZHEILELIHYET,

e. FDMDINTGA—RZIETTIAIIEREEFALET,
f. OKZEY)YILET,

10 R—rJL—F a1

'Ff. User > User Access Policy > Portal Service > Device > Configure Port Group > Add Port Group
Port Group Name * Group Language * English A
Start Port * 0 End Port * 771777
Protocol * HTTP hd Quick Authentication * No -
NAT or Not * No - Error Transparent Transmission * Yes -
Authentication Type * CHAP - IP Group * Portal_user -
Heartbeat Interval(Minutes) * 0 Heartbeat Timeout(Minutes) * 0
User Domain Port Group Description
Transparent Authentication Not Supported - Client Protection Against Cracks * No -
Page Push Policy - Default Authentication Page A

(o] o]

ACDELE
1. ACOAUA—ITTAREHRELET,

#VLAN100E K UVLAN-interface100%4ERLET . VLANA U A—T A RIZIP7REL A%FE|Y
UTETACIEIDIPZRLRAZFERAL T, APEDCAPWAPR Y RILEFEIILE T,

<AC> system-view

[AC] vlan 100

[AC-vlan100] quit

[AC] interface vilan-interface 100
[AC-Vlan-interfacel00] ip address 2.2.1.1 24
[AC-Vlan-interface100] quit

#VLAN200# K UVLAN-interface200% L ET . VLANA U A—T A RIZIPPRLA%FE|Y
LTET,ACIXISATUNTUEAIZVLAN200ZERALET,

[AC] vlan 200

[AC-vlan200] quit

[AC] interface vlan-interface 200
[AC-Vlan-interface200] ip address 2.2.2.1 24
[AC-Vlan-interface200] quit



2. IMCH—/N\—IZZETB-ODARET4vIIL—,EHBELET,
[AC] ip route-static 192.168.0.0 255.255.0.0 2.2.2.100

3. TAVLRY—ERFEHRELFET,
#StLEWLWSERTID Y —ERTUTL—EERL. ZOEA—ICAVET,
[AC] wlan service-template stl
#H—E XTI L—kst1MSSID%servicel 2R ELET
[AC-wlan-st-st1] ssid service
HP—EXTUTL—bstlENLTAUSA VIR DI FA TR EVLAN200IZEIY B TET,
[AC-wlan-st-service] vlan 200

H#HISPRASAM1ZE Y —ERTUTL—bstl EDOFR—BILA—HF—DEREER AL EL TR
EFLET,

[AC-wlan-st-st1] portal domain dm1l
#H—EXTUTL—bst1ZEMITLET,
[AC—wlan-st-stl] service-template enable
[AC-wlan-st-st1] quit
#ET JLWA560-WWZE L Toffice LN BRTDAPZEERLL . £D )T ILIDZE
219801A1NM8182032235(Z%ELET o
[AC] wlan ap office model WA560-WW
[AC-wlan-ap-office] serial-id 219801A1NM8182032235
HERTET7AMILmap.txtZAPIZERLET,
[AC-wlan-ap-office] map-configuration map.txt
#radio2ME 1 —IZAYET,
[AC-wlan-ap-office] radio 2
#H—EXTUTL—st1%AP office DEMR2IT/NIVFLET,
[AC-wlan-ap-office-radio-2] service-template stl
#radio2ZAMICLFET,
[AC-wlan-ap-office-radio-2] radio enable
[AC-wlan-ap-office-radio-2] quit
[AC-wlan-ap-office] quit

4. RADIUSRF—LZRELFY,
#rs1EWVSBRTDRADIUSR F—LEERL, TDE2A—ICAYET,
[AC] radius scheme rsl
HITFARVRBI T —N\—BKBTIARITAI T4 T H—N—FIEEL. ——¢&
BIETA-ODF—ZHRELFET
[AC-radius-rs1] primary authentication 192.168.0.111
[AC-radius-rs1] primary accounting 192.168.0.111

[AC-radius-rs1] key authentication simple radius
9



5.

6.

[AC-radius-rs1] key accounting simple radius

#RADIUSH —/N\—ITEESNDA—Y =B AR AV R ZHIFFT SKIICACERELE
ER

[AC-radius-rs1] user-name-format without-domain

[AC-radius-rs1] quit

#RADIUS v a U fligREE A r—TILICLE T,

[Router] radius session-control enable

ntun].—tl“)"r/é*ﬁﬁkbij-

R—

#AM1EWSBFIDISPRASVEERKL. TDEA—IZAYFET,
[AC] domain dm1

HISPRAA L DEREEB LUV EAI AKX ZERADIUSIZEREL. 7HYO To0 T AKX Enonel 5%
FLET,

[AC-isp-dm1] authentication portal radius-scheme rsl
[AC-isp-dm1] authorization portal radius-scheme rsl
[AC-isp-dm1] accounting portal none

HISPRAMVAHD A—H—IZRHLTTARIL AV EREEBRLET , —F—DrS5T19%5
MI55 UUIATL024 M hEY DR ITNIEA——F0T T ORET,

[AC-isp-dm1] authorization-attribute idle-cut 15 1024
[AC-isp-dm1] quit
BIVFRREEBRLET .

#neWpt&L")%ﬁlla)TI'\ RIVEREE Y —/N\—ZAERLL . BREE Y —/\—IZIPPRL R
192.168.0.111%EFL. YRZUHR—BIL Iy DFR— BB ELLT50100%EFELE
ER

[AC] portal server newpt
[AC-portal-server-newpt] ip 192.168.0.111 key simple radius
[AC-portal-server-newpt] port 50100

#R—BJLEBEE Y —/\—newptD A4 T ELTCMCCEIEELE T,
[AC-portal-server-newpt] server-type cmcc
[AC-portal-server-newpt] quit

#newptELSI B BIDR—2ILWebH —/N—Z4ER L., H—/S—DURLELT
http://192.168.0.111:8080/portal 38 ELET

[AC] portal web-server newp
[AC-portal-websvr-newpt] url http://192.168.0.111:8080/portal

#R—A )L WebH—/3—newptMURL/ 5 A—4%ssid, wlanuserip& L Uwlanacname%
BHLET ., FhEFhssid, wlanuserip&S L UwlanacnameD /AT A—42DEEL T, AP
MDSSID, V54T UrDIPTRLABLUVACHLRIFIRELET (1\TA—4(L, CMCCR—
2 )LWebH—/\—DURLTHET DLENHYET).

[AC-portal-websvr-newpt] url-parameter ssid ssid

10


http://192.168.0.111:8080/portal

[AC-portal-websvr-newpt] url-parameter wlanuserip source-address
[AC-portal-websvr-newpt] url-parameter wlanacname value AC
#R—A2)LWebH—/3\—newptD 244 TELTCMCCEIEELET .
[AC-portal-websvr-newpt] server-type cmcc
[AC-portal-websvr-newpt] quit

HILEAN—ZADR—2)LT7)—RAIFES0ZHRELT. IPFFLRX192.168.0.111(FR—4%JL
WebH—/N\—=)5ECDRS T v IEEFRILET

[AC] portal free-rule O destination ip 192.168.0.111 24
#R—ZINO—3IV T/ HMILET,

[AC] portal roaming enable

HR—BILOZAT LD IL—ILARPI VN BBEE T 42— ILIZLET,
[AC] undo portal refresh arp enable
#F—ERTUTL—bstITEER—ZILZREETDILET,

[AC] wlan service-template stl

[AC-wlan-st-st1] portal enable method direct

#ISPR A/ dm1ER—RILEBEER AV ELTHRELE T
[AC-wlan-st-st1] portal domain dm1l

#Y—E XTI L—bstlDR—%2)LWebH—/\—newptZER—2ILEBEAIZHEELE T,
[AC-wlan-st-st1] portal apply web-server newpt

#R—A)LERRE Y —/\—newpt(TIEESNER—FIL/ My DBAS-IP7RJEaA—b%E
222218 ELET,

[AC-wlan-st-stl] portal bas-ip 2.2.2.1
[AC-wlan-st-st1] quit
AAVFDEETE
#VLANLIOOZAERLF Y o RAUTFILTDVLANZE AL T, ACEAPRRIDCAPWAPRY 1)L ETHS
TavDEEELFEY
<Switch> system-view
[Switch] vlan 100
[Switch-vlan100] quit
HVLAN200ZERILET o RAYFIECDVLANZERLTISAT U NS T4 005 8BRELET
[Switch] vlan 200
[Switch-vlan200] quit
# VLAN 2Z1ERLET
[Switch] vlan 2
[Switch-vlan2] quit

#GigabitEthernetl/O/1(ACIZHE SN TLVSHR—RNE RSV IVR—FELTEREL . FSUIR—I %
VLAN1008 &K TUVLAN200IZEIY B TET,
11



[Switch] interface gigabitethernet 1/0/1
[Switch-GigabitEthernet1/0/1] port link-type trunk
[Switch-GigabitEthernet1/0/1] port trunk permit vian 100 200
[Switch-GigabitEthernet1/0/1] quit

#GigabitEthernetl/0/2(AP TSN TSR —RNET VA R—FELTEREL. 7V ERR—F
ZVLAN100IZEIY B TET,

[Switch] interface gigabitethernet 1/0/2

[Switch-GigabitEthernet1/0/2] port link-type access
[Switch-GigabitEthernet1/0/2] port access vian 100

# 7 EAR—bDPoEZENablelCLEY

[Switch-GigabitEthernet1/0/2] poe enable

[Switch-GigabitEthernet1/0/2] quit

#VLAN-interface200& ERL . VLANA U 2—DJ A RIZIPFRLRZEIY B TET,
[Switch] interface vlan-interface 200

[Switch-Vlan-interface200] ip address 2.2.2.100 255.255.255.0
[Switch-Vlan-interface200] quit

#VLAN-interface2ZEmL . VLANA 22—/ RIZIP7FL RZEIYETET,
[Switch] interface vlan-interface 2

[Switch-Vlan-interface?2] ip address 192.168.0.100 255.255.255.0

[Switch-Vlan-interface?2] quit
=L = =
X TEDHER

HERBED L —RBENRRT—FEERLT. 7547 EDOWebT 57 E N L TR—2ILER
AEETLEY . R—RILRZET RIS, 22— —([ERBAR—D
http://192.168.0.111:8080/portalIZDH 7 I ZRATEET . I—F—DH DT A TOWebEK(F
REER—DITIF AL IR ENFET . R—ILEREEEEL- &, 2 —F—[FthDRVET—H)Y—X
IZ7UBRATEET,

HTRTOR—FIINA—HF—IET SEHRERRLET,
[AC] display portal user all
Total portal users: 1
Username: Client
Portal server: newpt
State: Online
VPN instance: N/A
MAC IP VLAN Interface
0021-6330-0933 2.2.2.2 200  Vlan-interface200
Authorization information:
DHCP IP pool: N/A
User profile: N/A
Session group profile: N/A
ACL number: N/A
Inbound CAR: N/A
Outbound CAR: N/A

12



BRI 7MIL

AC:
#
vlan 100
#
vlan 200
#
wlan service-template st1
ssid service
vlan 200
portal enable method direct
portal domain dm1
portal bas-ip 2.2.2.1
portal apply web-server newpt
service-template enable
#
interface Vlan-interface100
ip address 2.2.1.1 255.255.255.0
#
interface Vlan-interface200
ip address 2.2.2.1 255.255.255.0
#
ip route-static 192.168.0.0 16 2.2.2.100
#
radius session-control enable
#
radius scheme rsl
primary authentication 192.168.0.111
primary accounting 192.168.0.111
key authentication cipher $c$3$Sqgqgz7IDs4XPnethmAgyAKVIke7qwEKYbQ==
key accounting cipher $c$3%$4J/JBRGwqB4F213furJMkB6JWY XBFjWE6g==
user-name-format without-domain
#
domain dm1
authorization-attribute idle-cut 15 1024
authentication portal radius-scheme rsl

13



authorization portal radius-scheme rs1
accounting portal none
#
portal host-check enable
portal free-rule 0 destination ip 192.168.0.0 255.255.255.0
#
portal roaming enable
undo portal refresh arp enable
#
portal web-server newpt
url http://192.168.0.111:8080/portal
server-type cmcc
url-parameter ssid ssid
url-parameter wlanacname value AC
url-parameter wlanuserip source-address
#
portal server newpt
ip 192.168.0.111 key cipher $c$3$Q82T/9AHQ5HT7uFX7nho8K0Y6jziycoJTw==
server-type cmcc
#
wlan ap office model WA560-WW
serial-id 219801A1NM8182032235
radio 1
radio 2
radio enable
service-template stl
#
* Switch:
#
vlan 100
#
vlan 200
#
interface Vlan-interface200
ip address 2.2.2.100 255.255.255.0
#
interface GigabitEthernet1/0/1

14



port link-type trunk
port trunk permit vian 1 100 200
#
interface GigabitEthernet1/0/2
port link-type access
port access vlan 100
poe enable

RS & F#:L)‘/I*
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