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B



AP/ ¥ETO—

WIPSIE., R1IZRTFAERIZH ST, BEESNI-APELEELET,
Ei1 APREOFN

AP




i

AP $870—TIEX, H3CTN\AREITAFE Ry —IEGEREE I R—LTLET,

DSAT DR EE
RIITTRIT LS, WIPSIE., BRIERSNF=DFIL—ILIZEDVT, BESNE=I95MT7 UMD ELE
9,
D547 HTIY
R3IVFATUIDRHE
Vg ] ) SRR
o  EHIFINARYRAAT, BARISN-APIZEE
= e WLANTH RSN TS S5 ERFSRTOET,
RRISRISISATE SOk, o BIEICAHEL. BTSNIAPICEER BN
TWEY,
L o BUEINTLAETFNALRYRRA
FAsh T 57 WANCRATERLISAT L R EpapimE Tl 5,
vk <o o OUMERI7ZAILRNIZHYEER A

RIEZAPIZEE R TN T

BRoTREM TNz BOSAT b

RSN TINARAYRMRIZH DD, FIELAPIC
BE R ITON TS, B> TRERITON=9547

SATU UME AR —SITEF 2T L ORBE LIS
TR BYET
wnEmss . | PTIVEHBTERNITAT

b
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ISAT7 R EoO—

WIPSIE, B2ITR T TORRICHST, EHENFIFAT U MR ELET,
B2 9547 G BnIn—

Client

'

__—fmported OUls from an—_ N9
~~-QUI configuration file? —
l/‘r’es
OUI not in the QUI T T~
configuration file _—Enable WIPS to classify~__
“~dgvices with invalid OUls—"
OUl in the OUI
configuration file r
Y€ _—In the prohibited ~~__
T~ devicelist? "
I'No
A r e T
» Unatlrigﬁ?zed __—Associated with an—~—__ Yes__—""In the permitted ~—._Yes
“‘---H___Hauthorized AP? T~ devicelist? _—
i Na INO Authorized client
h
T T~ T T~ Yes
Misassociated No ’/3//' ted with H;HF“,"-}‘HH. (Yes_'_,_.---""fﬁ the permmeg"‘H.H, r’/F”;;s’ed authemiw;;;;“x
client “‘—"m‘_ffoc'a with an s T devicelist? T o
T Ves o
L l © No
Uncategonized X
client Yes _— T No
*_—" Associated with a ™—_ Uncategorized
T rogue AP? ) client

xR

FREHGTFNARIETHEEZZ(TOT L WLANIZEF 1) T4 L OREEEEH =L A RetENHYET ., WIPS
#ERTRE AELBTNARIZHTHIAREFLHENTEET,
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WIPSD X TE
WIPSA XY DIFE

WIPSZEERET BICIE. ROEEETLET,
1. WIPSOA+—T L1t
2. HERHEOERE
a. WERHAR)S—DERE
b. WMEHHAR)—DEA
3. VUZFR—ROBEREDE
a. VIZFvDHRE
b. T =FxRI—DEHTE
c. BARIL—DEHA
4., TFTNARHDEOHRE
a. BEITN\ARDERI—DHRTE
b. FEAPHER)—DEE
c. PEERYL—DEH
5 XROHBE
a. XAHEARI—DEE
xtERAEOER
XNy MEERIFRDERE
d. HERAEE—FDAERE
6. EELBWIPSHEEEDRTE
o NATHOERESNI=ISATULDREH
o TI—LEHREIEDEE
o THUOERY—ERZFRMHLLENOWIPSRAF VYU E2EITTEHEIICAPERET S
o OUINKE
o DIATINTILI—av IV ) DEREZ DA —TILE

WIPSZE®IZT S

CDRRIIZDT

DAV LRV T =% EHDOREEXF1TAEAL(VSD)IZHEIL T, ThisDVSDIZEL SRS
—4%EATEEY,

APDERAIZWIPSHRET BHIIZ. APZVSDIZEMT 2HELAHYET,

kg
it

o o

FIE
1. VATLEL—%#BALET,
System-view
2. APEa1—F=FAPY IIL—TE1—%BBLET,
o APEa—ZRIBLET,
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wlan ap ap-name
o APYIIL—TE1—%#FIBLET,
wlan ap-group group-name
3. APFE=IIAPY IL—T%VSDIZEMLET,
wips virtual-security-domain vsd-name
TIHIVE:
o APEa—TI&,APIFAPY L—TE1—DHREEFEALET,
o AP IL—TEa1—TI&. APY IL—TILVSDIZEMESNFEE A,
4, EREL—FIFAPTIL—TORKE1—ZFBLET,
o radio viewZRIELET
radio radio-id
o ROAYUKRZIEHBIZEITLT. AP IIL—TDEKE 1 —FBRLET,
ap-model ap-model
radio radio-id
5. WIPSEEMIZLET,
wips enable

FIAILE:
o EHEE1—TIX. BEIZIAPY I —TEHEE1—DBREEFEHALET,
o APHI—TDEHLE1—TlE WIPSIEZT4E—TILTYT,

WERH DERTE
BEBRHRIL—DHE

TIYRT Y IBRHDRE

1. YATLEx—ZBIRLET,
System-view

2. WIPSE2—#FBLET,
wips

3. HEBRWEARIV—ZERL. ZOEL—ZHIBLET,
detect policy policy-name

4. TIYFREBRHZERELFEY.
o TYLI—LavERISYFNKEBREZETELET,

flood association-request [ interval interval-value | quiet quiet-value | threshold
threshold-value T*

FIHILLTIK, TYPI—2a v BERISYRRERBIET+—TIILTT,
(@] nl.. HEE*77JF]&§E§@&§EQEL$¢Q

flood authentication [ interval interval-value | quiet quiet-value | threshold
threshold-value ]*

FTIHINTE, BEAERISYFRERBIZTE—TILTT,
o E—aVISvrHERHEEHRELET.
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flood beacon [ interval interval-value | quiet quiet-value | threshold threshold-
value J*

TI74IWETIK E—a IS5y RRERBIETE—TILTT,
JOvIACKISYRREBRBERELET,

flood block-ack [ interval interval-value | quiet quiet-value | threshold threshold-
value | *

TI74IETIE, Block Ack7 SR RERE I T+E—TILTY,
RTSTSYFKREBRHEZERELEY .

flood rts [ interval interval-value | quiet quiet-value | threshold threshold-value ] *
TIHIETIRERTSTSVRRERE I TE—TILTY,
CTSTSYFRERHERELFT .

flood cts [ interval interval-value | quiet quiet-value | threshold threshold-value ] *
TI7HIETIE, CTSTSVFKRERH I T4E—TILTT,

LR SV BREZRELEF Y,

flood deauthentication [ interval interval-value | quiet quiet-value | threshold
threshold-value ] *

TI7HILETI, BRI SRR EREETE—TILTY,
TIVI—avBERIIVNREBERHZRELETY .

flood disassociation [ interval interval-value | quiet quiet-value | threshold
threshold-value ] *

TIAILTIX. TV I3V BBRISYRRERBIZT+E—T LTI,
EAPOL-start75vF BB HEHZHRELET,

flood eapol-start [ interval interval-value | quiet quiet-value | threshold threshold-
value ] *

T4 ILETIE, EAPOL-start 75y F BRI T4 2—T L TY,
XNT—EIFVFHERBERELES

flood null data [ interval interval-value | quiet quiet-value | threshold threshold-
value | *

TIHIRTIEE RLT—EIFIFREREET 12— L TT,
TO—JBERITYRHERHZZELET,

flood probe-request [ interval interval-value | quiet quiet-value | threshold
threshold-value ] *

TIAIRTIE, TRA—TERISYFHERH (T +E—TILTT,
B7YVI—aVERISYRFREBEREZSRELET,

flood reassociation-request [ interval interval-value | quiet quiet-value | threshold
threshold-value ] *

TIAHIATIH. BTV I—23VBRISUFRERB (T E2—TILTT,
EAPOL-Logoff 75y F R ERHEZRELE T,

flood eapol-logoff [ interval interval-value | quiet quiet-value | threshold threshold-
value | *

T 74 )L Tl EAPOL-Logoff 75y F B H T 12— L TT,
EAPKRE 7S VF M ERHERELET,

flood eap-failure [ interval interval-value | quiet quiet-value | threshold threshold-
value ] *

T IHILNTIE, EAPKRBRISVRHERE X T4E—TILTT,
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EAP-success 7o yFIRBREEHRELET,

flood eap-success [ interval interval-value | quiet quiet-value | threshold threshold-
value | *

FTI4ILETIX, EAP-success 7oy RHERH (X T42—TILTT,

RELGREAXDO/NryrMRHDERTE

VATLEA—FFBLET,

System-view

WIPSE 2 —%BA8LE T,

wips

WEBHAR)—EEBL. TOE2—Z/MIELET,
detect policy policy-name
AELGHRAD/ N ryMEHZRELET .

1.

(¢]

BEELEIEREZRELEY,

malformed duplicated-ie [ quiet quiet-value ]

TIHIATIH BERIERE X T4 E—TILIZHESTVET,

FATA-JackiRHZERELE Y

malformed fata-jack [ quiet quiet-value ]

T 74 ILETIE, FATA-Jacki&H (E T4 —T LI TLET,

EEIBSSFIIESSHENRHEHRELET,

malformed illegal-ibss-ess [ quiet quiet-value ]

TI7HILETIR, BRIZIBSSEIFESSHREDELE [ET1E—TILITHEO>TVET,
ENTEETTFLAREERELET,

malformed invalid-address-combination [ quiet quiet-value ]

TIAIETIE BHGEETTFLRAORE ET4E—TILTY,

RELGTIVI—2aVERIL—LBRHERELTY

malformed invalid-assoc-req [ quiet quiet-value ]

TIHIETIE RERTYI—2aVEBERIL—LRBIET2—T LI TVET,
RIEGRAERIL—LBHEERELET,
malformed invalid-auth [ quiet quiet-value ]
TIAINTIE, FERRIABERIL—LBEIETE2—TIILIZHE>TLET,
BN RAERO—FREERELET,
malformed invalid-deauth-code [ quiet quiet-value ]
TIA4IETIE, BRI —FOREIET+E2—TILTT,
BIHGT VI —a BRI FOBREERELFET,
malformed invalid-disassoc-code [ quiet quiet-value ]
TIHWATR BHLET VI I—2avBRO—FOBRE T E—TLITEoTOET,
BYRERODBRHZRELEFY .
malformed invalid-ie-length [ quiet quiet-value ]
TI7HILETIR BHRIERODKREETE—TILTY,
FIEGHT IEREZERELET
malformed invalid-ht-ie [ quiet quiet-value ]

15



TIAINTE REGHT IERHE B TE2—T VG2 TVETS,
o BEHE/NNTYMRBHEZEERELET,
malformed invalid-pkt-length [ quiet quiet-value ]
TIHIRTIR BRGNP ROBREIET4E—TILTY,
o A—N—HAXHMDOBEEHRELET .
malformed large-duration [ quiet quiet-value | threshold threshold-value ]
TIAIWGTIEH A= N— A B OBE E T E2—TILTT,
o AELXBADTO—THEIL—LBHEERELET,
malformed null-probe-resp [ quiet quiet-value ]
TIHIATIE FEGHRADTO—TREIL—LBREBE T E2—T NG TVET,
o A—N—HBAXDEAPOLF—EHEHRELFET,
malformed overflow-eapol-key [ quiet quiet-value ]
TIAIRTIE A== A XDEAPOLF—RRE X T1E—T LT,
o A—N—HAXSSIDBEZEHRELET,
malformed overflow-ssid [ quiet quiet-value ]
TI4IRTIE A—N\—H A XSSIDREET1E—TILTT,
o MRIEMHZHRELFET,
malformed redundant-ie [ quiet quiet-value ]
TI2HIETIR. TRIEBH ET1E—TILTT,

FOMDILTOHREDREDRTE

1. YARTLEa—#FRLET,
System-view

2. WIPSE 2—#MBLET,
wips

3. KERHERIO—E1—FHBLET.
detect policy policy-name

4. ZOHMOBEBHREZRELET,

o UFATUIMACTRLART =4V MBHRHERTELET .
client-spoofing [ quiet quiet-value ]
TIAIRTIE YFATUMMACTRL AR T — D4V T BRI ET12—T LT,
o APOMACTRLARRT—I1 T NBBHEHRELET .
ap-spoofing [ quiet quiet-value ]
TIAIETIE APOMACT FLRAR T =40 Y B HBHIE T E—TILTT,
o BWIVERHZERELFY.
weak-iv [ quiet quiet-value ]
TIHILETIR BOIVERE T 1E—TILTY,
o OmertaliERHZERELET
omerta [ quiet quiet-value ]
TI4ILETIE. Omertal BB E (E T E2—TILTT,
o FA—FFYR 7Y I—La U BBRRERBERELET,
disassociation-broadcast [ interval interval-value | quiet quiet-value | threshold

16



threshold-value ] *

TIHIRTIR. TA—FF v RNV I—Lav R BRI T 2— T LIZHEoTOET,
ART—=D4 T BB IL— LREERELET,

deauth-spoofing [ quiet quiet ]

TIHINTIH RT =1V T RARRIL— LR T1E—TILTT,

JO—RF v AR BREERELE T,

deauthentication-broadcast [ interval interval-value | quiet quiet-value | threshold
threshold-value ] *

TI7HILETIR, TO—F v AR ERE T 2—TILTY,
40 MHZH B E—FE T4+ 2—TILICLT. V547U TREZRELET,
ht-40mhz-intolerance [ quiet quiet-value ]

FIHILETIX, 40 MHZEEBE—FRT4E—TILIZIE> TS IS5AT7 U TORBRBIET 11
_7‘)1/':7;:0((1\35?_0

HBNUERHERELTT,

power-save [ interval interval-value | minoffpacket packet-value | onoffpercent
percent-value | quiet quiet-value ] *

TIAHIGTIH ABENRERE (I T4E—TLITGE>TOET,

Windows 7w R EFRELET

windows-bridge [ quiet quiet-value ]

TIAILRTIE, Windows Ty P IET42—T LT,
EEEESNTORLRRI SN -APREZERELEFT .

unencrypted-authorized-ap [ quiet quiet-value ]

T 74T BEIESN TOEDRA SN APEE X T1E—T L,
ES SN TOWEWERRIVSA 7 MR ZERELE Y,
unencrypted-trust-client [ quiet quiet-value ]
TIAIETIH BEBIESN TWEWRAI VAT U MR IET 42— ILIZH>TUVET,
YIMAPIRHZERELES .
soft-ap [ convert-time time-value ]
TIHIRTIH VIRAPRE I T4E—T LT,
APBERBRHZHRELEY,
ap-impersonation [ quiet quiet-value ]
TIHILETIE APRERERH X T+2—TILITE>TVET,
HT-greenfield APRHZERELET
ht-greenfield [ quiet quiet-value ]
T 74 ILRTIE, HT-greenfield AP H (FT+E—TILTT,
FIVI—3V BTV I—3 DoSHERBERELET .
association-table-overflow [ quiet quiet-value ]
TIAIRTIK. FYSI—2aV/BTY Y I—3 0 DoSHERE ET42—TILTT,
TAYLRT)yOBRHERELET,
wireless-bridge [ quiet quiet-value ]
TIHIETIK T4V LRT) OB IET12—TILTT,
AP YRR EBRHZEHRELE Y,
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ap-flood [ apnum apnum-value | exceed exceed-value | quiet quiet-value ] *
TIHIETRAPTSYRRERHIFTE—TILTY,
o NZ—RyFAPREZEHRELET .
honeypot-ap [ similarity similarity-value | quiet quiet-value ] *
T I4ILETIE N=Z—RYPAPBRH ETE2—TILTY,
o MITMKERHZRELEFT .
man-in-the-middle [ quiet quiet-value ]
TIHILETIE MITMB BB E T 2—T LITHE>TUVET,
o FYRIKEERHEERELEY .
ap-channel-change [ quiet quiet-value ]
TIHIITRE, FYRLEERBETE—TILTY,
o TURLIBEMACTRLRZERT HApplein RIS L TT5—LENA—LENESIZWIPSE
BRELFEY .
random-mac-scan enable
TI4IVETIE WIPSIES2 S AMACT L RZEER Y HAppleti RICH L TT S—LERF
—LFE7,
FiEFrRILERHDERTE
1. YARATLEa—%FRLET,
System-view
2. WIPSE 2—#%#MBLET,
wips
3. WMEBRHRHARV—ZFERL. TOEL—ZRIBLET,
detect policy policy-name
4. FHAIFYRIVIRMERELET,
permit-channel channel-id-list
TIHILETIE A F Y RILVYRMIF Y RILITEMESNEE Ao
5. FirIhi=FyRIIBRHEERELET .
prohibited-channel [ quiet quiet-value ]
TI2HIETIR BEFrRIREETE—T LGS TOET,
Ry bRy FRERH DO E
1. YRTLEa—ZMKLET,
system-view
2. WIPSE 2—#RBLET
wips
3. BREIFANIDERYRRARYMERE A R—FLET,
Import hotspot file-name
TIHIETR RV RRYMERIT AV R—FEhFER A,
4. WERHAR)I—E1—ZHBLET,
detect policy policy-name
5. HRYPRRYMABREERELFET,
hotspot-attack [ quiet quiet-value ]
TIAINTIE RYPRARYMRBRE (LT 4 E—TILIZE>TVET,
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TINARATU R BEIRH DEE

1. YRTLEa—ZHRIBLET,
system-view

2. WIPSE2—%BELFET,
wips

3. HMEBRHEAR)—E1—FRBLET,
detect policy policy-name

4. DIATURIVRN)BREBERE/NSA—FZERELFT,
o L—MHRISATUrIUMN)FEE,

client-rate-limit [ interval interval-value | quiet quiet-value | threshold threshold-
value J*

TI74ILETIE, #HEHBERINERFR (X605 . FHERER(X12008), V547U RITURMILELME
(£1024TY,

o VFATURIVN)BAT—EHRELET,
client-timer inactive inactive-value aging aging-value
TIAINTIE, FE7 I T4 T BERE3005 . T4 BEREIL600F TT,
5. APIUM)MERH/NSA—FZRELET,
o L—IMHIRAPTUN)EE,

ap-rate-limit [ interval interval-value | quiet quiet-value | threshold threshold-
value J*

FIAINTIE, GEEHERILERIRL60M . FHISRI£12008, APTU R DLELMEIF512
<7,

o APIUR)AAT—%#EELET,
ap-timer inactive inactive-value aging aging-value
TIAITIE APDIET VT4 TERIE3008 T, T—20 5 24 LIF6007 TT
RSSIR—ZDTAXLAT /A RABRHDORE
1. YATLEa—ZBBLET,
System-view
2. WIPSE 2—#RBLET,
wips
3. HERHRJO—E1—ZFHBLET.
detect policy policy-name
4. DSATURERIFAPORSSILEWMEEFRELET
rssi-threshold { ap ap-rssi-value | client client-rssi-value }
TIHIRTIH I54F7 Vb EFIEAPIZH L TRSSILELMBIFERE SN TLEE A,
5. TAVLATNAREHDRSSIZDLEMEEZHELET
rssi-change-threshold threshold-value
T4 )L TIE. RSSIZDLELMEE20TT,

BET TSN TLVEWNISA TR T 5128 DWIPSHAR—T UL
1. YRTLEx—%ZBRLET,
System-view
2. WIPSE 2—#BthLE T,
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wips
3. HMEBRHER)—E1—FRBLET,
detect policy policy-name
4. WIPSTHEEM TN TWVENISAT UM EERETESLIITLET,
detect dissociate-client enable
TI4IRTIH . WIPSIEEER TN TWVEWNISA T UM ERELER A,
DAYLRAT A RIEHR DO EFHERORE
1. YATLEa—%FRLET,
System-view
2. WIPSE2—#%MBLET,
wips
3. HERERIO—E1—FBHIBLET.
detect policy policy-name
4. APHBEHEINI-TNARIZETSERELR—FT DRERERELET .
report-interval interval
TI4ILETIE, APIERE SN =T N\ARIZEET 5 1E#RE300003 YR T EITHRELFET,

WERER)—DEA

CDRRIIZDNT
VSDICKERHR)—%BATHL. VSDRD TR TOERTHERER S —EF/MTEET,
FIR
1. YATLEa—ZBBLET,
System-view
2. WIPSE 2—#MBLET,
wips
3. VSDZERIL.Ea—%RIRLET,
virtual-security-domain vsd-name
4. VSDIZHERUEAR)—ZBRALET,
apply detect policy policy-name
T I#4ILRTIE, VSDIZ[EHERHAR) O —FBERASNFERE A,

DY ZFARN—ZADHEREDHRE
VI ZF e DRE

CDRRIIZDNT

BRDVT ZFrERELIZBE . WIPSIHIRHESW /b e, —BAR DM SHET. IDDFIETER
BT —FvERELFET,

1DDVT ZF X 21 DFIIERDY T —FrERETEET,
FHEFEHAIESIY
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12DV TZFRITR/RR6DDY T LT ZFrEHRELT, N YMDEFEFELTMNIEa—EBETEE

T o
FIE

1. YATLEx—%#BBLET,
System-view

2. WIPSE 2 —#RELET,
wips

3. ERZEHRL.ZTOE2L—ZRMIELET,
signature rule rule-id

4. VU ZFYOY I T FvEHRELET,

(e]

IL—LDIL—LBATE—BT BT —FrERELET .

frame-type { control | data | management [ frame-subtype { association-request |
association-response | authentication | beacon | deauthentication |
disassociation | probe-request } ]}

TIHIWETIR. IL—LDIL—LALTE—BT I T T =FrIFEESNTVER A,
IU—LDMACTRLRE—BTHH TV ZFvERELET

mac-address { bssid | destination | source } mac-address

TIHIRTIH. IL—LDMACTRFLRE—HT B YT LI ZFrEBRESNTOEE A,
IL—LDY—T Vo RABESE—BIT IV IV T FreERELES .

seg-number seg-valuel [ to seqg-value2 ]

TIAHNRTR. IL—LDI—T U RABESE—BTHY T T ZFvFRESATVEE A,
IL—LDSSIDORESE—HTHIHTVIT ZFYERELEFT

ssid-length length-valuel [ to length-value2 ]

TIHIETIH. IL—LDSSIDRE—BIT DY T T ZFrEEESINTLEE A,
IL—LDSSIDE—BTBHY T T ZFrEHELFET .

ssid [ case-sensitive ] [ not ]{equal | include} string

TIHIETR, FIL—LDSSIDE—HT B H T T FrERESNTOEE A,
IL—LDIEEINFEVRE—BTEH T =FrEaRELET,

pattern pattern-number offset offset-value mask hex-value valuel [to value2 ]

[ from-payload ]

TIAHIRTIE, IL—LDIBEEYRE—HT 2 YT _FrILRESNTVER A,
BT ZF o REANDRERICHDKSIZERELET,

match all

TIAINTIE, YT —F v [ERBORBRICHYET . /NI I T ZFrDHITL T
ZFrDOVWTNANE—HTBIEE. VT —FrE—BLET,

CDARUVRERETDE NI INME VT ZF DT RTOY IV ZFre—HT 5548
IZRF T —FrE—BLET,

DG ZF iR ) —DERTE

1. YATLEa—%BIBLET,
System-view
2. WIPSE 2—#RBLET,
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wips
3. VU= FyRI—E1—%BIBLET,

signature policy policy-name
4, BEINFEVIZFYEIVTZFARIS—ITNRAURLET,

apply signature rule rule-id

TIHIRTIH ST ZFX@E T ZFoR)O—ITNAURFENTOER A,
5. WIPSTY T ZF¥E—BT /N7y ERHETEDLSITLET,

detect signature [ interval interval-value | quiet quiet-value | threshold threshold-
value | *

TIHIRTIK, DT ZF =BT 5/ DBE A R—TILIZHE->TLNET,
HEHIBMUNE A2 2— /L (X60FD , FHA 22—\ LIE600F, 75— LLELMEIFS0TT,

O ZFR)—0ER

CDERIIZDLNT
ST ZFXR)—%VSDISERAT %&, VT ZFvRUS—HAVSDRAD T R THOEBTEDITHEYET,
FIE
1. YARTLEa—#FRBLET,
System-view
2. WIPSE2—%RtaLET,
wips
3. VSDEa—%RELET,
virtual-security-domain vsd-name
4. EBEINFDYV=FrRIS—%VSDICERLET,
apply signature policy policy-name

FIAILRTIE, VT =ZF R —ILVSDIERShEE A
—\ N3 / \ s]e Erl.: I-'-I
TINARDEEDERTE
TINA RS FEIZDUNT
WIPSTT /N REDFETED LT BICIX. ROFEEFALES .
e HEISYHE: WIPSIX. MACZRLRZEBMT B EIZKY ., TINAREBERICHFELET,

EESNI=Y ARADOUI(SS ID), WIPSTI, A—HEEDAPHFERAIZFEALT
APERHETHELTEET,

o FERE TNAROATIVEFHTHEELET .. FHNEIE. APEHFISERATEEY,
BB} BEFHNBEOMAZRET H&. FHAENAUMLYES,

BT /N\ARSERID—DRE

BET A RFERI—DEKE
1. YARTLEa—%MBLET,
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System-view
WIPSE 2 —%FtaLET .
wips
SER)—FERKL, TOEL—ZRMIBLET.
classification policy policy-name
BEITN\ARDFEEERELET .
o EMHEOUIZH DTNARERETNARELTHETHLIICWIPSERELET .
invalid-oui-classify illegal
TI4ILETIE WIPSIZEMZOUIZE DT INARERET/NARELTHFELEE A
o EHFRIT/NARYAMIMACTRLRZEEBMLET,
trust mac-address mac-address
TIHIETIE, BRI T/NA AYAMIMACTRL R IZFEHELE R AW
o {EHETEBH0UIVAMMIOUIZEMLET,
trust oui oui
TIHILETIE, EETESH0UIN RMIOUIZEELEE Ao
COIATURIE APHEEREIFISERTEE Y,
o {E$ETESHSSIDYAMISSIDFEMLET,
trust ssid ssid-name
TI4ILETIX, (EETESSSIDYAMISSIDIEFEELEE AW
o MACT7RLRZRBTAVIEIETNAR)ZAMIEMLET,
block mac-address mac-address
TIHIETIE REATAvIZIETINARAYZAMIEMACTRL R IIEELEE A,
o BELEAPHEIL—ILESFERI—IZINAUFLET,

apply ap-classification rule rule-id { authorized-ap | { { external-ap |
misconfigured-ap | rogue-ap } [ severity-level level ] } }

T IAILETIE, APRFEIL—ILIE R EER) O —IZNAIVFENTUWER A,

APHEEIL—ILDERSE

1.

DRTLEA—ZFRBLES,

System-view

WIPSE 2—%B1ALET

wips

APHEERAIZERL. TDE1—%RMLET .

ap-classification rule rule-id

AP EEFRAIDEEZRELFET .

o APODRSSIE—HTHLIICAPHEEIL—ILEHRELET
rssi valuel [to value2 ]

TI4ILRTIE. APHEEIL—ILIZAPDRSSIE—BLEH A,

o APDEHRY—EADSSIDE—HT HLIITAPHEIL—ILERELET .
ssid [ case-sensitive ] [ not ]{equal | include } ssid-string
TI4ILRTIH AP EIL—ILIZAPD ER Y —EXDSSIDE—HLEE A,

o APHEEIL—ILEHRTELT. APOERTHEE—HIEET,
up-duration valuel [ to value2 ]
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TI4ILETIE. AP EEIL—ILIZAPDO RTHME—BLEE A,
o APZDFEIL—ILEREL T, APIZEEEFIToNDHAPHEEIL—ILERELET
client-online valuel [ to value2 ]
T7HILETIE AP EEIL—ILIFAPIZEIER T o= 0517 O BE—BLEE A,
o APERHT At Y —DHE—BTEHLIIAPHEIL—ILERELET,
discovered-ap valuel [ to value2 ]
TIHIRTIH AP EIL—ILIE APERH T S Y —DHE—HBLEE A,
o APTHERAEINSGEF1ITAE—FE—HBITDIIIAPHERANEEELET,
Security { equal | include } { clear | wep | wpa | wpa2}
TIAIETIH APHEEIL—ILIZAPTERASN S X 2 T+E—FE—HLFEE A,
o APTERAEINAFEEE—FE—HTHLIICAPHERAZHRELEFT .
Authentication { equal | include } { 802.1x | none | other | psk }
TIAIETIH AP L —ILIZAPTERASN AR E—FE—HLFER A,
o APDOUIEHRE—HT DEIIICAPHERAZRELEFT
oui oui-info
TIHILETIE. APSEEIL—ILIZAPDOUIERE—BILEH A
o APHFEIL—ILEENREANDERICEDLSICERELET,
match all

FIHILETIE, APHEEIRAI D E# (L /EORMBFEIZHYET . APHERAIOWLVT A DE
H[C—HT BIEE . APIZAPHERAIE—BLET,

CODOAXVREHRTETHEAPREEIL—ILDTRTOEEC—HTHGEIZIEIT. APIXAPSH
BIL—)LIZ—BLET,

FEAPH RIS —DERTE

1. YATLEa—ZBBLET,
System-view

2. WIPSEa—%RELET,
wips

3. HER)I—E1—ZHIBLET,
classification policy policy-name

4. BELEAPOATIVEEELET.

manual-classify mac-address mac-address { authorized-ap | external-ap |
misconfigured-ap | rogue-ap }

FTIAILLTIE APIZATIVIZIEESA TOEE Ao
s]e [o] ~ A3
DEER) O —mER
ZDRRAIIZDLNT
HEERY) S —%VSDIZEAT 5E. VSDRD TR TOEZETHEAADICHRYET,
FIig

1. JRTLEa—#FRILET,
System-view
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2. WIPSE2—#%MBLET,
wips
3. VSDEa—#RBLET,
virtual-security-domain vsd-name
4. BRI —%VSDISEALET,
apply classification policy policy-name
TI4ILETIE. 2$BRY S —(EVSDICHERINER A,

R DEXTE

S EA S — DB E

1. YARATLEa—%#FRLET,
System-view
2. WIPSE2—%RtaLET,
wips
3. XHEARVI—FERL. ZOE1—ZFBLET,
countermeasure policy policy-name
4. APIZXH T BWIPSHEREHRELET .
o WIPSTHMIBAPIZH T 53 KERITTEDLIITLET,
countermeasure external-ap
T IAILETIE. WIPSIEHSEBAPIZH A3t RETLEE Ao
o WIPST., RO TERESNIZAPIZX T Xt RERITTEDLIITLET,
countermeasure misconfigured-ap
T 7HILETIE, WIPSIFER S TEREESN-APIZH T 5 RETVEE A,
o WIPST, BHEMIZEAEIN-APIZN T SR REERITTEDSLIICLET,
countermeasure potential-authorized-ap
TI74ILETIE, WIPSIE. BEMIZERAISNZAPIZH T 5 RETLEE A
o WIPST. BEMNGHEBAPIC T X REXRITTESLIICLET,
countermeasure potential-external-ap
T 7HILETIE. WIPSIEE RGN EBAPIH T S RETVER A
o WIPST, BHEMGFEAPICHT S KERITTEDLILET,
countermeasure potential-rogue-ap
TI4ILETIE. WIPSIEZEEMEREAPIZH T A REETLERE Ao
o WIPSTARIERGAPIZHY S RERITTESRIIILET,
countermeasure rogue-ap
T 74 ILETIE WIPSIERELZAPIZH T AR RETVER Ao
o SEINTULVEVAPIZHLTWIPSHAX ERERITTESLSICLET,
countermeasure uncategorized-ap
TI7HIETIE, WIPSIEZHEESN TUOEDAPISHLTREETLVER A,
5. AT UMIA T HWIPSHEERELET .
o WIPST., BRoTCHEEMIFTENIzIZAT UM T DR REERTTEDLIICLET,
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countermeasure misassociation-client

T IR TIH . WIPSIFES TP Y I—bENTFITAT UM T HRERETVEE Ao
WIPSTARERIFAT UMY 2 EERITTESLIICLFET,

countermeasure unauthorized-client

TIAIRTIH WIPSIEREGYZAT UM T 5/ KRETVER A,
DEEINTWVEWIZATUMIHLTWIPSH X REETTEDLIITLET .
countermeasure uncategorized-ap

TI74ILETIE. WIPSIEBEINTOEWNIZATUMIRLTIERREITVER A

WEE(ZXTAIWIPSHEFLEELET,

e}

JO—RX v AR BB ERIET 2T/ \ 1 RIS L TWIPSHA A R EFE1T
TESE3ICLET,

countermeasure attack deauth-broadcast

TIHIETIX, WIPSIE, TO—RF X v AR EBR KB ERIAT 5T /1 RIZH T B/ EEF1T
WEEA,

TO—FFx v ATV I—2a U BB EBERIAT 5T /31 XIZ L TWIPSAH
FHEREEITTEDLIICLET,
countermeasure attack disassoc-broadcast

TIHIWETIEWIPSIETA—F v ATV I —La  BREEEFRRT 5T N1 RIS
ARRETVEEA,

WIPST/NZ—RYMAPIZH T X EKERITTEDLIICLET,

countermeasure attack honeypot-ap

T I#4ILRTIE . WIPS[ENZ—RYRAPIZH T S R EITVEE A

WIPST., Ry b RR YR BEEBIRT 5T /N\A RICKT 5 ERERITTEDLSICLET,
countermeasure attack hotspot-attack

T IH4ILRTIE . WIPSIE, RYRRRY N BERIET 5T /A RIZH T DR EETVEE Ao
40 MHZH B E—F N T 42— ILIZHE> TV 5802.11nT /1 A R L TWIPSH 3t R E R
TTEBDEIIILEFT,

countermeasure attack ht-40-mhz-intolerance

TIAILRTIE. WIPSIE, 40 MHZFISIIRBE—RF AT 12— )L ?)802.11nT /A RIZR L TIE
MRETLERA,

FELGHERD /N rybEEETET NS RICHTEAEREWIPSTEITTELSLIICLET,
countermeasure attack malformed-packet

T IAILETIE, WIPSIERELHERD/NNTIRERIET BT /AL RIS TR EREITLE
A,

WIPST. MITMBBZRIBT 5T /NI RIZHTERRERITTEDLSICLET,
countermeasure attack man-in-the-middle

T IAILETIE. WIPSIE MITMIXEZBIRT 5T /N1 RITHT R REITLEE A,
WIPST., A A AR BERIRT 5T NARIZH T IR KERITTELLIICLET,
countermeasure attack omerta

T IAILETIE. WIPSIEOmertal W BB T 5T /N1 RIS T HR HREITLER Ao
BENKEERIRT DT /NARICHLTWIPSAR KERITTESKLSICLET,
countermeasure attack power-save

TI4ILETIE WIPSIFEBENRBEZRBRT 5T N\ARICHT HAREITVEE Ao
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o WIPSTYIMAPIZH T X EERITTEDLIITLET,
countermeasure attack soft-ap
T IAILRTIE, WIPSIZYIRAPIZH T 5 R ETLEE Ao
o BWMVEERTIHEBFICKHL T, WIPSHAR KR TESLI1ZT 5,
countermeasure attack weak-iv
TIHILETIE . WIPSEBWVEFERT ST N\MRITHL TR REITVEE A,

o WIPST, Windows7ySHEBZRIEY 5T /A RITHT HREKERITTESLIIC
LET,

countermeasure attack windows-bridge

T4 ILETIE, WIPSIE., Windows T )y B EFIRT 5T /A RIZR T AR EKEITVEE
Ao

o BEBIEINTUWVEWRAIZAT7UMIRLTWIPSHA X KERITTESLIITLET,
countermeasure attack unencrypted-trust-client
T IAIETIE WIPSIEEESIEEN TOEWERA V547 U MIH L TIERM RETVEE A,
o WIPSAIARTOREEFIZHLTHERERITTEDLIITLET,
countermeasure attack all
TI4ILRTIE WIPSIETRTOREEICHLTHEREZELEFE A,
WIPSTT7RHRYITNARICRT oM EKERITTEDLILET,
countermeasure adhoc
TI74ILETIE. WIPSIEZRRYI T NRARIZH T 5 RETVER Ao
WIPST. EESN=TNARICH T R KEERITTESLIITLET,
countermeasure mac-address mac-address
TIAILETIE. WIPSIET A RIS T B REITVER A,
REBEZRALIE-IATOEUY—DAREEIIHINTESLIIILET,
Select sensor all
TIAIGTIH KRBEZREZICBREL oY —HE A REFICHILET,

2R 73 &t D& A

CHORRIIZDNT

FIR

VSDIZHER) S —Z @AY HE. VSDRDT R THOERTHER ) —EFHICTEEY,

AT LEA—FRIBLETS,

System-view

WIPSE 2 —%B1ALET

wips

VSDE 2—%RsRLET

virtual-security-domain vsd-name
VSDIZH KR —Z#EALET

apply countermeasure policy policy-name
TIHIETIE, VSDIZERER) O —FBRSNEE A,
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RNV MEERRD R E

CDRRIIZDNT

T —DRF YR TRELGT NAREZRELIZH RIS, FYRIILTHE AT IMERETESLSIZT
BITIF. ROEXEETLET . toY—E A vV HIRRNIZE TR AT EFrRILTEELE
Fo T B DR KRNI IR ET HHREIEETEET . FYRILAT YU DFEMICDOLTIE,
[Radio Resources Management Configuration Guide @I channel scanning configuration 1% 8
LTLZELY,

FIR

1. YARTLEa—#RBLET,
System-view

2. WIPSEa—%RBLET,
wips

3. XEARVI—E1—ZRBLET.
countermeasure policy policy-name

4. Y —DARENTYNEEET SHEREEELET .
countermeasure packet-sending-interval interval
TIHITIE, BB —IF30V BT EITHEN TP EREELFT,

LR X R E—F DAL

CDBERIIZDNT

RIE%GAP L TRILSSIDERET 520D EBETT AT IV RIZAT UM A=V LR SIC
TRHIZFE ROERERFTLET,

FIR
1. YATLEa—%#BBLET,
System-view
2. WIPSEa—%RELET,
wips
3. ®ERII—E1—ZRBLET,
countermeasure policy policy-name
4. PERXARE—FEAR—TILICLET,
countermeasure enhance
T4 ILRTIE, PR RE—REAR—T LI TWER A,

NATHERESNT=TT5AT7 U rDEH

CDERIIZDNT

DZATUNE DR YT —O HBEH LT AHESIINATARESN TSI SA T UM EAPHRETES
FITTBITIE. ROEEEEITLETS

FIR
1. PRTLE2—#ZBIBRLETS,
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System-view
2. APEa—FIFAPY IL—TE1—%#FBLET .
o APEa—ZMIRLET,
wlan ap ap-name
o AP IL—TE1—%BBLET,
wlan ap-group group-name
3. NATHOBRESNI=VTITUNERHT HESICAPEAR—TILIZLET,
wlan nat-detect enable
TIHIVE:
o APEa1—TI&,APIFAPY L—TE1—DHREEFEALET,
o APTIIL—TEa—TIE NATHERESNI=VZAT UL TOBREIFTE2—TILTT,
4. NATHOERESNFITAT ML TWIPSHAR REEITTEALIITLET,
wlan nat-detect countermeasure
TIHIVE:
o APEa1—TI&. APIZAPY IL—TE1—DHREEERLET .

o APYIIL—TE1—TlE. WIPSIENATAERESN=UTA4 7ML TREZTL
FE A,

7o LESAEEEDERE

CDRRIIZDNT

COBEENRESINTLDIZEE ., WIPSETS—LERT NS RYRMAD TAVLRAT/NARIZHLT
TI—LENA—LEEA,

FIE

1. YRTLEa—ZMKLET,
System-view

2. WIPSE2—%#RtELET,
wips

3. TI—LERTNAR)AMITINAZAOMACTRLREBMLET,
Igonrelist mac-address mac-address
TIHINTIH. TI—LERT /NS RA)ZAMIMACTFLRILEMENFE R A,

TR —ERZIRELGASWIPSRA v %
EITTAEOIZAPERTFET S
CDBRIIZDNT

COOHEEIZKY WIPSEHE S LUV REHEELRIESNET N, 7TOER Y —EX#EIXETLET .
FIg

1. YRATFLEL—#FBAtELEY,

System-view
2. WIPSE1—%BtBLET,
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wips

3. TOEARY—ERZRHLEMAOWIPSRF YU EETTALIIZAPERELET,
access-scan enable
TIHIETIXAPIXT VA —ERZRZELTLBREIEIWIPSRF ¥ U #ETLEH A,

OUINERE

CDRRIIZDNT
Organizationally Unique Identifier(OUI; ##E & # A F) (&, T/NA RADMACTRLRAD®RF D3/
THY. TNARDRU T —%HRTH-DICFERINET,
TINAZADEET HE, TIFHILEDOUER Z7 14 ILRDUINOUIZA TS ICBEMICAUR—REh
ij_o
RDEIIZ. OUISATSVEFETHER T HELLTEET,

e import ouiavwURZEFERAL T, OUIZY 74F¥aL— 3> T7/ )LD B0UISA TS IZ0UI
EAUR—MLET,

AoR—brENT=0Ul. BEFFEh=0Ul, BETEDOUI. BLUA U R—FIELBL-OUIDHARTE
nFEzd,

e export ouiavUREFEALT. OUISAITSURDUIZOUIAY 74X aL—aVI7(ILIZIVIR
R—KLET,
EBIZIVRR—FEN0UIDHE, THRKR—FZRBKLIZOUIDEMARTEINET,
ouID A iR—k
1. YARTLEa—#FRLET,
System-view
2. WIPSE2—%#RtELET,
wips
3. OURERZ7AILHBOUIZTATIIIZOUIEAR—FLET,
import oui file-name
OUIDTHRXHR—k
1. YARTLEa—#FRLET,
System-view
2. WIPSE2—%#RtaLET,
wips
3. OUIZAIZYARDUIZOUIER I 7 ILICTIRR—FLET,
export oui file-name

DATNTIDI—3 0 IV MN)DEREE DA
=TIk
CDRARXIIZDLT

HDSATRNTIOIT—2a TG OSATURDAPIZZ Y T—RLERIZACIZREEFEEINEZ TN
T,
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FIE

CDHEENAR—TILTRIMES . oY —IE. VSA T UM APIZEEEICEEMS TN =R,
GSATURTIVI—a 0 IV MN) &R ETEET, COMBENAR—DILIZHEE, oY —IX. TV
OI—3 AR RBPIZHSATUNTIOI—30 IV N2 E TEET,

o —NTFYL I3 TAERRPIZISAT NIV I -3 IV M) EZEB LSS v —
. APESGSATUMNED T IV I—2a v BRFL IR EERHETAERIZIVN)ZEHLET,
COMEEICEY YL I—2av DOREREIEEELETA,. 7YV I—2aV0 DR EFETLET . CO
HEEX, AP T — VA TEETRERBEREADERIGSICEFAR—TILIZTEIEE5H581HL
E3 I

1. YATLEx—%#BBLET,
system-view
2. WIPSE 2—#BtALET,
wips
3. KEBERHAKR)S—E1—ZFBHBLET,
detect policy policy-name
4, DSATURNTILI—23VIVNDEREFEAR—TILIZLET,
client-association fast-learn enable
TIHINTIF IFATUNTILI—23V IV N DEREE ET1+E2—TILTT,
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WIPSODRTRIOAYVEBIUVATFHFRATUR

FEEDE 1—Tdisplayav > FEETL, A—HFEa1—TavIrE)ybLET,

ARy avwor
TRTOEUY—ICET 2EBRERRLET, display wips sensor
o —hoIRESN-WALNK B H#iEt1ER%  display wips statistics [ receive |
=rLET, virtual-security-domain vsd-name ]
display wips

RET/NAARIZLTWIPSHRITL =%t SR IZF virtual-security-domain vsd-name
TREHRERRLET, countermeasure record

display wips

virtual-security-domain vsd-name
device [ ap [ adhoc | authorized |
external | mesh | misconfigured |
potential-authorized |

VSDTREENETAYLAF A RIZET potential-external |
ZEmERERLET, potential-rogue | rogue |
uncategorized ] | client
[ [ dissociative-client ] [ authorized
| misassociation | unauthorized |
uncategorized ] ] | mac-address
mac-address | [ verbose ]

B SHNATR EEAIS (T display wlan nat-detect [ mac-address mac-
MR AIEHERRLET . address |

OUISAISUADNT RTOIEDHIAENT-UIZHIRL reset wips embedded-oui

ij-o

;;é%'z;g;fﬁﬁliéhtWALN&%#ﬁtE. reset wips statistics

MLal 1R o

RET /N1 RI= L CWIPSAEITUf= st & (= reset wips virtual-security-domain

BE 4 2 BE R 15 4R, - vsd-name countermeasure record

reset wips virtual-security-domain vsd-

shm S e s name { ap { all | mac-address mac-address }
\_}/,SL/D;;_E'ﬁﬁAPEUi7747/FI/WE&U | client { all | mac-address mac-address } |

all }

BRHINIENATREISAT7UMNET 51EHEY

r wlan nat-
L eset wlan nat-detect

WIPS D &% 7€ 5

CORFAAVMIEEHEINTLBAPETILE LU TILEEIL, BL<ETHEHITT . APETILE LU
U7 ILEEDYR—KE. ACETILIZE>TEHRYET,
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Bil:7/

\AADFEEXNRDERTE

RYSI—DERR

FIE

B3IZRY L3I, Lo P —[FRAYFENMLTACIZERESN TLVET . AP 1B XUAP 2(F, SSID abck
NLTIFATUMITAV LAY —ERZRBLET . ROFRVEETLET,

o TUH—OWIPSEAR—TILIZLET,

o TJAVLRATFNARDEEHZTFELT. MACFKL A000f-1c35-12a5% 5370 1E T /84 RY)
ARZEML, SSID abcZE{EFETEASSIDY RMZEBMLET,

o  WIPSHEBEMLENBAPEELUVFREISATUMNIXT I EEEITTESE
2. X RERELET,

B3 rybD—IK

AP 1 AP 2

Sensor
SSID: free_wlan

Client 1 Clint 2
MAC:000f-1¢c35-12a5

#ACTIAVLARY—EREBELEY . (FEMITEER)
#IAVLRAY—EXDHREDFHMZDLTIEL, TWLANT I EADERE 1ZSBL TS,
#vsdlEWSBRTDVSDEERLET .

<AC> system-view

[AC] wips

[AC-wips] virtual-security-domain vsd1

[AC-wips-vsd-vsd1] quit

[AC-wips] quit

# Sensor&LNVS R BIDAPEIERL . APIZXHLTWIPSZERIZLET
[AC] wlan ap Sensor model WA4320i-ACN

[AC-wlan-ap-Sensor] serial-id 210235A1GQB139000435
[AC-wlan-ap-Sensor] radio 1

[AC-wlan-ap-Sensor-radio-1] radio enable

[AC-wlan-ap-Sensor-radio-1] wips enable
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[AC-wlan-ap-Sensor-radio-1] quit

# APt Y —%VSDvsdlIZEMLET .
[AC-wlan-ap-Sensor] wips virtual-security-domain vsd1
[AC-wlan-ap-Sensor] quit

# class1EVWSRFID DR —E KL VFAT VR 2OMACT FLRERIE T /NA R RN
#3B/NL. SSIDabcZ (S TEAHSSIDYRNMIEBMLET
[AC] wips

[AC-wips] classification policy classl
[AC-wips-cls-class1] block mac-address 000f-1c35-12a5
[AC-wips-cls-class1] trust ssid abc

[AC-wips-cls-class1] quit

# 748K > —class1ZVSDvsd1lITEALET .

[AC-wips] virtual-security-domain vsd1
[AC-wips-vsd-vsdl] apply classification policy classl
[AC-wips-vsd-vsdl] quit

# protectE WV A BTD I RAR) O —Z L WIPSHEHFRID VT4 7 U b E SRR S ERAP
[T L TR ERZELONDSEIICLET,

[AC-wips] countermeasure policy protect
[AC-wips-cms-protect] countermeasure unauthorized-client
[AC-wips-cms-protect] countermeasure potential-external-ap
[AC-wips-cms-protect] quit

# kAR —T 0TI EVSDysdlITERALET

[AC-wips] virtual-security-domain vsd1

[AC-wips-vsd-vsdl] apply countermeasure policy protect
[AC-wips-vsd-vsd1] quit

[AC-wips] quit

BREDTHEE
#VSDvsd1D T ANV L AT /NA AR FEEHRERRLET .
[AC] display wips virtual-security-domain vsd1 device
Total 3 detected devices in virtual-security-domain vsd1
Class: Auth - authorization; Ext - extern; Mis - mistake;
Unauth - unauthorized; Uncate - uncategorized;
(A) - associate; (C) - config; (P) - potential
MAC address Type Class Duration Sensors Channel Status
00e0-fc00-5829 AP Auth 00h 10m 24s 1 149 Active
000f-e228-2528 AP Auth 00h 10m 04s 1 149 Active
000f-e223-1616 AP Ext(P) 00h 10m 46s 1 149 Active
000f-1c35-12a5 Client Unauth 00h 10m 02s 1 149 Active
000f-e201-0102 Client Auth 00h 10m 02s 1 149 Active
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HA1E, MACZRL R000f-e223-16 16 DAPHSBIERLZSEBAPEL THEESh . MACF KL R000f-
1¢35-12a5DISA T REH R DI SA T oL THEIN TSI EERLTVWET,

# WIPSHT /AL R LT3 RICB T H1EHRERRTLET .
[AC] display wips virtual-security-domain vsdl countermeasure record
Total 2 times countermeasure, current 2 countermeasure record in virtual-security-domain
vsdl
Reason: Attack; Ass - associated; Black - blacklist;

Class - classification; Manu - manual;
MAC address Type Reason Countermeasure AP Radio ID Time
00e0-fc00-5829 AP Class Sensor 1 2014-06-03/09:30:25
000f-e228-2528 AP Class Sensor 1 2014-06-03/19:31:56
000f-e223-1616 AP Class Sensor 1 2014-06-03/10:30:36
000f-1c35-12a5 Client Class Sensor 1 2014-06-03/09:13:26
000f-e201-0102 Client Class Sensor 1 2014-06-03/09:33:46

COHAIE. WIPSHMACT KL R000f-1c35-12a5D R D254 T > b E L UMACT KL R000f-
e223-1616MDBIEMLGNIAPICH L THEEEL-CEERLTHET,

Bl AR ELGRKXDNTIRBE IV ITVRERERHEDERE

RYNT—DWERL

KA4IZTRT LS RAVFENLTACICESTH2DODAPEE Y —ELTERELET, VSD VSD 1
[ZSensor 1&Sensor 22 BIMLET . FELHEXD /Ny MEHETISYREREREZREL T, WIPS
NE—aVISYRKREF-(FEELEIEZE DFELGHRRD /AT YL ERHELEEZIZTS—LENA
—TEBHL3ITLET,

K4 rykT—OH

Switch

Sensor 1 Sensor2

VSD_1

Attacker 1 Attacker 2
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FIE

#ACTITAVLAY—EREBELEY . (FEHITEE)

# DAL AY—ERDREDFHEBICDOVTIEL, TWLANT I ERDERE I1ZSRL TS,
# Sensorl&ELVSRABTDAPZEIERL . APISX L TWIPSEERIICLEY
<AC> system-view

[AC] wlan ap sensorl model WA4320i-ACN

[AC-wlan-ap-sensorl] serial-id 210235A1GQB139000435
[AC-wlan-ap-sensorl] radio 1

[AC-wlan-ap-sensorl-radio-1] radio enable
[AC-wlan-ap-sensorl-radio-1] wips enable
[AC-wlan-ap-sensorl-radio-1] return

# Sensor2&EWVSBARIDAPEERLL . APICH L TWIPSEZRE#HICLET,
<AC> system-view

[AC] wlan ap sensor2 model WA4320i-ACN

[AC-wlan-ap-sensor2] serial-id 210235A1GQB139000436
[AC-wlan-ap-sensor2] radio 1

[AC-wlan-ap-sensor2-radio-1] radio enable
[AC-wlan-ap-sensor2-radio-1] wips enable
[AC-wlan-ap-sensor2-radio-1] quit

[AC-wlan-ap-sensor2] quit

#VSD_1EWLVSARIDVSDEERRLET

[AC] wips

[AC-wips] virtual-security-domain VSD_1

[AC-wips-vsd-VSD_1] quit

# dtclEVS BRTORERHAR O —ZEERLET

[AC-wips] detect policy dtcl

# IENEELTOWASRELGHRAD/ Ny bDRHEZEERICL. V71 Ty REES0RICRELET .
[AC-wips-dtc-dtc1] malformed duplicated-ie quiet 50
#E—aVIISYFKREBORHZRHICL, #HitRER. LEVME. LUK IERRZZNE N 1007,
# 200D, BLUBORIERELET

[AC-wips-dtc-dtcl] flood beacon interval 100 quiet 50 threshold 200
[AC-wips-dtc-dtcl] quit

# WER RS —dtc1#VSDVSD_1I#ALET ,

[AC-wips] virtual-security-domain VSD_1

[AC-wips-vsd-VSD_1] apply detect policy dtcl
[AC-wips-vsd-VSD_1] quit

[AC-wips] quit

# VFDVSDLIZ > 4 —%EBMLET,

[AC] wlan ap sensorl

[AC-wlan-ap-sensorl] wips virtual-security-domain VSD_1
[AC-wlan-ap-sensorl] quit

# APt H—2%VSDVSD _11Z:EMLET .

[AC] wlan ap sensor2

[AC-wlan-ap-sensor2] wips virtual-security-domain VSD_1
[AC-wlan-ap-sensor2] return
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gl:lll

EDTERE
# WIPSHAWLANTHEZRHELAN>HEIC, Ny ERTLET . HAK FELGRAD
#INTIRNERZF O VRRBAYE—U N FEELLGVNIEERLTLET,
<AC> display wips statistics receive
Information from sensor 1
Information about attack statistics:
Detected association-request flood messages: 0
Detected authentication flood messages: 0
Detected beacon flood messages: 0
Detected block-ack flood messages: 0
Detected cts flood messages: 0
Detected deauthentication flood messages: 0
Detected disassociation flood messages: 0
Detected eapol-start flood messages: 0
Detected null-data flood messages: 0
Detected probe-request flood messages: 0
Detected reassociation-request flood messages: 0
Detected rts flood messages: 0
Detected duplicated-ie messages: 0
Detected fata-jack messages: 0
Detected illegal-ibss-ess messages: 0
Detected invalid-address-combination messages: O
Detected invalid-assoc-req messages: 0
Detected invalid-auth messages: 0
Detected invalid-deauth-code messages: 0
Detected invalid-disassoc-code messages: 0
Detected invalid-ht-ie messages: 0
Detected invalid-ie-length messages: 0
Detected invalid-pkt-length messages: 0
Detected large-duration messages: 0
Detected null-probe-resp messages: 0
Detected overflow-eapol-key messages: 0
Detected overflow-ssid messages: 0
Detected redundant-ie messages: 0
Detected AP spoof AP messages: 0
Detected AP spoof client messages: 0
Detected AP spoof ad-hoc messages: 0
Detected ad-hoc spoof AP messages: 0
Detected client spoof AP messages: 0
Detected weak IV messages: 0
Detected excess AP messages: 0
Detected excess client messages: 0
Detected sig rule messages: 0
Information from sensor 2
Information about attack statistics:
Detected association-request flood messages: 0
Detected authentication flood messages: 0
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Detected beacon flood messages: 0

Detected block-ack flood messages: 0

Detected cts flood messages: 0

Detected deauthentication flood messages: 0
Detected disassociation flood messages: 0
Detected eapol-start flood messages: 0

Detected null-data flood messages: 0

Detected probe-request flood messages: 0
Detected reassociation-request flood messages: 0
Detected rts flood messages: 0

Detected duplicated-ie messages: 0

Detected fata-jack messages: 0

Detected illegal-ibss-ess messages: 0

Detected invalid-address-combination messages: 0
Detected invalid-assoc-req messages: 0

Detected invalid-auth messages: 0

Detected invalid-deauth-code messages: 0
Detected invalid-disassoc-code messages: 0
Detected invalid-ht-ie messages: 0

Detected invalid-ie-length messages: 0

Detected invalid-pkt-length messages: 0

Detected large-duration messages: 0

Detected null-probe-resp messages: 0

Detected overflow-eapol-key messages: 0O
Detected overflow-ssid messages: 0

Detected redundant-ie messages: 0

Detected AP spoof AP messages: 0

Detected AP spoof client messages: 0

Detected AP spoof ad-hoc messages: 0

Detected ad-hoc spoof AP messages: 0

Detected client spoof AP messages: 0

Detected weak IV messages: 0

Detected excess AP messages: 0

Detected excess client messages: 0

Detected sig rule messages: 0

# WIPSAE—a ISR REBE LV EBELEIEZEC A ELGEA D/ rybERELIZEEIT/ Yk
##ETERRLET . HOF ENERELTOASTELREAD /AT IrDGFEITREEN - AvE—D
# WH28THY. E—IVITTVRREBDIGE(THRESNI- AV E—D OB THAHEERLTVET,
<AC> display wips statistics receive

Information from sensor 1

Information about attack statistics:

Detected association-request flood messages: 0
Detected authentication flood messages: 0
Detected beacon flood messages: 18

Detected block-ack flood messages: 0

Detected cts flood messages: 0

Detected deauthentication flood messages: 0
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Detected disassociation flood messages: 0
Detected eapol-start flood messages: 0
Detected null-data flood messages: 0
Detected probe-request flood messages: 0
Detected reassociation-request flood messages: 0
Detected rts flood messages: 0

Detected duplicated-ie messages: 0
Detected fata-jack messages: 0

Detected illegal-ibss-ess messages: 0
Detected invalid-address-combination messages: 0
Detected invalid-assoc-req messages: 0
Detected invalid-auth messages: 0

Detected invalid-deauth-code messages: 0
Detected invalid-disassoc-code messages: 0
Detected invalid-ht-ie messages: 0

Detected invalid-ie-length messages: 0
Detected invalid-pkt-length messages: 0
Detected large-duration messages: 0
Detected null-probe-resp messages: 0
Detected overflow-eapol-key messages: O
Detected overflow-ssid messages: 0
Detected redundant-ie messages: 0
Detected AP spoof AP messages: 0
Detected AP spoof client messages: 0
Detected AP spoof ad-hoc messages: 0
Detected ad-hoc spoof AP messages: 0
Detected client spoof AP messages: 0
Detected weak IV messages: 0

Detected excess AP messages: 0

Detected excess client messages: 0
Detected sig rule messages: 0

Information from sensor 2

Information about attack statistics:

Detected association-request flood messages: 0
Detected authentication flood messages: 0
Detected beacon flood messages: O
Detected block-ack flood messages: 0
Detected cts flood messages: 0

Detected deauthentication flood messages: 0
Detected disassociation flood messages: 0
Detected eapol-start flood messages: 0
Detected null-data flood messages: 0
Detected probe-request flood messages: 0
Detected reassociation-request flood messages: 0
Detected rts flood messages: 0

Detected duplicated-ie messages: 28
Detected fata-jack messages: 0
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Detected illegal-ibss-ess messages: 0
Detected invalid-address-combination messages: 0
Detected invalid-assoc-req messages: 0
Detected invalid-auth messages: 0
Detected invalid-deauth-code messages: 0
Detected invalid-disassoc-code messages: 0
Detected invalid-ht-ie messages: 0
Detected invalid-ie-length messages: 0
Detected invalid-pkt-length messages: 0
Detected large-duration messages: 0
Detected null-probe-resp messages: 0
Detected overflow-eapol-key messages: 0
Detected overflow-ssid messages: 0
Detected redundant-ie messages: 0
Detected AP spoof AP messages: 0
Detected AP spoof client messages: 0
Detected AP spoof ad-hoc messages: 0
Detected ad-hoc spoof AP messages: 0
Detected client spoof AP messages: 0
Detected weak IV messages: 0

Detected excess AP messages: 0
Detected excess client messages: 0
Detected sig rule messages: 0

" > — N = —
Bl —FR—ADHEREDETE
Ry —HERR
K5IZRT &SI, AP 1EAP 2(&, SSID abcH N LTISAT U MIE RS —ERZRHLET, EoY

—DWIPSZEAR—TJLIZL. SSIDMabcTHINWE —a2 I —LEBHLI-EZIZWIPSHATS—LZER
YH—TEBELSV T —FEHRELET,
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FIE
#ACTIAVLAY—ERZBHLET . (GFHlITEH)
#VAVLRAY—ERDEREDFHBIZDOLTIEL, TWLANT 7 ERDERE 1ZSRL TS,
# Sensorl&ELVSBRTDAPZEIERLL . APIZH L TWIPSZBRIIZLEYS
<AC> system-view
[AC] wlan ap sensorl model WA4320i-ACN
[AC-wlan-ap-sensorl] serial-id 210235A1GQB139000435
[AC-wlan-ap-sensorl] radio 1
[AC-wlan-ap-sensorl-radio-1] radio enable
[AC-wlan-ap-sensorl-radio-1] wips enable
[AC-wlan-ap-sensorl-radio-1] quit
[AC-wlan-ap-sensorl ] quit
#vsdlEWSBRTDVSDEERLET
[AC] wips
[AC-wips] virtual-security-domain vsd1
[AC-wips] quit
# APt Y —1%VSDvsdlIZEMLET,
[AC] wlan ap sensorl
[AC-wlan-ap-sensorl] wips virtual-security-domain vsd1
[AC-wlan-ap-sensorl] quit
# U ZFv1EERL. E—aVIL—AIT—HTHESITH T ZFrEREL.
# SSIDAabcTIFANIL—AIZ—HTBLIITH TV T ZFvERELET .
[AC] wips
[AC-wips] signature rule 1
[AC-wips-sig-rule-1] frame-type management frame-subtype beacon
[AC-wips-sig-rule-1] ssid not equal abc
[AC-wips-sig-rule-1] quit
#SIglELVIRRID VT —F R —FERL. VT —ZFv1Ex T —FvR) o —siglIs/NA U RLET,
[AC-wips] signature policy sigl
[AC-wips-sig-sig1l] apply signature rule 1
#WIPSIN T ZF v (Z— BT 2/ V7 b EEHTEDLSICL., HEHERDUREKMIR. #51LFFRE,
#BLUVTI—LLEWMBZENE NS, 607D, HLU60IZRELET
[AC-wips-sig-sigl] detect signature interval 5 quiet 60 threshold 60
[AC-wips-sig-sigl] quit
# —F xR —siglEVSDvsd1IERLET
[AC] wips
[AC-wips] virtual-security-domain vsd1l
[AC-wips-vsd-vsdl] apply signature policy sigl
[AC-wips-vsd-vsdl] quit
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EDTERE
# 2 —HISSIDfree_wlanZERAL T A VLAY —ERZRHLFZEEIZ, ACHEUH—HD
#T7I—LERETHLEHELFES,
WIPS/5/WIPS_SIGNATURE: -VSD=vsd1-RulelD=1; Signature rule matched.
# oY —OIRELE-RERHERERRLET . HARK ST =FvIT—HT 5/ 79D
#RBRHEENF AV E—DOHMN26THAZEERLTLET,
[AC] display wips statistics receive
Information from sensor
Information about attack statistics:
Detected association-request flood messages: 0
Detected authentication flood messages: 0
Detected beacon flood messages: 0
Detected block-ack flood messages: 0
Detected cts flood messages: 0
Detected deauthentication flood messages: 0
Detected disassociation flood messages: 0
Detected eapol-start flood messages: 0
Detected null-data flood messages: 0
Detected probe-request flood messages: 0
Detected reassociation-request flood messages: 0
Detected rts flood messages: 0
Detected duplicated-ie messages: 0
Detected fata-jack messages: 0
Detected illegal-ibss-ess messages: 0
Detected invalid-address-combination messages: O
Detected invalid-assoc-req messages: 0
Detected invalid-auth messages: 0
Detected invalid-deauth-code messages: 0
Detected invalid-disassoc-code messages: 0
Detected invalid-ht-ie messages: 0
Detected invalid-ie-length messages: 0
Detected invalid-pkt-length messages: 0
Detected large-duration messages: 0
Detected null-probe-resp messages: 0
Detected overflow-eapol-key messages: 0
Detected overflow-ssid messages: 0
Detected redundant-ie messages: 0
Detected AP spoof AP messages: 0

Detected AP spoof client messages: 0
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Detected AP spoof ad-hoc messages: 0
Detected ad-hoc spoof AP messages: 0
Detected client spoof AP messages: 0
Detected weak IV messages: 0
Detected excess AP messages: 0
Detected excess client messages: 0

Detected sig rule messages: 26
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