H3C WLAN WIPSEEE S EE
T 4 & £




m WIPSH REfE 2

@ FREEE R A

m CloudnetTWIPSIERMIHEREZHRNIZT S
BEY—ILTHEEZTS

m Cloudnet TWIPSIRMIKRZRRT %

m ACHOGUITWIPSIRFIRRERTY S

m CloudnetTHRHMLI-KEBEZEEEHICA—ILTIEAS




BRI IHE—E

Iﬁlﬁgd)#ﬁﬂ:’.(Detectlon) - APBENEMRE (#TA LR LSSIDASGE L

77y 72y 7&H [CEDNTUW=5ZDAPH S DbconiE

o RELERXD/Sy MR EREH,ONEBE Ak L TEEEICE

« RT—T74VIHEDIRE %0)

e S5LVIRHEH e HT- 2 U—>74—I)L FAPIRH

o FAILZKERH « N=—Ry FAPIEH

e 7A—FF ¥R P77V I—- a3V « MITMIXZZE}H
FRRR/ R AR INE DR H « TA4XLRTY vyt

« 40 MHZEIBIRE—FAT1E2—T L « YV I—av/BT7YI—av
ICBE->TWBI534T7 Y FTOBRE DoSIKEDIEH

- AEHKEZDIERH - AP7 5 v FILERH

s BFFrRLDIEH o TNARABAKERL

- V7 FAPIRH */7 F ¥ R— X DOBEMH (Signature)

« Windows7'V v L& T /84 ZD453r5E(Classification)

- BElbtEhTULEWLWTNS ZDEH - AP#$E

e hy FPRFRy PREDIERH « 9747 bDHEE

o LFEKEADIE(Countermeasure)
« BRAFRADMACT F L R EH




m WIPSHREfEE

@ FREEE R A

m CloudnetTWIPSIERMIHEREZHRNIZT S
BEY—ILTHEEZTS

m Cloudnet TWIPSIRMIKRZRRT %

m ACHOGUITWIPSIRFIRRERTY S

m CloudnetTHRHMLI-KEBEZEEEHICA—ILTIEAS




IREI AR IB R (T ER) Cloudne: 5

EEEEEE

JL—RIL~DOEREK
PocketWiFiDIEE

777 FEEWR
- WA
N 75_ I‘)(—ll/\ﬁ p

B (HTML,PDF)

Pocket WiFi H#R(HTML,PDF)

WENT -y b
77y SSID:WIPSTEST
_ WPA2+TKIP

- IR A]
* WEADIER

y === -l L - Sysl —/\—
S Iﬁ[ﬁg I3 7_ ) l‘ N _1; - yslogH—/

= XF WA6320 = |
WE PC " FoeRFEL v B <>
7 7’ ’r |7 POETQ“7OQ . _ CloudnetE &




Cloudnet7 Z71J(I0S)

22:539

Interface State

Cloudnet App Int
Hangzhou H3C Technologies
Co., Ltd.

,Ag L U

4+ & (2]

1= Y4 Hangzhou H3C

Layer 2 Interfaces Layer 3 Interfaces Jevice Info

GE1/0/ ol 1G(a)

VLAN:
[ Ful Duplex

GE1/0/2 1l auto
| VLAN: 1

m Not Negotiated
GE1/0/3 il auto

VLAN: 1
OWN | Not Negotiated

CPU

CPU Monitor

(%)

FYIT—p
3111

Login page upgrade.

Guset Login for app preview.

Not Negotiated

Bug fix.

7LEa—

Cloudnet ~

Clood Driven Automation Makes Viok Easy

WebSite
J xiejinying

() TestingEnvironment

@ mitrs

R

BR

Current Value

5%

TS Demo =

Performance

Man

Alarm Threshold

75%




oudnet 7 71)(10S)

TS Demo = 4

Performance Operations Statistics

I Summary AP List >

&£ 0

Memory Monitor

(%) o 1 AP Traffic Top 5

Sca’-21e7-38a0 17.8MB

1 Client Quantity Top b

I Disassociation Ratio

Current Value Alarm Threshold Disassoc Ratio

Once Twice

Three Times Four Times or Above

Device Info

WX2510H-F =

Running Info

Statistics

Online Status

Uptime

Online

Device version

Backup At

Online/Total APs

Clients

Basic Info

Port State

Online

00d:05h:12m:19s

00d:05h:1Tm:02s

Release 5452P03




m WIPSHREREE

@ WAL SR K

m CloudnetTWIPSIERMIHEREZ B XNIZT B
WEY— L THEET S

m CloudnetTWIPSIERAIIRRZRTT 5

m ACHOGUITWIPSIERAIKIRERTYT D

m Cloudnet THRAIL-BREBZEEEICA—ILTEAS




CloudneticA 7493
« https://cloudnet.h3c.com/

Cloudnet

DTSIRRY MAEDTZE

— H3C U-Center —

Cloudnet

Cloud-Driven Automation Makes Work Easy




Cloudnet CACTOWIPSIEMZBMICT A (BELRILDIGE 10
e« XY PFPT7—O >HE>SAC> 74 LREFXFaYT 4

H3C *ybo—o  ZY-hOoSM  H—EX» e

] JS>F :HICOfice T b : HIC HBEATA R v AC y DOS, DDOS@'—*E'C
IAPLREFIUF 1 # 5 Malformed
Packet(RIE& /YT vy

e MoXEZZITS L.

HEOB, SSIDAE > BEMACDIEE: AT L 75‘1%_”: raach fg
wsosE: 047y (150-% NBHAJEEED DY £
DTZDHEICHA X
ER

| stept: @HELAULEBRL. WEZEELET

wL~L: | 02 Ow 08 Onxswrx |
I #HES UREEHR—FT3
¥ Malformed Packet ) Flood Attack

T Sieps  ELAPTET D



Cloudnet CACTOWIPSHEFZEBMICT B (L RILDIFE 11
e« XY PFPT7—O >HE>SAC> 74 LREFXFaYT 4

FvbhO—2 | ZI—hOSM  H—EX)» e

JS>F HICOffice H- b : HICRBIAT <R v AC l:l:l L /\‘}[,T\“i

SPLREEL T Malformed Packet|Z
1N Z <. Honeypot AP,
wEQR MITMXZ, 77 v F
NRRT =T 4 T0hHE
HEDEH: O7—7> (#H0—X q’ﬁrg@fﬁ@ﬁ@% 6

HEDEE SSIDAEF+ EEMACTIESH

W HRET
- - = m o
Il stept: BHELALEBRL. HREERRELET
BHLAUL: I & O% O ONAFIAL I
#5IEE UREFYT- T3
) Malformed Packet ) Honeypot AP ) MITM Attack
) Flood Attack ¥ Spoofing Aftack ¥ Assoc/Reassoc DoS Aftack

) AP Flood Attack




Cloudnet CACTOWIPSIEAZEMICT A (BELRILDIGE 12
e« XY PFPT7—O >HE>SAC> 74 LREFXFaYT 4

Fyho—2  AX—hOSM  H—EX» e
v k=2 757 :HICOfice o7 I : HICHBIAT A v AC v %— [/ &}l"é ‘iiﬁﬁ T\‘ ‘i
@ 757>+ [ HEYVERONGWSE
E=AULA o té—co)lzigg—‘:ﬁi—c
. o BYET,

it

R nEOEY SSIDZF T EEMACDELE

WEDEE: OA-7> (1o0-X

| stept:@Hil~ULEZERL. WHEEEZELET

B IOE‘_ FE O AASRAA I
BAER OREEYA-FTB
¥ Malformed Packet @ Weak IV ¥ Omerta Attack
(¥ 802.11n 40MHz Disabled ) Power Save Attack ¥ Soft AP
@ Windows Bridge 2 Honeypot AP & MITM Attack
) Flood Attack ) Spoofing Attack ) Broadcast Disassoc/Deauth
) AP Impersonation Attack ) HT-Greenfield AP ) Wireless Bridge

¥ Assoc/Reassoc DoS Attack ¥ AP Flood Aftack




Cloudnet TACTOWIPSH#EFZ 9 XTHE®ICT 5 LCPUBRBHRIICEY 9 1S
« XY M7= >SBES>AC>T74¥LREFXa) T«

Xy FI—5 | ZY—F0&M  H—EX)» EE,....\ 11

Ry I—2 JS0F : PIDEMO -k : TS Demo v WX1840H v é—c @*ﬁ%ﬂ ¢ iif%%ﬁ
ST DAL ATF2UT+ ;j] ‘: -a- 6 t CPU o)ﬁﬁ
SERIICEY, YRT
ISE=Tihe A @ﬁ{@j ‘: T o =| Abi‘i
WEDsH SSIDRF T2 SEMACDISH L 6 -__I-ﬁ I'i?b‘ﬁ U i 'a_
EO®E: O A-7> oo-x DT c‘fﬂ’&ﬁ?ﬁ ‘uj-%
MMIRELRLGE -
F - E)TREIRSNBIE
maiol [OF Om Ok 0nzsvrz | Ba&&ICL LS

=z

TR
e
B AE

HEIERE

| Stept:@HLLEERL, AREEELET

AY
| waoms | R2EE Ly,
AT F A Malformed Packet Weak IV Omerta Attack Malformed Packet |'Weak IV o >
- E v WV . WV — o o
—
KIDR—=IDHARR

ytr— 802.11n 40MHz Disabled Power Save Attack Soft AP Omerta Attack 802_11n 40MHz Disabled /f ‘\h\ l EE —ﬂ- = '_ ,

Windows Bridge Honeypot AP MITM Attack @ Power Save Attack Soft AP
AT I

Flood Attack Spoofing Attack Broadcast Disassoc/Deauth Windows Bridge Honeypot AP

AP Impersonation Attack HT-Greenfield AP Nireless Bridge MITM Attack Unencrypted Device

Assoc/Reassoc DoS Attack AP Flood Attack Hotspot Attack

Unencrypt. .. EET=a7/ (R

Hotspot At A BUZ -

Prohibited. Fr AL




WIPSIEEN1Z B #I-9 B3AP(Sensor) &R T 3

BERE

EL L TRABDOOEBRICT 7RSI NBAPZES

-7:Sensor& 93

| Step? : BHAPEEIR @

SSIDAE T DAPREERIFE -T2

| ATF=3>mAP

AP#

Oc3a-fadb-93al

APIREE

AT

BEE F AT

| FBAIZAP

APHE

APYREE

I 00dd-bBb1-4540

A5 |

14



m WIPSHREfEE

@ FREEE R A

m CloudnetTWIPSIERMIHEREZHRNIZT S
BEY—ILTHEEZTD

m Cloudnet TWIPSIRMIKRZRRT %

m ACHOGUITWIPSIRFIRRERTY S

m CloudnetTHRHMLI-KEBEZEEEHICA—ILTIEAS

15



aircrack-ng-1.6-win(Z)—®07 75— 3 ) THESN =T ANHDO K E/NI—2
%nJL A/\J-—C *H:II

FIE1: /N yrEERTAWFIDTE TI—% FIE2 1

EHTAIHENZI—LDHAHTAHIL
EiRT 5

F—%ERT S
$_|_Z.'.-.|;.'|.=:;' >'<
Select
Adapter: | B Microsoft sl | Adapter: ‘ EB Microsoft
Packet File: a | AddFie(s) Packet Ee: Add File(s)
Add File Folder Add File Folder
N TANS-OSE
d » Clear
. v Choose File Folder
Options | Select Adapter > Options
| Play Speed:
et | e | N o = T e
| _ Virtual_AC
Physical Address: C8:E2:65:35:50:0E(802. 3) (L Loop Sending: 4 1\  PHEREYINIIT
[[JLoop Sending: | | Link Speed: . 195.0 Mbps Delay BetweenLoops: |1000 2| "3 aircrack-ng-1.6-win
A Max Frame Size: 1500 bytes = IPS SAMPLE
¥ IP Address: 192,168, 127.2/255,255,255.0  1gnore any file error ‘ R
| | —— Default Gateway: 192,163, 12?.254 | — WiFi
Adapter Status: LAM Operational Sending Information s BE Windows
% s S4T51
Sending Information Current File: - :4_7_7)
== Training
Packets Sent: 0
Current File: o xyk7-7
Status: Please select an ada €5 Jyro-Jb CRIL
Packets Sent: ~ Linux
Progress: -
oK Cancel Hel ,
Progress: ' JANF-(F:  WiRi
@ FLLWIANT-OFERUN
.nl nmas““ Ea 5a Flay Pause Stop Close Help
() Packet nnu*.r




Y

ElRDR>T-oWBNTry bextd % (EEPHEYIELORRL EE H
ETHIEDTED)

FE3 :Play'hR ALY EHEFHIRT S
X Syslog"j'—/(—’C(i:@?%’@li%ﬁloﬁ‘éﬂﬁﬁri

Select

Adapter: |Mmsmct v| ODWIPSjJ%:l U O)Iﬂiﬁb %ué;hvf"

Packet File: D:¥{EF 7 MHEC R R TR SRR e D LI T PIPS SAMPLEY Add File(s)
D:¥EF AT FHICR)¥ %T’%EE"“E‘EFHW“U? FrITTP¥IPS SAMPLEY

s e WXL840HDWIPS Monitor I ¢ DRRAI:
Cear « Flood: 17,471/\7 vk
— « Malformed Packet: 7,553/\/ vk

Play Speed: I
1/8x 1f4x% 1/2% 1x 2% L Burst
[ ] Loop Sending: 1 > | loops (zero for infinite loop)

Delay Between Loops: | 1000 * | miliseconds

-

B 1gnore any file error

Sending Information

Current File:

Packets Sent: il
Status: Please select an adapter and a packet file, Click Play button to start.

Progress:

& Colasoft Play Pause Stop Close Help




m WIPSHREREE

@ WAL SR K

m Cloudnet TWIPSIR I EEZAZNICT S
WEY— L THEET S

m Cloudnet TWIPSIRHMIKRZRRT %

m ACHOGUITWIPSIERAIKIRERTYT D

m Cloudnet THRAIL-BREBZEEEICA—ILTEAS

18



Cloudnet E CTOWIPSDIRFE#FEERTZ B

FvIJ—2 A~N—O&M H—EX)»

V-REYRy oMl =7 :PJ DEMO - 1 TS Demo v WX1B40H v @ w1 (5001 Zaelo AP:2 AC:1 A3
(E R oy E%ﬁ» (FF1ERS =0 EETH HRA LEEE

R ST 53838 2164[] 2246[8] 912[E
WEw R EE Jun FEFR BERw R EtL—4 % VR L—4Y 8

@ RvbJ—2o

& =@t

| REEREN - 216418 | B2z@b 3R &5t
@ @ tFaur« 30 -
"R Flood Attack — " !\
¢ - | | .
> A HT [ I || I
| |
i t | | I| tJI--Iw" ‘ ( m |
1 . | [ . \ | i ‘ | IVINT Ly N
ti 1 WUl MW [ “"." (\ YT ‘ ||' 11 !"1|'L,‘I|
{C}: Safequard Weak: IV y ' | I | | I l (|
I I |
P e Brosdcast Disassoc/Deauth At . | ||| | I \ |
Power Save -k | | | |
I N L]

d’::,‘, Al-Driven Tasks

| BH WZE L2 FE : Malformed Packet

| L—Sai5sasy - 912/ ) _ - .-. . i

intermeature 1




Cloudnet E THOWIPS D IKFE % FES
- WEBEOEFERDIF7

—
=
—

=1

5 CED

- BRI =211

| =i 21548

Malformed Packet

Flood Attack
802.11n 40MHz Disabled
HT-Greenfield AP

Spoofing Attack

AP Impersonation Attack
.l'ulcﬂk' I‘n’r

Omerta Attack
Broadcast Disassoc/Deauth Atta..
Power Save Attack
Prohibited Channe

Soft AP

Windows Bridge
Unencrypted Device
Hotspot Attack

Honeypot AP

MITM Attack

Wireless Bridge
Assoc/Reassoc DoS Attack

AP Flood Attack

L —A AR ST - 912(8
J‘.t.]tk countermeature

offline/blacklist

20

| BEEatT 3R &5

| #% = ~L> FE ;. Malformed Packet




Cloudnet E COWIPSHIRFE#FESRTZE 3
. EDZLVMACDHTop N(MACT FL X & E[E#)

| BZEET— 557 : &3

a O Top10 Top20 Top3d Top40 Tops0

1119-65c2-4..  1cbf-cebd-c..

b : 26 Sca7-21e7-38a0: 237 9072-4019-Bedb: 234 bca5-1115-2229: 201 bca5-1115-2220: 193

| v —=MAC Tops | TZ=5-17 Tops

|- B Malformed Packet
B 5ca7-21e7-38a0 B Flood Attack

K2y — X MAC W 9072-4019-8Bed6 LA F @ 502.11n 40MHz Disabled
@ bca5-1115-2229 @ HT-Greenfield AP

W bcat-1115-2220 @ Spoofing Attack




Cloudnet L TOWIPSOIREEAR FEERTZE B
- APE®DTop 5(MAC7 FL R) - WM I & DTop 5

| Sensor AP Tops | INZEEFRE Tops

I 7z

. kY 73
—AINIRERE - 912 - -—
| L5 92E IEQL_}'(;J%' t;ﬁ
L 3 HE ) 4 attack countermeature: 912 offline/blacklist: O

I*T;ju—fs';ﬁ%hwr*@:aéf I&%g c:it_l'% L T: H%,%ﬁ“d) |~ — 9 L




Cloudnet L TOWIPSOIREEAR FEERTZE B
. 27— FO&M > t%2YF 1 > SSIDIEA

Fow —47 A~— HO&M H—EZ

Hwzah— R F52F  PI_DEMO  H-f |- : TS Damo W WHX1S40H @

5] SSIDIEST

HSAF

Fw -2

| sSIDAFv>

e 3092[@] e 121
FatAF 4y 551D F(Z1EE A4 v 255D

| A+ 158

5 ]

o+

Safeguard
VIP #e 5SID BS SIDE R — E DR BN RS L Iif —EDESSID B —EOL—4HEEhE b
JFREE_Wi-Fi_PASS
Al-Driven Tasks 1 oo 1 022-03-30 09:31:55 2022-03-20 D9:28:20 9c23-709d-1782
2 0000softbank 1 2022-03-2009:38:18 2022-03-20 09:27:25 Bec2a-709d-1781
3 GO3HWa-4AEZID 1 2022-03-30089:25:41 2022-03-30 02:25:41 1044-0043-e820
4 B027ZTa-177480 1 2022-03-3008:25:41 2022-03-30 02:25:41 Bc3-ed17-T48d
5 Al1KC 1 2022-03-30 10:11:23 2022-03-30 10:06:13 Z2ed3-5a04-2411

3] A102ZTa-BEEDAF 1 2022-03-30 09:38:18 2022-03-30 09:37:07 ciea-fibe-Bdaf




Cloudnet L TOWIPSOIREEAR FEERTZE B
. 22— FO&M > E* 2 U F 1 > BMACIEA

+F :PJ_DEMO T |~ : TS Demo v WX1B40H @

{EMACHET

| {EEMACDIEE

Tl =

Cl
MACHE FRtid [ZE 1B D w2 I MACE

et T e |

»  Safeguard

VIP H= @ EEMAC EES AT A—h— v i 2] ; IPeaP Bl pPELR 145 ZEA

2
= Al-Driven Tasks

Fu —47 AN— D&M H—EX




m WIPSHREfEE

@ FREEE R A

m CloudnetTWIPSIERMIHEREZHRNIZT S
BEY—ILTHEEZTS

m Cloudnet TWIPSIRMIKRZRRT %

m ACHOGUITWIPSIRFIRRERTY S

m CloudnetTHRHMLI-KEBEZEEEHICA—ILTIEAS

25



ACHOGUIEE TWIPS TH#RA L 74K 2 #E:2

« Network View > Monitoring > Wireless Securit
H3C WX1840H

IS save g Roadmap | & admin

Actions All Networks » Monitoring » Wireless Security » WIPS

Dashboard WIPS Eﬁ

Quick Start > '

Attack statistics ov Device information QoY =
Rty - I Flood 55,145
. 92% 8% AP 84
Wireless Networks CTsS : - ’
I AP Client Client 7
BlockAck
Access Points |
Eeacon
|
Clients 59.76% Authentication
AssociationRequest
RS uncate(client)
o Others 0 Malformed packet 37,129
RF Monitoring
ClientSpoofAP MalformedAssocReguest
Client Proximity Sensor AdhocSpoofAP InvalidSourceAddress
I
- APSpoofAdhoc AbnormallBSSSESS
APSpoofClient FATA-Jack ~~ Ext(P)
Application Monitoring APSpooiAP DuplicatelE
|
Wireless Configuration 5
Network Security >
Countermeasure Statistics
System >
3600w Qi
Att
Tools >
Reporting >

Black
System View Access Points Clients Event Logs
91 ©o0 Qo1 0003 A70 @19




I7—RAJ 2T
« System > Event Logs

i@ save W@ Roadmap S admin

Actions System > System > Event Logs » Event Logs
Dashboard Event Logs
Network Configuration
System Logs
Network Security >
Ex a
System v
2022-03-2911:18:25 @ nNotirication -VsD=0asis_vsd_219801A2YF821BEO00BO-Channel=116; Prohibited channel detected.
2022-03-2911:18:31 @ Notification -VsD=oasis_vsd_219801A2YF821BEOD0BO-APName=00dd-b6b1-4540-5rcMAC=b2ca-09fe-0e75; Probe request flood detected.
Resource
2022-03-2911:18:31 @ Notification -V5D=o0asis_vsd_219801A2YF821BE000BO-APName=00dd-b6b1-4540-5rcMAC=NULL; CTS flood detected.
File Systems 2022-03-2911:18:31 @ notification -V5D=oasis_vsd_219801A2YF821BE000B0-APName=00dd-b6b1-4540-5rcMAC=ad6b-b6d1-7bd0; RTS flood detected.
License Management 2022-03-2911:18:31 @ nNotification -VsD=oasis_vsd_219801A2YF821BE000BO-APName=00dd-b6b1-4540-5rcMAC=adeb-bbd1-70d0; BlockAck flood detected.
2022-03-2911:18:36 @ Notification -VSD=oasis_vsd_219801A2YF821BE000BO-Channel=1; Prohibited channel detected.
Administrators
2022-03-2911:18:37 @ nNotirication -VsD=0asis_vsd_219801A2YFB21BED00BO-SrcMAC=e82a-44d5-2e29; Error detected: redundant ie.
Management 2022-03-2911:18:41 @ Notification -VSD=oasis_vsd_219801A2YF821BEDD0BO-Channel=56; Prohibited channel detected.
- 5 2022-03-2911:18:46 @ nNotirication -VsD=oasis_vsd_219801A2YF821BEO00BO-Channel=132; Prohibited channel detected.
2022-03-29 11:18:56 @ Notification -VsD=oasis_vsd_219801A2YF821BEOD0BO-Channel=140; Prohibited channel detected.
2022-03-29 11:19:01 @ Notification -VsD=oasis_vsd_219801A2YF821BE000BO-Channel=144; Prohibited channel detected.
2022-03-29 11:19:06 @ Notification -VsD=o0asis_vsd_219801A2YFE21BEDDOBO-SrcMAC=1119-65c2-4531; Error detected: invalid source addr.
2022-03-29 11:19:06 @ nNotification -VSD=oasis_vsd_219801A2YF821BEODDBO-Channel=36; Prohibited channel detected.
2022-03-29 11:19:11 @ Notification -VSD=oasis_vsd_219801A2YF821BEDD0BO-Channel=40; Prohibited channel detected.
2022-03-2911:19:16 @ nNotirication -VsD=oasis_vsd_219801A2YF821BE000BO-Channel=44; Prohibited channel detected.
2022-03-2911:19:22 @ Notification -VSD=oasis_vsd_219801A2YF821BEOO0BO-Channel=48; Prohibited channel detected.
Netwark View Access Points Clients Event Logs
Q1 Q0 Qo 00 03 L1971 @2
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Motification

Motification

Motification

Motification

Motification

Motification

Motification

Motification

Motification

Motification

Motification

Motification

Motification

Motification

Motification

-VsD=oasis_vsd_219801A2YFE21BEO00B0O-Channel=136
-VsD=oasis_vsd_219801A2YFE21BEO00B0O-SrcMAC=bcas
-VsD=oasis_vsd_219801A2YFE21BEO00B0O-SrcMAC=5ca7
-VsD=oasis_vsd_219801A2YF821BE000B0-APName=00d
-V5D=oasis_vsd_219801A2YFE21BE0OOB0-APName=004d
-VsD=oasis_vsd_219801A2YF821BE000B0-APName=00d

-V5D=oasis_vsd_219801A2YFB21BE000B0-APName=00d

Prohibited channel detected.

1115-2220; Error detected: invalid ie length.

21e7-38a0; Error detected: large duration.
[(-0601-4540-5rcMAC=T019-65c2-4271; Beacon flood detected.
[-b6b1-4540-5rcMAC=1019-65c2-4270; BlockAck flood detected.
[-D601-4540-5rcMAC=NULL; CTS flood detected.

[-DBDT-4540-5rcMAC=adGb-bbd1-7bd0; RTS flood detected.

-VsD=oasis_vsd_219801A2YF821BE000B0-5rcMAC=e82ap44d5-ee29; Error detected: redundant ie.

-V5D=oasis_vsd_219801A2YF821BEDDOBO-APName=00d
-V5D=oasis_vsd_219801A2YF821BE00OBO-5rcMAC=1119
-V5D=oasis_vsd_219801A2YFE21BE00OBO-5rcMAC=5a11

-VsD=oasis_vsd_219801A2YF821BE000B0-SrcMAC=b0CT

L 65C2-4500; Error detected: invalid source addr.
L1486-9761; Error detected: overflow eapol key.

45f9-61c1; HT-Greenfield AP detected.

-V5D=oasis_vsd_219801A2YF821BE000B0-5rcMAC=ae00y 1761-7693; Error detected: duplicated ie.

-VsD=oasis_vsd_219801A2YF821BE000B0-SrcMAC=ad6h

-VsD=oasis_vsd_219801A2YF821BE000B0-APName=00d

L bed1-7bd0; Error detected: large duration.

[-bbbT-4540-5rcMAC=bra5-1115-2229; Beacon flood detected.

(-b6b1-4540-5rcMAC=9a0c-77d9-2053; Probe request flood detected.
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ACORAT /Ny 7 7—THHERTES

[AC] dis logbuffer reverse

Log buffer: Enabled

Max buffer size: 1024

Actual buffer size: 512

Dropped messages: 0

Overwritten messages: 0

Current messages: 187

%Mar 29 12:42:39:373 2022 WX1840H WIPS/5/WIPS FLOOD: -VSD=oasis_vsd 219801A2YF821BE000B0O-APName=00dd-b6b1-4540-
SrcMAC=f4a4-7543-779a; RTS flood detected.

%Mar 29 12:42:35:470 2022 WX1840H WIPS/5/WIPS_MALF: -VSD=oasis_vsd 219801A2YF821BE000BO-SrcMAC=bcab5-1115-2220; Error
detected: invalid ie length.

%Mar 29 12:42:28:560 2022 WX1840H WIPS/5/WIPS_MALF: -VSD=oasis _vsd 219801A2YF821BE000B0O-SrcMAC=9072-4019-8ed6; Error
detected: large duration.

%Mar 29 12:42:17:150 2022 WX1840H WIPS/5/WIPS _FLOOD: -VSD=oasis_vsd 219801A2YF821BE000B0O-APName=00dd-b6b1-4540-
SrcMAC=d4d2-52b3-8b98; BlockAck flood detected.

%Mar 29 12:41:43:650 2022 WX1840H WIPS/5/WIPS_40MHZINTOLERANCE: -VSD=oasis vsd 219801A2YF821BE000B0-BSSID=1019-65c2-
41b0-ClientMAC=12bc-d76b-fde3; 40MHz intolerance detected.

%Mar 29 12:41:24:577 2022 WX1840H WIPS/5/WIPS_FLOOD: -VSD=oasis_vsd 219801A2YF821BE000B0-APName=00dd-b6b1-4540-
SrcMAC=1019-65c2-4291; Beacon flood detected.

%Mar 29 12:40:41:843 2022 WX1840H WIPS/5/WIPS_MALF: -VSD=oasis vsd 219801A2YF821BE000BO-SrcMAC=1119-65¢c2-45b0; Error
detected: invalid source addr.

%Mar 29 12:40:40:872 2022 WX1840H WIPS/5/WIPS_MALF: -VSD=oasis _vsd 219801A2YF821BE000B0-SrcMAC=daal-1985-3836; Error
detected: duplicated ie.

%Mar 29 12:40:13:198 2022 WX1840H WIPS/5/WIPS_AP_CHANNEL CHANGE: -VSD=oasis_vsd 219801A2YF821BE000B0-SrcMAC=1019-65c2-
4272; Channel change detected.

%Mar 29 12:40:02:743 2022 WX1840H WIPS/5/WIPS_MALF: -VSD=oasis vsd 219801A2YF821BE000BO-SrcMAC=dec8-7571-6239; Error
detected: overflow eapol key.
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SrcMAC=1019-65¢2-4270; Channel change detected.

Mar 29 12:47:59 192.168.127.254 Mar 29 12:47:58 2022 WX1840H %%10WI
SrcMAC=1019-65¢2-41b0; Channel change detected.

Mar 29 12:51:18 192.168.127.254 Mar 29 12:51:17 2022 WX1840H %%10WI
45b1; Error detected: invalid source addr.

Mar 29 12:51:26 192.168.127.254 Mar 29 12:51:25 2022 WX1840H %%10WI
4540-SrcMAC=1019-65c2-4270; Beacon flood detected.

Mar 29 12:52:14 192.168.127.254 Mar 29 12:52:13 2022 WX1840H %%10WI
Error detected: duplicated ie.

Mar 29 12:52:23 192.168.127.254 Mar 29 12:52:22 2022 WX1840H %%10WI

Mar 31 12:07:21 192.168.127.254 local7.notice  Mar 31 12:07:21 2022 WX1840H 3 Q10WIPS/5/WIPS_HTGREENM

Mar 31 12:0642 192.168.127.254 local7.notice  Mar 31 12:06:42 2022 WX1840H F3QI0WIPS/5/WIPS_AP_CHANMI

TFTP Client

For Help, press F1

3C0aemon - >
File Wiew Help
. . . . . TFTP Server Time IP Address Msg Type Message —
Mar 29 12:31:50 local Listening for Sy5|0g messages on |P address: 192.164 T S Mar 31 1220817 192.168.127.254 localZ.notice  Mar 31 12:08:17 2022 WX1840H %5 §I0WIPS/5/WIPS_MALF: -VSDf nasis_vsd_219801A2YF821BEO00BO-SreMAC=8c45-00c
I\/Iar 29 124728 192168127254 l\/Iar 29 124727 2022 WX1840H %%10\/\” G BT Mar 31 120817 192.168.127.254 local7.notice  Mar 31 12:08:17 2022 WX 1840H ' OWIPS/5/WIPS_MALF: -WSD)| oasis__vsd_zwsomzwazwBEDDUBU-SrcMAC=3c45-00c
Mar 31 12:07:34  192.168.127.254 local7.notice  Mar 31 12:07:34 2022 WX1840H :5@10WIPS/5/WIPS_FLOOD: -VSP=oasis_vsd_219801A2YF521BEOOOBO-APName=00dd-t

Mar 31 120729 192.168.127.254 local7.notice  Mar 31 12:07:29 2022 WX1840H S&3@0WIPS/5/WIPS_FLOOD: -VS@=oasis_vsd_219801A2YF&21BEOOOBO-APName=00dd-t

DE: -VSD=casis_vsd_219801A2YF821BE000BO-SrcMAC
Mar 31 120711 192.168.127.254 local7.notice  Mar 31 120710 2022 WX1840H 3@ 0WIPS/5/WIPS_MALF: -VSDIDasis_vsd_21 9801A2YFE21BEOODBO-SrcMAC=0a73-3c1

L_CHAMNGE: -VSD=oasis_vsd_219801A2YF821BEODOBO-
Mar 31 12:06:36 192.168.127.254 local7.notice  Mar 31 12:06:36 2022 WX1840H 3510WIPS/5/WIPS_MALF: -VSDR oasis_vsd_219801A2YF821BE00OBO-SrcMAC=bcas-11
Mar 31 120622 192.168.127.254 local7.notice  Mar 31 120622 2022 WX1840H 3:3810WIPS/5/WIPS_FLOOD: -VS@=oasis_vsd_219801A2YF&21BEOO0BO- APName=00dd-t
Mar 31 12:05:02 192.168.127.254 local7owam  Mar 31 12:05:01 2022 WX1840H 35@0SHELL/4/SHELL_CMD_MARCHFAIL: -User=-1PAddr=; Command return in view shi
Mar 31 120433 192.168.127.254 local7.notice  Mar 31 12:04:33 2022 WX1840H -3 J10WIPS/5/WIPS_MALF: -VSDRoasis_vsd_219801A2YFE21BEO0DOBO-SrcMAC=9072-401
Mar 31 1220418 192.168.127.254 local7.notice  Mar 31 12:04:17 2022 WX1840H S&3@0WIPS/5/WIPS_FLOOD: -VSP=oasis_vsd_219801A2YF821BEODOBO-APName=00dd-t
Mar 31 12:04:02 192.168.127.254 localT.notice  Mar 31 12:04:02 2022 WX1840H %30WIPS/5/WIPS_AP_CHANNEL CHANGE: -VSD=oasis_vsd_219801A2YF821BEO00BO-
Mar 31 12:03:01 192.168.127.254 local7.notice  Mar 31 12:03:00 2022 WX1840H 3:5810WIPS/5/WIPS_AP_CHANMEL CHANGE: -VSD=casis_vsd_219801A2YF&21BEO0OBO-
Mar 31 120250 192.168.127.254 local7.notice  Mar 31 12:02:49 2022 WX1840H S:3@0WIPS/5/WIPS_FLOOD: -VS@=oasis_vsd_219801A2YF&21BEOOOBO-APName=00dd-t
Mar 31 12:01:58 192.168.127.254 local7.notice  Mar 31 12:01:57 2022 WX1840H :30WIPS/5/WIPS_AP_CHANNEL CHANGE: -VSD=oasis_vsd_219801A2YF&21BEO00BO-
Mar 31 11:5%55 192.168.127.254 local7.notice  Mar 31 11:5%54 2022 WX1840H 3:3Q10WIPS/5/WIPS_MALF: -VSDRE casis_vsd_219801A2YF&21BEODOBO-SrcMAC=1119-65¢
Mar 31 11:57:26  192.168.127.254 local7.notice  Mar 31 11:57:25 2022 WX1840H S:3@0WIPS/5/WIPS_FLOOD: -VS@=oasis_vsd_219801A2YF&21BEOO0BO-APName=00dd-t
ha e armammAra lollm e sion KAooma 4 amanin i nannc R — " [

aarman ann Sran A LR or ofbcasnnc AnE FLAAR. e P L CRL L PP P Y
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4540-SrcMAC=a46b-b6d1-7bd0; BlockAck flood detected.
Mar 29 12:52:42 192.168.127.254 Mar 29 12:52:41 2022 WX1840H %%10WIPS/5/WIPS_MALF: -VSD=oasis_vsd_219801A2YF821BE000BO-SrcMAC=5ca7-21e7-
38a0; Error detected: large duration.

Mar 29 12:52:42 192.168.127.254 Mar 29 12:52:41 2022 WX1840H %%10WIPS/5/WIPS_40MHZINTOLERANCE: -VSD=oasis_vsd_219801A2YF821BE000BO-
BSSID=1019-65c¢2-45a0-ClientMAC=c6f2-12b3-d05a; 40MHz intolerance detected.

Mar 29 12:52:46 192.168.127.254 Mar 29 12:52:45 2022 WX1840H %%10WIPS/5/WIPS_MALF: -VSD=oasis_vsd_219801A2YF821BE000BO-SrcMAC=bca5-1115-
2220; Error detected: invalid ie length.

Mar 29 12:53:03 192.168.127.254 Mar 29 12:53:02 2022 WX1840H %%10WIPS/5/WIPS_FLOOD: -VSD=oasis_vsd_219801A2YF821BE000B0O-APName=00dd-b6b1-
4540-SrcMAC=1cbf-ceb4-c450; RTS flood detected.

Mar 29 12:53:07 192.168.127.254 Mar 29 12:53:06 2022 WX1840H %%10WIPS/5/WIPS_FLOOD: -VSD=oasis_vsd_219801A2YF821BE000B0O-APName=00dd-b6b1-
4540-SrcMAC=NULL; CTS flood detected.

Mar 29 12:53:30 192.168.127.254 Mar 29 12:53:29 2022 WX1840H %%10WIPS/5/WIPS_FLOOD: -VSD=oasis_vsd_219801A2YF821BE000B0O-APName=00dd-b6b1-
4540-SrcMAC=b060-888e-h3bd; Probe request flood detected.

Mar 29 12:55:01 192.168.0.50 Mar 28 12:55:22 2022 H3C %%10STAMGR/6/STAMGR_CLIENT_ONLINE: Client 56d3-1d7e-3934 went online from BSS 1019-65c¢2-
3f00 vlan 1 with SSID H3C on AP fatap Radio ID 3. State changed to Run.
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<AC>display wips statistics receive Detected overflow-ssid messages: 120 Detected block-ack flood messages: 16200
Information from sensor 1 Detected redundant-ie messages: 675 Detected cts flood messages: 6011
Information about attack statistics: Detected AP spoof AP messages: 0 Detected deauthentication flood messages: 50
Detected association-request flood messages: 164 Detected AP spoof client messages: 0 Detected disassociation flood messages: 0
Detected authentication flood messages: 931 Detected AP spoof ad-hoc messages: 0 Detected eapol-start flood messages: 0
Detected beacon flood messages: 214550 Detected ad-hoc spoof AP messages: 0 Detected null-data flood messages: 240
Detected block-ack flood messages: 5400 Detected client spoof AP messages: 0 Detected probe-request flood messages: 19850
Detected cts flood messages: 4559 Detected weak IV messages: 0 Detected reassociation-request flood messages: 66
Detected deauthentication flood messages: 0 Detected excess AP messages: 0 Detected rts flood messages: 7245
Detected disassociation flood messages: 0 Detected excess client messages: 0 Detected eapol-logoff flood messages: 0
Detected eapol-start flood messages: 0 Detected signature rule messages: 0 Detected eap-failure flood messages: 0
Detected null-data flood messages: 0 Detected 40MHZ messages: 0 Detected eap-success flood messages: 0
Detected probe-request flood messages: 4918 Detected power save messages: 0 Detected duplicated-ie messages: 14
Detected reassociation-request flood messages: 0 Detected omerta messages: 0 Detected fata-jack messages: 0
Detected rts flood messages: 8120 Detected windows bridge messages: 0 Detected illegal-ibss-ess messages: 0
Detected eapol-logoff flood messages: 0 Detected soft AP messages: 0 Detected invalid-address-combination messages: 23
Detected eap-failure flood messages: 0 Detected broadcast disassoc messages: 0 Detected invalid-assoc-req messages: 0
Detected eap-success flood messages: 0 Detected broadcast deauth messages: 0 Detected invalid-auth messages: 0
Detected duplicated-ie messages: 85 Detected AP impersonate messages: 1 Detected invalid-deauth-code messages: 0
Detected fata-jack messages: 0 Detected HT greenfield messages: 23 Detected invalid-disassoc-code messages: 0
Detected illegal-ibss-ess messages: 7 Detected association table overflow messages: 0 Detected invalid-ht-ie messages: 0
Detected invalid-address-combination messages: 1476 Detected wireless bridge messages: 0 Detected invalid-ie-length messages: 5811
Detected invalid-assoc-req messages: 5 Detected AP flood messages: 0 Detected invalid-pkt-length messages: 3
Detected invalid-auth messages: 40 Detected illegal channel 1 messages: 787 Detected large-duration messages: 171
Detected invalid-deauth-code messages: 35 Detected illegal channel 2 messages: 19 Detected null-probe-resp messages: 0
Detected invalid-disassoc-code messages: 45 Detected illegal channel 3 messages: 11 Detected overflow-eapol-key messages: 57
Detected invalid-ht-ie messages: 3 Detected illegal channel 4 messages: 11 Detected overflow-ssid messages: 0
Detected invalid-ie-length messages: 24428 Detected illegal channel 5 messages: 21 Detected redundant-ie messages: 278
Detected invalid-pkt-length messages: 178 Detected illegal channel 6 messages: 12961 Detected AP spoof AP messages: 0
Detected large-duration messages: 1324 Information from sensor 3 Detected AP spoof client messages: 3
Detected null-probe-resp messages: 0 Information about attack statistics:
Detected overflow-eapol-key messages: 1 Detected association-request flood messages: 0

Detected authentication flood messages: 183
Detected beacon flood messages: 47050
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CIQuQnet Smart O&M Service »

[Z]) Manuals | H3C_salesdemo | I

Dashboard Alarm List Subscription
Issues * Alarm Info : Alarm Category
sue Analysis
B Alarms

2 Cclients

@ Network

&  Optimization o

Device state

e Security

~

= Safeguard

¥ vip

(:_",‘-:. Al-Driven Tasks

@
Device operation

~

Alarm Type Alarm Severity Alarm Triggers
CPU Usage Tip Avg CPU usage within 10 min exceeds | 85 % (75 to 100, 85 by default)
Memory Usage Tip Avg memory usage within 10 min exceeds 85 % (75 to 100, 85 by default)
AP bulk dropped Tip Inthe past | o min one or more APs are disconnected,(0 to 120, 0 by default) ()
AP frequent dropped Info An AP dropped more than 5 times in 24 hours yesterday
Device offline Info Device offline from cloud platform for more than 10 minutes / 24 hours
Device frequently offline Minor Device offline from cloud platform more than 7 times within 10 minutes
AP batch online Tip Inthe past | 0 min one or more APs are connected,(0 to 120, 0 by default)
Port UP/DOWI Info Device port status changed
Port PoE Info Port PoE function status changed
IP Address Conflict Minor IP address conflicts were detected on a switch interface

EoGRE Tunnel Interface Up/D
Tip EoGRE Tunnle Interface State Change

own

Device upgraded successiully Tip Device upgraded successfully

Device upgraded failed Iinor Device upgraded failed

Device restart Info Device restart

Device unbinding Info Device unbound from the CLI
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(] Dashboard Alarm List Subscription
” High forwarding CPU utilizatio
5 i e device's usage is high because it forwards too many data packets
(& Issues Tip The device's CPU usage is high b it fi ds t y data packet
n
nal
Broadcast multicast ratio is too
Tip Broadcast / multicast messages take up too much channel resources
m Alarms high
4 Client Excessive wired port traffic Tip Excessive traffic on the physical interface
Clients
Device temperature alarm Tip Device temperature abnormality detected
&  Network
RF does not start Info RF is off
@. Optimization High noise floor Info AP noise floor is too high
. Message congestion Info IMessage congestion
< Security
Channel radar avoidance Tip The RF working channel has detected a radar and has evaded
& Safeguard Wired port receiving error pack
Tip Continuously receiving error packets on the physical interface of the AP
ets continue to grow
P vr
AP wired port is Down Info AP physical interface status is set to DOWN
6':}:- Al-Driven Tasks Wired port negotiation rate is |
Tip AP physical interface negotiation rate is low Enable Periodic Sending (Once a Day)
ow

Wired port receiving resources
Tip The AP physical interface peer sends packets too fast
are insufficient
Wired ports confinue to send
Tip The physical interface of the AP continues to send out error messages
wrong packets

Wired ports negotiate hal-dupl

Tip AP physical interface duplex mode negotiation is half duplex
ex
AP temperature alarm Info AP temperature abnormality detected
Insufiicient sending resources Info Insufficient sending resources
@ Beacon frame sending failed Info Beacon frame sending failed
Smart O&M

Beacon frame resource is insu
Infoy Beacon frame resource is insufficient
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Cloudnet Smart O&M Service » =] Manuals | H3C_salesdemo | )
Dashboard Alarm List Subscription
/ Smart O&M Beacon frame resource is insu
@ lssues o Info Beacon frame resource is insufficient
: flicient
Data message sending failed Info Data message sending failed
u Alarms
Insufficient message resource
i Info Insufiicient message resources
2 clients s
WAN port uplink bandwidth ala
|‘i‘| Network Tip Alarm uplink bandwidth within past 10 minutes on the WAN port: | 50 M (Value range: 1-1000. Default: 50).
L rm
[ TR WAN port downlink bandwidth
A IHERZE RO Tip Alarm downlink bandwidth within past 10 minutes on the WAN port: | 2 M (Value range: 1-1000. Default: 50)
alarm
) Security Large deviation in flow ratio in
Tip The proportion of the outgoing and incoming traffic of the device exceeds the preset threshold of the system
_ and out direction
& safeguard
High 2.4GHz channel usage Info Channel usage of 2.4 GHz radios exceeds | 60 % (Range: 20-100, Default: 60)
v ViP High 5GHz channel usage Info Channel usage of 5 GHz radios exceeds 80 % (Range: 20-100, Default: 60).
- N Too many clients on 2.4 GHz r
@7 Al-Driven Tasks Info Mumber of clients on 2.4 GHz radios exceed | 20 (Range: 10-200, Default: 20)
adios
Too many clients on 5 GHz rad
Info Number of clients on 5 GHz radios exceed | 40 (Range: 10-200, Default: 40)
i0s
WAN port connectivity Minor WAN port connectivity check. Packet loss rate exceeded | 10 % (10100, 10 by default) in 10 minutes
Loop detected on switch port Minor Loop detected on switch port
Too much Tx broadcast or mult
Minor Broadcast or multicast transmission rate exceeds | 100 in the statistics collection period(40-500, 100 by default)g
icast traffic
IRF split inor IRF split
STP discarding detected on s
Minor STP discarding detected on switch port
witch port
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Cloudnet Network  Smart O&M Service » A B Manuals | H3C_salesdemo|
ESETG Alarm List Subscription
|—_|‘ Issues Region lock Tip Device moved out of locked region
lssue Analysi 3G/4G link detection Tip 3G/4G link disconnected/established
O S Traffic threshold Tip Traffic threshold exceeded
o) Signal strength Tip Signal strength lower than threshold
2 Clients
Router Online device ratio Tip Cnline device ratio lower than threshold
€8 Network - VPN tunnel state Tip VPN tunnel established/disconnected
@ N Wired link detection Iinor Wired connection disconnected/established
&  Optimization
Card Insertion or Removal Tip Acard or sub card on the device was inserted or removed
@ Ssecurty o .
Camera Disassociation Minor Camera went offline.
{Q}E Safeguard Abnormal Camera Traffic Info Uplink traffic of client failed 1o reach | 50 KB/s (10-2048, 50 by default).
v VIP & Critical client goes offline Minor Inthe past | 0 min one or more critical clients were disconnected (0 to 120, 0 by default) (2
Clients Critical client goes offline frequ
i Info A critical client went offline over 5 times in the past day
{-’}, Al-Driven Tasks & ently
Critical client goes online Tip Inthe past | 0 min one or more critical clients were connected (0 to 120, 0 by default) &)
Add Fault Report Tip A new fault report was submitted and needs processing
.Faull Reports
Fault Report State Change Tip The state of a fault report changed
Doctor AP Doctor AP Test Notifications Minor One Doctor AP test notification sent
o [
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From: <cloudnet@oasisinfo.h3c.com>
B {+: 202244 H12H(K) 10:46
{#44: Cloud platform—Alarm

To: <site_manager@h3c.com>

Cloud platform—Alarm The device WX1840H_ DEMO in the TS Demo site outgoing and incoming traffic ratio
exceeds the system pre—made threshold, and there may be a large number of broadcast message replication.
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=Sites > Branch >Site
H3C

Network Branch: PJ_DEMO  Site: TSDemo v

& [E Manuals | H3C_Japan_Sub1| E

Dashboard Site Summary Area Management

Online Device Ratio w Online Device Ratio: 1 devices are offiine. @ Critical: 0
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53



Mt

Cloudnet® ;5 — 7 74 7 > FimRDERRE

G H3C Cloudnet x + o - X

c @ oasiscloud.h3c.com/oasist/static/#/maintenance/stahealth “ » 2

H3‘ Network Smart 0&M Service »

i Dashboard Branch: H3C Site: H3C HIZEIA T 2 v All Devices v Client: 31

E; Issues Health Yesterday Last Seven Days Custom

,—L'. Clients

| Client Health

5GHz () 2.4GHz Q All
m  Wireless

Clients B Excellen: [ 09/17 09:30

O
Ntwork . I = e ) B I 3
. 5GHz 1 7 0 3 " el

@

Optimization 2.4GHz 0 2 1 0 3

9 &

20 Total 1 9 1 3 14
Security N I IIII
vIP lllllllllllllllllllllllllllllllllllllll.llllllllllllll I
09y 9/17 O E 9/17 10:20

09170 09/17 05:40 09/17 7 09:00 09y

06:00 09/

09/17

7 07:40 097 8:20

| Health Details (@ Collected At 09/17 10:35

[= Export ~ Filter

MAC VIP Level Username Auth Method IPv4 IPvé Security RF Band Client Score Deduction Health 58l Slie

Packet L4 Rate:2
192.168.100.3 acket Loss Rate

Non-VIP Unauth 5 - WPA2-Personal 2.4GHz 75 0.Retransmission Ra  Good H3(¢
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Optimization | Basic Client Info
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#

version 7.1.064, Release 5452P02
#

sysname WX1840H

#

clock timezone JP add 09:00:00
clock protocol ntp

#

wlan global-configuration
region-code JP

#

telnet server enable

#

dhcp enable

#

dns server 8.8.8.8

dns server 114.114.114.114

#

lldp global enable

#

password-recovery enable

#

vian 1

#

dhcp server ip-pool 1
gateway-list 192.168.127.254
network 192.168.127.0 mask 255.255.255.0
dns-list 8.8.8.8

#

wlan service-template 1

ssid WIPSTEST

akm mode psk

preshared-key pass-phrase simple h3cjapan
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable

#

interface NULLO

#

interface Vlan-interfacel

ip address 192.168.127.254 255.255.255.0
#

interface GigabitEthernet1/0/7
port link-mode route

ip address dhcp-alloc

nat outbound

#

interface GigabitEthernet1/0/8
port link-mode route

#

interface GigabitEthernet1/0/1
port link-mode bridge

#

interface GigabitEthernet1/0/2
port link-mode bridge

#

interface GigabitEthernet1/0/3
port link-mode bridge

#

interface GigabitEthernet1/0/4
port link-mode bridge

#

interface GigabitEthernet1/0/5
port link-mode bridge

#

interface GigabitEthernet1/0/6
port link-mode bridge

#

scheduler logfile size 16

#

line class console

user-role network-admin

#

line class vty

user-role network-operator

#

line con O

user-role network-admin

#

line vty 0 31

authentication-mode scheme
user-role network-admin

user-role network-operator

#

undo info-center logfile enable
info-center loghost 192.168.127.2
info-center source WIPS loghost level
notification

info-center source STAMGR loghost level
informational

#

ssh server enable

#

ntp-service enable

ntp-service unicast-server ntp.nict.jp
#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role
#

role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

role name level-7

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

role name level-13

description Predefined level-13 role
#

role name level-14

description Predefined level-14 role
#

user-group system

o/



#

local-user admin class manage

password simple h3cjapan

service-type ftp

service-type ssh telnet terminal http https
authorization-attribute user-role network-admin
#

ftp server enable

#

netconf soap http enable

#

ip http enable

ip https enable

#

wlan auto-ap enable

wlan auto-persistent enable

wlan tcp mss 1360

#

wlan ap-group default-group

vian 1

#

wlan virtual-ap-group default-virtualapgroup
#

wlan ap 00dd-b6b1-4540 model WA6320-JP
serial-id 219801A2YF821BEO0OOBO

vian 1

wips virtual-security-domain sec domain

radio 1

radio enable
service-template wipstest
wips enable

radio 2

radio enable
service-template wipstest

wips enable
gigabitethernet 1

#

wips

#

countermeasure policy stop_attack
countermeasure attack honeypot-ap
countermeasure attack man-in-the-middle
select sensor all

#

detect policy standard

ap-rate-limit threshold 256

client-rate-limit threshold 512
ap-impersonation

honeypot-ap

man-in-the-middle

#

virtual-security-domain sec_domain

apply countermeasure policy stop attack

apply detect policy standard
#

cloud-management server domain cloudnet.h3c.com

#
return
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Anchor-ACOGUIIZAY A2 LET http://192.168.0.50/
User: admin , Password: h3capadmin

H3C WLAN Management Platform

‘ 2 admin ‘

(o o |

[] Remember username English
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« Network view

o Dashboard Network Security
Quick Start Packet Filter
Add Wireless Service Traffic Policy
Dashboard Add New User Qos Policies, Priority Mapping
Monitoring Access Control
: 802.1x
duickStart ’ ‘g,'ifr:fsss Network Authentication
Wireless Security RADIUS
Monitoring > Client Proximity Sensor User Management
Application Monitoring A(I:\;I:z%schrllgﬁl'cat'on
. N Wireless Configuration LML UL ULE
Wireless Configuration > Wireless Networks Port Securlty
AP Management Portal
Network Security > Wireless QoS SyStem
Wireless Security Resource
WIPS ACL, Time Range
S ’ Allowlist and denylist Cloud Platform
Radio Management Tools
Tools > 802.11n/802.11ax settings ,transmission Debug
distance Reporting
| Applications Client Statistics
dapeiis ’ Mesh, Multicast Wireless Service Statistics
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« System view

Actions

Dashboard

Metwork Configuration

Network Security

System

Tools

Dashboard
Network Configuration
Network Interfaces
VLAN
Network Routing
Routing table
Static Routing
Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT
Network Security
Packet Filter
Traffic Policy
Access Control
802.1x
Authentication
RADIUS
User Management

System

Event Logs
Resource

ACL
Administrators
Management
Configuration save, import
Upgrade
Reboot

Tools

Debug

Local users

12
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DashboardA*ERT<Eh 3

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Network Security

System

Tools

Reporting

All Networks > Dashboard

System Logs
Critical
APs o= System usage
—— Online Offline Unhealthy
5
4
3 4%
2
; CPU
0
16:04:40 16:04:45 16:04:50 16:04:55
Wireless services o= Clients
24GHz [ 5GHz
ssiD
WIPSTE..
client number
0 1 2 3

64%
Memory

HSEJUI_‘ ﬁ Roadmap | A admin

Roadmap

Informational

Serial 1D:

Access Points

oE
21980TATMGI19BQO00T8
064, Release 5452P02
o=
Quantity
Clients Event Logs

©100% @0% @o0% |0 Q003 123 02
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« Network view > Wireless Configuration > Wireless Security > WIPS > Detection

I Save {9 Roadmap | & admin

Actions All Networks > Wireless Configuration > Wireless Security » WIPS » Detection
uick Start
Monitoring >

@ Wireless Configuration v I

Wireless Networks

AP Management

Wireless Qos

Wireless Security v

SIS

Allowlist and denylist

Radio Management

Client Proximity Sensor

Applications
Network Security >
System >
Total 7 entries, 7 matched, Oselected.Page 7/ 7. ]
Tools >

System View m Access Points Clients Event Logs
‘ ©1 ©o Qo1 Q003 L8 @19




ACOHOGUITAPTOWIPSIERERY > —%BRET S (HE)

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Wireless Networks

AP Management

Wireless QoS

Wireless Security

WIPS

Allowlist and denylist

Radio Management

Applications

Network Security

System

Tools

IS save §@ Roadmap S admin

All Networks > Wireless Configuration > Wireless Security > WIPS > Detection » Add Policy

Policy name =
y @ I stop_attack I(I—63cnars}

Rate limit

Timers

I Flood attack detection I @

Rate Limit Type Interval(s) Threshold Quiet(s)
AP 60 256 1200
Client 60 512 1200
Device Type Inactive Time(s) Aging Time(s)

"RBREHYAEB FDEFRERICLTZEVD B EGRAILCPUD BT AN 1E B

Client

ERY . BIMEICKEN R ET RN HYET,

Status Type Interval(s) Threshold Quiet(s)
O Association request 60 50 600
O Authentication 60 50 600
O Beacon 60 50 600
[m] Block ack 60 50 600
O 15 60 50 600
O Deauthentication 60 50 600
O Disassociation 60 50 600

. . Access Points Clients Event Logs
System View Network View ‘ ‘
©1 00000 00 ©O5 A7 O
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H3c WAG320-)P | save §@ Roadmap | & admin

Actions All Networks » Wireless Configuration » Wireless Security » WIPS » Detection » Add Policy
Dashboard O Eapol success 60 50 600
Quick Start >
Malformed packet detection
Monitoring >
0 Duplicated IE 500
Wireless Configuration .
O Fata jack 600
Wireless Networks 0 lllegal ibss ess 600
AP Management O Invalid address combination 600
(] Invalid assoc req

Wireless QoS

—— RE9 SHIEH ITHERIERICLTLZEL B EG R IXCPU®D B ABE T
I ERY BIMEICKENRAE T HAREEHYET,

Invalid disassoc code 600
Allowlist and denylist O Invalid HT IE 600
Radio Management O Invalid IE length 600
O Invalid pkt length 600
Applications

(] Null probe resp 600

Network Security >
O Overflow eapol key 600
B > 0 Overflow ssid 600
Tools > 0 Redundant IE 600

. - Access Points Clients Event Logs
TEERTE o 0 000 o
1 0 00 0 5 T 7
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H3 WAG320-1P @ save & Roagmap | & admin

Actions All Networks » Wireless Configuration » Wireless Security > WIPS > Detection > Add Palicy
Attack detection (O 5elect all
Dashboard
(] AP spoofing
Quick Start 3 [0 Client spoofing
CWeak IV

e - RATSHER IDHERERICLTZSV GBEGRAI
ot~ CPUD BRMNBERIELY ., BEICKENARKE T HATEEM

() Unencrypted authorized AP

Wireless Netwarks >
[ Unencrypted authorized client h\ % L) i d
o

AP Management [ Hotspot attack
[ HT-Greenfield AP

Wireless Qo5 (] Association/reassociation DoS attack
Man-in-the-middle attack o
Wireless Security " Quiet time 600 seconds(5-604800,600 by default)
[ Wireless bridge
[CJ Channel change
Allowlist and denylist [[) Broadcast disassociation
[C) Broadcast deauthentication
Radio Management AP impersonation -
Quiet time 500 seconds(5-604800,600 by default)
Applications
Netwaork Security > Quiet time 600 seconds{5-604800,600 by default)
System » Similarity 80 %(70-100,80 by default)
Tools >
[ 5oft AP
Reporting > () Permitted channel

["] Prohibited channel

Access Points Clients Event Logs
@1 ©0 Qo0 0 000 L7 07
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« Wireless Configuration > Wireless Security > WIPS > countermeasure

SIS

yA|

ER-P el

Actions All Networks » Wireless Configuration > Wireless Security » WIPS » Countermeasure

Dashboard
Quick Start >
Monitoring >

Wireless Configuration v I

Wireless Networks

AP Management

Wireless QoS

Wireless Security v

Allowlist and denylist

Radio Management

Client Proximity Sensor

Applications
Network Security >
System >
Total 7 entries, T matched, Oselected.Page 7/ 1.
Tools >

@

Countermeasure

BRET D

System View Network View

& Save §@ Roadmap | & admin

Search

Access Points Clients

(B 0 @ol1

[ERES =

g

Event Logs

Qo0 O3

54 @8

79



WEZEF L 1= 5 X%
« BREDFEATHApPDI

T AHLIICRET S (&)

yA|

Actions All Networks » Wireless Configuration » Wireless Security > WIPS > Countermeasure » Edit Policy
Dashboard B
Policy name
y @ I stop_attack I (1-63 chars)
uick Start
- & Categories [ External AP
L [ Misconfigured AP

Monitoring >
[CJPotential-authorized AP

Wireless Configuration v [J Potential-external AP
[JPotential-rogue AP

Network Security > [JRogue AP
[JUncategorized AP

System > . .
[DUnautharized client
() Misassociated client

Tools >
[]Uncategorized client

Reporting > M Attack I

(] Ad hoc

MAC address

HH-HH-HH-HH-HH-HH

I Select sensor all I @

System View Network View

| Seve §p Roadmap | & admin

Access Points Clients

@1 0@o 0

Event Logs

Qo0 O

13 @2
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« Virtual Security Domain(VSD) 2 &9 %

yA|

T AHLIICRET S (&)

i save

a# Roadmap |

31

g admin

Actions All Networks » Wireless Configuration  Wireless Security » WIPS > VSD

Dashboard @
[

Quick Start b

Monitoring >

Wireless Configuration v

Wireless Networks

AP Management

Wireless QoS

Wireless Security v

Allowlist and denylist

Radic Management

Client Proximity Sensor

Applications

Network Security >

Total 7 entries, 7 matched, 0selected.Page 7/ 7.
System

System View Network View

Search

RAccess Points

91 1@0

Clients
1

- - > =l Q
Event Logs
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WEZEMLI-DWERTEHELHICKRET S (HE) 82
« Virtual Security Domain(VSD)% & Z 2 CHEREY %R —%&ERT 3

HSB\JE ﬁ Roadmap | g admin

Actions All Networks » Wireless Configuration» Wireless Security » WIPS > V5D » Edit Vsd
Dashboard
V5D name *
@ ISec_l:Iomain I (1-63 chars)
Quick Start 3>

Classification policy Celect
elect... v

Monitoring >

Detection policy
standard x v
Wireless Configuration v

Signature policy

Select... v
Wireless Networks

Countermeasure policy
stop_attack x
AP Management
Wirﬂess QGS m @

Wireless Security v

WIPS

Allowlist and denylist

Radic Management

Client Proximity Sensor

Applications
Network Security 3>
System >

Accass Points Clients Event Logs
System View Network View g

91100 0: 010 432 @136
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WEBZRAMLEOWERTEELIICHRET S (&) 83
« WIPSZE®ICT 5APZERT S
H3(C weor B e @ st | 2 s

Actions All Networks > Wireless Configuration > Wireless Security > WIPS > WIPS Enable

Dashboard WIPS Enable
uick Start =
. 5 - Search

Monitering >

[
O 5ca7-21e7-368a0 Online 5GHz(1),2.4GHz(2) Sec_domain D
Wireless Configuration v

Wireless Networks
AP Management
Wireless Qos

Wireless Security W

Allowlist and denylist
Radio Management
Client Proximity Sensor
Applications
Network Security b

Total 2entries, 2 matched, Oselected.Page 7/ 7. -
System

System View ;ctess Pmm; Clients ° °Euent Logs o
1 1 0l1 4 10 362 136
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5GHz(1)
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H3c WAG6320-JP

B Sove @ Roadmap | B

35

admin

Wireless Configuration > wireless Service

Default VLAN

Network Security b
System N Hide S5ID

User Isolation
Tools > Forwarding type
Reporting

|1-63 chars)

1-32 chars)

Actions All Networks » Quick Start » Add Services > Add Services
Dashboard Add Services
Quick Start v I @
Basic settings
Add AP
Wireless service nam
WIPS
Add Services ‘ @
SSID %
WIPS
Add User
Description
Monitoring >

@®O0N OO0FF

1(default)

O Yes @ No
CiYes @No
() Centralized

@ Local

(1-64 chars)

(1-4094, 1 by default)

System View Network View

Authentication settings

Authentication mode

Authenticator

Management Frame Protection

@ Open (no authentication)
() Static PSK
(O 802.1X
O 802.1% (clear)
(O Static WEP
[ MAC Authentication
[JIPv4 Portal Authentication
[ IPv6 Portal Authentication
@ AC
O AP

ON @ OFF

Access Points Clients

O 0o @ol0

Event Logs

00 ©s

12 @1a




SSID%=HEBHEBREHEIRLEXT 86

B Save g Roadmap | & admin

Actions All Networks » Quick Start > Add Services > Add Services » Advanced Settings(wips2)
Dashboard L
@
Quick Start v
Bind to APs Candidate Selected
Add AP
Search for Search for
Add Services 3 e
Add User @ If010—903e—f?e0 (Radio3 2.46) I 010-903¢-f7e0 (Radio1 56) I
f010-903¢e-f7e0 (Radio2 56

Monitoring by
Wireless Configuration >
Network Security b
System >
Tools >
Reporting >

- . " Access Points Clients Event Logs
System View Network View ° o o e o
1 0 00 0 5 12 14




APHERZHT LIHIICLET o

I Seve g Roadmap | & admin

Actions All Networks » Wireless Configuration » AP Management » AP
Dashboard AP
Quick Start >
AP Groups Search
Monitoring > Search
] AP Groups . }
O f010-903e-f7e0 2022-06-29 default-group Manual AP (E... WABE38 219801A24F8201...  FD-10-90-3E-F7-E0 802.11ax(5GHz)(1... I Online
Wireless Configuration v ] default-group (1)

Wireless Networks @
AP Management @

Wireless QoS
Wireless Security >

Radio Management

Applications
Network Security >
System >
Tools >
Reporting >

Total 7 entries, 7 matched, Oselected.Page 7/ 7. R -]

- . . Access Points Clients Event Logs
System View Network View
@1 ©o0o Qo0 00 Os 436 Q2




SSIDZHEAEKRZEIRL CHRELXRTF(save) LE T 88

& Seve &@ Roadmap | & admin
Actions All Networks » Wireless Configuration » AP Management > AP » Edit AP (f010-903e-17e0) @
Region code
Dashboard UNITED KINGDOMIGB}{Inhe... * ~
Quick Start > Installation position (city/district/county) LED mode Normal(inherit) x v
Monitoring > Map File Select .
~
Wireless Configuration v AP connection priority . ) . .
Installation position (street) 4(Inherit) (0-7, Inherit by default)
Wireless Networks CAPWAP tunnel keepalive Echo interval
AP Management 4 10(Inherit) seconds (0,5-255, Inherit by default)
. Detail Installation position Request retransmission Interval
Wireless Qo5
S(Inherit) seconds (3-8, Inherit by default)
Wireless Security >
“ Retransmission attempts
Radio Management AP description
3(Inherit) (2-5, Inherit by default)
Applications Statistics report interval ) .
50(Inherit) seconds (0-240, Inherit by default)
V]
Network Securit .
/ ? Remarks ACElection CON @ OFF
CAPWAP tunnelencryption (O Enable (O Disable @ Inherit (Disabled)
System >
Firmware upgrade (O Enable (O Disable @® Inherit (Enabled)
— & y 5GHz(1) radio @ @®ON O OFF O Inherit{Disabled)
5GHz(2) radio ® 0N (O OFF O Inherit(Disabled)
Reporting > 2.4GHz(3) radio ®ON O OFF O Inherit(Disabled)

. - Access Points Clients Event Logs
System View Network View ° o o e °
1 0 00 0 5 36 22
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« Network View > Monitoring > Wireless Securit

Roadmap | £ admin

Actions All Networks » Monitoring » Wireless Security » WIPS

Dashboard WIPS Eﬁ

Quick Start > '

Attack statistics ov Device information QoY =
Rty - I Flood 55,145
. 92% 8% AP 84
Wireless Networks CTsS : - ’
I AP Client Client 7
BlockAck
Access Points |
Eeacon
|
Clients 59.76% Authentication
AssociationRequest
RS uncate(client)
o Others 0 Malformed packet 37,129
RF Monitoring
ClientSpoofAP MalformedAssocReguest
Client Proximity Sensor AdhocSpoofAP InvalidSourceAddress
I
- APSpoofAdhoc AbnormallBSSSESS
APSpoofClient FATA-Jack ~~ Ext(P)
Application Monitoring APSpooiAP DuplicatelE
|
Wireless Configuration 5
Network Security >
Countermeasure Statistics
System >
3600w Qi
Att
Tools >
Reporting >

Black
System View Access Points Clients Event Logs
91 ©o0 Qo1 0003 A70 @19
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