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WIPS_APFLOOD
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-VSD=[STRING]; AP flood detected.

$1: VSD name.
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WIPS/5/APFLOOD: -VSD=home; AP flood detected.
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WIPS_AP CHANNEL CHANGE
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-VSD=[STRING]-SrcMAC=[MAC]; Channel change detected.

$1: VSD name.
$2: MAC address of the AP.
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WIPS/5/AP_CHANNEL_CHANGE: -VSD=home-SrcMAC=1122-3344-5566;
Channel change detected.
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WIPS_ASSOCIATEOVERFLOW

-VSD=[STRING]-SrcMAC=[MAC]; Association/Reassociation DoS attack

AytE—IX detected.

. $1: VSD name.
EHMI1—ILE $2: MAC address of the AP.
EXELR)L 5

WIPS/5/ASSOCIATEOVERFLOW: -VSD=home-SrcMAC=1122-3344-5566;

! Association/Reassociation DoS attack detected.
%A IBEESNI-APIE, RF—2RI—R17OBEEMA HEEEZELEL,
HEIH S50 APHIEEZ (=M EIMEHILET,

WIPS DOS

Aytz—I3L -VSD=[STRING]; [STRING] rate attack detected.
$1: VSD name.
EBI4—IE $2: Device type: AP or client.
EXELRL 5
%l WIPS/5/WIPS_DOS: -VSD=home; AP rate attack detected.
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WIPS_ FLOOD
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-VSD=[STRING]-SrcMAC=[MAC]; [STRING] flood detected.

$1: VSD name.

$2: Attacker's MAC address.

$3: Flood attack type. Options include the following:
e  Association request

e  Authentication

. Disassociation

e Reassociation request

e  Deauthentication

e Null data

3 Beacon

e  Probe request
. BlockAck

e CTS

. RTS

. EAPOL start

WIPS/5/WIPS_FLOOD: -VSD=home-SrcMAC=1122-3344-5566; Association
request flood detected.
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WIPS_HONEYPOT
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-VSD=[STRING]-SrcMAC=[MAC]; Honeypot AP detected.

$1: VSD name.
$2: MAC address of the AP.
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WIPS/5/HONEYPOT: -VSD=home-SrcMAC=1122-3344-5566; Honeypot AP
detected.
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WIPS_HTGREENMODE

Hy—S3L -VSD=[STRING]-SrcMAC=[MAC]; HT-Greenfield AP detected.

. $1: VSD name.
EBI4—ILF $2: MAC address of the AP.
EXELR)L 5

WIPS/5/HTGREENMODE: -VSD=home-SrcMAC=1122-3344-5566;

! HT-Greenfield AP detected.
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WIPS_MALF

Awyt—I3L -VSD=[STRING]-SrcMAC=[MAC]; Error detected: [STRING].

$1: VSD name.

$2: Sender's MAC address.

$3: Malformed packet type. Options include the following:

e invalid ie length—Invalid IE length.

e duplicated ie—Duplicate IE.

e redundant ie—Redundant IE.

e invalid pkt length—Invalid packet length.

e illegal ibss ess—Abnormal IBSS and ESS setting.

e invalid source addr—Invalid source MAC address.
EHI1—ILF o overflow eapol key—Oversized EAPOL key.

¢ malf auth—Malformed authentication request frame.

e malf assoc req—Malformed association request frame.

. malf ht ie—Malformed HT IE.

e large duration—Oversized duration.

e null probe resp—Malformed probe response frame.

e invalid deauth code—Invalid deauthentication code.

. invalid disassoc code—lInvalid disassociation code.

e over flow ssid—Oversized SSID.

o fatajack—FATA-Jack.

EXELRL 5
WIPS/5/WIPS_MALF: -VSD=home-SrcMAC=1122-3344-5566; Error detected:
ol fata jack.
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WIPS_MAN_IN_MIDDLE

Hy—S3L -VSD=[STRING]-SrcMAC=[MAC]; Man-in-the-middle attack detected.

. $1: VSD name.
EBI4—ILF $2: MAC address of the client.
EXELR)L 5

WIPS/5/MAN_IN_MIDDLE: -VSD=home-SrcMAC=1122-3344-5566;

! Man-in-the-middle attack detected.
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WIPS_Rogue AP

R N -VSD=[STRING]-SrcMAC=[MAC]; Rogue AP detected by radio 1 of sensor
AytE—IUX [STRING] on channel 149 (RSSI=84).
$1: VSD name.

RHI1—ILF $2: MAC address of the rogue AP.

EXELRL 5
WIPS/5/WIPS_ROGUE: -VSD=home-SrcMAC=1122-3344-5566; Rogue AP
il detected by radio 1 of sensor apl on channel 149 (RSSI=84).
st EA FEZAPHIRHShELT,
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WIPS SPOOF

Ayt—x -VSD=[STRING]-SrcMAC=[MAC]; [STRING] detected.

$1: VSD name.

$2: MAC address of the device being spoofed.

$3: Spoofing attack type. Options include the following:

e AP spoofing AP—A fake AP spoofs an authorized AP.

EHI4—ILE e AP spoofing client—A fake AP spoofs an authorized client.
e AP spoofing ad-hoc—A fake AP spoofs an Ad hoc device.
e Ad-hoc spoofing AP—An Ad hoc device spoofs an authorized AP.
e Client spoofing AP—A client spoofs an authorized AP.
EXELRL 5
WIPS/5/WIPS_SPOOF: -VSD=home-SrcMAC=1122-3344-5566; AP spoofing
2 AP detected.
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WIPS_Unauth_Client

-VSD=[STRING]-SrcMAC=[MAC];Unauthorized client detected by radio 1 of

AyE—IUX sensor [STRING] on channel 149 (RSSI=84).
. $1: VSD name.

EMI4—IE $2: MAC address of the unauthorized client.

EXELRL 5
WIPS/5/WIPS_UNAUTH: -VSD=home-SrcMAC=1122-3344-5566;

] Unauthorized client detected by radio 1 of sensor apl on channel 149
(RSSI=84).
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WIPS_WEAKIV

Ayt—3 -VSD=[STRING]-SrcMAC=[MAC]; Weak IV detected.

. $1: VSD name.
EBI1—IE $2: Sender's MAC address.
EXELRL 5

WIPS/5/WIPS_WEAKIV: -VSD=home-SrcMAC=1122-3344-5566; Weak [V

! detected.
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WIPS_ WIRELESSBRIDGE

Aytz—I3L -VSD=[STRING]-AP1=[MAC]-AP2=[MAC]]; Wireless bridge detected.
$1: VSD name.
EXH I —ILK $2: MAC address of AP 1.
$3: MAC address of AP 2.
EXELRL 5
WIPS/5/WIRELESSBRIDGE:
2] -VSD=home-AP1=1122-3344-5566-AP2=7788-9966-5544; Wireless bridge
detected.
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