H3C WLANE! & Anchor-AC/\ XA RL—= 45
&% F ™




ﬂl Tt ARA2 rEAnchor-aclZERE T 5
@ Anchor-acDE&E%E9 5

FITZ/\vo7v7HADAnchor-aclZ5%E




T RARAY NOFEE— KDEL .

T ARAY FDOBYEE— FIZiX FIT. Anchor-ac. Cloud®3&Y »dHh V) £,

Anchor-ac(Cloud EE AR T])
PoE

PoE

PoE

. - 4
_L/

_F-II-%-—-r -------------------- -y Clou-d-%---t-- —-ADEh-O-r-a-C-g--t--_
- = /

! Tamc. FTAPENATCUIR g e = Anchor-aclkMBHAACORIELS |

-*-'-"' N TC
BCLITEEYT 3 Lidcase I—Z— I/ 1 CloudE— FisCloudnetic 1! ?*ﬁﬁww ﬁ"’% ﬂé%Aﬁﬁ |
o ERFITAPBACE ORHA | |'| £Y5 7y FTERENGE] | S50 AnchoraclEnmes |
I3 EACERLTY 7— b2 | i M-‘i-ﬂ: \.\7‘:‘&77'7HJ§¥%L7’;\.\:: e e e

,' . I f‘ R " " N P
VELES, b T e LT 00 1] 5 BEFIT-APE LT@F, master |
| Core vereiziyreyyyivryyys vYes ™ | | ICEENRET S LAnchor-ack B |
AT CoreZ'f /9'- 1 Y&, |
i |

| ,

AC(Cloud &2 ]) EE v I
| i :
1 |
|
|
|
|
|
|

Anchor -ap.
- (Anchor-ac® /3y 71

- ) N — "> S == 2
» ‘ = 4 TIREEDFIT-AP
‘EIT AP FIT-AP FIT-AP FIT-AP FIT- AQ' Cloud Cloud 7 \FIT-AP FIT- AP %Knc:.ﬁ’: Apau;f)

—-----------

~_-------------

- 3 .- L - ~£ - 5

- o
D

----
‘---




TI9tERABRACDENMEE—RDATURIZELBAETE
FIE: IREOFHEE—FDIWEDRE > FEFE—FDZEHE > TEIN=-NEIDDIER

HIBIEDTE— FAHER(THHERETIHFITE—FR)

<H3C> display wlan device role Tera Term: Y7 )bik— BE X
Current running mode: FIT AP.
# system-view!Z Tap-mode3 ~ >~ K TAnchor-acE— KIZCEE T —k(P): |OOM‘3 v oK
<H3C> system-view ;jf APE—FICIEUATD3I2DE—F ihv—=L,—~(B): _9500 v:
System View: return to User View with Ctrl+Z. H'BEIRTEEXT, . . :
[H3C] ap-mode anchor-ac ap-mode { anchor-ac | cloud | fit } 7 —3(D): g bit ¥ Fr el
: ) ) " _
Changing working mode will reboot system. Continue? [Y/N]:y 1A = »
HE— FEED-HICAPIZBEEINICreboot L £ 7, 2w H(S): bt & ~JLF(H)
System is starting... '
Pres; Ctrl+D to access BASIC-BOOTWARE MENU... =0 —F[EN(F): e o
Booting Normal Extended BootWare
7' — bR Xy — VA -
Image file flash:/wa6600-boot.bin is self- A (SEE
decompressing.......ccccceeuee. 0 2UR/=(0) [0 =UFS /T
....... Done
System image is starting...
Line con0 is available. AV Y —LVEROBEREIL. 9600 K—, T—%8E v |k,
Press ENTER to get started. NYFaBHL, RbyTEY F1, 7O—8#E%L

#EEFECloudE— NI 7= L ZHERL £,
<H3C> display wlan device role

Current running mode: Anchor AC.

<H3C> save force
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1.APZY7—bFLET, HABZRICRLET,

System is starting...

Press Ctrl+D to access BASIC-BOOTWARE MENU... Booting Normal
Extended BootWare

The Extended BootWare is self-decompressingDone.
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*H3C WA6638 BootWare, Version 7.12

*

*
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Copyright (c) 2004-2021 New H3C Technologies Co., Ltd.

Compiled Date: Jan 28 2021

CPU L1 Cache: 32KB

CPU L2 Cache: 256KB

CPU Clock Speed: 2200MHz Memory Type: DDR3 SDRAM

Memory Size: 1024MB

Memory Speed: 933MHz

Flash Size: 256 MB

PCB Version: Ver.A BootWare Validating...

Press Ctrl+B to access EXTENDED-BOOTWARE MENU...

RAEDEMEE—RDBootWare A—a1—[Z KDL E

2. 78> 7 FTCtrl+B%#f L T, EXTENDED-BOOTWAREX —a2—%AAhLE T,
Password recovery capability is enabled. Note: The current operating device is
flash

Enter < Storage Device Operation > to select device.
===============<EXTENDED-BOOTWARE MENU>============
|<1> Boot System

|<2> Enter Serial SubMenu

|<3> Enter Ethernet SubMenu

|<4> File Control

|<5> Restore to Factory Default Configuration TIiZHEROIREICRT
|<6> Skip Current System Configuration

|<7> BootWare Operation Menu

|<8> Skip Authentication for Console Login

|<9> Storage Device Operation

|<0> Reboot

Ctrl+Z: Access EXTENDED ASSISTANT MENU
Ctrl+F: Format File System

Ctrl+C: Display Copyright

Ctrl+Y: Change AP Mode

Enter your choice(0-9):

3.Ctrl+Y*¥— % L TAPE—FZZEHL XY,

Please select the new mode Current mode is Fit

INO. Mode |
11 Fit Mode |
|2 Anchor-AC  (Virtual AC mode) |
|3 Cloud Mode |
10 Exit |

Enter your choice(0-3): 2
4. E—FESZANLET,
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BEARYET =B TIEEEFTEENSZICLTZELY)

ZNEFRHIWAG638-JP B UWABG320-JPEAnchor-acEL TESIHZ S NDIREEGUITITLVET, =1L,
WAB6638-JPDAnchor-aclZWA6320- PN EEBILITEEH A,

APDEEIZVLANLIZE LY, VLANLIZERFEESN TLVAANchor-acDT 74 ILEDIP7RL X192.168.0.50/24H°

EEAIPPRLRELRYET,
FEHFTBAEIRESSID, /XA —K_ VLAN. hidden®—FLZEFLUTOEYELET,

SSID Poso VAN Higdon_Jade_____

radiol, radio2 bGHz

h3c-support @helpdesk99
(FT3v)
SSID Passuord_[VLAx T T

h3c-finance radio2 bGHz




SEBS

-
o

HRDEBRTEIFTUOIL—HIKYTThnET

Interface FE1 service_ template
WAl (SR} FIE2,
GigabitEthernet 1 :
Ten-GigabitEthernet 1 VLAN 1 - h3c-support h

(F7vay)
port link-type trunk
port trunk permit vlan all

port trunk pvid v, (#FFav)
VLAN 100

(FTa )FIET:VLANZERKL . 1237 2—X(ICIPPRL R
FIE2: service template(SSID)Z1ERL T S

(AT aV)FIE3: default group LS DEH R TE DAPE TE
SEIIEHNICERINET)

(F T av)FIEs: BElHERE DAPIZservicexE|Y LTS
FJIE5 : default groupZZ E L TFIT APD=ODNZTEZ/ERRT S
F &6 : default groupD & ;K[ Zservice(SSID)ZFEIY X TS

FE7: FDMOFIT APDEER(BEI X (X F )

wlan auto—ap enable

wlan auto—persistent enable

F I8 : Anchor—-AP(Anchor-acMbackup)Zi§EL T. B EXIRTFT S

Z(Ancho

IIIIIIIIIIIIII -\E &z(radloz) E
(71'7““/3 V) : :

= h3c-support _ h3c-support ¥
! FIT AP

“QE K 3(radiod) .

= ‘Jf&

&K 1(radiol)

E &K 3(radio3)

&K 2(radio2)

* EE2(radio?) E

="

ETT

Anchor-AC

FIT AP=
..... Anchor—AP PC
: ;i ﬂ 8
)
: FIT AP PC
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PCOITo0HEEFHLUTOURLEZAADLET,
http://192.168.0.50/

T 74D A—H—4: admin, /XA —F: h3capadmin

@ Log x + Change Password *
e

C A FESATVELESE | httpsi/192.168.100.1/web/frame/login.htmli?ss|=false

The default password is not secure. A qualified password must meet the following
requirements: It must contain a minimum of 10 characters. It must contain a minimum of 2

H3C WLAN Management Platform . _

types,and a minimum of 1 characters for each type. It can't contain the username or the

reversed letters of the username.

@ » 0ld Password | |
‘ : |Username New Password | |
‘ @ Password hod Confirm Password | |

[[] Remember me English ~

2 I -

INAD—KRIFIOXFLL LT, EHFREH
ED2EFEHFEH . BRI TS —
H—. adminZEDNFEEFFHEIN &,



http://myap.h3c.com/

Anchor-acQGUIZaS 4/ F 35 %

mHTOY A2 LE=EEIX. region-codeZ R ETHIBLENHYET,
Xregion-codelZkYEETHERDEDHIFIZHRLVET . BARIZIAPANIP)TT,

H3C WAG638-1P

Please select a region code

Region Code I JAPAN(IP) * 'I

10



045 4> 9 AEDashboardM B RSN ET

H3c WA6638-JP

Actions Al Networks ¥ Dashboard
Dashboard
System Logs
Quick Start 3
Monitoring >
Wireless Configuration
: > APs o= System usage o=
. Onli Offl ]
Network Security > 5 nine e nhealthy
4
System > 3 0% 68%
1 CPU Memory
0
e 2 02:40'58 024103 02:41:08 02:41:13
—
. —
Reporting > —
Wireless services o= Clients o=
24GHz 5GHz
SsID
L] [ [
1—DYIRZA yStem View | Networ Iew
client number
1 2 3 a4
Intarfare traffir ~

- . - Access Points Clients Event Logs
il bl P 8
1 0 00 0 5 8 12

192.168.0.50/wnm/frame/index.php?sessionid=20000146350de2b50aaec29e5dBedc 3eacBe¥




—_— ==
GUIDA=Za——&F
* Network view
e — Dashboard Network Security
Quick Start Packet Filter

Add New AP Traffic Policy

Dashboard Add New SSID Qos Policies, Priority Mapping
Add New User Access Control

TP 802.1x

Quick Start > || Monitoring L
Wireless Network A‘gzgmgat'o"
Clients

Monitoring > Wireless Security User Management
Client Proximity Sensor A(:hzzsg:lﬁcr;\gﬁlication

Wireless Configuration > /:\ppllcatlon M(_m'to”r_'g Port Security

Wireless Configuration Portal

Wireless Networks Svst

Network Security > AP Management 3|!{S em
Wireless QoS esource

— R Wireless Security ACL, Time Range

y WIPS Cloud Platform

Allowlist and denylist Tools
Tools > Radio Management Debug
802.11n/802.11ax settings ,transmission Reporting
: distance Client Statistics
Reporting . Applications Wireless Service Statistics

Mesh, Multicast

12
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GUIDA=a——&
« System view
. Dashboard
Act
e Network Configuration
Network Interfaces
Dashboard VLAN

Metwork Configuration

Metwork Security

System

Tools

Network Routing
Routing table
Static Routing
Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT

Network Security

Packet Filter

Traffic Policy

Access Control
802.1x

Authentication
RADIUS

User Management

System
Event Logs
Resource
ACL
Administrators
Management
Configuration save, import
Upgrade
Reboot
Tools
Debug

Local users

13



SSID(h3c-support) Z{ERL 9 % "

=JL . =¥ =[1
Actions All Networks > E!u'n:t It@SEﬂJ @t = < - “)ﬂ‘@lm E 1H|J
% ﬁx Authentication mode ( Open (no aﬁh:mcation]
®
Dashboard Add Services O8021%
—— (O 802.1X (clear)
@l Quick Start W | O Static WEP
(JJMAC Authentication
BaSi[ SE‘ttiﬂgS [JJIPvd Portal Authentication
Add AP () IPv6 Portal Authentication
Wireless service name o Authenticator @ Y ) ] —
h3c-support (1-63 chars) . [ client-security authentication-loc
@ AGOSEIVICES Security mode OWPA OWPAZ @ WPA or WPAZ (O WPA3-Personal WPA3-Enterprise
5510 = h3c-support (1-32 chars) Management Frame Protection | C/ON @ OFF
Add User PSK key * @ Passphrase O Rawkey
Description (1-6dchars) | | ] e 1 (8-63 alphanumeric chars)
Mﬂﬂ.ltﬂrllng 2 Confirm password
Wireless Configuration ? Wireless Service @ ®O0N COOFF 'T'le/—l‘
Default VLAN Eﬁﬂ”:a-é
Network Security > 1(default) (1-4094, 1 by default)
System N Hide 551D @ () ¥es @No
User Isolation (O Yes @No
o0 ’ Forwarding type o centratizes clienflforwardingf-location ac/ap
@ Local
Reporting >
Apply and Configure Advanced Settings




SSID(h3c-support) Z{ERL 9 % -

Actions All Networks » Quick Start > Add se@uﬁ E 1E IJ E Authentication SEttiI]E_IS ; E ﬁ E 1E Il % Erl" I_l_I
Dashboard Add Services 7% | . ,_‘ nx E
@ — Authentication mode () Open (no authentication)
| Quick Start ~ .
Basic settings @ I @ static PSK I
Add AP @ O 802.1X
Wireless service name . . J .
h3c-support (1-63 chars) -
@ Add Services
_ SSID (0 B02.1X (clear)
h3c-support (1-32 chars)
Add User .
Description (1-64 chars) CI Static WEP
Roniiring > [ MAC Authentication
Wireless Configuration > Wireless Service @ ®ON O OFF [J1Pud Portal Authentication
Network Security > Default VLAN 1(default) (1-4094, 1 by default) |:| IPyE Portal Authenticatinn
system > Hoesso @ F_""Es @ne Authenticator @ ®AC . . . . .
Oves @t client-security authentication-locgation ap
Tools > Forwarding type O Centralized } C”El’lt forwarding Oﬂp
@ Local .
— , Security mode OWPA OWPA2 @ WPAor WPA2 (O WPA3-Personal WPA3-Enterprise
“ Management Frame Protection | O ON @ OFF

PSK key @ Passphrase (O Rawkey
sresasanasg (8-63 alphanumeric chars)
sensssnnany Confirm password




FITAPDT=8DETE THAHAPDdefault groupzZEET 5 a

I Save &9 Roadmap | & admin

Actions All Networks » Wireless Configuration » AP Management » AP Groups
Quick Start >

3
Monitoring > a

O default-group @ D
@ Wireless Configuration v

Wireless Networks

AP Management

Wireless Qo5




FITAPDT=8H®D

= = { @

Actions
Dashboard
Quick Start b
Monitoring >

Wireless Configuration v I

Wireless Netwaorks

AP Management

Wireless QoS

Wireless Security b

Radio Management

Applications

Metwork Security >

System >

Group name %
default-group

2% E T DAPDdefault grou

All Networks » Wireless Configuration » AP Management » AP Groups » Edit AP Group(default-group)

@

{(1-31 chars)

(1-64 chars)

Description
Region code
IJAPAN(JF]
LED mode
Normal
AP model
@ WAB638-JP
WAGG38-JP
AP connection priority .

CAPWAP tunnel keepalive Echointerval

10

(0-7, 4 by default)

seconds (0,5-255, 10 by default)

DIZEEZHRET B

s T8 T A2 1R

Retransmission attempts

3

Statistics report interval

50
CAPWAP tunnel encryption (O Enable @ Disable
NAS-ID
Firmware upgrade (OEnable O Disable
AP model

WA6638-JP

WAB638-JP

WA6638-JP

seconds (3-8, 5 by default)

(2-5, 3 by default)

seconds (0-240, 50 by default)

(1-63 chars)

@ Inherit (Enabled)

5GHz(1)
5GHz(2)
2.4GHz(3)

W <

0 O




i

Xt

Rt
N

FITAPD =8 D&% TE TIHHAPDdefault groupTE =57 bt 73

HECmer

Request retransmission Interval
Actions. All Networks » Wireless Configuration » AP Managem?p i oup(degault-group E E E -
] [ A {8l | € —> B H A A ZEZ5E o
Quick Start >
Group name &
default-group (1-31 chars) .
Honitoring > Retransmission attempts
Description 1-64 chars)
Wireless Configuration v
Wireless Networks Region code ! 3 |:2_5| 3 tll.ll‘r EIE:{: L”':I
JAPANUP) E
. tormet o Statistics report interval .
s s s 50 seconds (0-240, 50 by default)
WABB38-JP x v
Wireless Security >
WAB638-1P W
Radio Management CAPWAP tunnel encryption (_JEnable @ Disable
AP connection priority P 0-7, 4by default)
Applications
, , MAS-ID
CAPWAP tunnel keepalive Echo interval .
Network Security > (1-63 chars)
10 seconds (0,5-255, 10 by default)
System
@“ Firmware upgrade () Enable (O Disable @ Inherit (Enabled)

AP model

WAG638-IP 5GHz(1) @

WABB3E-IP 5GHz(2) O
WABB3E-IP 2.4GHz(3) O




1E81 7 Zc 1]

Add binding

AP Group Name
AP Type
Radio

Bind WLAN SE

Bound VLAN

=
=574

=

&

é

default-group
WAG638

5GHz(1)

I h3c-support x 'I

@ VLAN

I 1 | v Iﬁ -4094)

() VLAN Group

- & E A

FIT APD 1= D35 5E T Sdefault group [TH—E X (SSID)ZEMT S

Request retransmission Interval
5
Retransmission attempts
3
Statistics report interval
50
CAPWAP tunnel encryption ¢ OEnable @Disable
NAS-ID ©
Firmware upgrade ¢ (OEnable (ODisable
AP model
AP Model
WAG638-JP
WA6638-JP
WA6638-JP

seconds (3-8, 5 by default)

(2-5, 3 by default)

seconds (0-240, 50 by default)

(1-63 chars)

@ Inherit (Enabled)
Radio

5GHz(1)
5GHz(2)
2.4GHz(3)

Enable




Anchor—acE

DE

Nl

(radio 1:5GH2)|[ZH—E X%

=Y HTT

- . —
ZN
} —
I save &g Roadmap | & admin
Actions All Networks » Wireless Configuration » AP Management » AP
Dashboard AP
Quick start >
AP Groups Search
Monitoring > Search "
\) AP Groups
O 00dd-b&b1-9260 2021-11-13 default-group Manual AP (E...  WAB320-JP 219801A2YF821E... 00-DD-B&-B1-52-60 802.11ax(5GH2)(1...
Wireless Configuration W ) default-group (1)
Wireless Networks
AP Management
Wireless QoS
Wireless Security >
Radio Management
Applications
Network Security >
System b
Tools >
Reporting >
Total 7 entries, 7 matched, Oselected.Page 7/ 7. IR I ~]
System View Access Points Clients Event Logs
' ©1 @0 Qo0 00 0: A5 @9




Anchor-acE B NDE I (radio 1:5GH2)IZ Y —E XZENY Y TET
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Anchor—ac D E (radio 1:5GH2)ZHMIZLET

I save g Roadmap | & admin

Actions All Networks » Wireless Configuration » AP Management » AP » Edit AP (00dd-b&b1-9260)
ugldul-yiuup
Dashboard Installation position (province/municipality)
Region code
¢ JAPAN(P)(Inhert) x v
Quick Start by
Installation position (city/district/county) LED mode Normal(inherit) x v
Monitoring >
Map File
a 2 9 Select... v
Wireless Configuration v
&
AP connection priority . ) I _
Wireless Networks Installation position (street) 4(Inherit) (0-7, Inherit by default)
CAPWAP tunnel keepalive Echo interval
AP Management
“ 10(Inherit) seconds (0,5-255, Inherit by default)
Wireless QoS . . N
Detzil Installation position Request retransmission Interval

Wireless Security > ) _ E‘ﬁ_ = <y
S(Inherit) SE'-C‘I I =@w I: i z‘
. “
Radio Management id Retransmission attempts x 7 n —}bﬁ I 7 y

AP description

Applications 3(Inherit) (2-5, Inherit by default)
. Statistics report interval ) .
Network Security > 50(Inherit) seconds (0-240, Inherit by default)
&
System > Remarks AC Election OON @ OFF
CAPWAP tunnelencryption () Enable () Disable @ Innerit (Disabled)
Tools > Firmware upgrade () Enable () Disable @ Inherit (Enabled)
# 5GHz(1) radio ® 0N () OFF () Inherit(Disabled)

Reporting > 2.4GHz(2) radio OON O OFF @ Inherit(Disabled) @

- . ) Access Points Clients Event Logs
System View Network View
@1 ©0 Qo0 0001 4501




Auto AP(BEIRIICFIT APZRDITTEERI D) aMMIZT S

Actions

Dashboard

Quick Start

Monitoring

>

All Networks » Wireless Configuration » AP Management » AP Global Settings

@l AP Global Settings |

Basic Settings

@ Wireless Configuration v |

Wireless Networks

@ AP Management

Wireless QoS

Wireless Security

Radio Management

Applications

>

@

Region code JAPAN{IR)

Region code lock m
Software upgrade m_l

autoar © XONICT B ER—EI A FPOFIT APZBHEN m |
ICEFT 3

Auto AP conversion © S ONIC T 2 &L HEIRICZ RS ﬂf:'%#ﬁ’&ﬁﬁ?'ém_l

Persistent AC Role *ONICT B & Bﬁgg?&\ 15”‘%‘75 & Anchor-ac&
L CTHéeEd B (OFFICT B LFIT APL 4 B)

23



EICESETHRELIZIAVT1T R F(save)LTAY 7 b

admin > Save L T Logout

H3c WA6638-JP

i All Networks » Dashboard .
Actions be Language English v
Dashbaard Save
System Logs
Quick Start 3
ange Password
Monitoring >
Roadmap
Wireless Configuration
q > APs o= System usage Scan and Look Me
) Onli Offi Unhealth
Network Security > : e e nheaty
4
0, 0,
System > 3 0% 68%
1 CPU Memory
0
e 2 02:40:58 02:41:03 02:41:08 02:41:13
Reporting >
Wireless services o= Clients o=
24GHz 5GHz
ssID
f-kyoi...
fukuro.
f-kyo-
client number
0 1 2 3 4
Intarfare traffir ~
T Access Points Clients Event Logs
192.168,0.50/wnm/frame/index.php?sessionid=20000146350de2b50aaec29e5daedc Ieaeahi O 0@olo0 Qo0 Os 8 @12

24
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A3 Tx—R

Interface Ten-
GigabitEthernet
1/0/1
(FFvav)
port link-type trunk
port trunk permit vian all
port trunk pvid vlan 1

PP —---

_ — —p ToTU—D
Anchor-AC) % T % X % APDTUIL=bt  gyls
H (default-group) FIES > ”
I ST wlan ap §pl mo 3'$ ' I’yﬂIOI‘AP
o wlan ap-group default-group WA 1P f
-lj-_t Z(SSID)O) vlan 1 Serii\(sl?i% J E’, ‘
7—_~/7°|/_|\ F 52 ?ap(;if:?lda WA6638-JP 4_-bxxxx_xxxx XAXXXXK wx’ﬁSc-support
VLAN| FIE1 ETETE _ : radio T £ IE7 [, FIES
wlan service-template h3c-support radio enable FIE6 _ weetic?”] 3
vlan 1 ssid h3c-support k*service-templat | | radio 3 giIAP
- - & o
# - vlsn 1 4o ok rag;zé__,—’ gigabitethérnet| :
i F akm mode ps e L2 ten-gigabifethernet 1 .
e ress 107 168 050 _ _ presharcdzkcu pass pimase Mo [ gigabitethernet - -
— DGO RE T O R @F-é'Tpdeskgg ten-gigabitethernet 1 | =
e cipher-suite ccmp FF>av) | ‘ .“ FIT AP
. cipher-suite tkip port link-type trunk e -
(AT aV)FEDMDVLAN security-ie rsn port trunk permit vlan all h3c-support
security-ie wpa port trunk pvid vlan 1
vlan 100
# S L0 e o A
Interface Vlan-interfacel00 (7_|'7°°/E|.‘/)%0)ﬂ‘|_1,0)"j‘—t°1 %EIIIEB (#70/3 /)ﬁnance@AP;‘Eﬁ
ip address 172.16.0.50 wlan ap bp|l moldel WA6638-JP
255.255.255.0 \ wlan service-template h3c-finance Serial-idIxx XOOXKOXKXXXKXXKXXX
ssid h3c-finance V|il"_‘ 1?( ﬂ:hor AC
vlan 100 relelle | # "y
radio 2 B ~ h3c-finance
radio ehable
servicg-template h3c-finance
radio 3
gigabitefhgrnet|l
ten-gigdbitethernet 1
(F7>3%)
port link-fype frunk
porttrtlil permit vian all
port trdn ]




CCETIZEBLI=a> 745 #CLITIZLLT DAY

#

sysname H3C

#

wlan global-configuration
region-code JP

#

telnet server enable

#

port-security enable

#

lldp global enable

lldp hold-multiplier 8

#

password-recovery enable
#

vlan 1

#

interface Vlan-interfacel

ip address 192.168.0.50 255.255.255.0

#
interface GigabitEthernet1/0/1
interface Ten-GigabitEthernet1/0/1
(F7vav)
port link-type trunk
port trunk permit vlan all
port trunk pvid vlan 1
#
interface WLAN-Radiol/0/1
#
interface WLAN-Radiol/0/2
#
interface WLAN-Radiol/0/3
#
scheduler logfile size 16

wlan service-template h3c-support #

ssid h3c-support
akm mode psk

line class console
user-role network-admin

preshared-key pass-phrase cipher #
$c$3%zs+U2ZKGrV+AOA/70+0oDgf line class vty

tZKtAUOCZUYQkw7Ew=
cipher-suite ccmp
cipher-suite tkip
security-ie rsn
security-ie wpa
service-template enable
#

interface NULLO

#

user-role network-operator
#

line con 0

user-role network-admin

#

line vty 0 31
authentication-mode scheme
user-role network-operator
line vty 32 63

user-role network-operator

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

puilaah =S
#

role name level-14

description Predefined level-14 role
#

user-group system

#

local-user admin class manage
password hash
$h$6$ZnoxQVIKKyL804IT$ service-
type telnet http https
authorization-attribute user-role
network-admin

#

ip http enable

ip https enable

#

undo attack-defense tcp fragment
enable

#

wlan auto-ap enable

wlan auto-persistent enable

level-2~ level-13

26

wlan ap-group default-group
region-code JP
vilan 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-support vilan 1
radio 2
radio 3
gigabitethernet 1
ten-gigabitethernet 1
(F7vav)
port link-type trunk
port trunk permit vlan all
port trunk pvid vlan 1
#
wlan ap f010-903e-f7e0 model WA663-JP
serial-id 219801A24F8201E0000J
mac-address f010-903e-f7e0
vlan 100
anchor-ap enable #7 7 # JU | [Zdisable/=A*
# enablelc9 % L FEEEIBEmaster:ZEFEICSM
radio 1
radio 2
radio enable
service-template h3c-finance
radio 3
gigabitethernet 1
ten-gigabitethernet 1
(FFvav)
port link-type trunk
port trunk permit vlan all
port trunk pvid vlan 1

wlan anchor-ap persistent-mode ac #

#

ZDDOFIT APDOESR



Anchor-acD /N 7w T EHBAAPEVLANLID oy kD —H Ak
TIEHFREDAPE % v k7 — 5 ~EBT 3

@ FIT AP%Anchor-acERILE X hDxy FT—2 128 HELFT,
@ FITAPICa >V —vTAnchor-ackRILE2I AV FDIP7 FLRZEIY L TET,
<H3C>system-view
System View: return to User View with Ctrl+Z.
[H3CJinterface vlan 1
[H3C-Vlan-interfacellip address 192.168.0.10 24
[H3C-Vlan-interfacel]quit
[H3C]save force
Validating file. Please wait...
Configuration is saved to device successfully.

@ APA'CAPWAP% 7 O— K&+ X ;b L TAnchor-ac& 2% H'3

@% L DigE, APOD 7 7— L =7 HAncho-ack ) HW (TFHEFEON— 532) DT,
Anchor-acHh/s—< 3 » 15 L TEEIMICAnchor-acDiF-> TWARH/N\—Y a » %ZAP

lc&yva—FLTY7—bEHEET,

®Anchor-ack ¥ SSID, VLAN, B R H TR ER EDFRENAPICZ 7O — K& N5,

GOFITAPABREZHLTIZ A7 MEeERTE 9,

21



EI Tt ARA 2 hEAnchor-aclZERE 9T 5
I;E Anchor-acDE&H%9 5

FITZ/\wo 7 v7THA®OAnchor-aclZE%E
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FITOD 18 Z#Anchor-acD/\vI 7 v IR TET S -
INYOTYT|IZT BAPDAction TIRESEEF 1) vY

i@ Save §p Roadmap | S admin

Actions

Dashboard

Quick Start

Monitoring

>

Wireless Configuration

VI

Wireless Networks

AP Management

Wireless QoS

Wireless Security

Radio Management

Applications

Network Security

System

Tools

All Networks ¥ Wireless Configuration » AP Management » AP

AP
—

AP Groups o ® [
Search [ ]

= AlLAP Groups O 00dd-b6b1-7ca...

= default-group(2) o 006d-bBb1_8f4

Total 2 entries, 2matched, Oselected.Page 7/ 7.

EEE DA 9 - Search

Manual AP

default-group WAB320-JP 219801A2YF821...  00-DD-B6-B1-7C-AO

2,802.11ax(5GHz... R\ onl'rD
ne

default-group Manual AP (Embedded AP) §WA6B320-JP 219801A2YF821...  00-DD-B6-B1-8F-40 2,802.11ax(5GHz,

4 <A H g

) Access Points Clients Event Logs
System View Network View
92 00@00 Q0 Q41 413 Os7




FITO1&8 % Anchor-acD/\vI 7V T |ZERET S

AC ElectionZONIZLET

H3C WAG320-1P
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B Save .'. Roadmap | & admin

Actions
Dashboard
Quick Start >
Monitoring >

Wireless Configuration v I

Wireless Networks

AP Management

Wireless QoS

Wireless Security b

Radio Management

Applications
Network Security >
System >
Tools >

All Networks » Wireless Configuration » AP Management » AP » Edit AP (00dd-b6b1-8f40)

Basic Settings

Name

Description

Model

Serial ID

MAC address

AP group name

Region code

LED mode

Map File

QR DSave# =N B Lrebootd 3 L&
FEBEADTIEELTLETL

Z DBEEIT) Lbackup-acliFREHN RS, TR L —IC
00dd-bGb1-8f40 Iz.i:T:l-;I-li g%i L T:B%‘: IE] UE&W )—C“Eijj L f-i{gﬁeritbydefault]

(1-64 chars) CAPWAP tunnel keepalive Echo interval
10(Inherit)
&
Request retransmission Interval
WAB320-IP
5(Inherit)
219801AYF82016E00030 (1-63 chars)

Retransmission attempts

00-DD-B6-B1-7C-A0

3(Inherit)
default-group Statistics reportinterval 50(Inherit)
JAPANUP)(Inherit) * (Region code locked) ACElection @ O OFF
CAPWAP tunnel encryption © O Enable O Disable
Mormal(Inherit) x v Firmware upgrade C Enable O Disable
5GHz(1) radio CON O OFF
Select... 1 2.4GHz(2) radio O 0N O OFF

ENFRESATEY

seconds (0,5-255, Inherit by default)
seconds (3-8, Inherit by default)

(2-5, Inherit by default)

seconds (0-240, Inherit by default)

@ Inherit (Disabled)
@ Inherit (Enabled)
® Inherit(Enabled)

@ Inherit(Enabled)

Access Points Clients Event Logs

©: @0 Q00 Q001 413 O




Anchor-acDEZEFRF D Fr1=7FAnchor-ac~ D YL Z B{E .

Anchor-aclEEF 4 FF D5 E)
1. Anchor-aclC[EEHLFELE -> FIT-AP3A'Anchor-ac& DCAPWAP b > R IILD X > %1850
2. FIT-AP3%5*Y 7 — b -> Anchor-ac®— FIZt) Y b - THEE)

i£) Anchor-acOBEZEFELEH S H b T-7Anchor-achH#EREd 3 F TH3 D30 IRE

ZDRE., 77477 FOBEEII#MELXTH, wi-LEREIITEEEA,
*Anchor-ap
(Anchor-ac® /8y 7 7 v ZICBRESINTWASFIT-AP%ZAnchor-ap& L H)
I ACE DERHIINEEY T— b

FIT-AP3 Anchde- FIT-AP3

(Anchor-ap) 192.168100.1 (Anchor-ap) 192.168300.1
192.168.100.4 192.168.100.4

EEHEACIC

Anchor-ac
(FIT-AP3)
1

192.168.100.

» v - e T dm D el T -
FIT-AP1 FIT-AP2 FIT-AP1 FIT-AP2 FIT-AP1 FIT-AP2
192.168.100.2 192.168.100.3 192.168.100.2 192.168.100.3 192.168.100.2 192.168.100.3



FEZERFDAnchor-aph bAnchor-ac~ DY B4 V) B

# Anchor-ac|Z[EE R A

$Aug 25 13:23:07:839 2021 office CWC/4/CWC_AP DOWN: Master CAPWAP tunnel to AC
192.168.1.1 went down. Reason: Neighbor dead timer expired.

$Aug 25 13:23:07:876 2021 office STAMGR/6/SERVICE OFF: BSS £010-903e-f7e0 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 1 on
AP FitAP. Reason: AP down.

$Aug 25 13:23:07:876 2021 office STAMGR/6/SERVICE OFF: BSS f010-903e-f7f0 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 2 on
AP FitAP. Reason: AP down.

$Aug 25 13:23:07:877 2021 office STAMGR/6/SERVICE OFF: BSS £010-903e-£f800 was deleted
after service template officeuse with SSID h3cofficeuser was unbound from radio 3 on
AP FitAP. Reason: AP down.

# Anchor—-aphYAnchor-aclZ7%51=8(Z!) T — A

$Aug 25 13:26:21:346 2021 office APMGR/6/APMGR LOG SETROLE SUCCESS: [Anchor Fit]
Reboot to AC, Reason: Have Not Recv Query Resp.

$Aug 25 13:26:21:488 2021 office APMGR/6/APMGR LOG REBOOTCAUSE: Set Wlan Reboot Cause,
SubSlot = 65535, DevRebootCause = 0, WlanRebootCause = 24, ulRet = 0.

$Aug 25 13:26:21:604 2021 office DEV/5/BOARD REBOOT: Board is rebooting on.

# Fr1=7EAnchor—ac O B E IR (%9353 30F) 1)

$Aug 25 13:26:39:991 2021 H3C SHELL/5/SHELL LOGIN: Console logged in from conO.
<office>
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PIEBA A TT—XIZport trunkZXEEEBMTBIZITLTOFIEEZTS
H3C wseer

Actions System » Network Configuration > Network Interfaces» Interfaces

Dashboard Interfaces
Network Configuration ~

Interfaces
Network Interfaces

m IEtnernet VI Search
VLAN

(]

Network Routing O GE1/of1 Down - 0 Auto GigabitEthernet1/0/1 Interface
Network Services > [ XGE1/0/1 Up - 1000000 Full Ten-GigabitEthernet1/0/1 Interface D
Management Protocols
Network Security >
System >
Tools >

Total Zentries, 2 matched, Oselected.Page 7/ 7. 4 e

T Access Points Clients Event Logs
©1 @0 @o |0 Qo0 ©5 4a @0




M2 71 —RIZport trunk R EFBMT BIZIEZUTOFIEETS

Actions System> Network Configuration » Network Interfaces > Interfaces > Edit Interface

Dashboard Interface Ten-GigabitEthernet1/0/1 (XGE1/0/1)

Status up () Shut down
Network Configuration v

Description Ten-GigabitEthernet1/0/1 Interface (1-255 chars)
Network Interfaces

Vi
VLAN MAC address
FO-10-90-3E-F7-EO (HH-HH-HH-HH-HH-HH)
Network Routing VLAN Link type
Network Services Trunk v = = > \
’ ®' | KIDERETUTOERENEBMEINET
~N aX aX
PVID

IR——— interface Ten-GigabitEthernet1/0/1

Network Security > — p (@) rt I | n k—typ e tru n k
System > @I 1-8094 Iﬂ'l—dOBﬂ.E‘q.3.5.ID-|UUJ port trunk permit Vlan a”

Toals > Link speed (Current:1000000Kbps) p ort trun k le d VI an 1l
Auto A
Duplex (Current: Full)
Auto A
Bandwidth (Current: 1000000KDbit/s)
(1-400000000)kbit/s
Link mode Bridge ' Route
Jumbo frame () Disable

" . Access Points Clients Event Logs
System View Network View
W o Mo 0 Ah . & P -




DA AT T—RIport runkEE EEEMT BIELUTDOFIEZETS

i save §p Roadmap | & admin

Network Interfaces

Bandwidth
VLAN
Network Routing

Link mode
Network Services b3 Jumbo frame

Management Protocols

BPDU interception

Network Security >

Flow control
System >

Traffic suppression
Tools b

Actions System » Network Configuration» Network Interfaces » Interfaces » Edit Interface
Dashboard Auto
Network Configuration v Duplex (Current: Full)

Auto

(Current: 1000000kbit/s)

Bridge ' Route

(O Disable

® 1600

[CJEnable BPDU interception

Disable

Broadcast suppression

ratio

Multicast suppression

ratio

Unknown unicast suppression

ratio

v

v
(1-400000000)kbit/s

(1600-1600)

v

v 100

~ 100

~ 100

System View Network View

BHEHODE F X T
A=Yy

@

Access Points Clients Event Logs

©1 ®0 Qo0 Q0 05 414010




37

N
—kZtrunk7s

0
/71N

EI D

(77 a>) default groupd:

—KAPEED
JL
X

-
=&
Ky
I
HE
-IN—-

—k




Ap-group®default-grouplZport trunkEk € Z1BINF BIZILCLIT

tDAPD

GUITKE R TE5D (&

cCET
>

wlan ap-group default-group

vian 1

ap-model WA6320-JP
radio 1
radio enable
service-template guest
radio 2
radio enable
service-template guest
gigabitethernet 1

Ten-gigabitethernet 1
#

vort trunkzx E
CLITEEL=-\\EH

—

[H3C] display current-configuration
wlan ap-group default-group
vian 1
ap-model WA6320-JP
radio 1
radio enable
service-template guest
radio 2
radio enable
service-template guest
gigabitethernet 1
Ten-gigabitethernet 1
port link-type trunk
port trunk permit vlian all
port trunk pvid vlan 1

38

il

ke

CLITTen-Gigabitethernet 1ZtagrR—r =B E T SFIE

[H3C]wlan ap-group default-group

[H3C-wlan-ap-group-default-group]ap-model WA6320-JP
[H3C-wlan-ap-group-default-group-ap-model-WA6320-JP]Ten-gigabitethernet 1
[H3C-wlan-ap-group-default-group-ap-model-WA6320-JP-Ten-Gigabitethernet-1]port link-type trunk

For the configuration to take effect, specify a PVID for the port and configure the port to allow traffic from the
PVID.

[H3C-wlan-ap-group-default-group-ap-model-WA6320-JP-Ten-Gigabitethernet-1]port trunk permit vlian all
[H3C-wlan-ap-group-default-group-ap-model-WA6320-JP-Ten-Gigabitethernet-1]port trunk pvid vlian 1
[H3C-wlan-ap-group-default-group-ap-model-WA6320-JP-Ten-Gigabitethernet-1]quit
[H3C-wlan-ap-group-default-group-ap-model-WA6320-JP]quit

[H3C-wlan-ap-group-default-group]quit

[H3C]
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<H3C>system-view

System View: return to User View with Ctrl+Z.
[H3C]vlan 100

[H3C-vlan100]port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/8
GigabitEthernet 1/0/23 GigabitEthernet 1/0/24
[H3C-vlan100]quit

[H3C]vlan 110

[H3C-vlan110]port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/8
GigabitEthernet 1/0/23 GigabitEthernet 1/0/24
[H3C-vlan110]quit

[H3C]Jinterface GigabitEthernet 1/0/1
[H3C-GigabitEthernet1/0/1]port link-type trunk
[H3C-GigabitEthernet1/0/1]port trunk permit vlian all
[H3C-GigabitEthernet1/0/1]quit

[H3C]Jinterface GigabitEthernet 1/0/2
[H3C-GigabitEthernet1/0/2]port link-type trunk
[H3C-GigabitEthernetl/0/2]port trunk permit vian all
[H3C-GigabitEthernet1/0/2]quit

[H3Cl]interface GigabitEthernet 1/0/3
[H3C-GigabitEthernetl/0/3]port link-type trunk
[H3C-GigabitEthernet1/0/3]port trunk permit vian all
[H3C-GigabitEthernet1/0/3]quit

R aBD8E23, 24 TR
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[H3C]display vlan 100

VLAN ID: 100

VLAN type: Static

Route interface: Not configured
Description: VLAN 0100
Name: VLAN 0100

Tagged ports:

GigabitEthernet1/0/1 GigabitEthernet1/0/2
GigabitEthernet1/0/3 GigabitEthernet1/0/4
GigabitEthernet1/0/5 GigabitEthernet1/0/6
GigabitEthernet1/0/7 GigabitEthernet1/0/8
GigabitEthernet1/0/23 GigabitEthernet1/0/24

Untagged ports: None

[H3CJinterface Bridge-Aggregation 1
[H3C-Bridge-Aggregationl]quit

[H3Clinterface GigabitEthernet 1/0/23
[H3C-GigabitEthernet1/0/23]port link-aggregation group 1
[H3C-GigabitEthernet1/0/23]quit

H3Clinterface GigabitEthernet 1/0/24
[H3C-GigabitEthernet1/0/24]port link-aggregation group 1
[H3C-GigabitEthernetl1/0/24]quit

[H3C]save force

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

[H3C]
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