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¢ ACT.MACEIIADA—Y—ThHIoUbI+r—IYrEIEELE T, COHITIE. 54T D
MAC7RL AN A—H—Z LR T—RELTHEREINET , RADIUSH—/\—D 1 —H—& &
INAT—FDEFENACOERE—FL TSI EFRERL TS0,

e  APDEME/SRILIZRREINTLNSLYTILIDEERLT. APEIEELET .

o —EDIVKKRAVITIE, TIAHINTIUSE LMACTRLANFEARASNET, COLSHEIUR
RAVRDMACEFIF RSB BIZIE, TURRA VAT LAMACT RL REERALELES
L%,

FIIR

DOEE:
ZDEREHITIL, ClearPasst—/\—TOMACEEIECKDITAT7 U DRI BEET A EHERE
H&RHEL%‘;‘ HERBER YT =R ES LUVUERMLEWLANEREIZDWTIX, TNHNAARAE LUV
—N\—DI=ZaT7ILESBLTIEEL,

ACDERE

#ClearPass&EWLV D A RTDRADIUSRF— LEERL, A—F—RBFETH T4V AIZ8.1.1.171D
ClearPassH—/\—Z1EEL T BEILSN-XFIh3cE BT F—ITHELET.
#
radius scheme clearpass
primary authentication 8.1.1.171
primary accounting 8.1.1.171
key authentication cipher $c$3$y9gLDgP10B8T9ry5u3AHTHOadEYI7g==
key accounting cipher $c$3$bNuYW3C3Tf2AIrFWSRSRjUdZMn1uoQ==
user-name-format without-domain
#

#A—H—EREE. BBA, FHh 2 T42J IZRADIUSR ¥ —L(DclearpassEERT 5L3IZ, ISPRASY
(Mclearpassz i ELFET
#
domain clearpass
authentication default radius-scheme clearpass
authorization default radius-scheme clearpass
accounting default radius-scheme clearpass
#

#IZATUFOMACTRELREMACEIED A —HF — R E/NRT—FDE A ELTERTAELSIZACER



ELET, MACTRLRIE. NATUELD16EMKREE T, INXFOXFENMERSNAET (CORTITD
BREIETIAHILEDRETY),

[AC]mac-authentication user-name-format mac-address without-hyphen lowercase

#Y—E X T T —bkh3c-macauth#{E L . £ DSSIDZh3c-macauthlZF&E L. BEFE—FFMAC
SREEICEREL T, BEIR A clearpass#IEELE T,
#
wlan service-template h3c-macauth
ssid h3c-macauth
client-security authentication-mode mac
mac-authentication domain clearpass
service-template enable
#

HFBAPERTEL., —E XTUTL—kh3c-macothEAPDEMRIZ/NNAURLET,
#
wlan ap apl model WA5320
serial-id 219801A0YD8171E04018
radio 1
radio enable
service-template h3c-macauth vlan 1308
radio 2
radio enable
service-template h3c-macauth vian 1308
#
HRAYFITHEBRSNTODR—D YL IRALTERNSUVIZEREL. V54TV FOVLANAD ~
749 NR—rERBTESLIITLET,
#
interface Ten-GigabitEthernet1/0/26
port link-type trunk
port trunk permit vian all
#

AIFDRE

#VLAN 1308&VLAN-interface 1308%{ERL. VLANA2A—TJ1—XIZIPPRLRZEIVETET . X
AIFIFEDVLANEERLTISA T UMD/ TR EERELE T, ACITEREN TLSR—tD Y
DRATENSUDITEREL. VFAT U RDOVLANRD RS9I D R— b2 BB TEDLSICLET,
[Switch] vlan 1308
#
interface Ten-GigabitEthernet0/0/35
port link-type trunk
port trunk permit vian all
#
interface Vlan-interface1308
ip address 40.8.0.1 255.255.0.0

#vlan1308& NS A RTDDHCP7 KL R T —)LE{ERLL . DHCP7 KL AT —)LIZH T v +40.8.0.0/16&
F—hozAIP7RLR40.8.0.1Z1EELET , COHITIE. DNSH—/IN—DFFLR[FRDESYTT,
40.8.0.1(5—+D A T7KLR), 2YbT—9 LEDDNSH—/N\—DEEDTRLRIZBEEBRZ ZDHEHLSH
UEY,
#
dhcp server ip-pool vlan1308
gateway-list 40.8.0.1
network 40.8.0.0 mask 255.255.0.0
dns-list 40.8.0.1
#
return
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B3 ClearPass Policy Manager~®MBAY 1>

ClearPass Policy Manager

You have 83 day(s) to activate the product
& Activate Now
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Add Local User

user ID: fodbb3gadese |

ame: [EonT —

=

Verify Password:

Enable User: (Check to enable user)

Change Password: ) (Check to force change password on next TACACS+ login)

Role:

Y—EREBMLET,

#EBIDFES — 30 _A2 T, Configuration > ServicesZ:ERLET , RRSN=-R—T T,

AEBOAAIED)YILET,

-
N

B6 Servicer—

ClearPass Policy Manager

BY configuration » Services

Menu =

d Services z ft::orl
eflagGontioumtion @ £, Export All
£3 Service Templates & Wizards This page shows the current list and order of services that ClearPass follows during suthentication and authorization
&
% A“'::Mm i Fiter:[Name v} [contains v] | Go ] ClearFier | Show (B0_v] records
et * Name Type mp stat
2 tdentity i | O s h3c Guest Access RADIUS RADIUS Enforcement ( Generic ) ©
{3 Single Sign-On (S50) 2. 0 s [Device Registration Disconnect] WEBAUTH Web-based Authentication ]
£ Local Users. 3. 0 -] [1nsight Operator Logins] Application Aruba Application Authentication [
{3 Endpoints « [ O [Guest Operator Logins] Application Aruba Application Authentication )
ic H
gz“;‘ CHos Ly s |0 s [Aruba Devics Access Service] Tacacs TACACS+ Enforcament °
oles
B Role Ak & | O a [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) ©
5 posture el 0 3 [Policy Manager Admin Network Login Service] Tacacs TACACS+ Enforcement )
- & enforcement e | O 2 chengdu-7205-1x RADIUS Aruba 802.1X Wireless ©
{3 Policies s | O 1 dafu-802.1x RADIUS 802.1 Wireless - Identity Only )
£ Profiles
Showing 1-9 of 9 Reord: Copy || Export | | Delete
- 4 Network - IR | cony | | Expon || Dutete |
£3 Devices

£3 Device Groups
3 Proxy Targets
13 Event Sources

2% Network Scan

4% Policy Simulation

# Service2J T, TypeZ4—ILEMSMAC AuthenticationZ®ER L. £ 81ZMAC ACCESS&L
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7 Service®3iB M

aruba ClearPass Policy Manager Menu ==
& Dashboard [ - on » Servicas » Ad

2k i Services

chiggionfiguetion Authentication _Roles _Enforcement __ Summry
£3 Service Templates & Wizards m
& Typa: MAC Authentication V)

 Authentication Name: MACACCESS 1

£% Methods Description AC-bazed Authentication Service
£ Sources

R 1dentity

£ Single Sign-On (SSO) Monitor Mode: (J Enable to monitor network access without enforcement
£} Local Users Hore Options: O Authorization [ Audit End-hosts [ profile Endpoints CJ Accounting Proxy
13 Endpoints Service Rule
£3 Static Host Lists
- Matches O ANY or ® ALL of the following conditions
£} Roles
& bt baeriios Type Name Operator Value
- B postore. 1. | Radus:ieTF NAS-Port-Type BELONGS_TO Ethernet (1 mow
& enforcement 2. | Radius:teTe Service-Type BELONGS_TO Login-user (1), Call-Chack (10) Et
{¥ policies 3. | connection Client-Mac-Address EQUALS % {Radius: IETF:User-Name) B %
{3 profiles A
4 Network
£ Devices

£ Device Groups
£% Proxy Targets
£ Event Sources

£3 Network Scan
£ Policy Simulation

< Back to Services =3 =3

# Authentication 27 T. Authentication Methods®Allow All MAC AUTHZZIRLE T,
Authentication Sources74—ILEDT 74+ ILMEZFFERALEY,

(8 SBEEDHEA

aruba ClearPass Policy Manager Menu ==

ration »

Dashboard o|
2 M  Services

jeks Conflourstion @ _service [FETISTEIORY) Roles _Enforcement _Summary

£3 Service Templates & Wizards
e ices Authentication Methods:  ([AlGWATMACAUTH]

& Authentication
£% Methods

£} Single Sign-On ($50) Select 1o Add— v

£3 Local Users = P —— T
Authentication Sources:  [[Endpoints Reposiary] [Local SALDB]

Add New Authentication Method

£% Endpoints Add New Authentication Source
£ Static Host Lists
£3 Roles

Aol Moppings

L

£ policies

$ profiles Strip Username Rules 0 Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
4 Network

£¥ Devices

£ Device Groups
£ Proxy Targets
£ Event Sources

£3 Network Scan

3 Policy Simulation

< Back to Services =

# Role#7 LEnforcement2 7 T, INSA—SDBEE D FRELZFE AL, Savex /v I LET,
# Configuration > ServicesX—ZTReorder&4')v% LT, MAC ACCESSEWLSARTID Y —E X
EEAICBELEYS,
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ClearPass Policy Manager
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EXTE DHE
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31T

954 F LT, B —E Xh3c-macothlZBEE [} 5., IPPRL RERFL TS —ko A 1Zping
TEDHIEEWHRELTT GEMILARR),
ACT.WLANZSA 7 U MERE LUA 54 MACEEA—F — (BT AIEHRERRLT. 5

AT DTS4 N TGot=C LT FERLET

[AC] display wlan client

Total number of clients: 1

MAC address User name
cdb-b3d4-d88c

[AC] display wlan client verbose
Total number of clients: 1

MAC address

IPv4 address

IPv6 address

Username

AID

AP ID

AP name

Radio ID

SSID

BSSID

VLAN ID

Sleep count

Wireless mode

Channel bandwidth

20/40 BSS Coexistence Management :
SM power save
Short GI for 20MHz

Short Gl for 40MHz
STBC RX capability
STBC TX capability
LDPC RX capability
Block Ack

Supported HT MCS set

Supported rates

11

AP name
fcdbb3d4d88c apl

IP address VLAN
40.8.0.129 1308

: fcdb-b3d4-d88c
:40.8.0.129

- N/A

: fcdbb3d4d88c
01

126

rapl

12

- h3c-macauth

1 ac74-0906-e872
11308

10

:802.11gn

: 20MHz

Not supported

: Disabled
: Supported

: Not supported

: Supported

: Supported

: Supported

T N/A
:0,1,2,3,4,5,6,7,

8,9, 10,11, 12,13, 14,15

111, 12, 18, 24, 36, 48, 54 Mbps



QoS mode : WMM

Listen interval 110

RSSI :0

Rx/Tx rate : 0/0 Mbps
Authentication method : Open system
Security mode : PRE-RSNA
AKM mode : Not configured
Cipher suite :N/A

User authentication mode :MAC

WPAS3 status :N/A
Authorization ACL ID :N/A
Authorization user profile - N/A
Authorization CAR T N/A

Roam status :N/A

Key derivation - N/A

PMF status :N/A

Forwarding policy name
Online time
FT status

: Not configured
: Odays Ohours Ominutes 15seconds
: Inactive

[AC] display mac-authentication connection

Total connections: 1
User MAC address

: fcdb-b3d4-d88c

AP name rapl

Radio ID 12

SSID - h3c-macauth
BSSID 1 ac74-0906-e872
Username : fcdbb3d4d88c
Authentication domain : clearpass
Initial VLAN 11308
Authorization VLAN 11308
Authorization ACL humber :N/A
Authorization user profile :N/A
Authorization CAR :N/A
Authorization URL - N/A
Termination action - N/A

Session timeout last from - N/A

Session timeout period - N/A

Online from

: 2019/03/16 10:37:14

Online duration : Oh Om 27sClearPass#—/\—T., A5/ 1—H —EHRERRLET,
#EBIDFEHS—30RA42 T, Monitoring > Live Monitoring > Access Trackerz:&iRLE
ED

HRTFINFzAR—UT, A—H—fcdbb3d4d88chVEREE I LI=CLERELE T,

H10 AvF1v1—Y—DRT

ClearPass Policy Manager Menu =

@ Access Tracker oct 27, 2021 16:

sssssssssssss
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BRI 7MIL

* AC:
#
radius scheme clearpass
primary authentication 8.1.1.171
primary accounting 8.1.1.171
key authentication cipher $c$3$y9gLDgP10B8T9ry5u3AHTHOadEYI7g==
key accounting cipher $c$3$bNuYW3C3Tf2AIrFFWSRSRjUdZMn1uoQ==
user-name-format without-domain
#
domain clearpass
authentication default radius-scheme clearpass
authorization default radius-scheme clearpass
accounting default radius-scheme clearpass
#
wlan service-template h3c-macauth
ssid h3c-macauth
client-security authentication-mode mac
mac-authentication domain clearpass
service-template enable
#
wlan ap apl model WA5320
serial-id 219801A0YD8171E04018
radio 1
radio enable
service-template h3c-macauth vian 1308
radio 2
radio enable
service-template h3c-macauth vian 1308
#
interface Ten-GigabitEthernet1/0/26
port link-type trunk

port trunk permit vian all

* Switch:

#

vlan 1308

#

interface Ten-GigabitEthernet0/0/35
port link-type trunk
port trunk permit vian all

#

interface Vlan-interface1308
ip address 40.8.0.1 255.255.0.0

#

dhcp server ip-pool vlan1308
gateway-list 40.8.0.1
network 40.8.0.0 mask 255.255.0.0
dns-list 40.8.0.1

#

return

13
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D547k,

o FREEAKIXEAP-PEAPTTY,
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AP

Switch ClearPass

81.1.171/24

AC

Wian-ntad
40.1.1.56/24

FRINTWNBY I T7/N—23Y

COBREFET. RDN—F2IT7EIVY/ I 7 N—2a0 TERE LUHERSINTOET,

IN—FoI7 YILIITDIN—T3>

WX5540H7 7+t Xarka—5 R5444P03

WAS3207 7z RRA Uk R5444P03

Aruba ClearPass¥—/\— CPPM-VM-x86_64-6.5.0.71095-ESX-CP-VA-500-0vf

B =P B e B 2

APDEE/ARILIZRIRESN TSV YT ILIDEFERL T, APEIRELET,

FIIR

OEE:

ZDHRFEHTIL. ClearPasst—/3\—T®M802.1X EAP-PEAPEREFIZ L BS54 7 D EREEIZE&ET
éi HERERLITEHRBELET  RARMNERYNT—IRES FUERMLEWLANEREICDLTIX, 7/°
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ARABEUVH—N—DT =T ILESRBLTEEL,

ACDERTE

#ClearPass&ELVI B RTDRADIUSR ¥ —LZEERK L, 1—H—8BEEETHh VT4 AIZ8.1.1.171M
ClearPasst—/N\—#EEL T, BEBIb SN XFHh3cl B XF—ZH/ELEFT,
#
radius scheme clearpass
primary authentication 8.1.1.171
primary accounting 8.1.1.171
key authentication cipher $c$3$y9gLDgP10B8T9ry5u3AHTHOadEYI7g==
key accounting cipher $¢$3$bNuYW3C3Tf2AIrFWSRSRjUdZMn1uoQ==
user-name-format without-domain
#

#A—H—FREE. 2R, 7 h T4 J [ZRADIUSRF—LdclearpassE AT HEL3IZ, ISPRASY
(MclearpasszEHELET
#
domain clearpass
authentication default radius-scheme clearpass
authorization default radius-scheme clearpass
accounting default radius-scheme clearpass
#

HEAPYL—% AL T802.1XV A4 7 U M EREET H&ITACERELFET
[AC] dotlx authentication-method eap
#H—E X T —kh3c-dotIx&ERL . ZDSSIDZh3c-dotIxITFRTEL . FRIEE—F%802. 1XFREEIC
EREL T, BBEIN ASclearpassZiEELE T,
#
wlan service-template h3c-dotlx
ssid h3c-dotlx
akm mode dotlx
cipher-suite ccmp
security-ie rsn
client-security authentication-mode dotlx
dotlx domain clearpass
service-template enable
#
HFBAPEEREL . —ERXTUTL—kh3c-dotIxEAPDELRIZNAIURLET,
#
wlan ap apl model WA5320
serial-id 219801A0YD8171E04018
radio 1
radio enable
service-template h3c-dotlx vian 1308
radio 2
radio enable

service-template h3c-dotlx vian 1308
#

HAAYFIZEHEINTWER—LD) O34 TENSUIIZREL, 9547 FOVLANRAD ST 499
NR—hEBBTEDESICLET,

15



#
interface Ten-GigabitEthernet1/0/26
port link-type trunk

port trunk permit vian all
#

RAALYFDEE

#VLAN 1308&VLAN-interface 1308% 1AL . VLANA2A—DJz—XIZIPPRLRZEIYETET . X
AVFIFEDVLANEFERALTISATUMAD /Ny EBRELET . ACICHE S TS HR—tD >
DEATERSUDIZERTEL, VAT RDODVLANAD RS T4 9 R— e @B TEDLSITLET,
[Switch] vlan 1308
#
interface Ten-GigabitEthernet0/0/35
port link-type trunk
port trunk permit vian all
#
interface Vlan-interface1308
ip address 40.8.0.1 255.255.0.0

#vlan1308E VS A BTDDHCP7RL AT —)LE{ERL . DHCP7RL AT —)LIZH T *wk40.8.0.0/16&
F—kzAIP7RLR40.8.0.1%EELET . COHBITIL. DNSH—/N—DFTRLRIEIRDEESYTY,

40.8.0.1(5"—kI9TATFLR), XYRT—2 EDDNSH—/N—DEEDT7RLRICESHZ HHELDH
YFES,

#
dhcp server ip-pool vlan1308
gateway-list 40.8.0.1

network 40.8.0.0 mask 255.255.0.0
dns-list 40.8.0.1
#

return
#

ClearPassH—/\—DHTE
1. ClearPassH—/\—[zO5 1 LET,

#H—IIN—DWebA L A—TT—RIZFTHERTBIZIE. WebT 595D F7RL R/\—[ZClearPass
H—N—DEEIPPRLRZAALET, COHITIE, EBIPFRLRIE8.1.1.171 T,

12 ClearPass~DAY 1>

2 FT Q

ClearPass

[
Q@&+cﬁ>=

8= ClearPass Policy Manager {' ClearPass Guest

ClearPass Onboard @ ClearPass Insight

# ClearPass Policy Managerz 7'y L&EY . RIRSNI-AR—IU T, BJ o a1—H—£E/NRRTD

16



—K%ZA AL, Log nEY)vILET,
K13 ClearPass Policy Manager~®BRJ 1>

ClearPass Policy Manager

You have 83 day(s) to activate the product
& Activate Now

© Copyright 2020 Hewlett Packard Enterprise Development LP

ClearPass Policy Manager|ZACZEMLEY

#ERIDFEHS —3>0 AT, Configuration > Network > DevicesZEZIRLET , BALVE=R—
T. BLBIZHBAAIEY)VILET,

a. ACTIP7RL R40.1.1.56/24%38ELE T .
ClearPass Y —/\—MZDIPF7RLRIZE|ZETEDIEEAMHERLET,

b. RADIUSHAMEZZHRELET,
CCTHRELEEFY—ILYEA, ACEDRADIUSH —/N\—IZIRELE-EEF—LELTHS
CEERRLET . COBITIE. £H—YLYMEN3CTT,

c. "UA—ZHICEEIRLET,
d. AddzJ)vILET,

17



B14 T34 DB

3. aA—Y—miEm
#ERIDFEHS —>30 AT, Configuration > Identity > Local Usersz:&RLET , FAL V=R
—oT.ALRRIZHDADEY )V ILET,
a. A—H—ID, &R, BLU/SRAT—REh3cIXIZHRELET .

b. BRIEZFO—I/LEmployeeF =1 ——EHRFO—ILEERLET, COFITIX. BRIE
EFO—/LEmployeeE RSN TLET,

c. AddZEHIUVILET,
E15 1 —%—m;:EMN

4. H—ERZEEMLET,

#ERIDFELS— 3L T, Configuration > ServicesZ:ZRLET , RSN =-R— T,
BLBOAIEY )V ILET,

18



B16 Y—ERR—T

arvba ClearPass Policy Manager Menu =2
Dashboard P configuration
2 Add
1 Wonitoring i Services -
e & Import
2, configuration S N
£ Service Templates & Wizards d order of se Pass follows d da
Pservices
G Authentication Fitcer: [Nams ) [containe & Show (8] records
£ Methods
£ Sources * Order v Name Ty Templa Status
Q 1dentity 1 9 h3c Guest Access RADIUS RADIUS Enforcement ( Generic ) )
{3 Single Sign-On (S50) 2 O s [Device Registration Disconnect] WEBAUTH Web-based Authentication )
£ Local Users 3 7 {insight Operator Logins] Application Aruba Application Authentication )
{3 Endpoints 4 6 [Guest Operator Logins] Application Aruba Application Authentication )
£3 Static Host Lists =
e s. s [Aruba Device Access Service] TacACS TACACS= Enforcement °
£ Role Mappings 6. D 4 [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) )
posture . 0 s {Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement )
$ Enforcement . 0 2 chengdu-7205-1x RADIUS Aruba 802.1X Wireless )
3 Policies. . (= dafu-802.1x RADIUS 802.1X Wireless - Identity Only [
Profiles
& Showing 1-9 of 9
4 Network Exeon -
£3 Devices

{3 Device Groups
£x Proxy Targets
£ Event Sources

£3 Network Scan

£¥ Policy Simulation

# Service2J T, TypeZ4—ILEH5802.1X Wireless-Identity OnlyZ;&iRL . h3cD & Hi%E
802.1XIZERXELEFT

E17 —ERDEM

ClearPass Policy Manager Menu =

PY configuration » Services » Add

fd Services

S ruthentication _Roles _Enforcement _ Summary

vpe: 802.1X Wired - [dentity

S Authenticaton wamet
{3 Methods Description
£ Sources
2 1dentity
£3 Single Sign-On (S50) Monitor Mode: (J Enable to monitor network access without enforcement
£ Local Users More Options: () Authorization (] profile Endpaints ) Accounting Proxy
£x Endpoints Service Rule
3 Statc Host Usts
2 Watches O ANY or ® ALL of the ollowing conditions
G Roles
£ Role Mappings
: F Posture 1. | Radius:1ETF NAS-Port-Type EQuALS Ethernet (15) g W
Benforcement P — senvicaType sELoNGS_T0 Lopi-Una (1) Facaod-Vaor (2, Aicate:: gy
£ policies ly 8)
L3 Profiles 2
4 Network
% Oevices

£ Device Groups
{3 Proxy Targets
£ Event Sources

£ Network Scan

3 Policy Simulation

<€ Back to Services

Lex Jsove [ corce |

# Authentication#7 MAuthentication Methods 74—JLK C[EAP MSCHAPV2]&[EAP
PEAP]%:##R L Authentication Sources7«1—JLF T[Local User Repository]&:&RLET

19




X 18 FBELDIERL

aruvba

* 'Dashboard [ configuration » Services » Ad

) Monitoring o

< Back to Services

ClearPass Policy Manager =

Services
Service m Roles  Enforcement t  Summary
Authentication Methods:  ([EAPPEAP] Add New Authentication Method

(EAP MSCHAPY2) [ ot

Wodity

oAk ]

Authentication Sources:  ([Tocal Usér Repasion] [LocaTSOLD Add New Authentication S

[ femore |
~Sele v]
O en: ted list of rules to st

Lex I sove [ corce |

# Roles#7J &Enforcement2 7 T, /IN\SA—2DBEEDEREEFERAL. SaveFVJvILET,
# Configuration > ServicesX— T, Reorder& %) v LT, h3cM802.1IXEWSZRIDH—E X

=RIICERHLET,
19 H—FRDIEFER

aruba
£ Dashboard [ configuration » Services
(e fd Services

ter:
*
1
2
3 9
a O s
s, i
6. O s
7. o s
8. O s
5. 0 s
10 o 2
1 O 1

Showing 1-11 of 11

o
£ Policy Simulation

ClearPass Policy Manager Men

4 Add
& Import
& Export All

Service "802.1X for h3c" has been added

WEBAUTH el

Application

Apy

0000000000 O0NH
H
&

eless - Identity Only

=M= =
=R TEDER

1. 95AF72FT, Y —E Xh3c-dotIxIZEE (54, 802. 1XFR % EiEL TIP7RL RAEFE S
TEREEHRALETGEMIT AR,

2. ACT.WLANYSATUMEREA L SA42802.1XA—H—E#HERRLT. 54T DAY
SAUNZHS=CEFFERLET,

[AC] display wlan client

Total number of clients: 1
User name
h3clx

MAC address
fcdb-b3d4-d88c

R IP address VLAN
2 40.8.0.129 1308

AP name
apl

20



[AC] display wlan client verbose
Total number of clients: 1
MAC address

IPv4 address

IPv6 address

Username

AID

AP ID

AP name

Radio ID

SSID

BSSID

VLAN ID

Sleep count

Wireless mode

Channel bandwidth : 20MHz
20/40 BSS Coexistence Management
SM power save

Short Gl for 20MHz

Short Gl for 40MHz

STBC RX capability

STBC TX capability

LDPC RX capability

Block Ack

Supported HT MCS set

Supported rates

QoS mode

Listen interval

RSSI

Rx/Tx rate
Authentication method
Security mode

AKM mode

Cipher suite

User authentication mode
WPAS status
Authorization ACL ID
Authorization user profile
Authorization CAR
Roam status

Key derivation

PMF status

Forwarding policy name
Online time

FT status

[AC] display dotlx connection

Total connections: 1

User MAC address : fcdb-b3d4-d88c
AP name : apl

Radio ID : 2

SSID : h3c-dotlx

BSSID : ac74-0906-e874

Username : h3clx

Authentication domain : clearpass
IPv4 address : 40.8.0.129

21

: fcdb-b3d4-d88c
:40.8.0.129
:N/A

1 h3clx

01
1 26

rapl

12

- h3c-dotlx

1 ac74-0906-e874

11308

10

:802.11gn

: Not supported
: Disabled

: Supported

: Not supported

: Supported
: Supported

: Supported
:N/A

:0,1,2,3,4,5,6,7,
8,9,10, 11, 12,13, 14,15
111, 12, 18, 24, 36, 48, 54 Mbps

:WMM
210

10
: 0/0 Mbps

: Open system
RSN

1 802.1X

: CCMP

1 802.1X

: Disabled
:N/A
:N/A

:N/A

:N/A

: SHA1

:N/A

: Not configured

: Odays Ohours Ominutes 13seconds

: Inactive



Authentication method : EAP

Initial VLAN 11308

Authorization VLAN 11308

Authorization ACL number :N/A

Authorization user profile - N/A

Authorization CAR :N/A

Termination action :N/A

Session timeout last from :N/A

Session timeout period :N/A

Online from 1 2019/03/16 11:14:25
Online duration :0hOm 19s

3. ClearPasst—/\—T, A 740 1—H—EFHERRTLET,
#EBDFE S — 322 T. Monitoring > Live Monitoring > Access Tracker&&IRLET
HRRENTZR—U T U547 MHY802.1X EAP-PEAPERETZ @B L - L& REELET
20 #3401 —HF—DERT

ClearPass Policy Manager Menu ==

B 7MIL

. AC:

#

radius scheme clearpass
primary authentication 8.1.1.171
primary accounting 8.1.1.171
key authentication cipher $c$3$y9gLDgP10B8T9ry5u3AHTHOadEYI7g==
key accounting cipher $c$3$bNuYW3C3Tf2AIrFWSRSRjUdZMn1uoQ==
user-name-format without-domain

#

domain clearpass
authentication default radius-scheme clearpass
authorization default radius-scheme clearpass
accounting default radius-scheme clearpass

#

dotlx authentication-method eap

#

wlan service-template h3c-dotlx
ssid h3c-dotlx
akm mode dotlx
cipher-suite ccmp

22



security-ie rsn
client-security authentication-mode dot1x
dotlx domain clearpass
service-template enable
#
wlan ap apl model WA5320
serial-id 219801A0YD8171E04018
radio 1
radio enable
service-template h3c-dotlx vlan 1308
radio 2
radio enable
service-template h3c-dotlx vlan 1308
#
interface Ten-GigabitEthernet1/0/26
port link-type trunk
port trunk permit vian all

s RAYF:

#

vlan 1308

#

interface Ten-GigabitEthernet0/0/35
port link-type trunk
port trunk permit vian all

#

interface Vlan-interface1308
ip address 40.8.0.1 255.255.0.0

#

dhcp server ip-pool vlan1308
gateway-list 40.8.0.1
network 40.8.0.0 mask 255.255.0.0
dns-list 40.8.0.1

#

return

Bl:VLANB LUACLEIY M TE#FERALT-
ClearPassA—XM802.1XRENDERTE

- ST ESL 157

E211Z7R T &SI, ACIEFRAvFES LT ClearPass—/\—IZEETEET , ROEH{EFH =T LS
ST NS REERLET:

e ACIldClearPassH—/\—%#RADIUSH—/\—¢,LTHERAL T, RMB02.1XENFEITLET,
DS5AT bk,

o FREEAKIXEAP-PEAPTY,
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o USATURHB02.1XFRIEEBET DL, ClearPassH—/N\—( 547 MZVLANEACLEE(Y
LTET, V517U DWHAVLANIZ1308T, E2AIVLANIZ1309TT,

B21 rybT—IR

AP

Switch ClearPass

811171424

Client AC
Wian-ntad
40.1.1.56/24

FRINTWNBY I T7/N—23Y

COFREHIE. RON—FIz7ELVV I 7N—2aV THERB LUVHERINTVET,

IN—FOT7 YILDITDIN—P3y

WX5540HF7 Zt R O—S R5444P03

WAS53207 7 RRA Uk R5444P03

Aruba ClearPasst—/\— CPPM-VM-x86_64-6.5.0.71095-ESX-CP-VA-500-ovf

FIFNBIEETASA
APDEE/ARILIZRREIN TSV YT ILIDEFERALT. APEIEELET,

FIIR

@EE:
DEREHITIL, ClearPassH—/\—TMD802.1XIZ&kBITA T U rDRIE, B EUVREESNT=054
7/|~«o)VLANé_—ACLO)iIJUérCI B ET SELRELTHEHRBLET  ERWLGERYNT—IFRTEL
EARMILBWLANEREIZDWTIX, TNNAREY —NN—DTZaT7IILESBLTESY,

ACORTE

# ClearPass &LV R BIDRADIUSR ¥ — LEERL ., A—H —REEETHV T4 AIZ8.1.1.171D
ClearPassH—/\—Z1EEL T BHILIN-XFIh3cEHBFX—ITHRELFT,
#
radius scheme clearpass
primary authentication 8.1.1.171
primary accounting 8.1.1.171
key authentication cipher $c$3$y9gLDgP10B8T9ry5u3AHTHOadEYI7g==
key accounting cipher $c$3$bNuYW3C3Tf2AIrFWSRSRjUdZMn1uoQ==
user-name-format without-domain
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#

#A—H—FR5L. B, ThO T4 ZRADIUSRF—LDclearpassEFERAT 5L, ISPRASY
MDclearpassZHELET
#
domain clearpass
authentication default radius-scheme clearpass
authorization default radius-scheme clearpass
accounting default radius-scheme clearpass

#
HEAPYL—% AL T802.1XV 54 7 hEREET A& IITACERELFET
[AC] dotlx authentication-method eap

#H9—E XTUFL—Ph3c-dotIxZEML . T D SSIDZEh3c-dot1xIZHREL. FRAFE—RE802.1XER:E
IZEREL T, BEIFAS clearpassZiEELET,
#
wlan service-template h3c-dotlx
ssid h3c-dotlx
akm mode dotlx
cipher-suite ccmp
security-ie rsn
client-security authentication-mode dot1x
dotlx domain clearpass
service-template enable

#

HFEIAPZREL . Y—ERXTUFTL—kh3c-dotlxEAPDEIRIC/NAURLET
#
wlan ap apl model WA5320
serial-id 219801A0YD8171E04018
radio 1
radio enable
service-template h3c-dotlx vlian 1308
radio 2
radio enable
service-template h3c-dotlx vlian 1308

#

HAAIFITEIEINTOBR—F DY I BATENSVIIZETEL ., V54T U EDVLANRD ST 497
MNR—rEEBTEDLIICLET,
[AC] vlan 1308 to 1309
#
interface Ten-GigabitEthernet1/0/26
port link-type trunk
port trunk permit vian all
#
# ACL 3001% 8% ELF Y,
#
acl advanced 3001
rule O deny ip destination 40.8.0.119 0
rule 5 permit ip
#

AAYFDEHRE

#VLAN 1308&£1309. 8 KUVLANA L A—TJT—R1308£1309%ERK L. VLANA > A—TJ T —XIZIP
TRELRZEIYETET , RAYFIE, FBEZE@EE T HRIITVLAN 1308%FERALTISAT UM/ yk
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Bk, FBEIEEBLI=&ICVLAN 1309%FE AL TYSA T UMy EERELET , ACIZHEERS

NTNBR—FDIVUOBALTENSUIIZEREL, V54TV RDVLANAD S 7490 HR—EEIB T
=5551ZLET,

[Switch] vlan 1308 to 1309

#

interface Ten-GigabitEthernet0/0/35
port link-type trunk
port trunk permit vian all

#

interface Vlan-interface1308

ip address 40.8.0.1 255.255.0.0
#

interface Vlan-interface1309
ip address 40.9.0.1 255.255.0.0

#IZAT UMIIPTRLREEY B THI=8ODDHCP7RL AT —)Lvian13084 & Uvian1309% S E L F
ER

#

dhcp server ip-pool vlan1308
gateway-list 40.8.0.1

network 40.8.0.0 mask 255.255.0.0
dns-list 40.8.0.1
#

dhcp server ip-pool vlan1309
gateway-list 40.9.0.1

network 40.9.0.0 mask 255.255.0.0
dns-list 40.9.0.1

#
ClearPassH—/\—DHTE

1. ClearPassH—/\—zO5 1 LET,

#H—IN\—DWebA 2 A—T—RIZFTHERTBIZIE. WebT S9HDF7RL R/\—[ZClearPass
H—N—DEEIPPRLRZAALET, COHITIE, EEIPFRLRIE8.1.1.171 T,

22 ClearPass~DAY 1>

2 FT Q

ClearPass

[
Q@&+cﬁ>=

8= ClearPass Policy Manager {' ClearPass Guest

ClearPass Onboard @ ClearPass Insight

# ClearPass Policy Manager&7') v L& ET . RIRSNFR—U T, AT Ao 1—HF—FL/NRD
—Kk#%#AZL.Log nEV)YHILET,
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23 ClearPass Policy Manager~®BRJ A~

© Copyright 2020 Hewlett Packard Enterprise Development LP

ClearPass Policy Manager

You have 83 day(s) to activate the product
& Activate Now

ClearPass Policy Manager|ZACZENMLEY

#ERIDFEHS —30 AT, Configuration > Network > DevicesZEZIRLET , BALVE=R—D
T. BLBIZHBAAIEI)VILET,

a.

ACTIP7ZKL R40.1.1.56/24%48ELE T,

ClearPass Y —/\—MZDIPF7RLRIZE|ZETEDIEEAMHERLET,
RADIUSHAMZZHRELET,

CCTHRELEEFY—ILYEA, ACELDRADIUSH —/N\—IZIEELE-EEF—LELTHS
CEERRLET . COHITIE. £H—ILYMEN3CTT,

RUH—ZHICEERLET,
AddZEV)YILET
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R 24 T84 AM3EM

3. aA—Y—miEm
#ERIDFEHS —>30 AT, Configuration > Identity > Local Usersz:&RLET , AL V=R
—OT. ALRRIZHDAAAEY)VILET,
a. A—H—ID, &R, BLU/RAT—KEh3cIXIZHELET,

b. BRIEZFO—I/LEmployeeF =1 ——EHRFO—ILEERLET, COFITIX. BRIE
EFO—/LEmployeeE RSN TLET,

c. AddZEHIUVILET,
®25 1—5—m:EMN

Attributes.

4. enforcementZ7OJ7AILEBMLET,

#EBDFE S — 3> _RA 2T, Configuration > Enforcement > Profiles%2#iRLET, BAL V=R
— T BLRBICHBAIIEY )V ILET,

28



26 EnforcementZA774JLDEM

Configuration » Enforcement » Prof

Enforcement Profiles

£3 Device Groups Showing 1-11 of 11
£% Proxy Targets
£ Event Sources

£ Network Scan

£ Policy Simulation

q‘;;conﬁnunt"on ©
£ Service Templates & Wizards Each enforcement policy contains enforcement
£ services
% Authentication Fiter:[Nams———v][comams ] n3d
£ Methods
£ Sources L. TR S
Q icentity 1 | D AcLforhse
{3 Single Sign-On ($50) 2. O disconnect for hac
£¥ Local Users 3. [ [H3C - Bounce Switch Port]
£ Endpoints. a, O [H3C - Disable Switch Port]
£ static Host Lists =
¥ 5. | O bacGuest Bandwiath Limie
& twapiiioe 6. | O h3cGuest Do Expire
i posture 7. O h3c Guest Expire Post Login
$enforcement . | O hacGuest mac caching
£} Policies 9. O hac Guest Session Limit
o 10. | O hacGuest session Timeout
*""&“D':ms 11, ) [H3C - Terminate Session]

ClearPass Policy Manager

s

o actions

Menu =

4 Add
&, Import
&, Export All

Show [20_v] recards
Description

pull

pull

System-defined profile to bounce the switch port on H3C products (including HPE FlexNetwork / Comware).

System-defined profile to disable the switch port on H3C products (including HPE FlexNetwork / Comware)
System-defined profile to set Guest bandwidth limits

Enforcement profile for Guest do expire functionality

Enforcement profile for Guest expire post login functionality

System-defined profile to update the endpoint with Guest user details

System-defined profile to set concurrent Guest session count

System-defined profile to disconnact the user on HIC products (including HPE FlexNetwork / Comware)

# Profile27 T, Template 74— /LK MRADIUS Based Enforcement%321RL . h3cD & RTZACL-

VLANIZERELEY .
27 7O771ILDERK

arvba

Configuration » Enfor

fd Enforcement Profiles

? BT nributes summory

|, Configuration

ClearPass Policy Manager

ent » Profiles » Add Enforcement Profile

Menu =

{3 Service Templates & Wizards

{3 Services

S Authentication Name:
£ Methods
{3 Sources

Q tdentity
{5 Single Sign-On (550) Type:
£ Local Users Action
{3 Endpoints
£ Static Host Lists
£ Roles
{3 Role Mappings

) posture

& Enforcement
£ policies
&

4 Network
£3 Devices
£3 Device Groups
£ proxy Targets
£ Event Sources

£3Network Scan

£3 Policy Simulation

emplate:

Description

RADIVS

® Accept
Davice Group List:

< Back to Enforcement Profiles

RADIUS Based Enforcement

RCLVIANGrh3e |

Reject O Drop

Add New Device Group

29




# Attributes# 7 T, IETF Tunnel-Type. Tunnel-Medium-Type. & & U Tunnel-Private-
Group-ld7 M) E 2—r2ERALTERVLAN 1309%:80L . IETF Filter-Id7 MJE 21— 218
FALTERRIACL 3001%:EMLET , RIZ, Savex V')V ILET,

X28 Bt DR

aruvba ClearPass Policy Manager e
Dashboard Py configuration » Ent ot » Prof ment profils
) Wonitoring [ Enforcement Profiles
| £ Configuration rotle [FE Summary
£} Service Templates & Wizards
Type Name Value
{3 Services |
b Authentication 1. | Radius:1ETF Tunnel-Type = VLAN(13) B ¥
£ Methods 2. | Radivs:teTe Tunnel-Medium-Type = eee-s02(6) B v |
{3 Sources 3. | Radius:IETF Tunnel-Private-Group-Id = B ¥
Q 1dentity 4. | Radis:teTe - Filter-1d (11) - = - B v
{3 Single Sign-On (550) S

£ Local Users
£ Endpoints
£ Static Host Lists
£ oles
£ Role Happings

., i posture

& enforcement

£ policies

- Network
£ Devices
£3 Device Groups
£3 Proxy Targets
{3 Event Sources

£ Network Scan

£ Policy Simulation

= ¢ Back to Enforcement Profiles =3
37 Administration

ClearPass Policy Manager Menu ==
B} configuration » Enforcement » Profiles
[ Enforcement Profiles b-¢ ﬁ::ml
|, Configuration z prm Al
£} Service Templates & Wizards Enforcement profile "ACL-VLAN for hac" added
Services
£ Methods o
hoihein Fier:(Rams <R ad O Co | Ciexriner | Show (8] records
Q1dentity * Name + Type
£ Single Sign-On (550) 1 O ACLfor hac RADILS puli
3:‘:‘;1“’::5 2. O AcL-VLAN for h3c RADIUS
£ iats Hovis . O disconnect for h3c RADIUS_Con pul
Bades . O (H3c - Bounce Switch Port] RADIUS_Con System-defined profile to bounce the switch port on H3C products (including HPE FlexNetwork / Comware),
£3 Role Mappings s [H3C - Disable Switch Port] RADIUS_Con System-defined profile to disable the switch port on H3C products (Including HPE FlexNetwork / Comware)
[+ i Posture 6. h3c Guest Bandwidth Limit Post_Authentication  System-defined profile to set Guest bandwidth limits
& Enforcement 7. O h3c Guest Do Expire Post_Authentication  Enforcement profile for Guest do expire functionality
A8 Eoliciss . O h3c Guest Expire Post Login Post_Authentication Enforcement profile for Guest expire post login functionality
+w’:ﬂ__k 5. O h3c Guest MAC Caching Post_Authentication  System-defined profie to update the endpoint with Guest user details
£ Devices 10. | O hacGuest Session Limit Post_Authentication  System-dafined profile to set concurrent Guest session count
£3 Device Groups n O h3e Guest Session Timeout RraD1US
£3Proxy Targets 12. | O [H3C- Terminate Session] RADIUS_Con System-defined profile to disconnect the user on H3C products (including HPE FlexNetwork / Comware).

LEEveT: Souroe Showing 1-12 of 12
£% Network Scan =

3 Policy Simulation

5. WAR)L—ZEBMLET,

#ERIDFEHS —230 (LT, Configuration > Enforcement > Policies#:ZRLET , B RSh
f-R—C DA ERBICHAHADE Y)Y ILET,
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29 EnforcementR1)<—D3EM

aruvba ClearPass Policy Manager Wenu/ =2
Dashboard Configuration » Enforcement » Policles
= o Add
) Monitoring Enforcement Policies ;hvo .
| £, Configuration S Eort Al
43 Service Templates & Wizards Claarpass controls network access by evaluating an enforcement policy associated with t
£ services
S Authentication < Gontans ¥ @ Clear Filte Show [30V] records
£3Methods
{3 Sources = VP DEEGTA
Q 1dentity O Act for hac RADIUS puli
{3 Single Sign-on (550) O {Admin Network Login Policy] TAcACS Enforcement policy controling access to Policy Manager Admin
{3 Local Users O AirGroup Enforcement policy] RaDIUS Enforcement policy controling access for AirGroup devices
£x Endpoints O [Aruba Device Access Policy] TACACS Enforcement policy controlling access to Aruba device
£ Static Host Lists =
O [Device Registration Disconnect] WEBAUTH Enforcement policy to disconnect devicas from network
{3 Roles I 5
B noleHappigs O (Guest operator Logina) Application Enforcement policy controling access to Guest spplication
i Posture ( h3c Guest Access Enforcement Policy RADIUS
& Enforcement 8. O [1nsight Operator Logins] Application Enforcement policy controlling access to Insight application
9. O [sample Allow Access Policy] RADIUS Sample policy to allow network access.
{x profiles 10. O [sample Deny Access Policy] RADIUS Sample policy to deny network access
4 Network =
1 O tasks-802.1x-enforcament-policy RaoIUS
£ Devices

{3 Device Groups Showing 111 of 11
{3 Proxy Targets
£3 Event Sources

£¥ Network Scan

3 Policy Simulation

Administration

# Enforcement® 7 T. h3cDE BTZACL-VLANIZEEE L. h3cDACL-VLANZEIRLET,
T IANNTOT7AIILELTERLET,

30 RUYS—DHERL

|, Configuration

£ Services

 Authentication
£ Methods
{3 Sources

R 1dentity
{3 Single Sign-On ($50)
{3 Local Users
£ Endpoints
{3 Static Host Lists
£} Roles
£ Role Mappings

. F posture

& Enforcement
Eedvoiicics|
{3 profiles

4 Network
43 Devices
£} Device Groups
{3 Proxy Targets
£ Event Sources

£ Network Scan

£ Policy Simulation

3 Service Templates & Wizards

ClearPass Policy Manager
Configuration » Enforcement » Policies » Add

fd Enforcement Policies

Menu =

Name: [ACL-VLAN for h3c |

Description:
Enforcement Type: ® RaDIUS O TACACS+ O WEBAUTH (SNMP/Agent/CLI/CoA) O Application O Event
Default Profile: Seiectio Ao~ <)

< Back to Enforcement Pol

Add New Enforcement Profile

aruvba

‘Dashboard

2] Monitoring
|¢i% Configuration
13 Service Templates & Wizards
23 Services
S Authentication
3 Methods
13 Sources
2 1dentity
23 Single Sign-On (S50)
£3 Local Users
{3 Endpoints
£3 Static Host Lists
£3Roles
43 Role Mappings
i posture
& Enforcement

o
£ profies
- Network
£ Devices
£ Device Groups
£ proxy Targets
£ Event Sources
£5 Network Scan
£ Policy Simulation

ClearPass Policy Manager

figuration » Enforcement » Policies » Add

fd Enforcement Policies

Menu =

Name: [ACL-VLAN for hae

Dascription:

Enforcement Type: ® rapws O Tacacs+ O WEBAUTH (SNMP/Agent/CLI/Coa) O Application

Default Profile:

< Back to Enforcement Policies

Event

Add New Enforcement Profile

I T e
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#Rules#J T, FMIAEHEHREL. BRIOI7MIILEERLET .
RADIUS:ACL-VLAN for h3c%#RL. Savex o)y ILET,

H31 —HEHDOERTE

Rules Editor

Match ALL of the following condition:
Type Na Operator

1. | Authentication Usemame lsELonGs_To

2. cick to st

Profile Names:

[[RADIUSTACL-VEAN for ide.

~Select to Add—

2] Monitoring

3 Service Templates & Wizards
13 services
% Authentication
3 Methods
13 Sources
L 1dentity
£ Single Sign-0n (550)
£¥Local Users
£k Endpoints
£ Static Host Uists
13 Roles
£ Role Mappings
- posture
- § Enforcement
Pt
£ Profiles
- 4 Network
13 Devices
1% Device Groups
£¥ Proxy Targets
£3 Event Sources
£3 Network Scan
£ Policy Simulation

ClearPass Policy Manager
Configuration » Enforcement » Policies

Enforcement Policies

Enforcement policy "ACL-VLAN for h3c” has been added

Clearpass controls network access by evaluating an enforcement policy associated with the service.

u

>4 O Act for h3c RADIUS

2. O AcLvian for h3c RADIUS

a2 O (Admin Network Login Policy] TACACS

4. [ [AirGroup Enforcement Policy] RADIUS

5. O [Aruba Device Access Policy] TACACS

s O [Device Registration Disconnect] weBAUTH
7 O [Guest Operator Logins] Application
8. O h3c Guest Access Enforcement Policy RADIUS

o 1 [insight Operator Lagins] Application
10. | O [sample Allow Access Policy] RADIVS
1. | O [sample Deny Access Policy] RADIUS
12. | O tasks-802.1xenforcement-policy RADIUS

Showing 1-12 of 12

Description

pull

Enforcement policy controlling access to Policy Manager Admin
Enforcement policy controlling access for AirGroup devices
Enforcement policy controlling access to Aruba device
Enforcement policy to disconnect devices from network

Enforcement policy controlling access to Guest application

Enforcement policy controlling access to Insight application
sample policy to allow network access

Sample policy to deny network access

Menu =

4 Add
& Import
& Export All

Show [0 9] records

Copy [ Expont Ju[ Deiew

H—EREEMLET,

# ERIDFES—L 30 RA2 T, Configuration > ServicesZBIRLET , RSN I=-R—C T,
B LERBOAdIEY)VILET,

Bg32 Servicer—

aruba

Dashboard

5 confiouration

£ Service Templates & Wizards

& Authentication
£ Methods
£ Sources.
R 1dentity
£ Single Sign-on ($50)
£¥Local Users
£ Endpoints
£ Static Host Lists
£ Roles
£ Role Mappings
o posture
- & enforcement
£ policies
£y Profiles
- 4 Network
£ Devices
{3 Device Groups
£xProxy Targets
L3 Event Sources
£ Network Scan
£3 Policy Simulation

ClearPass Policy Manager
P configuration » Services

M Services
e)

This page shows the current list and order of services that Clearpass follows during authentication and authorization.

e e— ®

« order v N Type
i | D9 hac Guest Access RADIUS
2 [0 [Device Registration Disconnect] WEBAUTH
3. Q2 [Insight Operator Logins] Application
a a s [Guest Operator Logins] Application
s. a s [Aruba Device Access Service] TACACS
6. 0O 4 [AirGroup Authorization Service] RADIUS
7. C 3 [Policy Manager Admin Network Login Service] TACACS
s | O 2 chengdu-7205-1x RADIVS
9. o 3 dafu-802.1x RADIUS

Showing 1- of &

RADIUS Enforcement ( Generic )
Web-based Authentication
Aruba Application Authentication
Aruba Application Authentication
TACACS+ Enforcement

RADIUS Enforcement ( Generic )
TACACS+ Enforcement

Aruba 802.1X Wireless

802.1X Wiraless - Identity Only

Copy || Expont J. | Delate |

Add
& Import
& Export All

Show [50_v] records

000000000 H
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# Service#J T, Type 74— /LR A 5802.1X Wireless-ldentity Only%3#RL . h3cD & Fi%

802.1XIZERELFET,
E33 —ERD:EM

arvba ClearPass Policy Manager Menui =0
- Dashboard B/ Configuration » Services » Ad
2] Monitoring [ Services
ey Configuration © m Authentication  Roles Enforcement  Summary
£3 Service Templates & Wizards =
Type fired - daniiy Only v
P Services| VP 802.1X Wired - Identity Only ]
S Authentication Name: B
£ Methods Description o7.1% Uired Accest Service - Taentity
£3 Sources nly
Q tdentity
£ Single Sign-On ($50) Monitor Mode: () Enable to monitor network access without enforcement
¥ Local Users More Options O Authorization (] profile Endpoints () Accounting Proxy
43 Endpolnts Service Rule
{3 Static Host Lists
: Matches O ANY or ® AL of the following conditions:
£ Roles -
£3 Role Mappings alue
51 i Posture 1. | Radius:1eTF NAS-Port-Type EQUALS Ethernet (15) & w
Login-User (1), Framed-User (2}, Authenticate-
& entorcement 2. | radiusiee ServiceType sctoncs_To ok gt (1), Famhed- VR L AR oy,
L3 policies ®)
£ Profiles 2
- Network
£3 Devices

£ Device Groups
£3 Proxy Targets
£ Event Sources

£ Network Scan

£ Policy Simulation

< Back to Services
|#% Administration

O £ E

# Authentication#7 T, Authentication Methods 74— JLE C[EAP MSCHAPV2]E &
[EAP PEAP]%:&EIRL . Authentication Sources 74—JLK T[Local User Repository][Local

SQL DB]ZZERLET,
34 BEEDERTE

aruba ClearPass Policy Manager

£ Dashboard o[

2] Monitoring M Services

5, Configuration 9 service [T Roles  Enforcement  Summary

[

£ Service Templates & Wizards e
Authentication Methods:
Py services| [EAP P

EAP]
AP SCHAPY2
2 Authentication : 1
3 Sources

£ single Sign-On (550) e
£¥ Local Users - %W
{x Endpoints Sources:  ([[ocalUsar GcalSQL D8]

£ Static Host Lists

£XRoles

$entorcement

-Select to Add: v
£ policies
i Strip Username Rules: (] Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
£ Profiles L pecly P P o
4 Network Service Certificate SekcioAdd- ]
{3 Devices

£ Device Groups
£¥ Proxy Targets
£ Event Sources

£3 Network Scan

£¥ Policy Simulation

< Back to Services

Add New Authentication Method

Add New Authentication Source

View Certificate Details

Cce = o W Corcor

#Enforcement27 T, h3cMi&#|7R') S —ACL-VLANZEIRL . Savex Y )vILET,
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35 h3c AN EREAR) —ACL-VLANDER

aruvba ClearPass Policy Manager Menu =2
- Dashboard B] Configuration » Services » Add
[ Wonitoring [d Services
Add New Enforcement Policy
Enforcement Policy Detals
o ACL-VLAN for hac
R Algorithm: first-applicable
Enforcement Profiles
(av nacix) ACL-VLAN for hac
€ Back to Services 3

# Configuration > ServicesR—Y T, —ERZZEEL T, h3cDH—E RB02.IXERAIZFEEIL
F7,

E36 H—FRDIEFER

aruvba ClearPass Policy Manager Menu ==
o 4 Add
Services & Import
i £, Export All
ates & Wizards Service "802.1 for h3c" has been added

or hic RADIUS
RADIUS
RADIUS
WEBAUTH

00000000000H :
-
g

dafu-802.1x RADIUS

=M= =
=R TEDER

1. 95472 T, Y—E ZXh3c-dotIxIZBEE 50, 802.1XFBEIFEBL . VLAN 130904
—b; DA 1ZpingTEHILERERLE T GHMAIL AR,

2. ACT.WLANYSAT7UMEBRERTLT. V54TV M802.IXREEIC AR LI EEMERLET,
HHMBWLANY SA 7 U MEHREB02.1XA V51 A—H — i F R KL T, VLAN 1309LACL
3001 IS4 T UMY HTONTNVS I EEHERALET .

[AC] display wlan client

Total number of clients: 1

MAC address User name AP name R IP address VLAN
fcdb-b3d4-d88c h3clx apl 2 40.9.0.13 1309
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[AC] display wlan client verbose
Total number of clients: 1

MAC address : fcdb-b3d4-d88c
IPv4 address :40.9.0.13

IPv6 address - N/A

Username - h3clx

AID 01

AP ID 1 26

AP name rapl

Radio ID 12

SSID - h3c-dotlx
BSSID 1 ac74-0906-e874
VLAN ID : 1309

Sleep count :0

Wireless mode :802.11gn
Channel bandwidth : 20MHz

20/40 BSS Coexistence Management : Not supported
SM power save : Disabled

Short Gl for 20MHz : Supported
Short Gl for 40MHz : Not supported
STBC RX capability : Supported
STBC TX capability : Supported
LDPC RX capability : Supported
Block Ack - N/A

Supported HT MCS set :0,1,2,3,4,5,6,7,

8,9,10,11,12,13, 14,15
Supported rates : 11, 12, 18, 24, 36, 48, 54 Mbps
QoS mode : WMM
Listen interval : 10
RSSI: 0
Rx/Tx rate : 0/0 Mbps
Authentication method : Open system
Security mode : RSN
AKM mode : 802.1X
Cipher suite : CCMP
User authentication mode : 802.1X
WPAS3 status : Disabled
Authorization ACL ID : 3001
Authorization user profile : N/A
Authorization CAR : N/A
Roam status : N/A
Key derivation : SHA1
PMF status : N/A
Forwarding policy name : Not configured
Online time : Odays Ohours Ominutes 20seconds
FT status : Inactive

[AC] display dotlx connection
Total connections: 1

User MAC address : fcdb-b3d4-d88c
AP name : apl

Radio ID : 2

SSID : h3c-dotlx

BSSID : ac74-0906-e874

Username : h3clx
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Authentication domain : clearpass
IPv4 address :40.9.0.13
Authentication method . EAP
Initial VLAN 11308
Authorization VLAN 11309
Authorization ACL number : 3001
Authorization user profile :N/A
Authorization CAR :N/A
Termination action :N/A
Session timeout last from :N/A
Session timeout period :N/A

Online from : 2019/03/16 15:35:40
Online duration :0h Om 26s
3. ClearPasst—/\—T., A 3/ 1—H¥—I1FHERTLET,
# ERIDFEHS— 3R/ T, Monitoring > Live Monitoring > Access Trackerz®iRLET
HRIRINZR—U T, V5472 rHY802.1X EAP-PEAPRREIZ @B L= L& HRLET,
B37 Ao3M4v 21— —DRTF

ClearPass Policy Manager ey ==
h

B 7MIL

. AC:

#

radius scheme clearpass
primary authentication 8.1.1.171
primary accounting 8.1.1.171
key authentication cipher $c$3$y9gLDgP10B8T9ry5u3AHTHOadEYI7g==
key accounting cipher $c$3$bNuYW3C3Tf2AIrFWSRSRjUdZMn1uoQ==
user-name-format without-domain

#

domain clearpass
authentication default radius-scheme clearpass
authorization default radius-scheme clearpass
accounting default radius-scheme clearpass

#

dotlx authentication-method eap

#

wlan service-template h3c-dotlx
ssid h3c-dotlx
akm mode dotl1x
cipher-suite ccmp
security-ie rsn
client-security authentication-mode dotlx
dotlx domain clearpass
service-template enable
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wlan ap apl model WA5320
serial-id 219801A0YD8171E04018
radio 1
radio enable
service-template h3c-dotlx vlan 1308
radio 2
radio enable
service-template h3c-dotlx vlan 1308
#
vlan 1308 to 1309
#
interface Ten-GigabitEthernet1/0/26
port link-type trunk
port trunk permit vlian all
#
acl advanced 3001
rule 0 deny ip destination 40.8.0.119 0
rule 5 permit ip
#
o RAYF:
#
vlan 1308 to 1309
#
interface Ten-GigabitEthernet0/0/35
port link-type trunk
port trunk permit vian all
#i
nterface Vlan-interface1308
ip address 40.8.0.1 255.255.0.0
#i
nterface Vlan-interface1309
ip address 40.9.0.1 255.255.0.0
#
dhcp server ip-pool vlan1308
gateway-list 40.8.0.1
network 40.8.0.0 mask 255.255.0.0
dns-list 40.8.0.1
#
dhcp server ip-pool vlan1309
gateway-list 40.9.0.1
network 40.9.0.0 mask 255.255.0.0
dns-list 40.9.0.1

#

$l:ClearPassR—RANHR—3ILEBEIDERE
- ST ESL 3157

X38IZ R T &I, ACIEFRAvFES LT ClearPass—/\—IZEETEET , ROEH{EFH =T LS
ST NAREHZRELET,

e ACIZ. ClearPassH—/A\—%#RADIUSH —/N\—E L UHR—2JLEBEEH—/\—ELTHEALT
IS5AT7 o hDIR—RILVEBEEEERITLET,
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o REARE. EER—LRITY.
®38 RykT—HE
AP

Switch ClearPass

81117124

AC

Wian-int40
40.1.1.56/24

FRINTWNBY I T7/N—23Y

COFREHIE. RON—FIz7ELPV I T N3V THERB LUHERINTVET,

IN—FOT7 YILDITDIN—P3y

WX5540H7 7+t XavkA—5 R5444P03

WAS3207 7 zRARA Uk R5444P03

Aruba ClearPasst—/3\— CPPM-VM-x86_64-6.5.0.71095-ESX-CP-VA-500-0vf

FIFNBIEETASA
APDEE/ARILIZRREIN TSV YT ILIDEFERALT. APEIEELET,

FIE
Q=

ZDHREHITIL. ClearPassH—/N\—TODR—RILEBIEZ KB4 T U rDRIEIZBEET D EHEERTE
FIF#EHBLET, BEARAMNL RV T —IRES KTVCERBLBEWLANEREICDOWLWTIK, THALRAB LY
HB—IN\—DIZaT7IESHELTESY,

ACOERE
# ClearPass&LVD B RTDRADIUSR F— LZEERL, A—H—FREEETh I T10 T RIS
8.1.1.171(MClearPasst—/\—%HEELFET . TLT. BEIEXFIIh3cEHBFFXF—LLTHRELFET,
#
radius scheme clearpass
primary authentication 8.1.1.171
primary accounting 8.1.1.171
key authentication cipher $c$3$y9gLDgP10B8T9ry5u3AHTHOadEYI7g==
key accounting cipher $c$3$bNuYW3C3Tf2AIrFWSRSRjUdZMn1uoQ==
user-name-format without-domain

#
#1—H—FB5E. 3B, 7 h T4 IZRADIUSRF—LDclearpassEE AT 5 L3I, ISPRASY
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(MclearpasszEHELFET

#

domain clearpass
authentication default radius-scheme clearpass
authorization default radius-scheme clearpass
accounting default radius-scheme clearpass

#

HHTTPHE KUHTTPSH—ERXZEH L. R—FILWebH—/N\—ZEL. HTTPE L UHTTPSR—
2D O—HILR—F)ILWebH—ERZERLET
#
ip http enable
ip https enable
#
portal web-server clearpass
url https://8.1.1.171/guest/h3c.php?_browser=1
#
portal local-web-server http
default-logon-page defaultfile.zip
#
portal local-web-server https
default-logon-page defaultfile.zip

# DAV LRAR—BIISATUCDEIEFTIERRICL, 40.1.1.565 TDMS T 0 EHA T 5L
SIZIPA—RDR—2)L 7 —RAIEFZELET

#

portal host-check enable

portal free-rule 200 destination ip 40.1.1.56 255.255.255.255

#

#H—E RTUFL—kh3c-portalZ &R LE T, SSIDFh3c-portallZFREL . EiER—2ILREEH I
LT. SBEER A1 clearpassF#IEELE T,
#
wlan service-template h3c-portal
ssid h3c-portal
portal enable method direct
portal domain clearpass
portal apply web-server clearpass
service-template enable

H#FBIAPERTEL . Y—E XTU L —kh3c-portal#APDESRIZ/NAVRLET,
#
wlan ap apl model WA5320
serial-id 219801A0YD8171E04018
radio 1
radio enable
service-template h3c-portal vlan 1308
radio 2
radio enable
service-template h3c-portal vlan 1308

#

HAAIFITEHREINTOBR—I DY I BLTENSVIIZETEL., V54T U EDVLANRAD ST 497
NR—rEBBTESLIICLET,
#
interface Ten-GigabitEthernet1/0/26
port link-type trunk
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port trunk permit vian all

#
RAYFDHRE
#VLAN 1308&VLAN-interface 1308%4EmL . VLANA L A—DJz—RIZIPPRLRZEIYHTET . R
AYFIEZDVLANEFERLTOSATURADINTYREERELET , ACITHEHRSN TS R—D) Y
DRATENSUIIZTERTEL. 9547 MDOVLANAD RS T0v 0 B R—h e @B TESE5I1ZLET,
[Switch] vlan 1308
#
interface Ten-GigabitEthernet0/0/35
port link-type trunk
port trunk permit vian all
#
interface Vlan-interface1308

ip address 40.8.0.1 255.255.0.0

#vlan1308& LS B RTDDHCP7 KL R F—)LEERLL . DHCP7 KL R F—)LIZH T #v+40.8.0.0/16&
F—bDTAIP7RLR40.8.0.1%EELET , ZOHITIL. DNSH—/IN—DTRLRIERDESYTT,
40.8.0.1(4"—krI9TATFLR), XYRT—2 EDDNSH—/N—DEEDT7RLRICESHZ Z2HELDH
UEd,
#
dhcp server ip-pool vlan1308
gateway-list 40.8.0.1
network 40.8.0.0 mask 255.255.0.0
dns-list 40.8.0.1
#

return
ClearPassH—/\—DHE
1. R—AIIBEEHRELET,

#H—IN\—DWebA 2 A—T—RIZFTHERTBIZIE. WebT 59D F7RL R/\—[ZClearPass
H—N—DEEIPPRLRZAALET, COHITIE, EBIPFRLRIE8.1.1.171TY,

#ClearPass Guestx ') v LET,
B39 ClearPass*AkAdOT 1>

2 F Q@

ClearPass

—
8 O & & =

85 ClearPass Policy Manager ¥ ClearPass Guest
"vﬂ Role-based Polices, Enterprse-grade AAA with Device 1 Guest Managemes

ClearPass Onboard @) ClearPass Insight

H#EBIDFEHS—L30RAUT, Configuration > Pages > Web LoginsZ:&iRLET , KRS
NER—U T HLLWebOS 1 UR—CHERLET,
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®40 WebAZT £ R—

>Q ClearPass Guest
B| Home » Configuration » Pages » Wab Log
L] Web Logins &8 Create a

new web login page

h3c-local

%1, Administration o|

HR—ANATAR—DERDEIIHARITAALET,
ZHEh3clZBELET,

R—SLZFh3cIZRELET,

Vendor Settings!') AkMi5Custom SettingsFEIRLET

Submit URLZ4—JLKRIZhttp://40.1.1.56/portal/logon.cgié A AL E T, IP7RL X40.1.1.56
[XACDIP7RLATY,

e. Username FieldZ1—JLKIZPtUser. Password FieldZ74—/JLFIZPtPwd& A 71LEXxtra Fields
74— JLRIZPtButton=Logon& A ALET,

Username Field. Password Field. # &UExtra Fields74—J/LF DB EIFLZBLLZWN LS
#HHLET,

f. MD/IRSA—RIZFTIHILMEEERALET .
g. Save Changes&¥/vILET,

o o o o
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41 R—2ILATALIR—SDHRETARX

aruba

ClearPass Guest

Home » Configuration » Pages » Web Logins

Web Login (new)

¥ Onboard
Use this form to create a new Web Login.
o, Configuration ) -
B Authentication Web Login Editor
+1 Q& Content Manager % Name: [h3c |
ﬂcues( Manager * | Enter a name for this web login page.
-1 83 Hotspot Manager e ]
v Page Name:  Enter 5 page name for this web login
&JT““S“‘W" Processors The web login will be accessible from "/guest/page_name.php”.
-/ '@ Pages
Fields s ae
‘ Description:

h Forms
List Views
8+ Self-Registrations
F%icb Logins
4, Web Pages
|3 Receipts

ﬂ Digital Pass Templates
{4, Email Receipt
(83 sMs Receipt
Q Templates

# “fSMS Services

o & ranslations

* Vendor Settings:

Login Form
Options for speafying the

* Submit URL:

* Submit Method:

Authentication:

Prevent CNA:

Comments or descriptive text about the web login

[ Custom Settings v]
Select a predefined group of settings suitable for standard network configurations.

behaviour and content of the login form.

hitp://40.1.1.66 cai

The URL of the NAS device’s login form.

posT O GET
e the method to use when submitting the login form to the NAS.

Ch:

[C ials - Require a

Select the authentication requirement,
Access Code requires 3 single code (username) to be entered.

Anenymous allows a blank form requiring just the terms or a Log In button. A pre-existing account is required
Auto is similar to anonymous but the page is automatically submitted

Access Code and Anonymous require the account to have the Usemame Authentication field set.

and pi v

[ Enable bypassing the Apple Captive Network Assistant
The Apple Captive Network Assistant (CNA) is the pop-up browser shown when joining a network that has a captive portal.
that this option may not work with all vendors, depending o

how the captive portal is implemented

$+ Self-Registrations
BP%0ict Login]
4, Web Pages
¥ Q Receipts
+ +fg SMs Services
+ @ Translations

Prevent CNA:

Custom Form:

Custom Labels:

* Username Field:

Username Suffix:

* Password Field:

* password Encryption:

* Pre-Auth Check:

Terms:

CAPTCHA:

Extra Fields:

Default Destination

[ Enable bypassing the Apple Captive Network Assistant
The Apple Captive Network Assistant (CNA) is the pop-up browser shown when joining a network that has a ca
Note that this option may not work with all vendors, depending on how the captive portal is implemented.

O provide a custom login form
1f selected, you must supply your own HTML login form in the Header or Footer HTML areas.

) Override the default labels and error messages
1f selected, you will be able to alter labels and error messages for the current login form

[PtUser |

The name of the usename field for the login form. This will be passed to the NAS device when the form iz submitted.
The suffix is automatically appended to the username before submitting the login form to the NAS.

[PtPwd ]

ord field for the login form. Thi

The name of the pa: be passed to the NAS device when the form is submitted

| No encryption (plaintext password) v |
Choose the type of password encryption to use when submitting the login form

the NAS authentication,

N T
App Authorization — check using Aruba Application Authorization
Local — match a local account

RADIUS — check using a RADIUS request

Single Sign-On — SAML Service Provider

Ptautton=Logon

4

Specify any additional field names and values to send to the NAS device as name=value pairs, one per line
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ClearPass Guest

n will be overnidden rega; s value.

aruba

1t selected, the client's default destin:

Login Page

of the login page.

“4, Configuration (O]

@ Authentication
1 @ Content Manager

87 Guest Manager [{owa_cookiecheck}
b {if Serrmsg}{nua_icontext type-error}{Serrmsg|escape}
=8} Hotspot Manager |{7mwo_icontext}{7if)
kj‘rransaction Processors z
{nwa_text id=7980}<p>

8- Pages Plesse login to the network using your
username and password.

Fields |
B Header HTML: [¢/P>{/nwa_text}

B Forms
[ Uist views
@+ Self-Registrations

P%\ico Logins
[insert

J\ WebPages HTML template code displaye
& Receipts f =
= @ oigital pass Templates el ey e ey
e e T
SMS Receipt
| Templates

fa 5MS Services Footer HTML:

+ & Transiations

[insert__
HTML template code displayed after the login

[{nwa_text 1d=7978}<p>
Logging in, please wait...

|</p>{/nwa_text}
Login Message:
Administration
aruba ClearPass Guest
Login Message:
“, Configuration ®
8y Authentication T =

template code displayed while the login attempt is

# Q& Content Manager

8] Guest Manager R
v ogin Delay:
- ) Hotspot Manager

laying the lo

Advertising Services

&§ Transaction Processors
Enable advertising content o

the login page.

8- Pages =
B Fields Advertising: [ Enable Advertising Services content
im Forms Cloud Identity
ptionally present guests with various cloud ide op

[0 List Views
" 3 : Enabled:
8+ Self-Registrations

4 I R e
4 Web Pages
|£3 Receipts

W oigital Pass Templates
L« Email Receipt
83 sMs Receipt
6 Templates

i g SMs services

+ @ Translations 1

) Enable logins with cloud identity / social network credentials

Provider: | No multi-factor authentication V.

Network Login Access
c o the login page.

Allowed Access:

5 from which logins are permitted,

Denied Access:

at are denied login access.

* Deny Behavior:

that is not permitted

Post-Authentication
A perform after a successful pre-authe

Require a successful OnGuard health check

t will be required to pass a health

Health Check: ”J

ck prior to ac

ng the r

Update Endpoint:

) Mark the user’s MAC address as a known endpoint
£

1f selected, the endpoint’s attributes wil aiso be updated with other details from the u:

Administration

ClearPass Policy ManagerlZAJ 4> LE T,

#H—/\—DWebA 2 B3—TT—RXIZF AT BIZIE. WebTSHHD 7KL X /3\—|ZClearPass
HY—N—DEBIPFRLRZAALET, COHITIE, EBIPFRLRIE8.1.1.171 T,
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B42 ClearPass~OAT 1Y

2 FT Q@

ClearPass

—
8 O & & =

8= ClearPass Policy Manager ¥ ClearPass Guest

ClearPass Onboard @ ClearPass Insight

# ClearPass Policy Manager&2') L& T , RIRSNR—U T, AT 12— —F E/RD
—KF#%#AAL. Log InEH)voLET,

43 ClearPass Policy Manager~®O4¥ 1>

ClearPass Policy Manager

You have 83 day(s) to activate the product
& Activate Now

Log In
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ClearPass Policy Manager[ZACZEMLET,

H#EBIDFEHS—L 3R T, Configuration > Network > Devices#RiRLET , BALV=R—
T. G LRBICH DALV VILET,

a. ACTIP7FL R40.1.1.56/24%EELET,
ClearPass ¥ —/\—MZDIPF7RLRIZE|ZETEDIEXMHERLET,
b. RADIUSHEMELHELET,
CCTHELEHEY—IL YN, ACEDRADIUSH —/N\—IZHEELERXEXF—LRALCTHS
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CEERERELET, COBITIE, £BFY—ILYREh3cTY,
c. NS —ZH3CEREIRLET,
d. AddZo)voLET,

B44 T34 ADEN

ings  SNMP Write Settings _ CLI Settings _OnConnect Enforcement _ Attributes.

a—H—mEmn:

#ERIDFEHS —30 AT, Configuration > Identity > Local Usersz:&IRLET , AL V=R
—oT. ALRRIZHDAAEY )V ILET,

a. 1—4—ID, &1, H&UV/SRT—K%h3cportal|l TR ELET .

b. BRIEZFO—ILEmployeeF =1 ——EHEFO—ILEERLET, COFITIX. BRIE
EFO—ILEmployeehE RSN TLVET,

c. Add&#HJvouLET,
45 1—H—@iBMN

FTRNTOERADERE:

#EBIDFE S —2 32T, Configuration > Service Templates & Wizards®D IEIZ#IRLE
Yo RIRSNT=R—U T, Guest AccessEEIRLET
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arvba ClearPass Policy Manager Menu =
= Dashboard ° .
I M o e
|eRsSonfiguration; i b ClearPass Admin SSO Login (SAML SP Service)
£y Services
& Authentication ﬁV ClearPass Identity Provider (SAML IdP Service)
£ Hetiods W servee e provide 5 SAML based ingle sign-on service that can b
{3 Sources
2 1dentity $)<, Cloud Identity / Social Media Authentication
£} Single Sign-On ($50) X ) Vb cHeLivn portel it Gishid s
£ Local Users
£} Endpoints. s0= Device MAC Auth
£ Static Host Lists [
£ Roles
{3 Role Mappings
. posture
& Enforcement
{3 policies
£ profiles

e Network

AFDevices 'f' Guest Access
{3 Device Groups To authent
£ proxy Targets

£ Event Sources

Guest Access - Web Login
£3 Network Scan To authenticate guest usars

£ policy Simulation

Guest Authentication
To authenticate users once s

Auth? grant type “pase

# General27J T. Select Prefix 24— JLEDh3cEEIRLE T,
B47 General27J

aruvba

ClearPass Policy Manager

Menu

* Dashboard P) Configuration » Service Templates & Wizards

o
Service Templates - Guest Access

¥ orvico rompiaces & wizaras B vireiess etwork setings_posture Settngs _Guest Access Restrictons
A Sarviees Select prefix
& Authentication
Name prefix::
{¥ Methods Rame Gre
L Scie Description
L 1dentity

13 Single Sign-On (S50)
£3 Local Users

£¥ Endpoints

£3 Static Host Lists

£ Roles < Back to Service Templates & Wizards

For authenticating guest users who login via captive portal. Guests must re-authenticate after their session ends. Network access can be restricted based on day of the week or bandwidth limit used by the guest user.
Posture checks can be enabled, optionally, to validate the client device for antivirus, anti-spyware, and firawall status. These results will determine the enforcement for the devi

e T ect— Y Upoe Service J Conce' ]

£3Role Mappings
. f posture
& enforcement
£ policies
Ly profiles
e Network
£3 Devices
£ Device Groups
£3Proxy Targets
£ Event Sources
£¥ Network Scan
£ palicy Simulation

# Wireless Network Settings#7 T, SSID%h3c-portallZFREL. 74 ¥L RO kA—5&LT
ACEZIRLET  MDRATTIX. INSA—2DTIAIMEEZFERL T, REFREFLET,

48 TA VYL AR YNNI —VERTE DIERL

aruba ClearPass Policy Manager Menu ==
Dashboard B configuration » Service Template

Monitoring of "
=] Service Templates - Guest Access
|52 configuration

Py scrvice Templates & Wizards| Posture Settings _ Guest Access Restrictions,

{3 Services

Select a wireless controller from the list, or create

% Authentication =
Wireless SSID for Guest access:

£3 Methods
£ Sources Salect Wireless Controller.
R 1dentity wireless Controller Name:

{3 Single Sign-On (S50)
£3 Local Users

£3 Endpoints

£3 Static Host Lists

£3 Roles

£ Roid Mapings Dynamic Authorization Port:

RADIUS Shared Secret:

Enable RADIUS Dynamic Authorization:

7 posture Enable Radsec
& Enforcement
{3 palicies
{3 profiles
4 Network
£3 Devices
{3 Device Groups
£ Proxy Targets
£ Event Sources < Back to Service Templates & Wizards e —
£ Network Scan [“Next— [ Add Service I Cancel |

£3 Policy Simulation

Y—ERFEMLET,

#EBIDFES— 30 RA2 T, Configuration > Services#BIRLET , R RSN=-R—T T,
+H—FE Xh3c Guest AccessZEBNL., H—ERXDIEFEZEEL T, Y —E RXh3c Guest Access%
RYDH—ERIZHEEILET,
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49 Y —E RXh3c Guest AccessD3EHN

aruvba ClearPass Policy Manager L —
Dashboard B} Configuration » Serv
) Monitoring Ll Services w Add
= & Import
(5%, Configuration © S Export Al
£3 Service Templates & Wizards i =
el
& Authentication Show (50 v] records.
{3 Methods —_—
£ Sources Order s Name Type Template Status
Q 1dentity h3c Guest Access RADIUS RADIUS Enforcement ( Generic ) °
£ Single Sign-On (550) 2 dafu-802.1x RADIUS 802.1X Wireless - Identity Only )
£ Local Users u! chengdu-7205-1x RADIUS Aruba 802.1X Wireless )
£ Endpoints 4 {Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement ]
£ Static Host Lists = =
s o (AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) °
£3 Roles = ;
B ok s 6 [Aruba Device Access Service] TACACS TACACS+ Enforcement )
7 posture O {Guest Operator Logins] Application Aruba Application Authenticat )
& Enforcement s [tnsight Operator Logins] Aapplication Aruba Application Authentic: o
£ Policies O o [Device Registration Disconnect] WEBAUTH b-based Authentication ©
£} Profiiea 10. 10 MAC ACCESS RADIUS MAC Authentication )
$- Network -
* ‘Q"D 11 0 1 802.1 for h3c RADIUS 802.1X Wired - Identity Only ©
£3 Device Groups Showing 1-11 of 11
£y Proxy Targets
£3 Event Sources

#service h3c Guest AccessZR&ELF T, Authentication27 T, BV —RELT
Authenticationg & U [Local User Repository][Local SQL DB],Z:&IRL. #HEREEFELET,

ClearPass Policy Manager L

B configu
IZ) Monitoring fd Services - h3c Guest Access

¢ Configuration 9 summary _service [FYFESTE roles enforcement

£3 Service Templates & Wizards i ankatin petos | [0
uthentication Methods: Add New Authentication Mathod
B (PaP) Move Up |
S Authentication (MSCHAP]
£ Methods
£ Sources [ Remove ]

2 1dentity

{3 Single Sign-On (550)

£3 Local Users

£ Endpoints T
£) Static Hos Lists Sources:  [[Gue: ‘ocal SQL D8] Add New Authentication Source
£ Roles [Local Ussr Repository] (Local SQL DE]

£ Role Mappings

 posture T

& enforcement oo
Qe
£ profiles

4 Network

lectto Add. v
£3 Devices

strip Username Rules: (] Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
£3 Device Groups e

3 Proxy Targets
£ Event Sources

£% Network Scan

£3 policy Simulation

Service Cartificate

View Certificate Details

aruvba ClearPass Policy Manager Menu =
Dashboat L] Configuration » S dit
() Wonttoring fd Services - h3c Guest Access
ks Configuration ° IEEEETN service  Authentication _Roles _nforcement
43 Service Templates & Wizards

G Service:
{3 Methods Description:
{3 Sources Type. RADIUS Enforcement ( Generic )
Q rdentity Status: Enabled
:jf:ri'fjf:‘ el Monitor Hode: Disabled
& erapoiits More Options: -
{3 Static Host Lists Service Rule
1) Roles Match ANY of the following conditions:
- & enforcement. Authenticat
£ policies Authentication Methods: 1. [CHAP]
Ly profiles 2. (PAP]
4 Network 3. [MSCHAP]
{3 Devices Authentication Sources: 1. [Guest User Repository] [Local SQL D8]

£3 Device Groups 2. [Local User Repository) [Local SQL DB]
£ Proxy Targets Strip Username Rules:
£3 Event Sources Service Certificate: -
£ Network Scan
£ policy Simulation oo
Role Mapping Palicy.
Enforcement:
Use Cached Results: Disabled
Enforcement Policy [sample Allow Access Policy]

< Back to services [ oo | o ]

D5AT 2k LT, Y—E Xh3c-portal [ZBE:EF (T =R ICR—RILEBEER—DITVF AL Ik
SN R—FILERAEEBTESHLEHERLF I FHHEITERR),
ACT,WLANI A7 U MEBEF VA VR—E)IN A—F—1ERERRLT. V17U EY
SAUNIEH=ZEEHERLET S

[AC] display wlan client

a7



Total number of clients: 1
MAC address User name
fcdb-b3d4-d88c N/A

[AC] display wlan client verbose
Total number of clients: 1
MAC address

IPv4 address

IPv6 address

Username

AID

AP ID

AP name

Radio ID

SSID

BSSID

VLAN ID

Sleep count

Wireless mode

Channel bandwidth

SM power save

Short Gl for 20MHz

Short Gl for 40MHz

Short Gl for 80MHz

Short Gl for 160/80+80MHz
STBC RX capability

STBC TX capability

LDPC RX capability
Beamformee STS capability
Number of Sounding Dimensions
SU beamformee capability
MU beamformee capability
Block Ack

Supported VHT-MCS set
Supported HT MCS set
Supported rates

QoS mode

Listen interval

RSSI

Rx/Tx rate
Authentication method
Security mode

AKM mode

Cipher suite

User authentication mode
WPAS status
Authorization ACL ID
Authorization user profile
Authorization CAR
Roam status

Key derivation

PMF status

AP name
apl

48

NSS10,1,2,3,4,5,6,7,8
2,3,4,5,6,7,8

R IP address VLAN
1 40.8.0.129 1308

: fcdb-b3d4-d88c
:40.8.0.129
T N/A

N/A
01

126

rapl
01
: h3c-portal

1 ac74-0906-e860

11308
1760

:802.11ac
: 20MHz

: Disabled

: Supported
: Supported
: Supported
: Not supported

: Not supported
: Supported

: Supported
01

01

: Supported
: Supported

: TID 0 Both

TID 1 Out
TID 6 In

NSSZ 01 11 ’ ’ ’ 1 1

:0,1,2,3,4,5,6,7,

8,9, 10,11, 12,13,14,15

16,9, 12, 18, 24, 36,

48, 54 Mbps

:WMM

110

153
:173.3/173.3 Mbps
: Open system

: PRE-RSNA

: Not configured
T N/A

: Bypass

T N/A

T N/A

T N/A

T N/A

T N/A

- N/A

- N/A



Forwarding policy name : Not configured
Online time : Odays Ohours 11minutes 54seconds

FT status : Inactive

[AC] display portal user all
Total portal users: 1
Username: h3cportal

AP name: apl

Radio ID: 1

SSID: h3c-portal

Portal server: N/A

State: Online

VPN instance: N/A

MAC IP VLAN Interface
fcdb-b3d4-d88c 40.8.0.129 1308 WLAN-BSS1/0/614

Authorization information:
DHCP IP pool: N/A
User profile: N/A
Session group profile: N/A
ACL number: N/A
Inbound CAR: N/A
Outbound CAR: N/A

[AC] display portal user all verbose
Total portal users: 1
Basic:
AP name: apl
Radio ID: 1
SSID: h3c-portal
Current IP address: 40.8.0.129
Original IP address: 40.8.0.129
Username: h3cportal
User ID: 0x10000009
Access interface: WLAN-BSS1/0/614
Service-VLAN/Customer-VLAN: 1308/-
MAC address: fcdb-b3d4-d88c
Authentication type: Local
Domain name: clearpass
VPN instance: N/A
Status: Online
Portal server: N/A
Vendor: N/A
Portal authentication method: Direct
AAA:
Realtime accounting interval: 720s, retry times: 5
Idle cut: N/A
Session duration: 0 sec, remaining: 0 sec
Remaining traffic: N/A
Login time: 2019-03-16 14:46:17 UTC
Online time(hh:mm:ss): 00:00:41
DHCP IP pool: N/A
ACL&QoS&Multicast:
Inbound CAR: N/A
Outbound CAR: N/A
ACL number: N/A
User profile: N/A
Session group profile: N/A
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Max multicast addresses: 4
Flow statistic:
Uplink packets/bytes: 56/5061

Downlink packets/bytes: 0/0
3. ClearPasst—/N\—T., A 3/ 1—H—FHERTLET,
#EBIDFEHS— 30 R( 2T, Monitoring > Live Monitoring > Access TrackerzZiRLE

ERR
H#HBAWF=R—U T IS4 T UM R—2 LB @B L - EFEELET,
B51 A SAva—F—nDERR

ClearPass Policy Manager

@ Access Tracker oct 27, 2021 16:39:52 csT

Filter: [Usemame ~] contains v * Clear Filter

BRO74IL

. AC:
radius scheme clearpass
primary authentication 8.1.1.171
primary accounting 8.1.1.171
key authentication cipher $c$3$y9gLDgP10B8T9ry5u3AHTHOadEYI7g==
key accounting cipher $c$3$bNuYW3C3Tf2AIrFWSRSRjUdZMn1uoQ==
user-name-format without-domain
#
domain clearpass
authentication default radius-scheme clearpass
authorization default radius-scheme clearpass
accounting default radius-scheme clearpass
#
ip http enable
ip https enable
#
portal web-server clearpass
url https://8.1.1.171/guest/h3c.php?_browser=1
#
portal local-web-server http
default-logon-page defaultfile.zip
#
portal local-web-server https
default-logon-page defaultfile.zip
#
portal host-check enable
portal free-rule 200 destination ip 40.1.1.56 255.255.255.255
#
wlan service-template h3c-portal
ssid h3c-portal
portal enable method direct
portal domain clearpass

50



portal apply web-server clearpass
service-template enable
#
wlan ap apl model WA5320
serial-id 219801A0YD8171E04018
radio 1
radio enable
service-template h3c-portal vilan 1308
radio 2
radio enable
service-template h3c-portal vilan 1308
#
interface Ten-GigabitEthernet1/0/26
port link-type trunk
port trunk permit vlian all
o  RAYF:
#
vlan 1308
#
interface Ten-GigabitEthernet0/0/35
port link-type trunk
port trunk permit vian all
#i
nterface Vlan-interface1308
ip address 40.8.0.1 255.255.0.0
#
dhcp server ip-pool vlan1308
gateway-list 40.8.0.1
network 40.8.0.0 mask 255.255.0.0
dns-list 40.8.0.1
#
return

#l:ClearPass H—/\—h 51— —F R $I8Y
20429 %

TR T—OFER

E52(ZRT &3, ACIFAR My F AN LT ClearPassH—/\—[ZZ|ZETEET . ROEH|%

BT RIICTNARERERLET:

e ACIlXClearPasst—/\—%RADIUSH—/\—ELTHERAL T, RMB02.1XRHMFETLET,
D2A4T bk,

o FEIAXIXEAP-PEAPTY,
e ClearPassH—/\—[d. 9547 U ERFIMNIZOS AT TEET,
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B52 rybT—IR

AP
Switch ClearPass
B1.1.171/24
Clisnt AC
‘an-intd0
40.1.1.56/24

FRINTWNBY I T7/N—23Y

COFREHIE. RON—FIz7ELVV I 7N—2aV THERB LUHERINTUVET,

N—Rz7 VIR DIN—2ay

WX5540H7 VAV cA—35 R5444P03

WAB3207 7t RRA 2+ R5444P03

Aruba ClearPassH—/\— CPPM-VM-x86_64-6.5.0.71095-ESX-CP-VA-500-ovf

HIRIBIEEAARSAY

APDEE/ARILIZRTRSN TSI UTILIDEFERLT, APEIEELET,

FIIR

@EE:
DEFEHITIE, ClearPass Y —/\—MDISA T U rEREIMIZOS A TT A EICEAET 5115
;E( DWNVTHDHAHRALFET  EARMNER YT =R ES LUVERMABWLANREIZDWLTIX, T/34
ABELUVH—I\—DT=aT7IESRBLTEELY,

ACORTE

#CIearPassé:L\:)%ﬁﬁO)RADIUSZf\— LEERL, A—Y—RBAETH I T12Y AIZ8.1.1.1710

ClearPassH—/\—Z1EEL. HBEF—Fh3cOBEE LN TL—2THXFRNXFIINHZELET

#

radius scheme clearpass
primary authentication 8.1.1.171
primary accounting 8.1.1.171
key authentication cipher $c$3$y9gLDgP10B8T9ry5u3AHTHOadEYI7g==
key accounting cipher $c$3$bNuYW3C3Tf2AIrFWSRSRjUdZMn1uoQ==
user-name-format without-domain
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#A—H—ER5L. Bl ThHO T4 IZRADIUSRF—LDclearpassEE AT HLSIZ. ISPRASY
(MclearpasszEHELFET
#
domain clearpass
authentication default radius-scheme clearpass
authorization default radius-scheme clearpass
accounting default radius-scheme clearpass
#

HEAPYL—% AL T802.1XV A4 7V hEREET A& IITACERELFET
[AC] dotlx authentication-method eap

#—E T2 FL—bh3c-dotlxFE R L . £ D SSIDFh3c-dotIxIZERFE L. FREFE—F%802. 1XEREEI
BRELT, AR A clearpassEfEELET
#
wlan service-template h3c-dotlx
ssid h3c-dotlx
akm mode dotlx
cipher-suite ccmp
security-ie rsn
client-security authentication-mode dot1x
dotlx domain clearpass
service-template enable

#

HFBAPERTEL., —EXTUTL—kh3c-dotIxEAPDFEIRIC/NAURLET,
#
wlan ap apl model WA5320
serial-id 219801A0YD8171E04018
radio 1
radio enable
service-template h3c-dotlx vlian 1308
radio 2
radio enable
service-template h3c-dotlx vlian 1308

#

HAAIFITEIEINTOBR—F DY I BATENSVIIZETEL ., V54TV DVLANRD ST 497
MNR—rEEBTEDLIICLET,
#
interface Ten-GigabitEthernet1/0/26
port link-type trunk
port trunk permit vian all

#

#RADIUS DAEH—/\—(DAS)ZE %HIZL. ClearPassH—/\—%#DAEY 547> MDAC)ELTHEEL.
ESiEEN-BRXDHEFF—h3cZHRELET , RADIUSEY 3 Hlf#HZBEILET,
#
radius dynamic-author server
clientip 8.1.1.171 key cipher $c$3$LkLgZHMHKY ai/BgJw8LF98DwtLq6RQ==
#
radius session-control enable

#
AAYFDEHRE

#VLAN 1308&VLAN-interface 1308%{ERL. VLANA > A—JT1—X[ZIPPRLRZEY S TES . X
AYFIEZDVLANEFERL TOSATURADINTYREERELE T, ACIZHEHK SN TS R—LD Y
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DRATHENSUIIZEREL, IFAT U RDVLANAD S 99 WR— @R TESKSITLET,
[Switch] vlan 1308
#
interface Ten-GigabitEthernet0/0/35
port link-type trunk
port trunk permit vian all
#

interface Vlan-interface1308
ip address 40.8.0.1 255.255.0.0

#vlan1308& NS B RTDDHCP7 FL R T —)LZE4ER L . DHCP7 FL R F—)LIZH T v k40.8.0.0/16&
T—hITAIPT7RLR40.8.0.1%1EELFET , COHFITIL. DNSH—/I—DTFRLRIFRDEHY T,
40.8.0.1(5"—kI9TATRLR), XYRT— EDDNSH—/N—DEEDT7RLRICESHZ H2HELH
UFEY,
#
dhcp server ip-pool vlan1308
gateway-list 40.8.0.1
network 40.8.0.0 mask 255.255.0.0
dns-list 40.8.0.1
#

return
ClearPassY—/\—DERE
1. ClearPassH—n—zas 4> LET,

#H—IIN—DWebA 2 A—T—RIZFTHERTBIZIE. WebT 59D F7RL R/\—[ZClearPass
HY—N—DEBIPFRLREANLET, COHFITIE. EEIPFRL X(£8.1.1.171 T,

®53 ClearPass~OAY 1>

= T Q@

ClearPass

—
8 O & & =

() ClearPass Policy Manager 9’1‘ ClearPass Guest
ClearPass Onboard @ ) ClearPass Insight

#[ClearPass Policy Manager|z2')vILEYT . RIRSNIZR—I T, AT (21— —% &/XRXD
—F#AZBL.Log InEVVYILET,

54



54 ClearPass Policy Manager~®BRJ 4>

ClearPass Policy Manager

You have 83 day(s) to activate the product
& Activate Now

D Copyright 2020 Hewlett Packard Enterprise Development LP

ClearPass Policy Manager|ZACZEMLEY

#ERIDFEHS —30 AT, Configuration > Network > DevicesZEZIRLET , BALVE=R—
T. BLBIZHBAdIEY)VILET,

a. ACTIP7RLR40.1.1.56/24%38ELET .
ClearPass Y —/\—MZDIPF7RLRIZEZETEDIEEAMHERLET,

b. RADIUSHAMEZZHRELET,
CCTHRELEEFY—ILYEA, ACEDRADIUSH —/N\—IZIEELE-EEF—LELTHS
CEERRLET . COHITIE. £H—YLYMEN3CTT,

c. "UA—ZH3CERIRLET,

d. AddZz9)vILET,
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B55 T/31 AD BN

g5 SNMP Write Settings _ CLI Settings __OnConnect Enforcement __ Attributes.
| ——
(801156724
9., 192.168.1.10 or 193.168.1.1/24 or 192.168.1.1-20 or 20

3. aA—Y—miEm
#ERIDFEHS —>30 AT, Configuration > Identity > Local Usersz:&RLET , AL V=R
—OT. ALRRIZHDAAEY )V ILET,
a. A—H—ID, &R, BLU/SRAT—REh3cIXIZHRELET .

b. BRIEZRFO—I/LEmployeeF =1 ——EHRFO—ILEERLET, COFITIX. BRIE
EFO—/LEmployeeE RSN TLET,

c. AddZEHIUVILET,
E56 1—Y—miBMN

4. enforcementZ7OJ7AILEBMLET,

# ERIDFEH— 3> _R4( 2T, Configuration > Enforcement > ProfilesZi&IRLET , BiL /=
R—UT, ALBIZHAHAAAED IV ILET,
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5.

B57 enforcement7A7 7 JLDEM

aruvba

& Configuration
43 Service Templates & Wizards
£ Services
% authentication

£ Methods
£ Sources
Q 1dentity
£ Single Sign-On ($50)
£ Local Users
£ Endpoints
£3 Static Host Lists
£ Roles
£ Role Mappings

1 Ff Posture

& enforcement
£k policies

| e

4 Network
£ Devices
£ Device Groups
£ proxy Targets
£ Event Sources

£ Network Scan

3 Policy Simulation

Dashboard o
) Monitoring

Configuration » En

L —

[
C
C
C
C
C
=
C
C
o
11 C

Showing 1-11 of 1

forcement » Profiles

i Enforcement Profiles

Name 4
ACL for h3c

disconnect for hac

[H3C - Bounce Switch Port]
[H3C - Disable Switch port]
h3c Guest Bandwidth Limit
h3c Guest Do Expire

h3c Guest Expire Post Login
hac Guest MAC Caching
h3c Guest Session Limit
h3c Guest Session Timeout
[H3C - Terminate Session]

1

ClearPass Policy Manager

|[contains ] had

Sl oo | oo |

Type
RADIUS
RADIUS_CoA
RADIUS_CoA
RADIUS_CoA

Post_Authentication

thentication

Authentication
Post_Authentication
Post_Authentication
RADIUS

RADIUS_CoA

Menu

% Add
&, Import
&, Export All
Show [20_v] records
Description
puli
puli

System-defined profile to bounce the switch port on H3C products (including HPE FlexNetwork / Comware).
System-defined profile to disable the switch port on H3C products (including HPE FlexNetwork / Comware)
System-defined profile to set Guest bandwidth limits

Enforcement profile for Guest do expire functionality

Enforcement profile for Guest expire post login functionality

System-defined profile to update the endpoint with Guest user details

System-defined profile to set concurrent Guest session count

System-defined profile to disconnect the user on H3C products (including HPE FlexNetwork / Comware)

#H3CHTOT74 )L £ %EDisconnect|ZEEE L. RADIUS_CoAEA AL T, BHEZEEMLET,
[Radius:IETF Acct-Session-Id]Z:E1RL. [Savel# Vv ILET,

®58 F7O7741 LD

aruvba

|, Configuration

£ Service Templates & Wizards

£3 Local Users
43 Endpoints
£ Static Host Lists
£3 Roles
£3 Role Mappings.
7 posture
- & enforcement

£ policies
o

4 Network
£3 Devices
£3 Device Groups
£3 Proxy Targets
£3 Event Sources

£ Network Scan

£3 Policy Simulation

Configurat

> Enf

cement i

Profile  Attributes

Dashboard [ co tion » Enforcen Profiles » Edit Enforceme
1 Wonttoring fd Enforcement Profiles - Disconnect for H3C

ClearPass Policy Manager

v H3C

Enforcement profile has not been saved

Menu =

Device Group Uist:
Attributes:

Type
1. | Radius:1ETF

< Back to Enforce

£y Services
5 Authentication Profile:
odi Name: Disconnect for H3C
39 Sources Description:
Q 1dentity
£} Single Sign-On (50) i FADINS TR
Action: Disconnect

ement Profiles

Name

Acct-Session-1d

value

= % (Radius: [ETF:Acct-Session-1d}

Copy

[ Save [ Cancel |

REAR) S —FBMLET,
ClearPassN—X () 802.1X:2

HMIZDOULTIE, THEVLANES EUACLEIY L TEFERAL-
SIDERTE 1S HBLTIEELY,

H—EXFEBMLET,

#EBIDFEHS—L30R(2 T, Configuration > Services#EIRLET , RRSN=-R—T T,
BLBOAEYI)YILET,
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B59 —EX

arvba ClearPass Policy Manager Menu ==
Dashboard Y| configuration » Services
Add
[E) Monitoring [ Services *
— &, Import
2, Configuration £, Export All
£ Service Templates & Wizards urrent fist and GlaarPass follews during authentication and authrizatios
E]sorvicos]
% Authentication Fiter: [Name < contains v = Clear Filter ] records
£ Methods —
ok * Order v Name Typ Template Status
Q 1dentity 1 ° h3c Guest Access RADIUS RADIUS Enforcement ( Generic ) )
{3 single Sign-0n (S50) 2 0 s [Device Registration Disconnect] WEBAUTH Web-based Authentication )
£ Local Users 3 0 2 {1nsight Operator Logins] Application Aruba Application Authentication °
£2 Endpoints 4. 6 [Guest Operator Logins] Application Aruba Application Authentication o
{3 Static Host Lists =
b2 s. o s [Aruba Device Access Service] TACACS TACACS+ Enforcement )
oles =
e Wi s. 4 {AirGroup Authorization Service] RAOIUS RADIUS Enf t ( Generic) )
1 Posture 7. B 3 [Policy Manager Admin Network Login Service] TACACS TACACS+ Enforcement )
& Enforcement s. | O 2 chengdu-7205-1x RADIUS Aruba 802.1X Wireless )
£ policies . oy ¥ dafu-802.1x RADIUS 802.1X Wireless - Identity Only )
{3 profiles "
Showing 1-9 of 9 Reorder
tetwork d pin
£3 Devices

£x Device Groups
£% Proxy Targets
{3 Event Sources
£3 Network Scan
£¥ Policy Simulation

# Service®J T, TypeZ4—ILEH5802.1X Wireless-ldentity OnlyZiERL . h3cD & FI%

802.1XIZERELFE T,
B60 H—ERM:EN

aruba ClearPass Policy Manager Menu ==
B] configuration » Services » add
M Services
chscontomration © [ nuthenicotion _Roles _Enforcement __ Summary
{3 Service Templates & Wizards =
e ices yee 802 1X Wied - denity Only
S Authentication Name:
£x Methods Description 2.1 Wired Access Service - Tdentity
{3 Sources nly
8 1dentity

£ Single Sign-On (550) Monitor Mode: (0] Enable to monitor network access without enforcement
£ Local Users
£ Endpoints
£3 Static Host Uists
£ Roles
£ Role Mappings

. Ff posture

& Enforcement

More Options: O authorization (] profile Endpoints () Accounting Proxy

Radius:1ETF NAS-Port-Type

Radiu

e Service-Type
L policies
£ Profiles
- Network
£3 Devices
{5 Device Groups
£ proxy Torgets
£ Event Sources
£ Network Scan
£ policy Simulation

< Back to Services

Administration

Service Rule

Ethernet (15)
Login-User (1), Framed-User
only (8)

EQUALS

, Authenticate

BELONGS_TO

# Authentication#7 T, Authentication Methods 74— /LK T[EAP MSCHAPV2]&[EAP
PEAP]%:##RL . Authentication Sources7+4—JLK T[Local User Repository]&:&RLET

Enforcement®#7J T. Disconnect for H3C%:&IRL . %
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®61 Y—ERDHERL

aruvba ClearPass Policy Manager e =
* pashboard L] Configuration » Services » Add
[ services
2 Service Roles  Enforcement t  Summay ry
Authentication Methods:  [EAPPEAPT T Add New Authentication Method
et
Add New Auth s
st of
View Certificate Details
< Back to Services [ Sove Jf Cancel |
FEpym—— o

# Configuration > ServicesR—I T, H—EXDIEFZEZEEL Th3cDH—E X802.1X% &= #)

~BEILFET,
62 Y—ERDIEFEE
aruba ClearPass Policy Manager Menu ==

* Dashboard B) configuration » Services

i Services

Service "802.1X for h3c" has been added

Rl Go | Clear Fitter |

¢

00000000000
H
&

y : oa
Showing 1-11 of 11

=M= =
=R TEDER

1. 93472 RT, Y —EXh3c-dotIxIZREET T 54, 802. 1XFRAE % RiBL TIP7FL RZHF
TELHILEHRLET ML ERE),
2. ACT.WLANYSATUMEREA L TA2802.IXA—HF—1EHERTL T, V54T UMY
SAUN G- LERERRLET S
[AC] display wlan client
Total number of clients: 1

MAC address User name AP name R IP address VLAN
fcdb-b3d4-d88c  h3clx apl 2 40.8.0.129 1308
[AC] display wlan client verbose

Total number of clients 01

MAC address : fcdb-b3d4-d88c

IPv4 address :40.8.0.129

IPv6 address - N/A

Username :h3clx

AID 01

59



AP ID

AP name

Radio ID

SSID

BSSID

VLAN ID

Sleep count

Wireless mode
Channel bandwidth
20/40 BSS Coexistence Management
SM power save

Short Gl for 20MHz
Short Gl for 40MHz
STBC RX capability
STBC TX capability
LDPC RX capability
Block Ack

Supported HT MCS set

Supported rates

QoS mode

Listen interval

RSSI

Rx/Tx rate
Authentication method
Security mode

AKM mode

Cipher suite

User authentication mode
WPAS status
Authorization ACL ID
Authorization user profile
Authorization CAR
Roam status

Key derivation

PMF status

Forwarding policy name
Online time

FT status

[AC] display dotlx connection
Total connections: 1

User MAC address : fcdb-b3d4-d88c
AP name

Radio

SSID

BSSID

Username

Authentication domain

IPv4 address

Authentication method

Initial VLAN

Authorization VLAN
Authorization ACL number
Authorization user profile
Authorization CAR
Termination action
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126

rapl

12

- h3c-dotlx

1 ac74-0906-e874
: 1308

10

:802.11gn

: 20MHz

: Not supported
: Disabled

: Supported

: Not supported
: Supported

: Supported

: Supported

- N/A

:0,1,2,3,4,5,6,7,

8,9,10, 11, 12,13, 14,15
111, 12, 18, 24, 36, 48, 54 Mbps
:WMM

110
10

: 0/0 Mbps

: Open system

RSN
1 802.1X

: CCMP

1 802.1X

: Disabled

T N/A
T N/A
T N/A
T N/A
: SHA1L
T N/A
: Not configured

: Odays Ohours Ominutes 13seconds

: Inactive

rapl

ID:2

- h3c-dotlx

1 ac74-0906-e874
:h3clx

: clearpass
:40.8.0.129
: EAP
11308
11308
:N/A

:N/A

- N/A

- N/A



Session timeout last from :N/A

Session timeout period :-N/A
Online from 1 2019/03/16 11:14:25
Online duration :0h Om 19s

3.

ClearPasst—/\—T, A7/ 1—H—1FHERRLET,

#EBDFE S — 32T, Monitoring > Live Monitoring > Access Tracker&&IRLET
HRRSNTIZR—U T Y5472 MHY802.1X EAP-PEAPRRTZ BB - L& REELET

®63 A>3 v1—Y—DRF

aruba ClearPass Policy Manager Menu =
@ Access Tracker oct 2 @ Auto Refresh
The Access Traci ity
T (8l Requests] § cPem (6.6.1.201) #5 Last 1 day before Today =3
Filter: [Usemame ] contains v Gl Go | Clear Filter Show [50_v] records

#802.IXA—H —D ML ERFERERTL. ERRAT—AREEELFT, 7UERav O—
ILAA T ELT[RADIUS CoAJZE:&EIRL . [RADIUS CoA type]Z[Disconnect for H3C]IZEXEL T,
BREEEELET .

INTYbEF YT F LT, ClearPass Y —/\—hEHRRER AV E—CHFZELTHYT102
—H—%045 71T, ACHBACKAYE—U % ZETEAIEEHELET,

X 64 YAy t—

Filter: | radius |z| Expression.. Clear Apply
Na. Source Destination Pratocol Length Info
629 8.1.1.171 40.1.1.56 RADIUS 110 pisconnect-Request(40) (id=108, 1=60)
634 40.1.1.56 8.1.1.171 RADIUS 110 Disconnect-ACK(41) (id=108, 1=60)
635 40.1.1.56 8.1.1.171 RADIUS 460 Accounting-Request(4) (id=7, 1=410)
636 8.1.1.171 40.1.1.56 RADIUS 70 Accounting-Response(s) (id=7, 1=20)

= Frame 629: 110 bytes on wire (880 bits), 110 bytes captured (880 bits)

Ethernet II (VLAN tagged), Src: 50:da:00:84:bd:71 (50:da:00:84:bd:71), Dst: 48:7a:da:68:6a:e8 (48:7a:da:68:6a:e8)
Internet Protocol version 4, Src: 8.1.1.171 (8.1.1.171), Dst: 40.1.1.56 (40.1.1.58)
User Datagram Protocol, Src Port: 57461 (57461), Dst Port: radius-dynauth (3799)
= Radius Protocol
Code: Disconnect-Request (40)
packet identifier: Oxéc (108)
Length: 60
Authenticator: d93ccl47d6152a8708672d1593577290
[The response to this request is in frame 634]
= Attribute value Pairs
H AVP: 1=40 t=Acct-Session-Id(44): 00000004201903161535400000065408100540
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BRI 7MIL

° AC:
#
radius scheme clearpass
primary authentication 8.1.1.171
primary accounting 8.1.1.171
key authentication cipher $c$3$y9gLDgP10B8T9ry5u3AHTHOadEYI7g==
key accounting cipher $¢$3$bNuYW3C3Tf2AIrFWSRSRjUdZMn1uoQ==
user-name-format without-domain
#
domain clearpass
authentication default radius-scheme clearpass
authorization default radius-scheme clearpass
accounting default radius-scheme clearpass
#
dotlx authentication-method eap
#
wlan service-template h3c-dotlx
ssid h3c-dotlx
akm mode dotlx
cipher-suite ccmp
security-ie rsn
client-security authentication-mode dot1x
dotlx domain clearpass
service-template enable
#
wlan ap apl model WA5320
serial-id 219801A0YD8171E04018
radio 1
radio enable
service-template h3c-dotlx vlian 1308
radio 2
radio enable
service-template h3c-dotlx vlian 1308
#
interface Ten-GigabitEthernet1/0/26
port link-type trunk
port trunk permit vian all
#
radius dynamic-author server
clientip 8.1.1.171 key cipher $c$3$LkLgZHMHKYai/BgIJw8LF98DwtLg6RQ==

#
radius session-control enable
#
o  RAYF:
#
vlan 1308
#

interface Ten-GigabitEthernet0/0/35
port link-type trunk
port trunk permit vian all

#

interface Vlan-interface1308
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ip address 40.8.0.1 255.255.0.0

#

dhcp server ip-pool vlan1308
gateway-list 40.8.0.1
network 40.8.0.0 mask 255.255.0.0
dns-list 40.8.0.1

#

return
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