H3C7VtXarrkA—5
Cisco ISEHY—/\—I[Z&BT7 Ut RZBEED L EHI

KEDLHEEHER5 . New H3C Technologies Co.,Ltd. DEMEICLHERIDRKAEGC LWHEEBRFEIEFEICL>THE
BF-ILBETIEETEE A,

New H3C Technologies Co.,Ltd. DE#ZERE . AEZICERB N TV T R TOEEE. TNETNDOFREBEDOEZEE IEE
BREIETY,

CORFIADERIE. FELLICERINDILAHYET,



NE

Cisco |SE'|j'_/ \_' cké?thnb Y] E&Eﬁ“ .......................................................................... 1
= 2 Y RS 3
Ry O d AVl Nk dy A b SR 3
151:Cisco ISER—RMB02.1X PEAP SR EE D EETE «oeeeeeeeeeee et e e 3
b Y Ny ey -4 AU USROS 3
T B e oeee ettt et e e e et e _ee e —ee et e et eeateee et etee—eeeetteeaeeeaate e ate e eeeaee e e te et eneteeaeeaaaeens 4
B T DT T oo e ettt e ettt ettt et et ettt a et e et aaaes 9
i O | VS 10
dotlx authentication-method €apP..........ceuuvuiiiiiiiieeeiieee e 11
B:CISCO ISER— R D MA C A E D) B T v e e e e e nenans 11
b L Ny Ry - - AR 11
T B oottt et e e e e ettt e ettt e et e et e ettt e et e ee e tte et eeeteeea et e e ate e teaeeeea e e e te et e neteaaes 11
(Y SR 17
- O | VS 18
f5:Cisco ISER—RDAR—R L EBEED IR TE oo 19
Y Ny By - AU UN U UT TSN U U U E TSSOSO USROS RRRR 19
B R = By s R N 2 0 RS 19
T B oottt ettt ettt e e e e e e et e e e et et et et et et et et et et et et et et et et e e et e e s e e e e e e e e e e ettt 20
B T DT EE o e eeeeeeeeeeeeeseenneeenennenennnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn 27
- O | VS 28
T s - AT EUR OSSR 30
Y 1 TSROSO 30
nQIEo)EEnL, ........................................................................................................................................................ 36

A ()| OO ORTRTR 36



[FCHIC

RIZ, Cisco ISE—/N\—%FRALTEBRITATUERIET HELSITHICT IRV FO—FFRTE
Té{ﬁ“’&TLiTo ua)ﬁ'“ (i Cisco |SE’\ AM802. 1Xu|..|:|IE MACuL.n 7'_\ g)l/nbuE }DC’:U
SSHO4Y A4 HWTACACSERIEDRZRENEENTET,

FERENTNEY IR T7/IN\—D3Y

ROFBEGIEREN . RDON—FIT7ELVY I D7 N—230 THERSATOET,
o 2.3.0.298%=EfTLTLVACisco ISEH—/3v—,
o R5428LIEEETLTLNBHICT/tERavkO—5,

#l:Cisco ISER—Z(M802.1X PEAPEEEE DR
B

T —ORRL

R1IZRT LI, APIFRAYFENLTACIZER SN, V54T U MIAPENLTIA VYL ARy b —

IIZFOEALET,

RODBEYUEFH-TLIITINARES—N—ZBELET,

o ISATUNITANVLARYRNT—IIZT7 O+t AT BIZIE, 802.1X PEAPEIIZ @B T H2LENH
Y%7,

o  ITATUIN802.1X PEAPRIIZEIET DL, ISEY—/N—XI5A4 7 MIERRIACLERRA]
VLANZEIYHTET,

H1prvb7—IH

ISE server
8.1.1.18/24

@91.12[].1.55!24

AC Switch AP

Client



FIR

DOEE:

ZDERFEHITIL, Cisco ISEH—/N\—TM802.1XFREFIC KB IS4 T U DRI CHEET 2R ES
[THRLET, RYMT—IEHREDFMRIDLTIE, TNNARBLU Y —/IN\—DIY=aT7ILESHE
LTLEESLY,

TINARES—IN—DPRYRT—IHEHRIN TS EEHERLET,

ACDERE
1.

EAPYL—ZERALT802.IXISA T U MBI T ALIICACERELET,
<AC> system-view

[AC] dotlx authentication-method eap
RADIUSRF¥—LEHRELET,
# RADIUS scheme iseZ{EBLET

[AC] radius scheme ise

#8.1.1.18I=H BISEY —N—ETSATVRBF Y —/\—E,LTREL, Y—/N—LDRELEIED
FODOHEF—FHRELET . HEX M ISEF—N—THERASNhTWSIHEL—ILvRERL
THAHEEHERLTZELY,

[AC-radius-ise] primary authentication 8.1.1.18 key cipher

$c$3$FpBySjKd6 TFL7QMPAQ83VNM+mNuZHUw=

#HISEH —/N—IZEEEINS1—F BB AV BERILET,
[AC-radius-ise] user-name-format without-domain

H#ISEH—/\—[ZEESNBRADIUS/ S YRDNAS IPPRFLRELT191.120.1.56%ELET,
NAS IP7RLADY, ISEH—/N\—TACIZH LTI ESN -t D ERILTH D L HERLET .
[AC-radius-ise] nas-ip 191.120.1.56

[AC-radius-ise] quit
ISPRALVEERLET
HISPR AL ViseZERRLET
[AC] domain ise

HLANA—H—DFREEEFR A IZRADIUSR F—LiseZE AT HEIITISPR AU ERELET
[AC-isp-ise] authentication lan-access radius-scheme ise
[AC-isp-ise] authorization lan-access radius-scheme ise

[AC-isp-ise] quit

Y—ERTUTIL—rEBRLET,
#Y—ERTUTL—hiseZERLET .

[AC] wlan service-template ise
#H—EXTUTL—rDSSIDZ000AAA-MACAUIZEEELET .

[AC-wlan-st-ise] ssid 000AAA-MACAU
HF—ERTUTL—bENLTHUFAUITEDITATUREVLAN THZEIY B TET,
[AC-wlan-st-ise] vlan 71
HAKME—R%802.1XIZERELE T,



[AC-wlan-st-ise] akm mode dotlx
#HAES-CCMPEEZ XA —r#1EEL . E—aVH LU TA—TIEETRSN IEX AR —TJLIZLFE
ED

[AC-wlan-st-ise] cipher-suite ccmp

[AC-wlan-st-ise] security-ie rsn

HEBAEE—R %802 1XFRREICERFE L | FBAEN A ViseZHEELET .
[AC-wlan-st-ise] client-security authentication-mode dotlx

[AC-wlan-st-ise] dotlx domain ise

#P—EXTUTL—rEFEHICLET,
[AC-wlan-st-ise] service-template enable
[AC-wlan-st-ise] quit
FHAPERELFY,
HaxEWVWVD B RTDAPEEREL. TDETILELYTIVIDERELET,
[AC] wlan ap ax model WA6528
[AC-wlan-ap-ax] serial-id 219801A1LH8188E00011

#radio 1= H ML, Y—ERTUTL—biseFERIZNAURLET,
[AC-wlan-ap-ax] radio 1
[AC-wlan-ap-ax-radio-1] radio enable
[AC-wlan-ap-ax-radio-1] service-template ise
AC-wlan-ap-ax-radio-1] quit
AC-wlan-ap-ax] quit
BERACL 3100&, 75147 M8.LLEIZT VR T HIELIERT HRANERELET .
[AC] acl advanced 3100
[AC-acl-ipv4-adv-3100] rule 1 deny ip destination 8.1.1.5 0

[AC-acl-ipv4-adv-3100] quit
EFAIVLANZERELET .
#VLAN 4094F K TVLAN-interface 4094%ERL . VLANA > B3—DJ 2/ RIZIPPRLRZEIY E
TF9d,

[AC] vlan 4094

[AC-vlan4094] quit

[AC] interface vlan-interface 4094
[AC-Vlan-interface4094] ip address 191.94.0.1 24

[AC-Vlan-interface4094] quit

#vlan4094MDDHCP7 KL AT —)Lvlan4094% & ELE T,
[AC] dhcp server ip-pool vian4094
[AC-dhcp-pool-vlan4094] network 191.94.0.0 mask 255.255.255.0
[AC-dhcp-pool-vlan4094] gateway-list 191.94.0.1
[AC-dhcp-pool-vlan4094] dns-list 191.94.0.1

[AC-dhcp-pool-vlan4094] quit

ISEY—/N—D IR

1.

A—Y—TI—TEERLET,

a. byTFEH—I 3> /8—TAdministration > Identity Management > Groups##IRLET,

b. ZRIDFES—L3>RAUT, User Identity GroupsZERLET,
c. AddEo)vILET,

d. RLV=R—UT, KREZLDFIZRELFET

e. Submit#/vyILET,



H2 2—Y—JIL—TFDIER

als Identity Services Engine

Home  » ContextVisibiity ~ » Operations  » Policy [EEFNULECIME ) Work Centers. License Waming 4
» System |~ Identity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Identites  Groups  External Identity Sources  Identity Source Sequences ) Settings

R User Identity Groups > New User Identity Group
Identity Grou
[ )| ity P
= & *Name [LOF] x
E “
» [ Endpoint Identity Groups Description |

~ (] User identity Groups

LL_ACGOUNTS (gefa) [siorc. QT
nolores
ROUP_ACCOUNTS (default)

uestType_Contractor (default)
uestType_Daily (default)

\CCOUNTS (defaul)

FYNT—=OT R 1—F—%EHLET,

a. EEFEH—32/8—T, Administration > Identity Management > IdentitiesZ:&RLE
ER

b. ZAIDFEHS — 3RSV T, UsersZZIRLET,
c. Add&#oUvoILEY,

d. BALV=R—I T, ZRET£If00001Z, /SR —F#ELdf123456123% EL, A —H—F1—H
—45 JL—JLDFIZ/NALRLET,

AT —RIZKXF, INLF, BEUHFENEEN TSI EEHERLET .
e. SubmitZ7yILEYT,
E3 RybIT—=0F7 IR 21— —DER

sty Identity Services Engine

Home ) GontextVisiilty  » Operations  » Policy [ERGNUIUSICIIAMN  » Work Centers License Waming 4
» System | ~Identity Management | » Network Resources  » Device Portal Management  pxGrid Services b Feed Service  » Threat Cantric NAC
~Identiies  Groups  Extemal Identity Sources  Identity Source Sequences b Settings.

Network Access Users List > Mew Network Access User
Users

~ Network Access User
Latest Manual Network Sean Results

*Name [1000001

Status Enabled «

v Passwords

Password Type: | Intemal Users [+]

Password Re-Enter Password
* Login Password \-.---.--- ‘ ‘ ......... | ,‘ [ Generate Password | @
Enable Password | ][ | [ Generate Password | &

~ User Information

T —

» Account Options
» Account Disable Policy

~ User Groups

==

ACERYRNT—DTOEATINARELTH—/N—IZEBMLET,

a. FEDFEHS— 32/ —T, Administration > Network Resources > Network
Devices#:&EIRLFET,

b. AddZVUvILET,

c. ZRIEACIZEEEL. IPPRLX191.120.1.56%5F L T. RADIUS Authentication
SettingsZ#IRL . HBEMEZEH3cCITHELFET



IP7RLAMNACEDRADIUS/ S YRDNAS IPPRLREBL THAHEEHERLET,
HEWENACICERESN-HBAX—LRELTHHILERRELET,

d. BEERELES,

H4 Y—/R—~DACERDEM

sl Identity Services Engine

Home  » ContextVisibiity  » Operations » Policy. ini License Waming &

» System b Identity Management ~ ~ Network Resources | » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ Network Devices  Network Device Groups  Network Device Profiles  Extemal RADIUS Servers  RADIUS Server Sequences ~ NAC Managers  External MDM  » Location Services

k Devi >
T Network Devices List > AC

Network Devices
Default Device

* Name [AC
Description

[Paddress _~] *IP: [1s120.156 ] =]

Device Security Seftings.

© IPV6 is supported only for TACACS, At least one IPv4 must be defined when RADIUS is selected

* Device Profile [ Cisco| v| &

Software Version ‘:l

* Network Device Group

Location [a)l Locations Set To Default
L T —h
Device Type [a]l Device Types Set To Default

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS

TR ERELET,
a. E&FE4S—32/3—T. Policy > Policy Elements > Results #ZiRLEY,
b. ZRIDFEH—3>0RAL2 T, Authentication > Allowed ProtocolsZ:#IRLET .

c. IxEWSERIDHFRIESN=-FOrILY—ERZ/ERL. Allow EAP-TLSH LU Allow
PEAPZEIRLEY .

d. BEZRELET,
5 gFalehi-7akaiy—ERDHER

db: Wentity Services Engine Home  » ContextVisbiity  » Operations » Administration  » Work Centers License Waming 4.

Policy Sets  Profiing  Posture  Client Provisioning |~ Policy Elements
Dictionaries  » Conditions _ ~ Results
Allowed Protocols Services List > New Allowed Protocols Service

~ Authentication
Allowed Protocols

» Authorization Description ’—‘

» Profiling
~ Allowed Protocols
» Posture
Authentication Bypass
» Client Provisioning O Process Host Lookup i

Authentication Protocols

O Alow PAPIASCII

a

Allow CHAP

a

Allow MS-CHAPV1

Allow MS-CHAPV2

oo

Allow EAP-MD5

3]

Allow EAP-TLS

Allow LEAP

g O

Allow PEAP

Allow EAP-FAST

[m]
» O AoweapTTLs
O referred AP Protocol

EFAIACLODERE:

a. EEFEHS—3>/3—T, Policy > Policy Elements > ResultsZ:&RLE T,

b. ERIDFEH— 3R T, Authorization > Authorization ProfilesZ:&iRLET,
c. AddxoVvILET,

d. Authorization Profilef8# T. £ #i%acl_3100IZ5%E L. Network Device Profile 74—




JLEMSCiscoZ#EIRLE T, Advanced Attributes SettingsfE#E T, Z7hJE 21—k
Radius:Filter-IDZ®EIRL . 7 JE 1 —MEZ3100(ACLEB)IZHRELET,

e. REEZRELFTT.

6 BBA[ACLORE

Identty Services Engine

Home  » ContextVisibiity  » Operaions [JRESt SR » Administaton  » Work Centers
Policy Sefs  Profiing  Posture  Client Provisioning |~ Policy Elements
Dictionaries  » Conditions _ ~ Results
@  autnorization Profies > ad_3100
» Authentication Authorization Profile

“Name [ acl_3100

Description

~ Authorization

Authorization Profiles

Downloadable ACLs

" Access Type [ACCESS_ACCEPT -

» Profiling
Network Device Profile i Cisco | »| &
» Posture
Service Template []
» Client Provisioning Track Movement [] i

Passive Identity Tracking [] i

» Common Tasks

v Advanced Attributes Settings

Radius:Filter-ID ] =[3100

v Attributes Details

Access Type = ACCESS_ACCEPT
Filter-ID = 3100

FFRIVLANDERTE:

a. EE&FE4S—32/3—T. Policy > Policy Elements > ResultsZ:&iRLET,

b. ERIDFEHS—arRA2T, Authorization > Authorization ProfilesZZRLET
c. Add&o)vILET,

d. Authorization Profilef8# T. & #i%vlan_4094IZ5% L. Network Device Profile 7«

—JLEMSCiscoZERLET ., Custom Tasks$EiF T, VLANA TS ar &R .
ID/NameZ4—JLKIZ4094EAHILFET .

e. REERELFTT.

R7 BAVLANDERE

aslt Identity Services Engine

Home  » ContextVisibiity  » Operations » Administration  » Work Centers License Waming A&
Policy Sets  Profilng  Posture  Client Provisioning |~ Policy Elements.

Dictionaries  » Conditions  ~ Resulls

Authorization Profiles > vian_4094

» Authentication -
Authorization Profile

~ Authorization * Name
Authorization Profiles Descrption |
Downloadable ACLs

estim Network Device Profile [ Cisco +| &

. - Service Template []
» Client Provisioning

Track Movement [] i

Passive Identity Tracking [] i

A~
M vian TagD 1 (EdtTag |iOMName[4094 ]

[ Voice Domain Permission

[ Web Redirection (CWA, MM, NSP, CPP) (i

[ Auto Smart Port N

BB FURBARI— b EBRELET .
a. byTFEHS—132 /3 —T. Policy > Policy Sets&ZRLET



b. Policy SetsD FIZHDTSRATAA+ED)VILET,

c. RUL—EYBZEIXIZERELFES . FHBZIXIC

REL. &L TWired_DotlxZEf=

[XWireless Dot1x%#ERL . Allowed Protocols/Server Sequence!) Akh51x%E

RLFET,

H8 EERES SV AR —tv DAL

b identity Services Engine

Home

Profing  Postwe  Ciient Provsioning  » Polcy Elements
Policy Sets
LS Status Policy Set Name Descnption Conaitions Allowed Protocols / Server Sequence Actions  View
x =) >
Detaut Detaut poicy set detw o >

d. nnh\nIEij:UnnL\T-kij_t‘Jl“o)V|erJ7A’ &67’(:/%7”‘/7L$-§—0

Authorization Policy$E15 T, acl_vlanEWS B RIDERAIARY S —FBMLET , B0
R —MResults > ProfileshS.AT, 7A77 1 Jlacl_3100E L Uvlan_4094% 1R

LZEY,
9 FFAIAR) S —DHERK

» Context Visibilty

+ Operations

re  Cllent Provisioning  » Policy Elements
o ow - )
| Authentication Poiicy (1)
|
I +  Saws RuleName Conditions Use Hits  Actions
|
Ax_User_ID_Siores
@ ostam &
? Options
¥ Autharizabion Policy - Local Exceptions
¥ Autnorization Policy - Global Exceplions
+ Authorization Policy (2)
Results
Status  Rule Name Conditions Profiles Security Groups Hits Actions
) o B v 203100 [ = vian_4084 +
@ et * DenyAccess +

f. REERFELET,

RTEDMER

EEDFEHS—32/3—T, Operations > RADIUS > Live LogsZ:&RLET , 4

USADTZATUNDSAT O ERERRLET,

B10 >34 94T D4 TaT ERD IR

Gice' » Administraion  » Work Cenflers
- 5 »TACACS  » Troudleshoot  » Adaptive Network Control  Regorts
Live Logs S
Misconfigured Supplicants @ Misconfigured Network Devices © DIUS Drops © topped Responding © Repeat Counter
Refresh Shor v

T Retvesh  © Resel Repeat Counts o
Time Status Details  Repeal . identity Endpoint ID Endpoint P Authentical . Authorizati . Authorizati .  IP Address Device P
Sep 14, 2019 085835426 AM s Tx>>Defaull  Tx>»acivian  acl_3100a
Sep 14, 2019 08:56:35 426 AM a Unknown Tx>»Detaull  fx>»acivian  ac 3100V 10X




by T FE S — 32 /8—T, Operations > RADIUS > Live SessionsZ&iRLET . A51095
ATorDSAT 2y a E/ERTLET,

B11 #3494 T7 o DF4T ey a BROERTR

‘didy Identity Services Engine  pome  Context Visibiity »Policy  » Administration  » Work Centers.

~RADIUS | Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot  » Adapiive Network Control  Reports.
LiveLogs  Live Sessions
Refresh| Every 1 minute  [V] | Show  Latest20 records [V] ' Within Last24hours [v]
T Refresh YFitery &+
Initiated Updated SessionS... Action Endpoint ID Identity Server Auth Met. Protocol Policy Py
Sep 1 Sep 14,2019 08:58:36 426 AM  Authenticated  Show CoA Actions  BE:DTAF1242E8 10100001 ISE dotix PEAP (EAP-MSCHAPV2)  1x >> Default 1%>> acl vian acl_3100,vian_40}
Sep 14,201908:47:55620AM  Authenticated  Show CoA Actions  E8:E8'B7-98:43:8D 14100001 ISE dotix PEAP (EAP-MSCHAPV2)  1x >> Default 1x>>acl_vian acl_3100,vian_404
< >

Last Updated: Sat Sep 14 10:54:27 UTC+0800 2019 Records Shown: 2)

BRO7AIL

vlan 4094

#

dhcp server ip-pool vlan4094
network 191.94.0.0 mask 255.255.255.0
gateway-list 191.94.0.1
dns-list 191.94.0.1

#

interface vlan-interface 4094
ip address 191.94.0.1 24

#

acl advanced 3100
rule 1 deny ip destination 8.1.1.50

#

radius scheme ise
primary authentication 8.1.1.19 key cipher
$c$35FpBYSjKA6TF17QmMPAQ83VNM+mNuZHUw=
user-name-format without-domain
nas-ip 191.120.1.56

#
domain ise
authentication lan-access radius-scheme ise
authorization lan-access radius-scheme ise
#

wlan service-template ise
ssid 000AAA-MACAU
vlan 71
akm mode dotlx
cipher-suite ccmp
security-ie rsn
client-security authentication-mode dotlx
dotlx domain ise
service-template enable
#
wlan ap ax model WA6528
serial-id 219801A1LH8188E00011
radio 1
radio enable
service-template ise

10



dotlx authentication-method eap

$l:Cisco ISER—RDMACERIENERE
TR T—OFER

R12I12RT &I, APIXRAM Yy FENLTACIZHERHTI SN, V54T U MIAPENRLTIA VYL AR YT —

DIZF7HEeALET,

DSAT DRI T—D1))—ZAANDT I REFIET HIZIE. ROBHEHT=T LT /INIREY

—N\—%FHRELET,

o DSAT N ITANVL ARV T —DIZT7 2R T BIZIE. MACEREEZ @RI A2HELAHYET,

o  USATULEAPIE, PSK AKME—F#FERALT. MERBOT—2/ 0 ybERELET,

o D5AT O RDMACEREIZ BB T B &, ISEY—/N\—[FEFA]ACLEEFRIVLANZ I SA T RMZEIY
LTEI,

12 ryrI7—9H

ISE server
8.1.1.18/24
QQHE{H hG6i24
AC Switch AP

Client

FIIR

@EE:

DEXEHBITIL, Cisco ISEH—/N\—TOMACTRIEIZ LB T4 T b DFREEICBEEST B E AR EIT
’énﬁﬁﬂbiﬂ‘ FYNT—DEGEHRTEDFHFMRIZDOLTIE, THARBLU Y —/IN\—DI=aT7ILESHE
LTLEEELY,

TNAREY—IN—DRYR T —IEHEIN TSI EEHERLET,

ACORTE
1. RADIUSRF—LZEERELFT, #HRADIUSRF—LZEERLET .

<AC> system-view
[AC] radius scheme ise

#8.1.1.18IZHBISEH —/IN—FTSA TR —/N\—ELTHEEL, —NN—EDREHBIED
ODEEX—FIEELET, LBEXF—H. ISEF—N—THERIhTWSAHEE—IL v ERIL
THHEFRERL TS,

[AC-radius-ise] primary authentication 8.1.1.18 key cipher
$c$3$FpBySjKA6TF17QMPAQ83vNM+mNuZHUw=

11



HISEY—N—ITEEINEI—F—BDORF ANV BERNLET,
[AC-radius-ise] user-name-format without-domain

HISEH—/\—[ZEESNBRADIUS/ S YRDNAS IPPRLRELT191.120.1.56%HELET,
NAS IP7RL ADY, ISEH—/N\—TACIZH L TIEESN-E D ELERILTHH EEHERLET .
[AC-radius-ise] nas-ip 191.120.1.56

[AC-radius-ise] quit
ISPRASZRERHLET
HISPR AL ViseZERRLET
[AC] domain ise

#1—Y—FREERAIDT T4 AKX ELTRADIUSRF—LiseZEFE AT 5 &5IZISPF
AMUERELFEYS,

[AC-isp-ise] authentication default radius-scheme ise

[AC-isp-ise] authorization default radius-scheme ise

[AC-isp-ise] quit
Y—ERTUTIL— EERELET,
#H—E XTFo T —hisemac2ZELET
[AC] wlan service-template isemac2
HF—ERXTUIL—bDSSIDEEELET,
[AC-wlan-st-isemac?2] ssid 000AAAMACAU-MAC-CCMP-WPA
#HF—ERTUTL— P ENLTH U AU BITAT URNEVLAN 7THZEIY B TET,
[AC-wlan-st-isemac?2] vlan 71

#PSK AKME—FZERTEL . PSKEHRELET
[AC-wlan-st-isemac?2] akm mode psk
[AC-wlan-st-isemac?2] preshared-key pass-phrase cipher

$c$3$XYqokG618YoOymuklyvxoJuzFoB+oVJID6exoqw==

#AES-CCMPRES XA —r&1EEL. E—aVE LUV TA—TIEETRSN IEEZAR—TJILIZLE
ED
[AC-wlan-st-isemac2] cipher-suite ccmp

[AC-wlan-st-isemac2] security-ie rsn

#77tXnnunIE:E I‘%MAC::-L. nl-E[:;QlEL/s ity nIEF)"f/Ise’é? Ebij—o
[AC-wlan-st-isemac2] client-security authentication-mode mac

[AC-wlan-st-isemac2] mac-authentication domain ise
HP—EXTUTL—rEEHICLET,
[AC-wlan-st-isemac?] service-template enable
[AC-wlan-st-isemac2] quit
FEAPZHRELFY .
HaxEWSEBTDAPEEREL. TDETILESYTIVIDERELET
[AC] wlan ap ax model WA6528
[AC-wlan-ap-ax] serial-id 219801A1LH8188E00011
#APDVLAN 1Z$EELET
[AC-wlan-ap-ax] vlan 1
#radio 1ZFMICL. Y—ERTUTL—bisemac2Z#EHRIC/NAVRLET,
[AC-wlan-ap-ax] radio 1
[AC-wlan-ap-ax-radio-1] radio enable
[AC-wlan-ap-ax-radio-1] service-template isemac2
[AC-wlan-ap-ax-radio-1] quit

12



[AC-wlan-ap-ax] quit
B EFACL 3100&, 954781 1BICT VR T HILEIER T HRAIEHELFT .
[AC] acl advanced 3100
[AC-acl-ipv4-adv-3100] rule 1 deny ip destination 8.1.1.50
[AC-acl-ipv4-adv-3100] quit
FFRIVLANZERELFT
#VLAN 4094F & UFVLAN-interface 4094%EM L. VLANA U 2—J T/ R[ZIPTRLRAZEIY 2
TF7,
[AC] vlan 4094
[AC-vlan4094] quit

[AC] interface vlan-interface 4094
[AC-Vlan-interface4094] ip address 191.94.0.1 24

[AC-Vlan-interface4094] quit

#vlan4094MDHCP7 KL R F—)Lvland094% % ELE T,
[AC] dhcp server ip-pool vlan4094
[AC-dhcp-pool-vlan4094] network 191.94.0.0 mask 255.255.255.0
[AC-dhcp-pool-vlan4094] gateway-list 191.94.0.1
[AC-dhcp-pool-vlan4094] dns-list 191.94.0.1

[AC-dhcp-pool-vlan4094] quit

ISEY—/N\—D R

1.

2.

A—H—TN—TEERLET,

a. by7FES—L 32 /8—T, Administration > Identity Management > GroupsZi&iRLFE
ED

b. ZRIDFEHS—arRA2T, User Identity GroupsZ&IRLET,

c. Addxo)vILET,

d. FAWAR—2T, BRTZLDFIZERELET,

e. Submit#/JyILEY,

E13 a—Y—J IL—T DR

‘didy Identity ServiceSENgine  jome ) Context Visibiity  » Operations» Policy

» System |~ Identity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service b Threat Centric NAC
» Identites  Groups  External Identity Sources  Identity Source Sequences ) Settings

Identity Groups User Identity Groups > New User Identity Group

[ —— Identity Group

Description |

[siorc. JE

FIRT =0T R A—HF—FERBLET,

a. tEFEHS—32/3—T., Administration > Identity Management > IdentitiesZ:&RLE
ER

b. ZRIDFES—3> R T, Users&EEIRLET

c. AddEVJvILET,

13



d. BAWV=R— T, &RI£Idf000011Z, /SR T —F#Ldf123456I28%EL., A —H—% 21—
—45 JL—TLDFIZ/NARLET,

INAD—RI[ZKXF., IMNLF, BEUEFENEEN TS EEHERLET,
e. SubmitZ2)vyoLET,
K14 RYMI—OF H2R1—F—DERK

4t [dentity Services Engine

Home b ContextVisibiity b Operations b Policy [EESRUCICTNN » Work Centers License Waming &

» System | ~Identity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAG

~Identities  Groups  External Identity Sources  Identity Source Sequences  » Seftings
Network Access Users List > New Network Access User
Users

v Network Access User
Latest Manual Network Scan Results

*Name [16f00001

Status |[B Enabled +
v Passwords
Password Type: Internal Users. -

Password Re-Enter Password

* Login Password \ --------- ‘ ‘ ......... | - ‘ [ Generate Password |
J

Enable Password | [ | [ Generate Password | 7

~ User Information

T —
» Account Options
» Account Disable Policy

~ User Groups

EID (o)

ACERYNI =T VAT INARELTH—/—ITBMLET,

a. EEOFEH—32/8—T. Administration > Network Resources > Network
Devices#:EIRLFET,

b. AddZEVJYILET,

c. RIREINI=R—IU T, BETEACIZERFEL. IP7FL R191.120.1.56% 48 E L TRADIUS
Authentication SettingsZ:&RL . HBMEEH3cCITHELE T,

IP7RLAMACLEDRADIUS/ Ny RDNAS IPFRLRERIL THAHZEEERLET .
HEMEBENACICERESN-HEFXF—LRILTHIZLEHERELET,

d. BEEREFLET,

15 B—/S\—~DACERDEM

“dily: \dentity Services Engine Home  » ContextVisibity  » Operaions  » Poicy Il WorkCenters License Waming &

» System b Identity Management  ~ Network Resources | » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ Network Devices  Network Device Groups  Network Device Profiles  Extemal RADIUS Servers  RADIUS Server Sequences ~ NAC Managers  External MDM  » Location Services

k Devices List >
ot Daas Network Devices List > AC

Network Devices
Default Device

* Name [AC
Descripton [ |

[Paddress  ~] “IP: [1s120.158 e

Device Security Setings.

@ IPv6 s supported only for TACACS, At least one IPv4 must be defined when RADIUS is selected

* Device Profile i Cisco| v | &

Software Version I:l

* Network Device Group

Location [a)l Locations ‘Set To Default
PSEC [No  © | ((setToDefault
Device Type [all Device Types Set To Default

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol  RADIUS

BT OraLERELET

14



EEFE4S— 32 /3—T, Policy > Policy Elements > ResultsZ:&iRLET,
ERDFELS—2ar_RL2T, Authentication > Allowed Protocols#Z#IRLET

c. mab&LVSARDHFRIEN =T OraILY—EREEBLET , Authentication Bypass
fB1 T, Process Host LookupZ:#iRLFE 3, Authentication ProtocolsfEE T,
Allow PAP/ASCIIE KU Allow CHAPZREIRLET,

d. REERELFTT.

H16 BEFOMIL DR

» Profiling
~ Allowed Protocols
» Posture
Authentication Bypass
Ciient Pro 9

HFRIACLDERTE:

a. EEFEH—32/3—T, Policy > Policy Elements > ResultsZ:&RLET,

b. ERIDFEHS—arRA2T, Authorization > Authorization ProfilesZZRLET
c. Addxo)vILET,

d. Authorization Profilef81 T. £ #i%acl_3100IZ5%E L. Network Device Profile 74—

JLEMSCiscoZ#IRLET , Advanced Attributes Settingsf8#E T, 7hJE 21—+
Radius:Filter-IDZ®EIRL . 7 E 1 —MEZ3100(ACLEB)IZHRELET,

e. BREZRELFET.
E17 ZERIACLDOERE

‘dice Identty Services Engine Home  » ContextVisibilty  » Operaions

Policy Sefs  Profiing  Posture  Client Provisioning ~  Policy Elements
Dictionaries ~ » Conditions _ ~ Results

©  utnorzaton Profies > ad_3100

» Authentication Authorization Profile

+ Authorization

Authorization Profiles

Downloadable ACLs

» Profiling

» Posture

» Client Provisioning

» Common Tasks

v Advanced Atiributes Settings

[Radius:Fitter-ID ] =[3100

v Attributes Details

Access Type = ACCESS_ACCEPT
Filter-ID = 3100

15



EFRIVLANDERTE:

a. E&FE4S—32/3—T. Policy > Policy Elements > ResultsZ:&iRLE T,

b. ZRIDFEHS—L30RA T, Authorization > Authorization ProfilesZ®iRLET,
c. AddEY)vILET,

d. Authorization Profilef8# T. & #iZvlan_40941Z5%%EL . Network Device ProfileZ«

—LEM5CiscoxEIRLE T, Custom TaskséBiZ T, VLANA T a3 & IRL .
ID/NameZ1—JLRIZ4094E A HLET,

e. REERELFTT.

18 ERIVLANDEEE

il Identity Services Engine e

» Context Visibilty  » Operat
Policy Sets  Profiing  Posture  Client Provisioning ~ ~ Policy Elements

Dictionaries  » Conditions _ ~ Results

Authorization Profiles > vian_4094
» Authentication il
Authorization Profile

~ Authorization *Name [ian_4084 x

Authorization Profies Desciiption

Downloadable ACLs

" Access Type [ACCESS_ACCEPT -
» Profiling
Network Device Profile s Cisco| v |
» Posture
Service Template []

» Client Provisionin 0 "

Track Movement [] i

Passive Identity Tracking [] i

A~
M van TagID 1 (EdtTeg JiOMName[a088 |

[ Voice Domain Permission

[ eb Redirection (CWA, MDM, NSP, CPP)

1 Auto Smart Port N

nu..\n.l.—tb J:Unlh\_J-—kIJy_t‘JFEEQE Li‘a-o
a. byFFEH—32/3—T, Policy > Policy Sets#®IRLET,

b. Policy SetsDFIZHDTZRTAaA+ED)vILET,

c. RYL—tyrBEmablZREL. £HLEmablZEREL TAllowed Protocols/Server
Sequence!JAMEmabZEIRLET,

X 19 S KUHFAIRY O —y b DIERK

‘dcs’ Identity Services Engine

Policy Sets

+  Stats Poiicy Set Name

w
+*
v

d. &#HLLTWired MABZE-[ZWireless MABFZEIRLET,

16



20 &HDOER

Conditions Studio

Library Editor

Catalyst_Switch_Local_Web_Authenticat
®
iof

(1]

d

mab

[ [

= Wireless_MAB
=
= Wired_MAB
=
New AND OR
Set to 'Is not'

oupicate - (D

e. MABIUVRAIRIS—IbDViewhILIZHEITAAVEI)VILET,

f. Authorization Policy$815 T. Authorization Rule 1EWSRBIDHFRIARYS—FEBMLET,
Eral7R!) S —MResults > Profiles| T, 7A77 4 Jlacl 31005 LUvlan_4094%RRLET,

€| | o |
z z

9. REERELFTT.

=M= =
=R TEDER

1. O9SAF7URT, TAVYLARYRNT—IIZHESL, RESNf-1—HF—K L/ \RT—F%

ABLFTEEHRIERTSNFEEA),

2. ACT.d1—H—hA4oSAUIzY . H—/ N —HBAIACLE K UVLANZE 1 —H —([ZE|Y LT

CEERERLEY

17



22 A o514y 1——EHRDET

CHP-WFA

BRD7MIL

vlan 4094
#
dhcp server ip-pool vlan4094
network 191.94.0.0 mask 255.255.255.0
gateway-list 191.94.0.1
dns-list 191.94.0.1
#
interface vlan-interface 4094
ip address 191.94.0.1 24
#
acl advanced 3100
rule 1 deny ip destination 8.1.1.50
#
radius scheme ise
primary authentication 8.1.1.19 key cipher
$c$3$FpBYSjKA6TF17QmMPAQ83VNM+mNuZHUw=
user-name-format without-domain
nas-ip 191.120.1.56
#
domain ise
authentication default radius-scheme ise
17
authorization default radius-scheme ise
#
wlan ap ax model WA6528
serial-id 219801A1LH8188E00011
#
wlan service-template isemac?2

18



ssid 000AAAMACAU-MAC-CCMP-WPA
vlan 71
akm mode psk
preshared-key pass-phrase cipher $c$3$XYqokG618YoOymuklyvxoJuzFoB+oVJD6exoqw==
cipher-suite ccmp
security-ie rsn
client-security authentication-mode mac
mac-authentication domain ise
service-template enable

#

wlan ap ax model WA6528
serial-id 219801A1LH8188E00011
vian 1
radio 1

radio enable _
service-template isemac2

fl:Cisco ISER—ZXDR—AILEBEI DR E
2RI —O8E R

B23IZR Y &3, APIZRAYFENLTACICHE RSN, V54T U MIAPER LTI A VL AR YT —
DIZ79ALET,

ROBUEFH-TEOINTNAREY—N—FZBELET,

o DSAT UMD ANX L ALY T =T IR TBIZIE, BEER—2ILEIEE BT INENHY
E3x I

o ISEH—N—(F R—2ILHY—/\—BLUVRADIUSH—/\—ELTHERELE T,

E23 Ryb7—HH

ISE server
100.18.0.200/24

6&5.4.1[”24

AC Switch AF

B Paa B N B 7

T74 )bise_h3c.zZipMACLED R —U AT AT DIL—bTAL IR IZREFSN TSI EEHRLET,

19



FE
Q=

CDEREFITIL. Cisco ISEH—/IN—TODR—FILBEFZ &L D954 T DREFCEET A ELHRT
FIHERLET , Ry — OGS EOEMICOVLTIE. THAARAB LUV —NN—DT =T ILES
BL TS0,

TNARES—IN—DPRYRT—IEHRIN TS EEHERLET,

ACOERTE
1. ISPRAMUEHRTELET:

#ISPR AL ViseZERLET,

<H3C> system-view

[H3C] domain ise
HR—R)A—H—DFREL. BRI 7HAV T4 [CRADIUSR ¥ — LiseZERAT 5L 3IZISPR A
AUERELET,

[H3C-isp-ise] authentication portal radius-scheme ise

[H3C-isp-ise] authorization portal radius-scheme ise
[H3C-isp-ise] accounting portal radius-scheme ise

[H3C-isp-ise] quit
2. RADIUSRF—LEHRELFT,
# RADIUS R&—L iseFERLET
[H3C]radius scheme ise
#100.18.0.200(2#H BISEY —N\—& TS/ RRAB LUV T H I T T 4 —N—ELTHREL.
ISEH—N\—,DREGBED-ODOHAEF—ZFEELEFT . HAEF—H. ISEF—/\—THERK
SNTWSHBL—IL YR RILTH A EEFERL TIZELY,
[H3C-radius-ise]primary authentication 100.18.0.200 key simple 12345678

[H3C-radius-ise]primary accounting 100.18.0.200 key simple 12345678
#HISEY —/N\—ITEEEN L —F —B DR AV BERILET,
[H3C-radius-ise]user-name-format without-domain

3. KR—HLBAEHRELFET,
#IAVLAR—ENA—F—DBEBHAT T IMEEHITLES,
[H3C] portal user-logoff after-client-offline enable

#H—RIN—T A RIZISAT UM T OERTB=-HDACEDVLANA P —T T4/ X1000
#EELET .

[H3C] portal client-gateway interface vilan-interface 1000
#ACIE T D/ N IbEFFRILET

[H3C] portal free-rule 2 destination ip 6.6.4.10 255.255.255.255
H#RADIUSH—/\—3ECD/ N7y bEFAILET,

[H3C] portal free-rule 5 destination ip 100.18.0.200 255.255.255.255
#WebH—/N\—%HELET,

20



=
WebH—/N\—DURLDEEMIZ DL TIL. TISEH—/N\—DERK | OR—2ILBEEFSBLTIEEL,

[H3C] portal web-server ise

[H3C-portal-websvr-ise] url
https://100.18.0.200:8443/portal/PortalSetup.action?portal=f0ae43f0-7159-11e7-a35
5-005056aba474

[H3C-portal-websvr-ise] server-type ise

HHTTPR—X D O—H)LR—2ILWebH—E REHTTPSA—X M A—AJLIR—42)LWebH—E
REERLET . O—AIR—FILBIED T IAIDRBIER—CT7AILELTI7ZAIL
ise_h3c.zipFEELET ., 771 ILDACLEDRIEIHEAT A7 D IL—bTFTALIR)IZHEFRSH TL
BHEEHERELFET
[H3C] portal local-web-server http
[H3C-portal-local-websvr-http] default-logon-page ise_h3c.zip
H3C] portal local-web-server htgas . .
H3C-portal-local-websvr-https] default-logon-page ise_h3c.zip
4. H—ERFUTL—IEHRELTEMICLET,
[H3C] wlan service-template iseportal
[H3C-wlan-st-iseportal] ssid h3c-ise-portal
[H3C-wlan-st-iseportal] portal enable method direct
[H3C-wlan-st-iseportal] portal domain ise
[H3C-wlan-st-iseportal] portal bas-ip 6.6.4.10
[H3C-wlan-st-iseportal] portal apply web-server ise
[H3C-wlan-st-iseportal] service-template enable
[H3C-wlan-st-iseportal] quit
5. FEAPEREL. Y—ERXTUIL—IrEAPDradio UZ/NNAURLET,
[H3C] wlan ap apl model WA6330
[H3C-wlan-ap-apl] serial-id 219801A23V8209E0043Y
[H3C-wlan-ap-apl] radio 1
[H3C-wlan-ap-apl-radio-1] service-template iseportal vian 234
[H3C-wlan-ap-apl-radio-1] radio enable
[H3C-wlan-ap-apl-radio-1] quit
[H3C-wlan-ap-apl] quit

ISEY—/\—D R

1. TNARTAT7AIEERLET,

a. byTFEHF—2 32 /8—T, Administration > Network Resources > Network
Device ProfilesZ#:&IiRLET,

b. AddZVJvILET,
c. TNARTAT7AILAEHICIZEREL, NUF —ELTOther&#RL Supported Protocolstl
I TRADIUSEEIRLET .

d. REEZRELFTT,
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B24 TINARTA774 ILDIERK

"l Wdentity Services Engine Home  » ConlexiVisibiity  » Operaions  » Policy [EESRUTGEENEIEN + Work Centers

» System  » |dentity Management  ~ Network Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

» Network Devices  Metwork Device Groups  Netwoerk Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM » Location Services
——

Network Device Proiile List > H3C
Network Device Profile ED (Reset

* Name |H3C

Description

lcon Set To Defaull | G

Supported Protocols

RADIUS
TACACS+ O
TrustSec O

RADIUS Dictionaries

Templates

Expand All / Collapse All

» Authentication/Authorization
¥ Permisssions

» Change of Authorization (CoA)
» Redirect

» Advanced

Summary
Based on this configuration, the following are supported
Services: Radius, TACACS, TrustSec
CoA.  Not Supported
Native URL Redirect: Not Supported @

ﬂ | Reset

2. ACERYNT—IF VAT INARELTH—N—IZEBMLET,

a. EEOFEH—32/8—T. Administration > Network Resources > Network
DevicesZZEIRLET,

b. Add&2YUvILET,

C. RIRSNIZR—U T, BAIFACIZEREL. T/NARTAT7AILHICEREIRLT. IPFFLR
6.6.4.10%#5E L. RADIUS Authentication SettingsZEiRL T, £ H W £12345678(Z
BELET,

IP7RLADACEDRADIUS/ A YEDNAS IP7PRLRERIL THDHZEEHERLET .
HEMENACICEE SN -HBX—LRILTHOII LERERLET .
d. Submitz2vyIL%EY,
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B25 Y —/A—~DACERDEM

Identity Services Engine Home  » Context Visibility Operations  » Pol v Administration RS

» System  » Identity Management =~ Network Resources = » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ Network Devices ~ Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
—_—
o

Network Devices List > New Network Device

Network Devices

Network Devices
Default Device

Device Security Settings

[1paddress — ~] *IP: [6.6.4.10 |

© IPv6 is supported only for TACACS, At least one IPv4 must be defined when RADIUS is selected

* Device Profile [[7] H3C| v

Soitware Version \:l

* Network Device Group

Location ||l Locations | Set To Default
IPSEC [1s IPSEC Device D | (St To Default

Device Type  [all Device Types | [ Set To Default

v RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS

* Shared Secret [ 13345678

CoA Port | Set To Default

RADIUS DTLS Settings (i

DTLS Required [

Shared Secret |radius/dtis i

CoA Port | Set To Default
Issuer CA of ISE Cerlificates for CoA | Select if required (optional) v |
DNS Name

General Settings

Enable Keywrap [ G
* Key Encryption Key

* Message Authenticator Code Key

Key Input Format (=) ASCIl HEXADECIMAL

O » TACACS Authentication Settings
O 7y sNMP Settings

O » Advanced TrustSec Settings

m | Cancel

A—HY =T IL—TE=ERLET,
a. by7TFEH— 3> /\—TAdministration > Identity Management > GroupsZ:&RLET,
b. ERIDFEHS—arRA2T, User Identity GroupsZ&IiRLET,
c. AddEV)vILET,

d. FALWAR—2T, BRTEH3CIZERELET,

e. Submit2)vILET,
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®26 A—H—J IL—FOERK

“tsty: Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System |+ Identity Management » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Identities  Groups  External Identity Sources  Identity Source Sequences  » Settings
—

Identity Groups User Identity Groups > New User Identity Group
[ = p] Identity Group
= Py *N
e Sl ame [ H3C |
» [ Endpoint Identity Groups Description ‘ Z

v [ User Identity Groups

i admin m [ cancel
%L ALL_ACCOUNTS (default) o
% Employee

./;1 GROUP_ACCOUNTS (default)

£ GuestType_Contractor (default)

£ GuestType_Daily (default)

4% GuestType_SocialLogin (default)

1 GuestType_Weekly (default)

9t H3C

9t LDF

OWN_ACCOUNTS (default)

user

33 033 092

b

2

808 )

[}

Ar
v

53 )

%

[

FYNT =T )R A—H—FERHLET,

a. LEFEH—32/8—T, Administration > Identity Management > IdentitiesZ:&RLE
ER

b. ZAIDFEHS — 3RS T, UsersZZIRLET,
c. AddZEHIUVILET,

d. BAL=R—IT, &HIEh3c001(2, /SR —KFH3¢12345612% €L, A —H—%1—H—
S I—TH3CIZ/ANIVKRLET,

NRAT=RIZKXF . IWXF, BLUVEFNEEN TSI EEHERLET,
e. [Submit]z41)vILET,
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K27 RYMI—OF HR1—F—DERK

Identity Services Engine Home  » ConiextVisibiily  » Operations  » Policy [ERFNIEIEEY » Work Centers

» System | - |dentity Management » Network Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC
« |dentities  Groups External Identity Sources  Identity Source Sequences » Settings
——

(]

Network Access Users List > New Network Access User
Users

¥ Network Access User
Latest Manual Network Scan Results

*Name [ h3coo1

Status Enabled »
¥ Passwords
Password Type:  Intemnal Users hd

Password Re-Enter Password

* Login Password

. | [ Generate Password |

|
Enable Password | | [ | [ Generate Password |

¥ User Information

 Account Options

Description |

Change password on next login ()

w Account Disable Policy

O Disable account if date exceeds | 2022-07-04 (yyyy-mm-dd)

¥ User Groups

{Hac

s JEETTR

PRI TArILERELET,

a. LEFEH—32/8—T, Policy > Policy Elements > ResultsZ:&RLET,

b. ZRIDFEHS—3>rRA2T, Authentication > Allowed ProtocolsZ:&RLET,
c. Default Network Access#%')v7L. Allow CHAPZEIRLE T,

d. BEERHFLET,
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E28 ZEIISAra/L DR

Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning =~ Policy Elements

Dictionaries  » Conditions  ~Results

(<}
o Allowed Protocols Services List > Default Network Access

~ Authentication

Allowed Protocols
Allowed Protocols Name | pefault Network Access

» Authorization Description | pefault Allowed Protocol Service

» Profiling 4
w Allowed Protocols

» Posture

Authentication Bypass

» Client Provisioning Process Host Lookup G

Authentication Protocols

(]

Allow PAP/ASCII

3]

Allow CHAP

Allow MS-CHAPv1

Allow MS-CHAPv2

Allow EAP-MD5

00D Do

Allow EAP-TLS
Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy
i
Enable Stateless Session Resume

Session ticket time to live | 5 >

Proactive session ticket update will occur after 90 % of Time To Live has expired

Allow LEAP

Allow PEAP

Allow EAP-FAST

Allow EAP-TTLS

Preferred EAP Protocol b
EAP-TLS L-hit i

Allow weak ciphers for EAP (i

OO00D0Oo0oOooaDo

Require Message-Authenticator for all RADIUS Requests i

e [
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R—BILEREEEHLET,

a. LEFEHS—32/3—T, Work Centers > Guest Access > Portals & Components%
BEBRLFEY,

b. ZRIDFES—L30RAU T, Guest Portals#ZEIRLET,

c. ‘RSNI=R—I T, Self-Registered Guest Portal(T74/ILMZESUvHILET, TIAILE
BREZMEALT, URL Portal test URLEVYILET . RIRSNI=I4URIDTRL AN
—IZHBTFLRIE, WebH—/A—DFTFLRATY,

X 29 R—RILERTEDIER

‘Z'.'s'Zl;' Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access =~ v GuestAccess = » TrustSec » BYOD » Profiler » Posture  » Device Administration  » PassivelD

Overview  » Identities  Identity Groups ~ Extld Sources  » Administration  Network Devices v Portals & Components  Manage Accounts  » Policy Elements ~ Policy Sets  Reports ~ Custom Portal Files  » Settings

[
Guest Portals
Guest Portals
Guest Types
Choose one of the three pre-defined portal types, which you can edit, customize, and authorize for guest access
Sponsor Groups
Sponsor Portals

{ Create. || Edit | Duplicate

Hotspot Guest Portal (default)
Guests do not require username and password credentials to access the network, but you can optionally require an access code

£ Authorization setup required

portal

£\ Authorization setup required

Self-Registered Guest Portal (default)
Guests may create their own accounts and be assigned a usemame and password, or use their social login to access the network

© usedin 1 rules in the Authorization policy

o To authorize a portal for use, you must create an Authorization profile for it and then reference that profile in a rule in the Authorization policy

To create an authorization profile

s > Policy Elements > Results >

To create an authorization policy

Go to Work Centers >

s > Policy Sets

» Porta Settings

m
» Login Page Settings m
sl ‘ j

» Self-Registration Success Setings

mS—— l l
S
e
— 1
P
F—
E————— |
e

» Support Information Page Settings

= =
=R TEDER

HEFEEET. SSID h3c-ise-portalZEFALTI A YL R Y —E RIZHE#HELET , CiscoBFERT 1R

s

-
Con

MRS, ELWA—H—ZE/XT—FZAFIL. Sign OnEV)vILET, FALV=R—D T,
tinueZ Uy ILET, AT AN T 5 EEHERLET,
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30 SREDFER

all RERE T 10:53 @ 100% = all FEEE T 10:53 @ 100% ==
AA 8 10.249.56.169 ¢ AA 8 10.249.56.169 (@
Foxconn Guest Portal Foxconn Guest Portal &
Welcome Welcome Message
Sign on for guest access. Click Continue to connect to the network.
Username: You're very close to gaining network access.

Password:

< M m @) < M m

#ACT. Ao SAR—RILD1——IFHRERRLET,
[H3C] display portal user all
Total portal users: 1
Username: h3c001
AP name: apl
Radio ID: 1
SSID: h3c-ise-portal
Portal server: N/A
State: Online
VPN instance: N/A
MAC IP VLAN Interface
9cbc-f0e7-50f0 10.249.56.169 234  WLAN-BSS1/0/4
Authorization information:
DHCP IP pool: N/A
User profile: N/A
Session group profile: N/A
ACL number: N/A
Inbound CAR: N/A
Outbound CAR: N/A
Web URL: N/A

BRZ7MIL

vlan 234

#

vlan 1000

#

wlan service-template iseportal
ssid h3c-ise-portal
portal enable method direct
portal domain ise
portal bas-ip 6.6.4.10
portal apply web-server ise
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service-template enable
#
interface Vlan-interface1000
ip address 6.6.4.10 255.255.255.0
#
radius scheme ise
primary authentication 100.18.0.200 key cipher $c$3$0TPE3ir9uY1718iL9tFmRoaoDu?
Dmtlz2gZC
primary accounting 100.18.0.200 key cipher $¢c$3%/Vcna21JU94hHKgWvBTrACCGhUmBIiPi
B5Vp7
user-name-format without-domain
nas-ip 6.6.4.10
#
domain ise
authentication portal radius-scheme ise
authorization portal radius-scheme ise
accounting portal radius-scheme ise
#
portal user-logoff after-client-offline enable
portal client-gateway interface Vlan-interface1000
portal free-rule 2 destination ip 6.6.4.10 255.255.255.255
portal free-rule 5 destination ip 100.18.0.200 255.255.255.255
#
portal web-server ise
url
https://100.18.0.200:8443/portal/PortalSetup.action?portal=f0ae43f0-7159-11e7-a355-00
5056aba474
server-type ise
#
portal local-web-server http
default-logon-page ise_h3c.zip
#
portal local-web-server https
default-logon-page ise_h3c.zip
#
wlan ap apl model WA6330
serial-id 219801A23V8209E0043Y
radio 1
radio enable
service-template iseportal vian 234
radio 2
radio 3
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ffl:Cisco ISER—RXDEESE
SSHOY A HDOHWTACACSEREE

TR T—OFER

R3LIRT &SI AVE1—RFRAYFENLTACIZEHRINTWNET , Y547V RMSSHENLT
ACIZAET AT 5L, ISEY—/IN\—IFHI5/4 7 FOHWTACACSREEFEITLET,

DS54 TUME, SSHEFEALTACIZAY 1 L= . ROEREERLET,
o  LANIA—4—O—LOEREHLFET,

e display cpu-usageaY U KRIZT7IEATEZE A,

®31 xvkT7—YR

ISE server
B8.1.1.19/24

Qm 2.1.56/24

AC Switch PC

FIIR

Q=
ZDEHRFEHTIL. Cisco ISEH—/N\—THHWTACACSEEIEIZ L ASSHOY A DR BEET S+
E HERERFTEHRIALET , YT —EGREDHMIZ DL TIE, THNIAB LY —/N—D7=
A7 IIESBLTZS,
TNAREY—IN—DPRYR T —IEHEIN TSI EEHERLET,

ACOERE
1. HWTACACSRAF—LZEZHRELET . #HWTACACSRAF—LtackERLFET,
<AC> system-view
[AC] hwtacacs scheme tac
#8.1.1.1912%H BISEY —N\—ZTSATURBEE. BE. THIU T4 T H—N—ELTHRE
ISEY—/N\—LDRELBED-HOREF—FHELFT HFX—(F, ISEH—/\— 'C%EJZ
ENTVSHED—ILYRERILTHAHZ EEHERL TS,
[AC-hwtacacs-tac] primary authentication 8.1.1.19 key cipher
$c$3%$8zfqwa07HmMNhvjWVEeixwSNGEGo082r/htRg=
[AC-hwtacacs-tac] primary authorization 8.1.1.19 key cipher

$cH3$FARZUEPskfKoULCy46SHqOhVbNHakBUPIeE=
[AC-hwtacacs-tac] primary accounting 8.1.1.19 key cipher
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$c$3$tBnfBIfFHNO9YHBko2ZjMpzpuRqSyN3wdDPA=
HISEY—N—ITEESNDZI—HF —EDDR AV EEFRNMLET,
[AC-hwtacacs-tac] user-name-format without-domain
HISEH —/N\—ITEFESNHHWTACACS/ V7Y DNAS IP7RLRELT191.2.1.56%4EELET .
NAS IP7RLAM, ISEY—/N—TACIZHLTHRESN TWSLDERIL TH S LEHELFET .
[AC-hwtacacs-tac] nas-ip 191.2.1.56
[AC-hwtacacs-tac] quit
ISPRASZERHLET
HISPRA VO R T LEERKLET,
[AC] domain system
#AT 10 1—— DB LRBAIITHWTACACS A F—Ltack EAL. AJ 11— —DT7H7
T4V ERITUENKSIC, ISPRASUVERELET
[AC-isp-system] authentication login hwtacacs-scheme tac
[AC-isp-system] authorization login hwtacacs-scheme tac
[AC-isp-system] accounting login none

HATURDRBAIETH IV TAU T IZTHWTACACS A F—Ltack EAT 5K SIZISPRASUERTE
LEJ,

[AC-isp-system] authorization command hwtacacs-scheme tac

[AC-isp-system] accounting command hwtacacs-scheme tac

[AC-isp-system] quit

A—AILRSAB LUDSAF—ARTEEML . SSHY —/\—& A R—TLIZLFET,
[AC] public-key local create rsa
[AC] public-key local create dsa

[AC] ssh server enable

TIAIWA—)LEREER A R —T LICLET

[AC] role default-role enable

ARVURRBAIB IV T I TV T HAFR—TILIZLET,
[AC] line vty 0 31
[AC-line-vty0-31] authentication-mode scheme
[AC-line-vty0-31] command authorization

]
[AC-line-vty0-31] command accounting
[AC-line-vty0-31] quit

ISEY—/\—D R

1.

FYRD—=OF VLR 1—F—ZERHLET,

a. EEOFEH—32/3—T. Work Centers > Device Administration > Identities%:&iR
LET,

b. ZRIDFES—LarRAU T, UsersE:ERLET,

c. AddEo)vILET,

d. BAL=R—=IT, &HiTEldfloginlZ, /8RAT—R#LAf654321CRELET . /ART—FIZKX
FUMNEFEBLVHFNEEN TSI LERERLET,

e. Submit#2)vILET,
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®32 AyrI—H9F7 R 1—YF—DERK

b Network Access  » GuestAccess b TrusiSec  » BYOD b Profer  » Postwre | ~Dewce Admnistrabon | » PasswelD
ork Ances st > Idflogin
* Network Access User

*Name [Idfiogi

* Account Disable Policy

ALl dale exceecs  2019-11-18

> User Groups

ACERYNI =T VAT INARELTH—/N—ITEBMLETS,

a. byTFHEH—L 32 /3—T. Work Centers > Device Administration > Network
ResourcesZERLET,

b. ERIDFES—L30RAL2 T, Network DevicesZ:&IRLET,
AddEV)vILET,

d. RIRSNF=R—U T, BRTEAC2IZEREL. IPFRLX191.2.1.56%#ELTTACACS
Authentication SettingsZ:&RL . HBEMEEH3cCITHELE T,

IPPRLAMACEDHWTACACS/ Ay RMDNAS IPPRLARERILTHAZ EEZFHERLET,
HEMELACICEESN-RBEXF—LRLTHAZEEFHRLET,
e. BREZRELET,

B33 H—/S\—A~DACEEDE

‘& \dentity ServiceSENgiNe  home  » ContextVisbiity  » Operations  » Policy

) TusiSec > BYOD »Profler » Posture
fck her o do > "
» Groups  Extld Sources v Network Resources evice Admin ts  Reports Setting:
@ Network Devices
* Name |AC2
Description
[Pagies ] *: [D1215% ] 1]

© 1PV is supported only for TACACS, At least one IPv4 must be defined when RADIUS is selected

AlcatelWired | »| &

Software Version l:l

* Network Device Group
Location [all Locations [ Set To Defauit

IPSEC [No © | [(setToDe
Device Type  [all Device Types (St To Defauit

O [ RADIUS Authentication Settings

~ TAGACS Authentication Settings

Enable Single Connect Mod

Q isco Device
© TACACS Draft Compliance Single Connect Support

RETORILERELET,
a. EEDFEHS— 32 /\—T, Work Centers > Device Administration > Policy
ElementsZ#IRLET,

b. ERIOFEHS—30RA2 T, Results > Allowed ProtocolsZ:&IRLET,
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c. Default Device AdminEWVSAFIDT 7A4IILEDHFRI OIS —ERZFHLE
9, El34 RO L DERL

sthualis \dentity Services Engine

» Network Access b Guest Acce:
Click here to do wireless setup and visibilty setup Do

» Overview  » Identities  User Id

» Conditions

» Network Conditions.

Description - ['pefauit Allowed Protocol Service Device Admin
~ Results

Allowed Protocols
 Allowed Protocols
TACACS Command Sefs

TACACS Profiles Authentication Protocols
Only Authentication Protocols relevant to TACACS are displayed.
Allow PAPIASCI
Allow CHAP

Allow MS-CHAPV1

ED (re=

TACACSTO77/4ILEHRELET,

a. EEBDOFE4S—32/\—T, Work Centers > Device Administration > Policy
ElementsZ#ZEIRLET,

b. ERIDFES—L30RL2T. Results > TACACS ProfileszEIRLET,
AddEo71)voLZET,

d. RRSINTI=R—T T, LfiiZldftacasiZEEEL . Default PrivilegeZ#IRL T, T4+
HERELANILLZERELET,

e. REERFLFTT.

E35 TACACSFO77/ILDEEE

Click here to do wireless setup and visibility setup Do not show this agair
Device Admin Policy Sets ~ Reports ~ Settings

TACACS Profiles > Idfacas
» Conditions

TACACS Profile

» Network Conditions.

Name | Idtacas
~ Results
Description
Task Attribute View Raw View

Common Tasks

Common Task Type | Shel

@ DefaultPriviege 1 Select 01015)
Maximum Priviege (Select01015)
AcessContoitst [ O]

Auto Command [

| (setecttrue or faise)

No Escape

Timeout [

Min
Idle Time Min

Custom Attributes

TACACSOYUREYNEERELET,

a. EEDFEH— 32 /\—T, Work Centers > Device Administration > Policy
ElementsZ:&#RLFET,

b. ZAIDFEHS—3rRA2T, Results > TACACS Command SetsZ#iRLFET,
AddZzo)vILET,

d. FAL=R— T, &RiTZIdftacacsIZEELFE T ., CommandsEiz T, Permit any command
that not listed at belowZ:#3RL . display cpu-usagea~ > REEELET,

e. REEZRELFTT,
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E36 TACACSaAVYRtEYrDERTE

Command Set

Commands

+Q
B

RS LUVRAR) o —tyhERELET,

a. EEDFEHS— 32 /\—T, Work Centers > Device Administration > Device
Admin Policy Sets&:&RLET,

b. Policy SetsDFIZHDTZRTAaA+ED)vILET,

c. RUS—tyh&%F allBZELET,

37 BEES KUHAIRI S —y DR

Identity Services Engine Home  » Contexi Visbity  » Operations  » Pokc

Policy Sets

+  Siats  Policy Set Name Description

d. ELVSERIDRIESLUVHFAR)—EyrDViewdlZHDT7 (a2 E0)vILET,
a.

e. Authorization Policy$83 T. Authorization RuleEW\S&RID AR —EBMLET,
1. EFA[R1)) > —MResults > Command Sets¥| T, av Kty hldftacacsZERLET,
FFRI7R1)> —MResults > Shell Profiles§] T, TACACST A 774 JLIdftacas%:&RLE T,
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X 38 B AR —M BN

Description

¥ Authentication Policy (1)

> Authorization Policy - Local Excep

¥ Authorization Policy - Global Exceptions

w Authorization Policy (2)
Rule Name

Status

@  Authorization Rule 1

m

©  Defaut

Conditions

ik here to 60 wireless setup and visibiity setup

Conditions Allowed Protocols / Sery Hits

Results

Command Sets Shell Pr

Actions

ihacacs

shacas

DenyAiCommands

f.

—

T/

REERELES .

\ART I ERBIY—EREFT T S:

a. MyTFES—32/3—T, Administration > System > DeploymentZi&ZiRLET,
b. ISE/—FZZFEIRL. EditZ0'JvILET,
B39 ISE/—FDBIREEAiIt DY) v9

License Warming A

Cick here 10 60 wireless setup and visioiity setup [

Deployment

Deployment
AN Faiover

Doman | o snow [
« Personas Roles Servces Node Status
Administration, Mondoring, Polcy Service STANDALONE SESSION PROFILER DEVICE ADMIN

c. RIREN=R—T T, Enable Device Admin Service4A 7 a3 %:&RL.

i‘a—o

B40 ISE/—R iRtk

Deployment

Roe STA)

Ac

v Mon

itoring

Role

Other Monitaring Node

v Polcy Servce

v Enadl

odes List > ISE

REERFEL

1SE
ISE.wiantesth3c.com
81119

identty Services Engine (ISE)
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X TE DAESE

1. I9ZAT7UMPELWNA—H—ZENRRT—REA AL, SSHEERALTACIZAT 1o TE
BT EETERLET FHAIXER),

2. OSATURALARILIDERE THASN AT URDIHT I ERATESLEEHRLET =%
(X, 547> &display memoryavw U RIZ7 A TEE T, V54 7 khidisplay cpu-usage
ARURIZT VR TELGNWIEEHERLET,

E41 7RO

BRI 7MIL

hwtacacs scheme tac
primary authentication 8.1.1.19 key cipher $c$3$8zfqwa07HmNhvjWvEeixwS5NGEG082r/htRg=
primary authorization 8.1.1.19 key cipher $c$3$fARZu6PskfKoULCy46SHqOhVbNHakBUPleE=
primary accounting 8.1.1.19 key cipher $c$3$tBnfBIfHnO9YHBko2ZjMpzpuRgSyN3wdDPA=
user-name-format without-domain
nas-ip 191.2.1.56

#

domain system
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authentication login hwtacacs-scheme tac
authorization login hwtacacs-scheme tac
accounting login none
authorization command hwtacacs-scheme tac
accounting command hwtacacs-scheme tac
#
public-key local create rsa
#
public-key local create dsa
#
ssh server enable
#
role default-role enable
#
line vty 0 31
authentication-mode scheme
command authorization
command accounting
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