H3C7VtRXarbAO—5
Microsoft NPSH—/\—([Z & BTt XERE D B

KEDLHEEHER5E . New H3C Technologies Co.,Ltd. DEMEICLHFBRIDAKHEG LWHEEBRFEIEFEICL>THE
BF-ILRETIEETEE A,

New H3C Technologies Co.,Ltd. DEHZERE . AEICERB N TV T R TOEEE. TNETNDOFREBEDOEZEEIEE
BREIETY,

CORFIAVDERIE. FELLICERINDILAHYET,
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[FCHIC

ROEHRTIL. Microsoft NPSDRREFEH—/N\—Y Iz T7EERALTIAVYLRISATUNERIET
BESITHICT VRV A—5—% BT 5B RLET . ZDHIIZIEX. Microsoft NPSA—X DR
—BIEBIEB LURAFACLEIY LY TOEBRNEENET,

FERENTNEY IR T7/IN\—D3Y

ROBEFE. RDN—F Iz 7ELVV I I T N30 TERB LUHERESN -2 D TT,
e  AC:R5435P03%3179 %VAC,

e NPSEEEEY—/\—:Windows Server 2016 NPSaR—R Uk,

e iIMCH—/3—iMC PLAT 7.3(E0706P03)& £ UNMC 7.3(E0620)%E1T9 HH—/3\—,

Bl:NPSEEEE Y —/\—Z%FEALI=-/R—2ILEE
DR

T —ORRL

R1IZTRT LI, APIFRAYFE N L TACIZER SN, V54T U MIAPENRLTIA VYL ARy b DT —
DIZ7HOEALET,

EER—2IIZEIAZEBREL T 9547 bDRYT—91) ) —ZAADT O REFIHLE T, NPSH—
IN—ZERADIUSH—/\—ELTEAL., IMCH—/N—FR—2)L Y —N—ELTEALET,

H1rybT7—IH

iMC
811231024

Switch NPS
BT217124
Client AC
Wian-inted

72.205.1.116



HIRIBIEEAARSAY

APDEE/ARILIZRREIN TS YT ILIDEZFERAL T, APEIRELET,

FIR

ACOERTE
1. RADIUSRF—LZEERLET.

#RADIUSR ¥ —LnpsEERLET,

<AC> system-view

[AC] radius scheme nps
HNPSH—N—2TSA) BB LUV T IV TAVT H—N—ELTHREL, $——LDRE
BBEDEOOHEF—ZEELEFT . AFX D NPSH—/N—THERINA TSI HFL—Y
LybERICTH A EERERLTIIZELY,
[AC-radius-nps] primary authentication 8.72.1.7 key simple 12345678
[AC-radius-nps] primary accounting 8.72.1.7 key simple 12345678
HNPSH—/N—ITEEINDII—F —BOSR A VB ERNLET,
[AC-radius-nps] user-name-format without-domain
[AC-radius-nps] quit
2. ISPRASUERELET,
#ISPR A VR—ILEERLET,
[AC] domain portal
#A—H—EREE. KB, BLKUOTHhO T4 DEEENDHiEELTRADIUSR X — LnpsEEHT
BESITISPRASUEERLET
[AC-isp-portal] authentication portal radius-scheme nps
[AC-isp-portal] authorization portal radius-scheme nps
[AC-isp-portal] accounting portal radius-scheme nps
[AC-isp-portal] quit
3. R—ALBHEHRELFES,
#R—A LRI —/\—& ZFimc. IPTRLRZEIMCH—/A—DIPFRL R F—%TL—>TFXb
DR—ZIILELTERELET .
[AC] portal server imc
[AC-portal-server-imc] ip 8.1.1.231 key simple portal
[AC-portal-server-imc] quit
#R—4A )L WebH—/\—DURLZhttp://8.1.1.231:8080/portal/ EL THERLET . (REDR—4
JLWebH—/A—DURLEIEEL TIZELY, )
[AC] portal web-server imc
[AC-portal-websvr-imc] url http://8.1.1.231:8080/portal/



[AC-portal-websvr-imc] quit
#F—ERTUTL—MR—RILEERLET,

[AC] wlan service-template portal
#F—ERXTUTL—DSSIDEIEELET,

[AC-wlan-st-portal] ssid portal_nps
#—ERTUTLU—CEER—FLBIEEDICLET,
[AC-wlan-st-portal] portal enable method direct
#H—ERXTUTL—TR—SILWebH—/\—imcEIEELE T,
[AC-wlan-st-portal] portal apply web-server imc
#Y—ERTUTU—CRIERF A VR—FIILERELET,
[AC-wlan-st-portal] portal domain portal
#HF—ERTUIL—MEEHICLET,

[AC-wlan-st-portal] service-template enable

[AC-wlan-st-portal] quit

#aplELWDRFIDFHAPEREL. EDETILESVITIVIDEEELET .
[AC] wlan ap apl model WA6638-JP

[AC-wlan-ap-ap1l] serial-id 219801A24F8198E0001G
[AC-wlan-ap-apl] quit

#radio 1ZB/MICL, Y—ERTUTL—MR—2)LEVLAN 80 EIRIC/NNAURLET,
[AC] wlan ap apl

[AC-wlan-ap-apl] radio 1

[AC-wlan-ap-apl-radio-1] service-template portal vilan 80
[AC-wlan-ap-apl-radio-1] radio enable

[AC-wlan-ap-apl-radio-1] quit

[AC-wlan-ap-apl] quit

ACL 3999%Z R ELFI (WEITWLTACLZRELEY),

[AC] acl advanced 3999

[AC-acl-ipv4-adv-3999] rule 0 permit ip

[AC-acl-ipv4-adv-3999] quit

ACTDHCPHY—ERXZFAR—TJLIZL, DHCP7ZRLRT—)LZERKLTYZA T U MIIP7RL
REEVHETET,

#VLAN 80&VLAN-interface 80 ERILET o VLANA U A—T T/ RIZIPFRLRA72.205.1.1&4
TRyhTRY255.255.0.0¢FY L TET,

[AC] vlan 80

[AC-vlan80] quit

[AC] interface Vlan-interface 80

[AC-Vlan-interface80] ip address 72.205.1.1 255.255.0.0



[AC-Vlan-interface80] quit
#DHCPHY—ERZHMIZLET,
[AC] dhcp enable
#B0LLVS A RIDDHCP7RL AT —ILEERLET,
[AC] dhcp server ip-pool 80
[AC-dhcp-pool-80] quit
#DHCP7RLRAT— /LT, BIEIY B TOHY T Hwh%72.205.0.0/161<HEELET
[AC-dhcp-pool-80] network 72.205.0.0 mask 255.255.0.0
#DHCP7RL AT — LT —b oA 7L R%72.205.1.1ELTHRELE T,
[AC-dhcp-pool-80] gateway-list 72.205.1.1
#DHCP7RLRT—)LTDNSH—/N—RLR%72.205.L.1ELTHRELET
[AC-dhcp-pool-80] dns-list 72.205.1.1
[AC-dhcp-pool-80] quit

IMCH—/— (R R—2IY—/—)DE’TE

1. FR—=ELY—N—%HERHLFET,

a. IMCIza&Z' 4> L. UseraJ&491)voLET,

b. R2IZRT &SIz, FEHF—I 3 v)—hibUser Access Policy > Portal Service >
Server&EB#IRL T, R—R2IHY—N\—EBER—CFHEET,

c. BEIZELTR—AILY—IN—DINSA—2—%ERLET,
d. OKEHYYYILET,
E2 R—FILY—/ " —DIER

y > Poy

Portal Server

Re

Portal Web

2. IPPRLRYIL—TEHBELET,

a. FTEH—> 3 vl)—hbUser Access Policy > Portal Service > IP GroupZ:&RL T,
R—BILIPFRLRT IN—TDERER—CHREET,

b. AddZ9)y993E, BBDKIER—UNHEET,
c. IPTIL—TDRBIPFRLAERTIPPRLAZAALET , Y5147V MPZRLANIPY IL—
TRIZHHEEFERLET .



d. Y—ERTIL—TEERLET,

ZDBITIE, EEMNY IL—FUngroupedZERALET .
e. ActionJRrMSNormalZEIRLET
f. OKZZJvyILFEY,

K3 IPFRLRY IL—FDEMN

= Add IP Group

IP Group Name * 72.205.0.0

StartIP * 72.205.0.0

EndIP *

Ungrouped

Normal

3. R—AITNAREEBILET,

a. TEX—> 3 v1)—hibUser Access Policy > Portal Service > DeviceZi®iRL T,
R—BINTNAREER—VEHEET,

AddZED) v T BE, HAD ESHR—UHNEEET,
TINARBACHEBNEATILET,
IR—BI Y —/IN—ERER IR T BACD A A—TIAADIPTRLRAZEANLET,

F—ZAALFET, COF—IL, ACIZEESINTWAF—ERLTHADENHYET, ZDFI
TlZ. Portal ©9,

Access Method!)XkA5 Directly ConnectedZ#RLET,
g. MDNFA—REBREDREEFEALET,

h. OK&2JvILEY,

B4 R—SILTF A RAD3EHN

O o o o

—h

Advanced Information

Li ort *

4. R=BILTNARZIPFRLRY L—TFIZBERITET,
a. E5IZRT &SIZ, T/3A RDPort Group Information Management7Aa>%&49')v9



LT R—M L —TERER—CERASET,

b. BE6IZRT &3IZ. AddEV VI LTR—DFRAEFET,

K=t W—TE&EANLET,

d. BRESNEIPFRLART IL—TEERLET,
A—HY—PRYRT—VIZT IR T B=-DICFERTHIPTRLRIE, COIPFTRLRYT L—T
RICHEILELHYETS,

e. MDNFA—RZIIBREEDHREEFALET,

f. OK&ZYUvILEY,

o

5 Devicelist

1P Address Last Deployed at

Be6 R—~ 7 IL—F DB

onfigure Port Group > Add Port Group

NPSH—/3—(RADIUSH—/\—) KT 5

1. RADIUSYSAT7UNEERELET .
a. RYRIT—OR)—H—/IN\—(NPS)AVR—R U EREFET, ERIOFES -3 RAUT
RADIUS Client and Servers > RADIUS ClientsZ&#iRLEY,

b. #HLL\RADIUSYSA 7 hD3EN: Address(IP or DNS)74—/JLRIZACDIP7RL A% A H
LET HEMBEANLET . REMBIL., T5AUBASLUVTHIUTA2T H—i3—
[CERESNTWAEEF—LRILTHIVLELHYET , COHITIL, XEWEIL12345678
T9,



E7 RADIUSHYSA T DER
@ PS (Local)

v [] RADIUS Clients and Servers

2 RADIUS Clients ? RADIUS clients alow you to specify the network access servers, that provide access to your network.
3 Remote RADIUS Server Groups s New RADIUS Client x
v [Z] Policies
| Connection Request Policies Friendly Name IP Address  Device M Setirgs [Afraed
| Network Policies
B, Accounting Enable this RADIUS client

> Ml Templates Management Select an existing template

Name and Address

Friendly name:

|vﬁC |
Address (IP or DNS):

[8721.202 || Verty..

Shared Secret
Select an existing Shared Secrets template:
None v \

To manually type a shared secret, cick Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here, Shared secrets are case-senstive.

@ Manual O Generate

Shared secret:

|'.l"..' I
Confim shared secret:

(TS

2. A—Y—0ER:
a. Active Directory Users and Computersa>R—r U hEBEET , UsersTaL IR EE
RLTHEYIYIL LWL A—F—ZBMLET,
b. A—H—&FmylZFHEL. NextEIUvILET,
H81—H—DERK

: \ctive Directory Users and Computers — (|
File Action View Help
e 2@ 0XES HETRITYER
1 Active Directory Users and Com | | Name Type Description ~
» ] Saved Queries PO S T Bk eocoaumd farad
v te,s{"m'"f New Object - User X
~| Builtin
| Computers
» =] Domain Controllers & Createin: testcom/Users
» | ForeignSecurityPrincipal
| Managed Service Accour
| Users First name: (my | Intias: | ’
Last name: | |
Full name: imy I
User logon name
|mﬂ I @test.com v
User logon name (pre-Windows 2000):
[E=n [ |
< > v




c. A—H—/SRT—F%#AL. Password never expiresZ:ERLET
NextzZ)wILET .
Bo1—H—/RRT—F D

—

File Action View Help
o 2R /0 XES HEITRETIR

] Active Directory Users and Com|| Name Type Description 2
| Saved Queries Adminictratar_Lcar. Ruiltain account farad :

v #a te“‘“{"f New Object - User X

| Builtin

| Computers

=] Domain Controllers ; Createin: test.com/Users

_| ForeignSecurityPrincipal: i

| Managed Service Accout

| Users Password: ‘1 ]

Confirm password: ‘ . |

[[] User must change password at next logon
[7] User cannot change password

[A Password never expires

[[] Account is disabled

<Back Cancel

S UTITIEnT oL SECUTILY OTOUD - AT WOTKSTE@UUTTS armu ser.y :

3. BEMERRI—ZEHBHLES,
a. FLLEGERR)—ZEBMLET,

#NPSOAVR—RUMEREET, TEHS — 30 RAL2 T, Policies > Connection
Request Policiez®iRLE T,

#request policyZBMLET , RU—REHREL. MDA T2 avITETIHILREEEA
LT.Next&ZJwoL%ET,

10



H10 #EHERRIS—DIER

I nPs (Loca)
v 7] RADIUS Clients and Servers
§ RADIUS Clients
35 Remote RADIUS Server Groups
v [5] Policies
.3 Connection Request Policies
1 Network Policies
B, Accounting
» Ml Templates Management

—

Connection Request Policies

[ Connection request policies allow you to designate whether connection requests are processed locally or forwarded to remote RADIUS servers.

Policy Name
,:_J Use Windows af

Condtions - If thel

Condtion

Settings - Then th

New Connection Request Policy X
You can specify a name for your connection request policy and the type of connections to which the policy is applied;

g ! Specify Connection Request Policy Name and Connection Type

Policy name:
[example]

Network connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server
type or Vendor specific. but neither is required. If your network access serveris an 802, 1X authenticating switch or wireless access poirt,
select Unspeciied. I

(® Type of network access server:

Unspecied v
(O Vendor speciic:

10 =

e =

b. Add auser name: Specify ConditionsX— TUser NameZ:&RL . Add&5)voIL T,
BIDFIETEMLI-RADIUSA—H —% i) VT AMRY S —IZBIMLET . OKEY v Y

LET,

11 Aa—H—&0EM

‘ Specify Conditions
* Specify the conditions that determine whether this connection request policy is evaluated for a connection reguest. 4

minimum of one condition is requirad.

Select 3 condition, and then click Add.

User Name

§» UserName
Svgp The user name tERTEPYS SPTNPY

lypically containg

Lonneclion Propeiies
B AccessClientl

The Access Chei
~4— fromthe RADIUS

By AccessClientl
= The Access Clel
~4= from the RADILS

s

matching syntax

Specfy the user name of the access request message. You can use pattem

f sting that

uesting access

[m

|

The Framed Prot

: N Framed Protoct
. packets, such as

<

PPP o SLIP

Cance
OCOI CORMIcN TESUICTs The palicy 10 only Clients specily for incoming

uesting access

R

Edit.. Remove

Previous | | Next \ Firish Cancel

11



c. NASIR—rE2AT%#ERLET,

# Specify ConditionsR—C D TFERT. NAS Port TypeZRIRLBIRLI-21 T EHER
RUS—ITEBMLET,

#Common 8021.X connection tunnel types$#igi T, Wireless IEEE-802.11%F#RLFE
9, Others$BIE T, Wireless-Other&ZEiRLEY,

#OKZED v ILEY,

B 12 NASHR—k 24 T DR

= ~
nection Request Pol

‘ Specify Conditions
]
* Specify the conditions that determine whether this connection request policy is evaluated for a connection request. A

3 minimum of one condition is required.
| NAS Port Type

Select 3 condition. and lhg[ Specify the access media types required to match this policy.

C dial d VPN tunnel types
27 NAS Mdentifer | el ol \ A
¥, The NAS Idenifi [ Async (Modem) ¢ (NAS). You
can use pattem r 8 gﬂ“?}""m ) (
e
gj NAS va4Addn [] Virtual (VPN)
Tpa The NAS IP Add - ) use pattern
matching syntax ti Common 802.1X connection tunnel types
31 NAS IPvEAddil | E‘he'l“e‘
The NAS IPv6 &) [ FoD i can use
pa&tem matching  |[J Token Ring ‘
W% Wirsless - IEEE 802.11
i NAS Port Type [
= The NAS Port T, SeLES hone lines,
ISDN, tunnels or [ Sync (T1 Line) x
[] Virtual (VPN)
%] Wireless - Other
] X25 v

e ] o]l

| Add... l Edt Remove

| Previous Nex Firesh Cancel

#Next#4')w4 LT, Connection Request ForwardingR—I % BEE9,
d. IDERFEDGFEERELET,

Connection Request ForwardingR— T, AuthenticationZ:&{RL. Authenticate
requests on this serverZ&iRLFET,

12



E 13 IDERREAY—av DR

New Connection Request Policy

The connection request can be authenticated by the local server or it can be forwarded to RADIUS servers in a

; Specify Connection Request Forwarding
1
4

: remote RADIUS server group.

If the policy conditions match the connection request, these settings are applied.

Settings:
Forwarding Connection
Request

[ i

B, Accourting

Specfy whether connection requests are processed locally, are forwarded to remote
RADIUS servers for authenrtication, or are accepted without authentication.

(®) Authenticate requests on this server

Forward requests to the folowing remote RADIUS server group for authentication

<ot configured > New...
(O Accept users without validating credertials

Previous Firish Cancel

#NextE%21)wLT. Authentication MethodsR—C#REET,

RAEARERELEY

#EAP Typesihy2 X T, Protected EAP(PEAP)&Secured password(EAP-MSCHAP

v2)ZEMmLET,

#Less secure authentication methods$&18T. Microsoft Encrypted
Authentication version 2(MS-CHAP-v2), Microsoft Encrypted

Authentication(MS-CHAP). Encrypted Authentication(CHAP), Unencrypted

Authentication(PAP.SPAP). $ kU Allow clients to connect without
negotiating an authentication method#®{RLZET,

13




f.

R 14 BEEARXDIEE

New Connection Request Policy

Configure one or more authentication methods required for the connection request to match this policy. For EAP
authentication, you must configure an EAP type.

! Specify Authentication Methods

[£1Ovenide network policy authentication settings
These authentication settings are used rather than the constraints and authentication settings in network policy.

EAP types are negotiated between NPS and the client in the order in which they are lsted.

EAP Types:
Microsoft: Protected EAP (PEAP) Move Up
Microsoft: Secured password (EAP-MSCHAP v2)

Move Down

Add... Edit Remove

Less secure authentication methods:
F4 Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[ User can change password after it has expired
£ Microsoft Encrypted Authentication (MS-CHAP)
[[] User can change password after it has expired
M Encrypted authentication (CHAP)
[ Unencrypted athertication (PAP, SPAP)
EA#liow chents to connect without negotiating an authentication method i

Previous Firish Cancel

#NextE2)vILET,
#BAWV=D 4R T, NoE>1)yo L TConfigure SettingsR—U%BEET,
RV —FRJE 12— EBRELET, Attribute!) A kA S Called-Station-ldZE&IRLET S

14




K15 R)—BHEOHER

New Connection Request Policy X

Configure Settings
* NPS applies settings to the connection request if all of the connection request policy conditions for the policy are

3 matched.

Corfigure the settings for this network policy.
If conditions match the connection request and the policy grants access, settings are applied.

Settings:

SpecilyaRealmName Select the atributes to which the following ndes will be applied. Rues are processed in

RADIUS Attributes

@ Standard Atroute: | Called-Station-Id =
[77] Vendor Specific Rules:
Find Replace Wih Add

Eot

Remove

Move Up

Move Down

Previous Finish Cancel

g. ZEDORADIUSTRJE2—FEEMLET,
#RADIUS Attributes CStandard&:&iRLET,

#Attributes I TEMERZEIRL. AddE Y1) voLET, Attribute Information¥ 47045 R
YYAMRRSNET,

15



X 16 #E#RADIUSTZF)E 2—bDiBM

Configure Settings
;\dd Standard RADIUS Attribute
To add an attribute to the settings. select the attribute, and then click Add.

To add a custom or predefined Vendor Specfic aitrbute, close this dialog and select Vendor Specific. and then click
Add.

Access type:
Al

.....

Atrputes:

ty are

Name
Acct-interim-interval
Callback-ld
Caliback-Number

Class

Fiter-ld
Framed-Apple Tak-Link
<

Description:
Specfies the length of the interval (in seconds) between each interm update that the NAS sends

Previous Next firesh

Cancel

#R RSN BAttribute InformationF A 7AS Ry AT, BHEEZRELET .

HERMEDEEE OFIRERFL. FAOYTE VYRS BHEZEEIRL T, OKEV v ILET,

f=&Z &, Framed-Protocol @ TlX, 774 /LN TDial-UpFEf=IEZVPNIZ— &R FE AN
BATL AV MNBIRENTVET . COTIAIIDBIREFZDOEFEFRAL T, FAYTEH)
ARMBPPPEEIRL. OKEV)wILET , BHEPPPILFramed-Protocol B TRESN

TWFEY,

16



17 EBiEEDOERL

;_- Configure Settings
. t . ¥y ve

To a3d an atiritbete 10 the semngs. seect the attribute. and then chok Add
Configy I:dadd 2 custom o peadefined Yendae Specfin stirbute, choze the deleg and zafact Vendor Spacic, and then chck

¥ oond | Attribute mformation X
Settin Access typs:
— [m | Attsbute name: —
Spe | Framed-Protocel
o . | Ansbute nusber
RAL) ————- 17 '
e ] ~
Hame Atiebute format:
v | Framed-Pool Enumerator
4 Framed-Protocol
| framed-Routs thm
| Framed Routing | @ Commenly uzed for Diad-Up oc VPN
idie-Timeout FPF v
: Logn-P-$ost O Others v
| ¢ | >
- e [
P Carcet
Specfies 2 Proto cre e cewws

HATD FIEZE#RYRL T, {EFramed D Service-Type7 rJE 21—k, {E802M Tunnel-Media-
Type7hJE 12 —MNTFTRTD802A4AT 17 £Ethernet... 5 1)), KL UME3999DFilter-
Id(ACL)ZFEBMLET  RESNT=FRIEA—FIRDEBYTT,

17



X 18 #B#DORADIUSEE

New Connection Request Policy X

‘ Configure Settings
]
A NPS applies settings to the connection request if all of the connection request policy conditions for the policy are

matched.

Corfigure the settings for this network policy.
If conditions match the connection request and the policy grants access, settings are applied.

Settings:

S To send additional attributes to RADIUS cients, select a RADIUS standard attrbute, and
| Atibute then click Edit. f you do not configure an attibute, # is not sent to RADIUS clents. See
'Y ‘ your RADIUS client documentation for required attrbutes.

RADIUS Attributes

[ suwies

[77] Vendor Specific

Agtrbutes:
Name Value
Fiter-id 3939
Framed-Protocol PPP
Service-Type Framed

Tunnel-Medium-Type 802 ncludes all 802 media pius Ethemet canonical for..,

Add... Edit

D
3
a
a

Previous || Neat | finish Cancel

h. EHRERR)—ERRFLIEIHEELET.
#NPSOERIDFEHS — 3> RA2 T, Policies > Connection Request PoliciesD|[E
IERLET .

# Policy Name%l T, R ERKR) > —2 KRR TEFET,
#R)O—DERERET SICIE. RUS—BEHY)vILTPropertiesZ:&IRLET,

18



19 BEHERAKRYS—

~ (] RADIUS Clients and Servers

& RADIUS Clients Connection request policies allow you to designate whether connection requests are processed locally or forwarded to remote RADIUS servers
3 Remote RADIUS Server Groups
v [] Policies L
| Connection Request Policies Poicy Name Satus  Processing Order  Source
| Network Policies 5
B, Account ting [=fUse Windows authertication foral users  Enabled 999939

8 Templates Management

Condtions - If the folowing condttions are met

Condtion Value

NAS Port Type  Wireless - IEEE 802.11 OR Wireless - Other
User Name my

Settings - Then the following settings are applied:

Setting Value

Authentication Provider Local Computer

Ovemde Asthentication Enabled

Authentication Method EAP OR Unencrypted authentication (PAP, SPAP) OR Encryption authentication (CHAP) OR MS-CHAP v1 OR MS-CHAP v2 OR Allow Unautherticated Access
Extensible Authentication Protocol Method  Microssft: Protected EAP (PEAP) OR Microsoft: Secured password (EAP-MSCHAP v2)

Fiterd 3999

Framed-Protocol PP

Service Type Framed

Tunnel-Medum-Type 802 fncludes 3l 802 media plus Ethemet canonical fomat)

o =
=R TEDER

1. I95AF7URT, DAY LRARYNT—HIZEGLET , 750 EFERLTWeb A MIT7 IR
LET . R—RILBIER—IUMFAEE T RSN -2 —F—ZmyE/ A\ RT—FEAALET,
A—H— IR EREICEATEET,

2. ACT.XRDAXUFEFEALT, A—H—DA2FMUIHY H—/N\—DERIACLE 1 —H—(C
By TH-CEEHERLET,

[AC] display portal user all verbose Total portal users: 1
Basic:

AP name: apl
Radio ID: 1

SSID: portal_nps

Current IP address: 72.205.0.1
Original IP address: 72.205.0.1
Username: my

User ID: 0x1000002b

Access interface: WLAN-BSS0/4

Service-VLAN/Customer-VLAN: 80/-
MAC address: d4bb-c8al-8a55
Authentication type: Normal

Domain name: portal
VPN instance: N/A
Status: Online

Portal server: imc

19



Vendor: VIVO
Portal authentication method: Direct
AAA:
Realtime accounting interval: 720s, retry times: 5
Idle cut: N/A
Session duration: 0 sec, remaining: 0 sec

Remaining traffic: N/A

Login time: 2021-12-3 18:57:44 UTC

Online time(hh:mm:ss): 00:00:05

DHCP IP pool: N/A

Web URL: N/A
ACL&QoS&Multicast:

Inbound CAR: N/A

Outbound CAR: N/A

ACL number: 3999 (active, AAA)

User profile: N/A

Session group profile: N/A

Max multicast addresses: 4

Flow statistic:
Uplinkpackets/bytes: 7/540

Downlink packets/bytes: 0/0

B 7MIL

radius scheme nps
primary authentication 8.72.1.7 key simple 12345678
primary accounting 8.72.1.7 key simple12345678
user-name-format without-domain

#

domain portal
authentication portal radius-scheme nps
authorization portal radius-scheme nps
accounting portal radius-scheme nps

#
portal server imc
ip 8.1.1.231 key simple portal
#

portal web-server imc
url http://8.1.1.231:8080/portal/
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#
wlan service-template portal
ssid portal_nps
portal enable method direct
portal domain portal
portal apply web-server imc
service-template enable
#
wlan ap apl model WA6638-JP
serial-id 219801A24F8198E0001G
radio 1
radio enable
service-template portal vlan 80
#
Acl advanced 3999
rule O permit ip
#
vlan 80
#
interface Vlan-interface 80
ip address 72.205.1.1 255.255.0.0
#
dhcp server ip-pool 80
gateway-list 72.205.1.1

network 72.205.0.0 mask 255.255.0.0

dns-list 72.205.1.1
#

return
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