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EH T HEIRESSID, /SRAT—k, VLAN, hidden(GEAR)E— F?&E(iHTG)LUtLi?’

SSID A iddon o

H3C Wifi_1 h3capadmin radiol/radio2
H3C_Wifi_2 h3capadmin 100 no radiol/radio?
H3C_Wifi_ 3 h3capadmin 100 no raidol/radio?
H3C_Wifi_4 h3capadmin 100 no raidol/radio?2

H3C_Wifi 5 h3capadmin 110 no raidol/radio?2
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c. (XT3 )SSIDMIEN

d. (FFa)EmmlLi=SSIDZaps IL—FIZEMNT S

e. (T3 )SSDIZEHKLIZLERESNDSEDVLANDESEZEET S
X vTAUTEE: = : :

T _ . L B SYPLES MACT7 FL X

. 2BDAPDIITILES . MACTRLREE 5 o :
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2. 1EDAPDEIEE—FZAnchor-aclZZEE T 5 FIT AP 219801AYF8201BE0009X 00-DD-B6-B1-8F-40
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ToIL—rDEHINS
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)  EiF1(radiol
B 2(radio2) %
H3C_Wifi_1 ’4’%&
H3C_Wifi_2 0
H3C_Wifi_3 =
H3C_Wifi_4
H3C_Wifi 5

\ %




I DT T — R EREE) 8

1371 —R VLAN _ o .
APDOTT7L—bk TUoIL—rRNERTNDS
Interface GigabitEtherneflI PVlan 1 (default )
port link-type trunk # erault-group
port trunk permit vian all  interface Vlan-interfacel wlan ap-group default-gro W;gsaz%aj%l mO&' >AnchorAP
i ip address 192.168.0.50 > - B - gy w U
Porttrunicpvid vian & 225.255.255.0 -lj-_l:o X(SSID)O) v:an 100 U&\ Serial-id “ :
— —_— vian XXXXXXXXXXXXXXXKXXXXH3C_Wifi_1
7/7 I/ l\ vlan 110 radio 1 - -
VLAN wlan service-template 1 ap-model WA6320-JP radio 2
ssid h?)C_WIfI_]. radio 1 gigabitethernet 1
vlan 100 Gl /|21 100 radio enable
# akm mode psk service-template 1
preshared-key pass-phrase simple service-template 2
h3capadmin service-template 3
cipher-suite ccmp service-template 4 wlan ap ap1 model FIT AP
C|phe'r—su'|te tkip sgrwce-template 5 <€=WA6320-JP —~ kﬁfr -
security-ie rsn radio 2 Sl
security-ie wpa radlo_ enable XXXXXXXXXXXXXKOOO0OOH3C. Wifi 1
vlan 110 service-template 1 achio 1 A
service-template 2 e 2
service-template 3 gigabitethernet
...... service-template 4
_ service-template 5
APFHIDHCPE&E ¢ gigabitethernet 1
—F 7,7 port link-type trunk
dhcp server ip-pool "For AP" Y—ERTUTLSH port trunk permit vian all
gateway-list 192.168.0.254 wlan service-template 5 port trunk pvid vlian 1
network 192.168.0.0 mask 255.255.255.0 ssid H3C Wifi 5
address range 192.168.0.51 192.168.82 vlan110
dns-list 8.8.8.8




:/747 DTFoTL—RHTIL)

version 7.1.064, Release 2459
sysname H3C

#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

dhcp enable

#

lldp global enable

[ldp hold-multiplier 8

#

password-recovery enable

#

vian 1

#

vian 100

#

vlan 110

#

dhcp server ip-pool "For AP"
gateway-list 192.168.0.254
network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.82
dns-list 8.8.8.8

#
b g
#

wlan service-template 1

ssid H3C_Wifi_1

vlan 100

client forwarding-location ap
fail-permit enable keep-online
akm mode psk
preshared-key pass-phrase simple H3capadmin
cipher-suite ccmp
cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable

#

& A B
wlan service-template 5

ssid H3C_Wifi_5

vlan 110

client forwarding-location ap
fail-permit enable keep-online
akm mode psk
preshared-key pass-phrase simple H3capadmin
cipher-suite ccmp
cipher-suite tkip

security-ie rsn

security-ie wpa

#
B
#

interface Vlan-interfacel
ip address 192.168.0.50 255.255.255.0
#

interface GigabitEthernet1/0/1
#
interface WLAN-Radio1/0/1
#
interface WLAN-Radio1/0/2
#
ip route-static 0.0.0.0 0 192.168.0.254
b e b1
wlan ap-group default-group
region-code JP
vlan 1
vlan 100
vlan 110
ap-model WA6320-JP
radio 1
radio enable
service-template 1
service-template 2
service-template 3
service-template 4
service-template 5
radio 2
radio enable
service-template 1
service-template 2
service-template 3
service-template 4
service-template 5
gigabitethernet 1
port link-type trunk
port trunk permit vlan all
port trunk pvid vlan 1
return



A4 DTFUoTL—MDEFREFE

#DHCP7—ILDREXEET S

#

dhcp server ip-pool "For AP"

gateway-list 192.168.0.254

network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.82
dns-list 8.8.8.8

#

HAPDEBA VYR 7—ADT RLREZZEET S
#

interface Vlan-interfacel

ip address 192.168.0.50 255.255.255.0

#

#

HT7ANET—F I MDEE

ip route-static 0.0.0.0 0 192.168.0.254

#

# SSIDORTHREEET S

# pass-phraseZZ®E 9 3

#vlanFS2Z2EET S

# SSID%F%#h(service-template enable)lcd 3=
# v FZEBMT3LERZELTS

wlan service-template 1

ssid H3C Wifi 1 >ZET 3

vlan 100 >ZH®ET 3

client forwarding-location ap

fail-permit enable keep-online

akm mode psk

preshared-key pass-phrase simple H3capadmin
cipher-suite ccmp
cipher-suite tkip
security-ie rsn
security-ie wpa
service-template enable -> 2D FTHE®
#

T
pass-phraseDZEHE

10

#TTTHhoEBBREHTSSIDZIRET %

#radio 1 (5GHz)

# radio 2 (2.4GHz)
HRETIRZNENDT » TF D H1~50DSSIDA
EHINET, =7 L. EdDwlan service-template
T—&H T DIiTDservice-template enableB’RES N
T LHTERIPEHEINET,

wlan ap-group default-group
region-code JP

vlan 1

vlan 100 >Z&E 9 3%

vlan 110 >ZE 9§ %
ap-model WA6320-JP

radio 1
radio enable
service-template 1 -> REL L Z DITZHIR

service-template 2
service-template 3
service-template 4
service-template 5
radio 2
radio enable
service-template 1
service-template 2
service-template 3
service-template 4
service-template 5
gigabitethernet 1
port link-type trunk
port trunk permit vian all
port trunk pvid vlan 1
return



I;il Anchor-ac+FIT vy T4 O F|EHEE

AV T4 TUoTL—rERETHHAMNMIEHERE

AP E—KZAnchor-aclZZ &

GUIIZ7ZYtEALTaVv 240 &&EmH#AL
FIT APZAnchor-aclZ&§%9 %

E R ENT-FIT APEAnchor-acD/\ v 7V T|ZKTE

H =T AT D % E HEER

{14 WLANOZ>KRMDERBR

11



F{EE—FZEEHIZaAT VR THIHNVET

« RS-232iF#E DA Y—ILy—TILFREL. KD KSITWAG320DHE DRI-45D T4y
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* WAG6320(EDCEIRFET-IXPoER M YFTIEBLEIT DT, POERMYFEHELTIEE.
PoER 1Y FZ L TPCHOLANKR—FZHERRLET . WA63200D £ DRI-457R— k&
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TORARACDHEE—RDIATURIZKEER

Flg: IEOHEE—FDOIHERE > HMEE—FDEFE > TEINE=NEIH DFERE
HIWEDE—FZHER(TIHEEREBTIEFITE—FR)

<H3C> display wlan device role ifeea fe: ST BRE all
Current running mode: FIT AP. )
# system-viewlZ Tap-modea <> K TAnchor-acE—RIZZE R T —k(P): [GONB v] oK
<H3C> system-view ;i APE—FICRUTDI2DE—F h—-L—HB): |9600 v|
System View: return to User View with Ctrl+Z. PEIRTEXT, . | o
[H3C] ap-mode anchor-ac ap-mode { anchor-ac | cloud | fit } 7 —2(D): 8 bit ¥ el

) : : o _ -
Changing working mode will reboot system. Continue? [Y/N].y 1 $U5A4(A) o »
#:E—F%EODT:&')IZAP@Eﬁﬂﬂﬁl:rebootbiﬁ'o 2 ';17’(8); 1 bit = "A\,Il,aj(H)
System is starting...
Press Ctrl+D to access BASIC-BOOTWARE MENU... ZO0—%FENF):  none v
Booting Normal Extended BootWare
)T —bepAyt— 40K =

1A SEAE

Image file flash:/wa6600-boot.bin is self-decompressing.....................
............................................................................ G Eul*,!}filic) 0 Eu?i} i_-‘l,(L)

System image is starting...

Line conO is available.
Press ENTER to get started. AV Y = NVIEROBEREX. 9600 K —, T—%8E v I,
#EFECloudE—FITHo=CEZHERELET NYF4HL. Ry ZEY M1, 7O0-$1#7% L
<H3C> display wlan device role

Current running mode: Anchor AC.

<H3C> save force
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Anchor-acQGUIZaS 4/ F 35 %

PCO7 705 %EBLUTOURLEAAL £,
http://192.168.0.50/

F7 4N bDI—H—%:admin, /XX 77— K:h3capadmin

@ Log x + Change Password *
e

C A FESATVELESE | httpsi/192.168.100.1/web/frame/login.htmli?ss|=false

The default password is not secure. A qualified password must meet the following

requirements: It must contain a minimum of 10 characters. It must contain a minimum of 2
H3C WLAN Management Platform . _
types,and a minimum of 1 characters for each type. It can't contain the username or the

reversed letters of the username.

» 0ld Password | |
@ ‘ R |U5ername

New Password | |

‘ @ Password hod Confirm Password | |

[[] Remember me English ~

2 I -

INAD—KRIFIOXFLL LT, EHFREH
ED2EFEHFEH . BRI TS —
H—. adminZEDNFEEFFHEIN &,



http://myap.h3c.com/

Anchor-acQGUIZaS 4/ F 35 %

mHTOY A2 LE=EEIX. region-codeZ R ETHIBLENHYET,
Xregion-codelZkYEETHERDEDHIFIZHRLVET . BARIZIAPANIP)TT,

H3C WA6320-JP

Please select a region code

Region Code I JAPAN(IP) * 'I
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045 4> 9 AEDashboardM B RSN ET

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Network Security

System

Tools

Reporting

WAB320-IP

All Networks » Dashboard

System Logs
>
>
’ APs
>
>

i

o= System usage
Online Offline Unhealthy

5

4

3 0% 68%

i CPU Memory

0

02:40°58 024103 02:41:08 024113

—
—
——

o= Clients

24GHz 5GHz

8 :dmin

— DY) Z [System View | Network View]

client number

Intarfara traffir

192.168.0.50/wnm/frame/index.php?sessionid=20000146350de2b50aaec29e5dBedc 3eacBe¥

I System View Network View I ;CCESS PDIII!; Clients
1 0 00

-~
Event Logs

000; 45 012
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4

XYTAVT RIZTHREARAREN a0 T4 EHAHAD
System View > System > Management > Configuration > Import Configuration

H3 WA6320-1P & swve 5 Roaomap | & admin

Actions System » System» Management » Configuration

Dashboard @ Configuration
b

Network Configuration
. Save Running Configuration Export Running Configuration Import Configuration
Network Security >

@ System v I View running configuration >

Event Logs Reset to factory defaults >

Resource
File Systems

Administrators

@

Tools >

. . Access Points Clients Event Logs
System View Netwaork View
https://192.168.0.50/wnm/frame/index,php?sessionid=200001e43372d6ed0bb33fad7i4 1 cedada2 #importdiag - 0 @o0 00021 411 @18




T AT BIZTHRERAREN =AY T4 EEHAD .

& > v s Fun-F v G a  Fuvn-Forz
@ JrFIVEERY EREN uwm . H5LIAL- =- 1O @
(] Overwrite the running confil + @y zhengyu - New H3C Group £ sHEE B8 #42

» 0 Attachments ~ 5 H
s 28 portable @) I startup.cfg I 2022/12/23 17:58 CFG J7f )l 4KB
» = Recordings
5 = share
> @ TATTF
> B FFAvk
> PR ETFy

B FAIT »

Lo &un-K #*

TPAIVAN): | startup.cig | FKTOIRAN )

@m Tl
T A I« TFEBIZRTFESNTUL Astartup.cfglZ EEEFT 2D HED T,
IRFEDA T4 [ErebootS N ERMENFEH A,




SmAIANENT-O T4 TiLb LT 5H1=HReboot

H3C WA6320-JP

Actions System » System » Management » Reboot

@

Network Configuration >

, Reboot Device @
Network Security > -—
System W

Are you sure you want to reboot the device?

Resource @ [CJ%ave running configuration befare the reboot.
\

File systems

Event Logs

prce reboot the device immediately without performing any software check.

@

Administrators

Management

Tools 5
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Anchor-acD/\w I 7T ElEBHAPERI— YT —O % -

TIHEHEARBDAPZ Ry F 77— A~NEHRT S

OFIT APACAPWAPA 7 O — K% + X b L CTAnchor-ac& 27 H' %

%< DS APO 7 7 — L7 = 7HAncho-ack Y W (THHEFEO/ANA—3Y) DT,
Anchor-ach/N—< 3 > #1401 L CBEIRYICAnchor-acDiF > TWARH/N—2 3 VAP

X vAa—FLTYT7—hEE2 (B FFUNR=S30 T,

®Anchor-ack Y SSID, VLAN, R H TR TEL EDERENAPICK 7 yO—FanT(EQ

Ry FERE) CTHRIENT T, APHIRIEL 7355 L RRICFHDOFIT APZFEH, b H L TR

5721 (EAXy FTH) TRIBTET,

Anchor-acHh " EIETZ BFIT APDO#
- WAG638-JP: B9 % &% T504 POERA v F
- WA6320-JP : B4 A S HT3I2E

tag

tag

192.168.0.50/24 192.168.0.51/24(Anchor-ac®DHCPIZ & Y ElY HTHh 3)
Anchor-ac Anchor-ap(FIT)

H3C_Wifi_ 1 H3C Wifi_2... H3C Wifi 5 H3C_Wifi_1 H3C_Wifi 2... H3C_Wifi_5

S85E I8
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)

FITDO1&%Anchor-acD /N7y T2 ET S

INVITITIZF BAPDActionTHRESE B Z 7)Y
H3c WA6320-JP

24

i@ Save §p Roadmap | S admin

AP Management

Actions All Networks ¥ Wireless Configuration » AP Management AP
Dashboard AP
I
uick Start —
! g AP Groups REDTRE— Search
Monitoring > Search 0
&= AlLAP Groups O 00dd-b6b1-7ca... default-group Manual AP WAB320-JP 219801A2YF821... 00-DD-B6-B1-7TC-AD 2,802.11ax(5GHz... R\ Onli D
Wireless Configuration v
= default-group(2)
] 00dd-b6b1-8f4... default-group Manual AP (Embedded AF) JWAB320-JP 219801A2YF821... 00-DD-B6-B1-8F-40 2,802.11ax(5GHz, he
Wireless Networks

KOOTEIRTBAPHEDLOEIMLI=-NY I Ty 7TDEETHD I L%

s B L R SBT3

Wireless Security > ?Q%IJ :/ U 7)[’%% MAC? F‘ l/Z

e Anchor-ac  219801AYF8201BE0009X 00-DD-B6-B1-8F-40

Applications

FIT AP 219801AYF82016E00030 00-DD-B6-B1-7C-A0

Network Security >
System > Total 2 entries, 2matched, Oselected.Page 7/ 7. @
Tools >

ystem View Access Points Clients Event Logs
©2 @0 @00 Qo0 ©:1 L1858 @s7




FITO1&%#Anchor-acD/\wHo7vTJ|ZE%

AC ElectionZONIZLET

H3C WAG320-JP

=

TG D

25

B Save

.'. Roadmap | admin

Actions All Networks » Wireless Configuration > AP Management » AP > Edit AP (00dd-b6b1-8740) . - o
= T3 LREPSRESLTHY
¥R DSavez =B Lrebootd 3 & ERE 2 V
Dashboard Q- =2 A
sasic eting FEADTEELTLETL
| T = DIREE1T S & backup-aclc REANRME h, T2 K —I2
Quick Start > [ - @*ﬁ%{lﬁ%1-f 9 ac up-acc\- EXE A > z - “'
Name . AP conpection priorit | ; .
e BESRE LBICR LRETRBLET
Monitoring > [=] = [7TN V= A I:lx
Description (1-64 chars) CAPWAP tunnel keepalive Echo interval
Wireless Configuration v
10(Inherit) seconds (0,5-255, Inherit by default)
~
Wireless Networks
Model Request retransmission Interval
WAB320-IP
AP Management SerialID 5(Inherit) seconds (3-8, Inherit by default)
eria
219801AYF82016E00030 (1-63 chars)
Wireless QoS Retransmission attempts
MAC address
BO-DI-EEHEI-TC-A0 3(Inherit) (2-5, Inherit by default)
Wireless Security >
AP group name . )
2 Statistics report interval
. defaultqroup P 50(Inherit) seconds (0-240, Inherit by default)
Radio Management
Region code "
d JAPANUP)(Inherit) * (Region code locked) ACElection @ O OFF
Applications
pp CAPWAP tunnel encryption O Enable O Disable @ Inherit (Disabled)
LED mode
: Normal(Inherit) w o Firmware upgrade O Enable (O Disable @ Inherit (Enabled)
Network Security >
5GHz(1) radio OON O OFF @ Inherit(Enabled)
Map File
System > Select... % 2.4GHz(2) radio OON O OFF @ Inherit(Enabled)
Tools b
_ . Access Points Clients Event Logs
- rorobe o
2 0 0l0 0 4 18 a7
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SERLT-APICEMRL CaMEZERELET

WPA2,PSKEZ:EE
& Wi-Fi a
2 H3c_Wifi 1 ®

AvE—%y bMEL, EXx2UT141REHY
T

= MLk M T N
<) i’ UJ \I":’I 0 Fl =R JE

j:%l‘j;[/f:PC

F72 a v (vlanBIZDHCPY —/"—%ZHET %)  vlan
ICFE S NADHCPH — = 5IPT7 KL ZXAE Y YT
SNTWEHHERT 2

Microsoft Windows [Version 10.0.22000.675]
(c) Microsoft Corporation. All rights reserved.

C:¥Users¥MyPC>ipconfig
Windows IP #5%
Wireless LAN adapter Wi-Fi:

BEREAODNS Y74 v 7R ...

YyooO—AILIPve 7KL X, . ...:fe80::35e8:d633:3383:d67%9
IPVATZRLZR . D XXXX
YTy P R o XXXX
F7FIEF—FI A ...... . XXXX

C:¥Users¥MyPC>
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IR ZEMRIDI T4 DFESR

#FITAPHEHZRINDS L2BEDAPHARTINED TR X —TCHER
<H3C>display wlan ap all
Total number of APs: 2
Total number of connected APs: 2
Total number of connected manual APs: 1
Total number of connected auto APs: 0
Total number of connected common APs: 1
Total number of connected WTUs: O
Total number of inside APs: 1
Maximum supported APs: 32
Remaining APs: 31
Total AP licenses: 32
Local AP licenses: 32
Server AP licenses: 0
Remaining local AP licenses: 31
Sync AP licenses: 0
AP information

28

Ny IT
#
<H3C>display current-configuration

v 7DAnchor-achHBEFRINTWBR I L TR X —TCHER

wlan ap 00dd-b6b1-8f40 model WA6320-JP
serial-id 219801AYF82016E00030
anchor-ap enable NYI7T
vian 1

radio 1

radio 2

gigabitethernet 1
#
wlan ap 00dd-b6b1-7ca0 model WA6320-JP

serial-id 219801AYF8201BE0009X

mac-address 00-DD-B6-B1-8F-40

anchor-ap enable (@ RXZX—®Anchor-aclddisable?=%%enablelld 5 & /3y

v 7Z’MAnchor-ac

State:l=Idle, J =Join, JA=JoinAck, IL=ImagelLoad ITv7TICEELPRELLLE, RREZ—PEHLTULNIETRZ—ICHEY
C = Config, DC = DataCheck, R = Run, M = Master, B = Backup £9)

AP name APID State Model Serial ID radio 1

00dd-b6b1-7cal 1 R/M WAG6320-JP 219801AYF82016E00030 radio 2

00dd-b6b1-8f40 2 R/M WA6320-JP  219801AYF8201BEO009X gigabitethernet 1

# #

# BOLOBEREEsaveLET, T3 &, Anchor-acOREHNY 2T v 7 SYTLES MAC7T KL X

#ICHbREINEZEHKDOOVET

<H3C> save force Anchor-ac  219801AYF8201BE0009X 00-DD-B6-B1-8F-40

H3C>%Dec 14 09:22:20:392 2022 H3C CWS/6/CWS_RUN_DOWNLOAD_ START:

AP 00-DD-B6-B1-8F-40 started to download the file startup.cfg. FIT AP 219801 AYF82016E00030 00-DD-B6-B1-7C-A0

%Dec 14 09:22:20:502 2022 H3C CWS/6/CWS_RUN_DOWNLOAD_COMPLETE:
Downloading the file for AP 00-DD-B6-B1-7C-A0 through the CAPWAP tunnel is
complete.




IR EMFI ST RI—DEFTRFITN YR I—(Z1E 5D ZHEER
FITOa Y —)LAITUTDRIICRRINSDEHEZELET

# Anchor-acl|ZfEEF4E

$Aug 25 13:23:07:839 2021 office CWC/4/CWC_AP DOWN: Master CAPWAP tunnel to AC
192.168.1.1 went down. Reason: Neighbor dead timer expired.

$Aug 25 13:23:07:876 2021 office STAMGR/6/SERVICE OFF: BSS £010-903e-f7e0 was deleted
after service template 1 with SSID H3C Wifi 1 was unbound from radio 1 on AP FitAP.
Reason: AP down.

$Aug 25 13:23:07:876 2021 office STAMGR/6/SERVICE OFF: BSS f010-903e-f7f0 was deleted
after service template 1 with SSID H3C Wifi 1 was unbound from radio 2 on AP FitAP.
Reason: AP down.

$Aug 25 13:23:07:877 2021 office STAMGR/6/SERVICE OFF: BSS £010-903e-£f800 was deleted
after service template 1 with SSID H3C Wifi 1 was unbound from radio 3 on AP FitAP.
Reason: AP down.

# FITASAnchor-aclZ734 =821 7 — M Eta

$Aug 25 13:26:21:346 2021 office APMGR/6/APMGR LOG SETROLE SUCCESS: [Anchor Fit]
Reboot to AC, Reason: Have Not Recv Query Resp.

$Aug 25 13:26:21:488 2021 office APMGR/6/APMGR LOG REBOOTCAUSE: Set Wlan Reboot Cause,
SubSlot = 65535, DevRebootCause = 0, WlanRebootCause = 24, ulRet = 0.

$Aug 25 13:26:21:604 2021 office DEV/5/BOARD REBOOT: Board is rebooting on.

# FT=7FAnchor-ac D ENERASR(£935330F)1%)

$Aug 25 13:26:39:991 2021 H3C SHELL/5/SHELL LOGIN: Console logged in from conO.
<office>




I;il Anchor-ac+FIT vy T4 O F|EHEE

AV T4 TUoTL—rERETHHAMNMIEHERE

APMDE—FZ%ZAnchor-ac|ZZ &

GUIIZ7ZYtEALTaVv 240 &&EmH#AL
FIT APZAnchor-aclZ&§%9 %

E R ENT-FIT APEAnchor-acD/\ v 7V T|ZKTE

H =T AT D % E HEER

{15% WLANa<>RDEHER
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DSAT I NT—2DERET—F

AP DEIEMANchor-acZ BT ICEENRAIZTEHNEZDT
Anchor-acZBiB 9 3/8 74— R BETFIXFITA8 X )T0EXTELN

TR -T : oo - .‘-,-' _G_ . COREX{“J;
— ﬂsll'hl L~ " L
- 4 -
¢ 4
AnChOI’-aC‘4 Y CAPWAP
[ s
gt w3

client forwarding-location ac
Anchor-ac-APRIDBEIXEICEBS{ESNTCAPWAPr RILE N

BADTEX)TABRBEN(TIAHILE)

4 = L
o\ y
1]

e

WPA3-Enterprise WA6320-JP(FIT-AP)
Cipher suite: TKIP, CCMP, TKIP or CCMP, GCMP
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Anchor-aclEE CHERP D7 IR E it BELL 5 E

&% 7€ 5l

wlan service-template 4

ssid H3C_Wifi_4

client forwarding-location ap
fail-permit enable keep-online

fall-permit enable { keep-online }

Anchor-acDEZBETH. RET7I7EALTWARISM7UMNI#BBELTTZ AN
AIRETY , BEEARIBTAETIIHBOT7IERIETEZEE A




Ancho-acDEXREETEESSIDDERTE

#ClockE% &

clock protocol ntp

clock timezone JP add 09:00:00

ntp service enable

ntp-service unicast-server ntp.nict.jp

Anchor-acDE AL E
# APHFIRAY S ERTEZ A ARDERICE D]
wlan global-configuration

region-code JP

HIT=ICAPZE R YT —D (21249 & EHBIRIICERH
SN TAnchor-aclZ& &SN ET, T IHILME
disable(¥ =27 JLE%X T TEH &%)

wlan auto-ap enable

# EFBauto-ap TAPH BRSNS B EAPIZESHD T
IO UTOIATUEMNEFESINTILNDE, EixEME
BFICFEIAPICEEINE T . FEIAPIFAnchor-acT
RENEETEALDTEFTY . TI4ILME
disable(¥ =217 L% E TEEX)

wlan auto-persistent enable

APDT=8DSSIDEND Y —E AT TL—Nj|

#E B DO DIEFERED S LN (WPA2-ccmp)iXET >

JL—k

wlan service-template 1

ssid H3C_Wifi_1

vian 100

client forwarding-location ap
fail-permit enable keep-online
beacon ssid-hide -> (SSIDZIEABIZTB)
akm mode psk

preshared-key pass-phrase simple h3capadmin

cipher-suite ccmp
cipher-suite tkip
security-ie rsn
security-ie wpa
service-template enable




Anchor-acfEE CHE#Hic
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AT 2 A% #E Al RE7S B TE

{5 : RADIUSIZ &k 5802.1xFREIE
wlan service-template 1
ssid h3cdotl1x

client forwarding-location ap

akm mode dotlx

cipher-suite ccmp

security-ie rsn

client-security authentication-mode dot1x
dotlx domain rem-domain
service-template enable

#

Wlan service-template 2 #Z%

ssid h3cdotlx

client forwarding-location ap
fail-permit template

client-security authentication-mode dot1x
dotlx domain rem-domain
service-template enable

#3 & B R

{5 : RADIUSIZ & HMACE2R3

wlan service-template 3

ssid h3ctestmac

client forwarding-location ap
fail-permit enable

client-security authentication-mode mac
mac-authentication domain rem-domain
service-template enable

MACEREED 5 S . Anchor-ac .
RADIUSOEZERIZHERICY—ERXTY
TJL—khMEHLNFET

802.1x52EF M54 . Anchor-ac. RADIUSOEERIZIXEERO Y —E R T
VL —k(akmE—FZpskiZF 5h ., akmE—RIFFERALLZLAFEHhNES

15 : FREE/ N A /18R
wlan service-template 4

ssid H3Coffice

client forwarding-location ap
fail-permit enable keep-online
akm mode psk

preshared-key pass-phrase simple
h3capadmin

cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable

A/ N /N ADIZE . Anchor-ac .
RADIUSOEZRIZHERICY—E
ATUTL—kDMEDLNET




Anchor-acDER5E

#ERED=OHDEELDLENTUTL—F
wlan service-template 2

ssid MTG_Room

vlan 110

client forwarding-location ap
fail-permit enable keep-online
service-template enable

#APEICERY 5T I4INTIL—T

Wlan ap-group default-group

vlian 1

vlan 100

vlan 110

ap-model WA6320-JP
radio 1
radio enable
service-template 1
service-template 2
service-template 3
service-template 4
service-template 5

#HiRE
radio 2
radio enable
service-template 1
service-template 2
service-template 3
service-template 4
service-template 5
gigabitethernet 1
port link-type trunk
port trunk permit vian all
port trunk pvid vian 1




APDTF7RLAEH
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APAIPEEIY HTAHAEIIDHCPEZFRIAT 58D &. BEIPEEIYATHAELHY

ij—o

FITOT 74 JLEEXDHCPHIA
# VLANIZIPZRLRAZEIYHTET
interface Vlan-interface 1
ip address dhcp-alloc
#

EEIP7FLRAZEIYETSHHE

# VLANIZIPZ7RLRZEIYHTETS

interface Vlan-interface 1

ip address 192.168.0.51 255.255.255.0
#BEIFENT ITRELEY

save force

Validating file. Please wait...

Configuration is saved to device successfully.




BEA TS 3> — Anchor-acEDHCPHY—/

295

#

dhcp enable

#

dhcp server ip-pool “For AP”
gateway-list 192.168.0.254

network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.0.82
dns-list 8.8.8.8

#

interface Vlan-interfacel

ip address 192.168.0.50 255.255.255.0

#
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CIT APDREERESE LtelnetiE#k

#AP(D—E R
[H3C]dis wlan ap all
Total number of APs: 3
Total number of connected APs: 3
AP information
State: I =Idle, J =Join, JA = JoinAck, IL =ImagelLoad
C = Config, DC =DataCheck, R =Run, M = Master, B = Backup

AP name APID State Model Serial ID

BLDO1-FO1-APO1 4 R/M WA6320-JP 219801A1NN918CG0006C
BLDO01-FO1-AP0O2 5 R/M WA6320-JP 219801A24F8201E0002Q
BLDO01-FO1-AP0O3 6 R/M WAG6320-JP 219801A2959199G0001J

#APDIPFZRL RZRER L TtelnetEHL  REZHERT S
[H3C]display wlan ap all address

AP name IP Address Mac address
BLDO1-FO1-APO1 192.168.0.51 441a-fa27-92d0

[H3C]probe

[H3C-probe]wlan ap-execute all exec-console enable
[H3C-probe]quit

[H3C]quit

< H3C >telnet 192.168.0.51

Password: h3capadmin

<BLDO0O1-FO1-AP01> # RR—I~fi




FITAPDOSATMDEREZE
APDEMDF Y RILEREZILET S

<BLDO01-FO1-APOl1>system-view
[BLDO1-FO1-APO1l]probe
[BLDO1-FO1-APO1]display ar5drv 1 channelbusy
ChannelBusy information

Ctl Channel: 52

BandWidth: 3

Record Interval(s): 9

CurrentTime: 15:05:23

FEFYRILDES—R(FoLEIRTRFESO
EED20E 5 DT —3NRERESNET,

L, =
Ef\'ﬁ A
Time
(h/m/s):
1 15:05:14
2 15:05:05
3 15:04:56
4 15:04:47
5 15:04:38
6 15:04:29
! 15:04:20
8 15:04:11
9 15:04:02
10 15:03:53
11 15:03:44
12 15:03:35
13 15:03:26
14 15:03:17
15 15:03:08
16 15:02:59
17 15:02:50
18 15:02:41
19 15:02:32
20 15:02:23

CtlIBusy(%) TxBusy(%) RxBusy(%)

N NN PEDNODNDWNOWWNWDNDDNWDNDDNDDNDN W

O OO OO OO OO OO ODODOCOCOooooo

P PP WONENENNDNNDNEPEPE PR PN EFEDN

39



FITAPDEZ(FHDESFEACNDERE

<BLDO01-F01-AP01>display diagnostic-information

Save or display diagnostic information (Y=save, N=display)? [Y/N].y

Please input the file name(*.tar.gz)[flash:/diag_H3C_ 20220414-160537.tar.gz]:

Diagnostic information is outputting to flash:/diag_H3C 20220414-160537.tar.gz.

Please wait...

Save successfully.

<BLDO1-FO1-APO1> ftp 192.168.1.10  #ACODftp ServertiftHienableDIFEEIETE
Press CTRL+C to abort.

Connected to 192.168.1.10 (192.168.1.10).

220 3Com 3CDaemon FTP Server Version 2.0 - A f rveriige Fhi— -
User (192.168.1.10:(none)): anonymous ﬁ?]f.tp(;?r\jgrsgn aebffﬁb’&;ﬁ}m RIS
331 User name ok, need password :
Password: XXXXXXxx [AC]local-user admin class manage
§30 Utsef 'O?QGdti“ < UNIX [AC-luser-manage-admin]service-type ftp
emote system type is : ) ) ) . .
Using binary mode to transfer files. [AC luser Manage admm]qu't
ftp> put diag_H3C_20220414-160537 .tar.gz [AC]save force |
227 Entering passive mode (192,168,1,10,255,98) Validating file. Please wait...
125 Using existing data connection Saved the current configuration to mainboard device

226 Closing data connection; File transfer successful.
89048 bytes sent in 0.001 seconds (60.23 Mbytes/s) SucceSSfu”y'
ftp> quit [AC]

221 Service closing control connection

<BLDO01-FO1-APO1>quit

<AC>




H3C
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