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QL APDACADEEXIIVLAN 1MHBTIT M ?

A: APEACTEI D HIEEIE XVLAN 10MEHONET , VLAN IO EZIFLL T D KIIZ, ap-groupiE
EZDH(Zvlan 1&ELVSEERZEHEE L TS,

#

Wlan ap-group default-group
remote-configuration enable
vian 1
vlan 2

ap-model WA538-JP
radio 1
radio enable
service-template 1 vlan 2
radio 2
radio enable
service-template 1 vlan 2
radio 3
radio enable

service-template 2 vlan 2

gigabitethernet 1
Port link-type trunk
Port trunk permit vian 1 2
Port trunk pvid vlan 1
gigabitethernet 2
Port link-type trunk
Port trunk permit vlan 1 2
Port trunk pvid vlan 1

BT TL—IMSSID,EES{L)EHRE

#pl Z [EWPA2/CCMP

wlan service-template 1

client forwarding-location ap

ssid H3C_WIFI_01

vlan 2

akm mode psk

preshared-key pass-phrase cipher
$c$33yvVSH20fC4gGPUalRCXdVUaYhPwUI8r9PuBb
cipher-suite ccmp

security-ie rsn

service-template enable

#

#EEREZL

wlan service-template 2
client forwarding-location ap
ssid 00000japan

vlan 2

service-template enable

#




DHCP Server (APEIEM)

dhcp enable

#

dhcp server ip-pool MGT
gateway-list 172.16.1.254
network 172.16.1.0 mask
255.255.255.0

dns-list 8.8.8.8

#

interface Vlan-interfacel

ip address 172.16.1.1 255.255.255.0
dhcp server apply ip-pool MGT

#

DHCP Server (9547 rH)

dhcp server ip-pool client

gateway-list 192.168.1.1

network 192.168.1.0 mask 255.255.255.0
dns-list 8.8.8.8

#

interface Vlan-interface?2

ip address 192.168.1.1 255.255.255.0
dhcp server apply ip-pool client

#

interface GigabitEthernet1/0/1

port link-type trunk

port trunk permit vian 2

port trunk pvid vlian 1

#

dhcp enable

dhcp server forbidden-ip 192.168.1.1 192.168.1.9
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“AAA processed accounting-start request and return 8.”

%Feb 24 12:26:44:384 2021 L3-025-A01A DOT1X/6/DOT1X_WLAN_LOGOFF: -
Username=host/sGIGA-s-UserMAC=d8c0-a699-7af5-BSSID=1019-65c2-1c91-SSID=sGIGA-
s-APName=AP-02

5-A02A-02-RadiolD=1-VLANID=411; Session for an 802.1X user was
terminated.Reason:AAA processed accounting-start request and return 8.

573 A2, RADIUSEREIILUL T D LS TLY=:

RADIUS scheme name: dotlx_radius

Index: 1

Primary authentication server:
Host name: Not Configured
IP :111.108.213.1 Port: 1812
VPN : Not configured
State: Active (duration: 2 weeks, 6 days, 0 hours, 16 minutes, 34 seconds)
Test profile: Not configured
Weight: 0

Primary accounting server:
Host name: Not Configured
IP :111.108.213.1 Port: 1813
VPN : Not configured
State: Blocked
Most recent blocked period: 2021/02/24 12:43:33 - now
Weight: 0

Second authentication server:
Host name: Not Configured
IP :111.108.213.2 Port: 1812
VPN : Not configured
State: Active (duration: 2 weeks, 6 days, 0 hours, 16 minutes, 34 seconds)
Test profile: Not configured

MAS s s N
LR

Second accounting server:
Host name: Not Configured
IP :111.108.213.2 Port: 1813
VPN : Not configured
State: Blocked
Most recent blocked period: 2021/02/24 12:43:42 - now
Weight U
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Q3 HFEMDSSIDIZ7 VA TEHFEIHEFHIEHT H_ENTEE
ERAAR
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WLAN®DSSID®D &% E D #RE TAccess ControlD#J hhistime rangeZ# R 9 AACLEERLE
T, 1220, PO R TELRELBMATICER SN TOEISATUME, 7O A TEGELL LM
FBETHLEDFEEFT IV EAERFTH ., —BUIZHERIIEEERERI HILIETEEE A,

FIF

1. All Networks > Wireless Configuration > Wireless Networks > Wireless Networks >
Advanced Settings(1)

@ H3C$5560X-345-El|Wireless Co. X 4 (] = X
< c A FRESNTOELGEE | 192.168.1.10/wnm/wirame/index.php?sessionid =200001a0555b96e42fecf30079d34c9c8918&from=wlan#M_ServiceTemplate?np=stam. T B 2
H ( H3C S5560X-345-El & admin

Actions All Networks > Wireless Configuration > Wireless Networks > Wireless Networks > Advanced Settings(1)
Dashboard WLAN
Quick Start >
Wireless service . Maximum clients .
1 (1-63 chars) (1-512)
Monitoring > name *
SSID % Association location ®AC AP

n i H3C_WiFI_01 (1-32 chars|
Wireless Configuration v Quick assoclation oN ® OFF

Description (1-64 chars) Fast transition ON ® OFF
Wireless Networks

AP Management
Wireless service  @ON () OFF

Wireless QoS Default VLAN 1

Wireless Security (1-4094, 1 by default)
Hide SSID Yes @ No

Radio Management
User Isolation Yes @No

Access Points Clients Event Logs

Qo% ©o% @ox% 0 Q006 115 @19

13



2. Access Control27 TLayer 2 ACL numberlZ4000/54999F TOMFEA AL, +FV )y
JLET,

@ H3C S5560X-345-El|Wireless Cor X 4 (-] - a X
€ C A RESATVEWEE | 192.168.1.10/wnm/wirame/index.php?sessionid =200001a0555b96e42fecf30079d34c9c8918&from=wlan¥M ServiceTemplate?np=stam... tr & &
H3C mcsssexassa &, admin
Actions All Networks » Wireless Configuration » Wireless Networks » Wireless Networks » Advanced Settings(1)
Dashboard
Access control
Quick Start >
Layer 2 ACL number «| 4  (4000-4999)
Monitoring >
Wireless Configuration v m
AP Management
Wireless QoS
Wireless Security
Radio Management
Access Points Clients Event Logs
hittps://192.168.1.10/wnm/wirame/index php?sessionid=200001a0555b96e42fect30079d34c9ca31 88 rom=wian#AccessContrl Qo ©0% @o% 0 00 05 415 @19

3. ZORYTFT 7y T A=a1—TlXEthernet frame header ACLDHER TEE I D T. Applyx4')
vILES,

Access control

Layer 2 ACL number < (4000-4999)
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New ACL x

ACL type IPv4 ACL
IPv6 ACL
(@ Ethernet frame header ACL

User defined ACL

4. ActionZPermit(#& it CEAHRFHTHEIEE T 5158) M Deny (EHR TSRV FRIFEIEET 515
B EBIRLET . HIAIL. EBI9: 00059 H17:00DHAHTHERATESET BEPermitZEIRLE
9, ZL T, time rangeiXx BTN +Z Vv ILET,

New Rule For Ethernet Frame Header ACL

‘

ACL
4000 (4000-4999 or 1-63 chars)
RulelD =
(0-65534) 4 Auto numbered
Description (1-127 chars)
P
Action * @ Permit ) Deny

Match criteria []Source MAC address/mask
[_] Destination MAC address/mask
(] CoS (802.1p priority)
[ DSAP and SSAP fields in LLC encapsulation
[]Protocols in the Ethernet frame header

Time range
g Select... M |

Counting [ Count the number of times this rule has been matched

Continue to add next rule

Apply




4. Description(A 7 av)& A L. ApplyEH)vILET ,

New Ethernet Frame Header ACL X

ACL =
4000 (4000-4999 or 1-63 chars)

Rule match order @) Config () Auto

Rule numbering st
g (1-20)

ep

Description work time range settings (1-127 chars)

Continue to add rule

5. New Time Range THIZ X, BN OEEETOHEI: 0055 H17:00F TELSEMHE
AFALT, ApplyEo)voILET,

New Time Range X

Name =

work time range settings (1-32 chars)

Periodic time range
Start Time(hh:mm) End Time(hh:mm) Sun Mon Tue Wed Thu Fri Sat

09:00 17:00 O 0
Absolute time range
Start Time(hh2mm) Start Date(YYYY-MM-DD)  End Time(hh:mm) End Date(YYYY-MM-DD)
hh:mm YYYY-MM-DD hh:zmm YYYY-MM-DD




6. Time rangeDEXEMNTEELI=D T, ApplyE2)vILET,

New Rule For Ethernet Frame Header ACL x

ACL
4000 (4000-4999 or 1-63 chars)
RulelD =
(0-65534) 3 Auto numbered
Description (1-127 chars)
P
Action =« @® Permit O Deny

Match criteria []Source MAC address/mask
[] Destination MAC address/mask
[]CoS (802.1p priority)
[ DSAP and SSAP fields in LLC encapsulation
[]Protocols in the Ethernet frame header

Time range
work time range settings x v

Counting [[]Count the number of times this rule has been matched

Continue to add next rule

Apply

7. AIDAZ2—ICRYFET DT, ZOACL rulexApplyLET,

All Networks » Wireless Configuration » Wireless Networks » Wireless Networks » Advanced Settings(1)

Access control

Layer 2 ACL number 4000 am (4000-4999)
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8. EifERERRZLELT =,

E19:00RTIZSSIDIZ 7V ERTBHE UTDEIIIZORYNT—HIZFHEATEEHAIELD A
YE—C TERTELRNIENSNMET (CHOACLIE., EEIIH-FE T, 7O A TE5EM
EHIEILET),

<H3C>display clock
08:59:25.251 UTC Wed 03/31/20121
<H3C>

H3C_WiFI_01
F1UT1REHY

IOy RD-DIC B CEEXHA

B9 :00ZBESHLEZDSSIDIZHEHR TEAKSIZHYELT,

<H3C>display clock

09:00:00.143 UTC Tue 03/31/2021

<H3C>%Mar 31 09:01:29:372 2021 H3C
STAMGR/6/STAMGR_CLIENT_ONLINE: Client c8e2-6535-5d0e went online
from BSS 1019-65c¢2-48a0 vlan 1 with SSID H3C_WiFI_01 on AP 1019-65c2-
48a0 Radio ID 1. State changed to Run.

%Mar 31 09:01:30:101 2021 H3C
STAMGR/6/STAMGR_CLIENT_SNOOPING: Detected client IP change: Client
MAC: c8e2-6535-5d0e, IP: 192.168.1.13, -NA-, -NA-, -NA-, Username: -NA-,
AP name: 1019-65c¢2-48a0, Radio ID: 1, Channel number: 52, SSID:

H3C WiFI 01, BSSID: 1019-65c2-48a0.

ﬂf H3C_WiFI_01
ﬁ SEYED = =3
EUR A, X1V T1REHY

J0/874
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iz

GUITERELIZACLIZOTURTIEUT O KSR EINET,

#

wlan service-template 1

ssid H3C_WiFI_01

akm mode psk

preshared-key pass-phrase cipher
$c$3$+5nDI7T8AFmMbrws+1u5DJINN684C8gnw5xuezOT2sbThtoQ==
cipher-suite ccmp

security-ie rsn

access-control acl 4000

service-template enable

#

#

time-range "work time range settings" 09:00 to 17:00 working-day
#

acl mac 4000

description work time range settings

rule O permit time-range "work time range settings"

#

19
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MTEEI D,

fRRE
NEDBRGET, X T4RIED-OICRBDERTFIZIFEFEDSSID(F RN EEIRKIC
FEELVNESIZTBH=OHIZX. GUITIETEEFEAD T, CLIAT R TITORELHYET,

i 5e
BRISRY DML, BOBNLRLITHETHRT 2LDELIBIEUTISRLET,

FIIR

1. SSIDZEMIZT HATURERTD1—ILjobbLTEELET .
[WX1840X] scheduler job radio_disable
[WX1840X-job-radio_disable] command 1 system-view
[WX1840X-job-radio_disable] command 2 wlan service-template 1
[WX1840X-job-radio_disable] command 3 undo service-template enable

[WX1840X-job-radio_disable] quit

2. BEEI7EICSSIDEEMICT 5T URERTLET,

[WX1840X] scheduler schedule stop_radio
[WX1840X-schedule-stop_radio] job radio_disable
[WX1840X-schedule-stop_radio] time repeating at 17:00
[WX1840X-schedule-stop_radio] quit

3. SSIDEEMICTHATURERTTa—)LjobbLTERLET
[WX1840X] scheduler job radio_enable
[WX1840X-job-radio_enable] command 1 system-view
[WX1840X-job-radio_enable] command 2 wlan service-template 1
[WX1840X-job-radio_enable] command 3 service-template enable
[WX1840X-job-radio_enable] quit

4. BHAFAIKICSSIDEZEMICT AT UREERTLET,

[WX1840X] scheduler schedule start_radio
[WX1840X-schedule-stop_radio] job radio_enable
[WX1840X-schedule-stop_radio] time repeating at 09:00
[WX1840X-schedule-stop_radio] quit

20



Q5 BN ERZERZETESORBEFRZHIE T HENTEET
A

fRIRE
PHOBRGET, ENERNEEF 1 TARED=-HICKREORRFICIEIEREHIENKLIIC
F5=OIZ[E, GUITIETEREAD T, CLIITURTITORENHYFET,

{5
IRE T HRESE GBI LRITEBETHRT 2LOLLEBIEUTISRLET,

FIR

1. BIRAV AT —REENCTHAYRERT D a—)LjobbLTEELET
[WX1840X] scheduler job radio_disable
[WX1840X-job-radio_disable] command 1 system-view
[WX1840X-job-radio_disable] command 2 wlan ap-group default-group
[WX1840X-job-radio_disable] command 3 ap-model WA6638-JP
[WX1840X-job-radio_disable] command 4 radio 1
[WX1840X-job-radio_disable] command 5 radio disable
[WX1840X-job-radio_disable] command 6 radio 2
[WX1840X-job-radio_disable] command 7 radio disable
[WX1840X-job-radio_disable] command 8 radio 3
[WX1840X-job-radio_disable] command 9 radio disable
#ATLIV) L TFIZAPOLEDZEATSE 5T UK TY
[WX1840X-job-radio_disable] command 10 led-mode quiet
[WX1840X-job-radio_disable] quit

2. BARLITEFICERA VI TI—REENTEHIATUFEETLET,

[WX1840X] scheduler schedule stop_radio

[WX1840X-schedule-stop_radio] job radio_disable
[WX1840X-schedule-stop_radio] time repeating at 17:00
[WX1840X-schedule-stop_radio] quit

3. EBRALVAII—REEAMNITBATURERT D a—)LjobéLTEELET,
[WX1840X] scheduler job radio_enable
[WX1840X-job-radio_enable] command 1 system-view
[WX1840X-job-radio_enable] command 2 wlan ap-group default-group
[WX1840X-job-radio_enable] command 3 ap-model WA6638-JP
[WX1840X-job-radio_enable] command 4 radio 1
[WX1840X-job-radio_enable] command 5 radio enable
[WX1840X-job-radio_enable] command 6 radio 2

[WX1840X-job-radio_enable] command 7 radio enable
21



[WX1840X-job-radio_enable] command 8 radio 3
[WX1840X-job-radio_enable] command 9 radio enable
#HA TV UTIXAPDOLEDZ@EE M TS 5aYURTY
[WX1840X-job-radio_enable] command 10 led-mode normal
[WX1840X-job-radio_enable] quit

4. BEARFICERA U ITI—REBRICTHITUREETLES,

[WX1840X] scheduler schedule start_radio

[WX1840X-schedule-stop_radio] job radio_enable
[WX1840X-schedule-stop_radio] time repeating at 09:00
[WX1840X-schedule-stop_radio] quit

22



Q6 HEDNDI—HF—DPCHOWIFIODMACT KL A%
BHELTT7ZVERZTESTHLIIERET SHEE?

fRRE

LT D L2, APDAI Networks > Wireless Configuration > Wireless Security > Whitelist and
blacklistCEE LIzLA\WIFIOMACTFL RZRELET .

@ H3C S5560X-34S-El[Dashboard X @ H3C S5560X-34S-El|Wireless Cor X =+

& - C A RBRESWTUALEE | 192.168.1.10/wnm/wframe/index.php?sessionid=2000017a81f820245459a173c991e5d1691e&from=wlan#M

Add Client to Blacklist

¢8-e2-65-35-5d-0¢

AYURTIEUTOLIICHYET:
[AC] wlan whitelist mac-address c8e2-6535-5d0e
[AC] wlan static-blacklist mac-address c8e2-6535-3344

HERAIZ, COFITIEPCOWIFIOMACTZRLRIZLTD LS IZH->THEYET,

Wireless LAN adapter Wi-Fi:

23



DHCPE®h ..............0[&W

BEEEES. . .......... W
Y oO0—AhJL IPv6 FRLA. ... .: fe80::215f:2e98:4ab8:700a%3({& 5¢)
IPv4 ZRLR ............:192.168.100.20(f& %)
IRy TR ..........5255.255.255.0
J—ZERfB...............20214%4H2H 16:36:58
J—XDOEZHEAR. ... .. .....: 202144830 17:02:15
FI+ILE F—kxA ... ... .:192.168.100.254
DHCP #—/\— ... .........1192.168.100.254
DHCPVGIAID ............. 63496805
DHCPV6 254 7>k DUID. ... ...: 00-01-00-01-27-9F-AF-30-3C-18-A0-7A-89-25
DNS H—/—. . ...........114.114.114.114

8.8.8.8
NetBIOS over TCP/IP . ... ... .. A%

ZDOPCHSAPIZIEELIZITCE. LTDESIZIZORYN T =B TEF A I EVVSI Ayt —
UNRKRIN, RN TEE A,

H3C_WiF_01
FXa1UT11REHY

IOy RI)-J LR TEFEA

i

RIAR)ZARET S99 ADHERE

RIAR)RANEE TSI RMEERTELT WLANGSA T UMD IL—LETILEY T L,
DSAT UMD T O RAEHEEREETEET, VILFF P ARE LUV TO—FF Y AMMACT KL A% 7R
DARN)AREIZTSYHOYRNMIEBMT B EIEITEZFEA,
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