H3C SecPath F100 54 t/x’*ﬁb\bmﬁﬂ XTE £ T
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https://192.168.0.1/

———

H3C

The Leader in Digital Solutions

Security Management Platform

T77J')lx|~0) 7'(/|ﬁ$
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H3C

The Leader in Digital Solutions

Change Password

The default password is not secure. A qualified password must meet the following

Secu rity M a nag ement P'atfo rm requirements: It must contain a minimum of 10 characters. It must contain a

minimum of 2 types, and a minimum of 1 characters for each type. It can't contain

the username or the reversed letters of the username.

Old Password | seeee |

L admin

New Password [ | ]

ﬂ sscee Confirm Password | sessssssee |

Other login methods

Copyright® - Technologies Co.,




T aAR— R ARREINFET

SecPath B admin ~ Q
F100-C-Al Dashboard
Predefined tab ®
- Dievice name H3C [Set] = A
. Device model SecPath F100-C-A1
Software version 7.1.064,8460P2301
Serial number 219801AZEPI21AQO0008
0, 0
50% 6% System time 2000-06-04 10:31:25 [5=t]
System uptime 0 days 3 hours 42 minutes 3 seconds
Hardware version Varh
Boot ROM version Basic Version: 1.00 Extend Version: 1.00
Memory usage CPU usage Flash usage Cloud connectivity Mot connectad
v Domain name opstunnel-seccloud.hic.com [Set]
1 4 [ —, amaam o -
System traffic statistics SN Session Establishment Rate Statistics =103 %
a a
Traffic rate Past hour (sessions/sec)
— Inbound — Qutbour
200 Kivs
0B
150 Kl
\ 0
I.\
100 Kis \
| Y 04
/ \
/
50 Kbis / Y .
/ \
/ A
Qbry = - — —= - o -
Qo268 937 10:10 10 0.2 0227 .32 0237 0242 ta:47 a:s2 0257 1002 10:07 10:12 10:
4 » L »
Systemn Sessions Statistics =) D1l % 20X
Past hour (sessions) = Threat distribution by severity level =
Threat count
7
NN
s —
| LA A
) | VARVA
5 [ {
‘ \
| | |
3 — [ \ !I Risk level: Safe
1 |
\ \ / |
S — | — n / -
Copyright@ 2004-2022 New H3C Technologies Co,, Ltd. All Rights Reserved
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FAEVADAVRANS—ZERMBR T 5-OICEERFTDOFERETMETS  °

6 H2C | SecPath F100-C-A1 | System|L X -+ e - X

<« C A FESATVGLEE | https//192.168.0.1/wnm/frame/index.php#M_License @ e * » 0@

H3C SecPath (3] Q @ ': @ @ B adminv Q ® G

IFIERE5S] Dashboard Monitor  Policies Objects  Network = System
@ U ngh Availabili I} . Obtain device info file (DID filg) Install [ Compress License Storage Enter your keywords Q) Search (%, Advanced search
® @] Log Se[tings urchase and Install a license to use a license-based feature. In a stateful failover scenario, purchase and install a license on each member device. For more information, see License Online Help.
® ﬂ-% REpO[t Settings Location Feature name Licensed  Type Status Licensed content Installation time Actions
Slot1 @7 2000-07-31 17:13:35 x
© (4 Session Aging Time St
AV N Trial {date restricted) Expired 2022-06-27 to 2022-09-25 E
@ 1, Upgrade Center
IPS N Trial (date restricted) Expired 2022-06-27 to 2022-09-25 E
License Config
UFLT N Trial (date restricted) Expired 2022-06-27 to 2022-09-25
© &, Administrators
SSL VPN N Trial (date restricted) Expired 2022-06-27 to 2022-09-25 [ 30 usel
@ ¥ Maintenance
ACG N Trial {date restricted) Expired 2022-06-27 to 2022-09-25 =
(5 Diagnosis Center
IPRPT N Trial {date restricted) Expired 2022-06-27 to 2022-09-25 E
© &1 Configuration Wizard
WEB-CACHE N - - - i=

At 2EMBTIRNOFIEIIREETOEHEE
N7 7 AN (did) BT B L TT

Total entries: 1

Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved
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6 H2C | SecPath F100-C-A1 | System|L X -+ e - X

@
5
pas
¥
=

o

< C A FEShTLEWEE | httpsy//192.168.0.1/wnm/frame/index.php#M_License

H3C s S Q © - &) @ B adminv Q ® G

[FIIRESS] Dashboard Monitor  Policies Objects  Network = System
@ High Availability [} Obtain device info file (DID file) [4- Install & Compress License Storage Enter your keywords | Q) Search (i Advanced search
® @ Log Se[tings Purchase and install a license to use a license-based feature. In a stateful failover scenario, purchase and install a license on each member device. For more information, see License Online Help.
® ”3, REpO[t Settings Location Feature name Licensed  Type Status Licensed content Installation time Actions
. : . Slot1 @7 2000-07-31 17:13:35 x
© (4 Session Aging Time St
AV N Trial {date restricted) Expired 2022-06-27 to 2022-09-25
@ 1, Upgrade Center
L : IPS N Trial (date restricted) Expired 2022-06-27 to 2022-09-25
License Config
o UFLT N Trial (date restricted) Expired 2022-06-27 to 2022-09-25
© %, Administrators
: SSL VPN N Trial (date restricted) Expired 2022-06-27 to 2022-09-25 [/ 30 usel =
@ ¥ Maintenance
. . ACG N Trial (date restricted) Expired 2022-06-27 to 2022-09-25
(5 Diagnosis Center
) : . IPRPT 2022-06-27 to 2022-09-25 =
© &1 Configuration Wizard
WEB-CACHE = =
Device SN 219801A3EP921AQ0000B
‘{
DID file(® flash:/license/219801A3EP921AQ0000B.did
Cancel
Total entries: 1
] b
Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved
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dlinl
1|

HE=HARARAF
BAAE FH A
New H3C Technologies Co., Ltd.
Software License Certificate

77 ifri & / Product Info

R LIS-UIS-MANGERA-STD-2 1007005060013
10001C3  <==> 2 10001C3 1 43 /1PCS

HERFR, BRZERF

Caution: Please keep this certificate carefully,

you may need to use itin the future.

iICF7AM R Z2BALTHEEEXT,

AV RZTBATHETI VAT —ME
SN TEWLYET,

11



https://www.h3c.com/en/Support/Online_Help/License_Service/Register _the First Time/

https://192.168.0.1/web/frame/en/l X e Support - Register Upgrade License X +
¢ c & h3c.cor Support/Online p/License_Service/Register_Upgrade_License @ & 2 % * 0O ° :

Training & Certification Partners About Us

Products & Technology Solutions

Registers licenses for a device that has never been activated.
@ B¢

Home » Support > Online Help » License Service » Register Upgrade Licenses .
™ & > pC > 9UD-F 5}
EEv  HLLWIALS- =+ @ O
v W rC
. SHO)
> ¥ F9vo-F
D license_219801A3EP921AQ0000B.did 2022/07/05 10:45 DID 73
To register add-ons, add-on features, or time extensions, please select a product categor o dil
has not previously been activated, please select First-Time Registration in the menu on | 4 FFk
> W E9Fv
> f<x
> @ 2-Iy7
Select product category.
> mm H3C-Japan (¥¥10.66.209.57)
I > == Training
Security_NG Firewall vI
Product category Y & @
774 V& (N):Jlicense_219801A3EP921AQ0000B. did BEERTYR (&) v

[ BKo Fovtll

Device information @
Device information file . T71)VRERBERENTUEEA %

FAVREFYA MZT77ALTdidZ7141L
7wv70A—FLET,

s i




G4tV R7 74N (excellER) 27y 7A—FLFT

o https://192.168.0.1/web/frame/en/lc X @ Support - Register Upgrade License X +

<« C @ h3c.com/en/Support/Online_Help/License_Service/Register_Upgrade_Licenses/
PC GG H3C H3C/ (== H3CE7 &7 ER #T iLHo—= Cloudnet @ VAC1000 @ H3CSecPath F100-C-.. (BB YouTube

Products & Technology Solutions

W a2+« » 0@ :

Training & Certification About Us

License information

Upload license keys from

excel file

Input license keys or

select by sales contract

7 AL R B

B

3130A4E9-RRDJB5gp-@NKrjc&W-sA2Kd ke

Product code| LIS-F100BAS-ACG-1Y

Description| H3C SecPath F100-BAS Application Signature Update Service License, 1 Year
3130A4EA-44Jwerja-BAIRsFsi-HEUT7rmk

Product code

Description| H3C SecPath F100BAS SSL VPN 30T AR EiE
3130A4EG-WJT43Hu4-a38bxRd/-BcyD265n

Product code

Description| H3C SecPath F100-BAS URLIS R HERARS 121N 14
3130A4EM-yEtwtD-daUMPyYV-CMcY/RaM

Product code

Description| H3C SecPath F100-BAS IPS $7EEEFHEARFISINE, 145
3130A4EN-SD#+ T E-ig@v4sVp-v*Ensd/5

Product code

Description| H3C SecPath F100-BAS AV BFR=E2 License, 145

A4t AF—%ExcellclATD & 5 ICE82E;

11 v Jx

A
|31 30A4 07— pP@eWEE —MNke koxplo EMNY-chi%ay joa
31 30A4 B3 —IVmEBGHY IM=Mmid J5 B k—+rEWHS3
31 30A EA-Tard 3 kkKMhud greDY-LjcBEERA
31 30A4EG—@4 B jchis+JLpC n— L JO+44
31 30A4EM-S7 X BFshchfvWKYDh—+kE invR6
31 30A4EN-ngT FD&T jhlUS E@T E%—D@: | ATES

Lo T R [ R iy T OB o Y L
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6 https://192.168.0.1/web/framefen/l: X e Suppaort - Register Upgrade License X <+ W - X

&« c & h3c.com/en/Support/Online_Help/License_Service/Register Upgrade Licenses/ B 2 % » 0O @ H

Products & Technology Solutions Training & Certification Partners About Us

Contact Information @
Customer | H3CTS ’ |: \ /E IE % A L
VeSS = 3 J J C

company/organization

| Get activation key of file

| #9UvsTBEANLE

Last name

| Email address%e(ZA/ > AL
e —>3 >77/f)b(.ak)77/f)lx

Zip code

VRSN TELNTEFET

Project name

Verify code | 2164 <2> 2 1 4
@ accept all terms of H3C Legal Statement *

@ Get activation key or file

Cancel




AVAPML=a 774D A

—ILTELNTETET,

Your request for H3C device activation is approved.
license master@h3c.com
B9 test@gmail.com

D NGFirewall2022070510204605670.ak Vl
| 3 KB

H3CTS:
Thank you for using H3C products.
Your request for H3C device activation is approved.

Please see the attached file for the activation key for your product.

The following is your device and license key information.

Failover type: single

License key:
License key Generated at Product

3130A4D7-/UigLent-5C8%WR$5-%FBkhD$2 2022/6/24 18:53:59 LIS-F100-BAS-TI-1Y

Device information file: license_219801A3EP921AQ0000B.did

Please do not reply to this email.

For comments or questions,please contact us through http://www.h3c.com/portal/About_ H3C/Contact Us.

H3C License Center
2022/7/5 10:20:46

15
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=

1R 77A4N0(ak) A VA =L LET,

@ H3C| SecPath F100-C-A1 | System|L X e Support - Register Upgrade License X | + e - X
<« C A BEESATLELERE | httpsy//192.168.0.1/wnm/frame/index.php#M_License W e x » 0@ :
H3C o S <« & © B smn v Q @ G
[FIIRESS] Dashboard Monitor  Policies Objects  Network = System
®9 High Availability [ Obtain device info file (DID il | Install -055 License Storage Enter your keywords ) Search [ Advanced search
® @ Log Setti ngs Purchase and install a license to use a license-based feature. In a stateful failover scenario, purchase and install a license on each member device. For more information, see License Online Help.
® [% Report Settings Location Feature name Licensed  Type e 5 Status Li d 1 inn time Acti » \
Slot1 ®7
© (4 Session Aging Time St : }
AV N Tiial (date restricte| < > - k> pC> FavO-F v G L Fovo-Fows
@ 1, Upgrade Center
. IPS N Trial (date restricte| == + HLWIAIS- =~ M
@ License Config | - : °
. UFLT N Trial (date restricte B2 EFEE =]
© & Administrators | v B sam
~
SSL VPN N Trial (date restrictes a 3 -
: > b Sovn-F
© ¥ Maintenance 1 [ NGFirewall2022070510204505670.3k 2022/07/05 11:21 AKT7
. . ACG N Trial (date restrictel » pm FR7ryT
(5 Diagnosis Center
® 01 Confi il Wi IPRPT > FFaive
+Configuration Wizar :
e —— Install License . W EDFe
) » @5
Location Slot1 e
> @ 2-Y92
) Activation file Mo file is selecte] > = H3C-Japan (¥#10.66.209.57)
» == Training
@ I OK I > A5 Windows
)I NGFirewall2022070510204605670.ak vl FAT@IPAN ) &7
[ B Fovtl

Total entries: 1

« I—— v

17



SIIT1

EAL-SA AN EMIZEYELE

H3C SecPath Q @ - @ & B adminv Q @ C

[FITEE Dashboard Monitor  Policies Objects  Network | System
©9 ngh Availablllty [, Obtain device info file (DID file) G. Install [ Compress License Storage Enter your keywords (), Search [, Advanced search
® @ LOg Settings Purchase and install a license to use a license-based feature. In a stateful failover scenario, purchase and install a license on each member device. For more information, see License Online Help.
—
® R Report Settings Location Feature name Licensed @ Type Status Licensed content Installation time Actions
Slot1 ®7 2022-07-05 11:32:00 X
@63 Session Aging Time St
Slot1 @7 2022-07-07 09:30:18 X
© 1, Upgrade Center
AV Y Trial (date restricted) In use 2022-07-07 to 2022-10-05 E
* Signature Upgrade
IPS Y Trial (date restricted) In use 2022-07-07 to 2022-10-05
- Software Upgrade
. UFLT Y Trial {date restricted) In use 2022-07-07 to 2022-10-05
License Config
SSLVPN Y Trial (date restricted) In use 2022-07-07 to 2022-10-05 / 30 usel =
© & Administrators
ACG Y Trial (date restricted) In use 2022-07-07 to 2022-10-05 E
© X Maintenance
IPRPT N - - - =
© ) Diagnosis Center
WEB-CACHE N - - -
@ w1 Configuration Wizard =
q
Total entries: 2
1 3
Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved
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O RF—T —BIR—ZXANT It RFEER

H3 SecPath Q @ -: @ @ Please click this icon to save the changes B admin >~ Q @ G
F100-C-A1

Dashboard Monitor  Policies Objects  Network = System

© @ High Availability . . . -
 Refresh & Configure proxy serv [, Test signature library server connectivity
® @ LOg Setti e Signature library urrent version Release date Auto update Scheduled update time Actions

® |-_-'E; Report Settings IPS signature library 1.0.189 2022-07-04 - Online update | Manual update | Roll back
© 62 Session Aging Time S« Anti-virus signature library 1.0.158 2022-07-04 - Online update | Manual update | Roll back
© 1, Upgrade Center APR signature library 1.0.139 2022-06-21 - Online update | Manual update | Roll back

- Signature Upgrade URL filtering signature library 1.0.66 2022-05-26 - Online update | Manual update | Roll back

- Software Upgrade URL reputation signature library 1.0.89 2022-07-04 - Online update | Manual update | Roll back

License Conflg Domain reputation signature library 1.0.189 2022-07-04 = Online update | Manual update | Roll back
® &Administrators IP reputation signature library 1 . - Online update | Manual update | Roll back
Information x
© X Maintenance
© ) Diagnosis Center
(OF . H] Conﬁguration Wizard @ The signature library server is correctly
connected.
—

TR F Y —%EFHTB=-HIZSecPathh*> 7' 2 F v —
F—RR—ZAANT IR TEBRDZ2HERTS

Page 1 of 1 Entries per page 25 v Displaying 1 -7 of 7

Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved




SO RTF—DEFFAIDT DHRTE

H3 SecPath : q @ 2 Please click this icon to save the changes X B admin> Q @ C
F100-C-A1

Dashboard Monitor Policies Objects  MNetwork = System

© B High Availability

 Refresh 9, Configure proxy server [} Test signature library server connectivity

® E' LOg Setti ngs Signature library Current version Release date uto update Scheduled update time Actions
® F'.:; Report Settings IPS signature library 1.0.189 2022-07-04 @ - Online update | Manual update | Roll back
© €3 Session Aging Time S Anti-virus signature library 1.0.158 2022-07-04 = Online update | Manual update | Roll back
® ar Upgrade Center APR signature library 1.0.139 2022-06-21 - Online update | Manual update | Roll back
* Signature Upgrade URL filtering signature library 1.0.66 2022-05-26 - Online update | Manual update | Roll back
- Software Upgrade URL reputation signature library 1.0.89 2022-07-04 - Online update | Manual update | Roll back
License Config Domain reputation signature library 1.0.189 2022-07-04 = Online update | Manual update | Roll back
© & Administrators IP reputation signature library 1.0.83 2022-06-30 - Online update |Manual update |Roll back

© X Maintenance

© @) Diagnosis Center Configure Scheduled Update For IPS Signature Library

S RF ¥ —DEHHE 2
$—§J @I_I Cancel
. *V 54V THESF
. H3COHA P DAY YO—F LIS T 2F ¥ —7 74 LEEIAA CER
. 1RO IR F¥—ICET
)
E¥T3H(ER. SAKE. 5AEQ. 8XKEH. 54AEL. 54EE. 5118
A, SEAMA). BE%IEE L TEBNICEST

of 1 Entries per page 25 = Displaying 1 -7 of 7

@ Configuration Wizard Scheduled update

Every day |2 0 0  (hh/mm/ss)
OK

Page

Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved
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https://www.h3c.com/en/Support/Resource Center/Software Download/Security/

Products & Technology Solutions Training & Certification Partners About Us

Home : Support  Resource Center » Software Download - Security

H3C SecPath F5000 Firewall Series H3C SecPath F1000-Al Firewall H3C SecPath F1000 Firewall Series
Series
F5000 F1000
F1000-Al

Signature Database Services

:/ 771 ?' ‘\" - % qEEjJ TE%&? 5 TC &5 0) :/ 7* '?' ’\" - 7b€ Signature Database Services
A9 VA—FTEBYAMITI7R2RT S

;




AR TFN—T7AILDFHoO—K

Products & Technology Solutions Support Training & Certification About Us
Signature Database Services
Title Date Downloads
» DEBY T EF v —7 74Nk voes
» 9“ '7 v HA— F T 5 02-07-2022
- 01-07-2022
- 01-07-2022
5 30-06-2022
- 29-06-2022
> 29-06-2022
> 28-06-2022
S 26-06-2022
S 24-06-2022
5 23-06-2022
- 22-06-2022
> 22-06-2022 M
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25

5 B 1S4 AT W H Ak BRADLFUA

System log

Flow log

Fast log

Data
analysis
center log

D RTL0% (Syslog) IR P —EXE
Da—)UIZE o TERSN AR ET-
(E#etEesiekLET

708—A7% (User log) I, 78—([Z&E DL
TeyiavighzitilEzd, 70—0O5
IR)IZIE, Eyiarv/\rybD5DODFE
|wENSTVY

HEthEENTT

5&07% (FastlogE =I&Customlog) (.
FEAEDEF ) TAH—ERED 21—
WIZE > TERSIN=#ETEzIFA Rk
ZaeikLE9,

T—EAter 4—n0d 1. T/INMRIZ
O THERSINTI=ARNUNE (X #HETEA
DTVOIVMNMINHL, A ERERE

BIZRRLET,

DRTFLOAOTE. AT A= 3w RA—
ED1—)LENLTASCIEX Tink, OV
V=L BLUVZEDMDIELEETERT S
=l hEnFEzT,

J0—045ZaSRwAMIHEAShEH ., A
VIF A=t A—ITFEESN, D
A—AJED21—IILENLTEYS R
NF)ERATSHIZUEBEINET,

BEEAJ (X BEATHEAED 1 —ILEN
LTASCIH e TA I A— avty
A—TIFEKATRAMZHE AShET, H
VAEIE S =1 AN

OJ &, T—49 e 4—FED 21— L%
MLTCEFETFEFLGFr—FOKRTWeb 1>
B—DIARIZRRSNET,

FTINAADBEDATFURAEETR
PNRELGZSFIAISERTEES,

LDy av DI TE/ Ny
L—Y EYVTFADRELESF)AIZ
WRATEEY,

X)) T4 H—ERES21—ILDOAL
BRHRERZER . .ER/.BLUSHT
SHENHLILT)AITEBTEXT

O S ZERENIZRTTBUFUA
[ZEFTRIRET /N1 ADWebf 2 RZ—TTA R
TORERILAVETT,



syslogt—/A\—D 7KL RAHTE

SecPath S Q @ ¢ @ E:EJ

PR Dashboard Monitor  Policies Objects  Network = System

© © High Availability
© 6] Log Settings

- Basic Settings

Output to log buffer @

- Email Server

- Session Log Settings Log buffer size 512 entries (0-1024. Default: 512.)

* NAT Log Settings

- AFT Log Settings Apply
- SandBox Log Settings @ Create Delete
- Threat Log Settings Log host address Port humber VRF Edit

- Application Audit Log 192.168.0.254 Public network




OJICESHIRMIBFHRDIETE

SecPath D @] EE]
H3c F100-C-A1 Q -~ @

Dashboard Monitor  Policies Objects  Network = System

@ ~ " - mpu e
v ngh A"u"ﬂ"ﬂbl'lt}' Syslog Flow Log Fast Log Qutput Storage Space Settings

© & Log Settings

@ - Basic Settings ,
Log timestamp

- Email Server

@ Greenwich Mean Time (GMT) Local time

- Session Log Settings Source IP for log packets(Z

* NAT Log Settings Log character encoding

Default encoding @+
- AFT Log Settings

- SandBox Log Settings Apply

- Threat Log Settings ) Create Delete
Log ... Port... VRF Sess... Atta.. Rep.. AFT.. URL.. App.. Net.. Tele.. Tele.. CM.. CM.. Uni.. Uni. Sec..

@ @ @ @ ®@ & e e e o

- Application Audit Log
19.. 514 P.. @

®
®

» URL Filtering Log Setti
- Attack Defense Log Se

- Reputation Log Setting

- Bandwidth Alarm Setti




OJICESHTRAMBFROEE (HE)

Edit Log Host

Log host address!

VRF
Session logs

NAT logs

AFT logs
Application audit log!
URL filtering logs
Attack defense logs
Reputation Logs

MNetshare logs

’ 192.168.0.254 +(1-253 chars)
Port number @

514

Fublic network

Log format
NAT session logs

NAT444 user logs

@

OK Cancel

@ X

-

(1-65535. Default: 514.)

China Unic =

Edit Log Host

Security policy
configuration logs

Heartbeat logs
IPS logs

Bandwidth
management logs

Sandbox logs
LB logs

SLB logs
Inbound link
Qutbound LB

Transparent D
logs
Terminal identifica
logging
Anti-virus logs

External authenticdi
logs

Notification logs

@ X

28




OJICEEHTRIBFHRDIETE (FE)

H3C
F100-C-A1

© @ High Availability

© 5] Log Settings
- Basic Settings
- Email Server
- Session Log Settings
* NAT Log Settings
- AFT Log Settings
- SandBox Log Settings
- Threat Log Settings
- Application Audit Log
* URL Filtering Log Setti
- Attack Defense Log Se
- Reputation Log Setting
- Bandwidth Alarm Setti

- Configuration Logs Se’

S 4 ) - & &)

Dashboard Monitor  Policies Objects  Network = System

IPS logs

Log type ® System log @ast log

Opening the system log may affect the performance of the device, It is recommended to enable the quick log.

Qutput through email

Output logs in Chinese (7

Anti-virus logs

Log type ® System log @ Fast log

Opening the system log may affect the performance of the device, It is recommended to enable the quick log.

Qutput through email

Apply

29



OJICEEHTRIBFHRDIETE (FE)

. [y ] &
H3C s, J O 0 C

Dashboard Monitor  Policies Objects  Network = System

© © High Availability
© @] Log Settings

Log type Systemn | |
- Basic Settings @ System log og

- Errafl GareEn Opening the system log may affect the performance of the device. It is recommended to enable the quick log.

- Session Log Settings Log aggregation for single-packet attack

Enable blacklist logging

* NAT Log Settings
- AFT Log Settings Apply
- SandBox Log Settings
- Threat Log Settings

- Application Audit Log

Blacklist log settings
- URL Filtering Log Setti

- Attack Defense Log Se Log buffer size @ 512 *entries (0-1024)
- Reputation Log Setting Log file size 1 *MB (1-10)
- Bandwidth Alarm Setti Log file usage alarm threshold (7 80 *% (0-100)

- Configuration Logs Se’
2 & Apply

+ Security Policy Log Set
- Heartbeat Log Setting:
- IP Access Log

Attack defense log settings
- MAC Access Log

- LB Leg Log buffer size @ 512 *entries (0-1024)
- Bandwidth Manageme Log file size 1 *MB (1-10)
* Trusted Access Contro Log file usage alarm threshold (7 80 *9% (0-100)

@ [ Report Settings

™ e p v e

Apply
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1

© 0 High Availability
© [ Log Settings
- Basic Settings
- Email Server
- Session Log Settings
* NAT Log Settings
- AFT Log Settings
- SandBox Log Settings
- Threat Log Settings
- Application Audit Log
- URL Filtering Log Setti
- Attack Defense Log Se
- Reputation Log Setting
- Bandwidth Alarm Setti
- Configuration Logs Se’
= Security Policy Log Set
- Heartbeat Log Setting:
- IP Access Log
- MAC Access Log
- LB Log
- Bandwidth Manageme
* Trusted Access Contro
© [ Report Settings
© 3 Session Aging Time ~
3

Syslog Flow Log

Storage space usage

Total storage space:28.89GB
Used space:65.96MB
Available space:28.63GB

Fast Log Qutput

Storage Space Settings

Before unplugging the storage device, you must click Unload to avoid file system corruption.

threat

url_filter

traffic_log

file_filter

terminal

Server farm member trend statistics
Server farm member stability trend statistics
HTTP delay trend statistics

Link application traffic statistics
IPCAR TopN statistics

Others

[ Available space

Service Max storage days (1-65535) Max storage space (%) Action Used space (%) Enable Edit
dpi | threat 365 20 Delete 0.0 4
dpi | url_filter 365 20 Delete 0.0 ¢
device-log | traffic_log 365 20 Delete 0.0 ’
dpi | file_filter 365 20 Delete 0.0 ¢
dpi | terminal 365 20 Delete 0.0 4
Loadbalance log information | Server far... 365 20 Delete 0.0 &
Laadhalanca lan infarmatinn | Carvar far BT 20 Nalata nn &

Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved




O45 J7A)L: flash:/

<H3C>dir

Directory of flash: (VFAT)

32

0 drw- - Oct 05 2022 23:58:38 WEB

1 drw- - Jul 13 2022 01:18:06 diagfile

2 drw- - Jul 08 2022 00:08:18 dpi

3 -rw- 677 Oct 07 2022 20:01:10 ifindex.dat

4 -rw- 1808 Mar 02 2021 01:54:00 licbackup

5 drw- - Mar 02 2021 01:54:00 license

6 -rw- 1808 Mar 02 2021 01:54:00 licnormal

7 drw- - Sep 29 2022 19:50:50 logfile

8 drw- - Mar 02 2021 01:54:06 pki

9 drw- - Mar 02 2021 01:54:00 seclog

10 -rw- 0 Mar 02 2021 01:54:00 sim_f1000_fw-cmw710-boot-a6401.bin
11 -rw- 0 Mar 02 2021 01:54:00 sim_f1000 fw-cmw710-system-a6401.bin

12 -rw- 11114 Oct 07 2022 20:01:10 startup.cfg
13 -rw- 275050 Oct 07 2022 20:01:10 startup.mdb
14 drw- - Oct 12 2022 13:49:12 webtmp

1046512 KB total (869820 KB free)
<H3C>




0% 774 )L: flash:/dpi

<H3C>dir dpi
Directory of flash:/dpi
0 drw- - Jul 08 2022 00:08:18 apr
1 drw- - Jul 08 2022 00:08:18 audit
2 drw- - Jul 08 2022 00:08:18 av
3 drw- - Jul 08 2022 00:08:18 dnsreputation
4 -rw- 30 Dec 10 2022 07:50:42 dpi_sigpack.log
5 drw- - Jul 08 2022 00:08:18 filereg
6 drw- - Jul 08 2022 00:08:18 ipreputation
7 drw- - Jul 08 2022 00:08:18 ips
8 drw- - Jul 08 2022 00:08:18 netshare
9 drw- - Jul 08 2022 00:08:18 uflt
10 drw- - Jul 08 2022 00:08:18 urlreputation
11 drw- - Jul 08 2022 00:08:18 waf

1046512 KB total (869820 KB free)
<H3C>dir dpi/ips
Directory of flash:/dpi/ips

0 drw- - Jul 08 2022 00:08:18 pcap
1 drw- - Oct 01 2022 06:57:02 predefined
2 drw- - Jul 08 2022 00:08:18 snort

1046512 KB total (869820 KB free)
<H3C>
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0% 274 JL: flash:/logfile

<H3C>dir logfile/
Directory of flash:/logfile
0 -rw- 917 Sep 29 2022 19:50:50 atk_scan.log
1 -rw- 10860 Oct 01 2022 08:30:28 atk_single.log
2 -rw- 14074 Oct 01 2022 08:30:28 cfglog.log
3 -rw- 48806 Oct 01 2022 08:30:28 logfile.log

1046512 KB total (869820 KB free)

<H3C>more logfile/atk_scan.log

%@1%Sep 29 10:48:07:540 2022 H3C ATK/3/ATK_IP4 PORTSCAN_SZ: SubModule(1127)=SCAN;
SrcZoneName(1025)=Management; Protocol(1001)=TCP; SrcIPAddr(1003)=192.168.56.254;
SndDSLiteTunnelPeer(1041)=--; RcvVPNInstance(1042)=; DstIPAddr(1007)=192.168.56.1; Action(1053)=logging,drop;
BeginTime_c(1011)=20220929104807.

%@2%Sep 29 10:48:19:079 2022 H3C ATK/3/ATK_IP4 PORTSCAN_SZ: SubModule(1127)=SCAN:
SrcZoneName(1025)=Local; Protocol(1001)=TCP; SrcIPAddr(1003)=192.168.56.254;: SndDSLiteTunnelPeer(1041)=--;
RcvVPNInstance(1042)=: DstIPAddr(1007)=192.168.56.1; Action(1053)=logging,drop:;
BeginTime_c(1011)=202209291048109.
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0% 2774 )L: sda0:/

=
Il
0
L
3
0

<H3C>dir sda0:/

Directory of sda0: (VFAT)
0 drw- - Jul 04 2022 09:57:22 System Volume Information
1 drw- - Jul 06 2022 10:04:16 seclog

<H3C>dir sda0:/seclog

Directory of sda0:/seclog
0 -rw- 838 Jul 07 2022 12:09:38 anti-vir.log
1 -rw- 42868 Jul 07 2022 12:09:38 atk_flood.log
2 -rw- 95856 Jul 07 2022 12:09:38 cfglog.log

3 -rw- 639 Jul 07 2022 12:09:38 ips.log
4 -rw- 33971 Jul 07 2022 12:09:38 logfile.log
5 -rw- 339 Jul 07 2022 12:09:38 uflt.log

31184896 KB total (31184608 KB free)
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04 774 )L: usba0:/ 36

<H3C>dir usba0:/
Directory of usba0: (VFAT)

0 drw- - Jul 05 2022 21:39:16 System Volume Information
1 drw- - Jul 07 2022 10:14:18 ntop_database
2 drw- - Jul 05 2022 21:39:28 seclog
<H3C>dir usha0:/ntop_database/ 23 drw- - Jul 07 2022 10:14:04 Ib-dnsresponse 48 drw- - Jul 07 2022 10:13:40 Ib-virtualserver
Directory of usba0:/ntop_database 24 drw- - Jul 07 2022 10:13:42 Ib-domain 49 drw- - Jul 07 2022 10:13:42  Ib-virtualserverstatus
0 -rw- 20480 Jul 0772022 10:14:18 Analysis.event 25 drw- -Jul 07 2022 10:13:44 Ib—http 50 drw- -Jul 07 2022 10:14:14 maintenance
1 -rw- 4096 Jul 07 2022 10:14:14 app.db 26 drw- - Jul 07 2022 10:13:42 Ib-link 51 drw- - Jul 07 2022 10:13:52 nat—flow_log
2 _rw- 32768 Jun 04 2000 06:51:05 app.db—shm 27 drw- -Jul 07 2022 10:13:40 Ib—linkapp 52 drw- -Jul 07 2022 10:13:42 packet—filter—
3 -rw- 832272 Jun 04 2000 06:51:05 app.db—wal 28 drw- - Jul 07 2022 10:13:56 Ib-linkinfo security_policy
4 drw- - Jul 07 2022 10:14:04 attack-defense-blacklist 29 drw- - Jul 07 2022 10:13:42 Ib-linkmatchclass 53 drw- - Jul 07 2022 10:14:04 sandbox-detail
5 drw- - Jul 07 2022 10:13:40 attack-defense-flood 30 drw- - Jul 07 2022 10:13:42 Ib-linkstatus 54 drw- - Jul 07 2022 10:13:42 sandbox—log
6 drw- - Jul 07 2022 10:13:52 attack-defense-ipcar_alarm 31 drw- - Jul 07 2022 10:13:54  Ib-linkwarning 55 drw- - Jul 07 2022 10:14:00 security-policy-counting
7 drw- - Jul 07 2022 10:13:40 attack—defense—ipcaristatistics 32 drw- - Jul 07 2022 10:13:42  Ib-member 56 drw- - Jul 07 2022 10:13:40 syslog-cfglog
8 drw- ~Jul 07 2022 10:13:42 attack-defense-scan 33 drw- - Jul 07 2022 10:13:48 Ib-memberstatus 57 drw- - Jul 07 2022 10:13:42 syslog-syslog
9 drw- - Jul 07 2022 10:14:06 attack—defense—signature 34 drw- -Jul 07 2022 10:13:42 Ib—nodewarning 58 drw- -Jul 07 2022 10:14:14 threat
10 drw- Jul 07 2022 10-13:40  audit 35 drw- - Jul 07 2022 10:13:42 Ib-outbound 59 drw- - Jul 07 2022 10:14:14  traffic
11 drw- - Jul 07 2022 10:13:46 botnet-detect-botnetinfo 36 drw- - Jul 07 2022 10:13:58 Ib-overviewdomain 60 drw- - Jul 07 2022 10:14:14  url-filter
12 drw- - Jul 07 2022 10:14:14  botnet-detect-exception 37 drw- -Jul 072022 10:13:42 " |b-overviewlink
13 drw- - Jul 07 2022 10:14:14 botnet—detect—globalinfo 38 drw- - Jul 07 2022 10:13:42 Ib—overv!ewmember 30294000 KB total (30226768 KB free)
14 drw- - Jul 07 2022 10:14:14  botnet-detect-riskscore 39 drw- - Jul 072022 10:13:42 " Ib-overviewrs
15 drw- - Jul 07 2022 10:13:54 botnet-detect-threathost 40 drw- -Jul'07202210:13:42 " |b-overviewst
16 drw- - Jul 07 2022 10:14:06 dpi—reputation 41 drw- - Jul 07 2022 10:13:40 Ib-overviewvs
17 drw- - Jul 07 2022 10:13:42 dpi—terminal 42 drw- - Jul 07 2022 10:13:42 Ib—protectattaclk
18 -rw- 28672 Jul 07 2022 10:14:16 event_analysis.pool 43 drw- -Jul07202210:13:40  Ib-protectwarning
19 drw- - Jul 07 2022 10:14:14 file-filter 44 drw- - Jul 07 2022 10:14:12 Ib-realserver
20 drw- - Jul 07 2022 10:14:08 |b-SSL 45 drw- - Jul 07 2022 10:13:42 Ib-rsstatus
21 drw- ~Jul 07 2022 10:13:42 |b-cache 46 drw- - Jul 07 2022 10:13:42  Ib-serverfarm

22 drw- - Jul 07 2022 10:13:40 Ib-dnsproxy 47 drw- - Jul 07 2022 10:13:42  Ib-serverfarmstatus




syslogZ71 /)L

Jul 05 16:09:00 192.168.0.1 Jul 516:07:38 2022 H3C %%10ATK/3/ATHI ICMP_FLOOD_ SZ& AtkDirection(1134)=Destination; SrcZoneName(1025)=Management;
SrclPAddr(1003)=; DstIPAddr(1007)=224.0.0.2; RcvVPNInstance(104
Jul 05 16:10:58 192.168.0.1 Jul 5 16:09:36 2022 H3C %%10ATK/3/ATK _ICMP_FLOOD SZ: AtkDirection(1134)=Destination; SrcZoneName(1025)=Management;

SrclPAddr(1003)=; DstIPAddr(1007)=224.0.0.2; RevVPNInstance(1042)=; UpperLimit(1049)=1; Action(1053)=logging,drop; BeginTime _c(1011)=20220705160936.

Jul 05 16:20:04 192.168.0.1 Jul 6 01:18:42 2022 H3C %%10NTP/5/NTP_LEAP CHANGE: System Leap Indicator changed from 3 to 0 after clock update.
Jul 05 16:20:04 192.168.0.1 Jul 6 01:18:42 2022 H3C %%10NTP/5/NTP_STRATUM_ CHANGE: System stratum changed from 16 to 8 after clock update.
Jul 05 16:20:33192.168.0.1 Jul 6 01:19:12 2022 H3C %%10ATK/3/ATK _ICMP_FLOOD_SZ: AtkDirection(1134)=Destination; SrcZoneName(1025)=Management;

SrclPAddr(1003)=; DstIPAddr(1007)=224.0.0.2; RevVPNInstance(1042)=; UpperLimit(1049)=1; Action(1053)=logging,drop; BeginTime _c(1011)=20220706011912.

Jul 05 16:21:43 192.168.0.1 Jul 516:20:21 2022 H3C %%10NTP/5/NTP_LEAP _CHANGE: System Leap Indicator changed from 3 to 0 after clock update.
Jul 05 16:21:43 192.168.0.1 Jul 5 16:20:21 2022 H3C %%10NTP/5/NTP_STRATUM_CHANGE: System stratum changed from 16 to 8 after clock update.
Jul 05 16:22:32192.168.0.1 Jul 516:21:10 2022 H3C %%10ATK/3/ATK _ICMP_FLOOD_SZ: AtkDirection(1134)=Destination; SrcZoneName(1025)=Management;

SrclPAddr(1003)=; DstIPAddr(1007)=224.0.0.2; RcvVPNInstance(1042)=; UpperLimit(1049)=1; Action(1053)=logging,drop; BeginTime ¢(1011)=20220705162110.

Jul 05 16:32:07 192.168.0.1 Jul 5 16:30:45 2022 H3C %%10ATK/3/ATK _ICMP_FLOOD_SZ: AtkDirection(1134)=Destination; SrcZoneName(1025)=Management;

SrclPAddr(1003)=; DstIPAddr(1007)=224.0.0.2; RcvVPNInstance(1042)=; UpperLimit(1049)=1; Action(1053)=logging,drop; BeginTime ¢(1011)=20220705163045.

Jul 05 16:34:05192.168.0.1 Jul 5 16:32:43 2022 H3C %%10ATK/3/ATK_ICMP_FLOOD_SZ: AtkDirection(1134)=Destination; SrcZoneName(1025)=Management;

SrclPAddr(1003)=; DstIPAddr(1007)=224.0.0.2; RevVPNInstance(1042)=; UpperLimit(1049)=1; Action(1053)=logging,drop; BeginTime_c(1011)=20220705163243.

Jul 05 16:43:40192.168.0.1 Jul 516:42:19 2022 H3C %%10ATK/3/ATK_ICMP_FLOOD_SZ: AtkDirection(1134)=Destination; SrcZoneName(1025)=Management;

SrclPAddr(1003)=; DstIPAddr(1007)=224.0.0.2; RcvVPNInstance(1042)=; UpperLimit(1049)=1; Action(1053)=logging,drop; BeginTime_c(1011)=20220705164219.

Jul 05 16:45:39192.168.0.1 Jul 5 16:44:17 2022 H3C %%10ATK/3/ATK_ICMP_FLOOD_SZ: AtkDirection(1134)=Destination; SrcZoneName(1025)=Management;

SrcIPAddr(1003)=; DstIPAddr(1007)=224.0.0.2; RevVPNInstance(1042)=; UpperLimit(1049)=1; Action(1053)=logging,drop; BeginTime_c(1011)=20220705164417.

Jul 05 16:55:14 192.168.0.1 Jul 5 16:53:52 2022 H3C %%10ATK/3/ATK_ICMP_FLOOD_SZ: AtkDirection(1134)=Destination; SrcZoneName(1025)=Management;

SrclPAddr(1003)=; DstIPAddr(1007)=224.0.0.2; RevVPNInstance(1042)=; UpperLimit(1049)=1; Action(1053)=logging,drop; BeginTime_c(1011)=20220705165352.

Jul 05 16:57:12 192.168.0.1 Jul 5 16:55:51 2022 H3C %%10ATK/3/ATK_ICMP_FLOOD_SZ: AtkDirection(1134)=Destination; SrcZoneName(1025)=Management;

SrclPAddr(1003)=; DstIPAddr(1007)=224.0.0.2; RevVPNInstance(1042)=; UpperLimit(1049)=1; Action(1053)=logging,drop; BeginTime_c(1011)=20220705165551.

Jul 05 17:06:47 192.168.0.1 Jul 5 17:05:26 2022 H3C %%10ATK/3/ATK_ICMP_FLOOD_SZ: AtkDirection(1134)=Destination: SrcZoneName(1025)=Management:

SrclPAddr(1003)=; DstIPAddr(1007)=224.0.0.2; RevVPNInstance(1042)=; UpperLimit(1049)=1; Action(1053)=logging,drop: BeginTime_c(1011)=20220705170526.

Jul 05 17:08:46 192.168.0.1 Jul 517:07:24 2022 H3C %%10ATK/3/ATK_ICMP_FLOOD_SZ: AtkDirection(1134)=Destination: SrcZoneName(1025)=Management:

SrclPAddr(1003)=; DstIPAddr(1007)=224.0.0.2; RevVPNInstance(1042)=; UpperLimit(1049)=1; Action(1053)=logging,drop: BeginTime_c(1011)=20220705170724.

Jul 05 17:18:21192.168.0.1 Jul 517:16:59 2022 H3C %%10ATK/3/ATK_ICMP_FLOOD_SZ: AtkDirection(1134)=Destination; SrcZoneName(1025)=Management;

SrclPAddr(1003)=; DstIPAddr(1007)=224.0.0.2; RevVPNInstance(1042)=; UpperLimit(1049)=1; Action(1053)=logging,drop; BeginTime_c(1011)=20220705171659.

B%9)=1:; Action(1053)=logging,drop; BeginTime ¢(1011)=20220705160738.
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Policy (73 [Mpermit)

H3C SecPath
F100-C-A1

SyslogH—/\—
192.168.0.254/24

192.168.0.1/24

116.1.1.1/24

WEENZ—VT 7
A4

39



https://192.168.0.1/ TGUIIZT7 7 R

40



- AV AP E NO Pl

i L

H3C

The Leader in Digital Solutions

| Change Password

. The default password is not secure. A qualified password must meet the following
Secu rlty M a nag ement P I atfo rm requirements: It must contain a minimum of 10 characters. It must contain a
minimum of 2 types, and a minimum of 1 characters for each type. It can't contain

the username or the reversed letters of the username.

Old Password | seeee |

L admin

New Password [ Y| ]

ﬁ [TTYY) Confirm Password I sesssessss I

Other login methods

Copyright©® ! Technologies Co.,
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GE1/0/1%Untrust/ —VICEIY HTTIP7 FLRZEIYVETEY ~

Q @ (: @ @ Please click this icon to save the changes X B admin ~ Q @ <
Dashboard Monitor Policies Objects Network System vSystem: Admin -
% VRF
#) Create Delete  [FL Export this page < Refresh Enter your keywords ), Search [} Advanced search
® .
L lnterface Configuratio Security zone MNumber of members Members Edit
@ Security Zones Local - ’
® 09 Link Trust (o] #
@ B2 DNS DMZ 0 .
@ @ IPv4 Untrust (] &
® E1Pv6 Management Q #
aNG T K €)=
@ % VPN
© 7. SSL VPN
@ @ Routing
@ @" IP Multicast
@ % DHCP
© .2 Services




GE1/0/1%Untrust/ —VICEIY HTTIP7 FLRZEIYETEY =

Edit Security Zone @ X
Security zone name . . * (1-31 chars)
Layer 2 members Q,Filter Q Filter

F + + 3

Layer 3 members Q,Filter Q Filter

- IGEWOH l
GE1/0/3

»
GE1/0/4 - @
GE1/0/5

+

GE1/0/6

GE1/0/7 «
GE1/0/8

GE1/0/9

GE1/0/10

CE1 N1

3




GE1/0/1%ZUntrusty —>ICEIYHTTIP7FLRZEIYYHTEF “

Q (-. @ @ Please click this icon to save the changes X B admin ~ Q @ G
Obijects Network System vSystem: Admin
- VRF _
(+) Create interface Di Enabled Restore t iefault ; i < Refresh Enter your keywords ), Search [\ Advanced search
® c
[ Interface Configuratio Protocol exceptions
Interface Security zone Status IP address Speed(kbps) Link mode Duplex ... Loopbac... Description Edit
- Interfaces Received Originated
- Interface Pairs GE1/0/0 Down B 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/0 Interface # =
- Interface Collaboration I GE1/0/1 Untrust Up . I 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/1 Interface D
- Link Aggregation GE1/0/2 Trust Up - 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/2 Interface #
- AG GE1/0/3 Down i 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/3 Interface +
i Security Zones GE1/0/4 Down i 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/4 Interface +
[©)] dp Link GE1/0/5 Down i 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/5 Interface o
[©)] eE DNS GE1/0/6 Down i 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/6 Interface o
® &= IPv4 GE1/0/7 Down i 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/7 Interface o
® & IPv6 GE1/0/8 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/8 Interface #
.Ai ALG GE1/0/9 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/9 Interface #
@ W VPN GE1/0/10 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/10 Interface #
® ""‘.. SSL VPN GE1/0/11 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/11 Interface #
@ @ Routing GE1/0/12 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/12 Interface #
@ @—_ IP Multicast GE1/0/13 Down i 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/13 Interface +
® é DHCP GE1/0/14 Down i 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/14 Interface +




GE1/0/1%Untrust/ —VICEIY HTTIP7 FLRZEIYVETEYT =~

Modify Interface Settings @ X
Name GE1/0/1
Link status aD Shut down
Description GigabitEthernet1/10/1Interface

Link mode Layer 3 mode v

Security zone @I Untrust I ]

Protocol exceptions

Received Telnet Ping SSH HTTP HTTPS SNMP
NETCONF over HTTP NETCONF over HTTPS NETCONF over 55H
Qriginated Telnet Ping SSH HTTP HTTPS
Basic Configura'@ IPv6 Address Physical Interface Configuration
IP address ® Manual assignment DHCP PPPoE
IP address/mask length I 116.1.1.1 /' 255255 255 I
Gateway
(4) Assign secondary IP elete secondary |P
Secondary IP address  Mask length Edit

@I Apply I OK Cancel




GE1/0/2%Trust/ —VICEIWETTIP7 FLRZEIVETEY I

@ o v < NoN = I © - 2 © ©

Dashboard Monitor  Policies Objects | Network  System vSystem: Admin w
. VRF ) 0
@) Create Delete  [7) Export this page < Refresh Enter your keywords | (), Search [, Advanced search
—lnterface Configuratio Security zone Number of members Members Edit
@ I W Security Zones I Local - ’
® ¢ Link = ] . @ D
©8:DNS . 0 »
©@E1Pv4 Untrust 1 GE1/0/1 ¢
@5 IPvb Management 0 :
&ALG unturst 0 ¢
@7 VPN
@7, SSL VPN
@ @ Routing
@@ IP Multicast
© % DHCP
© .2 Services




GE1/0/2%Trust/ —VICEIYHTTIP7FLRZEIYHTET 47

Edit Security Zone @ X
Security zone name . . * (1-31 chars)
Layer 2 members Q,Filter Q Filter

»
-+
-
«
Layer 3 members Q,Filter Q Filter
GE1/0/3 @ 2
GE1/0/4 - @
GE1/0/5
GE1/0/6 ¢
GE1/0/7 “*
GE1/0/8
GE1/0/9
GE1/0/10

CE1 N1

3




GE1/0/2%Trust/ —VICEIWETTIP7 FLRZEIVETEY 4

Q @ (: @ —Please click this icon to save the changes B adminv Q @ G

Dashboard Monitor  Policies Objects | Network  System vSystem: Admin w
. VRF
Delete (4 Create interface Jisabled Enabled Restore the default @ Traffic statistics O Refresh Enter your keywords () Search [ Advanced search
© L Interface Configuratio .
Protocol exceptions
Interface Security zone Status IP address Speed(kbps) Link mode Duplex.. Loopbac.. Description Edit
- Interfaces Received Originated
- Interface Pairs GE1/0/0 Down : 1000000 Layer 3... Full du... Dizsabled GigabitEthernet1/0/0 Interface # =
- Interface Collaboration GE1/0/1 Untrust Up j_1 B ED A2 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/1 Interface #
« Link Aggregation I GE1/0/2 Trust I Up : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/2 Interface D
o AT GE1/0/3 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/3 Interface #
ﬂ Security Zones GE1/0/4 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/4 Interface #
® § Link GE1/0/5 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/5 Interface #
® e[ DNS GE1/0/6 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/6 Interface #
® =) 1Pv4 GE1/0/7 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/7 Interface #
® [=) IPV6 GE1/0/8 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/8 Interface #
la-l ALG GE1/0/9 Down _ 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/9 Interface #
® o VPN GE1/0/10 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/10 Interface #
® % SSL VPN GE1/0/11 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/11 Interface ’
© @ Routing GE1/0/12 Down B 1000000 Layer3.. Fulldu.. Disabled GigabitEthernet1/0/12 Interface s
® @‘. IP Multicast GE1/0/13 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/13 Interface #
® é DHCP GE1/0/14 Down : 1000000 Layer 3... Full du... Disabled GigabitEthernet1/0/14 Interface #




GE1/0/2%Trust/ —VICEIWETTIP7 FLRZEIVETEY 49

Modify Interface Settings @ X
Name GE1/0/2
Link status aD Shut down
Description GigabitEthernet1/0/2 Interface

Link mode Layer 3 mode v

Security zone @I Trust I, *

Protocol exceptions

Received Telnet Ping SSH HTTP HTTPS SNMP
NETCONF over HTTP NETCONF over HTTPS NETCONF over 55H
Qriginated Telnet Ping SSH HTTP HTTPS
Basic Configuratl; IPv6 Address Physical Interface Configuration
IP address ® Manual assignment DHCP PPPoE
IP address/mask length 10.10.10.1 / 255 255 255 0)
Gateway
(4) Assign secondary IP elete secondary |P
Secondary IP address  Mask length Edit

@ Apply OK Cancel




Untrusty — a5 Trusty — Y ADNST Yy b EEX 2 ) TF A F v 21281
Lzo@BsEEd
H3C . 0 0 0 0 ¢

Dashboard Policies Network  System

Please click this icon to save the changes X B admin v Q @ G

© © Security Policies
| - Security Policies
- Redundancy Analysis
- Policy Hit Analysis
- Policy Optimization
© @ Attack Defense
@ @ Threat Intelligence
& Policy-based NAT
© & Interface NAT
© 2% Application Audit
@ % Bandwidth Managem:e
@ 1]t Load Balancing
@® Server Connection De

© () Application Proxy

Create s 5
EE Create Security Policy @ x EREE
To have the se e validity state indicator: (Gray: Already invalid; Red: In...

Supported tot
Name ]

Page

General Config
Source
Destination
Service

Apps and Users

Name(7)
Type
Policy group

Description

General Config

to-intra

® IPv4 IPv6

Select a policy group

Auto naming

(1-127 chars)

a

Operation

Source
Source zone I Untrust I' [Edit]
Address object group Select or enter object groups -
IPv4 address(?)

Destination
Destination zone I Trust Iv [Edit]
Address object group Select or enter object groups -
IPv4 address(®)

@I oK I Cancel
1 of 1 Entries per page 25 ~

Q Search

F)Ie s.. Leftcoll.. Enable

(&, Advanced search

View Se... Edit

View 4

Displaying 1 - 1 of 1

Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved




Untrusty — > H6Trusty = ADNTry beFa) T4 F 2y 71818 LE 5
LiEBIEET

H3C o O 0O 0 U C sk s contos e s S

F100-C-A1 Dashboard Monitor | Policies Objects  Network  System

© © Security Policies
Create » S h [ Ad d h
| —— (%) Create | @t Security Policy rule name (), Search [} Advanced searc|
To have the se validity state indicator: (Gray: Already invalid; Red: In...

A b i Select or enter object groups

- Redundancy Analysis Supported totz

General Confi .
. . . 1 e IPv4 address(®) | . .
- Policy Hit Analysis Name ble s... Leftcoll.. Enable View Se... Edit

Source

- Policy Optimization

© @ Attack Defense Destination

@ @ Threat Intelligence Cervice PO Select Service ®X [Edit] -

£ Policy-based NAT

Apps and Users Protocol/ it o :
@ & Interface NAT Q Filter QFilter
© 2% Application Audit Operation _

icati .:elne‘t

< |

© % Bandwidth Managem Applicatiq . [Edig
@t Load Balancing User uucp -
5 4 + [do-live
(®) Server Connection De Time rang [ .
(]

© () Application Proxy VRE rrp
bvais -
Jvinframe
k-windows -

Action
I OK I Cancel

OK Cancel

Page 1 of 1 Entries per page 25 - Displaying 1 - 1 of 1

Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved




Untrusty — > H6Trusty = ADNNTry beFxa ) T4 F 2y 712818 LT 52
LEBIEET

SecPath
F100-C-A1

H3C

Dashboard

Qo < &

Monitor Policies Objects Network

)

System

A admin~ Q @ G

© © Security Policies
| - Security Policies
- Redundancy Analysis
- Policy Hit Analysis
- Policy Optimization
© @ Attack Defense
@ % Threat Intelligence
& Policy-based NAT
© & Interface NAT
© 2% Application Audit
© % Bandwidth Managem:e
@ 1]t Load Balancing
@® Server Connection De

© () Application Proxy

) Create - Edit Security Po @ rule name ), Search
To have the se = validity state indicator: (Gray: Already invalid; Red: In...
Supported tot General Config
Name ] Apps and Users F)Ie s.. Leftcoll.. Enable
Source Application @ Any »f [Edit]
Destination User Any -
Time range 0
Service 9 Any )
VRF Public network vl
Apps and Users
) Operation
Operation P
IPS profile default - a
Data filtering profile default -
File filtering profile default -
Anti-virus profile default o
URL filtering profile default -
APT defense profile default -
Logging @ Enable Disable
Policy hit counting Enable
Session aging Enable v
: @ I oK I Cancel
Page | 1 of 1 Entries per page 25 -

(&, Advanced search

View Se.. Edit

View 4

View s’

»

Displaying 1 - 2 of 2

Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved




Trusty —vd b Untrust/ — > ~ADNTy betX 2 U T4 F vy 71281 L7=53
LEBIETET

A . s,
H ‘ SecPath = \ "= @ k2 Please click this icon to save the changes % B adminv Q @ C

[RITT<E) Dashboard Monitor Policies Objects  Network System
© ® Security Policies
(%) Create » rule name (), Search [} Advanced search
| - Security Policies
To have the se validity state indicator: (Gray: Already invalid; Red: In...
- Redundancy Analysis Supported tot . -
General Config General Config
- Policy Hit Analysis Name -I ) Lle s.. Leftcoll.. Enable View Se... Edit
_ - Source Name(® to-internet " Auto naming
- Policy Optimization
ati Type @® Ipv4 IPvé
© 10 Attack Defense Destination | o ]
Policy group 5 .
. elect a policy grou v
@@ Threat Intelligence Service polcy group
) Description [1-127 chars)
£ Policy-based NAT
Apps and Users
@ & Interface NAT
=% Application Audit Operation Source
@ & Bandwidth Managem:e Source zone I — I' .
© i Load Balancing i bt
5 4 ress object group Select or enter object groups v
(® Server Connection De i
IPv4 address(?)
© (%) Application Proxy
Destination
Destination zone IUntrust } [Edit]
Address object group Select or enter object groups v
IPv4 address(?)
@ oK Cancel
Page [ of 0 Entries per page 25 ~ No data
4 »
Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved




Trust/ —rdoUntrust/ —~ADNRT7y b eF a2V T4Fz v 7ICGELE >
LEBIEEY

a z 2.
H ‘ SecPath . " @ < Please click this icon to save the changes % B admin~ Q @ C
F100-C-A1

Dashboard Monitor = Policies Objects  Network  System

© © Security Policies = . .
Create » [ . . - . rule name Search i, Advanced search
| - Security Policies Create Security Policy @ X
To have the se = validity state indicator: (Gray: Already invalid; Red: In...
- Redundancy Analysis Supported tote Ferew Saa N !
- Policy Hit Analygis Name HlEEY ble s... Leftcoll... Enable View Se... Edit
Source Destination zone - [Edit]
- Policy Optimization Untrust
@ B Attack Defense Destination Address object group Select or enter object groups -
. IPv4 addr .
@ @ Threat Intelligence Sarnfas Select Service @x
& Policy-based NAT
Apps and Users Q, Filter Q Filter
@ & Interface NAT
© 2% Application Audit Operation i _
Service 0 T “ -~ [Edit]
@ 2 Bandwidth Managem: -2
_ Protocol/| - i .
@ 1t Load Balancing uucp
5 4 + vdo-live
(® Server Connection De e
*
© () Application Proxy Applicatiq S L [Edi
wals
User winframe .
x-windows -
Time rang _
VRF @ OK Cancel
Operation
Action ® Permit Deny v
oK Cancel
Page O of 0 Entries per page 25 - No data
[ »
Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved




Trusty — b HUntrusty = ~AO/Nry b2EF a2V T4 Fz v 7B L5
LiEBIEET

H3C = o Nl < 6 © e s conto e ve v AL

FLTR e Dashboard Monitor = Policies Objects  Network  System

© © Security Policies

: - (#) Create « Edit Securi o ®X rule name (), Search [} Advanced search
- Security Policies o e L
To have the se validity state indicator: (Gray: Already invalid; Red: In...

. user -
- Redundancy Analysis Supported tot General Config Any
- Policy Hit Analysis Name Time range Any bles. Leftcoll. Enable  ViewSe.. Edit
Source VRE

- Policy Optimization Public network

© @ Attack Defense Destination

Operation i .
@ % Threat Intelligence Service ) g V= <
Action Deny
£ Policy-based NAT , Ee—
Apps and Users IPS profile default -
@ & Interface NAT
. Data filtering profile |
© 5% Application Audit Operation defaul
File filtering profile B
@ 2 Bandwidth Managem default
: Anti-virus profile : -~
© it Load Balancing default M 0 View
. 1 URL filtering profile
(® Server Connection De ar default B
® () Application Proxy APT defense profile default =
Logging @® Enable Disable
Policy hit counting Enable
Session aging Enable
Persistent session aging(®  Enable
Policy status @ Enable Disable

Redundancy analysis(?)

@ I 0K I Cancel
] 3

Page | 1 of 1 Entries per page 25 - Displaying 1 - 2 of 2

Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved




version 7.1.064, Alpha 7164

#

sysname F1060

#

clock timezone Tokyo add 09:00:00

interface NULLO

#

interface GigabitEthernet1/0/0
port link-mode route

combo enable copper

#

interface GigabitEthernet1/0/1
port link-mode route

combo enable copper

ip address 192.168.56.254 255.255.255.0

session log enable ipv4 inbound
session log enable ipv4 outbound
#

interface GigabitEthernet1/0/2

port link-mode route

combo enable copper

ip address 10.10.10.1 255.255.255.0
session log enable ipv4 inbound
session log enable ipv4 outbound
#

interface GigabitEthernet1/0/3

port link-mode route

combo enable copper

ip address 192.168.1.1 255.255.255.0
session log enable ipv4 inbound
session log enable ipv4 outbound

security-zone name Local

attack-defense apply policy Attack_defence2
#

security-zone name Trust

import interface GigabitEthernet1/0/2

import interface GigabitEthernet1/0/3
attack-defense apply policy Attack_defence2
#

security-zone name DMZ

#

security-zone name Untrust

attack-defense apply policy Attack_defence2
#

security-zone name Management

import interface GigabitEthernet1/0/1
attack-defense apply policy Attack_defence2

customlog format security-policy sgcc
customlog format keepalive sgcc
customlog format dpi reputation

userlog flow export host 192.168.1.2 port 9002
userlog flow export host 192.168.137.1 port
9002

#

ntp-service enable

#
blacklist global enable

attack-defense policy Attack_defence2
scan detect level high action drop logging
syn-flood detect non-specific

syn-flood action logging

rst-flood detect non-specific

rst-flood action logging

sighature detect large-icmp action drop logging
signature detect large-icmpv6 action drop logging
sighature detect tcp-invalid-flags action drop
logging

sighature detect tcp-null-flag action drop logging
http-slow-attack action logging

#

app-profile 0_IPv4

ips apply policy default mode protect

data-filter apply policy default

url-filter apply policy default

file-filter apply policy default

anti-virus apply policy default mode protect
waf apply policy default mode protect

apt apply policy default

#...

inspect redirect parameter-profile

waf redirect_default_parameter

#

inspect email parameter-profile
mailsetting_default_parameter

undo authentication enable

56

#
security-policy ip
rule 0 name attack_defence
action pass
logging enable
profile 0_IPv4
#
ips logging parameter-profile
ips_logging_default_parameter
#
anti-virus logging parameter-profile
av_logging_default_parameter
#
return
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SecPath?* b host~DEREOK

c_ysecpath attack

MEFw B Gw
n/avg/max/std-dev = 0.000/0.000/0.000/0.000 ms. -

<H3C>ping 116.1.1.2
Ping 1lle.1.1.2 (lle.1.1.2): L6t data bytes, press CTEL+C to b
Leak
56 bytes from 116.1.1
56 bytes from 1l6.1.1
56 bytes from 1lle.1.1.

1

1

icmp seq=0 ttl=128 time=1.000 ms
icmp seg=1 ttl=128 time=1.000 ms
icmp seqg=2Z2 ttl=128 time=1.000 ms
icmp seqg=3 ttl=128 time=0.000 ms
icmp seqg=4 ttl=128 time=0.000 ms

56 bytes from 1l6.1..
56 bytes from 1l16.1.:

[ T T T Y
L) - - L) L)

-—— Ping statistics for 116.1.1.2 ——-

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet 1
oss

round-trip min/avg/max/std-dev = 0.000/0.600/1.000/0.490 ms
<H3C>%Jul 23 06:47:07:927 2022 H3C PING/6/PING STATISTICS: -
Context=1; Ping statistics for 116.1.1.2: 5 packet(s) transm I
itted, 5 packet(s) received, 0.0% packet loss, round-trip mi .

59



EIEY —/N—DH b host~DEFIEOK

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet
0ss

round-trip min/avg/max/std-dev = 0.000/0.600/1.000/0.490 ms
<H3C>%Jul 23 06:55:16:435 2022 H3C PING/6/PING STATISTICS:

d-dev = 0.000/0.600/1.000/0.490 ms.

ing statistics for 1l6.1.1.2: 5 packet(s) transmitted, 5 pac
ket (s) received, 0.0% packet loss, round-trip min/avg/max/st

<H3C>ping 116.1.1.2

Ping lle.1.1.2 (lle.1l.1.2): 56 data bytes, press CTRL+C to b
Ieak

56 bytes from 116.1.1.2: icmp seqg=0 ttl=127 time=1.000 ms

56 bytes from 116.1.1.2: icmp seqg=1 ttl=127 time=1.000 ms

56 bytes from 116.1.1.2: icmp seg=2Z2 ttl=127 time=1.000 ms

56 bytes from 116.1.1.2: icmp seqg=3 ttl=127 time=2.000 ms

56 bytes from 116.1.1.2: icmp seqg=4 ttl=127 time=1.000 ms
-—— Ping statistics for 116.1.1.2 ——

1

P
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Loop Sending:

Delay Between Loops:

Ignore any file error

Sending Information
Current File:
Packets Sent:
Status:

Progress:

LHEFI T HHIC R RTT¥ SR R 7 MO T PHIPS_Sample¥r

1f2% ilx B 4x
loops o infinite loop)

1000 2| miliseconds

L%, ..¥,. ¥IPS Attack example.cap

32,306
Waiting for next packet... {11714 ms)

@) COIasoft Flay Pause Stop Close

Add File(s)

Add File Folder

Clear

Burst

Help

File View Help

62

TFTP Glient

Jul 23 08:09:18
4

or Help, press F1

TFTP Server Time IP Addr... | Msg Type | Message
FTP Server Jul 23 08:10:26 116,111 lecal7info  Jul 23 08:09:10 2022 SecPath F100 %%10FILTER/6/FILTER,
Syslog Server Jul 23 08:09:18 116,111 lecal7info  Jul 23 08:08:03 2022 SecPath F100 %%10FILTER/6/FILTER,
Jul 23 08:09:18 116,111 lecal7info  Jul 23 08:08:03 2022 SecPath F100 %%10FILTER/6/FILTER,
Jul 23 08:09:18 116,111 lecal7info  Jul 23 08:08:03 2022 SecPath F100 %%10FILTER/6/FILTER,
Jul 23 08:09:18 116,111 lecal7info  Jul 23 08:08:03 2022 SecPath F100 %%10FILTER/6/FILTER,
Jul 23 08:09:18 116.1.1.1  localT.info Jul 23 08:08:03 2022 SecPath F100 %%10FILTER/6,/FILTER,
Jul 23 08:09:18 116.1.1.1  localT.info Jul 23 08:08:03 2022 SecPath F100 %%10FILTER/6,/FILTER,
Jul 23 08:09:18 116.1.1.1  localT.info Jul 23 08:08:03 2022 SecPath F100 %%10FILTER/6,/FILTER,
Jul 23 08:09:18 116.1.1.1  localT.info Jul 23 08:08:03 2022 SecPath F100 %%10FILTER/6,/FILTER,
Jul 23 08:09:18 116.1.1.1  localT.info Jul 23 08:08:03 2022 SecPath F100 %%10FILTER/6,/FILTER,
Jul 23 08:09:18 116.1.1.1  localT.info Jul 23 08:08:03 2022 SecPath F100 %%10FILTER/E/FILTER,
Jul 23 08:09:18 116.1.1.1  localT.info Jul 23 08:08:03 2022 SecPath F100 %%10FILTER/E/FILTER,

116.1.1.1  local7.info

Jul 23 08:08:03 2022 SecPath F100 %% 10FILTER/&/FILTER
»

I




Application Usagen

¥ Application Analysis

Application Analysis Center

©[i] Security Logs

Context = All v
" Blacklist Logs Global filters:  +Filters =
- Single-Packet Attack L Anpkeatinnisans
- Scanning Attack Logs _ )
(@ Bytes  Sessions

- Flood Attack Logs

* Threat Logs

* Reputation Logs

- URL Filtering Logs

- File Filtering Logs

* Security Policy Logs

- Sandbox Logs

- Terminal Logs
@ (] Application Audit Le
© 5] Device Logs

O Refresh

Threats

S Q © - @ <

Dashboard | Monitor | Policies  Objects  Network  System
Time range = Past hour w 2022-07-23 07:09:18 - 2022-07-23 08:09:17
a = X User Activity
Files  WAF | |- (@ Bytes  Sessions
KB
2441
1953
146.5
hitps_other 977
48.8
0
07:09 07:14
|IR] ST ot o Username
187.33KB 1 0 0 0 0 116.1.1.2
22.92KB 5 0 0 0 0 116.1.1.1
15.98KB 11 0 0 0 0

https_other 0
@ @ Statistics syslog
@ 4 Trends hitps 90
27 Botnet Analysis
© Asset Security
1 Threat Case Manage
[ Reports
« - - ’ )

https://116.1.1.1/wnm/frame/index.php#M_CDAS

Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved

07:19

Bytes

Please click this icon to save the changes B) admin v+ Q @ C

Threats URLs Files WAF

07:24 07:29 07:34 07:39 0744 0749 0754
[ Upstream traffic Downstream traffic
Sessions Threats URLs
203.31KB 12 0 0
22.92KB 5 0 0

07:59

Files

vSystem: Admin

0

0

@@ Select module =

08:04 08:09

Attack cou...

0

0
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User Activitym &

% Application Analysis (

Application Analysis Center

(23

e

Monitor

@

=

System

&

Network

B adminv Q @ C

Dashboard Policies Objects vSystem: Admin

© [l Security Logs
© [ Application Audit Log
© & Device Logs
© @ Statistics
© i Trends
Z7 Botnet Analysis
) Asset Security
1 Threat Case Manager
Reports
(3 Sessions ‘
°[“LB Session Informatio
User Info Center
) DNS Cache
© @ Terminal Info

« I 4

Context ~ All Ad 'C Refresh | Time range Past hour v 2022-07-23 06:58:41 - 2022-07-23 07:58:40 @ Select module +
Global filters: +Filters =
Application Usage s = 7 x| | User Activity 2 ETIx
(@ Bytes Sessions Threats URLs Files WAF I=‘ ~ (® Bytes  Sessions Threats URLs Files WAF |!‘A/
Other_Service KB
2
1.5

0.5

0
0e:58 0703 07:08 0713 0718 07:23 0728 0733 0738 0743 0748 0753 07:58
[ Upstream traffic | Downstream traffic
‘ Application Ris... Bytes Sessions Threats URLs Files  Aftack co... | | Username Bytes Sessions Threats URLs Files  Attack cou...
I ICMP 0 1.64KB 2 0 0 0 OI 10.10.10.2 1.64KB 2 0 0 0 0

Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved
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Single-Packet AttackXZEn s 65

Q @ (: @ & A adminv Q @ G

Dashboard |Monitor  Policies Objects  Network  System vSystem: Admin
i Application Analysis = . @ ‘
« Refresh V Clear all filters ™, Import |—=: Export ﬁ Clear Seg ts: 2022-10-12 00:00:00-13:39:59 9 matching logs. f Advanced search
© m Security LOgS Time Severity level Type Action YPN name Source security zon... Destination IP address Source IP address
- Blacklist Logs 2022-10-12 13:37:23 error Impossible logging,drop Local 127.0.0.1 127.0.0.1
I - Single-Packet Attack L I 2022-10-12 13:32:23 error Impaossible logging,drop Local 127.0.0.1 127.0.0.1
- Scanning Attack Logs 2022-10-12 13:27:23 error Impossible logging,drop Local 127.0.0.1 127.0.0.1
* Flood Attack Logs 2022-10-12 13:22:23 error Impossible logging.drop Local 127.0.0.1 127.0.0.1
- Threat Logs 2022-10-12 131723 error Impossible logging,drop Local 127.0.0.1 127.0.0.1
- Reputation Logs 2022-10-12 13:12:23 error Impossible logging,drop Local 127.0.0.1 127.0.0.1
- URL Filtering Logs 2022-10-12 13:07:23 error Impaossible logging,drop Local 127.0.0.1 127.0.0.1
- File Filtering Logs 2022-10-12 13:02:23 error Impossible logging.drop Local 127.0.0.1 127.0.0.1
» Security Policy Logs 2022-10-12 12:57:23 error Impossible logging,drop Local 127.0.0.1 127.0.0.1
- Sandbox Logs
- Terminal Logs
© ] Application Audit Lo
© 5] Device Logs
- System Logs
- Operation Logs
- Traffic Logs
© @ Statistics
© TopN Traffic
- Users
* Apps
- Source IPs
- Bresifine o [ - Page |1 of 1 Entries per page 25 = Displaying 1 -9 of §
1 »

Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved




Scanning AttackX@EnQ 66

Q @ ': @ @ B adminv Q 3 G

Dashboar | Monitor Policies Objects Network  System vSystem: Admin ~

£ Application Analysis C
> Refresh 7 Clear all filters 2, Import  [F) Export ] Clear Search resuli: 04-27 00:00:00-15:15:09 7 matching logs. [, Advanced search

T — _— -
O Secu rity Logs Time Severity level Type Action VPN name Destination |P address Attack start time

* Blacklist Logs 2023-04-27 13:32:38 error Port scan logging,drop 102,168.56.254 2023-04-27 13:32:38

* Single-Packet Attack Log 2023-04-27 13:32:16 error Port scan logging,drop 192.168.56.254 2023-04-27 13:32:16

* Scanning Attack Logs I 2023-04-27 13:21:55 error Port scan logging,drop 192.168.56.254 2023-04-27 13:31:55

- Flood Attack Logs 2023-04-27 13:31:44 error Port scan logging,drop 192.168.56.254 2023-04-27 13:31:44
- Threat Logs 2023-04-27 13:25:23 error Port scan logging,drop 192.168.56.254 2023-04-27 13:25:23
- Reputation Logs 2023-04-27 13:24:52 error Port scan logging,drop 192.168.56.254 2023-04-27 13:24:52

+ URL Filtering Logs 2023-04-27 13:24:41 errar Port scan logging,drop 192,168.56.254 2023-04-27 13:24:41

* File Filtering Logs
- Security Policy Logs
- Sandbox Logs
- Terminal Logs
@ (] Application Audit Log:
@ fi Device Logs
© @ statistics
® g4 Trends
7 Botnet Analysis
@1 Asset Security
2 Threat Case Managerr
[ Reports
3 Sessions
= LB Session Informatiol
User Info Center
@ DNS Cache

® @ Terminal Info
Page | 1 of 1 Entries per page 25 ~+ Displaying 1-7 of 7

Conyurinht® 0042097 Ko 1A Torhnalaniae Can 1id All Binhic Pacaruadd




IPSIEN 7

% Application Analysis

© ] Security Logs
- Blacklist Logs
- Single-Packet Attack L
- Scanning Attack Logs
- Flood Attack Logs

* Threat Logs I

- Reputation Logs
 URL Filtering Logs
- File Filtering Logs
- Security Policy Logs
* Sandbox Logs
- Terminal Logs
© ] Application Audit Lc
* IM Application Logs
- Community Logs
- SearchEngine Logs
- Mail Logs
- File Transfer Logs
* ENT and Stock Logs
- Other Application Log

q ' >

-

o Q @ 4 @ @ B adminwv Q (@ C
Dashboarc = Monitor | Policies Objects  Network  System vSystem: Admin =
> Refresh ™, Import [} Export ‘m Clear %/ Clear all fi\\ Log aggregation settings Add to alarm resource pool  Search results: 2022-10-16 00:00:00-21:54:33 1 matching logs. (7. Advanced search
Details  Time Threat type Threat ID Threat name Severity... Source secu... Destination... Source IP add... Destination I... Application Protocol File name Content sec... Ad
i= 2022-10-16 21:27:34  IPS 45651 CVE-2021-44228 A.. Critical Local Trust 192.168.1.1 192.168.1.2 syslog uDP default
]
Page 1 of 1 Entries per page 25 = Displaying 1 - 1 of 1
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Security policyl¥Z2n s

S Q © < & <

Netwaork

Please click this icon to save the changes B adminv Q @ C

Dashboard | Monitor | Policies Objects System vSystem: Admin ~

E® Application Analysis
T Refresh ™, Import [} Export ‘|ﬁ Clear Search results 23 00:00:00-08:02:57 100 matching logs. [, Advanced search
® @ Security LOgS Time = Source s... Destinati... Security policy Rule ID Protocol Application Source |P address Source p... Destination IP address  Destinati... Number of rule... Action
- Blacklist Logs 2022-07-23 08:00:58 Trust Local permitall 0 IGMP 116.1.1.2 0 239.255.255.250 0 1 Permit
0 Single—Packet Attack L 2022-07-23 08:00:45 Trust Local permitall 0 TCP https_other 116.1.1.2 16564 116.1.1.1 443 1213 Permit
- Scanning Attack Logs 2022-07-23 08:00:45 Trust Local permitall 0 TCP https_other 116.1.1.2 16565 116.1.1.1 443 598 Permit
- Flood Attack Logs 2022-07-23 08:00:45 Trust Local permitall 0 TCP https_other 116.1.1.2 16563 116.1.1.1 443 266 Permit
* Threat Logs 2022-07-23 08:00:44 Trust Local permitall 0 UpDp general_udp 116.1.1.2 64877 116.1.1.255 22936 3 Permit
* Reputation Logs 2022-07-23 08:00:44 Trust Local permitall 0 TCP https 116.1.1.2 16565 116.1.1.1 443 4 Permit
* URL Filtering Logs 2022-07-23 08:00:44 Trust Local permitall 0 TCP https 116.1.1.2 16564 116.1.1.1 443 5 Permit
- File Filtering Logs 2022-07-23 08:00:44 Trust Local permitall 0 TCP https 116.1.1.2 16563 116.1.1.1 443 5 Permit
@ I - Security Policy Logs I 2022-07-23 08:00:44 Trust Local permitall 0 TCP https other 116.1.1.2 16559 116.1.1.1 443 1157 Permit
: Sandbox Logs 2022-07-23 08:00:44 Trust Local permitall 0 TCP https 116.1.1.2 16562 116.1.1.1 443 5 Permit
- Terminal Logs 2022-07-23 08:00:44 Trust Local permitall 0 TCP https 116.1.1.2 16561 116.1.1.1 443 5 Permit
@ Application Audit Lc 2022-07-23 08:00:44  Trust Local permitall 0 TCP https 116.1.1.2 16560 116.1.1.1 443 5 Permit
® @ Device Logs 2022-07-23 08:00:44 Trust Local permitall 0 TCP https other 116.1.1.2 16558 116.1.1.1 443 89 Permit
® ﬁb Statistics 2022-07-23 08:00:44 Trust Local permitall 0 TCP https 116.1.1.2 16559 116.1.1.1 443 5 Permit
@ i Trends 2022-07-23 08:00:44 Trust Local permitall 0 TCP https 116.1.1.2 16558 116.1.1.1 443 4 Permit
Z% Botnet Analysis 2022-07-23 08:00:44 Trust Local permitall 0 TCP https 116.1.1.2 16557 116.1.1.1 443 5 Permit
@ Asset Security 2022-07-23 08:00:44 Trust Local permitall 0 TCP https 116.1.1.2 16556 116.1.1.1 443 5 Permit
A Threat Case Manage 2022-07-23 08:00:44 Trust Local permitall 0 TCP https 116.1.1.2 16555 116.1.1.1 443 5 Permit
Reports J Page 1 of4 * | Entries per page 25 = Displaying 1 - 25 of 100
« e ; 3
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TrafficA <

- Community Logs

- SearchEngine Logs

- Mail Logs

- File Transfer Logs

* ENT and Stock Logs

- Other Application Log:
© (5] Device Logs

- System Logs

- Operation Logs
@ I * Traffic Logs I
@ @ Statistics

@ 4 Trends

Z%Botnet Analysis
@ Asset Security
11 Threat Case Manage
Reports
(> Sessions
["LB Session Informati
User Info Center
@ DNS Cache
© @ Terminal Info

-

o Q @ .: @ @ B adminv Q ® G
Dashboard | Monitor ~ Policies Objects  Network  System vSystem: Admin
> Refresh ™ Import [, Export T Clear 5/ Clear all filte Log aggregation settings Search results: 2022-07-23 00:00:00-14:23:35 11 matching logs. [, Advanced search
To display log data, first enable session statistics collection and log collection of the traffic service.
Details  Time Source security z... Destination secur... Source address Destination addr... Application Protocol Total traffic Ingress interface Egress interface
= 2022-07-2313:31:28  Trust Local 116.1.1.2 116.1.1.1 https_other TCP 123.61KB GigabitEthernet1/0/1  InLoopBack0
i= 2022-07-2313:31:27  Trust Local 116.1.1.2 116.1.1.1 https TCP 1.14KB GigabitEthernet1/0/1  InLoopBack0
i= 2022-07-23 13:31:27  Trust Local 116.1.1.2 116.1.1.1 https TCP 1.14KB GigabitEthernet1/0/1  InLoopBack0
= 2022-07-23 13:31:27  Trust Local 116.1.1.2 116.1.1.1 https TCP 1.14KB GigabitEthernet1/0/1  InLoopBack0
i= 2022-07-2313:31:27  Trust Local 116.1.1.2 116.1.1.1 https TCP 1.14KB GigabitEthernet1/0/1  InLoopBack0
[= 2022-07-23 13:31:27  Trust Local 116.1.1.2 116.1.1.1 https TCP 1.14KB GigabitEthernet1/0/1  InLoopBack0
= 2022-07-2313:31:26 Trust Local 116.1.1.2 116.1.141 https TCP 1.80KB GigabitEthernet1/0/1  InLoopBack0
= 2022-07-23 13:31:26 Trust Local 116.1.1.2 116.1.1.1 https TCP 1.80KB GigabitEthernet1/0/1  InLoopBack0
= 2022-07-2313:31:26 Trust Local 116.1.1.2 116.1.1.1 https TCP 3.31KB GigabitEthernet1/0/1  InLoopBack0
= 2022-07-2313:31:26 Trust Local 116.1.1.2 116.1.1.1 https TCP 1.14KB GigabitEthernet1/0/1  InLoopBack0
i= 2022-07-23 13:31:26  Trust Local 116.1.1.2 116.1.1.1 https TCP 1.14KB GigabitEthernet1/0/1  InLoopBack0
Page | 1 of 1 Entries per page 25 ~ Displaying 1 - 11 of 11
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Destination IPA %

A
D Q L @ @ B adminv Q (@ G
Dashboard | [Monitor  Policies Objects ~ Network  System vSystem: Admin w
- Threat Logs -
B Export report @ Stats conditions
- Reputation Logs .
- URL Filtering Logs Time used 0.5 seconds Traffic direction Bidirectional Application All Bar chart Show top 10
Time range 2022-10-12 00:00:00 - 2022-10-12 23:55:59 Application category All Show Top 10 Pie chart Show top 10

- File Filtering Logs

* Security Policy Logs Bar Chart m

- Sandbox Logs

- Terminal Logs
@[] Application Audit Lc
© &l Device Logs

- System Logs [ 192.168.56.254
192.168.1.2

W 192.168.56.1

- Operation Logs

- Traffic Logs
© @ Statistics 1
© TopN Traffic

- Users
* Apps
- Source IPs Rank Destination address Upstream Downstream Bidirectional Traffic percentage Session Session percentage
I + Destination IPs I 1 192.168.56.254 3.42MB 25.46MB 28.89MB [ | G9.921% 310 [ | 39.595%
* Contexts 2 192.168.1.2 22.89KB 0.00B 22.89KB T o0077% 35 M 110.116%
® TopN Threats 3 192.168.56.1 396.00B 0.00B 396.00B " o001% 1 [ 10289%

© TopN URL Filtering Stat
® TopN File Filtering Stats
@ Attack Defense Statistic

® Server LB Statistics
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WE Application categoryl &

B% Application Analysis

@ [i] Security Logs
@[] Application Audit Lc
© 5] Device Logs
@ @ Statistics
© & Trends
© TopN Traffic Trends

- Users

@ Q © - e ®

Dashboard | Monitor  Policies Objects  Network  System

|_—-='.'. Export report @ Stats conditions @

Time used 0.6 seconds Time range 2022-10-12 00:00:00 - 2022-10-12 23:59:59 Traffic direction Bidirectional

Host IP address Application category  Top 5 application categories

B admin *+ Q @ &

vSystem: Admin

@

- App Categories

- Source IPs
* Destination IPs
- Apps
- Contexts
- Bandwidth Policies
- Traffic Dist by Vol or Ra
+ Traffic Dist over Time
©® TopN Threat Trends
© TopN URL Filtering Trer
© TopN File Filtering Tren
- URL Access
2% Botnet Analysis
@1 Asset Security
{1 Threat Case Manage
Reports

Application category traffic trend graph (summary)

Traffic: KB

Protocol
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Traffic: KB
7000

20:34 23:59

Downstream Upstream

6000
5000

4000

Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved

71



SessionsAd

% Application Analysis C

|Py4 -

-

Dashboard

@[l Security Logs

S Q © < @ 2

Monitor = Policies Objects  Network  System

B admnv Q @ G

vSystem: Admin «

2

Initiator source IP Initiator so... Initiator destination IP Initiator de... Initiator V...  Receiving s... Initiator pr... Application layer protocol ~ Master/Ba... Status Security p...  Session type
© [ Application Audit Log 192.168.56.1 9374 192.168.56.254 443 VPN:Public 1 Managemer TCP HTTPS Master Normal Normal
@&l Device Logs 192.168.56.1 9365 192.168.56.254 443 VPN:Publict Managemer TCP HTTPS Master Normal Normal
® e Statistics 192.168.56.1 9364 192.168.56.254 443 VPN:Publict Managemer TCP HTTPS Master Normal Normal
® ﬁ Trends 192.168.56.1 9363 192.168.56.254 443 VPN:Publict Managemer TCP HTTPS Master Normal Normal
“% Botnet Analysis 192.168.56.1 9375 192.168.56.254 443 VPN:Publict Managemer TCP HTTPS Master Normal Normal
() Asset Security 192.168.56.1 9254 192.168.56.254 443 VPN:Publict Managemer TCP HTTPS Master Normal Normal
() Threat Case Managen
Reports
@ I (3 Sessions I

“"LB Session Informatio
User Info Center
() DNS Cache

©@ Terminal Info

- Terminal State
Page | 1 of 1 25 Displaying 1 - 6 of 6

Copyright© 2004-2022 New H3C Technologies Co., Ltd. All Rights Reserved

72




;X2 EIE © System time

System timeA'IEEL L SFRESNTULW AW & Monitorlcfl b RREINFEA, RHIR & H
L7707 0FRAEFELEVWEHTALRTITHIHLDOLLEVLEHIEShE T,

S Q © < & -
Dashboard Monitor Policies Objects Network System
* Track
- BFD .
Current system time (M/D/Y)10/04/2022 (h/m/s)21:34:14
Sl Configuration method ; : ; ;
9 @ Manually set the date and time Automatically obtain the UTC and calculate the system time
© 4] Log Settings
Set date and time
. 2022-10-04 21:32:42 [
@ [ Report Settings =
© 4 Session Aging Time fime zone Tokyo (GMT+08:00) '
® 1, Upgrade Center Daylight saving time Adjust the system time during the daylight saving time @
(] License Config
@ @ Virtualization Advan Apply

@ & Administrators q
© X Maintenance
® Settings
* Device Info
+ System Time
® MAC learning through |
- SNMP
+ Configuration Manage
* Reboot

@ About

B adminv Q @ C

vSystem: Admin *
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N

dlinl

218 | System time

N
System timeA’EL L FRESINhTULW A UL & MonitoricfAlb R"RRENhF A, FTREAR & FH
LR 0BFRFEIELBEVEHALRTTHILDOL GV EHIFENE T,

=+
Application Analysis Center PCOBRD LRI S52A 7 DEEZE ‘J) 9 PCOFs i
. 15:41
Context | All v O Refresh Timerange Pasthour v  2022-10-05 14:41:48 - 2022-10-05 15:41:47 _ ot
Global filters: +Filters =

Application Usage - User Act

(® Bytes  Sessions Threats URLs Files WAF I= (® Byteg

Other_Service MEBE
28.6

ntpH SEEZFE TV EWLWENGFWOREEREE 77 VY ORRFELY X T

Current system time (M/D/Y)10/05/2022  (h/m/s)09:10:28

Configuration method @ Manually set the date and time Automatically obtain |

set date and time 2022-10-05 09:10:23 [

Time zone Tokyo (GMT+09:00) :

Daylight saving time Adjust the system time during the daylight saving time




IR EIR : Signatureld B ICRHFTICHED

TANADFHEREFEL TOWBIERFHDsignaturelIBAEF INFEFT, :iILLWHDOHARDHDHLEIT
niE, RABRIFEEHELRILCBELHY FTH, BEIRICH—/N—ICTI7XTBEREICLTLEI L,
o) o) © o 2 =

Dashboard Monitor  Policies Objects  Network = System

© @ High Availability - _ _ _ N
> Refresh 9 Configure proxy server [, Test signature library server connectivity

® El Log SEttings Signature library Current version Release date Auto update Scheduled update... Actions

OR Report Settings IPS signature library 1.0.212 2022-09-19 - Online update | Manual update
* Report Subscription Anti-virus signature library 1.0.0 2018-12-28 = Online update | Manual update
- Email Server APR signature library 1.0.0 2022-03-22 - Online update | Manual update

© €& Session Aging Time ¢ URL filtering signature library 1.0.69 2022-09-08 = Online update | Manual update
* Protocol Session Aging URL reputation signature library - - - Online update | Manual update
- Application Session Ag Domain reputation signature library - = = Online update | Manual update
- Advanced Setting IP reputation signature library - - - Online update | Manual update

@1 Upgrade Center WAF signature library 1.0.18 2022-06-24 = Online update | Manual update
- Signature Upgrade
- Software Upgrade

License Config

© @ Virtualization Advanc
- IRF
 IRF Advanced Settings . Page 1 of 1 Entries per page 25 -

4 »
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2T 7 DIREX

H3COF o =—HILYR—
TEELTLES W,

BEEDOFERABATERWES
BHEGFHREATL L TA—ILIC

A9

Dashboard Monitor

© I High Availability
@ o] Log Settings

@SystemA=a—%2o )y ¥
@Diagnostic Centerz 2 U v &
®Diagnostic Infox 27 VU v 7
@Collectz2s Vv &

© % Report Settings
© Ca Session Aging Time Se
© .1, Upgrade Center
[ License Config
© W Virtualization Advance

AN AIPEEDV Y FILESHE

© - &3 =

Policies Objects  Network | System

@

File size (byt

© & Administrators

Enter File Name

® X Maintenance

©® Diagnosis Center I

~Ping File name  gjag 20221206-142906.tar.gz

- Tracert

- Packet Capture

- Webpage Diagnosis

Ol

- Packet Trace

Finished collecting diagnostic information.
diag_20221206-142906 targz
Download diagnostic information file

© @1 Configuration Wizard oK

Diagnostic Info I

- Load Balancing Test

- IPSec Diagnosis

OREFESNZBMBE|RD7 7 M LBHRTRIN,

CNTRIINIZOKZZY v o

®©1EHRHEF & 1L7-D TDownload:-- %
Fzy I LTOKZI Vw9 BLT7741
REyvyaA—FaInxd,
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AV 7477 74 ILDIREX

aAY7497
AY7497

NN

© @ High Availability
@ &l Log Settings :
@1, Report Settings

2
© €4 Session Aging Time S« ;
© T, Upgrade Center .

License Config :
@ W Virtualization Advance .

© & Administrators

@I © X Maintenance I P

@ Settings g
© MAC learning through L3 0
* SNMP
11
| @ tonflguratlon Managerl -
- Reboot -
@ About

14

15
O] o ~

ANIEREFEICREINTVWRAV 74 I9DBBENRTLESFBEDODNNY I Ty TELT
ANELTHRELTHEZELL S,
@ Q © - @ @

Dashboard Monitor  Policies Objects  Network = System

E}_ Save running configuration II—",'. Export running conﬂguratiml 2 Import configuration Restore factory default@ Ba

#

version 7.1.064, Alpha 7164

=

sysname F1060 c
Please Wait
=

clock timezone Toky

clock protocol nong

# e Exporting the running configuration...

context Admin id 1

#

telnet server enable

=

irf mac-address persistent timer
irf auto-update enable

undo irf link-delay
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T 7 ZHh VYR — b AR KGE

A)oO—REN=IT7MILVEUT DL EFTOARTEREHE L TUTOT =AY R—RIEITEMLIZSY,
[ 4F5E]

TO: h3cts@h3c.com

CC: &TS-INTL-JPN@h3c.com

[H3C hRAT—Y—E RE-mail 7> 7L—HK]

s ELHEA:

Fad O (FTay) :»office Network Reconstruction
Project

FAREERBA: S5130S Switch interface fails to go up

XA RL—3>0%5 : Record the process of the operation, or
the process log of the failure.

¥DiagZ WO/ : diagnostic information in failure time

XA IJ74JL : log information in failure time

KR YRT—I R RAD—

X METJL: S5130S-28P-El

XK T ILEB:219801A1N59186Q0XXXX

XY IR TF/N—3Y :Version 7.1.064, Release 5223

XBRaH:
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