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01 75t RARA D EHHES

E— KD =

FIIE

HIAEDE—FZHER(THSHEIRETIEXFTE—FR)
<WA6320> display wlan device role

Current running mode: FIT AP.

# 3Ll MDE—FTHRRALTLAPERITE—RICETIZIE
# system-view|ZTap-modea~Y >R TFITE—RIZEE
<WA6320> system-view

System View: return to User View with Ctrl+Z.

[WA6320] ap-mode fit

Changing working mode will reboot system. Continue? [Y/N].y

HE—REBED=OIZAPIELBEIMICrebootLET,
System is starting...

Press Ctrl+D to access BASIC-BOOTWARE MENU...
Booting Normal Extended BootWare

)T —krhAytE—ERE

Image file flash:/wa6600-boot.bin is self-
decompressing.........c.ccoeeuenn..

System image is starting...

Line conO is available.

Press ENTER to get started.

# R E % CloudE—RIZH>-C &2 HEELET,
<WAG6320> display wlan device role
Current running mode: FIT AP.

<WAG6320> save force

T APE—FICIZLLTD3IDDE—F
MKBIRTEET,

ap-mode { anchor-ac | cloud | fit }

IURIZEKABZE H3C

The Leader in Digital Solutions

52

WEDEEE—FDOHER > HEE—FDERE > ZEESN=-NEIHLDHERR

Tera Term: YU 7 bih-b i&E
HR—h(P): ICOMB  ~ e
h—-L —MB): |9600 v]
7 —4(D): 8 bit v | Feol
P )T A(A): none v
kv H(S): 1 bit v | ILZH)
Z70—HIEF):  none v

15 {SBAE

0 |sus/EE) 0 | 2UBATL

OV —VIEROBEEREX., 96007/R—, T—28E Wk, 731)
T14%L, Ay TE YR, J0—FH#E%EL
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ACICAYV AT % H3C
- FI#ILFDIP - WX3820H: DHCP &Y IPER#S, WX1840H: 192.168.0.100, Anchor-ac: 192.168.0.50 "

H3C WLAN Management Platform

‘ 2 admin ‘
‘ [ eeessssssee 0\
[C] Remember me English
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ACOGUIDA=a1——F& H3C

® N etW O r k V i eW The Leader in Digital Solutions

Actions Dashboard Network Security
Quick Start Packet Filter
Add Wireless Service Traffic Policy
Dashboard Add New User Qos Policies, Priority Mapping
Monitoring Access Control
Quick Start 5 Wireless Network 802.1x
Clients Authentication
Wireless Security RADIUS
Monitoring > C“ent Proximity Sensor User Management
Application Monitoring A‘;'\;I:XESAC(:EUT_ .
i - - uthentication
Wireless Configuration > er_eless Configuration Port Security
Wireless Networks Portal
AP Management orta
Network Security > Wireless QoS System
Wireless Security Resource
WIPS ACL, Time Range
Syst : .
JerEm ? Allowlist and denylist Cloud Platform
Radio Management Tools
Tools > 802.11n/802.11ax settings ,transmission Debug_
distance Reporting
. Applications Client Statistics
Reporting . Mesh, Multicast Wireless Service Statistics

www.h3c.com
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e System view

H3C

The Leader in Digital Solutions

Actions

Dashboard

Metwork Configuration

Metwork Security

System

Tools

Dashboard

Network Configuration
Network Interfaces
VLAN
Network Routing

Routing table
Static Routing
Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT

Network Security
Packet Filter
Traffic Policy
Access Control

802.1x
Authentication
RADIUS
User Management
Local users

System

Event Logs
Resource
ACL
Administrators
Management
Configuration save, import
Upgrade
Reboot
Tools

Debug

k -htl
NELWLITR WITVE
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Dashboard AR RS D H3C

The Leader in Digital Solutions

Actions All Networks » Dashboard Roadmap
Dashboard
System Logs
Quick Start > 20
Informational
Monitoring >
Wireless Configuration >
g APs o= System usage o=
Network Security > . — Onling — Offline — Unhaalthy Serial ID: 2 1MG919BQ00018
4 Hardware: Ver.A
System > j 4% 64% Boot ROM: 18
1 cu W Memory ~ -
0
gl > 16:04:40 16:04:45 16:04:50 16:04:55
Reporting >
Wireless services o= Clients o=
2.4GHz @ 5GHz
SSID
Quantity
WIPSTE... 0
client number
0 1 2 3 4
) . Access Points Clients Event Logs
©100% ©0% @o0% |0 00 03 4213 @2
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SSID(h3c-support)Z4{ErL 9 5 H3C

The Leader in Digital Solutions

Actions All Networks » Quick Start > Add Services » Add Services
Dashboard Add Services
Quick Start v I
Basic settings Authentication settings
Add AP
Wireless service name - Authentication mode O Open (no authentication)
h3c-support 1-63 chars)
Add Services @ Static PSK
S50 % CUZ.
h3c-support 1-32 chars) el
Add User O 802.1% (clear)
Description (1-64 chars) O Static WEP
Monitoring >

[0 MAC Authentication

Wireless Conficurati N [ IPv4 Portal Authentication
Ireless Lonriguration " .

on [p oFF o

Wireless Service [JIPV6 Portal Authentication

Default VLAN

Metwork Security > 100 {1-4094, 1 by defaul) Authenticator ®AC
OAP
Hide 551D @® Yes O No
Sy & . Security mode OWPA OWPA2 @WPAor WPA2 O WPA3-Personal WPA3-Enterprise
User Isolation CiYes @ No
; Management Frame Protection j O ON ® OFF
Tools > Forwarding type O Centralized
PSKkey = @ Passphrase O Rawkey
_ @loal - Xclient forwarding-location ap
Reporting > ssssassnsas (8-63 alphanumeric chars)
...........| Confirm password

: . Access Points Clients Event Logs
System View Network View ° o o ° o
—— 1 0 00 0 5 8 11

= www.h3c.com




5GHZ(1)radiolZSSID(h3c-support)Z & &

H3C

The Leader in Digital Solutions

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Wireless Networks

AP Management

Wireless QoS

Wireless Security

Radio Management

Applications

Network Security

System

Tools

Reporting

All Networks > Wireless Configuration » Wireless Networks » Wireless Networks » Advanced Settings(h

Bind to APs Candidate

Search for

>
I1u19-55cz-3eeu (Radio1 56) I — I
-baCc-3ee adio.

1019-65c2-3ee0 (Radio3 2.46)

Selected

Search for

System View Network View

Access Points

@1 ©@0 Qo0 0005 44 O5

Clients Event Logs

www.h3c.com
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5GHz(1),5GHz(2),2.4GHZ(3)radio

i
X
TC
L

SN2 9 B(F y H3C

The Leader in Digital Solutions

Actions All Networks » Wireless Configuration > AP Management » AP
Dashboard AP
Quick Start >
AP Groups Search <
Monitoring > Search ]

&= AlLAP Groups O 1019-85c2-3eed default-group Manual AP (Emb... WAG638-JP 219801A2KFB209E0...  10-19-65-(2-3E-E0 3,802.11ax(5GHZ)(1)... R\ online D
Wireless Configuration v I

= default-group(1)

Wireless Networks

AP Management

Wireless QoS

Wireless Security >

Radio Management

Applications

Network Security >

System >

Tools ¥

Reporting > Total 7 entries, 7 matched, Oselected.Page 7/ 7. L -

- ) : Access Points Clients Event Logs
System View Network View
Q1 0@olo0 0007 4 Q8

www.h3c.com




5GHz(1),5GHz(2),2.4GHZ(3)radioZ A %NZ9 % (%

(]
N

19 (#RE)H3C

The Leader in Digital Solutions

Actions
Dashboard
Quick Start >
Monitoring >

I Wireless Configuration vI

Wireless Networks

AP Management

Wireless QoS

Wireless Security >

Radio Management

Applications
Network Security >
System >
Tools >
Reporting >

All Networks » Wireless Configuration » AP Management » AP > Edit AP (1019-65c2-3ee0)

Basic Settings

Name

Description

Model

Serial ID

MAC address

AP group name

Region code

LED mode

Map File

1019-65c2-3ee0

WAGE38-IP

219801A2KF8209E00068

10-19-65-C2-3E-ED

default-group

JAPAN(IP)(Inherit)

Normal(lnherit)

Select...

(1-64 chars)

(1-63 chars)

AP connection priority

A(Inherit)
CAPWAP tunnel keepalive Echointerval

10(Innerit)
Request retransmission Interval

S(Inherit)

Retransmission attempts

3(Inherit)
Statistics report interval .

50(Inherit)
CAPWAP tunnel encryption () Enable

Firmware upgrade
5GHz(1) radio
5GHz(2) radio

2.4GHz(3) radio

ODisable
() Disable
(O OFF
O OFF
O OFF

(0-7, Inherit by default)

seconds (0,5-255, Innerit by default)

seconds (3-8, Inherit by default)

(2-5, Inherit by default)

seconds (0-240, Inherit by default)

® Inherit (Disabled)
@ Inherit (Enabled)
O Inherit(Disabled)
O Inherit(Disabled)

O Inherit{Disabled)

B . . Access Points Clients Event Logs
System View Network View o o 0 o ° o
1 0 0 0 7 9 18
www.h3c.com
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VLANT10Z1ERLT 5

H3C WX1840H

Create VLAN list

VLAN list
@ Z_aoga' o 3.5.1 - 00)
Qmm

www.h3c.com



VLAN100, VLAN110H35%

Actions System > Network Configuration » VLAN » VLAN
Dashboard VLAN

Network Configuration v

VLAN

Network Interfaces

b3

Search

H3C

The Leader in Digital Solutions

Roadmap

Network Routing 1 )
100 0
Network Services >
110 0

|-+

|=

192.168.0.50/255.255.255.0

VLAN 0001

VLAN 0700

VLANOT10

Management Protocols

Network Security >
System >
Tools >

Total 7entries, 3 matched.Page 7/ 7.

System View Network View

Access Points

©1 ©0 Qo0 Q0005 L1001

4 <4 B B Q

Clients Event Logs

www.h3c.com



GE1/0/1 7_2—|~7Etrunk7‘f—|~[:?£~ S

|
<}
)

H3C

The Leader in Digital Solutions

H Save .’. GELED] | & admin

Actions System » Network Configuration > Network Interfaces » Interfaces » Edit Interface
Dashboard Interface GigabitEthernet1/0/1 (GE1/0/1)
Status up [ Shutdown
Network Configuration v
Description GigabitEthernet1/0/1 Interface (1-255 chars)

Mobility Domain

Roaming Center MAC address
90-23-B4-55-40-A1 [HH-HH-HH-HH-HH-HH)
Network Interfaces VLAN Link type
VLAN ITrunk I A
PVID
Network Routing
1

Network Services >
Permit VLAN List

Management Protocols
1—4094| I ‘{'1—4094. e.g.3,5,10-100)
Network Security > Link speed (Current:1000000Kbps)
System > Auto A
Duplex (Current: Full)
Tools >
Auto A
Bandwidth (Current: 1000000kbit/s)

) Access Points Clients Event Logs
Network View
Q0 ©:2 Qo0 0002 45 O

www.h3c.com




FYRT—IZFIT APHEHRESNSEBEMICEREZI/ERT H2E—FH3C

=JL ==

wlan auto-ap enablesx &
H3C WX1840H

Actions All Networks » Wireless Configuration » AP Management > AP Global Settings
Dashboard @l AP Global Settings |
Quick Start >

Basic Settings
Monitoring >

2 Wireless Configuration v I

Wireless Networks

Region code

Region code lock

Software upgrade

AP Management

Wireless QoS Auto AP Xwlan auto-ap enablez% &

Wireless Security >

Radio Management

Client Proximity Sensor

Applications

https://oasiscloud.h3c.com:27443/wnm/frame/index.php?sessionid =200001de2d0f769d462e2d4cfOf 1f768ee24#M_APSettings

Auto AP conversion © S¢wlan auto-persistent enablez% xE

The Leader in Digital Solutions

Roadmap

JAPANUP)

i B

1
5

®

m

_ Access Points Clients Event Logs
System View Network View
©100% @0% @o0% | 4 Qo0 Qo L7998 @26

www.h3c.com
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RRBICSFETHREL-OV D079 %R F(save)LTAY 7Ok H3C

The Leader in Digital Solutions

admin > Save =L T Logout

Actions Al Networks ¥ Dashboard

Language English v

Dashboard Save

System Logs

Quick Start 3
ange Password
Monitoring >
Roadmap
Wireless Configuration 3 APs o= System usage Scan and Look Me
) Onli Offi Unhealth
Network Security > 5 mine e nealthy
4
0, 0,
System > 3 0% 68%
1 CPU Memory
0
e 2 02:40:58 02:41:03 02:41:08 02:41:13
Reporting >
Wireless services o= Clients o=
24GHz 5GHz
ssID
f-kyoi...
fukuro.
f-kyo-
client number
0 1 2 3 4
Intarfare traffir ~

- . - Access Points Clients Event Logs
il bl P 8
1 0 00 0 5 8 12

www.h3c.com 20
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01 FELRIER, — ACDERTE H3C

#Clocks% 7 APDT-HDSSIDEDHY—E X T TL—HMMj
clock protocol ntp #1 B DO DIEESHRED SN WPA2-ccmp)iXET
clock timezone JP add 09:00:00 JL—k
ntp service enable o wlan service-template H3Coffice
ntp-service unicast-server ntp.nict.jp ssid H3Coffice
ACHE AR client forwarding-location ap
4 APHFI BT 2B st % A A DL E - K5 fail-permit enable keep-online
wlan global-configuration vlan 100
region-code JP beacon ssid-hide
akm mode psk
HETTZICAPZ Iy R — D121 T S L B B ICER preshared-key pass-phrase simple H3Cofficewlan
é’f’L'CA(EIZ:_?_"ﬁé‘*LiTo T 74 )L ddisable(= cipher-suite ccmp
=27 VEE TRIX) cipher-suite tkip
wlan auto-ap enable o
security-ie rsn
# EfRauto-ap TAPA B RSN D HBAPISHHDT security-ie wpa
T UTFOAVURAREENTNDE, BERER service-template enable
FFICFBAPICEESNE Y, FEIAPIFACTREM
EETELDTEFTY,
wlan auto-persistent enable

www.h3c.com




01 $E4RERL — ACDEERTE

H3C

The Leader in Digital Solutions

HRBED=HDEFIEDENTTL—k
wlan service-template H3CMTGroom
ssid H3CMTGroom

client forwarding-location ap
fail-permit enable keep-online

vian 200

service-template enable

#APEITERT ST I4INT IL—T
Wlan ap-group default-group
firmware-upgrade enable
remote-configuration enable

vlan 100

vlan 200

ap-model WA6638-JP

radio 1

radio enable

service-template H3Coffice vlan 100
radio 2

radio enable

rate disabled 6 9

service-template H3Coffice vlan 100

#HinE
HEBED=-HDJ|BOMARDIZFAT ST 1Y
DL —k%E6000Kbps(6Mbps)IZHIBBELET
radio 3
radio enable
client-rate-limit enable
client-rate-limit inbound mode dynamic cir 6000
client-rate-limit outbound mode dynamic cir 6000
service-template H3CMTGroom vlan 200
gigabitethernet 1
Port link-type trunk
Port trunk permit vian all
Port trunk pvid vian 1
ten-gigabitethernet 1

WA6638-JPDE KDL —KIE6, 9, 12, 18, 24,
36, 48, 54 MbpsH'&H Y . Z DI TIE6MEIM
ZEDOIEVNEIITERELTLVET

www.h3c.com



01 E4BIERE - APOTPRLRAEIE

APAIPZEEIY HTAHAEIIDHCPZRIAT 58D E. BEIPEEIYATHAELHY

i-g—o

DHCPFIFAMDIZE
# VLANIZIPZRLRZEIY S TES
interface Vlan-interface 1
ip address dhcp-alloc
#

The Leader in Digital Solutions

EEIP7FLRAZEIYETSHHE

# VLANIZIPZ7RLRZEIYHTET

interface Vlan-interface 1

ip address 192.168.1.2 255.255.255.0
#EEFXENTITRELET

[H3C]save force

Validating file. Please wait...

Configuration is saved to device successfully.

www.h3c.com
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01 HERIBAL — VAT T —3DEEE—F  H3C

APOSDEENACEEST [CEZEXNARAICITEHNSDTACEE#
FHNTH—IVRABTIERITE82X)TFEL

e SIS COREX Ay F
I W 1 e

- o e o

wxas20H(AC) ¢ 4 CAPWAP

PoE SW

client forwarding-location ac
AC-APH DE(RTFEICHESIESh TCAPWAPR U RIILEEDIDT
X)) TARBEN(TIAHILE)

PC <
&> WPA2/CCMP ;
Security mode: WPA, WPA2, WPA or WPA2, WPA3-personal, - N

WPAS-Enterprise WA6638-JP(AP)
Cipher suite: TKIP, CCMP, TKIP or CCMP, GCMP

www.h3c.com 25




01 HEARIEAL — ACREE THEBP D7 Ut RXZ ik Al sEIFSE

CORERAYF

WX3820H(AC)

P

x5

wlan service-template 4
ssid h3ctest

client forwarding-location ap
fail-permit enable keep-online

Ly WPA2/CCMP

-

e et et
-l
-l
-

V - e |
fail-permit enable { keep-online }

ACOEERTH. BET /AL TNAISIPUMIELTT ot
ZHABETT , MEAEIRT 5L THEIROT I AT TEE A,

www.h3c.com




01 HEARIEAL — ACREE THEBP D7 Ut RXZ ik Al sEIFSE

f5]: RADIUSIZ&5802.1x525E f5): RADIUS(C & ZMACZ5 1 : FBEE/N1 /N

wlan service-template 1 HEERA wlan service-template 3 wlan service-template H3Coffice
ssid h3cdotlx ssid h3ctestmac ssid H3Coffice

client forwarding-location ap client forwarding-location ap client forwarding-location ap
akm mode dot1x fail-permit enable fail-permit enable keep-online
cipher-suite ccmp client-security authentication-mode mac akm mode psk

security-ie rsn mac-authentication domain rem-domain preshared-key pass-phrase simple
client-security authentication-mode dotlx | | service-template enable test

dotlx domain rem-domain
service-template enable

5 s cipher-suite ccmp
MACEBEEDI5E . AC, RADIUSDIEER | (inher-suite tkip

# L%HL'U‘—I:“7\7_'97°I/—I~75‘\1§1’D*L security-ie rsn

Wlan service-template 2 #Z %A F9 security-ie wpa

ssid h3cdotlx service-template enable

client forwarding-location ap

fail-permit template FRRL/ NMINADIGFE

client-security authentication-mode dot1x RADIUSD[ESE H#L:Eﬂ L,'U'—I:“
dot1x domain rem-domain ATFUTL—MDNMEbLNET
service-template enable f

802.1xEBEIM1E4E . AC. RADIUSD [EERFIZ I [E
ERFNY— tZTJ?OI/—F(akm:E—Fﬁpsk(:T
. M, akmE—FIXEALGLYNEDHODNET wwwh3ccom 27



01 #ERIERL — TIOAILNREZAPAS YO

H—EXTUIL—Fk

H3Coffice

H3CMTGroom

APDTIAILET IL—T

B Bk 1(radiol: 5G) A

‘ H3Coffice

) EiK2(radio2: 5G) @
L4 H3Coffice

K 3(radio3: 2.4G)

S—T42T IL—LLIH
[ZERESNT-APIZEE &
{LZZL TEHETELDIE
X)) T4 LRIEHY

{& Al AP~default-group

&K 1(radio1)
H3Coffice

=K 2(radio2)
H3Coffice

E K 3(radiod)

=L

ax AE

o siE A

www.h3c.com




01 $ELRIEBRL — BRIREZAPASY Y O—F H3C

S—TA4TIIL—LDAPETE

T—EXTUTIL—F

E &K 1(radiol)
H3Coffice H3Coffice
B f EiK2(radio2) -
H3Coffice )
TR 3(radio3)

ol
H3CMT Groom ) H3CMTGroom

S—T429 JL—LTIX
BEEIIEEILZL. 8
(IEES1tdHY

www.h3c.com 29



01 #EEIERE —ACICAPET=a7I)LZ8F H3C

S—TF4 T I —LDAPDETE APEERDI)7ILE S, MACTEL R

wlan ap MTGroom model WA6638-JP

serial-id 219801 AEE00006

vian 1 “
vlan 100 200 > o =
radio enable
service-template H3Coffice vlan 100 | e o __
_ HEBOLUTLESRTANUR | APAEBBRINISE, |
radlc_) enable | | H3C>display device manuinfo i ' APZ [ZAPDOMACTRKL X i
service-template H3Coffice vlan 100 ' DEVICE_NAME:WA6638 | i | (51 Z [EF474880B4C40)HY
. : DEVICE_SERIAL_NUMBER:21 | | HEIhET. UL, & :
radio enable  9801A I 0006 e 2 S EIES
service-template H3CMTGroom vlan 200 . MAC_ADDRESS:F010-903E- 1 ! LRI LK, Eg)ﬁlloz_ :
gigabitethernet 1 ' F7EO | ! FAICMTGroom7aE DA |
port link-type trunk ' MANUFACTURING_DATE:2020 , i FIfIFHIENTEEFT, !
port trunk permit vlan all 1 -02-29 , T TTTTTTTT T
|
|

port trunk pvid vian 1
ten-gigabitethernet 1

VENDOR_NAME:H3C

|
|
-

www.h3c.com



01 & SBEFIE - APDIREERESE Ltelnet S

H3C

The Leader in Digital Solutions

#AP(D—E R
[WX3820H]dis wlan ap all
Total number of APs: 3
Total number of connected APs: 3
AP information
State: I =Idle, J =Join, JA = JoinAck, IL =ImagelLoad
C = Config, DC =DataCheck, R =Run, M = Master, B = Backup

AP name APID State Model Serial ID

BLDO01-FO1-AP0O1 4 R/M WA6638-JP 219801A1NN918CG0006C
BLDO01-FO1-AP0O2 5 R/M WA6638-JP 219801A24F8201E0002Q
BLDO01-FO1-AP0O3 6 R/M WA6638-JP 219801A2959199G0001J

#APDIPFZRL RZRERR L TtelnetiEHL . REZHERT S
[WX3820H]display wlan ap all address

AP name IP Address Mac address
BLDO1-FO1-APO1 172.16.1.10 441a-fa27-92d0

[WX3820H]probe

[WX3820H-probe]wlan ap-execute all exec-console enable
[WX3820H-probe]quit

[WX3820H]quit

<WX3820H>telnet 172.16.1.10

Password: h3capadmin

<BLDO01-FO1-AP01>
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<WX3820H>dis wlan client
Total number of clients: 5

MAC address User name AP name Radio IP address VLAN
444a-dbbc-55f0 N/A f474-880b-04a0 1 192.168.1.10 100
7cal-ae99-5b5b N/A f010-903f-04a0 2 192.168.1.11 100
9cbh6-d0d4-b41b N/A f474-880b-5420 3 192.168.1.12 200
ac92-3261-12f4 N/A f474-880b-5420 3 192.168.1.13 200
e23b-1877-fc03 N/A f474-880b-04a0 2 192.168.1.14 100

www.h3c.com 32
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#

dhcp enable

#

dhcp server ip-pool user

gateway-list 192.168.0.1

network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.20 192.168.0.40
dns-list 8.8.8.8

#

interface Vlan-interfacel

ip address 192.168.0.50 255.255.255.0

#

www.h3c.com 33




H3CEHBH B I X2l — 3y

m GUIIZ&LBERE
m CLIZ&k5ETE

D747 U DERZIEINERESD

m O—I =

TAADEAN - ZEiF A A—IL-FBELFIE

@ Cloudnet~ M &%

m CloudnetCHREIL-EEZEBEIZA—ILTIEA 5
m a7 ILIZDUT

www.h3c.com

The in Digital Solutions

34



02 V747U FDE

lLqu

A
s

2

R IS IRREfE R
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<AC>display wlan client verbose
1098-c3e4-9da0

MAC7RL X
IPvAT7RL R
IPV67 KL A
1—H—4
AID

AP ID

AP%Z

H|ERID
FrR)l
SSID

BSSID

VLAN ID
H—E AVLAN ID
A=A

TAYLRE—R

F )L S

20/40 BSSHFE IR

SMEE S

20 MHzR 2 3—1Gl
40 MHzFH D 23— Gl

STBC RX#4 gL
STBC TX#4AE
LDPC RXEEH

JAvUEELE

RSSI=SNR({EBxt#Ftt: db) = Signal(dbm) — 287 /4 X(-95dbm)

HR—FENSHHT MCSty bk

10.66.209.37 .

— HiR—kEnbdL—k
il QoSE—F

1 )X fElbR

6 RSSI(Z{EIEBRE)
AP02 Rx/TxL—k

3 RE

1 SREEA
MTGroom X)) T4E—F
1019-65c2-45f1 AKME—F

10 g5 AA4—hk
ZEL A—H—RE—F
24862 WPA3RXT—4HX
802.11 gn EFAICAR

20 MHz (20MHz/40MHz/80MHz) EFA[ACLID
HYR—rSNTOEEA Rl aA—¥—JnJ7MIL
3 A—3I 9 RT—4R
Y R—hx &R F—mESt2147
HYR—brESNTOEEA PMFRAT—AR
YR—rSNTOEEA iR —4
HYR—rShTWEEA o4
HR—rESNTOEEA FTART—RRA
TIDOA > F BTME—FK

0.1.2.3.4.5.6.7
1,2,55,6,9,11,

12, 18, 24, 36, 48. 54 Mbps
<

1

53

72.2/65 Mbps
0.160/0.312 Kbps
F—TULRT L
RSN

FHIHAR
ccmp

INAINR

)

&L
ATl
AL
L

SHA1

&L

RIEER

3 H 158[#1304321F)
F7 0747
k70747
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S XS IRRETEER

RSSI =SNR (IEE## St db) = Signal(dbm) — 707 /A X(-95dbm)

RSSI(db)
4010 L

25~40

15~25
10~15
10LLF

dBM
-55

-/0~-55

-80~-70
-85~-80

T

QF"-J%’"IZE%E'I‘_&J‘“%(U7)1/94A0)JE1§75“EI

BETZIKZE
EARREAE 7 L5 A ADTEDRIERD
IKZE
BN EEEDSILVEIEDRIERE DK%
EASE DB KE
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APDERDFERRZILET DC0%ZTBADE/NTH—IUANEL D)

<AC=>display wlan ap all radio

Total number of APs: 4

Total number of connected APs: 4 AP% HELZID IKHE FyRIL il Lisage il 2547k
Total number of connected manual (MHZ) (A)) (dBM)

APs: 4 APO1 1 Up 52(auto) 80 3 8 2

Total number of connected auto APs: 0 APQ1 2 Up 100(auto) 80 5 8 3

Total number of connected common APO1 3 Up 6(auto) 20 35 6 3

APs: 4

Total number of connected WTUs: 0
Total number of inside APs: O
Maximum supported APs: 128
Remaining APs: 124

Total AP licenses: 20

Local AP licenses: 20

Server AP licenses: 0

Remaining Local AP licenses: 16
Sync AP licenses: O
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APDERDFrRILERARZILET D

<AP> system-view

[AP]probe

[AP-probe] display ar5drv 1 channelbusy
ChannelBusy information

Ctl Channel: 52

BandWidth: 3

Record Interval(s): 9

CurrentTime: 15:05:23

T FrRILOES—RIFISHERTEEFE SN
ExD20E 53 DT —EINRRINFT,

Ly
S
X

O o0 NO UL B WN P

15:05:14
15:05:05
15:04:56
15:04:47
15:04:38
15:04:29
15:04:20
15:04:11
15:04:02
15:03:53
15:03:44
15:03:35
15:03:26
15:03:17
15:03:08
15:02:59
15:02:50
15:02:41
15:02:32
15:02:23

CtIBusy(%)

N NN D DNDNWNWWNWNDNWNDNNDNDW

TxBusy(%)

O OO O O0OO0O00O0O0O0O0O0OO0o0OOo0oOOoOOo oo o

RxBusy(%)

P P PR WNRPNRPRPNNNNRPRRNRRERNRN
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WLANA—I2 T &lE, 9547 VR 2DDAP A A
N—F BRRICBELIZGZE. V747 MEFHRLL
APIZBEET (T4, TTDAPHLYIEIENFET AV,
D= TOERPIZhEShER A,
A—HITEHT. A—305 TR IEE BT,
O—3J ORMREL T, ALSSIDADradicMO®
BITY,
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A—S 9330 S8RIEISA4T7PCE BRITLVET,

SE A TILOWIFIO—I2 Y DA
https://www.intel.co.jp/content/www/jp/ja/support/articles/000006020/wireless/legacy-intel-wireless-
products.html

Wi-Fi 9547 TR T 3—DEHEEO—S2T DENME

Wi-Fi 2D —OI1Z8E88 D AP / IL—3—DNEFEETBEE. 9747 T7FT3—IF 1
DD AP / JL—E—MBLRIMD AP / JL—3—IZA—324 (BERIZTERLTRIO AP /
IW—A—ZPYBEZET) TEFET,

Wi-Fi O—3> 0 DRBERTE

ZDEHRFEIL.WiFi TR TE2—DRIDEFZHED AP DRAX xR T HETREDLE
\MEZZELET, COEXRTEZX [7ET2—DHMET] CTREBELEFT .. TIHILLDEIF
hTY, REBIZESTIX 1 DDA TLavhmlDA T ar kUL 5FHEEET HIEEHH
UET . BEWNVREBETRELAEZF MO AETHLTASIIENTEXT, DR ETH
EANRUELLEWMERE. TI4ILE (B) ITRLTLEZLY,
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Intel(R) Wi-Fi 6E AX210 160MHzDJ0/{T 1

2 BEDE f5(- 2@ (v SEoEE

ZOFybI-7 FIIS-TRROTONTEFETERT. ERTEETIT0/T1%
ULILTHS. SRITEMEEERLTUZ.

FOrF1(P):

WoWLAN (M ARP #70-F
WoWLAN ) GTK Rekey 1. R®iE
WoWLAN 0) NS A70-F 5 m{E
WoWLAN M2 -TH Dk o
FNe=TFb T2 8-
FoRlLE (24GHz F)
FoxI4E (5GHz B)
Fo+ll48 (6GHz A)
rakEs
O-zvJnisfiE

{EV):

T 7]

4,
5

5
£5

EET-FERE
EEND-
Em=EIE (sGHz)
BEIE

J DG

PCE B MDAPANDA—I2 S DFEMBEZ M)
FEEBRIENTEET,

CORETIE. A—IU T DEBEZTERL T,



O3NICTOEREHE
EHEBIX. BAHEEBETI TI—DINTA—TUADINSUREEYET,

BE FSM- 38 AAVE UY-R Ej]%ﬂ ﬁd\ﬁﬁ

ZOFyRI-9 FITI-TIFROION T EFIETEST. EETEETI0/T1E
U ILTHS. BREITEOEEERLTIEL.

’

BRNIBIE INTY |~

RARX

SR

-

g
IS

FUICFA(P): E(V): BX{E 33ms 39ms 34ms 0%

Wake on Magic Packet ~ |5, Ex j
Wake on Pattern Match

WoWLAN @) ARP A70-F l f]f
WoWLAN ) GTK Rekey ci B/\ME 40ms 168ms 94ms 4%
WoWLAN @ NS #70-F LES
WoWLAN 02!~ T B 02k T

AN=TFb-F-25-

Fo)liE (2.4GHz B) Reply from 18.72.66.36: bytes=1824 time=48ms TTL=258 from 18.72.66.36: bytes=1824 time=36ms TTL=258
FoF )45 (5GHz B) Request timed out. from 18.72.66.36: hytes=1824 time=33ms TTL=258
iy hEE from 10.72 .66.326: bytes=1024 time=74ms TTL=2%80 from 18.72.66.36: bytes=1824 time=33ms TTL=25@
O-JQEEE from 18.72.66.36: hytes=1824 time=9@ms TTL=258 from 18.72.66.36: bytes=1824 time=33ms TTL=258

from 18.72.66.36: bytes=1824 time=118ms TTL=25%8
from 18.72.66.36: bytez=1824 time=58m= TTL=258
from 18.72_66.36: bytes=1024 time=168msz TTL=258
from 18.72_66.36: bytez=1824 time=Y9m= TTL=258

from 18.72.66.36: hytes=1024 time=33ms TTL=258
from 18.72.66.36: hytes=1024 time=34msz TTL=25@
from 18.72.66.36: hytes=1024 time=35%ms TTL=25@
from 18.72.66.36: hytes=1024 time=35%ms TTL=25@

from 18.72_66 .36 hytes=1824 time=47mn=z= TTL=258
from 18.72._66.36: bytes=1824 time=48ns= TTL=258

from 18.72.66.36: bytez=1824 time=33msz TIL=258
from 18.72.66.36: bytez=1824 time=33msz TIL=258

Ping statistics for 18.72_.66.36:
Packets: Bent = 58. Received = 58, Lost = @ {(8x loss).
Approximate round trip times in milli-seconds:
Minimum = 33mz. Maximum = 3%mz. Average =

Ping statistics for 18_.72_66.36:
Packets: Sent = 58, Heceived = 48, Lost = 2 (4% loss).
Approximate round trip times in milli—seconds:

S Minimum = 4@ms, Maximum = 168ms. Average 34ms

F4ms
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Intel(R) Wi-Fi 6E AX210 160MHzJ0/{T 1

2 FESE P5M- 2@ AN+ SE0EE

ZDFyFI-7 FITS-TRROTON T EHETELT. ERTEETT0/(T1%
ILThe. BEITEMEERRLTIE.

F01F1(P): {E(V):

40Mhz Fr4ll iS3EE R |4. B02.11ax v|
soz.11a/b/g I4 P AE-F T =5

BG A%vY0J0-/ULJI0vY) el

MIMO &EHE-F —

U-APSD H S

Wake on Magic Packet

‘Wake on Pattern Match
WoWLAN (@ ARP #70-F
WoWLAM @) GTK Rekey
WoWLAN @) NS A70-F
WoWLAN D2)-TikEDEkE:
AN~k T2

FolliE (2.4GHz )

2AGHZRELE#IZIZZLDTFEINFELET,
5.8GHzZ Y R—b9 59547 %
802.11a/an/acE—NRIZIERH T HE. KYHRE
[ERTEEY,
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1. WanDEEHBEZEELETT GREILE 2 DAPDIKRIZKYITI)

[AC-wlan-ap-apl] radio 1

[AC-wlan-ap-apl-radio-1] max-power xx ( ?2ZANTDEXDFIRFENENET)

2. USATUMDERBENG LSS, 25 (radius, LDAP,802.1X) 2l IL — L%
EIELFET (FEREZEBFRANDBEIZGTYEY)

[AC-wlan-ap-group-default-group-ap-model-name-WA6320-JP-radio-1]option client reconnect

enable rssi xx

(rsSHEMXX LA TS ZDHEBENBIETE )

3. A—=X U FES—2avEBIIZLET (rssidT I+ ILMEIF20)

[AC-wlan-ap-apl] radio 1

[AC-wlan-ap-apl-radio-1] option roam-navigation enable rssi xx

4. DATEDIEFREICEDSTICAFIRIEETDHEWNISAT DT IT—
avEHIRLET . BXEFE LT DAPDIKRIZLY1TI)

[AC-wlan-ap-apl] radio 1

[AC-wlan-ap-apl-radio-1] option client reject enable rssi xx

(rssSHEAXXUTELCDTYII—a % EET 5)
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O—= Y LREZBRLFEAD—ERRBLULT7VEADGW iR RZ VI 5
(L D HFITIX600F))

[AC]wlan ap apl

[AC-wlan-ap-apl]client idle-timeout 600
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04 SA L ADEA Bk M1 A— )L - IZEEF B

FA L ADEAN EF- AV AL BEFIEIZEHALTIXIHIC/N\—FDz7& R A ADEER
ERHFIFRIIETATHICN—FO 7RG SAE o ADEZFERTFHIZTSHELTIESLY,

7HtAXaAVFA—5(WX3820H)IZ(ZAPEE T AF=-OIZRI&ESAL 2 AN

H3C | MWELEYET, ZOBOEIELEIZ DN TENCEEBLTEMELHY
| 7.

New H3C Technologies Co., Ltd.
Software License Certificate

77t {ri ¥ / Product Info
3132A04R  LIS-UIS-MANGERA-STD-2
1C3  <==> 2131

e ' TAERZEEEHTHIZIE. L TDIRIZETLT IS0,
& i |

A AR —2 DA
WEIZIELT) S/ AR —D DX B
At RAEZEFRICHERFROEIE
A ADEER
AV ADAV AL
AVAN—IVBEATA B RDEE

o TABVADTUAAR—IL

o TAEVADIEEL
7. TOTAR—230 D74 )LZEETS

HERGE, BZEREF

Caution: Please keep this certificate carefully,
you may need to use it in the future.

o0k wbh -
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Cloudnet(IB& #5: OaS|s)li77"7|~0)H3C§zﬁ:|': IR TSYNIA—LTT , CNIXIRH
LHOMNEET M OHEEITEETY,

LEBENA UV A—RIYMIT VA TET. DNSORRIFERNTESZE(EEIPTT IV ERRAUIEERE
I 55 A EDNSD % TE (5l 2 (X[H3C]dns server 8.8.8.8)4EFEENT (D)
2 firewallCLL FDHR— |~75\7J'—7°/’Ca7>%>;t
° Dﬁs’f‘/s A nIEFH’_r\
TCP 80
TCP 443
e Cloudneti@{E HA—
TCP 19443
e NTPH—/\—HEKR—
UDP 123
2HEEBDV)TILEBSH S M>TLVS(<H3C>display device manuinfoa< > K TXRR )
BEBICEIFOUTOATUREFRALTHAE
[H3C]cloud-management server domain oasiscloud.h3c.com
4.CloudnetlZR T A7 hOUMEERL. T AV L TEEZ S K. EEBEFTULET,




05 Cloudnetizis AC’ECIoudnetLEfi

o« RYMT—D>TFINAR > TINARB —

[QQﬂaqu ] dis device manu

*vbO—% A=t 310t 1 CPU 0:
DEVICE NAME 1+ 55024PV3-EI-HPWE
DEVICE SERIAL NUMBZR : [1219801A1QH9204Q0001B
MAC ADDRESS wFC60-9B2C-29DE
MANUFACTURLNG DATE : 2020-04-25

S F/NA RIEM

74 1R

=2 IRFT/NA ATTh B4E

¥4~ g1 2E ~)

HSALF M7 IBEMIL T s

TE=42U2T

TR

AVTFUR

CloudnetlZIFEBD ) FILESE T

ELTEERLET

IPPRFLRIFEBMNSCloudnetlZ7HoXIZ

EERDIP7ZRL

ADNEEHELTEE SN, IPPRLAREREINTH, HEHID

CloudnetlZ7 A LIZEZIPPRLAREE RSN TLSELDZFHT
BL. E&Niﬁ%ﬁbia‘o)t ‘“é‘ii%‘lzt EEHInlE. EE
DIPZEL R




05 Cloudnet®);

=}

15| — APOD{

WL

U
R
H
G
)

G H3C Cloudnet x  + e - X
& c @ oasiscloud.h3c.com/oasisb/static/#/maintenance/aphealth T N A
H3' Network  Smart O&M Service » FH A & . .
Dashboard Branch: H3C Site: H3C MBETA T4 2 v All Devices v Client: 31 [5G ]26 [24G]5 | AP: 4 | AC: 1 | A\O
[_‘_'I T Health Yesterday Last Seven Days Custom
1 Clients
| AP Health @
%8 Network AP Quantity B Excellent [ Good [ Average |
4 —
(I
R
m APs 3
R 5
s
1
@- Optimization
0
09/1700:00  09/1700:40  09/1701:20  09/17 0200  09/1702:40  09/1703:20  09/1704:00  09/17 0440  09/1705:20  09/1706:00  09/1706:40  09/17 07:20  09/1708:00  09/1708:40  09/1709:20  09/17 10:00
e Security
- - - = L3
@ we H3CTORSSINEITUTDARICEIEELYET DT, TEBLLESLY,
_ = Xr . —Q;
| AP Radio Details @ Collected At09/17 10:35 RSSI=SN R({E SXHEFH: d b) = Sign al (d b m) — 7A 7/’(2(-95(1 bm)
H — = |
SignallZ{EBETHY. 707 /4 X&—95dBmERLESNET,
[* Export ~ Filter
AP Name AC Name AP Score Deduction Radio Health Online Clients RSSI Channel Channel Usage >li=
APO1 AC 100 - 1 Excellent 10 46db 60 3%
APO1 AC 100 - 2 Excellent 9 50db 100 2%
APO1 AC 100 - 3 Excellent 2 56db 1 18%
APO2 AC 100 - 1 Excellent 0 0db 36 0%
APOZ AC 100 - 2 Excellent 0 0db 100 6%
APO2 AC 100 = 3 Excellent 0 Odb 1 16%
APO3 AC 100 - 1 Excellent 2 56db 36 1%




05 CloudnetD;ERB - 2547 2 Mim

-

XK

& H3C Cloudnet

c @ oasiscloud.h3c.com/oas

@

9 &

H3C

Dashboard

Issues

Clients

Wireless

Network

Optimization

Securnty

VIP

x  +

/#/maintenance/stahealth % * @

Network Smart 0&M Service »

Branch: H3C Site: H3C MBEA T+ 2 v All Devices v

Health Yesterday Last Seven Days Custom

| Client Health @ 5GHz () 2.4GHz Q All
Clients M Dxcellent [ 09/17 09:30 i)
|| bcetent | Good | Average | i | Total | 9
" 5GHz 1 7 0 3 1

24GHz 0 2 1 0

20 Total 1 1 3 14 IIIIIIII
lllllllllllll llllllllllllllllllllllllll.llllllllllllllllII
Iincjn

09/17 05:40 7 06:00 0917 09/17 09:00 09y 09/17 10:20

| Health Details (@ Collected At 09/17 10:35

[= Export ~ Filter

MAC VIP Level Username Auth Method IPv4 IPvé Security RF Band Client Score Deduction Health 58l Slie

Packet L4 Rate:2
192.168.100.3 acket Loss Rate

Non-VIP Unauth 5 - WPA2-Personal 2.4GHz 75 0.Retransmission Ra  Good H3(¢
te:d
Non-VIP Unauth 10.66.209.11 - WPA2-Personal 5GHz 80 Packet Loss Rate:20  Good H3(¢
192.168.100.3
Non-VIP Unauth RJ - WPAZ2-Personal 5GHz 80 Packet Loss Rate:20  Good H3C
Packet L Rate2
. 192.168.100.1 . ackelhoss nale
Non-VIP Unauth a - WPA2-Personal 5GHz 78 0,Refransmission Ra  Good H3¢
te:2
q
d4 Non-VIP Unauth ;J2.168.1OC 2 - WPA2-Personal 5GHz 80 Packet Loss Rater20  Good H3C
192.168.100.4
4d1-0x Non-VIP Unauth 2J - WPA2-Personal 5GHz 80 Packet Loss Rate’20  Good H3C
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5 H3C Cloudnet » &5 H3C Cloudnet X 5 H3C Cloudnet o +

ratll
N
’

C @ oasiscloud.h3c.com

H3

Dashboard Client Info

tenance/stainfo/no /1098-c3ed-9

3/undefined/undefined/undefined/undefined

e
»
be

Network Smart O&M Service »

ssue Analysis Yesterday Last Seven Days Custom

.

-

Expert Mode

Issues
| Statistics | Client Logs @
Clients
71.9Mbps 65.4Mbps 53db Time Range | 2021-09-17
Wireless
“Expand
Network
Optimization | Basic Client Info
B MAC: 1098-c3e4-9dal B IPv4: 192.168.100.37 W IPv6: - B Vendor: Samsung B RF Band: 2.4GHz B Protocol Type: 802.11gn
Security B Usemame: W Device name: Canon W System Info: Canon . B VIP Level: Non- B Remarks: Printer B Remarks2: -
B Remarks3: - B Remarks4: -
VIP
| Connection Info @
Current State:  Online Online Duration: 23 days 17 hr 7 min 33 sec Current Score: 71
1098-c3e4-9dal -
@ 192.168.100.37 = H3C-Guest i =
Score:100
. . L L
Client SSID AP AC

| Score Trend @
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b3
¥
be

c 8 oasiscloud.h3c.com/oasisb/static/#/maintenance/stainfo/expertmode/1098-c3e4-9da0/219801A1MG919BQ00023/undefined/undefined/undefined/undefined

e
H ; > 0&M Service ¥ s | H3C_Japan @8 -
Dashboard Client Info Expert Mode Issue Analysis Yesterday Last Seven Days Custom

Issues

Clients MAC:1098-c3e4-9da0 1Pv4:192 168.100.37 IPV6:- Vendor-Samsung RF Band:2 4GHz Protocol Type:802.11gn
Wireless :
Usemame: Device Name:Canond28521  System Info:Canon MF741C/743C  Channel:11 Remarks:
Network
Optimization
| Health Report | Client Connection Info @ Click the trend graph to view details. &) Capture
Security Metric Current Value Reference Value
Retransmission Rate: RSSI
VIP RSSI 53db »30db
Channel Usage 18% <40% [ e
Uplink Traffic: - e - WS Uplink Rate
Uplink Rate 71.9Mbps >43.3Mbps
Downlink Rate 65.4Mbps >57.8Mbps
P p I M H“anv‘-«l P '\”\"|.f|" [Tl Ilr-”‘v'\l-ﬂf‘.f‘w
Downlink Traffic: Downlink Rate AU LA UL
Uplink Traffic 352.3KB -
Downlink Traffic 39.5KB -
I\ Ay h
AL
- T ;
Latency 16.718ms <15ms o Uplink Packets: Latency :\__h_.._..ﬂl._________ _.._A_._._.]U\n\.
Packet Loss Rate 47.76% <1% ]
Retransmission Rate  22.14% <5% . Downlink Packets: S, S A Packet Loss Rate MJ“LMJ‘M\ATIHLWWNWJJ\WW%HA

Association Duration  80ms -

Authentication Duration Oms - Channel Usage: ittt Radio Load

| Neighbor Client @

B Neighbor Client il

https://oasiscloud.h3c.com/oasis6/static/#/maintenance/stainfo/expertmode/1098-c3e4-9da0/219801A1MG919BQ0...
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&5 H3C Cloudnet X | @ HaC Cloudnet X | @ HaC Cloudnet X | & H3C Cloudnet X G HiC Cloudnet x  + o -

<« C @ oasiscloudh3c.com/oasis6/static/#/maintenance/stainfo/expertmade/1098-c3e4-9da0/219801A1MG919BQ00023/undefined/undefined /undefined/undefined * # 2

Cilent Connecton nfo H3CTORSSIDEIZLUTOERICEIHEELYFET DT, TERESLY,
RSSI=SNRU{EB & Ltk: db) = Signal(dbm) — 287 /4 X(-95dbm)

Vendor: Samsung  Client MAC: 1098-c3e4-9da0  Client IP: 192 168.100.37 AP Name: AP01  Channel: 11 Radio: 3 Slg nal (iE%gﬁfg—GE U [N 7 DT/’fX'i - 95d B m &Ruéhij—o

Packet Loss Rate tency

A

Max @ Avg @ Min Max @ Avg @ Min

= |
{
7 02:40:00 09/17 06:40:00 09/ 09/17 06:40:00
Channel Usage: RSSI:
& Avg ® Max @ Avg @ Min
" _
7 02:40:00 09/17 04:00:00 09/17 05:20:00 09/17 06:40:00 09/17 08:00:00 09/17 09:20:00 09/17 04:00:00 09/17 05:20:00 08/17 06:40:00 08/17 08:00:00 09/17 09:20:00
Uplink and Downlink Packets: Uplink and Downlink Traffic:
Total Uplink Packets ] Uplink Broadcast Packets [} Uplink Multicast Packets [} Uplink Unicast Packets Total Downlink Packets Total Uplink Traffic @ Uplink Broadcast [ Uplink Multicast [l Uplink Uni Total Downlink Trafffic
Y T T
300
09/17 02:40:00 09/17 06:40:00  09/17 08:00:00 09/17 02:40:00 09/17 06:4000  09/17 08:00:00  09/17 09:20:00
Uplink ARP Packets: Uplink ARP Rate:

n cance!
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Fr )L H RS

G5 H3C Cloudnet X | & H3C Cloudnet X | & H3C Cloudnet

&« c @ oasiscloud.h3c.com/oasisb/static/#/maintenance/channel

Dashboard

Network Smart O&M Service »

Branch: H3C Site: HAC BEBIA T+ 2 v - All Devices

Channel Analysis Today Yesterday

| 5GHz Channels @

Channel1 Average B NO-Radio

IR 4 4 4 444444444444 444444444444444444444444
el 1 1111111111111 1111111111111111111111111

T ekl 1 1111111111111 1111111111111111111111111
Optimization

security
WPNONELN > 2 2 2 22222222222222222222222222222222222

VIP
07:15 07:30 07:45 08:00 0815 0830 0845 0900 0915 0930 0945 10:00 10:15 10:30

| Channel Usage Details

AP Name = AP SN Radio = Channel

X | & H3C Cloudnet X & H3C Cloudnet x  +

Channel Usage =

Client: 31

Custom Q

| 2.4GHz Channels @
B Excellent M Good M Average NO-Radio

WELLCIAM 1 111 1111111111111 111111111111 11111 11111111111

A1 1111111111111 1111T111T111111111111111111111111

OELLEN D 2 22 2222222222222 2222222222222222222222222222

07:00 0715 07:30 07:45 0800 0815 0830 0845 0900 0915 09:30 0945 10:00 1015 10:30

Tx Channel Usage = Rx Channel Usage = Interference =

No Data
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& H3C Cloudnet X | @G> H3C Cloudnet X | Gy H3C Cloudnet X | G H3C Cloudnet X G H3C Cloudnet x + (-] - x
c @ oasiscloud.h3c.com/o net/network/sitecollection/site T » :

H3C

& Network Branch H3C  Site H3C BEEAT 1A+
Dashboard Site Summary Area Management Time Zone
: (Y LasT UPale: 2u21-Us-17 USUZ (FINiSnea)
m  Sites
Auto Refresh () oFF & Recalculate
aniz.
-
m Endpoints R
& Monitor =
4 Setlings w

E  Maintain
& Messages
o

System

() .
8-JP .

Network

Tz Discover Devices

Teminal

Smart O&M Service »

Show IP Address

6 : ::C\cu-dnel

Router
MISRE30-6HI-GL

Terminal

Terminal .‘

ch
S5024PV3-EI-H.

Show Interface Name

Terminal

Expand Al

«§ Horizontal

Terminal
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Interface State

Cloudnet App Int
Hangzhou H3C Technologies
Co., Ltd.

,Ag = w

4+ & (2]

1—F 4 UT 4 Hangzhou H3C

Layer 2 Interfaces Layer 3 Interfaces

GE1/0/1 ol 1G(a)

™ LA 1
(Access ] Ful Duplex

GE1/0/2
e

| m Not Negotiated

GE1/0/3 ol auto
VLAN: 1

7vTr—Khk

32111

ss § Not Negotiated

GE1/0/4
VLAN: 1

VN m Not Negotiated

Login page upgrade.

Guset Login for app preview.

Bug fix.

WebSite
J xiejinying

() TestingEnvironment

@ mitrs

R

BR

Jevice Info

CPU

CPU Monitor

(%)

Current Value

5%

TS Demo =

Performance

@
NS/

Memaory Rate

Today o

Man

Alarm Threshold

75%

30
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TS Demo =

Performance Operations Statistics

I Summary AP List >

&£ 0

Memory Monitor

(%) o 1 AP Traffic Top 5

Sca’-21e7-38a0 17.8MB

1 Client Quantity Top b

I Disassociation Ratio

Current Value Alarm Threshold Disassoc Ratio

Once Twice

Three Times Four Times or Above

WX2510H-F =

Running Info

Statistics

Online Status Online
Uptime 00d:05h:12m:19s
Online 00d:05h:11m:02s
Device version Release 5452P03
Backup At

Online/Total APs

Clients

Basic Info

Port State
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TFtFE
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= Al-Driven Tasks
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o ZE3R5FE > Device state&Smart ORMM LD EHZEFEENT S

Clqud_ne’g Network Smart O&M Service » A {op [;_u Manuals | H3C_salesdemo | | =
Dashboard Alarm List Subscription
Issues * Alarm Info: Alarm Category Alarm Type Alarm Severity Alarm Triggers
sue Analysis - -
CPU Usage Tip Avg CPU usage within 10 min exceeds | 85 % (75 10 100, 85 by default)
0 & Memory Usage Tip Avg memory usage within 10 min exceeds 85 % (75 to 100, 85 by default)
(\1 Clients AP bulk dropped Tip Inthe past | ¢ min one or more APs are disconnected,(0 to 120, 0 by default) ()
AP frequent dropped Info An AP dropped more than 5 times in 24 hours yesterday
222 Network
Device offline Info Device offline from cloud platform for more than 10 minutes / 24 hours
@ P &
&  Optimization = Device frequently offline Minor Device offline from cloud platform more than 7 times within 10 minutes
N Device state AP batch online Tip Inthe past | 0 min one or more APs are connected, (0 to 120, 0 by default)
e Security :
Port UP/DOWN Info Device port status changed
= Safeqguard
Port PoE Info Port PoE function status changed
¥ viP IP Address Conflict Minor IP address conflicts were defected on a switch interface
EoGRE Tunnel Interface Up/D
(:_"}';- Al-Driven Tasks Tip EoGRE Tunnle Interface State Change
own
Device upgraded successfully Tip Device upgraded successfully
(] Device upgraded failed Iinor Device upgraded failed
Device operation Device restart Info Device restart

~

Device unbinding Info Device unbound from the CLI
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Z 2R #8 > Device state&Smart ORMM SN ZEXREZ B EIT S

E

o
1]

W

CIoud_ne’g

Dashboard

Issues

Clients

Network

Optimization

Security

Safeguard

VIP

Al-Driven Tasks

Alarm List

Subscription

Smart Q&M

Smart O&M

Service »

High forwarding CPU utilizatio
n
Broadcast multicast ratio is too
high

Excessive wired port traffic

Device temperature alarm

RF does not start

High noise floor

Message congestion

Channel radar avoidance
Wired port receiving ermor pack

ets continue to grow
AP wired port is Down

Wired port negotiation rate is |

ow

red port receiving resources

are insufficient

Wired ports continue to send
wrong packets

\ d ports negotiate hali-dupl
ex
AP temperature alarm
Insufiicient sending resources

Beacon frame sending failed

Beacon frame resource is insu

Tip

Tip

Tip
Tip
Info
Info
Info

Tip

Tip

Info

Tip

Tip

Tip

Tip

Info
Info

Info

Infoy

The device's CPU usage is high because it forwards too many data packets

Broadcast / multicast messages take up too much channel resources

Excessive trafiic on the physical interface
Device temperature abnormality detected
RF s off

AP noise floor is too high

IMessage congestion

The RF working channel has detected a radar and has evaded

Continuously receiving error packets on the physical interface of the AP

AP physical interface status is set to DOWN

AP physical interface negotiation rate is low Enable Periodic Sending (Once a Day)

The AP physical interface peer sends packets too fast

The physical interface of the AP continues to send out ermor messages

AP physical interface duplex mode negotiation is half duplex

AP temperature abnormality detected
Insufficient sending resources

Beacon frame sending failed

Beacon frame resource is insufficient
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Cloudnet Smart O&M Service » A @& [E] Manuas | H3C_salesdemo |
Dashboard Alarm List Subscription
/ Smart O&M Beacon frame resource is insu
Beacon frame resour
4 e " Info Beacon frame resource is insufficient
: flicient
Data message sending failed Info Data message sending failed
u Alarms
Insufficient message resource
i Info Insufiicient message resources
2 clients s
WAN port uplink bandwidth ala
.‘i‘. Network Tip Alarm uplink bandwidth within past 10 minutes on the WAN port: | 50 M (Value range: 1-1000. Default: 50).
L rm
@ T WAN port downlink bandwidth
S Optimization Tip Alarm downlink bandwidth within past 10 minutes on the WAN port: | 2 M (Value range: 1-1000. Default: 50)
alarm
) Security Large deviation in flow ratio in
Tip The proportion of the outgoing and incoming traffic of the device exceeds the preset threshold of the system
_ and out direction
& safeguard
High 2.4GHz channel usage Info Channel usage of 2.4 GHz radios exceeds | 60 % (Range: 20-100, Default: 60)
v ViP High 5GHz channel usage Info Channel usage of 5 GHz radios exceeds 80 % (Range: 20-100, Default: 60).
- Too many clients on 2.4 GHz r
@? Al-Driven Tasks Info Mumber of clients on 2.4 GHz radios exceed | 20 (Range: 10-200, Default: 20)
adios
Too many clients on 5 GHz rad
Info MNumber of clients on 5 GHz radios exceed | 40 (Range: 10-200, Default: 40)
i0s
WAN port connectivity Minor WAN port connectivity check. Packet loss rate exceeded | 10 % (10100, 10 by default) in 10 minutes
Loop detected on switch port Minor Loop detected on switch port
Too much Tx broadcast or mult
Minor Broadcast or multicast transmission rate exceeds | 100 in the statistics collection period(40-500, 100 by default)
cast traffic
IRF split inor IRF split
STP discarding detected on s
Minor STP discarding detected on switch port
witch port
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Cloudnet Network  Smart O&M Service » A B Manuals | H3C_salesdemo|
ESETG Alarm List Subscription
|—_|‘ Issues Region lock Tip Device moved out of locked region
lssue An 3G/4G link detection Tip 3G/4G link disconnected/established
a Al Traffic threshold Tip Traffic threshold exceeded
o) Signal strength Tip Signal strength lower than threshold
2 Clients
Router Online device ratio Tip Cnline device ratio lower than threshold
58 Network - VPN tunnel state Tip VPN tunnel established/disconnected
R Wired link detection IMinor Wired connection disconnected/established
« Optimization
Card Insertion or Removal Tip Acard or sub card on the device was inserted or removed
e Security ) )
Camera Disassociation Minor Camera went offline.
@E Safeguard Abnormal Camera Traffic Info Uplink traffic of client failed 1o reach | 50 KB/s (10-2048, 50 by default).
? VIP & Critical client goes offline Minor Inthe past | 0 min one or more critical clients were disconnected (0 to 120, 0 by default
Clients Critical client goes offline frequ
i Info A critical client went offine over 5 times in the past day
{-’}, Al-Driven Tasks - ently
Critical client goes online Tip Inthe past | 0 min one or more critical clients were connected (0 to 120, 0 by default) (2
Add Fault Report Tip A new fault report was submitted and needs processing
DFaLIl Reports
Fault Report State Change Tip The state of a fault report changed
Doctor AP Doctor AP Test Notifications Minor One Doctor AP test notification sent
o [
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From: <cloudnet@oasisinfo.h3c.com>
B {+: 202244 H12H(K) 10:46
{#44: Cloud platform—Alarm

To: <site_manager@h3c.com>

Cloud platform—Alarm The device WX1840H_ DEMO in the TS Demo site outgoing and incoming traffic ratio
exceeds the system pre—made threshold, and there may be a large number of broadcast message replication.
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Products by Category

i -

—
Cloud Computing Routers Switches

A ok

Wireless Security Network Management
- == e
3 R

SDN License Server Transceiver Modules

:l?l - 7 \_\.
58 = @
NFV Servers Oasis

www.h3c.com
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H3C WX1800H Series Access H3C WX5800H Series Access H3C 802.11ax Series Access Points
Controllers Controllers

H3C WAB638 Access Point

H3C WX1800H Series Access H3C WX5800H Series Access .

Controllers Controllers .

Learn More = Learn More -
H3C WX3800H Series Access H3C 802.11ac Wave2 Series Access H3C WAGB36 Access Point
Controllers Points

Learn More -3

H3C WX3800H Series Access H3C WA510H Access Point
Controllers

Learn More —*

Learn More —*

H3C WAB630X Access Point

Learn More

H3C WAS30 Access Point

Learn More =

H3C WAB628X Access Point

Learn More =

H3C WAB30X Access Point

Learn More =

www.h3c.com
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Technical Documents

Technical Documents

Trending

Install

Command -

Configure

Maintain

Software Download

Command References

Training & Certification Partners «

Knowledge Base

H3C

The Leader in Digital Solutions

About

Title

Date

10-12-2020

www.h3c.com
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