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TOEARARDIEE—RER(FN2: AT RIZKBLH) i

FIEL : REOEEFE—FOHER >EFE—FOEE -> TEIN/HDE D D OHER

HIREDE— FAER(TIHHEARETIEFITE—F) | : |
Tera Term: VP )bik— 8&F X

<WA6320> display wlan device role

Current running mode: FIT AP. )

# system-view(Z Tap-modea~ > K TCloudE®— K| &E T —h(P): |OOM3 i OK
<WA6320> system-view EAPE—=FICIRUT D320 Rl —IE). [0600 =

System View: return to User View with Ctrl+Z. T—FHFERTEET, _ - |

[WA6320] ap-mode cloud ap-mode { anchor-ac | cloud | fit } 5= —4(D)- g bit v vt
Changing working mode will reboot system. Continue?

[Y/N]:y 1 8 )7 A(A): none v

HE— FZED-HICAPIZBEEAYICreboot L £ 3,

System TV; starting... ’ Ak H(S) 1 bit - MZH)
Press Ctrl+D to access BASIC-BOOTWARE MENU... Z0—#JiENF):  none v

Booting Normal Extended BootWare

)7 — b Xyt —ERE -

Image file flash:/wa6600-boot.bin is self- EISEE -
decomp.ressing. ............ RIS Done. 0 U /=(C) |0 UL
System image is starting... : ' '

Line con0 is available.

Press ENTER to get started. o . .
#REEClOUdE— FIch -7 2 L ARRLE T, Ay —IVERGROBIERER, 9600 —, F—28Ey b,
<WA6320> display wlan device role NYT4Ll, Ay 7EY ML, 7A-H#EGL

Current running mode: Cloud AP.
<WA6320> save force
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1. APORESETHRZ v %L TAP%ZCloudAPE—FICL X7 H3CWLAN Management Platform
2. APOMACT7 FLZR%ZRERE L EFT (APOEMICEIFEINTULET)
3. PCZAPHhHEHEINASSIDICERLET K |
4. APOGUIIC7 7€ X L 9 (http://10.40.94.1) (o o
5. APRZEHEE—FICTB=-pna<v FEGQGUBREICK Y GEMARET ] Remererusrame o~
BEE—FICHRY L7 =
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CloudE— FTlET 7 # /L b TERTE

1DBEKEH LT H

FIE1 : SSIDIFIERFETHETWETH, SSIDIFAPOMACTY FL ZDT6MIA2EL LT
DEHILHEDTY, HITIFHIC 0B4C40TT, HZEDMACT F L XIFEBIZEIRI SN
TWE A, display device manuinfoa~> K CHHER T,

<WAG6638>display device manuinfo
DEVICE_NAME:WA6638

DEVICE_SERIAL_NUMBER:219801A24F8201E0Q ERTDELUTDIP7 FLRADPRGENET
000J ——
MAC_ADDRESS:F010-900B-4C40 & Wi @ || C¥Users¥H3Cipcontig
MANUFACTURING_DATE:2020-02-29 Windows IP #5:
VENDOR_NAME:H3C
- 7R H3C-Guest
Wireless LAN adapter Wi-Fi:
/:\4% H3C-Inner
BEmEBDDNS Y74 v 7R ...
D> oB—AhIIPve 7 FL X, ... . fe80::35e8:d633:3383:d67%8
B EABORYRT- IPv4 77 FLX............:10.40.94.2
F—F ﬁ7 vy b ~XJ ..........1255.255.255.0
TI7HNET—bT A . ......:10.40.94.1
RYRJ-J% (SSID) DA
C:¥Users¥H3C>
H3C_0B4C40

RA ot




TI7XZXRAYFOGUIUZT 7R L TEHREZZEET D55 =

FIE3 :PCOT7 77 =B LLUTOURLZAAL £,
http://10.40.94.1/
T7AHIbDI—Y—%: admin, /XX 7 — K: h3capadmin

@ Login x + Change Password =

& C A FEINTVVEWESE | myaph3ccom/web/frame/login.htmi?ssi=false

The default password is not secure. A qualified password must meet the following
requirements: It must contain a minimum of 10 characters. It must contain a minimum of 2

types,and a minimum of 1 characters for each type. It can't contain the username or the

H3c WLAN Management Platform reversed letters of the username.

» 0ld Password | |

New Password | |

‘ 2 admin ‘ Confirm Password | |
o

[C] Remember username English =
RRT—RIF10XFE LT, RYFREY

ED2FEFEEH. RSN TIVSH—
H—., adminZEDXFEEFEFLHIN &,




Dashboard??

MENET

13

Actions

I Dashboard

Quick Start

Monitoring

Wireless Configuration

Network Security

System

Tools

Reporting

All Networks » Dashboard

System Logs

Channel Usage

4%

5G(T)
Channel:100

Wireless services

SSID

H3C_Wi..

H3C_B1

Intarfara traffir

o= System usage
10%
' 4%
CPU
2.4G(2)
Channel:1
o= Clients
24GHz [ 5GHz
& 202.11a(5GHz)
o 802.11n(5GHz)
802.11ac(5GHz)
802.11ax(5GHz)
802.11b(2.4GHz)
802.119(2.4GHz)
; 5c:liem number £802.11n(2.4GHz)

202 11ac(2. 4GHz)
202 11ax(2.4GHz)

System View Network View

71%

Memory

Roadmap

O
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Informational

o=
Serial 1D: 219801A2YF821BE0DOYX
Hardware: Ver.A
Boot ROM: 7.18
Software: 7. 4, Release 2451
o=
Quantity
~ W
Clients Event Logs

1 0005 49 @2
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E(startup.cﬂg)’& HAR:E
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version 7.1.064, 2451

#

sysname H3C

#

clock timezone tokyo add 09:00:00
#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

lldp global enable

lldp hold-multiplier 8

#

password-recovery enable
#

vlan 1

#

interface NULLO

#

interface Vlan-interfacel

ip address 10.40.94.1 255.255.255.0
#

interface GigabitEthernet1/0/1
#

interface WLAN-Radio1/0/1
#

interface WLAN-Radio1/0/2
#

scheduler logdfile size 16

#

line class console

user-role network-admin

#

NS NOL M)\ Ry

A (XL DEY)

AT )L\ R)E

line class vty

user-role network-operator

#

line con 0

user-role network-admin

#

line vty 0 31

authentication-mode scheme
user-role network-operator

#

line vty 32 63

user-role network-operator

#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role
#

role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

role name level-7

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

role name level-13

description Predefined level-13 role
#

role name level-14

description Predefined level-14 role
#

user-group system

#

local-user admin class manage
password hash

$h$6$W 7GZXKNemM3ypd8m$30aogZt/iJol4co3LOluoeZ7UKIgxitdI1CmHhEWORx/bc2Uy

436wNnMjBpNo4Ndg0OgMNvV/x/V/IxqSpVHNN1Q==
service-type telnet http https

authorization-attribute user-role network-admin

#

ip http enable

ip https enable

#

undo attack-defense tcp fragment enable

#

return

14
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line class vty role name level-7

version 7.1.064, 2451

#

sysname H3C

#

clock timezone tokyo add 09:00:00
#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

lldp global enable

lldp hold-multiplier 8

#

password-recovery enable

#

vlan 1

#

interface NULLO

#

interface Vlan-interfacel

ip address 10.40.94.1 255.255.255.0
#

interface GigabitEthernet1/0/1
#

interface WLAN-Radio1/0/1

user-role network-operator

#

line con 0

user-role network-admin

#

line vty 0 31

authentication-mode scheme
user-role network-operator

#

line vty 32 63

user-role network-operator

#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

role name level-13

description Predefined level-13 role
#

role name level-14

description Predefined level-14 role
#

user-group system

#

local-user admin class manage
password hash

# # $h$6$W7GZxKNemM3ypd8m$30aogZt/iJol4co3LOluoeZ7UKIgxitJ1CmHhEWORx/bc2Uy
interface WLAN-Radio1/0/2 role name level-4 436wNnMjBpNo4Ndg0OgMNvV/x/V/IxqSpVHNN1Q==

# description Predefined level-4 role service-type telnet http https

interface WLAN-Radio1/0/3 # authorization-attribute user-role network-admin

# role name level-5 #

scheduler lodfile size 16 description Predefined level-5 role ip http enable

# # ip https enable

line class console role name level-6 #

user-role network-admin description Predefined level-6 role undo attack-defense tcp fragment enable

# # #

return
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System View > System > Management > Configuration > ImportZz 2R L £ 7,

XZDAZEIZ, KEDOFATZERTET 555, IPUNITARTEICHGEICHED EMNTT,

H3c WA6320-JP

Actions System» System» Management » Configuration

Dashboard @ Configuration

Network Configuration >

. save Running Configuration Export Running Configuration Import Configuration
Network Security >

@I System v I View running configuration »

Event Logs Reset to factory defaults >

Roadmap

Resource

Administrators

@

Tools >

Clients Event Logs
1 System View Network View 9
10.40.94.1/wnm/frame/index phpTsessionid=200001609254738865d 1d8b35e0d533925e 1 #importdiag 1 Qo0 O 3 @2




=& @O Toverwrite the running configurationZF = v 27 L £9,
ZLT774IL%ZFIRL TApply

€ =<

Import Configuration e 5 o« 4 Losoecs Feyok . O guyn-Fogs

B v HLWIALY-
=] S
> & Fyyn-g
> @
> B FFastuk
W E9F0
> Rzt
© -39
== H3C-Japan (¥¥10.66.209.57)
o= Training

Eé Windows

TrAILE(N): | startup.cfg FRTOIAAN ("9 “
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FIEL: PCEWAG320& ZLANT—7 L TERmLET, TD7cH, PCOLANA > &7z —X

IZIP7 RLAZEY B TET,

0 f-fzybk 20F0/F1 e A G-y b FORII JT-3 4 (TCR/IPva) DO T "
Fyb)-4 g £, 4
EE0AE Fy RO OEESYR- A TOHESE. IP SEEESNICRETITLIT
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[ 4 Microsoft Network Adapter Multiplexor Protocol DNS H—/{—-DFFL A%
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TI7XZXRAYFOGUIUZT 7R L TEHREZZEET D55

FIE2 : PCOT T HAEELUTOURLE AN L T (LANTESRL £9),
http://10.40.94.1/
T7H#I DI —H—%: admin, /XX 7 — F: h3capadmin

@ Login x + Change Password *
< C A EEShWTVENEE i

£ | myap.h3c.com/web/frame/login.htmli?ssi=false

The default password is not secure. A qualified password must meet the following

requirements: It must contain a minimum of 10 characters. It must contain a minimum of 2

types,and a minimum of 1 characters for each type. It can't contain the username or the
H3C WLAN Management Platform

reversed letters of the username.

» 0ld Password | |

New Password | |
‘ S admin ‘ Confirm Password | |
‘ I .{ °® ‘
[C] Remember username English =

SRRT—RIZ10XF L LT, BRTRES
ED2EFFEESH . BiFSNTLNS1—
H—. adminfZEEDNXFEESFHEN &,




HERYNTI—OERLLTIIREFN TEHREDSEIZLTIEELY) -

ZDEFIIWAG320-IPFBEREELELTEIE S DIRIFEXGUITITLVET,

APDEIR([LVLANLIZFELY, VLANLIZERESN TLYAANchor-acD T 74 ILEDIP7ZRKL X10.40.94.1/24 0\ &
HAIPZRLARELGYET  ANCNILBEIEAET AN EEFE I AV MIBIOVLANIZEFEL TLEELY,
BICVALNIZ T BEEFKETT)NDTA—RF X v AMNAC<->APRIOBIEICEZELX5Z2F7,

AT =H

EHTAERESSID, /S RAT—K, VLAN., hidden®E—FZZEITUTOEYELET,

SSID T R [N

h3c-support @helpdesk99 100 radiol bGHz
h3c-sales @bigsale 100 yes Radio2 5GHz
h3c-lobby thankyou 110 no Raido3 2.4GHz




= ST EIIL AL @

]
2747 FPCH , B
DHCPH —/x .M$-iwﬂ : I

e 7 N——
e~ RETK
H—/N— H—/N—
VLAN100 Default Gateway
“““““ - AFRA Y F
¢ VLAN1 $ Jtag
|
=t
= I%f$ VLAN1, VLAN100, VLAN110
10.40.94.2/24 tag PoEX A1 v F

O wlewe v
10.40.94.1/24

FAT

h3c-support h3c-sales  h3c-lobby

S

VLAN100  VLAN100 VLAN110
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« Network view

o Dashboard Network Security
Quick Start Packet Filter
Add Wireless Service Traffic Policy
Dashboard Add New User Qos Policies, Priority Mapping
Monitoring Access Control
: 802.1x
duickStart ’ ‘g,'ifr:fsss Network Authentication
Wireless Security RADIUS
Monitoring > Client Proximity Sensor User Management
Application Monitoring A‘Rﬁi?f‘;“gg!{_cat_on
. S Wireless Configuration ST
Wireless Configuration > Wireless Networks Port Securlty
AP Management Portal
Network Security > Wireless QoS SyStem
Wireless Security Resource
WIPS ACL, Time Range
S ’ Allowlist and denylist Cloud Platform
Radio Management Tools
Tools > 802.11n/802.11ax settings ,transmission Debug
distance Reporting
| Applications Client Statistics
dapeiis ’ Mesh, Multicast Wireless Service Statistics




GUIO A =1 ——&F

« System view

Actions

Dashboard

Metwork Configuration

Network Security

System

Tools

Dashboard

Network Configuration
Network Interfaces
VLAN
Network Routing

Routing table
Static Routing
Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT

Network Security
Packet Filter
Traffic Policy
Access Control

802.1x
Authentication
RADIUS
User Management

System

Event Logs
Resource

ACL
Administrators
Management
Configuration save, import
Upgrade
Reboot

Tools

Debug

Local users

27



SSID(h3c-support) = 1Ep 3 %

WA6320-IP

Actions

Dashboard

All Networks > Quick Start > Add Wireless Service » Add Wireless Service

Add Wireless Service

Quick start

Add Wireless Service

Add New User

Monitoring >
Wireless Configuration >
Network Security >
System >
Tools >
Reporting >

Basic settings

Wireless service name
h3c-support

S50 =
h3c-support

1-63 chars)

1-32 chars)

Description

(1-64 chars)

(1-4094, 1 by defaull

Wireless Service @O0N OO0FF
Default VLAN

100
Hide SSID @ Yes D No
User Isolation OYes @No

Systemn View Network View

Authentication settings

Authentication mode

Security mode

PSKkey

i save &g Roadmap

O Open (no authentication)

® Static PSK

O B802.1X

() BO2.1X (clear)

O Static WEP

[0 MAC Authentication

[JIPv4 Portal Authentication

[ IPv& Portal Authentication
OWPA OWPA2 @ WPA or WPA2

(8-63 alphanumeric chars)

Confirm password

Clients
0

28
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5GHZ(1)radiol=SSID(h3c-support) =& % 2

WA6320-IP | save §@ Roadmap 3 :imin
Actions All Networks > Wireless Configuration » Wireless Networks > Wireless Networks » Advanced Settings(h3 @
Dashboard -
Quick Start >
Bind to APs Candidate Selected
Monitoring >
Search for Search for
Wireless Configuration v 35 &

Wireless Networks 2.4GHz(2) * I I
5GHz(1) I

AP Management

Wireless QoS

Wireless Security >

Radio Management

Client Proximity Sensor

Applications
Network Security >
System >
Tools b3

ST Clients ~ ;enthgs -
0 0 6 9 23




SSID(h3c-sales) #1ERL T % 0

WAG320-IP i§ save §g Roadmap | &, admin
Actions All Networks > Quick Start > Add Wireless Service » Add Wireless Service

Dashooard Add Wireless Service
Quick Start v

Basic settings Authentication settings
Add Wireless Service

Wireless service name . Authentication mode O Open (no authentication)

h3c-sales 1-63 chars)

Add New User ® static PSK

SSID = =

3 h3c-sales 1-32 chars) e

Monitoring > (O B02.1X (clear)

Description (1-64 chars) ) Static WEP
Wireless Configuration > [ MAC Authentication

4
NNy S N [JIPv4 Portal Authentication
etwork Security . .
ON OFF _—

Wireless Service © © [JIPv6 Portal Authentication

System > DefauitVLAN 100 {1-4094, 1 by default) Security mode OWPA OWPAZ @ WPA or WPAZ
PSK key = @ Passphrase O Rawkey

Tools > Hide 551D

User Isolation RLLLLLLD (8-63 alphanumeric chars)
Reporting >

CITTRTLY Confirm password

System View Clients = gentLogs o
0 0 6 9 21




5GHZ(1)radiotZSSID(h3c-sales) & &8 % o

WA6320-IP | save §@ Roadmap 3 :imin
Actions All Networks > Wireless Configuration » Wireless Networks > Wireless Networks » Advanced Settings(h3 @
Dashboard -
Quick Start >
Bind to APs Candidate Selected
Monitoring >
Search for Search for
Wireless Configuration v 35 &

Wireless Networks 2.4GHz(2) * I I
5GHz(1) I

AP Management

Wireless QoS

Wireless Security >

Radio Management

Client Proximity Sensor

Applications
Network Security >
System >
Tools b3

ST Clients ~ ;enthgs -
0 0 6 9 23




SSID(h3c-lobby) Z1ERkd % .

WA6320-JP i save g Roadmap | & admin
Actions All Networks » Quick Start » Add Wireless Service » Add Wireless Service
Dashboard Add Wireless Service
Quick Start v
Basic settings Authentication settings
Add Wireless Service
Wireless service name ~ Authentication mode (O Open (no authentication)
h3c-lobby 1-63 chars)
Add New User @ Static PSK
SSID =
3 h3c-lobby 1-32 chars)
Monitoring > O 802.1X% (clearn)
Description (1-64 chars) ) Static WEP
Wireless Configuration > [ MAC Authentication
]
Network & it N [ IPv4 Portal Authentication
etwork Security . .
Wireless Service @ON ©0FF (JIPV6 Portal Authentication
System > Default VLAN 110 (1-4094, 1 by default) Security mode OWPA OWPAZ ® WPA or WPA2
PSKkey =
Tools > Hide 55ID O Yed
User Isolation OYes @No sersannn (8-63 alphanumeric chars)
Reporting >
sninaans Confirm password

[r— .
System View Network View Clients a ;ent Logs -~
0 0 6 9 22




2.4GHZ(1)radiol=SSID(h3c-lobby) & & & % .

WAG320-JP

| save §@ Roadmap 3 :imin

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Wireless Networks

AP Management

Wireless QoS

Wireless Security

Radio Management

Client Proximity Sensor

Applications

Network Security

System

Tools

All Networks > Wireless Configuration » Wireless Networks > Wireless Networks » Advanced Settings(h3 @

>
Bind to APs Candidate Selected
>
Search for Search for
e > <€
I 2.4GHz(2) I — I I
5GHz(1)

ST Clients ~ ;enthgs -
0 0 6 9 23
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VLANDYTE K,

H3c WA6320-JP

i save & Roadmap

36

Actions

Dashboard

Network Configuration

Network Interfaces

Network Routing

Network Services

Management Protocols

Network Security

System

Tools

System » Network Configuration » VLAN 3 VLAN

VLAN
=
EXEa a
1 t 1 10.40.94.1/255.255.255.0 VLAN 0001
100 i} i - VLAN 0700
110 0 1 - VLANOT10

Total 6 entries, 3matched.Page 7/ 7.

System View Network View

Clients
0

SRS -]

Event Logs

00 O

9 @2
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B R D E T TSystem View Z ZER
H3c WA6320-JP e e e

Actions System > Network Configuration » Network Interfaces » Interfaces

Dashboard Interfaces

Network Configuration

Interfaces
Network Interfaces

m All interfaces v | search
VLAN

[ |
Network Routing O GElon Up - 1000000 Full GigabitEthernet1/0/1 Interface
Network Services > O InLoopO Up 127.0.0.1/255.0.0.0 InLoopBackO Interface
Management Protocols [ NULLO up -~ NULLO Interface
Network Securif

y 2 O Vvianl up 10.40.94.1/255.255.255.0 Vlan-interfacel Interface

System >

O  WLAN-Radiol/0/1 Up - WLAN-Radio1/0/1 Interface
Tools >

[  WLAN-Radiol/0/2 up - WLAN-Radio1/0/2 Interface

(SRS I S S ~]

Total 6 entries, 6matched, Oselected.Page 7/ 7.

1 Netwark View Clients Event Logs
0 00 Oc 49 @23
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i Save §p Roadmap | & admin

Actions System > Network Configuration » Network Interfaces » Interfaces » Edit Interface

Dashboard Interface GigabitEthernet1/0/1 (GE1/0/1)

Status up [ Shut down
Network Configuration
Description GigabitEthernet1/0/1 Interface (1-255 chars)
Network Interfaces
rd
VLAN MAC address
00-DD-B6-B1-92-60 (HH-HH-HH-HH-HH-HH)
Network Routing VLAN Link type
Network Services > ITrunk VI
PVID
Management Protocols
1
Network Security >
Permit VLAN List
System >
I 1-4094 Iﬂ-aosa. £.0. 3,5,10-100)
Tools > Link speed (Current:1000000Kbps)
Auto v
Duplex (Current: Full)
Auto v
Bandwidth (Current: 1000000KDbit/s)
(1-400000000)kbit/s
Network View

Clients
0

Event Logs

00 Qc 49 O
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H3C WAG3Z0-IF & Save g9 Roadmap | & admin

Actions System>» Network Configuration » Network Interfaces » Interfaces » Edit Interface
Dashboard Duplex (Current: Full)
Network Configuration v Auto ~
i (Current: 1000000kbit/s)
Network Interfaces Bandwidtn
(1-400000000)KDbit/s
VLAN
Link mode Bridge " Route
Network Routing Jumba frame (O Disable
Network Services > ® 1600 {1600-1600)
BPDU interception [JEnable BPDU interception
Management Protocols
Flow control E E =
Disable ~ l I a) Hi F i i -
Network Security > o
Traffic suppression Broadcast suppression z 7 n — )b a I7 7
System
b ’ ratio v 100
Tools > Multicast suppression
ratio ~ 100
Unknown unicast suppression
ratio ~ 100
—— Clients EventLogs
0 00 Oc 49 Oz
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H3 WA6320-IP a Save .". Road”.ap & admin

Actions All Networks > Dashboard Language English A
Dashboard Change Password
System Logs
y g Scan and Look Me
Quick Start
Logout
Monitoring
Wireless Configuration
Channel Usage o= System usage o=
Network Security A2YF821BEOOOYX
2% 11%
System 0% 72%
CPU Memory ) o
Tools .
5G(1) 2.4G(2)
Channel:132 Channel:11
Reporting
Wireless services o= Clients o=
2.4GHz 5GHz
SSID
h3c-su...
hic-sa..
h3c-lo...
client number
0 1 4
— Clients Event Logs
ysiem View etwork View
0 00 O 413 O
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FIAIL P TIRT I EREAY FEEDOIPT KL Z1£10.40.94.124HE) Y Y ¥4 T 5N TWET,
LAhL. BIOIPTEEL-WEES., GUEIREICE YEIY B TAZ EANTEET,
FE1: System view > Network Configuration > Network Interfacez 27V v 7 L £9,

H3 WA6320-1P & swe i Roaomap | & admin

Actions System > Network Configuration > Network Interfaces » Interfaces
Dashboard Interfaces
Network Configuration v
Interfaces
Network Interfaces
VLAN
L]
Network Routing O GeEVon up
Network Services > [ InLoopD up
Management Protocols O NULLD up
Network Security > O vam up
System > )
[J  WLAN-Radio1/0/1 Up
Tools >
[J  WLAN-Radio1/0/2 Up
Total 6entries, 6 matched, Oselected.Page 7/ 7.

1000000

127.0.0.1/255.0.0.0

10.40.94.1/255.255.255.0

System View Network View

Full

Allinterfaces ~  Search

GigabitEthernet1/0/1 Interface

InLoopBackO Interface

NULLO Interface

Vlan-interfacel Interface

WLAN-Radio1/0/1 Interface

WLAN-Radio1/0/2 Interface

3o

Clients Event Logs

0 0005 411 O
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FIE2 : IP AddressdD 3 dDIP address/Maskd>g85Z227 U v o7 L £,

H3c WAG320-1F | Save &g Roadmap | & admin

Actions System » Network Configuration » Network Interfaces » Interfaces » Edit Interface
Dashboard Interface Vlan-interfacel (Vian1)
Status up (O Shutdown
Network Configuration v
Description Vian-interface1 Interface (1-255 chars)
Network Interfaces
i
VLAN MAC address
00-DD-B6-B1-92-60 (HH-HH-HH-HH-HH-HH)

Network Routing IP address IP address/Mag

10.40.94.1/255.
Network Services >
IPV6 address/Prefix length »

Management Protocols

Bandwidth (Current: T000000kbit/s)
Network Security by .
(1-400000000)kbit/s
System > Link mode Bridge © Route
Tools >

Network View Clients EventLogs
0 0005 A1 O




(A7 aV)EBAVLANIO 7 L XA ZE4 5 HxE) .
F)E3 : IP address® 3 dManual assignmentz 27 U v 7 L T, H%ZEZDIP address/maskz AL £,
Bz 1L, 192.168.0.1/24, Z L CTERDApplyx 27 ) v 73 5 LB EIIEEFINE T,

H3C WA6320-1P

& Save &9 Roadmap | & admin

Actions System » Network Configuration®» Network Interfaces » Interfaces » Edit IP
Dashboard Interface Vlan-interfacel (Vian1)
Status up

Network Configuration v
Description Vlian-interface1 Interface

IP address () Through DHCP
|f:;”,‘;jj;j‘j:"‘e“ | XDHCPY — =D IPZEUST 22 BEIPICT %D

Network Routing I 192.168.0.1 { 255.255.255.0 I E '-.E-I' I P w i’z_é ‘: I P % *EE

Network Services >
XEXX
Management Protocols
) (Current: 1500)
Network Security > MTU
(46-1587)
System >
TCP M5SS (Current: 1460)
Tools >
(128-1547)

Netwark View Clients Event Logs
L 0006 A1 @23
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FIgd : ZE=ZRFLTRAI TV b

H3 WA6320-IP H Save .’. Road”.ap & admin

Actions All Networks > Dashboard Language English hd
Dashboard Change Password
System Logs
y g Scan and Look Me
Quick Start >
Logout
Monitoring >
Wireless Configuration >
Channel Usage o= System usage o=
Network Security >
2% 11%
System > 0% 72%
CPU Memory
Tools >
5G(1) 2.4G(2)
Channel:132 Channel:11
Reporting >
Wireless services o= Clients o=
2.4GHz 5GHz
SSID
h3c-su...
h3c-sa...
h3c-lo...
client number
0 1 2 3 4
= Clients Event Logs
System View
0 00 Q6 413 @2




GUIIZ

FIIES -

TIERTDHITH

PCOLANA > X7 £ —ADIPY

ZPCODY

ML X% 192.168.0.X(C3

ML R %&EE

U 4-4xyk 207F0/(F¢
FubT-9 ==

BEENFE
I  Realtek USB GbE Family Controller #2

E:OQ..

INERFRDEREFERLET(0):

8 Microsoft ®ybI-TBI5( T+

BB Microsoft ®ybT-7BIFA LE TV -5
’:]?‘u"irtualﬂux MDISE Bridged Metworking Driver
T3 Npcap Packet Driver (NPCAP)

QoS Jiryk AT 51-5

R 57—k ORI (2732 4 (TCP/IPv4)
_1_ Microsoft Metwork Adapter Multiplexor Protocol

D I T

J O R KR KR E

A Y AR=]L(N)... RlIER(U) JOITA(R)
=
EEFEIORIN/A V559 ORI AEESESh3EEER
FybI-IROBEERETI. BEOIAF IVF ®yb7-7 FOR
TY.

oK ool

X

oA WS —Feu = FORIN Ji—232 4 (TCR/IPv DO T

Eid

FyhI-TTIORMBENYT-FENTVIGER. IP EEESENICEBTILLT
Ex9. HM-FENTLENMESR. Fy - TEEESENE IP BEERVEDET

8L

QP PrLAEBEICENET(0)
O R0 IP PELAEEES(S):

IP 7 ELA(D: 192 . 168 . 0 . 10

=S Sy G (V)
T 2AN =T (D):

DNS /(-0 7 FLAZ & 8318 3(8)
O &0 DNS H- /(-0 FFLAEES(E):

4% DNS #-/{—(P): | .
{58 DNS #-/{-(A): | ]

O THISERRIATIL

FETEN..
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FIE6 : PCOT7 T EREEL., HLIZEEXRTLZIPOURLEZ AL £,

http://192.168.0.1/

F7AIN DI —Y—%: admin, N7 —R: RIFERELEHD

&

1] Login

c

x  +

A FESWTVEWRE | myaph3c.com/web/frame/loginhtmi?ssi=false

H3C WLAN Management Platform

‘ R admin ‘
‘ I .{ °® ‘
[C] Remember username English =

a7
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FIaT : ZEZRFLTRAI TV b

H3 WA6320-IP H Save .’. Road”.ap & admin

Actions All Networks > Dashboard Language English hd
Dashboard Change Password
System Logs
y g Scan and Look Me
Quick Start >
Logout
Monitoring >
Wireless Configuration >
Channel Usage o= System usage o=
Network Security >
2% 11%
System > 0% 72%
CPU Memory
Tools >
5G(1) 2.4G(2)
Channel:132 Channel:11
Reporting >
Wireless services o= Clients o=
2.4GHz 5GHz
SSID
h3c-su...
h3c-sa...
h3c-lo...
client number
0 1 2 3 4
- Clients Event Logs
System View
0 00 Q6 413 @2
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Dashboard T3 X 7 L DIKEEA T~
Network view > DashboardZ &R L £ 9,

H3C WA6320-JP

Actions
I Dashboard I
Quick Start >
Monitoring >

Wireless Configuration >

Network Security b
System >
Tools >
Reporting >

All Networks » Dashboard

System Logs

Channel Usage

1%

5G(1)
Channel:116

Wireless services

o

h3c-su..

h3c-sa...

h3c-lo

o=
5%
2.4G(2)
Channel:1
o=

2.4GHz 5GHz

client number

e e ———]

Intarfara traffir

System usage

0%
Py

Clients

e (D

71%

Memory

50

i Save §p Roadmap | & admin

37

Informational

o=
2 A2YF
o=
Quantity
W
Clients Event Logs
0 Q0 Os A1s

(i 72




7747 > DEFRIKLZE /R .
Monitoring > Clients# &R L £ 9,
H3c WA6320-JP

i Save §p Roadmap | & admin

Actions All Networks » Monitoring » Clients » Clients
Dashboard Clients
Quick start >
By Radio By SSID
Monitoring w
2 1

h3c-lobby 0 1
Wireless Networks

Wireless Security

Client Proximity Sensor

mn

e <4 b b 11 4 <1 b
Application Monitoring
Wireless Configuration o By Authentication Mode By radio type
) o 802.11a(5GHz)
Network Security >
*» Open 802.11n(5GHz2)
802.1x 202 113c(5GHz)
System >
802 11ax(5GHz)
Portal 802.11b(2.4GHz)
Tools > WAC = Fortal 202 11g(2.4GHz)
PSK + WEP

802.11n(2.4GHz)
802.11ac(2.4GHz)
802 11ax(2.4GHz)

Reporting 3

System View Clients ° °Elrentl.ogs o
1 0 5] 12 36




ARPT > b ) —%& 57K o7

Network configuration > Network Services > ARP%Z2IR L £ ¢,
H3c WA6320-JP

i save &g Roadmap 8 aimin
Actions System > Network Configuration » Network Services » ARP > ARP

Dashboard ARP

Network Configuration  w
I ARP

Address Resolution Protocol resolves IP addresses into MAC addresses on Ethernet networks.
Network Interfaces

VLAN

Search

Network Routing
O 10.40.94.10 4C-E1-73-42-50-E3

I Network Services

Dynamic 1 GE1/0/1
a4

IP Services
DHCP/DNS

Multicast

ND
NAT

Management Protocols

. Total 7 entries, 7 matched, Oselected.Page 1/ 7.
Network Security b ge 1/

[ERES IS S -]

| systemView Netw Clients Event Logs

0 0005 411 O
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System > Event Logs % &R L ¥ 3,

H3C WA6320-JP

Actions

System » System > Event Logs > Event Logs

Dashboard Event Logs

Network Configuration

System Logs
Network Security >
System v
2021-11-12 15:22:43 @ Informational System restarted -- H3C Comware Software.
2021-11-12 15:23:07 @ Informational [APID:1,Radio:2] Channel was changed to 1.
Resource

20271-11-12 15:23:07 ® Informational [APID:1,Radio:1] Channel was changed to 116.

Administrators

2021-11-12 15:23:08 @ Error Physical state on the interface WLAN-Radio1/0/2 changed to up.
Management 2021-11-12 15:23:08 @ Error Physical state on the interface WLAN-Radio1/0/1 changed to up.
2021-11-12 23:23:37 @ Informational BSS 00dd-b6b1-9263 was created after service template 16 with 551D H3C_B19260 was bound to radio 1 on AP fatap.
Tools >

2021-11-12 23:23:37 @ Informational BSS 00dd-b6b1-9260 was created after service template 1 with SSID H3C_WiFi_1 was bound to radio 1 on AP fatap.

2021-11-12 23:23:38 @ Informational The undo authorization-attribute user-role network-operator command failed to restore configuration.

2021-11-12 23:23:38 @ |nformational BSS 00dd-b6b1-9273 was created after service template 16 with 5510 H3C_B19260 was bound to radio 2 on AP fatap.

2021-11-12 23:23:38 ® Informational BSS 00dd-b6b1-9270 was created after service template 1 with SSID H3C_WiFi_1 was bound to radio 2 on AP fatap.

2021-11-12 23:23:49 @ Informational Nearest bridge agent neighbor created on port GigabitEthernet1/0/1 (Ifindex 1), neighbor's chassis ID is 9023-b431-13ed, port ID is GigabitEthernet1/0/1.

2021-11-12 23:23:49 @ nNotification Line protocol state on the interface Vian-interface1 changed to up.

Total 53 entries, 53 matched.Page 7/ 7.

System View

Search

i@ Save §§ Roadmap

Clients
0

(SRR I S ]

Event Logs

00 ©s L2

53

S admin
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System > Event Logs % &R L ¥ 3,

i save & Roadmap 3 aamin

Actions System > System > Management » About

Dashboard

Network Configuration by

Network Security > This device >
System o I Version
Event Logs Electronic label >
Legal statement >
Resource

Administrators

Tools >

. > a1
System View ew
0 00 Os 415 @37




TJ7—LT7xT7DN— 3 v aRr(fES >
System > Event Logs % &R L ¥ 3,

H3c WAG320-3¢ i save §@ Roadmap 3 aamin

Actions System » System » Management » About

Dashboard H3C Comware Software, Version 7.1.064, Release 2451

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.
. . H3C WAE320-JP uptime is 0 weeks, 0 days, 1 hour, 28 minutes

2 LT R > Last reboot reason : Power on

Netwaork Security » Boot image: flash:/wa6300-boot.bin

Boot image version: 7.1.064, Release 2451
Compiled Dec 20 2021 16:00:00

System v System image: flash:/wab300-system.bin
System image version: 7.1.064, Release 2451
Event Logs Compiled Dec 20 2021 16:00:00

with 1 ARM 1000MHz Processor
Resource 512M bytes DDR4

128M bytes NandFlash Memory

Administrators Hardware Version is Ver.A

Basic Bootrom Version is 7.18
Extend Bootrom Version is 7.18

[Subslot 0JH3C WAG320-JP Hardware Version is Ver.A
[SLOT 11GE1/0/1 (Hardware)Ver.A, (Driver) 1.0

Tools > [SLOT 1]RADIO1/0/1 [Hardware)Ver.a, (Driver)1.0
[SLOT 1]IRADIO1/0/2 (Hardware)Ver.A, (Driver)1.0

- R Clients Event Logs
0 Q0 05 415 @37
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APR/IN— 3> 7y 79 5
System View > System > Management > Upgrade > UpgradeZ &R L £ 7,
H3C WAG6320-JP

I save &g Roadmap | & admin
Actions System » System » Management » Upgrade
Dashboard @
Network Configuration b3
Network Security b @
@ System v I View Software Images >
Event Logs
Resource
Administrators
3
Tools >
I |
@ - Netwark View Clients Event Logs
I 0 0005 415 @37
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Upgrade system software
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Upgrade system sofiware

> 4 guvo-F
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I7OVERR |BREATUEE 5 B Rroub ) Wacsoo cMwrio Radstipe Sy
M Reboot now ¥oFe
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@ z2-3597
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== Training

=-=i Windows
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JO—KFX v AMNTILFEXENYAFOHIRBHERED ENE o

COBEEFXGUIN Y R—FESNTOVEETAD T, ESNET SICIEtelnetTRIT AL TARUREANTEILENRHYET,
WAB6320-JP, WA6638-JPDR2446P03/E2446P03(E L) LAFE . R2452P02/E2452P02(EF 9 )LD I 7— LT T /N —
2arTRITO—FFvANMNTILF X ALDHIRBEENEMIZLEoTEY. 1EDAPIZZLDITAT UM ERT HIRIET
FREDTO—FFFRALEFHIRTBZEICKYISATURDINTA—I U ANELLEYFE T, BED R YT —HTIEHIERE
LIEWADNISATURDINIF—R U ADNGE 0. CORBEETR/NTHEEHENDLET .

C:¥Users¥H3C>telnet 192.168.0.50
kkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkhhkkkkkkkhhhhkkkkkhkkkkkkkhkhhhkkkhkkhkhhkkkkkkkkkkkkkkkkkk
* Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights
reserved.*

* Without the owner's prior written consent, *

* no decompiling or reverse-engineering shall be allowed.

*

-

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk
login: admin

Password: XXXXXXXX

<H3C>system-view

System View: return to User View with Ctrl+Z.
[H3C]rrop anti-bmc network disable
[H3C]save force

Validating file. Please wait...

Configuration is saved to device successfully.
[H3C]exit

<H3C>exit
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