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wlan service-template cloud

ssid LOGIN

portal enable method direct

portal domain cloud

portal apply web-server cloud

portal temp-pass period 20 enable

service-template enable

#

domain cloud

authorization-attribute idle-cut 30 10240

authorization-attribute session-timeout 360

authentication portal none

authorization portal none

accounting portal none

#

portal web-server cloud

url http://oasiscloudportal.h3c.com/portal/protocol

server-type oauth

url-parameter template_id value 10808

if-match user-agent CaptiveNetworkSupport redirect-url
http://oasiscloudportal.h3c.com/generate_404

if-match user-agent Dalvik/2.1.0(Linux;U;Android7.0;HUAWEI redirect-url
http://oasiscloudportal.h3c.com/generate_404

if-match original-url http://10.168.168.168 temp-pass

if-match original-url http://captive.apple.com user-agent Mozilla temp-pass
redirect-url http://oasiscloudportal.h3c.com/portal/protocol

if-match original-url http://020.gtimg.com/wifi/echo temp-pass redirect-url
http://oasiscloudportal.hn3c.com/generate_404

if-match original-url http://www.apple.com user-agent Mozilla temp-pass
redirect-url http://oasiscloudportal.h3c.com/portal/protocol

EEN=0 09y ORBEDAV T4

portal local-web-server http
portal local-web-server https
#
ip http enable
ip https enable
#
portal mac-trigger-server cloud
binding-retry 2 interval 3
cloud-binding enable
#
wlan client bss-load-ie enable
#
wlan tcp mss 1360
#
wlan ap-group default-group
vlan 1
#
wlan virtual-ap-group default-virtualapgroup
#
wlan ap OFFICE model WA6528i-JP
serial-id 219801A2KF820BEO0O0O2N
vlan 1
radio 1
radio enable
service-template cloud
radio 2
radio 3
gigabitethernet 1
ten-gigabitethernet 1
#
cloud-management server domain cloudnet.h3c.com
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portal client-gateway interface Vlan-interfacel

portal free-rule 1 destination ip any udp 53

portal free-rule 2 destination ip any tcp 53

portal free-rule 2346257224 destination open.weixin.qg.com
portal free-rule 2346257225 destination ip any tcp 5223

portal free-rule 2346257226 destination ip 114.114.114.114 255.255.255.255
portal free-rule 2346257229 destination oasiscloudportal.h3c.com
#

portal free-rule 2346257230 destination short.weixin.qg.com
portal free-rule 2346257231 destination mp.weixin.qg.com

portal free-rule 2346257232 destination long.weixin.qg.com

portal free-rule 2346257233 destination dns.weixin.qg.com

portal free-rule 2346257234 destination minorshort.weixin.qg.com
portal free-rule 2346257235 destination extshort.weixin.qg.com
portal free-rule 2346257236 destination szshort.weixin.qg.com
portal free-rule 2346257237 destination szlong.weixin.qq.com
portal free-rule 2346257238 destination szextshort.weixin.qq.com
portal free-rule 2346257239 destination isdspeed.qg.com

portal free-rule 2346257240 destination wx.glogo.cn

portal free-rule 2346257241 destination long.open.weixin.qq.com
portal free-rule 2346257242 destination res.wx.qg.com

portal free-rule 2346257243 destination wifi.weixin.qg.com

portal free-rule 2346257244 destination connect.facebook.net
portal free-rule 2346257245 destination staticxx.facebook.com
portal free-rule 2346257246 destination graph.facebook.com
portal free-rule 2346257247 destination www.facebook.com
portal free-rule 2346257248 destination m.facebook.com

portal free-rule 2346257249 destination facebook.com

portal free-rule 2346257250 destination static.xx.fbcdn.net

portal free-rule 2346257251 destination *.xx.fbcdn.net

20

portal free-rule 2346257252 destination scontent-lax3-2.xx.fbcdn.net
portal free-rule 2346257253 destination scontent-hkg3-1.xx.fbcdn.net
portal free-rule 2346257254 destination *.facebook.com

portal free-rule 2346257255 destination *.facebook.net

portal free-rule 2346257256 destination accounts.google.com

portal free-rule 2346257257 destination gstatic.google.com

portal free-rule 2346257258 destination fonts.gstatic.com

portal free-rule 2346257259 destination accounts.youtube.com
portal free-rule 2346257260 destination play.google.com

portal free-rule 2346257261 destination |h3.googleusercontent.com
portal free-rule 2346257262 destination ssl.gstatic.com

portal free-rule 2346257263 destination clients1.google.com

portal free-rule 2346257264 destination www.google.com

portal free-rule 2346257265 destination accounts.google.com.sg
portal free-rule 2346257266 destination content-autofill.googleapis.com
portal free-rule 2346257267 destination wwwa3.l.google.com

portal free-rule 2346257268 destination www.googleapis.com

portal free-rule 2346257269 destination accounts-cctld.l.google.com
portal free-rule 2346257270 destination api.twitter.com

portal free-rule 2346257271 destination abs-0.twing.com

portal free-rule 2346257272 destination pbs.twing.com

portal free-rule 2346257273 destination ton.twing.com

#



ACTDI D) w851

ACTDAI—H—BEHTOT7HV U NEEERAL

21



:L_-IjS ' E’h\_}?j]rb/l\%fibfnm\

REIISSIDETESEVCEKIZIMB D H D %ZUPLOADRHE

- 95 KER
-~  BERRRS

* 77— b X—ILEA

e 11— 'H' E_ﬁ&n'b\

Core R4 v F

P Y Y YIrrYYS

............

FIT-AP  FIT-AP FIT-AP FIT-AP FIT-AP

22



IO Y A28

Cloudnet T b= 2 — ~o&M SD-WAN
Hwy -4 J =55 P INSTRUCTOR_LAE  H-f f~: COMMON

F1 T

TIAADA S T4 2% b 570 ZDA S 54 E : 20T AA S

= FA -3y U bOT)I A ARETATS A TY
© BEEE : 157 AL EETREF245EFE

W B SHIIESERFSEDET

€ AT LR : T/ A AOBTHRRSRT

S AM—U gy 2 AT LR

75— LERRE

APP Analysis

802 1X33:T




IS AMZF2E)

Cloudnet
v -4 7S INSTRUCTOR_LAB  H- b : COMMON
\EIRH—E R
+ &m0 @ 7/ 1 ADEHED
it e iy &4 SSID
cloud login

Fy hD—2
W1840H
i
i

A~S— HO&M

A 7+ TAPH

SD-WAN

H—EA»

T

24



Cloudnet

T ho—4

Ry ho—2

A~N—H08M

SD-WAN

25

2 Security Configuration 3 INA T AP

egister

REGIST

IO RHIBOED, FEEO

| EfER

H—ERAE ‘:[:
SSIDEIET : @ o
EEE—F O £+Ex —HILEE
@ orr
@ oFF
# VLAN: 1 v|a

7> FMACD T«

I/I:/;j {




IS AMZF2E)

Cloudnet

e [~ : COMMON w

Fw bo—2
WX1840H v
®E
s Rl

A<— F0&M

INA =T P TAPH

26

SD-WAN H—EZ»

—Eas B

A A m

Edit Security Configuration




FIDH A ZFEED

BE

* BS{EY—EX:

FBEES T

0 »so-—= PSK

’ Portal Auth

802.1X

Portal Type:

Portal-Free Rule:

MAC Binding Server:
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REGISTER
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Welcome to Use Free Wi-Fi
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@ Please enter password
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ZH A cloudnet@oasisinfo.h3c.com
HAEF: 20234108178 18:37:02 JST

PB4t test@test.com

%44 Cloudnet System Notifications
Dear customer:

Your account( MANAGER ) has applied for a Wi-Fi authentication account from the Cloudnet
platform(oasiscloud.h3c.com) on 2023-10-17 18:36:51.

Account: test
Password: h3cjapan

Best regards.
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wlan service-template register

ssid REGIST

portal enable method direct

portal domain cloud

portal apply web-server register

portal temp-pass period 20 enable
service-template enable

#

domain cloud

authorization-attribute idle-cut 30 10240
authorization-attribute session-timeout 360
authentication portal none

authorization portal none

accounting portal none

#

portal web-server register

url http://oasiscloudportal.h3c.com/portal/protocol
server-type oauth

url-parameter template_id value 10814
if-match user-agent CaptiveNetworkSupport redirect-url
http://oasiscloudportal.h3c.com/generate_404

if-match user-agent Dalvik/2.1.0(Linux;U;Android7.0;HUAWEI redirect-url

http://oasiscloudportal.h3c.com/generate_404
if-match original-url http://10.168.168.168 temp-pass

if-match original-url http://captive.apple.com user-agent Mozilla temp-pass

redirect-url http://oasiscloudportal.h3c.com/portal/protocol

if-match original-url http://020.gtimg.com/wifi/echo temp-pass redirect-url

http://oasiscloudportal.hn3c.com/generate_404

if-match original-url http://www.apple.com user-agent Mozilla temp-pass

redirect-url http://oasiscloudportal.h3c.com/portal/protocol

HD=VWrZi

portal local-web-server http
portal local-web-server https
#
ip http enable
ip https enable
#
portal mac-trigger-server cloud
binding-retry 2 interval 3
cloud-binding enable
#
wlan client bss-load-ie enable
#
wlan tcp mss 1360
#
wlan ap-group default-group
vlan 1
#
wlan virtual-ap-group default-virtualapgroup
#
wlan ap LOBBY model WA6320-JP
serial-id 219801A2KF820BEO0O0O2N
vlan 1
radio 1
radio enable
service-template cloud
radio 2
gigabitethernet 1
#
cloud-management server domain cloudnet.h3c.com
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portal client-gateway interface Vlan-interfacel

portal free-rule 1 destination ip any udp 53

portal free-rule 2 destination ip any tcp 53

portal free-rule 2346257224 destination open.weixin.qg.com
portal free-rule 2346257225 destination ip any tcp 5223

portal free-rule 2346257226 destination ip 114.114.114.114 255.255.255.255
portal free-rule 2346257229 destination oasiscloudportal.h3c.com
#

portal free-rule 2346257230 destination short.weixin.qg.com
portal free-rule 2346257231 destination mp.weixin.qg.com

portal free-rule 2346257232 destination long.weixin.qg.com

portal free-rule 2346257233 destination dns.weixin.qg.com

portal free-rule 2346257234 destination minorshort.weixin.qg.com
portal free-rule 2346257235 destination extshort.weixin.qg.com
portal free-rule 2346257236 destination szshort.weixin.qg.com
portal free-rule 2346257237 destination szlong.weixin.qq.com
portal free-rule 2346257238 destination szextshort.weixin.qq.com
portal free-rule 2346257239 destination isdspeed.qg.com

portal free-rule 2346257240 destination wx.glogo.cn

portal free-rule 2346257241 destination long.open.weixin.qq.com
portal free-rule 2346257242 destination res.wx.qg.com

portal free-rule 2346257243 destination wifi.weixin.qg.com

portal free-rule 2346257244 destination connect.facebook.net
portal free-rule 2346257245 destination staticxx.facebook.com
portal free-rule 2346257246 destination graph.facebook.com
portal free-rule 2346257247 destination www.facebook.com
portal free-rule 2346257248 destination m.facebook.com

portal free-rule 2346257249 destination facebook.com

portal free-rule 2346257250 destination static.xx.fbcdn.net

portal free-rule 2346257251 destination *.xx.fbcdn.net
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portal free-rule 2346257252 destination scontent-lax3-2.xx.fbcdn.net
portal free-rule 2346257253 destination scontent-hkg3-1.xx.fbcdn.net
portal free-rule 2346257254 destination *.facebook.com

portal free-rule 2346257255 destination *.facebook.net

portal free-rule 2346257256 destination accounts.google.com

portal free-rule 2346257257 destination gstatic.google.com

portal free-rule 2346257258 destination fonts.gstatic.com

portal free-rule 2346257259 destination accounts.youtube.com
portal free-rule 2346257260 destination play.google.com

portal free-rule 2346257261 destination |h3.googleusercontent.com
portal free-rule 2346257262 destination ssl.gstatic.com

portal free-rule 2346257263 destination clients1.google.com

portal free-rule 2346257264 destination www.google.com

portal free-rule 2346257265 destination accounts.google.com.sg
portal free-rule 2346257266 destination content-autofill.googleapis.com
portal free-rule 2346257267 destination wwwa3.l.google.com

portal free-rule 2346257268 destination www.googleapis.com

portal free-rule 2346257269 destination accounts-cctld.l.google.com
portal free-rule 2346257270 destination api.twitter.com

portal free-rule 2346257271 destination abs-0.twing.com

portal free-rule 2346257272 destination pbs.twing.com

portal free-rule 2346257273 destination ton.twing.com
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