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FIE: BEOENEFE—FDOWESRE >FMEE—FDODEE ->ZTEEINT=HE DD DIES
#IREDE— FA2HER(TIHBETIREETIIFITE— F)

<H3C> display wlan device role Tera Term: Y7 ik~ BE X
Current running mode: Anchor-ac.
# system-view(Z Tap-modea <~ K TfitE— FICEE T —k(P): |OOM3 v oK
<H3C> system-view E CAPE—FICIRUATDIDDE—F h—+L —HkB): :9500 v:
System View: return to User View with Ctrl+Z. B'ZEIRTEX T, » | o
[H3C] ap-mode fit ap-mode { anchor-ac | cloud | fit } 7 —2D): 8 bit b vl
: . . RN _
Changing working mode will reboot system. Continue? [Y/N]:y )35, = 5
HE— REEDO/-OICAPIZEEIICreboot L £ 77, 2 wKE): 1 bit y ~JLF(H)
System is starting... '
Pres_s Ctrl+D to access BASIC-BOOTWARE MENU... 0 —&1ENF): T o
Booting Normal Extended BootWare
D7 —bhhXyt—TE08 T
Image file flash:/wa6600-boot.binis self- A (SEIE
decompressing.....ccccceeveene. 0 R0 [0 2R/
....... Done
System image is starting...
Line con0 is available. aAY Y —VEROBEREIL. 9600 K —, T—28Ew b,
Press ENTER to get started. NYUFABL, Rby7EY b1, 70-HE%L

#EBZCloudE—FICh>7-Z & ZHEB L £9,
<H3C> display wlan device role

Current running mode: FIT AP.

<H3C> save force
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- |P7"—JL% ¢ For AP Management

- gateway-list 192.168.0.254

- network 192.168.0.0 mask 255.255.255.0

- address range 192.168.0.51192.168.0.100
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- EBEBIFIPTFLAZHRET S

FI IS8 TT—2R

12




GUITDEE FIEFI(HEE) ‘ B 13
FIE6: F ) I DR—MILAGGDIREET S i

FIg7: 7y FI)HoDHR—KZ) 2 HDE—KZroute, IPPKL XIEDHCP-alloc.
natfXEx9 5




GUITH R E FIEHIGE=) P a

FIES : APDRTE v ] \ ““““““““““““ g
APDBREZAPD T IHILTUTIU—FDRELEMEALTITIES. RYb S //% } \ X J =

JT—JIZFITAPHERSNHEBBNICEBEINSGE—FICTS . / \ / e
- wlan auto-ap enable / e
- wlan auto-persistent enable T

FIE9 (F 7 a ) .default-group. ERIDAPDA R 72 —R%ERT
121293

FIE10: S ETOHRELZEF(save)




ACOGUIZAT A>T B A%

PCO7 7o %8 LLULTOURLZADLET,
http://192.168.0.254/
T7AIN PO —HY—%:admin, /XX 77— F:admin

@ Logn x + Change Password -
6

C A REShTLEBLEE | https//192.168.100.1/web/frame/login.htmi?ssl=false

The default password is not secure. A qualified password must meet the following

requirements: It must contain a minimum of 10 characters. It must contain a minimum of 2
H3C WLAN Management Platform . R
types,and a minimum of 1 characters for each type. It can't contain the username or the
WX1840H reversed letters of the username.
@ » 0ld Password | |
‘ R |Username New Password | |
B Password e Confirm Password | |

[] Remember me English
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Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Network Security

System

Tools

Reporting

All Networks » Dashboard

System Logs
APs o= System usage o=
Online Offline Unhealthy
5
4
3 0% 68%
i CPU Memaory
0
2

02:40:58 02:41:03 02:41:08 02:41:13
]
I
]
w = Clients o=

ireless services

0
il

24GHz 5GHz

a—DYJiaz [System View | Networ

client number

iew]

-~ W

Intarfara traffir

192.168.0.50/wnm/frame/index. php?sessionid=20000146350de2b50aaec 29e5d8edc3eacBe¥

Event Logs

. - Access Points Clients
©1 @0 000 0 Q@5 A5 @12
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GUIDAZa1——&H
« Network view
B — Dashboard Network Security
Quick Start Packet Filter
Add New AP Traffic Policy
Dashboard Add New SSID Qos Policies, Priority Mapping
Add New User Access Control
e 802.1x
Quick Start > |V|0l‘llt0l’ll‘lg . .
Wireless Network A‘gRBTSgat'On
Clients
Monitoring > Wireless Security User Management
Client Proximity Sensor A(I:\El:zsgfl?trlgglication
Wireless Configuration > A.\ppllcatlon M?mto”r!g Port Security
Wireless Configuration Portal
Wireless Networks Syst
Network Security > AP Management )lgs em
Wireless QoS esodree
System ; Wireless Security ACL, Time Range
WIPS Cloud Platform
Allowlist and denylist Tools
Tools > Radio Management Debug
802.11n/802.11ax settings ,transmission | | Reporting
, distance Client Statistics
Reporting ? Applications Wireless Service Statistics

Mesh, Multicast
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GUIDAZ=Za——

« System view

e
=

Actions

Dashboard

Network Configuration

Network Security

System

Tools

Dashboard

Network Configuration
Network Interfaces
VLAN
Network Routing

Routing table
Static Routing
Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT

Network Security
Packet Filter
Traffic Policy
Access Control

802.1x
Authentication
RADIUS
User Management

System
Event Logs
Resource
ACL
Administrators
Management
Configuration save, import
Upgrade
Reboot
Tools
Debug

Local users
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Add Services

Actions

Dashboard
Quick Start v I

Add AP

Add Services

Add User
Monitoring >
Wireless Configuration >
Network Security >
System >
Tools >
Reporting >

Basic settings

Wireless service name

S50 =

Description

Wireless Service

Default VLAN

Hide 551D
User Isolation

Forwarding type

All Networks » Quick Start > Add Services » Add Services

h3c-support

“ h3c-support

1-63 chars)

1-32 chars)

100

@ Yes ONo

@VYes (ONo
O Centralized

*client forwarding-location ap

@ Local

(1-64 chars)

(1-4094, 1 by default)

System View Network View

Authentication settings

Authentication mode

Authenticator

Security mode
Management Frame Protection

P5Kkey =

O Open (no authentication)
@ Static PSK

O 802.1X (clear)

(O Static WEP

[0 MAC Authentication

[ IPv4 Portal Authentication
[JIPve Portal Authentication
@®AC

O AP

OWPA OWPAZ ®WPAor
O 0N @ OFF

@ Passphrase (O Rawkey

WPAZ2 O WPA3-Personal WPA3-Enterprise

(8-63 alphanumeric chars)

nveeserend

Confirm password

Access Points Clients

([ B o @o 0

EventLogs

0005 48 On
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Actions All Networks » Quick Start > Add Services » Add Services
Dashboard Add Services
Quick Start v
Basic settings
Add AP
Wireless service name
h3c-sales -63 chars)
Add Services
SSID =
* h3c-sales -32 chars)
Add User
Description (1-64 chars)
Monitoring b3

Wireless Configuration >

Wireless Service

Default VLAN

Metwork Security > (1-4094, 1 by default)
System N Hide 5SID @Yes ONo
User Isolation @fes OHNo
Tools > Forwarding type
oLt Xclient forwarding-location ap
Reporting >

System View Network View

Authentication settings

(O Open (no authentication)
(@ Static PSK

() 802.1X (clear)

Authentication mode

O Static WEP

[ MAC Authentication

(O IPv4 Portal Authentication
[ IPv& Portal Authentication
@®AC

O AP

Authenticator

Security mode
Management Frame Protection ON ® OFF

PSK key = Passphrase (O Rawkey

WPA OWPAZ @ WPAorWPA2 O WPA3-Personal

WPA3-Enterprise

(8-63 alphanumeric chars)

senanenany

Confirm password

Access Points Clients

©1 ©0 Qo0

EventLogs

00 O
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Actions All Networks > Quick Start » Add Services » Add Services
Dashboard Add Services
Quick Start v
Basic settings Authentication settings
Add AP
Wireless service name Authentication mode (O 0pen (no authentication)
2 h3c-lobby -63 chars) ;
Add Services @ Static PSK
L SSID = ——
h3c-lobby -32 chars) .
Add User (O B02.1X (clear)
Description (1-64 chars) ) Static WEP
Monitorin i
g > [CJMAC Authentication
rs
Wireless Conficurati N [1IPv4 Portal Authentication
ireless Configuration . .
ON OFF A
Wireless Service [JIPv6 Portal Authentication
. Default VLAN .
Metwork Security > 110 (1-4094, 1 by default) Authenticator @®AC
OAP
Hide S5ID OYes @No
System > Security mode OWPA OWPAZ @ WPA or WPA2
User Isolation i@fes {Oilo
Management Frame Protection JOON @® OFF
Tools > Forwarding type
. . . . PSKkey + @ Passphrase (O Rawkey
owa ¥ client forwarding-location ap
Reporting >

) WPA3-Personal WPA3-Enterprise

(8-63 alphanumeric chars)

Confirm password

System View Network View

Access Points Clients

91 o @o 0

Event Logs

[ N < 1
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APDTIAINT IL—T%HZTELET

o e o B

Dashboard AP Groups

Quick Start >
Monitoring > [

O  default-group
Wireless Configuration vI

Wireless Networks

AP Management

Wirelass Qo5

Wireless Security >

Radio Management

Client Proximity Sensar

Applications
Network Security >
System >
Tools >
Reporting »

Actions All Networks » Wireless Configuration > AP Management » AP Groups

Total 7entries, I matched, Oselected.Page 1/ 7.

System View Network View

Search

Access Points Clients

Q0 ©2 000

Event Logs

00 O

s @2
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Group name %
default-group

Monitoring b3
Description

Wireless Configuration v

Actions All Networks > Wireless Configuration » AP Management » AP Groups > Edit AP Group(default-group)
Dashboard
asnosr General
Quick Start >

Wireless Networks .
Region code
I JAPAN(IP)
AP Management
LED mode
Normal

WABE38-IP

Wireless QoS
AP model
@ WABE38-JP
Wiraless Security >

-31 char
(1-31 chars) Request retransmission
(1-64 chars)
4
Statistics report interval
x v
CAPWAP tunnel encryption
x v
Firmware upgrade
[} AP model

Radio Management
AP connection priority

4
Client Proximity Sensor
CAPWAP tunnel keepalive Echo interval
Applications 10
Network Security “
System b3
Tools b3
Reporting >

(0-7, 4 by default)

seconds (0,5-255, 10 by default)

System View Network View

Interval

Retransmission attempts

50

CEnable

CEnable

WAB638-JP
WABE38-JP
WAG638-JP

seconds (3-8, 5 by default)

(2-5, 3 by default)

seconds (0-240, 50 by default)

® Disable
O Disable ® Inherit (Enabled)

SGHz(1)

5GHz(2)

2.4GHz(3)
Access Points Clients

Qo 92 Qo0

Event Logs

00 01

29 @1




T I7A4ILNT IL—T Dradio 1(5GHz)Z#E& ELE T

Add binding

AP Group Name default-group
AP Type WAB638-JP

5GHz(1)

Bind WLAN Se
@ H3c-sales
Bound VLAN @ VLAN
D{ 4094)

© VLAN Group ¢

@- (anEEI




T A IV )L—T Dradio 2(5GHz) &R ELFET

Add binding

AP Group Name default-group
AP Type WAGB638-JP

Radio 5GHz(2)

Bind WLAN Sepyica  +
@ H3c-support
Bound VLAN ® VLAN
110 -4094)

(O VLAN Group ©

@ - (antEl




TI4INT IL—T Dradio 3(2.4GH2) &/ ELET

Add binding

AP Group Name default-group
AP Type WAB638-JP
Radio 2.4GHz(3)

Bind WLAN Service =
H3c-lobby

Bound VLAN ® VLAN
110

O VLAN Group ©

@ - canEEI




(FTLa)FIAINT IL—TUN DR EEEDEIMAPD B % 2
Quick Start > Add New AP

Actions All Networks » Quick Start> Add New AP » Add New AP
Dashboard Add New AP
@ Quick Start v
N AP ti forit ;
ame @ I ROOM-101 II—64 chars) connection priorty 4(Inherit) (0-7, Inherit by default)
@ Add New AP
Description room number 101 (1-64 chars) CAPWAP tunnel keepalive Echo interval
Add New SSID
o P 10(Inherit) seconds (0,5-255, Inherit by default)
Add New User Model « Request retransmission Retransmission interval
IWAGEBB—JP x v I
Monitoring > @ Serial ID 5(Inherit) seconds (3-8, Inherit by default)
@ I 21980TA2YF821BEDOOYX I'I—63 chars)
e e o Retransmission attempts
. iqurati
ireless Configuration > O MAC address
HH-HH-HH-HH-HH-HH 3(Inherit) (2-5, Inherit by default)
Network Security >
AP group name s .
g Statistics report interval
default-group P 50{Inherit) seconds (0-240, Inherit by default)
System >
Region code @I JAPANUP) « - CAPWAP tunnel encryption 9 O ON O OFF @ Inherit (OFF)
Tools > Software upgrade OON O OFF @® Inherit (ON)
5GHz radio(1) O 0OFF O OFF © Inherit (OFF)
Reportin > .
portng 5GHz radio(2) O OFF O OFF O Inherit(OFF)
2.4GHz radio(3) O OFF O OFF O Inherit(OFF)

. . Access Points Clients Event Logs
Qo% ©100% @o% |0 0003 A0 O34




(AT 3>)radio 3(2.4GH2)ZEELFET

Add binding

AP Group Name default-group
AP Type WAB638-JP
Radio 2.4GHz(3)

Bind WLAN 5
H3c-lobby

Bound VLAN ® VLAN
110

O VLAN Group ©

@ - o
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ACZEADAPDDHCP Y —/\—&ELTERTE % ni I

EIfials

Actions

Dashboard

WL () E T TSystem ViewZ FE iR

2 Network Configuration

vI

Network Interfaces

VLAN

Network Routing

3 Network Services

IP Services

Multicast

ARP

ND

Management Protocols

Network Security

System

T A =2

System> Network Configuration » Network Services » DHCP/DNS » DHCP

DHCP

DHCP

The Dynamic Host Configuration ProtocoliDHCP) provides a framework to assign configuration information to network devices.

. AccessPoints | Clients Event Logs
System View Metwork View
— ©1 ®o0 Qo0 00 Q6 L6 05

30
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Actions
Dashboard
Network Configuration  w
Network Interfaces
VLAN
Network Routing
Network Services v
IP Services
Multicast
ARP
ND
Management Protocols
Network Security >

System b3

System » Network Configuration > Network Services » DHCP/DNS » DHCP

DHCP

The Dynamic Host Configuration Protocol(DHCP) provides a framewaork to assign configuration information to network devices.

Assigned Address

Systemn View Network View

Address pool

Access Points

Clients

01 0 @ol0

IEIEY

Event Logs

0007 07 05
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Actions

Dashboard

Network Configuration

Network Interfaces

VLAN

Network Routing

Network Services

IP Services

DHCP/DNS

Multicast

ARP

ND

Management Protocols

Network Security

System

W

>

System > Network Configuration » Network Services » DHCP/DNS » DHCP

DHCP

The Dynamic Host Configuration ProtocoliDHCP) provides a framework to assign configuration information to network devices.

For AP Management ¥

Assigned Address

Dynamic assignment

192.168.0.0 | 255.255.255.0 (Network address/mask)
IPv4 address Range

192.168.0.51 © 192.168.0.100
Static assignment

KEXX

Mask length must be in the range of 1 to 30.

Hardware Address should be a string of 4-39 characters.

System View Metwork View

Ethernet

m Address pool

Access Points Clients

91

o @ol0

Event Logs

00 O
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ACZEMDAPDDHCPH —/N—ELTERET 5 (FrE)
VLAN1® Default gatewayz % &

Actions System > Network Configuration » Network Services » DHCP/DNS > DHCP EHTEL
DHCP Options
Dashboard
Network Configuration v Lease duration O Unlimited
@® 1 days 0 hours 0 minutes 0 seconds
Network Interfaces
Client domain name )
VLAN (1-50 chars)
Gateways 192.168.0.254
Network Routing : e
DNS servers
Network Services v 8.8.8.8
IP Services VINS servers XX XX
NetBIOS node type
DHCP/DNS yp Select.. .
Multicast DHCP options
ARP 2-254 Hex ~  1-256chars.
ND DHCP Option should be a number of 2-254, but 50-54, 56, 58, 59, 61 and 82.
When the DHCP option type is Hex, the option content must be a hexadecimal string with a length of an even number in the range of 2 to 256.
Management Protocols
Network Security >
' _ Access Points Clients Event Logs
Network View
©1 @0 Qo0 000: 0203
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ACOHDHCPHY—/\

A\

Monitoring > Access PointsZ =R L £ 9,

Actions

Dashboard

Network Configuration

Network Interfaces

VLAN

Network Routing

Network Services

IP Services

DHCP/DNS

Multicast

ARP

ND

Management Protocols

Network Security

v

System » Network Configuration » Network Services »

DHCP

DHCP/DNS > DHCP

The Dynamic Host Configuration Protocol(DHCP) provides a framewaork to assign configuration information to network devices.

for ap admin

IPIn Use

192.168.0.51

L]

O

[0 192.168.0.52
O 192.168.0.53
O

192.168.0.54

0100-ddbb-b187-a0

0100-ddb6-b18f-40

0100-ddb6-b17c-a0

0100-ddb6-b192-60

Total 4 entries, 4matched, Jselected.Page 7/ 7.

m Network View

MoILWLEHEINTLSIPOiERR

11/13/2021 04:11:46

11/13/2021 04:13:14

11/13/2021 04:16:40

11/13/2021 04:40:40

Address pool

Search
Access Points Clients
@1 ©0 Q00

Roadmap

4 <4 w1 Q

Event Logs

Qo0 O+

15 @ a0

192.168.0.50/wnm/frame/index.php?sessionid=200001da873bd50ef995a3a0cde5993bbfa5s#M_VLAN
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VLAN100Z{ERL T 5

H3C WX1840H

@
)

Create VLAN list

VLAN list
@ 2_409‘]' o o e




VLAN110Z1ERk 9 5

H3C WX1840H




VLAN100, VLAN1105H 5 X 38

Actions System > Netwark Configuration  VLAN > VLAN ROEHTER
Dashboard VLAN
Network Configuration v
VLAN
Network Interfaces
_ -
Network Routing 1 1 2 0 192.168.0.50/255.255.255.0 VLAN 0001
100 0 1 - VLAN 0100
Network Services >
110 0 t, — VLAN 0110
Management Protocols
Network Security >
System >
Tools >
Total 7entries, 3matched.Page 7/ 7. e g
Netwark View Access Points Clients Event Logs
©1 ©0 @00 Qo0 ©s5 410 On




GE1/0/1R—kZtrunkiR—RZZEF 3 >

H Save ... Roadmap | & admin

Actions System » Network Configuration » Network Interfaces ¥ Interfaces » Edit Interface
Dashboard Interface GigabitEthernet1/0/1 (GE1/0/1)
Status up [ Shut down
Network Configuration v
Description GigabitEthernet1/0/1 Interface (1-255 chars)

Maobility Domain

Roaming Center MAC address
90-23-B4-55-40-A1 (HH-HH-HH-HH-HH-HH)
Network Interfaces VLAN Link type
VLAN ITrunk I h
PVID
Network Routing
1

Network Services >
Permit VLAN List

Management Protocols
I 1—4094| I "fl-qﬂg-‘-l.e.g.3.5,|D-]00]

Network Security > Link speed (Current:1000000Kbps)
System > Auto v

Duplex (Current: Full)
Tools >

Auto v
Bandwidth (Current: 1000000kbit/s)

m i Access Points Clients Event Logs
Network View
Q0 ©®2 Qo0 00 0: 45 O




GE1/0/27R—KPOEADF )0 %&LAGG)ZtrunkiR—RZZEE T 5
B R D E T TSystem Viewz &R

Actions System » Network Configuration > Network Interfaces » Interfaces
Dashboard Interfaces
I Network Configuration I
Interfaces

Mobility Domain

- Allinterfaces ~  Search

Roaming Center

(]
Network Interfaces O  GEV/0N Up - 1000000 Full GigabitEthernet1/0/1 Interface
VLAN O GE1/0/2 Up - 1000000 Full GigabitEthernet1/0/2 Interface D
Network Routing O GEVof3 Down . 0 Auto GigabitEthernet1/0/3 Interface
Network Services > o
O GEl/0/4 Down - 0 Auto GigabitEthernet1/0/4 Interface
Management Protocols
O GE1/0/5 Down - 0 Auto GigabitEthernet1/0/5 Interface
Network Security >
[0 GEl/o/e Down — 0 Auto GigabitEthernet1/0/6 Interface
System > -
O  GEl/0/7 Down - 0 Auto GigabitEthernet1/0/7 Interface
Tools > -
Total 77 entries, 77 matched, Oselected.Page 1/ 7. e g
W ) Access Points Clients Event Logs
Network View
Qo0 ©2 Q00 00 0s 411 O
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GE1/0/27Kh—kZtrunkik— R ZZ &

I
<}
)

H Save .“ Roadmap | & admin

Actions System » Network Configuration > Network Interfaces » Interfaces » Edit Interface
Dashboard Interface GigabitEthernet1/0/2 (GE1/0/2)
Status up [ Shut down
Network Configuration v
Description GigabitEthernet1/0/2 Interface (1-255 chars)

Maobility Domain

Roaming Center MAC address
90-23-B4-55-40-A2 (HH-HH-HH-HH-HH-HH)
Network Interfaces VLAN Link type
VLAN ITrunk I e
PVID
Network Routing
1

Network Services >
Permit VLAN List

Management Protocols
1-4094 I ‘{']-4094. e.g.3,5,10-100)
Network Security > Link speed (Current:1000000Kbps)
System > Auto A
Duplex (Current: Full)
Tools >
Auto v
Bandwidth (Current: 1000000kbit/s)

W Access Points Clients Event Logs
Network View
Qo0 ©2 Qo0 0007 412010
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H Save ... Roadmap | & admin

Actions

Dashboard

Network Configuration

Mobility Domain

Roaming Center

VLAN

Network Routing

Network Services

Management Protocols

Network Security

System

Tools

v

Network Interfaces

System » Network Configuration > Network Interfaces » Interfaces » Edit Interface

Bandwidth

Link mode

Jumbo frame

BPDU interception

Flow control

Traffic suppression

Auto

(Current: 1000000kbit/s)

@® Bridge O Route
O Disable

@ 4000

[J Enable BPDU interception

Disable

Broadcast suppression

ratio

Multicast suppression

ratio

Unknown unicast suppression

ratio

(1-400000000)kbit/s

(1700-4000)

System View Network View

BEEDETXT
y &A=V iy B

Access Points Clients Event Logs

Qo0 ©200/0 Q005 210 @10




GE1/0/1, GE1/0/2%LAGGI

SBET S

Actions

Dashboard

Network Configuration

Mobility Domain

Roaming Centers

Network Interfaces

VLAN

Network Routing

Network Services

Management Protocols

Network Security

System

System > Network Configuration > Network Interfaces > Link Aggregation

I Link Aggregation I @

Link Aggregation

Total Oentries, Omatched.Page 7/ 1.

System View Network View

Search
- = | 2] Q
Access Points Clients Event Logs
©o% 0 100% 0% 0 00 O 15 @42
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GE1/0/1, GE1/0/2%LAGGI

SBET S

Management Protocols

Metwork Security p

System >

Actions System » Network Configuration > Network Interfaces » Link Aggregation » New Link Aggregation Group
LEarirr Aggregate interface type = . .
Bridge aggregation hd
MNetwork Configuration v .
Aggregate interface number
1 (1-4)
Mobility Domain
Aggregation mode %
dared Static ~
Roaming Centers
Member Ports
GE1/0/1 X v
Network Interfaces
@ I GE1/0/1 Ty
VLAN I GEL/0/2 g
Apply
Network Routing @
Netwoark Services >

System View Network View

Access Points Clients

0 0%

100% @ 0% 0

Event Logs

0o O

15 @42
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GE1/0/7%natic—kIZE%

Network Routing System » Network Configuration > Network Services » NAT
@ Network Services v I
IP Services
NAT
DHCP/DNS m @
Multicast 0
ARP
ND

Management Protocols

Network Security >
System >

Total Oentries, Omatched, Oselected.Page 7/ 7.
Tools >

172.16.84.159/wnm/frame/index.php?sessionid=200001b862f7{7aa2ad708465f52fdd95cd4#

EI D

System View Network View

Dynamic NAT

Static NAT

NAT Server Dynamic NAT444

Search
Access Points Clients
@ox ©100% @o% 0

Static NAT444 ‘

[

;b\Q

Event Logs

00 O

s @37
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GE1/0/7()L—R—~D7 v T >)Znat

Network Routing

Network Services

IP Services

DHCP/DNS

Multicast

ARP

ND

Management Protocols

Network Security

System

Tools

System » Network Configuration > Network Services > NAT > New Dynamic NAT Rule

Interface =*

ACL

Address group

VRF

Translation mode
Port preservation

Enable

3

@ I GE1/0: GigabitEthernet1/0 Interface

O Address Group

)

Public network

® PAT
(] Try to preserve port number for PAT

Enable this rule

System View Netwaork View

— =N
— X

EI D

Access Points Clients

@o0% ¢ 100% @0% 0

00 O

Event Logs

12 @41
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GE1/0/7h natrth—KZERE S 7=

System » Network Configuration » Network Services » NAT

Network Routing

Network Services v

IP Services NAT Dynamic NAT | Static NAT NAT Server

DHCP/DNS

Search

I o GE1/0/7 GigabitEthernet1/0 Interf... EasylP PAT No No Enabled I

Multicast

ARP

ND

NAT

Management Protocols

Network Security >

System >

Total 7 entries, 7 matched, Oselected.Page 7/ 7. I I !

Tools >

) . Access Points Clients Event Logs
System View Network View
Qo% ©100% @o% |0 Q001 L12 O




FYRT—DIZFIT APHO RSN S EB BRI EZ/ERL T

E—K(wlan auto-ap enable, wlan auto-persistent enableZ% &

H3C WX1840H

Actions All Networks » Wireless Configuration > AP Management » AP Global Settings

Dashboard @l AP Global Settings |

Quick Start >
Basic Settings
Monitoring >
Region code
Wireless Configuration v I

Region code lock

Wireless Networks

Software upgrade

AP Management

Wireless Qo5 Auto AP
Wireless Security ? Auto AP conversion
Radio Management

Client Proximity Sensor

Applications

https://oasiscloud.h3c.com:27443/wnm/frame/index.php?sessionid=200001de2d0f769d462e2d4cf0f 1f7/68ee24#M_APSettings

JAPAN(JP)

B B}

1
:

Xwlan auto-ap enableE%

D

JL =
% E

onh

Xwlan auto-persistent enable

®
©|m] > =

System View Network View } @

Access Points Clients

£ 100%

0% @o% !4

HEYT D

Roadmap

Event Logs

00 Qo

798 @ 226




Ap—group®default—group(E TOAPDTUTL—MZEHRTELET 49

GUITRE TEHDIXCCET

#
wlan ap-group default-group
region-code JP
vilan 1
ap-model WA6638-JP

radio 1

radio enable

service-template h3c-sales vian
100

radio 2

radio enable

service-template h3c-support
vlan 110

radio 3

radio enable

service-template h3c-lobby vian
110

gigabitethernet 1

Ten- gigabitethernet 1
#

CLITTen-gigabitethernet 1Ztagi R—FZRELFT

[H3C]wlan ap-group default-group

[H3C-wlan-ap-group-default-group]ap-model WA6638-JP
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP] Ten-gigabitethernet 1
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port
link-type trunk

For the configuration to take effect, specify a PVID for the port and configure the port to
allow traffic from the PVID.
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port
trunk permit vian all
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-Ten-gigabitethernet-1]port
trunk pvid vlian 1
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP-gigabitether net-1]quit
[H3C-wlan-ap-group-default-group-ap-model-WA6638-JP]quit
[H3C-wlan-ap-group-default-group]quit

CLICO®RE®R

[H3C] display current-configuration
wlan ap-group default-group
region-code JP
vian 1
ap-model WA6638-JP
radio 1
radio enable
service-template h3c-sales vlan 100
radio 2
radio enable
service-template h3c-support vilan 110
radio 3
radio enable
service-template h3c-lobby vian 100
gigabitethernet 1
Ten-gigabitethernet 1
port link-type trunk
port trunk permit vian all
port trunk pvid vlan 1
[H3C]



REIZSETHRELEOV T4 R FE(save) LTAT 7O K

admin > Save £ L T Logout

Intarfara traffir

192.168.0.50/wnm/frame/index. php?sessionid =20000146350de2b50aaec20e5d8edc3eaeBe®

System View Network View

Actions All Networks » Dashboard
Dashboard
System Logs
Quick Start >
Monitoring >
Wireless Configuration
! ? APs o= System usage
Network Security N . Online Offline Unhealthy
4
0,
System > g 0%
1 CPU
0
fooks 2 02:40:58 0241:03 02:41:08 02:41:13
Reporting >
Wireless services o= Clients
24GHz 5GHz
SsID
f-kyoi...
fukuro.
fkyo-
client number
0 1 2 3 4

68%

Memaory

Language English v

Save

ange Password

Roadmap

Scan and Look Me

-~ W

Access Points Clients Event Logs

91 @0 Qo0 0 00 0; 45 012
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N T [ s

\ .’ dhcp enable
Interface GigabitEthernet dhcp server ||?'-pool For AP
Management

5% TE DM E

VLAN

vlan 1

#

interface Vlan-interfacel
i ress 192.168.0.254
55.255.0 A

7Ty H
A37x—R
P NAT

Interface GigabitEthernet
1/0/7

port link-mode route
ip address dhcp-alloc
nat outbound

»

LAGG

1/0/1

port link-ty pe trunk

port trunk permit vianall
port link-aggregation
group 1

#

Interface GigabitEthernet
1/0/2

port link-ty pe trunk

port trunk permit vlianall
port link-aggregationgroup 1

Ty 42391 —2R

gateway-list 192.168.0.254
network 192.168.0.0 mask
255.255.255.0

address range 192.168.0.51
192.168.0.100

wlan service-template h3c-support
ssid h3c-support
lan 100

H—E X(SSID)DOTTL—k

APDTTL—k
(default-group)

beaconssid-hide
akm mode psk
preshared-key pass-phrase si
@helpdesk99

cipher-suite ccmp
cipher-suite tkip
security-iersn

security-ie wpa

wlan service-template h3c-salest™
ssid h3c-sales

vlan 100

beaconssid-hide

akm mode psk

preshared-key pass-phrase simple
@bigsale

cipher-suite ccmp
cipher-suite tkip
security-iersn

wlan ap-group default-group
vlan1
ap-model WA6638-JP

ToIL—+D

B BhéE A

wlan ap apl mo

. WAG638-JP
radl91 € serial-id

radio enable XXXXXXXHXXXXKXK
service-template h3c-sales radio 1

radio 2 radio 2

radio enable radio 3

service-template h3c-support
radio 3

radio enable
service-template h3c-lobby
gigabitethernet 1
en-gigabitethernet 1

port link-type trunk

port trunk permitvlan all

port trunk pvid vlan 1

gigabitethernet
ten-gigabitethe

rnet

ERIDAPE &

security-ie wpa
wlan service-template h3c-lobby

akm mode psk
preshared-key pass-phrase simple
thankyou

cipher-suite ccmp

cipher-suite tkip

security-ie rsn
security-ie wpa

wlan ap apl mo
Serial-id xxxxxx
radio 1

radio 2

radio enable

radio 3
gigabitethernet
ten-gigabitethe

\Y

del
OO XXXXXXX

h3

rnet

52

K FIT AP
| |
“ :

FIT AP
h3c-lobby

VLAN110
Nlothc—sales

LAN100

N6638-JP

.ﬁm AP

Ed
service-template hBc-lobby

c-lobby
VLAN110



GUITERL T A2 T740 %X R TR

C:¥Users¥H3C>telnet 192.168.0.254
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

* Copyright (c) 2004-2021 New H3C
Technologies Co., Ltd. All rights reserved.
*Without the owner's prior written consent,
*no decompiling or reverse-engineering
shall be allowed.
kkkkkkkkkkhkkkhkkkkkkkkkkkhkhkhkhkhhkkkkkkkkkhkkk
login: admin

Password: XXXXXXXX

<AC> display current-configuration
version 7.1.064, ESS 2442

sysname WX1840H

#

wlan global-configuration

region-code JP

#

telnet server enable

#

port-security enable

#

dhcp enable

#

lldp global enable

lidp hold-multiplier 8

password-recovery enable

#

vian 1

#

vlan 100

#

vlan 110

#

dhcp server ip-pool "For AP Management"
gateway-list 192.168.0.254

network 192.168.0.0 mask 255.255.255.0
address range 192.168.0.51 192.168.0.100
#

wlan service-template h3c-lobby

ssid h3c-lobby

vlan 110

user-isolation enable

akm mode psk

preshared-key pass-phrase simple thankyou
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

53

wlan service-template h3c-sales
ssid h3c-sales

vlan 100

beacon ssid-hide

user-isolation enable

akm mode psk

preshared-key pass-phrase simple @bigsale
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable

#

wlan service-template h3c-support
ssid h3c-support

vlan 100

beacon ssid-hide

user-isolation enable

akm mode psk

preshared-key pass-phrase simple @helpdesk99
cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa

service-template enable



GUITHER T 2O 45 £a< U R TR R EEE) >

interface NULLO
#
interface Vlan-interfacel

#

interface Bridge-Aggregation 1
#

interface GigabitEthernet1/0/1
port link-type trunk

port trunk permit vian all

port link-aggregation group 1
#

interface GigabitEthernet1/0/2
port link-type trunk

port trunk permit vian all

port link-aggregation group 1
#

interface GigabitEthernet1/0/7
port link-mode route

Ip address dhcp-alloc

nat outbound

#

interface WLAN-Radio1/0/1

i & B

local-user admin class manage gigabitethernet 1
password simple h3cjapan ten-gigabitethernet 1
service-type telnet http https port link-type trunk
ip address 192.168.0.254 255.255.255.0 authorization-attribute user-role network-  port trunk permit vian all
admin port trunk pvid vian 1
# #
ip http enable wlan ap XXXX-XXXX-XXXX model WA6638-JP
ip https enable serial-id XXXXXXXXX XX XXX XXX XXX
# vian 1
undo attack-defense tcp fragment enable radio 1
# radio 2
wlan auto-ap enable radio 3
wlan auto-persistent enable gigabitethernet 1
# ten-gigabitethernet 1
wlan ap-group default-group #
vlan 1 wlan ap XXXX-XXXX-XXXX model WA6638-JP
ap-model WA6638-JP serial-id XXXXXXXXX XX XXX XXX XXX
radio 1 vlan 1
radio enable radio 1
service-template h3c-sales vian 100 radio 2
radio 2 radio 3
radio enable radio enable
service-template h3c-support vian 100 service-template h3c-lobby vlian 110
radio 3 gigabitethernet 1
radio enable ten-gigabitethernet 1

user-group system
#

service-template h3c-lobby vlan 110 #
cloud-management server domain oasiscloud.h3c.com
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NICTOHOO—329 OEMm MY

Intel(R) Wi-Fi 6 AX200 160MHzM 70/ {7
£ FEIE FS- @ OARYE W2

DRy I-9 PHTS-TIROTOI T ERETELT. ERITEES T/ 7%
P ILTh . BRITEMEEERL TN,

JOIF(P): E(V):
Wake on Magic Packet P -

‘Wake on Pattern Match
WoWLAN @ ARP #70-F
WoWLAN @ GTK Rekey
WoWLAN 0 NS #70-F
WoWLAN DAU-THEDRRE
A=k T-25-

FrrlAE (2.4GHz B)
For+)I4E (sGHz F)
fTyNES

O-Z i niEfEi
EET-HMEE

EEND-

BEIVE N

reel

COEETIE. STAZEZL T, STADNLAPA
DOA—3VT DT IT47HZR ESELIEN
TEFEY,
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Intel(R) Wi-Fi 6 AX200 160MHz FO/{74 X

[

FoU- 2

42
fix

ARYk YY-Z

ZMFy -7 PIIS-TREDTONT1ERATERS. EATEEIT0/TME
Uy ILTHS. HETTMEEZRLTIEN.

RAE 33ms 39ms 34ms 0%
FOIF(P): {IE(V):
Wake on Magic Packet A s EBE j
WOWLAN & ARP A0 ¥ LR /M@ 40ms 168ms 94ms 4%

WoWLAN @ GTK Rekey
WoWLAN @ NS A70-F
WoWLAN @AU-TFHEDSE
AT T-259-

Request timed out.

Heply from 18.72_66.

from 18.72 _66.
from 18.72_66.
from 18.72 _66.
from 18.72_66.
from 18.72 _66.
from 18.72_66.
from 18.72 _66.

58

HELTATA—DNINTA—TUADINSUREEYET,

EHEE

R/NEIE

RAEE

PR

INT Y I~
BEE

36:

36:
36:
36:
36:
36:
36:

36: bytes=18

bytes=1824 time=48msz

bytes=1824 time=74msz
bytes=1824 time=76ns
bytes=1824 time=118ms=
bytes=1824 time=5@mns
bytes=1824 time=168ms=
bhytez=1A24 time=7%ms

24 time=47ms

from

18.72.66.36:

ITL=25%@

ITL=25%@
TTL=258
TTL=2%0
TTL=258
TTL=2%8
TTL=25A
TTL=25@

from 18.72.66.36:
from 18.72.66.36:
from 18.72.66.36:
from 18.72.66.36:
from 18.72.66.36:
from 18.72.66.36:
from 18.72.66.36:
from 18.72.66.36:
from 18.72.66.36:

hytes=1824 time=36ms TTL=258
bhytes=1824 time=33ms TTL=258
hytes=1824 time=33msz TIL=258
hytes=1824 time=33msz TIL=258
hytes=1824 time=33msz TIL=258
hytes=1824 time=34msz TIL=258
hytes=1824 time=35msz TIL=258
hytes=1824 time=35msz TIL=258
hytes=1824 time=33msz TIL=258

from

18.72.66.36:

hytes=1824 time=4Bm=z TTL=25@ bhytes=1824 time=33ms TIL=258
Ping statistics for 18_.72_66_36:
Packets: Bent = 58, Received = 58, Lost = 8@ {(Bx loss).
Approximate round trip times in milli-seconds:
Minimum = 33mz. Maximum = 3%m=z. Average =

Ping statistics for 18_.72_66.36:
Packetz: Sent = 58, Received = 48, Lost = 2 <4x loss>.
Approximate round trip times in milli-seconds

Minimum = 4@msz,. Maximum = 168msz. Average 34ms

Frvtl = 94nm
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7Y THS, BETEDEEERLTE. 802.11a/an/acE— F[:*ﬁ?’f\yﬂf‘,?—é & . K L) 'H&E
FOIF1(P): {E(V): ':1§FH —C“gig— o

40Mhz Fre ) tE3EE B &6 FaFNJC/F s02.11a/bfc ~
2, 74 ¥ LAE-F

802.11n/ac/ax 74 P AE-F

BG AFvy@70-/ULT09 7

MIMO &EHE-F

U-APSD HHFE

Wake on Magic Packet

Wake on Pattern Match

WoWLAN ) ARP #70-F

WoWLAN 0 GTK Rekey

WoWLAN @ NS A70-F

WoWLAN DAU-FiEmERk

IN=Tyb-T-25-

Fr+LiE (24GHz B) <

oK Foutz)l
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@ N—3VTDEEEZTITAWNIZATUMEHYET N EBTREDBVAPHAEFEETIIEAE. O—IUJFEBAMICHIET D TIE
B EBBEDTFWVAPLIZOZATUMSHBLTWA D A—FITHVARYIVANE T TEIENHYET . COKIBTZEIZIE.

O—3I S FES—Ja #eEERINET,

® N—IVJFES =3V DEREANXLIE, APHLEIESNSETO—TILBNTYRENREBLTISAT7bOO—
é'—&—c_d-o

-
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\
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DSATURDAPEHR D xBEIL(A—SV T FES—23Y)

A—sS> 45 FES—o 3y

802117 A FaNFI AT bPA—I v FHIEIX A X LHZREE ST, — 07547 > ME, LYBWEESRE
TAPICT7 VT4 7ICA—3v o TEcEHA,

APOE - X737 0—-TRBDEEENZRBO LT, 7747V D&Y EWMESRETAPICA—IVJTE3
LOICFTBITIE. ROEEEZEITLET,

E—aYERRB 7R —TIREDXREBNERELIHE. Y ATLIET 74 DXEBAZERL THO/NTy b
=&k fE L £9,

[AC] wlan ap ap1 model WA6638-JP

[AC-wlan-ap-apl] radio 1

[AC-wlan-ap-ap1-radio-1] option roam-navigation enable rssi 20 beacon-power 20 probe-response-power 20
[AC-wlan-ap-apl-radio-1] quit

[AC-wlan-ap-apl] radio 2

[AC-wlan-ap-ap1-radio-2] option roam-navigation enable rssi 20 beacon-power 20 probe-response-power 20
[AC-wlan-ap-apl-radio-2] quit

[AC-wlan-ap-apl]quit

rssi: 1~50D#FE TRSSILELMEZIEELF Y . RSN HRSSILELMEIF20TT,
Beacon-power: E—a> 7L —LAMDFEEBHFINGI0BMETHDEHFETIEELE T, #HEINDHEEENIF10dBMTT,
Probe-response-power: 7A—JICEDEEENFIEELET, 1~30dBmD & FH , #HREINSHXIEE H(FX10dBMTT,
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D5AT 2 RDAPERD &EEIL(RT1YFX—054 T O FI{H)

ATAVEX—DSAT U DFHBECEES NI4T OO—S2T%{RT)

7747V bDESBEICLST 7 ERFRIESNFELL G>T LT T4 7 > bz UHT)
[AC] wlan ap apl model WA6638-JP

[AC-wlan-ap-apl]radio 1

[AC-wlan-ap-apl-radio-1] option clientreject enablerssi 10

[AC-wlan-ap-apl-radio-1] quit

[AC-wlan-ap-apl] radio 2

[AC-wlan-ap-apl-radio-2] optionclientreject enablerssi 10

[AC-wlan-ap-apl-radio-2] quit

[AC-wlan-ap-apl]quit

62

rssi:RSSILELMEZ5~100DEHE THEELE T - T 74 MBS L UHEDHE A DRSSILELMEFI0TT,

RSSI(db) dBM & fll

401, £ 55 FEBICEBEMEAELITILEALDBEEDI TRELKEE
25~40 -70~-55 EEMNBKITILEAALDBEDZIERD KZE
15~25 -80~-70 BELVAEEMEDSLVEEDHRIERED/KE

10~15 -85~-80 ELIEHEMEDELVKE

10LLF -85  fERIZW ALY




DS5AT 2D APEERT D i1k

WlanDEFHEEZZELEFI GEREIXBE LK DAPDIKRIZELYTITI)

[AC-wlan-ap-apl]radio 1
[AC-wlan-ap-apl-radio-1] max-power xx ( ?Z AT HExDERFEAHENET)

D547 RDEFRBEMNTGE LGS . FB6l(radius,LDAP,802.1X) iR IL —LiZiE
ELEFT(FERRIIBZRILENDEICGYEY)

[AC] wlan ap-group default-group

[AC-wlan-ap-group-default-group]ap model WA6638-JP
[AC-wlan-ap-group-default-group-ap-model-name-WA6638-JP]radio 1
[AC-wlan-ap-group-default-group-ap-model-name-WA6638-JP-radio-1]option client reconnect enable rssi 20 interval 3
( rsSHED XA TR DHEREN BIZET)

rssi: RSSILELMEZS~ 100D EFE TIEELET . T A ILEBS L UHEEDRSSILELMEIF. FNFNI0ELTU20TT,
interval: AP SAT7 U DIETSREZRE T ARIRFIEELET . interval 5| B DED EFH (X3~ 107 T, T 74 ILEDHE
fR(E3F T,
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O—3 UV LFERBRLFEAN—ERBELULETVEADGENRRZIMT S
(LT DBITIXE600F), ST AEFIRSN TGN Y —ADEHMS ., 2ERD/N

TA—IXADNBHNYET,

[AC]wlan ap apl
[AC-wlan-ap-apl]client idle-timeout 600
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Fy R IILERHDOEIE(DFS: calibrate-channel self-decisive )

WLANDENMEF ¥ FILIFRSNTWET, F¥ LA —N=2v FIIFEBICHEICRELET T, SHIC, L—F—PEFLIRLE
@T@@ﬁﬁﬁ‘/—ZﬁAP@EﬂT’F%% \FARBEEN B Y £ 5, BIRERECEIR (DFS) &, TN o OREZBRTEET,
DFSZEAT % &, ACIZBAPICRBAF ¥y :ILZ U TILZA LTREIRL T, A—F ¥R ILTFECHOERY —XHh oDFH%[m]E L
9,
RDOZAEIZ L > TDFSHARFE Y £9°,
- IS—d— FNRYEEBEOTS—3—KFKE&CRCTT —,

cFH-TAVY LAY —EXIINT 5802.11F K UFE802. 11'7 1YV L XEBDFE,

- Bk  APIZ. ACHBACKA v =2 {E L ABEWVWERICT—X2BEEL i@‘

cBEF vy RIILTHRE SN L —X —(E5-ACIL. @M’FTVZ\)I/’%Z{%T%J: DICAPIC/=72BICEBAL £95,
%ﬂmaow%#ﬁﬁtéﬂét\Amﬁﬁtm%viw%%ﬁbiﬁo/Wﬁ\ﬁbmf&xwtéufvzww%viwﬁgwﬁﬁ
FARLANILZBRZDET, FTILLWFry L ZEHALEE A

XIS EHFIE(TPC: calibrate-power self-decisive )

TPCZERT S . ACIZFUTILZA LOWLANEHICEDOWT T 7 ARA » FDXEBANZENICHETCE T, HERHEOTF v =
IWTHzEE LA L, BWBERFANL v P2RTTE LT,
ACIE, BIEMITON/CAPLDRERD A N—LR— b Z#FF LT, TOERICL > THRESIN/MOERICEET 2ERz Lkl £
9, ACIE. ZNICBEMIToNIEROAZEETE £,

1508 {8 A O & B4k (calibrate-bandwidth self-decisive )

BERIgERAEZEWMIIT S L. ACIE. BB ERAREIRICET 2L Frr/LREBERHZFHIEL. mﬂzmﬁapﬂ*&%%ﬁ?éb\ ESh &
RELET, EROBEEROBNZWIGEEIT. EROFEHEZES L TTFEEZRS L. AV H WSS ITHREHEAIEC L ToXEE
EIFEFd, Zoavwy Rk, SGHzER TOABHTT,
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Actions All Networks » Wireless Configuration » Radio Management » Radio Configuration

66

Dashboard Radio Configuration

Quick Start >
Radios of all AP models =
Monitoring >
Wireless Configuration v I
Wireless Networks
AP Management
Wireless QoS
0/0 < < B> Bl
Wireless Security >
i =
P v— Radios of all APs =
Applications 00dd-b6b1-4540 5GHz(1) 802.11ax(5GHz) 80 116 Auto unlock(Inheri 20 ON ON 0% 0
00dd-b6b1-4540 2.4GHz(2) 802.11ax(2.4GHz) 20 1 Auto unlock(Inhert 21 ON ON 16% 1
Network Security > 00dd-b6b1-7cald 5GHz(1) 802.11ax(5GHz) 80 - Auto unlock(Inhert 20 ON = = 0
00dd-b6b1-Tcald 2.4GHz(2) 802.11ax(2.4GHz) 20 - Auto unlock(Inheri 21 ON - - 0
System > 5ca7-21f3-67e0 5GHz(1) 802.11ax(5GHz) 80 - Auto unlock(Inhert 20 OFF OFF 0% 0
5caT-21f3-67e0 2.4GHz(2) 802.11ax(2.4GHz) 20 - Auto unlock(Inhert 21 OFF OFF 0% 0
Tools »
Neamaetio- - ‘I!‘I 4 <4 »> »l

_ ' Access Points Clients Event Logs
System View Network View
®2 1 001 00011 213 010
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H3C WX1840H

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Wireless Networks

AP Management

Wireless QoS

Wireless Security

Radio Management

Applications

Network Security

System

Tools

Tl et =

<

>

All Networks » Wireless Configuration » Radio Management » Radio Configuration

AR EGEHEE
EEFvYRIL
FEFrRIVERELT, BETNA REFERT NAROEAILDFHEERBLET,

FrRIEFETIEETSI L, BREOFYRILEZEEFMITEIRTEISICVRATLEER TS ELTEET,

EEDHEAFYRILTL—E —EENBREINGE. ROVWTNHDARUEBREELETS,

FIRILMNFRTHEESNZFYRILDIGEE. SOF ETCITFYRILEEEL, 30 RRICEESNEZFYRIVIZRY., TOREEFELIAT—ZHBLET . ZEFLBRFRAIC
L= —ESHAREINENGE ., BRI FrRILOFERZHBLET . 2EFLEEEAICL—F —EEN/NRHEINIEGE . SUFEFroRILEEBLET,
FrRIILNBEHFMIZEIY L TONI=FrRILDIGE . VATLFISOADHLOFrRILZEHMIGERL, SOFEITCITFYRILEEEBLET,

ToTTDEE

AP DT7TF BATHREIL.AP TERASNDTUTTDEIATE—BLTWARELHYET , EMNEAEBREES (EIRP) NELWEHRAIZHDEEHERTH=HIZ. ToT
T RAATEERELI=R. ToTFT TAVUNEHNICEEINET,

RAEEEND

EETHR—FESNBEEBEHEHE. Ea—K. FrRIL. AP ETIL. BEBE—F. 7077 %47, BEE—FIZE>TELGYET . RAEEENEFRTEL-RIZEREDOIND
@EE’&EET%& BRESNE-BRREEENNYR—IESNTWEEEBNERANLIAREELHYET . CNBFEELZBE . PATLARIRREEEHEZEDLTIEICE B
[ZERAELZET,

INJ—Awvy

TPCZEMLTHLERAVIZEMICTHE. REITEIRSN-EBIRMN AP IILTAVIEINET ., AC NBEFHLI-RYL. OVISn-ERII5IESHEEEMLEYET /N
D— OyINEMZHEO>TVSEBEN, OvISNEBEAFIYBEWNENZREBETEIHLOLFrRILIZUIVEDLS L, HILLWFYRILTHR—FEINTWEIRKE DN EMILRYET,
TPC MEEET BHIZIEL. TPC ZBMITT HRIICEREAOVIIN TULVEWIEFRERL TZELY,

{53 7E B

BEREIXRDOERIZHEINET,

W EIhf-L—Fk-AP NMERATELRLL—k,

HBL—b - AP LBLEMITA=OIZOTAT UMY R— T2 ENHBL—,

HR—FENTLWAL—k-AP BNHR—FLTWNBL—b, 94T RD AP [ZF7YSI—hL=, 94T U MEIYR—bEN TOWBL—F DK YE WL —FERIRL T AP LEE
TEET, AP (I, FTBHEENBMTEEEEL—FEEBMICTIF. FHES. BEE. N yMEAN KA TEHEEEL—FELITET,

TUFXVYARL—F-AP DXL FF¥ A Xy b eT70-RFRFv XA Xy bEXRETEL—F, YALFF YL L—FEIRAL—- DO RIRTIDHELNDHY X
—a_o

_ ' Access Points Clients Event Logs
System View Network View
®2 1 001 00011 213 010
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Actions
Dashboard
Quick Start >
Monitoring >

Wireless Configuration

<

Wireless Networks

AP Management

Wireless QoS

Wireless Security >

Applications
Network Security >
System >
Tools »

Tl et =

All Networks » Wireless Configuration » Radio Management » Radio Configuration

TUVFOT LR

TVTUTILIE, EERMEZEADBTEEESEZRYHIED=HD /I yb AYF—RHOEYRDEYNTT , BEWTITUTILIZEYRIET—Y IRTF—IVADELL, RULVTY
TUTNWIZKVHETILDTRTDTAVYLR TNAREDBEBRENERINET,

{= 35 BE B

ERESOREIL EEEMAEMT S ONTHRLICETLET, BERESORAEEER L. AFORESIUNTE7OTTOFEADEEICL>TELRYET,

S ERT LT FHEL-$ 300 A—kJL (984.25 T4—K),

N7 TFEFERLEEE-30km (18.64 ¥4 JL) ~ 50 km (31.07 ¥4 JL),

EFEYMDHBHTF-35m (114.83 74—bk) ~ 50 m (164.04 T4—h),

E—ar BilE
AP (. 9547 UMk BBHEERREICT A =N lEESN=RHRETE—ay JL—LAZEIO—FXvAMFET,E—arvBENELE. 954 70T AP 2B EICRETEET
M. EYZLDURTL ))—REHEHEBLET,

802.11b 9547 UrDTFTHIER H—ER
K& 802.11b 54T UMI&BDTA VLR T—REENTA—IVRADETEFHCT=H1Z, 802.11g Ff=I& 802.11gn EHREHINICL T 802.11b V547U DT IER H—EX
EENTHIENTEET,

RTS LELViE

802.11 TlX., EET/NARAMNEEER (RTS) F£/IXEET (CTS) /1 ybEEEL T, ARERMTEET, 1=72L. BEIE RTS BKUY CTS N\ YNILRTL J)—REHE
L. GEMNEFETIEET, CORMBEERRTHICIE.RTS LEMEZERTEET, VATLIX.RTS LEMEKYREWLAT YNNI L TOAEERBEEZETLET,

{EZE WLAN TlX.RTS LEMEFEOLTRYNTI—ODRIL—TYrENREZRESETFT . 2FE WLAN Tl RTS LEMEZ T IFTRYNI—ORDEEERBSLET,

802.11gfR &%

802.11b 547> b& 802.11g V547 DA M WLAN RIZHEETIEE. TNLIEELGIERHE—FEZERATLI-O. ZEOERNKETIHAEEEAHYET, 802.119g
REZFERATSE. COLSHEBEERBTEE T, CNIZKY, 802.11g Ff=(X 802.11n T/34RH RTS/CTS F1=I& CTS-to-self /34 vbFE{EL T, 802.11b U547 A
TAT~NDT7 I ERERATHLIITEMTELLIITHYET,

802.11g F7=I& 802.11n T/AA R[E, F¥RILLET 802.11b EENABREINTIGEICDH . T—2EEIE T DRI RTS/CTS =& CTS-to-self /37 vhEEELET,
802.11g R, 802.11b US54 T Y 802.11g F7=I% 802.11n (2.4 GHz) AP [ZEEEF IToNnDEBFMICEDIZHYET,

_ ' Access Points Clients Event Logs
System View Network View
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H3C WX1840H

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Wireless Networks

AP Management

Wireless QoS

Wireless Security

Radio Management

Applications

Network Security

System

Tools

Tl et =

<

>

All Networks » Wireless Configuration » Radio Management » Radio Configuration

757 AURLEME

IS ARLEWMBLYRENIL =LK EEFIZTISZTAVMESNES  IF5T AV ML EWMELY/NSNVIL—LRFIZTAVMEE T ICEESNFET

IST AN RESNGMGE . IL— LK TG SOTFTAVEDHDNBREESINET, FHAKEL WLAN TIE I5TAVFLEMEE T F TRYNT =D ZR)L—T vk
ERNEEMLESEET,

RABEEEHK

DAY LR 2YRT—ITlE A=F VR IS YMIFHERIGERDETT, TNA AN YrDHEREREEZETELVGE. NI BEZEELTET . RABEERBIIEL
FEEICTNA AP ERICBEZIETELEN =B E . TNNARIE /NI EREL, EUBITORILISEELRREZEMLET,

BREEER#MIE. KEVWIL—LENENWIL—LTELGAEEEFETEET, KEVWIL—LAIE RTSLEWMELYREZENIL—LZEHEL, NELVIL—LAIE RTS LELMELY/NE
WIL—LZFHELET,

AT LIFTEERIIKELGIL—LDEER#EEIT TS0, KELIL—LEZEETDICIEIKREL/NNYIT7 HAXEBRABEICLRYET, LEA>T, KELIL—LDORXE
EERBEROLT. VAT L N\yIPLEERBEHHNTEET,

_ ' Access Points Clients Event Logs
System View Network View
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70

Actions All Networks » Wireless Configuration » Radio Management » RRM
Dashboard RRM
Quick Start >
Real-time adjustment =
Monitoring >

Global Channel Optimization - DFS
Wireless Configuration v

wlan global-configuration A __
calibrate-channel self-decisive enable all Optimize Channel
wlan global-configuration

calibrate-power self-decisive enable all

wlan global-configuration Optimize Power
calibrate-bandwidth self-decisive enable

Global Power Optimization - TPC

Wireless Networks Global Bandwidth Adjustment - bandwidth

AP Management

Wireless QoS AP configuration = AP group configuration =
Wireless Securit
reless Securtty 4 00dd-b6b1-4540 5GHz(1) Inherited Inherited Inherited
00dd-bbb1-4540 2.4GHz(2) Inherited Inherited Inherited
ez 00dd-b6b1-7ca0 5GHz(1) Inherited Inherited Inherited
00dd-b6b1-7cal 2.4GHz(2) Inherited Inherited Inherited
Applications Sca7-21f3-67e0 5GHz(1) Inherited Inherited Inherited
S5ca7-21f3-67e0 2.4GHz(2) Inherited Inherited Inherited
Network Security >
55"5‘19"1 > "”1 - <a B> > 0![] - <A B> Bl
Tools >
RRM history information =

_ ' Access Points Clients Event Logs
System View Network View
Q201001 0o00Qy 211 O3
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H3C

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Wireless Networks

AP Management

Wireless QoS

Wireless Security

All Networks » Wireless Configuration » Radio Management » Radio Configuration

EA
WLAN E#21))—RAEE (RRM) (X, AV TUPIVI TR —STIIVEEZEERY)1—2a 22 MLET., RRMZEHTHEACIIEET I EBEERAL, BERYY—RXE=4
, %JJE’J% ?ggg&%ﬁ(ws) BEUEEBHHIME(TPC) ZETTERLSICHRYET, ChIZkY ., WLAN (FIBEOZTLITEGL . RETER) Y —ADREFHIFTEET,
WLAN TlE, BiE THEATESRFYRILANELN TS ESD . BIEH—E XD\ T+ —IURAEZERTAHICIE. FELICRBEGZFyRILZEVLETEIAENEETY, DFS #FFH
> FHEACRHEBERICRBLFYRLVEIFTIVIALTRIRL, A—FrRILFHO, L—F—PEFLUDHRE DD B — AN SO TiSEEBLET,
DFS [EXRDEHRIZE>TREYET,
I5— a—K L—k - YEBNHIS— 3—K L—k& CRC ITS5—,
FiE-IDAV LR H—ERIZHTEBITRTOIAVLREETDEE,
FiEIE - AC M5 ACK Ayt—UFZELLBIMEE D BRICKE T —IDHFEE,
L—EF—EE - BEDFrRILTRESN:L—4F —ES., ZOBE. AC [FHLOLFYRILEERL, ICICEBHICERAFYyRILZERTITALSICEBALET,
AC (. ROTOEREZFALT, BEOFHLOFrRILEFERLET,
LIBEDFrRIILERHEL. DFS LEMEOWTNMICEIZELSSICRELFrRIILEEIRLES, DFS LELMEIZIEX,. CRC I5—, T4, BEEAESENET,
2HIBFYoRIILDREEFLERLEFT . FLLWFrRILETVNFrRILOBIORE X v INHFBLANILEFBADET, BERIEIHLOLWFYyRIILZEALEE A,
EEEHH @
REEEINENEMDTAVY LR H—ERIZFHTEHAREMENHY . EIEBAMNMENETANVY LR ANLYDICEEEEZ 50 EMAHYET ., TPCIZEY ., ACIKUTZILELLD
WLAN REBIZETNT7 IR RAI U LDOREBHZEHNICHETEE T, BRBHOFrRILTHERELENS, BELGRF AN\LyDERBETEET,

<

>

TPC [FRDERICE>TRFYEY,

Applications

Network Security

System

Tools

Tl et =

BNREER - ENRHEETTHEBER,
EHRAEDLENE,
TPC NEMIZH-TWBIGEE ., BRIIRDISIZEEEHFRAELET,
> | BIBOSRMN—HLEWMEISETSE BEREIIRDAETEEENZTRAELET,
BEHRBEEN, BEROBEANEHABLEVMELYDLKES 6dBm BN EFRETREEEEHERLSIEET,
s | CBNIBRUHERN. BROBENNENRARBLENMELYDLGKED 3dBm BVWIEEEHTLHE EEBNZEMLET,
Fro RILATvY
,  DFS&TPC DEANENZEO>TVDEEIE, FrrIl AFXvoZ2BMILT. FyRILDERKREFSHEERTEES,
Fop)l AXYUEBMNZTEHE AP (FTAVLRBEZRATYU L, IRELET—4% AC IZEELET . TDR.AC IZE2TEREINEFyRIL LIR—hEEBELR—FEREL T,

FrRILDFEAKREFSEERTEET,
e T~ Access Points Clients Event Logs
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Actions
Dashboard
Quick Start >
Monitoring >

Wireless Configuration v
Wireless Networks
AP Management
Wireless QoS
Wireless Security >
Applications
Network Security >
System >
Tools »

All Networks » Wireless Configuration » Radio Management » Radio Configuration

RRM fR—JLRZE Y T IL—TF

FrRIIVELIEBENDEELGRENTAV LR Y—ERIZHEEEZDDEHCHICIEELEZEREZ RRM R—ILRF DY JIL—TIZEBMTEET, RRM h—ILEE DY &
LT HOEZEDFrRILEIEIEANEEIND VI, VATAITEBOFrRIILEEIEIEAR—ILEET DY 3AT—45FBRLET, BEROFYRILELFENIE. FrrILE
FIXEBAR—ILEE DY ZAT—DEARUINIZEZETERESNE A,

R—R5M4Y

R—RS5AUI1E. 1 DDEHFE. AP JIL—TADRILETILD AP EDOER. F-IETITRTOEBZBOBREDOEHBOFrIL. EZEEN. BLUV/NSA—FEFEREZLHELET . RXA—RT
AVEBRTHE, BENIR—RASAVIZREINEREZHERATEDLSIHYFET,
ROVWTNODEUIFETIEE . A—ATAVEEBRITERATEEE A
SUFDFEELALY,

STFNEYIZLE-TINET,

AR—RAFGAVIZRFIN-EBRE—FLN, EEOEBE—FRE—HLEEA,

RS VIR FEIN MG I—RAER O I —FE—HLEE A,

IR H —E ANBE RIS,

AR—ASA VIR FEINEEFYRILNNESTT,
ANR—RSAVIZREFESNI-FHIEN, EEOFEHIBEE—HBLEE A,

SRR DEMEF Y RILNFEE TR ESN TS,

SR NDIMAF o RILAOVIENTINS,

ST FYURILR—ILRE O EBR THS,

STADEEMNOVIINTVET,

BN TR —ILRA YU BRTR TH S,

R—RFAVTRFEINEZEEBEND. FESNR/PEEENLYE/NSGEHTNVS,
NR—RFAVTREFINFZEEEND. HEESNHRREEENLYEREGOTLVS,

. - Access Points Clients Event Logs
System View Network View
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Actions All Networks » Wireless Configuration > Radio Management » Radio Configuration
N HBEEEH AR5
. | EENDFS EHRT 5B (3. ROMBEEES K540I oTHEEL,
*BE) DFS Z8MITTHICIL. |BIEBOFYrRILEBHMIGERL., FrRILEOVILENKSIZ AC ZRELET,
e > +BE DFS NI RICEBROFrRILEAVITIE, VAT LIFEBRNBELTLSFrRILEAVILETS,
Wieless Configuiation v B E) TPC 28T 558 & ROFIBRBBEEA MR SA (T STEZELY,
Wireless Networks EFEI/INT— I TL—av EHRTEEOHDARL TS59T4RELT, BE TPC AEFICTHO>TWSERICEIL/ST— Fr)IL—ay NIA—FERELET,
*BE) TPC ZBHITTHICTIX. TPC ZEREIT HRIICERA Y IMEENEMICHE TS ZEEFHERL TKEELY,
AP Management ‘BE) TPCZBML-ETEROBREOVIZEAMICTEHE. VAT LIRIERNFEALTLSGEEENEOVILET,
Wireless QoS
Wireless Security >
Applications
Network Security >
System >
Tools >

N X Access Points Clients Event Logs
System View Network View
®2 ®1 001 00011 213 010
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Calibration Interval b4

DFS interval .
minutes(3-1440, 23 by default)

TPCinterval
minutes(3-180, 11 by default)

Bandwidth Adjustment interval

minutes(3-1440, 13 by default)
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Actions All Networks » Wireless Configuration ¥ Radio Management » RRM
Dashboard RRM
Quick Start >
Real-time adjustment =
Monitoring >

Global Channel Optimization

Optimize Channel

Wireless Configuration v
Global Power Optimization

Wireless Networks Global Bandwidth Adjustment

HER

.-III Optimize Power

AP Management

Wireless QoS AP configuration E AP group configuration =
Wireless Securit
Eless secuTty > 00dd-b6b1-4540 5GHz(1) Inherited Inherited Inherited
00dd-b&b1-4540 2.4GHz(2) Inherited Inherited Inherited
Radio Management 00dd-b6b1-7ca0 5GHz(1) Inherited Inherited Inherited
00dd-b6b1-7cal 2.4GHz(2) Inherited Inherited Inherited
Applications Sca7-21f3-67e0 5GHz(1) Inherited Inherited Inherited
Sca7-2113-67e0 2.4GHz(2) Inherited Inherited Inherited
Network Security >
System > 1M a<ar > 0/0 14 <4 B> b1
Tools
RRM history information =
_ - Access Points Clients Event Logs
h+4+re MO 10 11 14 Sames Mfr=amme rday mbhr?eaceimmird = 30101 1015127 ~CfE 3 f-mr3hAd 1 AN 1543 Tantt Al NacrkhlhaarAd ° 2 1 o O 1 o 0 ° g 11 o ?5
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Actions All Networks » Wireless Configuration » Radio Management > RRM » Details
Dashboard . .
AP Configuration
|
Quick Start >
o @
Monitoring > Auto DFS Auto Bandwidth Adjustment =
. . . 00dd-b6b1-4540 5GHz(1) Inherited Inherited Inherited
Wireless Configuration v
00dd-bbb1-4540 2.4GHz(2) Inherited Inherited Inherited
Wireless Networks
00dd-b6b1-7cal 5GHz(1) Inherited Inherited Inherited
AP Management 00dd-b6b1-7cald 2.4GHz(2) Inherited Inherited Inherited
5ca7-21f3-67e0 5GHz(1) Inherited Inherited Inherited
Wireless QoS
5ca7-21f3-67e0 2.4GHz(2) Inherited Inherited Inherited
Wireless Security >
Radio Management
Applications
Network Security >
System >
Tools > Total 6 entries, 6matched.Page 7/ 7. LN i)

Access Points Clients Event Logs

®2 1 00! 00011 117 O3
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Actions All Networks » Wireless Configuration » Radio Management » RRM 3 AP Configuration (00dd-b6b1-4540)

Dashboard AP name

00dd-b6b1-4540

Quick Start b Radio
5GHz(1)
Monitoring >
DFS configuration TPC configuration
Wireless Configuration v H i
Auto DFS @ Enable radio g') Disable O Inherit Auto TPC @ Enable radloé Disable O Inherit
rrm rrm
Wireless Networks . . o calibrate-channel self-decisive enable calibrate-bandwidth self-decisive enable
Bandwidth adjustment configuration

radio
AP Management Auto Bandwidth Adjustment] @ Enable rrm g} Disable O Inherit

calibrate-channel self-decisive enable

Wireless QoS

Wireless Security >

Applications
Network Security >
System >
Tools >

Tl i .~

_ ' Access Points Clients Event Logs

@ o551 001 00011 17 O
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Actions All Networks » Wireless Configuration ¥ Radio Management » RRM
Dashboard RRM
Quick Start >
Real-time adjustment =
Monitoring >
Global Channel Optimization m .
Wireles Confiourart Optimize Channel
ireless Lonriguration W
Global Power Optimization m
Wireless Networks Global Bandwidth Adjustment I T
m ll Optimize Power
AP Management
Wireless QoS AP configuration = AP group configuration =
Wireless Securit
etess ey e 00dd-b6b1-4540 56Hz(1) I Enabled Enabled Enabled I
00dd-bbb1-4540 2.4GHz(2) Inherited Inherited Inherited
e 00dd-b6b1-7ca0 5GHz(1) Inherited Inherited Inherited
00dd-b6b1-7cal 2.4GHz(2) Inherited Inherited Inherited
Applications Sca7-21f3-67€0 5GHz(1) Inherited Inherited Inherited
Sca7-2113-67e0 2.4GHz(2) Inherited Inherited Inherited
Network Security >
System > 1M a<ar > 0/0 14 <4 B> b1
Tools
RRM history information =
Access Points Clients Event Logs

®2 1 00! 00013 219 O
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Actions
Dashboard
Quick Start >
Monitoring >

Wireless Configuration v

Wireless Networks

AP Management

Wireless QoS

Wireless Security >

e

Applications
Network Security >
System >
Tools >

Tl -

All Networks > Wireless Configuration » Radio Management » Band Navigation

Band Navigation

Global settings
Status OFF
Session threshold
Session gap threshold 4
APs ]
AP Name | Band Navigation Q
00dd-b6b1-4540 Inherit
00dd-b6b1-7cal Inherit
5ca7-21f3-67e0 Inherit
‘If"l 4 <4 B> >

=
Max denials 1
Client info aging time 180 s
RSSI threshold 15
AP groups =
Group Name | Band Navigation Q
default-group ON
-I"p-l 14 <4 »> &l
Access Points Clients Event Logs
Me e #en 1 - "M 5> i 1no
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Actions
Dashboard
Quick Start >
Monitoring >

Wireless Configuration v

Wireless Networks

AP Management

Wireless QoS
Wireless Security >
o

Applications
Network Security >
System >
Tools >
Mamctio .

All Networks » Wireless Configuration » Radio Management » Band Navigation

Band Navigation

Global settings
Status OFF
Session threshold
Session gap threshold 4
APs =
AP Name | Band Navigation Q
00dd-bbb1-4540 Inherit
00dd-b6b1-7cal Inherit
5cal-21f3-67e0 Inherit
‘II‘I 4 <4 B> &l

Max denials 1

Client info aging time 180 s

RSSI threshold 15

AP groups =
Group Name | Band Navigation q
default-group ON
‘I'll‘l 14 <4 b> &l
Access Points Clients Event Logs

©: 01001 00015 23 @108
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Actions All Networks » Wireless Configuration » Radio Management » Band Navigation » Details

Dashboard .
Global settings

Quick Start >
Band navigation @ ON oorr  wlan global-configuration
- o wlan band-navigation enable
Monitoring > Client info aging time ) )
180(Default) s (10-600, 180 by default)
Wireless Configuration v Max denials
(1-10)
Wireless Network
reiess Hetworks Load balancing Session threshold
AP Management (2-255)
Wireless QoS Session gap
4(Default) (1-8, 4 by default)
Wireless Security >
RSSI threshold
15(Default) dB (5-100, 15 by default)
Radio Management
Applications
Network Security >
System >
Tools >
Neamaetio— -

Access Points Clients Event Logs

®> %1001 00015 25 O100
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Actions
Dashboard
Quick Start >
Monitoring b3

Wireless Configuration v

Wireless Networks

AP Management

Wireless QoS
Wireless Security >
o
Applications
Network Security >
System >
Tools >

Tl -~

All Networks » Wireless Configuration > Radio Management > Band Navigation » Details

AP Configuration

Search

® APName a | Band Navigation status
(]  00dd-b6b1-4540 Inherit
(]  00dd-b6b1-7cad Inherit
[0 5ca7-21f3-67e0 Inherit

4 <4 B> Bl Q

Total 3 entries, 3matched, Oselected.Page 7/ 7.

Access Points Clients

®: 61 001

Event Logs

0005 25 O
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Actions All Networks » Wireless Configuration > Radio Management > Band Navigation » Details

Dashboard . .
AP Configuration

Quick Start >
Search
Monitoring > - o -
LJ
Wireless Configuration v oode-beb1-4540  wlan ap XXXX-XXXX-XXXX model WA6320-JP Inherit
serial-id XXXXXXXXXXXXXXXXXXXX _
Wireless Networks H) 00dd-bebi-Te=0 mac-address 00dd-b6b1-4540 Inherit
O 5ca7-21f3-67e0 band-navigation enable Inherit

AP Management

Wireless QoS
Wireless Security >
Applications
Network Security >
System >
Tools > Total 3 entries, 3matched, 7selected.Page 7/ 7. Bl OB~

Access Points Clients Event Logs

®: 1 001 00015 25 109
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Actions
Dashboard
Quick Start >
Monitoring >

Wireless Configuration v

Wireless Networks

AP Management

Wireless QoS
Wireless Security >
e
Applications
Network Security >
System >
Tools >

Tl i = -

All Networks » Wireless Configuration > Radio Management » Load Balancing

Global settings E

Status OFF Session threshold 20
Mode Session-mode Session gap threshold 4
Max denials 10
RSSI threshold 25
Loadbalancing groups =
Group ID | Description | Radios Q
0;0 14 <4 B> Bl

i - Access Points Clients Event Logs
Systern View Network View
©: 01001 00015 23 @0z
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H3C WX1840H

Actions All Networks » Wireless Configuration » Radio Management » Load Balancing » Details
Dashboard ) . .
Global settings wlan global-configuration
—— wlan load-balance enable
Quick Start >
Load balancing O OFF
Monitoring > Mode @ Session () Traffic (O Bandwidth

Session threshold

Wireless Configuration ~ w 20 (1-120,20 by default)
Session gap threshold o
Wireless Networks 4 (1-12,4 by default)
Max denials
AP Management 10 (2-10,10 by default)
: RSSI threshold
Wireless Qo5 25 (5-100,25 by default)
Wireless Security >
Radio Management
Applications
Network Security >
System >
Tools >
_ ' Access Points Clients Event Logs
0101001 00015 271012
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AC@DashboardZx & 7~

Network view > DashboardZ#IR L £ 9,

Dashboard
System Logs
Quick Start b3 5
Critical
Monitoring >
Wireless Configuration
g 2 APs o= System usage o=
c Onli Ofli Unhealth
Network Security > s e e ety
4 er.A
0, 0,
System > : 0% 68% Boot ROM: 7.12
] CPU Memory . o
Tools > 0
02:40'58 02:41:03 02:41:08 02:41:13
Reporting >
Wireless services o= Clients o=
2.4GHz B 5GHz
SsiD
frkyoi. Quantity
fukuro...
f-kyo-
client number
0 1 2 3 4
Intarfara traffir ~ -
ST e —— 1 Access Points Clients EventLogs
192.168.0.50/wnm,/frame/index. php?sessionid=20000146350de2b50aaec29e5dBedc 3eaeBb# — ° 1 Q 0 o 00 o 0 ° 5 8 o 12
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Monitoring > Access Points#:#R L £ 9,

Actions All Networks > Monitoring > Access Points > APs Roadmap
Dashboard APs
I
Quick Start >
AP quantity i=
@ Monitoring VI Online APs Offline APs Unhealthy APs
O @o 0o
Wireless Networks
Access Points
By AP model By AP type

Clients

4% Online manual APs

@ Auto APs
Wireless Security .

Offline manual APs

% Unauthenticated APs

RF Monitoring
100.00%
Client Proximity Sensor
0 1 2 3 4 5
DPI
Application Monitoring
) Access Points | Clients Event Logs
System View Network View
©100% ©0% @o% 4 Qo0 Qo0 L7956 @228
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Monitoring > Clients % &R L £ 9,

Actions

Dashboard

Quick Start

All Networks » Monitoring » Clients » Clients

@ Monitoring

Wireless Networks

Access Points

@ Clients

Wireless Security

RF Monitoring

Client Proximity Sensor

DPI

Application Monitoring

Clients
I
>
- I
11 14 <q B> Bl 171
By Authentication Mode By radio type
% 802.112(5GHz)
¥ Cpen 802.11an(5GHz)

802.1X 802 11ac(5GHz)
MAC 802 11ax(5GHZ)
Portal 802 11b(2 4GHz)
MAC + Portal 802.119(2.4GHz)
PSK + WEP

802.11gn(2.4GHz)
802.11gac(2.4GHz)
802 11gax(2 4GHz)

: Access Points Clients
System View Network View
@100% ©o% @o% | 4

Roadmap

4 <4 »> kil

Event Logs

00 ©0

796 @) 228
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Reporting > Client Statistics#3&R L £ 9,

Actions

Dashboard

Quick Start

Monitoring

Wireless Configuration

Network Security

System

Tools

Reporting

AP Statistics

Wireless Service Statistics

All Networks » Reporting > Client Statistics » Access Category Frames

Access Category Frames

10-98-C3-E4-9D-A0 68/0/0 0/0/0 1,473,734/1,175,642/0
8C-45-00-DD-BB-8D 71/0/0 0/0/0 83,929/104,072/0
DC-85-DE-FE-64-D8 64/0/0 0/0/0 104,469/129,130/0
FB-5E-A0-9A-82-D3 2/0/0 0/0/0 117/275/0

WMM (WiFi multimedia) QoS

-VO : Voice

-VI : Video

—BE : Best Effort
-BK : Background
EDCA GEIESN =8 E FrRIL 7UER) [EFrRILTT WMM [ZEoTEESNTZ
BEAN=AL, BEEZSL. ZOLIL/NNTIMIEY ZLDOFEREEIY L TES.

Total 4 entries, 4matched.Page 71/ 7.

Search
0/0/0
o/0/0
0/0/0
0/0/0
| AIFS[AC-BK] %
N / Backoff siots
S s s
AIFS[AC-BE]
-+ 7"" / eackeﬂ slets
AIFS[AC-VI]
) et
AIFSIAC-VO]
< » Backoff dots
7 e e e

DIFS Cantention Window

4%

Roadmap

rd ra
Busy Medium Backoff ﬂor// Nt Frame
Access Points Clients Event Logs
©100% 0% @o% |4 0o Qo /7% @22

System View Network View | @
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Reporting > AP Statistics %2R L £ 9,

®)

Actions All Networks » Reporting > AP Statistics » APs LT Y
Dashboard APs
I
ick Start
Quick Star > - Search
Monitoring >
APO1 WAEBGE38-IP 219801A2KF8209E0006R 10-19-65-C2-41-B0 802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3) Online
Wireless Configuration >
APO4 WAEBG38-IP 219801A2KF8209E0006W 10-19-65-C2-42-70 802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3) Online

s e s APO3 WAG638-IP 219801A2KF8209E0007F 10-19-65-C2-45-A0 802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3) Online
System 3 APDZ2 WAEBG38-IP 219801A2KF8209E0007G 10-19-65-C2-45-D0 802.11ax(5GHz)(1), 802.11ax(5GHz)(2), 802.11ax(2.4GHz)(3) Online
Tools >
Reporting v I

Client Statistics

AP Statistics

Total 4 entries, 4matched.Page 7/ 7. Mo -
Wireless Service Statistics
_ Access Points Clients Event Logs
System View Network View ‘
©100% ©0% @o0% |4 00 Qo0 4756 @28
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Reporting > Wireless Service Statistics % 3&IR L £ 9,

Actions

Dashboard

Quick Start >
Monitoring >
Wireless Configuration >
Network Security >
System >
Tools >
Reporting v I

Client Statistics

AP Statistics

Wireless Service Statistics

All Networks » Reporting » Wireless Service Statistics » Wireless Services

Wireless Services
—
2
2 APO4 2
1 APO1 1
1 APO2 1
2 APD1 3
2 APO1 2
2 APO1 1
1 APD2 2
2
2

APD2 1

APO2 2

Total 28 entries, Z8matched.Page 7/ 7.

24,867,814/13,430,792
25,349,612/11,034,928
26,505,281/10,328,811
15,599,827/8,157,474
19,675,919/10,434,697
10,804,696/6,375,032
9,565,508/3,907,045
6,625,308/3,262,791

4,782,785/2,484,396

18,733,699,909/5,973,486,019
17,108,597,369/3,583,184,788
16,576,891,888/3,730,647,504
9,999,828,366/2,388,465,465
9,706,379,270/4,445,352,979
6,473,589,963/2,094,957,715
5.410,128,415/1,016,979,523
3,829,215,322/1,324,332,252

2,917,326,484/730,632,191

24,867,210/13,429,315
25,345,902/11,025,012
26,503,959/10,324,133
15,599,324/8,155,998
19,675,373/10,433,056
10,804,210/6,373,045
9,563,463/3,900.419
6,625,146/3,261,633

4,782,637/2,483,696

System View Network View } @

Roadmap
Search
18,733,633,822/5,973,384,900 122/122
17,108,199,559/3,582,424,123 248/248
16,576,755,684/3,730,355,130 116/116
9,999,786,386/2,388,382,717 57157
9,706,319,529/4,445,242,478 44/44
6.473,538,159/2,094,844,665 41/41
5,409,914,757/1,016,519,918 114/114
3,829,198,648/1,324,282,042 14/14
2,917,310,643/730,593,825 13/13
[E ] 4 » (] Q
Access Points Clients Event Logs
©100% @0% @0% |4 Qo0 Qo0 A7% @228
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ARPIURJ—ZRT

Network Services > ARPZ&#IR L £ 47,

Network Routing

System ¥ Network Configuration » Network Services » ARP » ARP

Address Resolution Protocol resolves IP addresses into MAC addresses on Ethernet networks.

Network Services ARP
IP Services
ARP
DHCP/DNS
Multicast
a
O 10.10.11.11
ND O 10.10.11.12
O 10.10.11.14
NAT
O 10.10.11.16
Management Protocols (] 10.10.11.18
Network Security > O 1olod1.22
O 10.10.11.25
System >
O 10.10.11.180
Tools > J 10.10.11.182

4C-E9-E4-AG-61-0B

88-2A-5E-FF-22-63

0C-DA-41-1D-6F-68

14-51-7TE-CA-93-A2

0C-DA-41-1D-A5-15

0C-3A-FA-4B-93-A0

5C-C9-99-B8-A0-8D

0C-DA-41-1D-19-6B

0C-DA-41-1D-F7-E7

System View ‘ |'

Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

Dynamic

W

11

11

11

11

11

11

11

11

11

Search

GE1/0/1

GE1/0/1

GE1/0/1

GE1/0/1

GE1/0/1

GE1/0/1

GE1/0/1

GE1/0/1

GE1/0/1

Access Points Clients

© 100%
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Wireless Configuration > Client Proximity SensorZ &R L £ 9,

Actions All Networks » Wireless Configuration > Client Proximity Sensor ¥ Client Proximity Sensaor
Dashboard Client Proximity Sensor
Quick Start > - Search
J—
Monitoring >
[v] 7494-4f8d-0200 5GHz(1) On
Wireless Configuration
l e I ] 7494-4f8d-0200 2.4GHz(2) On
Wireless Networks = 9634-3af0-0400 5GHz(1) On
9634-3af0-0400 2.4GHz(2) On
AP Management
—
Wireless QoS @
Wireless Security
Radio Management
Client Proximity Sensor
Applications
Network Security >
Total 4 entries, 4matched, 4 selected.Page 7/ 7. ey
System
i Access Points Clients Event Logs
System View Network View
! Q2 @0 Qo2 0000 420




EROAPHSD T iSERERT S

Monitoring > Client Proximity SensorZ IR L £ 9,

Actions All Networks » Monitoring » Client Proximity Sensor » Client Proximity Sensor
Dashboard Client Proximity Sensor
Quick Start >
Clients o E Duration Vendor (e
Monitoring v I
Wireless Networks
100% 100%
i Associated Active
Access Points o NOKIA WI..
TECHNICA...
Clients
Wireless Security Total Associated Disassociated Active Inactive )
<15min
2 2 0 2 0
RF Monitoring
Statistics o
Client Proximity Sensor cY
-o- High RSSI(>40dBi) -m- Medium RSSI(30~40dBi) -A- Low RSSI(<30dBi)
Number
5
4
Application Maonitoring
3
5 5 . 2
Wireless Configuration >
1
Network Security > o Time
\ﬁh \Ng‘a \D‘.gﬁ \D‘g‘l \&.gb N NS N N N \Nw \h.;.‘a .‘ﬁ% \""-ﬂ
. Access Points Clients Event Logs
©:2 0002 0000 4201
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System > Event LogsZ &R L £ 7,

Actions System ¥ System > Event Logs » Event Logs Roadmap
Dashboard Event Logs
Network Configuration >
System Logs
Network Security >
@ System v
@ 2022-02-0402:25:18 @ Notification h3c failed to log in from 10.10.11.180.
2022-02-0402:28:04 @ Informational -Line=vty0-IPAddr=10.10.11.182-User=admin; Command is system-view
Resource
2022-02-04 02:28:04 @ Notification admin logged in from 10.10.11.182.
File Systems 2022-02-0402:28:05 @ Notification admin logged out from 10.10.11.182.
License Management 2022-02-0402:28:05 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is quit
2022-02-0402:28:05 @ Informational -Line=vty0-1PAddr=10.10.11.182-User=admin; Command is quit
Administrators
2022-02-0402:28:05 @ Informational -Line=vty0-IPAddr=10.10.11.182-User=admin; Command is display radius scheme
Management 2022-02-04 02:30:18 @ Notification h3c failed to log in from 10.10.11.180.
Tools N 2022-02-0402:35:18 @ Notification h3c failed to log in from 10.10.11.180.
. \ Access Points Clients Event Logs
https://oasiscloud.h3c.com:27443/wnm/frame/index.php?sessionid=2000014ea2 5bdf4f36a16e8a... © 100% 0% @0% |5 00 OO0 799 @225
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System > File SystemT7 7 A/ JLIZF = v 7 ~—7 Z L NDownloadZ3# IR L £ 9,

Actions System > System ¥ File Systems » File System Management SIELTEY
Dashboard File System Management
Network Configuration >
flash: v
Network Security 4 Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes

[~ ] - @
Event Logs
. flash [logfile/logfile.log 10485731 2022-02-06 15:57:27 No

Resource flash:/map_config.cfg 913 2021-03-1812:12:25 No

@ File Systems O flash:/pdt_reserve 2022-02-05 16:32:40 Yes
() flash:/pdt_reserve/cplog.txt 14778277 2022-02-05 16:32:40 No
License Management
O flash:/pdt_reserve/cplog_reboot.txt 1800197 2021-12-03 16:46:37 No
Administrators [J  flash:/pdt_reserve/dplog.txt 10887615 2022-02-05 16:32:58 No
1 flash:/pdt_reserve/dplog_reboot.txt 1476442 2021-12-03 16:46:39 No
Management
Total 49 entries, 49matched, 7 selected.Page 7/ 7. ol s -
Tools >

m . Access Points Clients Event Logs
@100% 0% @o0%!l5 00 Qo 4799 @25




247 L—32 774 )L(startup.cfg)DF >

ash:/startup.cfglcF = v 7 ~v— 72 % L vilDownload % #EIR L £ 9,

System > File System Cf

K

Actions

Dashboard

System ¥ System » File Systems > File System Management

File System Management

Network Configuration >
flash: v
Network Security >
Total: 1073741824 bytes, Used: 383623168 bytes, Free: 6907118656 bytes
System W I
Event Logs .
flash:/startup.cfg 7598
Resource O flash:/startup.mdb 196346
File Systems [J  flash:/startup2726641351479625.cfg 6191
O flash:/system.bin 91169792
License Management
[ flash:/topology.dba 0

Administrators

Management

o COEEDITAIVEIVEI-FICESE SR Rl

Total 49 entries, 49matched, 7selected.Page 7/ 7.

ol G

®#F 1:53

$HYFF. flash_startup.cfg OFIVO-FEEHETH?

2021-04-09 00:49:16
2021-04-09 00:49:16
2020-11-08 16:57:12
2021-11-09 14:59:59

2020-12-18 21:43:24

System View N\«r

No

No

No

No

No

Roadmap
Search [k
14 <4 B> Wl Q
Access Points Clients Event Logs
©100% ©0% @o% |5 00 Qo0 A799 @225
TATERT X




=204 2N E (display diagnostic—information)

Tools > Debug > Collect#&IR L £ 9, A7 IZflash:/diag AC_yyyymmdd-hhmmss.tar.gz|Z 5
H3C WX1840H

*** Collecting diagnostic information...




INEL-ZEnJ &4 H»r0—k935 105

ash:/diag_AC_yyyymmdd-hhmmss.tar.gz% F = v 2 L Download % 3R

System > File SystemsTTf

Actions System » System 3 File Systems > File System Management I
Dashboard File System Management
Network Configuration >
flash: v
Netwaork Security >
Total: 1073741824 bytes, Used: 383623168 bytes, Free: 690118656 bytes
@ System v I Search GG
Event Logs )
@ flash:/diag_AC_20220206-155614.tar.gz 208655 2022-02-06 15:57:31 No
Resource L
O flash:/diagfile 2019-11-05 22:01:41 Yes
O flash:/facebook.zip 262878 2021-12-1116:30:23 No
[ flash:/freeradius.bin 1463296 2021-04-08 23:45:29 No
License Management
() flash:/h3cjapan.zip 190739 2021-09-08 11:34:54 No
Administrators
Total 49 entries, 49matched, 7 selected.Page 7/ 7. R
Management
Download
W _ Access Points Clients Event Logs
Network View
©100% ©o0% @o%l5 0o ©o0 As01 @23
[ flash_diag AC 2...targz  ~ FATERR X
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System > Management > Reboot > Reboot Device = ZEIR L £ ¢,

Actions System ¥ System » Management » Reboot HELIIT

Dashboard
Network Configuration > @
Reboot Device

Network Security >
@ System v I

Fvent Logs

Resource

File Systems

License Management

Administrators

Management

: . Access Points Clients Event Logs
1 System View Network View
https://oasiscloud.h3c.com:27443/wnm/frame/index.php?sessionid=2000014ea25bdf4f36a16e8a... © 100% 0% @o% |5 00 o0 799 @225
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ACH/\N—23r7vI9 5
System View > Network Configuration > System > Management > Upgrade > Upgrade #32#IR L £ 7,

1=

Actions System » System » Management » Upgrade

Dashboard @ Upgrade

Network Configuration > I

Roadmap

Network Security >

@ System v I View Software Images >

Event Logs

Resource

File Systems

Administrators

Management

Tools >

Access Points Clients Event Logs
1 System View Network View

Q1 ©1 000 0005 47 02




ACHE/N—Ia TV d B (fRE)
BHN—2avD77—LxTIEFHHICOWebY A P L)X vA—FLTHEEET

HBC WX1840H

0 I7-ILVEER PERENTOER A

Reboot now




ACHE/N—Ia TV d B (fRE)
BRHN—2arvo77—LuzTEERLET

A Lo pC s FUvD-E v G £ Foun-Foks

EE v FLWTALS-

~ ! PC
> 4 F9v0-F

~ MY ET (1)
[7] WABE0D-CMWT10-E2450P01.ipe
> B TATT

> H vk
N E0Fy
B &7
© -390
= H3C-Japan (¥410.66.209.57)
o= Training

=-=i ‘Windows

BGo) | #wvbl |




ACHE/IN—a T yI 95 (fRE)
Applyz 2 Vv o 95L774)LDUploadh’tgE ) £ 7

H3C WX1840H

] Uploading file...




ACZE/IN—I3 7w 79 5 ()
7y 70— FHARTTHEY T— FEHET

H3C WX1840H




ACE/IN—30 7w 9 5 ($RE)
D7 — DT L= a7y 7DdhETLELT, Closez2 Yy s LTBUOASAMLET,

H3C WX1840H

rebooted successfully. Please log in again.




ACE/N—T3 7y ILI-R T RTOAPEY T —rd 3L THOAPAACH
IN—av 28I/ N—o3 T yvTan5

SERE :WX3820H, WX1840H, WX1804H &4 > a—KHIflash:/IZWA6600.ipe R U
WAGB300.ipe7 7/ ILERIFT HHELNHSHEFLLIE,. TH3C_WLAN avkO—5EAPD T 7— L
D7 B’ |1ZSH),

C:¥Users¥H3C>telnet 192.168.0.254
Sk 3k 3k sk sk sk ok sk sk ok sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk ok sk sk skosk sk sk sk sk sk sk sk skk
* Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rlghts reserved.*
* Without the owner's prior written consent,
* no decompiling or reverse-engineering shall be allowed. *
Sk 3k 3k sk sk sk ok sk sk ok sk sk sk sk sk skosk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sksk sk sksk sk sk skosk sk
login: admin
Password:
<AC>reset wlan ap all
Reset APs that have established or are to establish primary tunnels with the AC. Continue? [Y/N]:y
%Feb 09 07:40:05:952 2022 H3C CWS/4/CWS_AP_DOWN: CAPWAP tunnel to AP 00dd-b6b1-87a0 went down. Reason: AP was reset
by admin.
%Feb 09 07:40:05:971 2022 H3C APMGR/6/APMGR_AP_OFFLINE: AP 00dd-b6b1-87a0 went offline. State changed to Idle.
%Feb 09 07:41:36:342 2022 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-87a0 came online. State changed to Run.
%Feb 09 07:41:36:343 2022 H3C CWS/6/CWS_AP_UP: Master CAPWAP tunnel to AP 00dd-b6b1-87a0 went up.
%Feb 09 07:41:36:664 2022 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-8f40 came online. State changed to Run.




Ac’é/\—/aﬂ’u?u—%:@“f\’cmAP?&U —rFBEETHOAPHACH”
IN—aVICEEMIC/N—o30 7y TIN5

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkikkkkkkkkkkkkkkkkkkkkkkkikkkkkkkikkkkkkkkkk

*RODIEDN—2ar Ty IITHYILES *

kkkkkkkkkkkkkkkkkkkkkkkkkkkikkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkx

%Feb 09 09:03:22:336 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_START: AP 00dd-b6b1-8f40 started to download the image file wa6300.ipe.

%Feb 09 09:04:21:498 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_COMPLETE: Downloading the image file wa6300.ipe for AP 00dd-b6b1-8f40 through the CAPWAP tunnelis
complete.

%Feb 09 09:06:12:8102021 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-8f40 came online. State changed to Run.

%Feb 09 09:06:12:810 2021 H3C CWS/6/CWS_AP_UP: Master CAPWAP tunnel to AP 00dd-b6b1-8f40 went up.

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkikkkkkkkkkkkkkkkk

* 2B BUBON—30 7T R THRYILEY *

kkkkkkkkkkkkkkkkkkkkkkkkkkkikkkkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

%Feb 09 09:06:54:037 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_START: AP 00dd-b6b1-87a0 started to download the image file wa6300.ipe.

%Feb 09 09:07:54:663 2021 H3C CWS/6/CWS_IMG_DOWNLOAD_COMPLETE: Downloading the image file wa6300.ipe for AP 00dd-b6b1-87a0 through the CAPWAP tunnelis
complete.

%Feb 09 09:08:45:182 2021 H3C APMGR/6/APMGR_AP_ONLINE: AP 00dd-b6b1-87a0 came online. State changed to Run.

%Feb 09 09:08:45:183 2021 H3C CWS/6/CWS_AP_UP: Master CAPWAP tunnel to AP 00dd-b6b1-87a0wentup.
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H3C S5560X-El 02-{fR 8k B fffa> 245 B4 E(RF)(¥E

APDCAPWAPK RILIZRAYFZES LT
] MasterdS K U'BackuplZ#E#ELE T,
- HaC

TaTIVID N7y THEZREL. ACIETR
B—ACELT. AC2ZE NV T7VvTACELTIEE
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L 1E(Dual link backup:1+1 D L& AE) 119

wian ap-group-1 Bl FaA b~ DYLY
priofity 7~ H3C_AC_Dual-link_backupa>24¥al—3H AR (ER)
@ backup-ac ip 172.16.1.202 H3C AC Dual-link backupEof -t REMATs 242 2 L—s a2 44 (BIER)
\
AE | AC 1 o
wlan ap-groupg1 . YR Z—(priority=7)
priority 5 b . 172.16.1.201
backup-ac ip 172.36.1.201
N
N
, 5
N . _
O—I>7a x\ ""‘5' MNetwaork
\\ Core router
r ~
Wl_an_ ta|o;group-1 y. / 15577 priority=5)
priority o
backup-ac ip 172.16.1.202 | . = ac o 17216.1.202

MMaster CAPWAP tunnel

priority 5
backup-ac ip 172.16.1.201

wlan ap-group-1 ] == = = === Backup CAPWAP tunnel
AP 2



https://h3cgroup-my.sharepoint.com/:b:/g/personal/gw_koshiromasahiro_h3c_com/ESZtVBxZjJBKrI_5Dqa8338BstWbbXeNjFcHJFIUZ8PBtA?e=Y75Mut
https://h3cgroup-my.sharepoint.com/:b:/g/personal/gw_koshiromasahiro_h3c_com/ETFOvLF-uwtBpgbuBsiXYMYBsv5lGrqZrD4yB2i8OQc35g?e=cwA1mf

AC1

wlan service-template north

ssid south

client forwarding-location ap
fail-permit enable keep-online
service-template enable

#

interface Vlan-interfacel0O

ip address 172.16.1.201 255.255.255.0

wlan ap-group ap-group-1
priority 7
region-code JP

backup-ac ip 172.16.1.202
vian 10

AC2

wlan service-template north

ssid south

client forwarding-location ap
fail-permit enable keep-online
service-template enable

#

interface Vlan-interfacelO

backup-ac ip 172.16.1.201

-, Vlan 10

ap AP1 (O > X 8“‘.\,?‘ ap AP1
ap AP2 ap AP2
ap-model WA6320-JP [EEROUIYEZIL105F2E  ap-model WA6320-JP
radio 1 HyVH é rad(;g 1 "
radio enable . LSS = radio enable
service-template north vian 11 fail permltﬁ\ EXE_C‘:*L—CL\%)O) service-template north vian 11
radio 2 CEHREISAT2UMIACEFER radio 2
radio enable radio enable

LEL\D THEEZ TS

service-template south vian 12
gigabitethernet 1

port link-type trunk

undo port trunk permit vian 1
port trunk permit vian 10 11 12

wlan ap-group ap-group-2
priority 7
region-code JP

service-template south vian 12
gigabitethernet 1

port link-type trunk

undo port trunk permit vian 1
port trunk permit vian 10 11 12
port trunk pvid vian 10

priority 5
region-code JP

p/\2ackup-ac ip 172.16.1.201

backup-ac ip 172.16.1.  quurrra—r—m—
‘\O -

[ ]l
OL\/'

ip address 172.16.1.202 255.255.255.0

wlan ap-group ap-group-1
priority 5 I priority & INTEGER <0-7>
region-code JP
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New H3C Technologies Co., Ltd.
Software License Certificate

774 ¥ / Product Info

SAEYRF—FLUTOESLEXFIITY,

HERFR, BZERSE

Caution: Please keep this certificate carefully,
you may need to use it in the future.




ACHh 5.did7 7M1 W(MACIEHRZEL)ZPCA&ZyA—FLET =

Actions System » System ¥ File Systems » File System Management
Dashboard File System Management
Network Configuration >
flash: v

Network Security
Total: 20391116800 bytes, Used: 347406336 bytes, Free: 20043710464 bytes

>
@ System v I Search

Event Logs L
J flash:/hostkey 735 2022-04-01 14:25:58 No
Resource
0 flashfifindex.dat 70 2022-09-0517:41:26 No
RIESS S (] flash:/ise.zip 259026 2021-09-24 08:00:00 No
Administrators O  flash:/license 2022-08-0917:43:04 Yes
@ flash:!license!ODlJcZ962f?af49602208091?.did 992 2022-08-0917:43:04 No
Management
O flash:flicense/historyData_bak.bin 992 2022-03-3115:10:44 No
Tools > [J  flash:/license/StandardTemporary.ak 2742 2022-03-3115:10:44 No
J  flash:/license/history 2022-03-3115:10:44 Yes
O flash:/license/historyData.bin 1400 2022-09-09 15:29:11 No
m flash:/licensefhistoruNata hak.hin 1400 2022-019-09 15:29:11 Nn
Total 35 entries, 35matched, 7 selected.Page 7/ 7. 4 @ » H g

@ m Access Points Clients Event Logs
Network View
Qo ©1 @0 0 0001 41 @7




ACHOL Y PLESHEILET

Actions System » System » Management » About

Dashboard “ @

Network Configuration >

Network Security > This device

@ System - I Version N

Event Logs Electronic label N
Resource Legal statement N
File Systems

Administrators

@ Management

Tools >

https://192.168.129.130/wnm/frame/index.php?sessionid=200001c0cad676bc 12266deaddf501601917#M_About

@ m ) Access Points Clients Event Logs
Network View
@o 0001 43 O

1@ol0
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Actions System 3 System » Management » About
Dashboard Device name H3C
Serial number I 000c2962f7af496022080917 I
Network Configuration > Device type
Description H3C Comware Platform Software, Software Version 7.1.064, Customer 5448 H3C VAC1000 Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.
Network Security > Device location -

Contact information -

System v
Event Logs
Resource
File Systems
Administrators

Tools »

_ Access Points Clients Event Logs
m Network View
0001 43 O

Qo 1@ol0
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https://www.h3c.com/en/Support/Online_Help/License Service/Register the First_ Time/

Products & Technology Solutions Training & Certification Partners

Register the First Time

Registers licenses for a device that has never been activated.

Home » Support > Online Help » License Service » Register the First Time

License Service

To register a device license that has not previously been activated, please select a product category. To register
add-ons, add-on features, or a time extension, please select Register Upgraded License in the menu on the left.

I Register the First Time

Register Upgrade Licenses
Select product category.

Product category Select a product category v

Input the license key

if you are unsure of the product category, enter the license key and click Submit




T4V AFx—%2 AN LdidZ 7MLV %ZuploadL ¥ 9

To register a device license that has not previously been activated, please select a product category. To register
add-ons, add-on features, or a time extension, please select Register Upgraded License in the menu on the left.

Select product category.

Product category I WLAN_H3C WLAN AC V7V9 v

License information

License key |3130A4D7 !U|q 5-%FBkhD$2 I * Clear

Device information

H3C device SIN 2102 0008

Device informatior@ I?T’"f)b’&i%fﬁ |21023-0008.did - -

Contact Information

License Service

Register the First Time

Register Upgrade Licenses

127
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Contact Information

Customer company/organization | ABC Co., Lid

Company/Organization [ Support

First name | 120

WAER %
Last name | Yamada Ajj L i_;_ @

03-4444-6666

Phone number

Email address [ abc@def.com

Zip code

Address

Project name

@ Verify COde 8 5 6 :‘

@ | accept all terms of H3C Legal Statement *

o i =
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Your request for H3C device activationis approved.
license _master@h3c.com
B test@gmail.com

I AC1AIXW919BQ00012.ak

H3CTS:
Thank you for using H3C products.
Your request for H3C device activationis approved.

Please see the attached file for the activation key for your product.

The followingis your device and license key information.

Failover type: single

License key:
License key Generated at Product
3130A4D7-/UigLent-5C8%WR$5-%FBkhD$2 2022/8/3118:53:59

Device informationfile: license_219801A3EP921AQ0000B.did

Please do not reply to this email.

For comments or questions,please contact us through http://www.h3c.com/portal/About_H3C/Contact_Us.
H3C License Center

2022/7/510:20:46
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<WX3820H>cd license
<WX3820H>dir
Directory of flash:/license

0 -rw- 1029 Nov 05 2019 22:01:41
219801A1XW919BQ00012.did

1048576 KB total (649096 KB free)

<WX3820H>ftp 192.168.1.3

Press CTRL+C to abort.

Connected to0 192.168.1.3 (192.168.1.3).

220 3Com 3CDaemon FTP Server Version 2.0

User (192.168.1.3:(none)): anonymous

331 User name ok, need password

Password: /SRAT—FA 7}

230 User logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> get ACLA1XW919BQ00012.ak

227 Entering passive mode (192,168,1,3,215,214)
125 Using existing data connection

226 Closing data connection; File transfer successful.
1029 bytes sent in 0.001 seconds (721.90 Kbytes/s)
ftp> quit
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<H3C>sys
System View: return to User View with Ctrl+Z.

H3C] license activation-file install flash:/license/AC1A1XW919BQ00012.ak slot 1

This operation might take some time. Do not perform any other operations until the operation is completed or a failure message is displayed. Please
walit...

The activation file has been installed.

H3c] display license
flash:/license/ AC1A1XW919BQ00012.ak
Feature: APMGR

Product Description: -

License SN: -

Registered at: 2022-09-1 9:30:47
License Type: Trial (days restricted)

Trial Time Left (days): 180

Current State: In use

[H3C]quit
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<AC>display wlan client verbose
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RSSI=SNR({EE&x#ELt: db) = Signal(dbm) — ZA7 /4 X(-95dbm)
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RSSI =SNR (E& 3t #3 Lt: db) = Signal(dbm) — 787 /4 X (-95dbm)
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<AC>display wlan ap all radio

41
Total number of APs: 4 Ay . BW Usage TxPower .
Total number of connected APs: 4 AP iR BE T v b (MH2) (%) < (dBM) 7747~k
Total number of connected manual APs: 4 1D
Total number of connected auto APs: 0 AP011 Up52(auto) 80 3 8 2
Total number of connected common APs: 4 AP(012 Up 100(auto) 80 5 3 3
Total number of connected WTUs: O AP013 Up6(auto) 20 35 6 3

Total number of inside APs: O
Maximum supported APs: 128
Remaining APs: 124

Total AP licenses: 20

Local AP licenses: 20

Server AP licenses: 0
Remaining Local AP licenses: 16
Sync AP licenses: 0
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HR1E avUR 2
Anchor-ACH\SEEEN TLBFIT AP FA%]SS%Z FIAILMG
=X L TrelnetZfTEHLII1=T S [AC-probe] wlan ap-execute all exec-console enable el

<AC>system-view

[AC]probe

[AC-probe]wlan ap-execute all exec-console enable
[AC-probe]quit

[AC] display wlan ap all address

Total number of APs : 3

Total number of connected APs : 3

Total number of connected manual APs : 3

Total number of connected auto APs : 0

Total number of inside APs : O

AP name IP address MAC address

ROOM-101 192.168.0.51 1019-65c2-3ee0
ROOM-102 192.168.0.52 1019-65c2-48a0
ROOM-103 192.168.0.53 1019-65c2-4840

<AC>telnet 192.168.0.51
Password: h3capadmin
<ROOM-101>
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<ROOM-101>system-view Te

[ROOM-101]probe (h/m/s): CtlIBusy(%) TxBusy(%) RxBusy(%)
[ROOM-101-probe]display ar5drv 1 channelbusy 1 15:05:14 3 0 2
ChannelBusy information 2 15:05:05 2 0 1
Ctl Channel: 52 3 15:04:56 2 0 2
BandWidth: 3 4 15:04:47 2 0 1
Record Interval(s): 9 : 15:04:38 2 0 1
CurrentTime: 15:05:23 £ 15204:29 3 0 2
. ! 15:04:20 2 0 1
[ROOM-101-probe]quit g 15:04:11 5 0 )
<ROOM-101> 9 15:04:02 3 0 2
10 15:03:53 2 0 2
11 15:03:44 3 0 2
EFeRILDOE O—FIFONEIR TR RSN 12 e 3 0 )
\ — — 13 15:03:26 2 0 1
EiZD20B 5 DT —FMTRRSINET > 15:03.17 ] 0 )
15 15:03:08 2 0 1
16 15:02:59 2 0 2
17 15:02:50 4 0 3
18 15:02:41 2 0 1
19 15:02:32 2 0 1
20 15:02:23 2 0 1
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D247 FDEZIRHDINE
<ROOM-101>display diagnostic-information

Save or display diagnostic information (Y=save, N=display)? [Y/N]:y
Please input the file name(*.tar.gz)[flash:/diag H3C 20220414-160537 .tar.gz]:

Diagnostic information is outputting to flash:/diag H3C_20220414-160537 .tar.gz. J— R —

Please wait... I

Save successfully, (L LU U

<ROOM-101> ftp 192.168.0.10 port link-mode route

Press CTRL+C to abort. ip dhcp-alloc

Connected to 192.168.0.10 (192.168.0.10). FTPHY—/s— GE1/0/7 nat outbound AC
220 3Com 3CDaemon FTP Server Version 2.0 S

User (192.168.0.10:(none)): anonymous . ‘

331 User name ok, need password :
Password: Xxxxxxxx 192.168.0.10 <N LAGG
230 User logged in .

Remote system type is UNIX.
Using binary mode to transfer files.

ftp> put diag_ H3C 20220414-160537.tar.gz

227 Entering passive mode (192,168,0,10,255,98) 92.168.0.51
125 Using existing data connection , - . . : Ny . - : L

226 Closing data connection; File transfer successful. ‘Jf"——Lf g " ‘ff‘.——u : —

89048 bytes sent in 0.001 seconds (60.23 Mbytes/s) FIT FIT FIT 2b#nisR
ftp> quit

221 Service closing control connection
<ROOM-101>quit
<AC>
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POEXAYTFDERTE

11«—9—

ST - -

port link-mode route
ip dhcp-alloc
GE1/0/7 nat outbound AC

: H - lfllf‘l‘l\'ll"l

GE1/0/1, GE1/0/2
| LAca

802.1Q Tag: VLAN1, VLAN100, VLAN110
GE1/0/23f} GE1/0/24 POEX A v F

e . w ST - e e Mmm“b’{f‘

802. 1Q Tag: VLAN1, VLAN100, VLAN110

tag tag




N gl i 0) =JL =
POEX A3 axX A
<H3C>system-view

System View: return to User View with Ctrl+Z.

[H3C]vlan 100

[H3C-vlan100]port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/8
GigabitEthernet 1/0/23 GigabitEthernet 1/0/24

[H3C-vlan100]quit

[H3C]vlan 110

[H3C-vlan110]port GigabitEthernet 1/0/1 to GigabitEthernet 1/0/8
GigabitEthernet 1/0/23 GigabitEthernet 1/0/24

[H3C-vlan110]quit

#802.1Q8 5 & E

[H3C]interface GigabitEthernet 1/0/1
[H3C-GigabitEthernetl/0/1]port link-type trunk
[H3C-GigabitEthernetl/0/1]port trunk permit vian all
[H3C-GigabitEthernet1/0/1]quit

[H3Cl]interface GigabitEthernet 1/0/2
[H3C-GigabitEthernet1/0/2]port link-type trunk
[H3C-GigabitEthernet1/0/2]port trunk permit vian all
[H3C-GigabitEthernetl/0/2]quit

[H3C]Jinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernetl/0/3]port link-type trunk
[H3C-GigabitEthernet1/0/3]port trunk permit vian all
[H3C-GigabitEthernet1/0/3]quit

Tl'é.—l~475\68t23, 24F TRI%k
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[H3C]display vlian 100

VLAN ID: 100

VLAN type: Static

Route interface: Not configured
Description: VLAN 0100
Name: VLAN 0100

Tagged ports:

GigabitEthernet1/0/1 GigabitEthernet1/0/2
GigabitEthernet1/0/3 GigabitEthernet1/0/4
GigabitEthernet1/0/5 GigabitEthernet1/0/6
GigabitEthernetl/0/7 GigabitEthernet1/0/8
GigabitEthernet1/0/23 GigabitEthernet1/0/24
Untagged ports: None
# LAGGE& T

[H3C]interface Bridge-Aggregation 1
[H3C-Bridge-Aggregationl]quit

[H3C]interface GigabitEthernet 1/0/23
[H3C-GigabitEthernet1/0/23]port link-aggregation group 1
[H3C-GigabitEthernet1/0/23]quit

H3Clinterface GigabitEthernet 1/0/24
[H3C-GigabitEthernetl/0/24]port link-aggregation group 1
[H3C-GigabitEthernet1/0/24]quit

[H3C]save force

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.
[H3C]
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Trunk Hybrid

- iR—FCPVIDMEFRIESN TLVNBIE S (. 7L —LIZPVIDA
JEHITET,

- F5THWERIE. JL—LEZRAOYTLET,
-VLANDR—F CEFaISh TLV\S B & (E. JL—LEZ{EL
*9,

-VLANAR—FTHa SN TULVEWNES(E, JL—LEFFAyY
JLET,

TL—LMPVIDRTZHE,  VLANAR—FTEFRAISN T
R—EHPVIDIZELTLNSIE WAIGEITTIL—LZEEEL
BlE. 2T %HIBRLTIL— FT.IL—LDIFUITR
Lk ELFET, T—A XX, port hybrid
VLANDR—bk ETIRESN  vianvian—id-list{ tagged |
TWLWSMPVIDEELGSIZEE.  untagged ] AU FDEREIC
RTEHIBRETITTIL—L%E  FOTELGYFET, TI4I/LE
EELET, [Funtagged T,

FEIET /T YMMIAT ZFTHHD . FFHELHD D F B

* Trunk: PVID &R 7@ {1 170N

Hybrid: {5t 55N, F(FEULA T+ T E(tagged,
untagged)
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H3CRX A vF-Vlan

o« FUHOR—MILTDIEE
cS2 O FR—RMZVLANZ 7 H A2
S OR—KMZT 74 ILFVLANDERE

H3C-GigabitEthernet1/0/1] port link-type trunk
'H3C-GigabitEthernet1/0/1] port trunk permit vian {vlan-id list | all}
'H3C-GigabitEthernet1/0/1] port trunk pvid vlan vlan-id

INATV)YRR—R2ALT DIETE

INAT)YRR—KMIVLANZE T H A

INAT)YRR—HMIT I+ ILEVLAND EEE
'H3C-GigabitEthernet1/0/1] port link-type hybrid

'H3C-GigabitEthernet1/0/1] port hybrid vlan vlan-id-list {tagged | untagged}
'H3C-GigabitEthernet1/0/1] port hybrid pvid vlan vlan-id
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TCP 443
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TCP 19443 (T 74 MEET BICIFLLTFOa~x>Y FTITWLWET
cloud-management server port port-number
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UDP 123
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=RODBEDA T Dregisterd ')y, ZHREENBETHIADA—ILTRLAZAALET,

Usemame  newhc o https://cloudnet.h3c.com/

(6-32 chars that start wit

CENTER

Only letters, digits, and

Email 185 299@h3c.cq

Welcome To Cloudnet

~, Username / Email

Password Ty

— H3C U-Center — () Password

Confirm Password secccccoee — [ Remember Me
Cloudnet

V]Agree Oasis User Reg

Cloud-Driven Automation Makes Work Easy

The account already ¢
logi
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©

Cloudnetlzlg - > % —

T B

rrop anti-bmc network ipv4-simple enable

Q GOEFATAl T/ARAYI FIT PO —23>FIvY
® [OEF(FL] APSTHAE—PFERFTYY
® BOETVATLA] APESEEERFTYY
(5DETVA7L) APEESEHIEERT v Bl
©
Q BOEFATL] BEDBHRFTYY @
O BOEFA7L) AEVERRFTYH [EROEEEENTESFT]
BEAE : 7/ (A A0ATVEREEESRET 2.
FIA A% FIAAYUPIES FIAZETI Z0v k 2
AC 219801A1MG919BQ00023 WxX1840H - No data obtained
-MSR3830 219801A152M194AA000G MSR830-6HI-GL - 2 level 1 memaory alarms triggered with the first at 2022-11-17 12:39:15, a
MSRE30 219801A1S2M194AA000G MSR830-6HI-GL - No data obtained

Total entries: 3, current entries: 1- 3. Page 1 of 1 1 5=

FRIRTTE
AMCONTFEGREICEBLEhEEE L,

O BOEFTA] CPUEREFT VY [EEDERERNTEEET]

BENE 7/ AOCPUWEREFERT 2.
I AR FTIAARZVUPIIES FIAAEFT N =]

219801A1MG919BQ0O0023 WX1840H No data obtained

B

-MSR830 219801A152M194AAD00G MSR830-6HI-GL No data obtained
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G H3C Cloudnet x  + o - X
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H 3‘ Network Smart 0&M Service »

@ Dashboard Branch: H3C Site' H3C BEE A T+ A v All Devices v Client: 31 [5G |26 [24G]5 | AP: 4 | AC: 1 Mo
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Secunty
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@ v H3CTORSSIDEIZLUTDOARICEIHEEHYFETOT, TEBLESLY,
| AP Radio Details & Collected At09/17 10:35 RSS|:SNR(EE_,'*§|'J,F'EEJZIS db) = Slgnal(dbm) - 7I:I7//(X'(-95dbm)
Signall&{§ B ETHY. 7A7 /4 X E—95dBmE RGN FT,

[* Export ~ Filter

AP Name AC Name AP Score Deduction Radio Health Online Clients RSSI Channel Channel Usage (le
APO1 AC 100 - 1 Excellent 10 46db 60 3%

APO1 AC 100 - 2 Excellent 9 50db 100 2%

APO1 AC 100 - 3 Excellent 2 Sedb 11 18%

APO2 AC 100 - 1 Excellent o 0db 36 0%

APO2 AC 100 - 2 Excellent ) 0db 100 6%

APO2 AC 100 - 3 Excellent 1] 0db 1 16%

APO3 AC 100 - 1 Excellent 2 56db 36 1%
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Cloudnet®;EFRAHI — 25472 Mg

&5 H3C Cloudnet X + o -

[ |
g

¢ @ oasiscloud.h3c.com/o

maintenance/stahealth T B &

H 3C Network  SmartO&M  Service»
] Dashboard Branch: H3C Site: H3C HBEAT 12 All Devices v AP 4 AC 1 MAoD
Lﬁ‘ [ssues Health Yesterday Last Seven Days Custom

2 clients

| Client Health 5GHz () 2.4GHz © All
m Wireless
Clients W Excellent  J 09/17 09:30
& Network “ | [ excetent | Good | Average | e | Total |
" 5GHz 1 7 0 3 1
&  Optimization 24GHz 0 2 1 0

2 Total 1 9 1 3 14
6 Secumy | I IIIIIIIIII
@ w llllllllllllllllllllll.lllllllllllllllllllllllllllllll I
0 / 40 09

09/17 05:40 09/17 8:20 09/17 08:40 09/17 09:00 09y 10:00 09/17 10:20

7 06:00 09y

| Health Details (@ Collected At 09/17 10°35
[ Export ~ Filter
MAC VIP Level Username Auth Method IPv4 IPVE Security RF Band Client Score Deduction Health ssl | +/-

Packet Loss Rate:2
192.168.100.3

Non-VIP Unauth 6 - WPAZ-Personal 2 4GHz 75 0 Retransmission Ra  Good H3C
te:s
Non-VIP Unauth 10.66.209.11 - WPA2-Personal 5GHz 80 Packet Loss Rater20  Good H3C
182.168.100.3
Non-VIP Unauth EJ - WPA2-Personal 5GHz 80 Packet Loss Rate:20  Good H3C
Packet Loss Rate:2
182.168.100.1
Non-VIP Unauth a - WPAZ-Personal 5GHz 78 0 Retransmission Ra  Good H3(C
te:2
182.168.100.2
Non-VIP Unauth 9 - WPA2-Personal 5GHz 80 Packet Loss Rate:20  Good H3C
182.168.100.4
4d1-08 Non-VIP Unauth 2 - WPA2-Personal 5GHz 80 Packet Loss Rate:20  Good H3(

Fnnlnd | nnn Mata-a




oudnet® ;& A — Expert ModeZR 7 17

& H3C Cloudnet X | & H3C Cloudnet X & H3C Cloudnet x  +

H

Q = #
C 8 oasiscloud.h3c.com maintenance/stainfo/normal/1098-c3e4-9dal/219801A1MG319BQ00023/undefined/undefined/undefined/undefined b4 » 2 :

3 Network Smart O&M Service »

Expert Mode ssue Analysis Yesterday Last Seven Days Custom

Dashboard Client Info

Issues
| Statistics | Client Logs @
Clients
71.9Mbps 65.4Mbps 53db Time Range | 2021-09-17
Wireless
“Expand
Network
Optimization | Basic Client Info
W MAC: 1098-c3e4-9dal W IPv4: 192 168.100.37 W IPvG: - B ‘Vendor: Samsung B RF Band: 2.4GHz B Protocol Type: 802.11gn
Security W Usemame: M Device name: Canon.. W System Info: Canon B VIP Level: Non-VIP W Remarks: Printer W Remarks2: -

B Remarks3: - B Remarksd: -
VIP
| Connection Info @
Current State Qnline Online Duration: 23 dﬁ}"S 17 hr 7 min 33 sec Current Score i

1098-c3e4-9dal

T 192 168 100.37 = H3C-Guest s =

(® 192 168.100.37 : . o100 -
L L -+ -
Client SSID AP AC

| Score Trend @




Cloudnet® ;&R - Expert Mod

@ H3C Cloudnet

% | @ H3CCloudnet

c & oasiscloud.h3c.com/oasis6/static/#/maintenance/stainfo/expertmode/1098-c3e4-9dal/219801A1MG319BQ00023/undefined/undefined /undefined /undefined

H

=3

Dashboard

Client Info

Clients

Wireless
Network

Optimization
| Health Report

Security Metric

VIP RSSI

Channel Usage
Uplink Rate
Downlink Rate
Uplink Traffic
Downlink Traffic
Latency

Packet Loss Rate
Retransmission Rate

Association Duration

| Neighbor Client @

Expert Mode

% | @ H3C Cloudnet

Current Value

53db

18%

71.9Mbps

65.4Mbps

39.5KB

16.718ms

47.76%

2214%

80ms

Authentication Duration Oms

Issue Analysis

Reference Value

>30db

<40%

>43.3Mbps

=57 8Mbps

<15ms

https://oasiscloud.h3c.com/oasis6/static/#/maintenance/stainfo/expertmode/1098-c3e4-9da0/219801A1MG919BQ0...

% | & H3C Cloudnet x

Network

| Client Connection Info

Smart O&M

Yesterday

MAC:1098-c3e4-9dal

Usemname:

Retransmission Rate

Uplink Traffic

Downlink Traffic

Uplink Packets

Downlink Packets

Channel Usage

& H3C Cloudnet

Service »

Last Seven Days

IPv4:192.168.100.37

Device Name:Canond28521

A A S

@ Neighbor Client

x  +

Custom

IPv6:-

Vendor:Samsung

System Info:Canon MF741C/743C  Channel:11

) Click the trend graph to view details

Fy

"

R3SI

Uplink Rate

Downlink Rate

Latency

Packet Loss Rate

Radio Load

RF Band:2. 4GHz

Protocol Type:802.11gn

Remarks:

&) Capture

B 1 A
IU %..llll

A Al |

M A
AU

\ i

Pl

1|
TN A

0 1 A
PR
i

[ Al
J IlH] l._,.,,’ I=|

fu- _ﬂ_. _..Jll.._ — _h_. i ﬂ)\ﬂm

asvmabadnman sduauamdes
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FDRSSIZFE

G H3C Cloudnet

< c

Client Connection Info

X | @ HaC Cloudnet X | @ HaC Cloudnet

X | & HaC Cloudnet X G HiC Cloudnet

@ oasiscloud.h3c.com/oasis6/static/#/maintenance/stainfo/expertmode/1098-c3e4-9da0/2 19801A1MGI19BQ00023/undefined/undefined/undefined/undefined

x o+

© - o
w R A

H3CTAORSSIDEIZLUTDARICESELHEYET DT, TEELFEEL,
RSSI=SNR({& & * # & Lt db) = Signal(dom) — 787 /4 X(-95dbm)

Vendor: Samsung

Client MAC: 1098-c3e4-9da0  Client IP: 192.168.100.37 AP Name: APO1

Channel: 11

Radio: 3

SignallX{f§ B ETHY., 707 /4 X(E—95dBmERGESNFET,

Packet Loss Rate:

100%
80%

60% A
40% | [\
20% || |
0% AL

09/17 02:40:00

Channel Usage:

100%
80%
60%
40%
20%

0%

09/17 02:40:00

Total Uplink Packets

0
09/17 02:40:00

Uplink ARP Packets

Uplink and Downlink Packets:

Max @ Avg @ Min

09/17 04:00:00 09/17 03:20:00 09/17 06:40:00 09/17 08:00: EIEI

® Avg

09/17 04:00:00 09/17 05:20:00 08/17 06:40:00 09/17 08:00:00

@ Uplink Broadcast Packets ) Uplink Multicast Packets

09/17 09:20:00

09/17 09:20:00

B Uplink Unicast Packets

09/17 04:00:00 09/17 05:20:00 09/17 06:40:00

09/17 08:00:00

tency:

100ms
| 80ms |
A 60ms |
=S 40ms |
20ms |

Max @ Avg @ Min

1 L\ LA N

Oms

09/17 02:40:00

09/17 04:00:00 09/17 03:20:00 09/17 06:40:00 09/17 08:00:00 09/17 09:20:00

@& Max @ Avg @ Min

09/17 02:40:00

Uplink and Downlink Traffic:

Total Downlink Packets

1,000.0KB

B00.0KB

600.0KE

400.0KB
200.0KB _

0.0KB

200.0KB
09/17 02:40:00

09/17 09:20:00

Uplink ARP Rate

Total Uplink Traffic

09/17 04:00:00 09/17 05:20:00 08/17 06:40:00 09/17 08:00:00 09/17 09:20:00

@ Uplink Broadcast [ Uplink Multicast [} Uplink Unicast

09/17 04:00:00 09/17 05:20:00 09/17 06:40:00 09/17 08:00:00 08/17 09:20:00

Total Downlink Trafffic

n cance!
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G H3C Cloudnet X | & HaC Cloudnet X | & H3C Cloudnet X | & H3C Cloudnet X G H3C Cloudnet X+ o - x

¢ @ oasiscloud.h3c.com/oasisb/static/#/maintenance/channel

H3C

Network Smart O&M Service »

Branch: H3C Site: H3C HBEEA T+ 2 v

Channel Analysis Today Yesterday Custom Q Q
y

a: All Devices v Client: 31

| 5GHz Channels @ | 2.4GHz Channels @

B ExcefeUENLERIVEY Average NO-Radio M Excellent M Good M Average NO-Radio

Channel100 4444444444444844 444444
PRIl 1 111111111111 111111111111 11111111 111111111111
Channel60 1111 11111111111 111111
Pl 111111111111 11111111111111111111111111111111
Channels2 1111111111 11111 111111

OFEUAENN 2 2 2222222222222222222222222222222222222222222
Channel36 222222222222222 222222

07:15 07:30 07:45 08:00 0815 0830 0845 0900 0915 0930 0945 10:00 1015 10:30 07:00 0715 07:30 07:45 08:00 08:15 08:30 0845 09:00 09:15 0930 0945 10:00 10:15 10:30

| Channel Usage Details %)

AP Name = AP SN Radio = Channel Channel Usage = Tx Channel Usage = Rx Channel Usage = Interference = Q

No Data
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& H3C Cloudnet o | € H3C Cloudnet X | & H3C Cloudnet X ‘ & H3C Cloudnet X @& H3C Cloudnet X + [-] - X
&« (]} & oasiscloud.h3c.com/oasis6/static/#/net/network/sitecollection/site * B a
H 3‘ Network Smart O&M Service » A 5 [5] Manuals | H3C_Japan 1-3 >
&  Network Branch: H3C Site: H3C MBETA T+ 2 v
Dashboard Site Summary Area Management Time Zone
: 4 Last UpOale2uz1-ug-1/ USUZ (FINISnea)
B Sites
Auto Refresh (@ OFF (@ | & Recalculate T2 Discover Devices Show IP Address Show Interface Name | Expand All
D
O on
+

Cloudnet off Horizontal
IE Endpoints _ < ay Cloudnet
=

Monitor =]
i Settings @
E Maintain ;
B Messages a Ezﬁ?a:.am.a
#  System

Terminal Terminal

Terminal tch Terminal

Terminal x : Wi
55024PV3-EI-H

2-JP

Other Terminal
OM100
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Ry RJ—o R F0&M =E Q D & [Fw=apL|HC japanTs| |~
Az gR— JS5F 1 HIC Office -1 b HAC BBEA T2 v ETOHFI AR v wH 51 (5646 24G]5  AP:ed e0 AC: e1e0  /\O
Z BASESR 38 %8 BETE HR% LEE
n  FESSH
(2) © Q R &3 L ®
a FSAT Azsociation:2 Auth:0 IF:0 Roaming:0 Wireless Signal:0 Access Failure) Slow Responsze:0 Wireless Condition: Device:0 Applications:0

& FvhJ—2

| EESfEE | EERL BmEST | 2w
] =@t

@ tFaus« -
@ wp Device 0%
° HT R Access F.. 0
v Re
aming
Vireless.. 0% o=
25 15:05 2 2 11/25 2 25 2 1/25 15 25 15:4 25 25 15:50 25 15:55 2
BB S NUCAPHET | Bz EET
@
BEINTLVIL S Xz APEL BEINTLRL EEINITRFL
APLEI el £
0%

100% 100% 0%




CloudnetIBiE _F BN HT-AEDAPMASDTFEH =

H FyhDJ—2U  AY—HO&M SD-WAN Q H O B

W Hyzak—K JS5>F :H3COffice B b : HICHBBEATAR v & AR v EX 52 48 |4 AP:e5ed4 | AC:e2e0 /D
5 YL ADOBEE (FIF B3RS a) B
“ ma 2irhrone
u EESH

Allowlists @ @ @ i‘ @

= ) #% Association:118 Auth:0 P:0 Roaming:1 Wirele 0 A Device:20 Appications
_ 517>

Severe Interference High Channel Usage Large Ratio of Multica... High Packet Loss Rate High Retransmission ...
@ Fxyho—o
5.0

© A
] =mEK
QO tFauza

@:Advanced
P vp 2/14 0, P S

© Power Saving

| mESHF
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« Xy M= >RFL>Thvb

Cloudnet ESVA R AN—HO&M H—E» aQ N & [E =27l | H3C_salesdemo) e

& Zvyho—u Fho e Thav brFaUT«EE MSPEIE
Cog7ok

| EXER

£ TIE-TEETD

v ATLTR

s

ET2 | FhUMFE

- i H3C_salesdemo

@ SMS Gatoway *)te 7% K site manager@h3c.com z=

EFEER

4
¥

awem ;
FEATAT Others Restaurant Shopping Government Enterprise

& BEILOGOTIEETS

BIRSE
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CloudnetiRAL 7-BEZ HEECA—ILTRZD 165

22— rO&M > 75 vF >HYA b >Device/Area THRDEE % &}

Y FI—2 AX— ~O&M H—EX) Q [ z [E x=277)L | H3C_Japan & -

v ah—B 75> F :PJ_DEMO Ht:TSDemo v WX2510H-F v

2l "77U*® 21657

=S

Aoe Aalsh | Ry bD—ORFEE @ | @EEZOT O e ———
Rz o Mk

DS5AT>
xRy NJ—2
sEt

tF+aUso

= Safeguard

VIP
| BE=NI=APORE | EEES RS | R R oo (2

= Al-Driven Tasks




CloudnetiB#sIL - K EAE

- [BRE > 7 7—L > ERER

B P e

ANX— [~0&M

HE(ZA—ILTIE

H—E2Z0»

A5 (@)

166

-1 [~ : TS Demo v

(::) ¥
[GEagil
@ B FI—I
R} 517k
@ xvrJo—
Q =B
O tFaus—
&% safequard

v VIP DEF 155 285 305 AR SB% =3 B BEF O% 108

(—'—}, Al-Driven Tasks

Hi
j=n
ol
+HE
e
=5

~ AGY—Z [+ THZT— SHRSLET

=LA | msimE | o) Bs EFN =
| mam | RS E LI FERIS

SRS | ==m |

=HTUT | msm |

| E=5L~L @
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« A9 —FO&M > [ > 77— L > ERER
H3C B ANX— HO&M H—EX)» Q H Lo & E]I?:_—L_Tz)HHGC_Japané-

Awvamh—E ExOy ERiES
5 | {EIEEEER5RES
SET
T default strategy
485 default strategy 7 '3 — A %*ﬁ%u L 1"_ n . |_)( — )l,ﬁ_kiﬁj % ‘EE*R L iﬁ#ﬁ%
“ S A= ag
— EETEIA-NLTFLRZERLET,
U7 @: A—F> @U0—X
- X=LWTF7FLRBIEBEHEDTFLRELRYET,
 EWAR I A—) R I @
TFasr
EREA : SRFAIFBRBCERCHUTREUESE0EDEEA—ILITEDET ; £ = e
= Safeguard FURESRESIOFHES(CI000BDESA—ILEREDTT . FEDOFH SIRER B2 BEE M =
VIP .
=D B B rS&EHET E1EH @ BE
= Al-Driven Tasks
0 =T 2
* AFF R0« RO @‘/ 270—X
* Info sync @ & HO0—X
*ERTNV b AT BEPHT N 4 EE7NTY MEBRENE LR 0
@ -site manager@h3c.com W‘
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« ZIR4HFE > Device state & Smart O&MD > DER %= BT S

Cloudnet Network ~ SmartO8M  Semice) 2 A & [E] Manuals | HC_salesdemo| | -
Dashboard Alarm List Subscription
il A fo:
(% Issues * Alarm Info: Alarm Category Alarm Type Alarm Severity Alarm Triggers
e Anal ithi o (75
CPU Usage Tip Avg CPU usage within 10 min exceeds | 85 % (75 to 100, 85 by default)
0 & Memory Usage Tip Avg memory usage within 10 min exceeds 85 % (75 1o 100, 85 by default)
a Clients AP bulk dropped Tip Inthe past | ¢ min one or more APs are disconnected, (0 to 120, 0 by default) (2)
AP frequent dropped Info An AP dropped more than 5 times in 24 hours yesterday
222 Network
Device offline Info Device offline from cloud platform for more than 10 minutes / 24 hours
f‘\ _ - o
& Optimization &= Device frequently offline Minor Device offline from cloud platform more than 7 times within 10 minutes
N Device slate AP batch online Tip Inthe past | 0 min one or more APs are connected (0 to 120, 0 by default)
@ Security
Port UP/DOWN Info Device port status changed
- Safeguard
Paort POE Info Port PoE function status changed
v VIP IP Address Conflict Iinor IP address conflicts were detected on a switch interface
EoGRE Tunnel Interface Up/D
{5\‘5 Al-Driven Tasks Tip EoGRE Tunnle Interface State Change
own
Device upgraded successiully Tip Device upgraded successfully
(] Device upgraded failed IMinor Device upgraded failed
Device operation Device restart Info Device restart
- Device unbinding Info Device unbound from the CLI




ZELET7I—FA—=ILDOHI o

From: <cloudnet@oasisinfo.h3c.com>
B{+: 2022848 128(K) 10:46
{#44: Cloud platform—Alarm

To: <site_ manager@h3c.com>

Cloud platform—Alarm The device WX1840H_DEMO in the TS Demo site outgoing and incoming traffic ratio
exceeds the system pre—made threshold, and there may be a large number of broadcast message replication.
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Cloudnet 7 Z71J(10S)

Cloudnet App Int
Hangzhou H3C Technologies
Co., Ltd.

e 0

4+ & (2]

Hangzhou H3C T

7y TTr—h

> 1.11 9 Al

=2 gV EE

Login page upgrade.
Guset Login for app preview.
Bug fix.

Cloudnet ~

Clood Driven Automation Makes Yok Easy

WebSite
\.) xiejinying

() TestingEnvironment

@ mitrs

R

BR

Interface State

Layer 2 Interfaces Layer 3 Interfaces

GE1/0/1 ol 1G(a)

| Full Duplex

GE1/0/2 auto
VLAN: 1

N | W« | Not Negotiated

GE1/0/3
VLAN: 1

Ll

Not Negotiated

ol auto

s | Not Negotiated

Jevice Info

CPU

CPU Monitor

(%)

Current Value

5%

170

TS Demo

Performance

@

Memory Rate

Today ° 30

Man

Alarm Threshold

75%
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TS Demo = TS Demo =

Performance Operati Statistics

I Summary

-

Memary

Memory Monitor

(%) o 1 AP Traffic Top 5

Sca’-21e7-38a0

I Client Quantity Top 5

I Disassociation Ratio

G
Current Value Alarm Threshold Disassoc Ratio
5%

Once Twice

AP List =

&£ 0

17.9MB

Three Times Four Times or Above

WX2510H-F =

Running Info

Statistics

Online Status
Uptime

Online

Device version
Backup At
Online/Total APs

Clients

Basic Info

Port State

Online

00d:05h:12m:19s

00d:05h:1Tm:02s

Release 5452P03
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TOEARAUNI ATV DIRERT

@ AC(EEETDAPLEHTO)D/N—23 Ty T
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DIAT U DERZIEIRERER
@ AAYFDHRFE
m Cloud &1
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AT 2 O—S5(AC)RERE H 85 173

TFTIAILNEIBAPE 50(WA6638), 32(WA6320)
. 1/4/8/16/128/512/102 B
T, S4tERAH AR 1//16 g
RAEHEAEEAPE 128 1024 50(WA6638), 32(WA6320)
BEARRI—Y—% 1280 20480 512
802.117okrajL HR—
< JLFSSID(RFZ7=Y) 16
SSIDMIEXRT HR—
802.11G &% HR—
802.11nA ") — HR—
A—H D4R SSIR—R/RFR—R&EHHR—
802.11MAC s o
TARIL HR—
EHOEI—FE|IYT HR—
A0MHzE—K )20MHz/40MHz D FA—
BEIR(VF "
A—AJLERi% SSID + VLANIZE X A—A)L#xi% T4 O O—hH)LERE
BEUTZILE S AN HR—
ACHH -
(DHCP#7352-43. DNS) Hih—k
IPV6k> )L HR—
Clock[z] #A HR—
CAPHE Jumbo frame#r ik HHR—
N7 N T A— R .
’;;ﬁf;?gm%*“ ENW/SSA=R o e | sa01P . VLAN. BEREEH1=ACTEL X

APEACRIDL2 [ L3tE#E HR—
AP ELACRIDNATRS/A—H )L HR—k JEHR—




ABE dmEA . WX1840H WX3840H Anchor-AC

Nz ACHMDAPREITOL2&:L30—30 % HR—k
- ACREIMAPRITOL2&L30—30 % HR—k FEYR—k
NAT HR—k Hk—k
PPoE HR—bk EHHR—k
DDNS HiR—k JEHHR—F
GIWHEE SSL-VPN HR—k FEHAR—b JEHIR—F
IPsec-VPN HR—bk JEHR—F
RIP GR—k FEHR—
GRE HR—bk E| S N
TOERHEE AT RTLIIT—FF— HR—bk
WEP-64/128, BjfJWEP HR—k
WPA, WPA2 HHR—F
TKIP STNT Y
CCMP HR—K(892.11n%EHE 42)
SSHv1.5/2.0 HR—k
J 1L XEAD oL

(TURRAUET 2RIV FA—)L)

R—4RJLEBEE

b YE—REE. SR —/\—

802.1xEREEF

EAP-TLS, EAP-TTLS,
EAP-PEAP, EAP-MD5,
EAP-SIM, LEAP, EAP-FAST,
EAP offload (TLS,PEAP only)

EAP-TLS, EAP-TTLS,
EAP-PEAP, EAP-MDS5,

EAP-GTC

R=BIAR="A)FAL Y3y

HR—k:SSIDR—Z APFR—A)LR— Twa

O—AhJL 85T

802.1x, fR—4%JL. MACEEEE
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ABE HEE |WX1840H WX3840H Anchor-AC

A—AhJLERE 802.1x, R—4A )L, MACE2; 175
802.1x, R—4AJL .

LDAP:EE 802.1xO4 A/ B IZEAP-GTC & EAP-TLSY  JEHHR—b
R—bk

%}Dﬁ?’r—va‘/&—xwl—ﬁ—w]tx PRSI

AT 9t R i HR—k

VIPFv )L HR—bk

ARPIE R %N HR—bk:J AL XSAVI

SSID# Y3 E LA SSIDéA—H—ZH/INA(UR

SSID & K A(> TAAAH—/\—ER HR—bk

AAAH — /) N—/ Ty HR—k

3‘ i’j’éx_Xl—*ﬂ'—Fﬁa)El—jJ)leAA T

TACACS + HR—bk JEHR—F

00S ToAF T4 TIELY HiR—k
_ Vot Yy = “w VAN

;EZ LAy T4 R) T ENST49D 5 HR—p EHHR—k

L—HIBR HR—bk JEHR—bk

802.11e/WMM H7R—b: 8KbpsD i & THHR—k

A—H—TOTrAILIZEHKTItR o

i K

AT ) T M w IR I R o °

(B AT LTULL) TR FUAE

ATV T NI IR HIR $R—k (A—F—EH) FHR—h
HR—b: F5T4v I IEERERR T, £TO

AT T MBI RET SSIDT/\ryhEBHITEE, M40 FEHER—k

BREREF (LB SSIDD R/ ISR ZEEREE




ABE dmEA  |WX1840H WX3840H Anchor-AC

SVPI74~ANDQoSHE{t HHR—k 176
O— L7 RSy 3 4l|#H(CAC) YiR—b: A —H—H/FEHIER—X
End to End QoS HR—bk
AP7vO—KEE HIR HiR—k
Ea—k~Ovd HR—k
BB FYRILEBNDETE HiR—bk
BHEIGEFrRILEENRTE HR—bk
HEMTIEEL — AR HR—k
RF& 1 I YT HR—ILDRHE EEIE HR—k
YiR—k: 57090, A—H—, YR—h: b T740v 7,
bl WA I Ei&%ﬂu:gfﬁéiﬂ?:ﬂ)blﬁ;’J*x'%z%*frl-f— ST
AoT)o o rA—RNT Y HiR—k
APO—RN\SULUG 5 WV—T YiR—b: BENIRE EZHGRTE
BTV IR HiR—bk
TSI Ak HR—k
FIEAPDOH HR—k:SSIDR—X_ BSSID, T/A(RA0UI%E
pxayss  TEAPHE FR—t
ToITAVT HEDRE HR—bk
BUTELHREDRE HiR—k JEHHR— b
WeaklVIRE D& H HR—bk
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