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EEVTAYTIN—TERERTLET display wlan mobility group

HAEDYSAT7orDO—305 NS5y oiEHR%E | display wlan mobility roam-track
FKRLET, mac-addressmac-address



WLANO—3>%4 D% EHI

CORFAAVMIBHEINTOBRAPETILE LUV TZIILES (. H<ETHLHITY  APE
FILBELUUTILBEEDHR—KE ACETILIZESTERYET,

Bl ACHO—325 DERE
RYRT—ORERE

FIE

RAIZTRT K5I, HSATURDAP IMBSAP 20 EILSSIDIZA—I 4 TE A LSIZACHA
—IVHEBELET, 22DAPIXRICACIZ&E>TEEShE T,

4.y r7—9F

AC

AP1 AP2

9247k

#service LW\ B RID Y —ERTUTL—RE{ERK L. SSIDZLICEEL T, Y—ERTUT
L—bEAR—TILIZLET,

<AC>system-view

[AC]wlan service-template service

[AC-wlan-st-service]ssid 1

[AC-wlan-st-service]service-template enable

[AC-wlan-st-service]quit

#aplEWSBRIDFHAPEERL. APDETILESTILIDEIRELET,
[AC]wlan ap apl model WA4320i-ACN

[AC-wlan-ap-ap1]serial-id 219801A0CNC13C004126
H#H—EXTUTL—FEAP LIOEIRLUZNAURLET,

[AC-wlan-ap-ap1] radio 1

[AC-wlan-ap-apl-radio-1] radio enable

[AC-wlan-ap-apl-radio-1] service-template service

[AC-wlan-ap-ap1-radio-1] quit

[AC-wlan-ap-ap1] quit

#ap2&E LV R RTDFEAPEERL . APDETILEVYTILIDEIEELET,



[AC] wlan ap ap2 model WA4320i-ACN
[AC-wlan-ap-ap2] serial-id 219801A0CNC125002216
HY—ERTUTL—LEAP 2D ERLIZ/ANAURLET,
[AC-wlan-ap-ap?2] radio 1
[AC-wlan-ap-ap2-radio-1] radio enable
[AC-wlan-ap-ap2-radio-1] service-template service
[AC-wlan-ap-ap2-radio-1] quit
[AC-wlan-ap-ap2] quit
BEDHESE
HOZAT URDAP 1DoFA US4 UITIEEHEIITLET GEIETRTEINFEEA).

#ISAT U RDAP LUZEAEM TN TEY ., O—SIV T AT—2ADN/ATH D EEFEZEL
F3, X, I95AMT7 RO —3IV T EFETLTLVENZEERLET,

[AC] display wlan client verbose

Total number of clients: 1
MAC address

: 9cd3-6d9e-6778

IPv4 address :10.1.1.114
IPv6 address - N/A
Username - N/A
AID 11
AP ID 11

AP name apl
Radio ID 11
SSID 11
BSSID : 000f-e200-4444
VLAN ID 11
Sleep count . 242
Wireless mode : 802.11ac
Channel bandwidth : 80MHz
SM power save : Enabled
SM power save mode : Dynamic
Short Gl for 20MHz : Supported
Short Gl for 40MHz : Supported
Short GI for 80MHz
Supported Short Gl for 160/80+80MHz
Not supportedSTBC RX capability
Not supported
STBC TX capability : Not supported
LDPC RX capability : Not supported

SU beamformee capability
MU beamformee capability
Beamformee STS capability
Block Ack

Supported VHT-MCS set

: Not supported

: Not supported

: N/A

:TIDO In
NSS10,1,2,3,4,5,6,
NSS20,1,2,3,4,5,6,



Supported HT MCS set

0,1,23,4,56,7,
8,9, 10, 11, 12, 13, 14,
15, 16, 17, 18, 19, 20,

21, 22, 23
Supported rates 6,9, 12, 18, 24, 36,
48, 54 Mbps
QoS mode : WMM
Listen interval 110
RSSI 162
Rx/Tx rate :130/11
Authentication method : Open system
Security mode : PRE-RSNA
AKM mode : Not configured
Cipher suite - N/A
User authentication mode : Bypass
Authorization ACL ID : 3001(Not effective)
Authorization user profile - N/A
Roam status : N/A
Key derivation : SHA1
PMF status : Enabled

Forward policy name
Online time
FT status

: Not configured

: Odays Ohours 1minutes 13seconds

. Inactive

HACIZOZATURRADA—IV T IR B HHIEEERLET,
[AC] display wlan mobility roam-track mac-address 9cd3-6d9e-6778
Total entries : 1

Current entries: 1
BSSID Created at Online time

AC |IP address RID AP name 000f-e200-4444 2016-06-14 11:12:28 00hr 01min 16sec
127.0.0.1 1 apl

HIZAT URDAP 21CA—32 5 TEBLIICLET GEHIT AR,

#IZAT URDAP 2IZEEMITONTEY ., A—22 5 AT—42 A A ntra-AC roamT#H S
LERERLET,

[AC] display wlan client

verboseTotal number of

clients: 1
MAC address : 9cd3-6d9e-6778
IPv4 address :10.1.1.114
IPv6 address - N/A
Username : N/A
AID 01
AP ID 12
AP name : ap2

Radio ID 01



SSID

BSSID

VLAN ID

Sleep count

Wireless mode

Channel bandwidth

SM power save

SM power save mode
Short Gl for 20MHz

Short Gl for 40MHz

Short GI for 80MHz

Short Gl for 160/80+80MHz
STBC RX capability

STBC TX capability

LDPC RX capability

SU beamformee capability
MU beamformee capability
Beamformee STS capability
Block Ack

Supported  VHT-MCS set

Supported HT MCS set

Supported rates

QoS mode

Listen interval

RSSI

Rx/Tx rate
Authentication method
Security mode

AKM mode

Cipher suite

User authentication mode
Authorization ACL ID
Authorization user profile
Roam status

Key derivation

PMF status

Forward policy name
Online time

FT status

1

: 000f-e203-7777
1

1 242

: 802.11ac

. 80MHz

. Enabled

: Dynamic

. Supported

. Supported

. Supported

. Not supported
. Not supported
. Not supported
. Not supported
. Not supported
. Not supported

0 0,1,2,3/4,56,7,

8,9, 10, 11,12, 13, 14,
15, 16, 17, 18, 19, 20,
21,22,23

© 6,912, 18, 24, 36,

48, 54 Mbps

: WMM

. 10

. 62

: 130/11

. Open system
: PRE-RSNA

: Not configured
: N/A

. Bypass

: 3001(Not effective)
: N/A

Intra-AC roam

: SHA1

: Enabled

: Not configured

: 0Odays Ohours 5minutes 13seconds

: Inactive

HACIN)SA T UMDE—IV T TR EBHLI-CEERERLET,
[AC] display wlan mobility roam-track mac-address 9cd3-6d9e-6778

: N/A

: TIDOIn
NSS10,1, 2, 3, 4,5,6, 7,
NSS20,1, 2, 3, 4,5, 6,

8
8



Total entries :2
Current entries: 2

BSSID Created at Online time AC IP address
RID AP name000f-e203-7777 2016-06-14 11:12:28 00hr 01min 02sec 127.0.0.1 1 ap2
000f-e200-4444 2016-06-14 11:12:04 00hr 03min 51sec 127.0.0.1
1
apl
. =~ » =L
{5l:ACREIR—22T DEXRTE

RYRT—ORERE

K5IZRT &SIZ, ACHIA—3V TR ELT. VAT UMM ELDACIZE>TEESATLY
BAP 2MBAP 3IZA—3F TEBLSIZLET,

R5rvbT—IE

o—=3 VU JER
AC1 Tm— IV UEE AC2

AP1 AP2 AP3 AP4

7747 b
FEVT 4 TN—T

FIig
1. ACI1#F‘ZELFET,
#serviceEWVSBRID Y —ERTUTL—hEER L. SSIDZofficel Z3RELT. ¥
—ERXRTUTL—bEAR—TIIZLET,
<AC1> system-view

[AC1] wlan service-template service

[AC1-wlan-st-test] ssid office

[AC1-wlan-st-test] service-template enable

[AC1-wlan-st-test] quit

#aplEWVSEZFIDFHAPEERL. APDETILELY T ILIDEIEELET
[AC1] wlan ap apl model WA4320i-ACN

[AC1l-wlan-ap-apl] serial-id 219801A0CNC138011454



#F—ERTUTL—IEAP 1O EBRLUNAURLET,
[AC1-wlan-ap-apl] radio 1

[AC1-wlan-ap-apl-radio-1] radio enable
[AC1-wlan-ap-apl-radio-1] service-template service
[AC1-wlan-ap-apl-radio-1] quit

[AC1-wlan-ap-apl] quit

#ap2ELVS B RID FEAPEERL. APDETILEL YT ILIDERELET .
[AC1]wlan ap ap2 model WA4320i-ACN
[AC1-wlan-ap-ap2]serial-id 219801A0CNC138011445
#H—ERTUTL—IEAP 2D ERLIZ/INAURLET,
[AC1-wlan-ap-ap2] radio 1

[AC1-wlan-ap-ap2-radio-1] radio enable
[AC1-wlan-ap-ap2-radio-1] service-template service
[AC1-wlan-ap-ap2-radio-1] quit

[AC1-wlan-ap-ap2] quit

t#office L\ RBIDEE T4V IL—TEZERLET,

[AC1] wlan mobility group office
#IADTPRURILDIPTRLARATEIPVALL TIEELET .
[AC1-wlan-mg-office ] tunnel-type ipv4

#IADTPrU RIVEREIL S BT DEFTIPTFLR%10.1.4.22E L THRELET .
[AC1-wlan-mg-office] source ip 10.1.4.22

#AC 2&EEYTA4T IL—TITEBMLET
[AC1-wlan-mg-office] member ip 10.1.4.23
HEETATN—TE=BHIZLETS,

[AC1-wlan-mg-office ] group enable

[AC1-wlan-mg-office]quit

AC 2%ERELFET .

#service WS ERTDH—E R T TL—bEERLL. SSID%officeLtEEL T, —E
ATUTU—bEAR—TIIZLET,

<AC2> system-view

[AC2] wlan service-template service

[AC2-wlan-st-service] ssid office

[AC2-wlan-st-service] service-template enable

[AC2-wlan-st-service] quit

#ap3&E LV ZHTIDFEHAPEERL. APOETILEVYTILIDZRELET .
[AC2] wlan ap ap3 model WA4320i-ACN

[AC2-wlan-ap-ap3] serial-id 219801A0CNC138011439
HH—EXTUTL—FEAP 3D EMRLUZNAURLET,

[AC2-wlan-ap-ap3] radio 1

[AC2-wlan-ap-ap3-radio-1] radio enable

[AC2-wlan-ap-ap3-radio-1] service-template service

[AC2-wlan-ap-ap3-radio-1] quit
[AC2-wlan-ap-ap3] quit



#ap4ELVS B RIDFEAPEERL. APDETILEL YT IILIDERELET .
[AC2] wlan ap ap4 model WA4320i-CAN
[AC2-wlan-ap-ap4] serial-id 219801A0CNC138011448

#—ERTUTL—IEAP 4D JRLIZNAURLET,
[AC2-wlan-ap-ap4] radio 1

[AC2-wlan-ap-ap4-radio-1] radio enable
[AC2-wlan-ap-ap4-radio-1] service-template service
[AC2-wlan-ap-ap4-radio-1] quit

[AC2-wlan-ap-ap4] quit

#office LN RBIDEE Y TAT IL—TEERLET .

[AC2] wlan mobility group office

#IADTPRU RILDIPFTRLRRATEIPVAEL THRELET .
[AC2-wlan-mg-office ] tunnel-type ipv4

#IADTPrU RIVEREIL S B1=8h DEFTIPTFLR%10.1.4.23ELTHRELET .
[AC2-wlan-mg-office] source ip 10.1.4.23

#AC 2&EEYTA4T IL—TITEMLEY
[AC2-wlan-mg-office] member ip 10.1.4.22
HEETATN—TE=BHIZLET,

[AC2-wlan-mg-office ]group enable
[AC2-wlan-mg-office]quit
BEDHE
#AC LIZEEYTAT I —THMEREN TSI EERERLET
[AC1] display wlan mobility group

Mobility group name: office
Tunnel type: IPv4 Source IPv4: 10.1.4.22

Source IPv6: Not configured Authentication method: Not configuredMobility group status: Enabled

Member entries: 1
IP address State Online time
10.1.4.23 Up 00hr 00min 12sec

#AC 2 EICEE)TAT W —THMEREN TS LEFERLET .
[AC2] display wlan mobility group
Mobility group name: office

Tunnel type: IPv4 Source IPv4: 10.1.4.23

Source IPv6: Not configured Authentication method: Not configuredMobility group status: Enabled

Member entries: 1

IP address State Online time

10.1.4.22 Up 00hr 00min O5sec
HAP 2TUZAT UNEA U ZAUIZL TG, 9547 U EAP 3ITA—3 7 SEFT(FE
(FEHE),

#AC 1D I SA T rOA—IV T ERERTRLT. IS4 T UMDAP 205454 UIZHY .,
AP 3[CA—3 F L= eEREZELET,

[AC1] display wlan mobility roam-track
|



mac-address 9cd3-6d9e-6778Total entries : 2
Current entries: 2

BSSID Created at Online time AC IP address RID APname
000f-e203-8889 2016-06-14 11:12:28 00hr 06min 56sec 10.1.4.23 1 ap3
000f-e203-7777 2016-06-14 11:11:28 00hr 03min 30sec 127.0.0.1 1 ap2

#AC 1T, 9547 RHAC 212O—32 5 LI=C EFREFELE T, Roam-in, roam-outD &R
[X180MMRFINFET .

<AC1>display wlan mobility roam-out

Total numbers of entry:1

MAC address BSSID VLAN ID online time FA IP address

9cd3-6d9e-6778 000f-e203-8889 10 Ohour O1minitue 59S 10.1.4.23

#AC 2T, 94T VLHAP ITELEMITONTEY, A—32 9 RT—2 X HlInter-AC roam
THAHZELEERLET .

<AC1> display wlan mobility roam-out

Total entries: 1

MAC address BSSID VLAN ID Online time FA IP address9cd3-6d9e-

6778 000f-203-8889 1 00hr 01min 59sec 10.1.4.23

#0n AC 2, verify that the client has associated with AP 3, and the roaming status is
Inter-AC roam.

<AC2> display wlan client verbose

Total number of clients: 1
MAC address

: 9cd3-6d9e-6778

IPv4 address :10.1.1.114
IPv6 address - N/A
Username :N/A

AID 11

AP ID 03

AP name ap3

Radio ID 01

SSID 01

BSSID : 000f-e203-8889
VLAN ID 01

Sleep count . 242
Wireless mode : 802.11ac
Channel bandwidth : 80MHz

SM power save . Enabled
SM power save mode : Dynamic
Short Gl for 20MHz . Supported
Short Gl for 40MHz . Supported
Short Gl for 80MHz . Supported

Short Gl for 160/80+80MHz
STBC RX capability

STBC TX capability

LDPC RX capability

SU beamformee capability

. Not supported
: Not supported
: Not supported
. Not supported
. Not supported



MU beamformee capability
Beamformee STS capability
Block Ack

Supported VHT-MCS set

Supported HT MCS set

Supported rates

QoS mode

Listen interval

RSSI

Rx/Tx rate
Authentication method
Security mode

AKM mode

Cipher suite

User authentication mode
Authorization ACL ID
Authorization user profile
Roam status

Key derivation

PMF status

Forward policy name
Online time

FT status

: Not supported

: N/A

: TIDOIn

: NSS10,1, 2,3, 4,5,6,7,8
NSS20,1, 2, 3, 4,5,6,7,8

:0,1,2,3,4,5,6,7,
8,9, 10, 11, 12, 13, 14,
15, 16, 17, 18, 19, 20,
21, 22, 23

16,9,12, 18, 24, 36,
48, 54 Mbps

: WMM

110

162

:130/11

: Open system

: PRE-RSNA

: Not configured

- N/A

: Bypass

: 3001(Not effective)
:N/A

Inter-AC roam

: SHAL

: Enabled

: Not configured

: Odays Ohours 5minutes 13seconds
. Inactive

# Verify that the client has roamed from AC 1 to AC 2.

<AC2> display wlan mobility

roam-inTotal entries: 1

MAC address BSSID

VLAN ID

HA IP address9cd3-6d9e-6778 000f-e203-8889 1 10.1.4.22
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802.11rMDER5E
802.11r

802.11r fast BSS Transition(FT)I&. 7547 rHEICESSHTBSSH 5 Al D
BSSICA—I 7§ 5LEDELEER/NRICHIZAET, 802.11r FTH, 54Tk
FR—TIRAPEAYE—VF R I DMLENHYET,

802.11riR1EHAE

FTIZIX. RD Ay E—ORBAXINRAESNTNET,
e Over-the-air:254 7> & O—IV T RIOREED=OIZ4—F Y APLE
EEELET.
e Over-the-DS:2SA 72U MNMIBMAEDAPENLTE—SvRAPLEIEL., HBARTO
—SUBHETLET,
Over-the-air FT&ftLFzACRO—3>4%
K1IZRT KT, 94T MEIAP 1ZBEEMITONTWNVET , EIEFTIZCKDAC
RA—IUHTIE. ROTOEANERINET,
DIAT U MEIFTEREEERZFAP 2[2EELET,
AP 2[IFTEREEIGEZ I AT U MIEIELE T,
DSATUNIBT7YOI—2a EREAP 2ITEELET,
AP 2[3B 7YY I—1avibBEEIIATUMIZEELET,
HSATUMIAP 21zO—22 5 LE T,

®1 Over-the-air FT&ftL1=ACRA—3>%4
AC

o wbdhpRE

AP 1 AP 2

1. Associated with old AP

B et

2. FT authentication request

L= = ]




Over-the-air FTZf*LT=ACRIO—3> 4

K2(ZRT K2, 94T MEIAP 1ZEERM TN TWVED , EIEFTIZCKDAC

MO—3 45 TlE. ROTAEANMERAINET,

1. OSATIRDAUSAUITIBEAC LIXISA T DO—SU T 1EHE
AC 2123 ELET, O—IFERICIZ. PMKEYSATURVLANDRE TN
*9,

2. DFATUNIFTERIIERZAP 2I2EELET,

3. AP 2IIFTEEELGEEI AT UMIEELET,

4, OSATUNIBEEEMITEREZAP 21ITEELET,

5. AP 2(IBBEEMFICEEITATUMIZFELET,

6. ISATUMEAP 2IcO—3IUHLET,

B2 Over-the-air FT&ftLI-ACRIA—3>%
AC 1 AC 2

2. Synchronizing PMK for

the client
AP 1 AP 2

1. Associated with old AP

3. FT authentication request

23



over-the-DS FTIZ&AACHAO—3IV4Y

K3IZRT KT, I5A4T U MEIAP LIZBEER F 5N TLVET , over-the-DS FTIZ
£BAACHO—IVT Tl ROTORMMFEAREINET,

1. OSATIUMDAUSAUITERE ACIFA—IV S ITUN)EERL. FhED

SATUNREIZEELET,

2. DFATUNIFTERIIERZAP 1IZEELET,

3. AP LIZFTERRNEEISIATUMIEELET,

4, OSATUNIBEEEMITEREAP 21ITEELET,
5
6

AP 23 BREMITIREEISATUMIEELET,
OS54 TFUMNEIAP 21— 5 LET,

3 over-the-DS FT&fNtLI=ACRO—3>4
AC

'\ 2. Preroam  _.’

~

ik

'

3.'Action frame FT request
1

4. 'IAction frame FT response

i
1
1
1
i
1
1
i
1
1

v

____________________.’

|
|
I
1. Associated with old AP
|
I
1
|

5. Reassociation request

24



over-the-DS FTIZ&AACRIO—34

K4IZRT K2, 954 T MEAP 1IZBEERM TSN TULVET , over-the-DS FT#
MLE=ACHEIO—IV S Tl ROTOEREZFHLET,

1. OSATIRDAUSAUITIBEAC LIXISA T DO—SU T 1EHE

AC 2[ZF{ELE T, O—I T EHRIZIEZ. PMKEYSA T RVLANDEEN
*9,

DIAT U MEIFTEREEERZAP 1ITEELE T,

AP LIIFTEREEIGEZ AT U MIZEIELET,

DF5AT U MNIBREEMITEREAP 2(23E{ELET .

AP 23 BREMITIRREEISATUMIEELET,

6. IIATUNIAP 2[zO—3IHLET,

B4 over-the-DS FTZftLI-ACEIO—3> %
AC 1 AC2

AR

2. Synchronizing PMK for
iREdliERt T T >

AP 1 AP 2

1
o A
! 1
13 :Aciion frame FT request b
. L
i i4.'|A01ion frame FT response i i
1
oL Lo
[ H |
! i i [
11 11. Associated with old AP i :
bl P
[ L H t
i 5. Reassociation request v
~ e 6 Reassociationresponse |
e LROAMINGOAPZ >

Client

25



JOka)LLEEHE

802.11r IEEE AT LBIDERBEERLWIERXE., O—HILTYTHRyLT—H
EARORYZAOTY TRV T—0 BEEH

HHEES LV FEEIE802.11rETE

802.11rx R E T HIHE (T ROFHFELS LPIEFEICR TS,

o  FTHEHR—FLTWEWISATUIBWLANIZZ VA TESLSIZT SIS
[X. BILSSIDZFEALT22oDY—ERTUFL—rEERLET . 1DIXFT
EEDIZL. 51 DIXEHIZLET,

o TFHIMBRAMY—DHRUINIZESI-=WNIZISATUMAUSA 212
HEWKSIZFBICIE ALY —ERXRTUTL—MIxtLTFTE802.1XD E
HMB R Z A R~ —T JLITURULTLZELY, 802.1XD E AR B ERAE D&
FIZDULVTIE, TUser Access and Authentication Configuration Guide %
SHRL TS,

o FTZENLTWLANICEEER ITEN TS IS4 T MTIE PTKZ YT T7—hk
[FHR—rSNFER A PTKZ YT T—rOFEMIZ DL TIE. TWLAN
Security Configuration Guide J#Z B L TL=Z&0Y,

802.11rMDXE

1. YRTLEx—ZRBLET,
system-view
2. Y—ERTUIL—LE2—FRBLET,
wlan service-template service-template-name

3. FT&HE®ICLEY.
ft enable
TIHIVNTIE FTIET4E2—TILTY,
4. (EEFTAKXZHRELFT,
ft method { over-the-air | over-the-ds }
TIAIETIE FTARITERTT,
5. (ER)B7VIVI—2avBA LT IMNIAT—FERELET,
ft reassociation-timeout timeout
TIHIWETIH. Y IT—230 3 LT IMA—I£20TT,
BALT IMIAR—DET T ARNIFAT UM BET VO T—aV EREEFL
BUWMEE. O—327 7OERIEKRTLET,

802.11rM &% E ll(NEBAC)

CORFAAUMIBEHEEINTWBAAPETILE LUV TILES (X, HLETHLHIT
T APETILEIUVIITILESDYR—ML. ACETILIZE>TELYET,

26



f5l:over-the-DS FTE KUPSKEREFDERTE

RYRT—OERL

R5(ZRT &I 54T RDAP 1EAP 2D E 00— 49 TE B L5(Z. over-the-
DS FTZN LI ACHA—3 T %R/ ELE T, RIARLUVF—EFEE—RELTPSK
#=HRELET,
E5 RrybJ—IK
AC

AP 1 AP 2

Client

FIE
#H—ERTUFL—bacstnameZFERRLET
<AC> system-view
[AC] wlan service-template acstname
#SSID#%servicelZFRELET,
[AC-wlan-st-acstname] ssid service

HRA B LUV F—EEE—FEPSKIZEREL., Bl X F512345678% R ELET
PSKERIL T,

[AC-wlan-st-acstname] akm mode psk
[AC-wlan-st-acstname] preshared-key pass-phrase simple 12345678

#CCMPRE B R/ —hEEREL. E—aVRELTO—THETRSN IEZFERICLET,
[AC-wlan-st-acstname] cipher-suite ccmp

[AC-wlan-st-acstname] security-ie rsn

# Enable FT.

[AC-wlan-st-acstname] ft enable

HBT IO T =23V B3 LT IMAT—E50 R ELET
[AC-wlan-st-acstname] ft reassociation-timeout 50
#HFTAYwR%over-the-DSIZERELET

27



g{!ll

[AC-wlan-st-acstname] ft method over-the-ds
#HF—ERTUIL—MEEMICLET,
[AC-wlan-st-acstname] service-template enable

[AC-wlan-st-acstname] quit

#AP 1% 1ERKL . H—E R T L —hacstnameZAPDERLIZ/NAVRLET,

[AC] wlan ap 1 model WA4320i-ACN
[AC-wlan-ap-1] serial-id 210235A1BSC12300005

[AC-wlan-ap-1] radio 1

[AC-wlan-ap-1-radio-1] service-template acstname
[AC-wlan-ap-1-radio-1] radio enable
[AC-wlan-ap-1-radio-1] quit

[AC-wlan-ap-1] quit

#AP 2H1EREL . H—E R T TFL —hacstnameZAPDEELIZ/NAVRLET,
[AC] wlan ap 2 model WA4320i-ACN
[AC-wlan-ap-2] serial-id 210235A1BSC123000055

[AC-wlan-ap-2] radio 1

[AC-wlan-ap-2-radio-1] service-template acstname
[AC-wlan-ap-2-radio-1] radio enable
[AC-wlan-ap-2-radio-1] quit

[AC-wlan-ap-2] quit

EDOHER

HH—ERXRTUTLU—MELEE SN TSI EEHERLET,
[AC]display wlan service-template acstname verbose

Service template name: acsthame

Description: Not configured
SSID: service
SSID-hide: Disabled

User-isolation: Disabled Service
template status: Enabled Maximum
clients per BSS: Not configured
Frame format: Dot3
Seamless-roam status:

Disabled Seamless-roam

RSSI threshold : 50
Seamless-roam RSSI gap: 20

VLAN ID: 1

AKM mode : PSK
Security IE : RSN
Cipher suite : CCMP
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TKIP countermeasure time: 0
sec PTK lifetime: 43200 sec

GTK rekey: Enabled
GTK rekey method: Time-based

GTK rekey time: 86400 sec

GTK rekey client-offline:

Disabled User authentication

mode: Bypass Intrusion

protection: Disabled

Intrusion protection mode: Temporary-
block Temporary block time: 180 sec
Temporary service stop time : 20 sec

Fail VLAN ID: Not configured
802.1X handshake: Disabled 802.1X

handshake secure: Disabled 802.1X
domain: Not configured

MAC-auth domain: Not configured
Max 802.1X users: 4096

Max MAC-auth users: 4096

802.1X re-authenticate:

Disabled Authorization fail

mode: Online Accounting fail

mode: Online

Authorization: Permitted

Key derivation: SHA1

PMF status: Disabled Hotspot policy
number: Not configured Forwarding
policy status: Disabled Forwarding
policy name: Not configured
Forwarder: AC

FT Status: Enable

FT Method: over-the-ds

FT Reassociation Deadline:

50 sec QoS trust: Port
QoS priority: 0
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#O—I2 YT RAT—BAMNN/AT, FTRAT—2ANActiveTH A EXFHERLET,

[AC] display wlan
client verbose Total
number of clients: 1

MAC address: fc25-3f03-8361

IPv4 address: 10.1.1.114
IPv6 address: N/A
Username: N/A

AID: 1
AP ID: 1

AP name: 1

Radio ID
SSID
BSSID

VLAN ID

Sleep count

Wireless mode

Channel bandwidth

SM power save

SM power save mode
Short Gl for 20MHz

Short GI for 40MHz

Short Gl for 80MHz

Short Gl for 160/80+80MHz
STBC RX capability

STBC TX capability

LDPC RX capability

SU beamformee capability
MU beamformee capability
Beamformee STS capability
Block Ack

Supported VHT-MCS set:

01

. service

: 000f-e266-7788
01

. 242

: 802.11ac

: 80MHz

: Enabled

. Dynamic

. Supported

. Supported

. Supported

. Not supported
: Not supported
: Not supported
: Not supported
: Not supported
: Not supported
: N/A
:TIDOIn

Supported HT MCS set: 0, 1, 2, 3,4, 5, 6, 7,

8,9, 10, 11, 12, 13, 14,
15, 16, 17, 18, 19, 20,

21, 22, 23

Supported rates: 6, 9, 12, 18, 24, 36,48, 54 Mbps

QoS mode: WMM
Listen interval: 10

RSSI: 62
Rx/Tx rate: 130/11
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Authentication method : Open

system
Security mode : RI\?
AKM mode : PI?
Encryption cipher . CC
ryp p Np

User authentication mode: Bypass
Authorization ACL ID: 3001(Not effective)
Authorization user profile: N/A

Roam status: N/A

Key derivation: SHA1

PMF status: Enabled

Forward policy name: Not configured

Online time: Odays Ohours 1minutes 13seconds

FT status: Active

HIZATUNEAP 20D HhN\LyDICHBEILFE T (FEMITARR),

HERAEAXDFT T, A—SV Y RT—2AMIntra-ACA—IV Y THAHLEHERLE
ER

[AC] display wlan client

verbose Total number of

clients: 1

MAC address: fc25-3f03-8361
IPv4 address: 10.1.1.114

IPv6 address: N/A
Username: N/A
AID: 1

AP ID: 2

AP name: 2

Radio ID: 1

SSID: service
BSSID: 000f-e211-2233

VLAN ID: 1

Sleep count: 242
Wireless mode: 802.11ac
Channel bandwidth: 80MHz

SM power save: Enabled
SM power save mode: Dynamic
Short Gl for 20MHz: Supported

Short GI for 40MHz: Supported
Short Gl for 80MHz: Supported Short Gl for

160/80+80MHz: Not supported STBC RX
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capability: Not supported

STBC TX capability: Not supported
LDPC RX capability: Not supported

SU beamformee capability: Not supported
MU beamformee capability: Not supported
Beamformee STS capability: N/A

Block Ack: TID O In
Supported VHT-MCS set: NSS10, 1, 2,3,4,5,6,7, 8

NSS20,1,2,3,4,5,6,7, 8
Supported HT MCS set: 0, 1, 2, 3,4, 5, 6, 7,
8,9, 10, 11, 12, 13, 14,

15, 16, 17, 18, 19, 20,
21,22, 23

Supported rates: 6, 9, 12, 18, 24, 36,
48, 54 Mbps

QoS mode: WMM
Listen interval: 10

RSSI: 62

Rx/Tx rate: 130/11
Authentication method : ET
Security mode : RSN
AKM mode : PSK
Encryption cipher : CCMP

User authentication mode: Bypass

Authorization ACL ID: 3001(Not effective)
Authorization user profile: N/A

Roam status: Intra-AC roam

Key derivation: SHA1

PMF status: Enabled

Forward policy name: Not configured

Online time: 0days Ohours 5minutes 13seconds

FT status: Active

B EEFRFTEREE S K UPSKEREE DR TE

TYNT—IERL

K512RT &SI IS4 T RDAP 1EAP 2D O—3I ) TEDHESIZ, BIGEFTE
ﬁLT:ACW D—E‘Jﬁigﬁibi?o unL.\nIEj’T)J:U$_MIE:E I‘tLTPSKénQEL
x99,

FIR
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#H—ERToFL—hacstnameZERLET

<AC> system-view

[AC] wlan service-template acstname

#SSID%servicelZRELET

[AC-wlan-st-acstname] ssid service

#HBALHB LV F—EHE—FEPSKIZEREL . Bfla 3 F 512345678 RELFET .
PSKERLTY,

[AC-wlan-st-acstname] akm mode psk
[AC-wlan-st-acstname] preshared-key pass-phrase simple 12345678

#HE—aVIREH LUV TO—TIEETRSN IEEBRIZLET,
[AC-wlan-st-acstname] cipher-suite ccmp
[AC-wlan-st-acstname] security-ie rsn

#HFTEBMIZLET,

[AC-wlan-st-acstname] ft enable

HBT IV T —2aVB3A LT I MIAT—E50 IR ELES
[AC-wlan-st-acstname] ft reassociation-timeout 50
#HP—ERTUIL— ERBIZLET,
[AC-wlan-st-acstname] service-template enable

[AC-wlan-st-acstname] quit

#AP 1%4ERL . Y —E X T2 7L —bkacstnameZAPDEIRLIZ/NAUFLET,
[AC] wlan ap 1 model WA4320i-ACN

[AC-wlan-ap-1] serial-id 210235A1BSC123000050

[AC-wlan-ap-1] radio 1

[AC-wlan-ap-1-radio-1] service-template acstname

[AC-wlan-ap-1-radio-1] radio enable

[AC-wlan-ap-1-radio-1] quit

[AC-wlan-ap-1] quit

#AP 2%1ER L. Y—E R T TL—bacstnameFAPD ERLIZ/AAURLET,
[AC] wlan ap 2 model WA4320i-ACN

[AC-wlan-ap-2] serial-id 210235A1BSC123000055

[AC-wlan-ap-2] radio 1
[AC-wlan-ap-2-radio-1] service-template acstname
[AC-wlan-ap-2-radio-1] radio enable
[AC-wlan-ap-2-radio-1] quit
[AC-wlan-ap-2] quit

BEOHESE
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HRDIEREHERLES

e RSN IENSR—TLICHE>TLVD,
e  AKME—FKIZPSKTY,

. &5 AA—kECCMPTY,

e FTRT—AXIIActiveTTd,
[AC] display wlan client

verbose Total number of

clients: 1

MAC address: fc25-3f03-8361

IPv4 address: 10.1.1.114
IPv6 address: N/A

Username: N/A
AID: 1
AP ID: 1

AP name: 1

Radio ID: 1
SSID: service
BSSID: 000f-e266-7788

VLAN ID: 1

Sleep count: 242
Wireless mode: 802.11ac

Channel bandwidth: 80MHz
SM power save: Enabled

SM power save mode: Dynamic
Short Gl for 20MHz: Supported

Short Gl for 40MHz: Supported
Short Gl for 80MHz: Supported Short Gl for

160/80+80MHz: Not supported STBC RX
capability: Not supported

STBC TX capability: Not supported

LDPC RX capability: Not supported

SU beamformee capability: Not supported
MU beamformee capability: Not supported
Beamformee STS capability: N/A

Block Ack: TID O In

Supported VHT-MCS set: NSS10, 1, 2, 3, 4,5, 6,
NSS20, 1, 2,3,4,5,6,
0,1,23,4,5,6,7,

8,9, 10, 11, 12, 13, 14,

15, 16, 17, 18, 19, 20,

supported HT MCS set:
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21, 22, 23
Supported rates: 6,9, 12, 18, 24, 36,
48, 54 Mbps
QoS mode: WMM
Listen interval: 10
RSSI: 62
Rx/Tx rate: 130/11

Authentication method : Open
system
Security mode : RI\?
AKM mode : PKS
Encryption cipher . CC
ryp p B

User authentication mode: Bypass

Authorization ACL ID: 3001(Not effective)
Authorization user profile: N/A

Roam status: N/A

Key derivation: SHA1
PMF status: Enabled
Forward policy name: Not configured

Online time: 0days Ohours 1minutes 13seconds
FT status: Active

#OZATURNEAP 20Dy D IZBEILE T (GEMEIZERR),
#BAIARHMFTT, O—SV T RT—2 M Intra-ACO—32 ) THAZ LEHRLET .
[AC] display wlan client verbose

Total number of clients: 1

MAC address: fc25-3f03-8361
IPv4 address: 10.1.1.114
IPv6 address: N/A

Username: N/A
AID: 1
AP ID: 2

AP name: 2

Radio ID 01

SSID : service

BSSID . 000f-e211-2233
VLAN ID o1

Sleep count 1242

Wireless mode : 802.11ac
Channel bandwidth : 80MHz
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SM power save

SM power save mode
Short GI for 20MHz

Short Gl for 40MHz

Short GI for 80MHz

Short Gl for 160/80+80MHz
STBC RX capability

STBC TX capability

LDPC RX capability

SU beamformee capability
MU beamformee capability
Beamformee STS capability
Block Ack

Supported VHT-MCS set:

Supported HT set
MCS

Supported rates

QoS mode
Listen interval

RSSI
Rx/Tx rate

Authentication method

Security mode

AKM mode

Encryption cipher

User authentication mode: Bypass

Authorization ACL ID: 3001(Not effective)
Authorization user profile: N/A

Roam status: Intra-AC roam

{5l:over-the-DS FTH K U802.1XFREE D3

=

X

Key derivation: SHA1
PMF status: Enabled

Forward policy name: Not configured

- Enabled

: Dynamic

. Supported

. Supported

. Supported

: Not supported
. Not supported
. Not supported
: Not supported
: Not supported
: Not supported
: N/A
:TIDOIn

NSS10, 1, 2, 3,
NSS20, 1, 2, 3, 19, 0,

:0,1,23,4,5,6,7,

8,9, 10, 11, 12, 13, 14,
15, 16, 17, 18, 19, 20,
21,22, 23

16,9, 12, 18, 24, 36,

48, 54 Mbps

. WMM
. 10

1 62

. 130/11

FT

<0 U -0
TO o Zn

Online time: Odays Ohours 5minutes 13seconds

FT status: Active
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E ST B2 157

R5(ZRT IO 54T RDAP 1EAP 2D A 0—I 4 TE 5 L5(Z. over-the-
DS FTZNLI-ACHO—3I J %R ELEFT, BB LIUVF—EEBE—RELT
802.1X#EXELFET,

Fg
#H—E R T L —bkacstnameZEEHLET,

<AC> system-view
[AC] wlan service-template acstname

#SSID#servicel ZFRELET .
[AC-wlan-st-acstname] ssid service

HAKME—R%802. 1XIZRELET .
[AC-wlan-st-acstname] akm mode dot1x
#HE—AVIEEH LUV TO—TIHETRSN IEZA#HICLET,
[AC-wlan-st-acstname] cipher-suite ccmp
[AC-wlan-st-acstname] security-ie rsn
#YTAT U DRIIE—RE802.IXITERELET
[AC-wlan-st-acstname] client-security authentication-mode dotlx
[AC-wlan-st-acstname] dotlx domain imc
#HFTEARMIZLFET,

[AC-wlan-st-acstname] ft enable
#FTAYwR%over-the-DSIZERELFET .
[AC-wlan-st-acstname] ft method over-the-ds
HH—ERTUTL—rEERIZLET,
[AC-wlan-st-acstname] service-template enable
[AC-wlan-st-acstname] quit

#802. 1XFRFEE—FZEAPIZERELET,
[AC] dotlx authentication-method eap

#RADIUSR F—LimccEERLET
[AC] radius scheme imcc

HIZAR) R —N\BEXUTA I T4V T H—/I\DIPTRLR%10.1.1.3IEHELET .
[AC-radius-imcc] primary authentication 10.1.1.3
[AC-radius-imcc] primary accounting 10.1.1.3

H#ACH R —N\BLEUVTH I TFA T F— NN IR BT =D DHEEXF—%
12345678IZERELET .

[AC-radius-imcc] key authentication simple 12345678

[AC-radius-imcc] key accounting simple 12345678
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H#RADIUSH —/N\IZEESN D1 —F BN SISPRAS VB EHIBRT B&IICACERELET
[AC-radius-imcc] user-name-format without-domain

[AC-radius-imcc] quit

#HISPR AL VimcEVERL . 3B5E. BRI, 7H T4 IZRADIUSR F—LimecEERT S
KO AV ERELET

[AC] domain imc

[AC-isp-imc] authentication lan-access radius-scheme imcc

[AC-isp-imc] authorization lan-access radius-scheme imcc

[AC-isp-imc] accounting lan-access radius-scheme imcc

[AC-isp-imc] quit

#AP 1%KL, Y—ERTo L —bacstnameZAPDERLZ/NAURLET,

[AC] wlan ap 1 model WA4320i-ACN
[AC-wlan-ap-1] serial-id 210235A1BSC123000050

[AC-wlan-ap-1] radio 1

[AC-wlan-ap-1-radio-1] service-template acstname

[AC-wlan-ap-1-radio-1] radio enable

[AC-wlan-ap-1-radio-1] qui

[AC-wlan-ap-1] quit

#AP 2% kL. Y—ERXTFL—bacstnameZAPDERLIZ/NIVRLET,
[AC] wlan ap 2 model WA4320i-ACN

[AC-wlan-ap-2] serial-id 210235A1BSC123000055

[AC-wlan-ap-2] radio 1

[AC-wlan-ap-2-radio-1] service-template acstname
[AC-wlan-ap-2-radio-1] radio enable
[AC-wlan-ap-2-radio-1] quit

[AC-wlan-ap-2] quit

BEDRER
#HF—ERTUTLU— I ELLEESN TSI EERHERLET,
[AC]display wlan service-template acstname verbose

Service template name:acstname
Description: Not configured

SSID: service
SSID-hide: Disabled

User-isolation: Disabled Service
template status: Enabled Maximum
clients per BSS: Not configured Frame

format: Dot3
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Seamless-roam status: Disabled
Seamless-roam RSSI threshold :
50 Seamless-roam RSSI gap:

20

VLAN ID: 1
AKM mode : 802.1X
Security IE : RSN
Cipher suite : CCMP

TKIP countermeasure time: 0 sec

PTK lifetime: 43200 sec

GTK rekey: Enabled
GTK rekey method: Time-based
GTK rekey time: 86400 sec GTK

rekey client-offline: Disabled User
authentication mode: 802.1X
Intrusion protection: Disabled
Intrusion protection mode: Temporary-block
Temporary block time: 180 sec
Temporary service stop time :

20 sec

Fail VLAN ID: Not configured
802.1X handshake: Disabled
802.1X handshake secure:
Disabled

802.1X domain: imc
MAC-auth domain: Not configured

Max 802.1X users: 4096
Max MAC-auth users: 4096

802.1X re-authenticate: Disabled
Authorization fail mode: Online
Accounting fail mode: Online
Authorization: Permitted

Key derivation: SHA1
PMF status: Disabled Hotspot policy

number: Not configured Forwarding
policy status: Disabled Forwarding
policy name: Not configured Forwarder:

AC

FT Status: Enable
FT Method: over-the-ds

FT Reassociation Deadline:
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20 sec QoS trust: Port

QoS priority: O

#O—I Y RT—HZAHMN/AT, FTRT—H2RXHActive TH D LETERR
[AC] display wlan client

verbose Total number of

clients: 1

MAC address: fc25-3f03-8361
IPv4 address: 10.1.1.114

IPv6 address: N/A
Username: N/A

AID: 1
AP ID: 1

AP name: 1

Radio ID: 1
SSID: service
BSSID: 000f-e266-7788

VLAN ID: 1
Sleep count: 242

Wireless mode: 802.11ac
Channel bandwidth: 80MHz
SM power save: Enabled

SM power save mode: Dynamic
Short Gl for 20MHz: Supported

Short GI for 40MHz: Supported
Short Gl for 80MHz: Supported Short Gl for
160/80+80MHz: Not supported

STBC RX capability: Not supported
STBC TX capability: Not supported

LDPC RX capability: Not supported
SU beamformee capability: Not supported

MU beamformee capability: Not supported
Beamformee STS capability: N/A
Block Ack: TID O In

Supported VHT-MCS set: NSS10,1, 2,3,4,5,6,
NSS20, 1, 2, 3,4, 5,6,
0,1,23,4,5,6,7,
8,9, 10, 11, 12, 13, 14,
15, 16, 17, 18, 19, 20,
21, 22, 23

6,9, 12, 18, 24, 36,

48, 54 Mbps

40
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QoS mode: WMM
Listen interval: 10

RSSI: 62

Rx/Tx rate: 130/11

Authentication method : Open
system

Security mode : ﬁS

AKM mode : ?(02.1

Encryption cipher : l(\:/lg

User authentication mode: 802.1X Authorization

ACL ID: 3001(Not effective)
Authorization user profile: N/A
Roam status: N/A

Key derivation: SHA1

PMF status: Enabled
Forward policy name: Not configured

Online time: Odays Ohours 1minutes 13seconds

FT status: Active

HOZAT UNEAP 2DANLYDICHELET GERIITRRENFEEA),
HREIA XA FT T, A—3V Y RT7—4 A Intra-ACA—3V Y THH LEHERLET,
[AC] display wlan client

verbose Total number of

clients: 1

MAC address: fc25-3f03-8361

IPv4 address: 10.1.1.114
IPv6 address: N/A
Username: N/A

AID: 1
AP ID: 2

AP name: 2

Radio ID: 1
SSID: service
BSSID: 000f-e211-2233

VLAN ID: 1
Sleep count: 242
Wireless mode: 802.11ac

Channel bandwidth: 80MHz
SM power save: Enabled

SM power save mode: Dynamic
Short Gl for 20MHz: Supported
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Short Gl for 40MHz: Supported
Short Gl for 80MHz: Supported Short Gl for
160/80+80MHz: Not supported STBC RX

capability: Not supported

STBC TX capability: Not supported
LDPC RX capability: Not supported

SU beamformee capability: Not supported
MU beamformee capability: Not supported

Beamformee STS capability: N/A
Block Ack: TID 0 In

Supported VHT-MCS set: NSS10,1, 2, 3,4,5, 6, 7, 8
NSS20,1, 2, 3,4,5,6, 7, 8
Supported HT MCS set: 0,1,2,3,4,56,7,

8,9, 10, 11, 12, 13, 14,
15, 16, 17, 18, 19, 20,

21, 22, 23
Supported rates: 6,9, 12, 18, 24, 36,
48, 54 Mbps
QoS mode: WMM
Listen interval: 10
RSSI: 62
Rx/Tx rate: 130/11
Authentication method : FT
Security mode : RSN
AKM mode : 802.1X
Encryption cipher : CCMP

User authentication mode: 802.1X Authorization ACL

ID: 3001(Not effective)
Authorization user profile: N/A

Roam status: Intra-AC roam

Key derivation: SHA1

PMF status: Enabled
Forward policy name: Not configured

Online time: 0days Ohours 5minutes 13seconds

FT status: Active

B ELRFTH K UB02.1XEREF DR TE

TYNT—IERL

E5I12RT &OIZ. IS4 TURDAP 1EAP 202 0—3I 5 TEDH LS, BiE

FTZMLI=ACHO—3 4% ELFET, RIS IV F—EEE—RELT802.1X
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FIE

ERELET

#H—ERTFoFL—bacstnameZERLET,

<AC> system-view

[AC] wlan service-template acstname
#SSID%servicelZERELET

[AC-wlan-st-acstname] ssid service

HAKME—R%802. 1XIZERELET .
[AC-wlan-st-acstname] akm mode dot1x
#E—AVIEEB LUV TO—TIEETRSN IEZEHICLET .
[AC-wlan-st-acstname] cipher-suite ccmp
[AC-wlan-st-acstname] security-ie rsn

#YTAT U DRIIE—RE802.IXITEELET
[AC-wlan-st-acstname] client-security authentication-mode dotlx
[AC-wlan-st-acstname] dot1x domain imc
#FTEAMIZLFET,

[AC-wlan-st-acstname] ft enable
#F—ERTUIL—ERBIZLET,
[AC-wlan-st-acstname] service-template enable
[AC-wlan-st-acstname] quit

#802. IXERELE—RZEAPICERELE T,

[AC] dotlx authentication-method eap

#RADIUSR F—LimccEERLET

[AC] radius scheme imcc

HISARRBEY —NBLUVTAI TS —\DIPFRLR#10.1.1.3ITE&ELFE
ER

[AC-radius-imcc] primary authentication 10.1.1.3

[AC-radius-imcc] primary accounting 10.1.1.3

H#ACH R —N\ELUVT I I TA T H— NN E BT H-DDEFEF—%
12345678IZERELET .

[AC-radius-imcc] key authentication simple 12345678

[AC-radius-imcc] key accounting simple 12345678

#RADIUSH —/N\[ZEEEINBEL—YFELZNDISPRAS VL EEIBRT HLSIZACEHRELE
ERS

[AC-radius-imcc] user-name-format without-domain

[AC-radius-imcc] quit
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#ISPR A VimcEAERLL . FREE. B8R 7HV T4V J (ZRADIUSRF—LimccaERY
BEIIRAVERELET,

[AC] domain imc

[AC-isp-imc] authentication lan-access radius-scheme imcc

[AC-isp-imc] authorization lan-access radius-scheme imcc
[AC-isp-imc] accounting lan-access radius-scheme imcc
[AC-isp-imc] quit

#AP 1% 1EREL . H—E R T TFL—hacstnameZAPDEELIZ/NAVRLET,

[AC] wlan ap 1 model WA4320i-ACN
[AC-wlan-ap-1] serial-id 210235A1BSC123000050

[AC-wlan-ap-1] radio 1

[AC-wlan-ap-1-radio-1] service-template acstname

[AC-wlan-ap-1-radio-1] radio enable

[AC-wlan-ap-1-radio-1] quit

[AC-wlan-ap-1] quit

#AP 2&1ERL . Y —ERXTU Tl —bacstnameZAPDERLIZ/NAURLETS,
[AC]wlan ap 2 model WA4320i-ACN

[AC-wlan-ap-2] serial-id 210235A1BSC123000055

[AC-wlan-ap-2] radio 1

[AC-wlan-ap-2-radio-1] service-template acstname

[AC-wlan-ap-2-radio-1] radio enable

[AC-wlan-ap-2-radio-1] quit [AC-wlan-ap-2] quit
BREDHER

HROWEHERDLET

) RSN IE is enabled.

e  The AKM mode is 802.1X.

e  The cipher suite is CCMP.

e  The FT status is Active.

[AC] display wlan

client verbose Total

number of clients: 1

MAC address: fc25-3f03-8361

IPv4 address: 10.1.1.114
IPv6 address: N/A

Username: N/A
AID: 1
AP ID: 1

AP name: 1
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Radio ID: 1

SSID: service

BSSID: 000f-e266-7788
VLAN ID: 1

Sleep count: 242

Wireless mode: 802.11ac
Channel bandwidth: 80MHz
SM power save: Enabled

SM power save mode: Dynamic
Short GI for 20MHz: Supported
Short Gl for 40MHz: Supported
Short Gl for 80MHz: Supported Short Gl
for 160/80+80MHz: Not supported STBC

RX capability: Not supported

STBC TX capability: Not supported
LDPC RX capability: Not supported
SU beamformee capability: Not supported

MU beamformee capability: Not supported
Beamformee STS capability: N/A
Block Ack: TID 0 In

Supported VHT-MCS set: NSS10,1, 2,3,4,5, 6,
NSS20, 1, 2, 3,4,5,6,
0,1,23,4,5,6,7,

8,9, 10, 11, 12, 13, 14,

15, 16, 17, 18, 19, 20,

Supported HT MCS set:

21, 22, 23
Supported rates: 6, 9, 12, 18, 24, 36,
48, 54 Mbps
QoS mode: WMM
Listen interval: 10
RSSI: 62
Rx/Tx rate: 130/11
Authentication method : Open
system
Security mode : ﬁs
AKM mode : ?(02.1
E ti iph . C
ncryption cipher Mg

User authentication mode: 802.1X Authorization

ACL ID: 3001(Not effective)
Authorization user profile: N/A

Roam status: N/A
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Key derivation: SHA1

PMF status: Enabled

Forward policy name: Not configured

Online time: Odays Ohours 1minutes 13seconds

FT status: Active

#ITAT U NEAP 20H /Ly D IZBBILET (GEHILARK),
#REIARXHAFT T, B—3V Y RAT—42ZAMNIntra-ACA—3 Y THAHZ LEHERLET .
[AC] display wlan client verbose Total number of clients: 1

MAC address: fc25-3f03-8361
IPv4 address: 10.1.1.114

IPv6 address: N/A
Username: N/A
AID: 1

AP ID: 2

AP name: 2

Radio ID: 1

SSID: service
BSSID: 000f-e211-2233

VLAN ID: 1

Sleep count: 242
Wireless mode: 802.11ac
Channel bandwidth: 80MHz

SM power save: Enabled
SM power save mode: Dynamic
Short Gl for 20MHz: Supported

Short Gl for 40MHz: Supported

Short GI for 80MHz: Supported

Short Gl for 160/80+80MHz: Not supported

STBC RX capability: Not supported

STBC TX capability: Not supported

LDPC RX capability: Not supported

SU beamformee capability: Not supported

MU beamformee capability: Not supported

Beamformee STS capalbility: N/A

Block Ack: TIDOIn

Supported VHT-MCS set: NSS10,1, 2,3,4,5,6, 7, 8
NSS20, 1, 2, 3,4, 5,6, 7, 8

Supported HT MCS set: 0,1,23,4,5,6,7,

8,9, 10, 11, 12, 13, 14,
15, 16, 17, 18, 19, 20,
21, 22,23

Supported rates: 6,9, 12, 18, 24, 36,
48, 54 Mbps
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QoS mode: WMM

Listen interval: 10
RSSI: 62
Rx/Tx rate: 130/11
Security mode: RSN
AKM mode: 802.1X
Encryption cipher: CCMP

User authentication mode: 802.1X Authorization

ACL ID: 3001(Not effective)
Authorization user profile: N/A

Roam status: Intra-AC roam

Key derivation: SHA1
PMF status: Enabled
Forward policy name: Not configured

Online time: Odays Ohours 5minutes 13seconds
FT status: Active
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