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#l: RADIUSIZ & 5802. 1x5R Al

wlan service-template 1 ~ #FEEEFH

ssid h3cdotl1x

client forwarding-location ap

akm mode dotlx

cipher-suite ccmp

security-ie rsn

client-security authentication-mode dot1x
dotlx domain rem-domain
service-template enable

#

Wlan service-template 2 #E#E

ssid h3cdotlx

client forwarding-location ap
fail-permit template

client-security authentication-mode dot1x
dotlx domain rem-domain
service-template enable

5l : RADIUSIZ & HMACEEE

wlan service-template 3

ssid h3ctestmac

client forwarding-location ap
fail-permit enable

client-security authentication-mode mac
mac-authentication domain rem-domain
service-template enable

MACEREEDIHE . Anchor-AC.
RADIUSOEZERIZHERICY—ERXTY
TJL—khMEHLNFET

802.1xERSEMIHE . Anchor-AC. RADIUSD BEERFZ (X [EEH
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FRALGL)AEDONET

15 : FREE/ N A /18R

wlan service-template H3Coffice
ssid H3Coffice

client forwarding-location ap
fail-permit enable keep-online
akm mode psk

preshared-key pass-phrase simple
test

cipher-suite ccmp

cipher-suite tkip

security-ie rsn

security-ie wpa
service-template enable
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# NAT(PAT)

interface Vlan-interface 1
ip address dhcp-alloc
nat outbound 2000

acl basic 2000 # DHCPHY—/\—E% 7
rule O permit source 10.40.94.0 0.0.0.255 dhcp server ip-pool 100
: gateway-list 10.40.94.1

10.40.94.2 POE7/9°7°9_

gt =D network 10.40.94.0 mask 255.255.255.0
i 40.94.1/24 dns-list 8.8.8.8 114.114.114.114
PC-A E
PC-B

10.40.94.3 PC-C #

10.40.94.4
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@ Log x + Change Password *
e

C A FESATVELESE | httpsi/192.168.100.1/web/frame/login.htmli?ss|=false

The default password is not secure. A qualified password must meet the following
requirements: It must contain a minimum of 10 characters. It must contain a minimum of 2

H3C WLAN Management Platform . _

types,and a minimum of 1 characters for each type. It can't contain the username or the

reversed letters of the username.

@ » 0ld Password | |
‘ : |Username New Password | |
‘ @ Password hod Confirm Password | |

[[] Remember me English ~
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Dashboard
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Quick Start 3
Monitoring >
Wireless Configuration
: > APs o= System usage o=
. Onli Offl ]
Network Security > 5 nine e nhealthy
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Wi : - Application Monitoring MAC Auth(?ntlcatlon
ireless Configuration > ] ) ) Port Security
Wireless Configuration Portal
Wireless Networks Svst
Network Security > AP Management ¥Qsese()Trce
Wireless QoS .
S 5 Wireless Security ACL, Time Range
WIPS TOO.IS
Allowlist and denylist Wireless capture
Tools > Radio Management Debug
RRM, Load Balancing, Band Navigation Reporting
, Applications Client Statistics
Reporting E Mesh, Multicast AP statistics

Wireless Service Statistics
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cHons Network Configuration
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Dashboard VLAN

Metwork Configuration

Network Security

System

Tools

Network Routing
Routing table
Static Routing
Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT
Management Protocol
HTTP/HTTPS
Telnet
SSH
NTP
LLDP
Log to buffer
Log to hosts

Network Security
Packet Filter
Traffic Policy
Access Control

802.1x
Authentication
RADIUS
User Management
Local users

System
Event Logs
Resource
File System

Administrators
Management
Configuration save, import
Upgrade
Reboot

Tools
Debug
ping

tracert
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FE2:PCETIEARA A EHRLTLVSSSID, H3C_MACTZRL AD F6HT1 (T DHITIEZH3C _F361A0)IZ#EHELET,
R PCIZIZTOERRAEN510.40.94 XD T KL ADEY ¥ TSN TULNSIMIEZRLET,
YL TENTWEWMEGS . PCOWIFIDEREMNIPZRL AEDHCPTEIYH TS
BRETHALIIZLET,

= Jvok FovTh

C:¥lsersripconfig
indows IP &A%

H3C_F361A0 flireless LAN adapter O—7JL IV 7S 1:
A=TY . " .

AT A TOHEE. . . .. AT TIIEREENRTLETA
ZOFRYRI-0%ERL GEESNBEERR. 10 EEEEO NS YT v22 ...

I RHERONB AT
PeBtlien stlnss flireless LAN adapter O—HJL I FHESEx 2:

AFATOREE. L L AT TFIIERERTLETA
BEEEO NS 70022 . ... L
Wireless LAN adapter Wi-Fi:

[] asmices
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FIgI:PCOIT SV YEEEILUTDOURLEFAALET,
http://myap.h3c.com/ X [Fhttp://10.49.94.1/
TIHILED1—H—4£: admin, /SRXT—K: h3capadmin

@ Login x + Change Password =
< c

A FESWTVEWRE | myaph3c.com/web/frame/loginhtmi?ssi=false

The default password is not secure. A qualified password must meet the following

requirements: It must contain a minimum of 10 characters. It must contain a minimum of 2

types,and a minimum of 1 characters for each type. It can't contain the username or the
H3C WLAN Management Platform

reversed letters of the username.

» 0ld Password | |

New Password | |
‘ S admin ‘ Confirm Password | |
‘ I .{ °® ‘
[C] Remember username English =

IRAT—RIZI0XEU LT, EHFIREL
ED2EFEEH . BixSNTIVSA—
H—. adminfEEDNXFESFHEN &,
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Actions All Networks » Dashboard
Dashboard
System Logs
Quick Start > —
Informational
Monitoring >
Wireless Configuration >
APs o= System usage o=
Network Security > Online Offline Unhealthy
5
4
System > 3 0% 72%
2
; CPU Memory
Tools > 0
16:20:38 16:20:43 16:20:48 16:20:53
Reporting >
Wireless services o= Clients o=
2.4GHz 5GHz

E 21—z [System View | Network View

client number

Access Points Clients

O 0o @olo

Event Logs

0001 L1002

I System View Network View I
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 Network view
. Dashboard Network Security
Actions
Quick Start Packet Filter
Add New AP Traffic Policy
Dashboard Add New SSID Qos Policies, Priority Mapping
Add New User Access Control
A 802.1x
Quick Start > || Monitoring L
Wireless Network ALIJ:;R[e)Tﬂgatlon
Clients
Monitoring > Wireless Security User Management
Client Proximity Sensor A(I;\;I;Z? lfuczcr;lgﬁ!cication
Wireless Configuration > /:\ppllcatlon M(_m'to”r_'g Port Security
Wireless Configuration Portal
Wireless Networks Svst
Network Security > AP Management )I/?S em
Wireless QoS Sl L
cyet Wireless Security ACL, Time Range
ystem ’ WIPS Cloud Platform
Allowlist and denylist Tools
Tools > Radio Management Debug
Band Navigation, client proximity sensor Reporting
. Applications Client Statistics
Reporting > Mesh, Multicast Wireless Service Statistics
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Network Interfaces
Dashboard VLAN

Metwork Configuration

Metwork Security

System

Tools

Network Routing
Routing table
Static Routing
Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT
Management Protocol
HTTP/HTTPS
Telnet
SSH
NTP
LLDP
Log to buffer
Log to hosts

Network Security
Packet Filter
Traffic Policy
Access Control

802.1x
Authentication
RADIUS
User Management
Local users

System
Event Logs
Resource
ACL

Administrators
Management
Configuration save, import

Upgrade
Reboot

Tools
Debug
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CloudE—F DT 74/, T4T DEK o
Cloud®—F

=S Y—ERF7L—F} . \
= Service template APAEBIRT 27 0ICGUICT 2/ X T B0k, H—E
= : SEDHEG AL AT v 7L — FH3C XXXXXX(Z##E L T, VLAN4094 D
T K 1(radiol: 5G) . I L R \ -~
lServicetempIatel DHCPH —NR—HuEZ) B ToN/=IP7 KL ATORT Y
Service template 16 arvfies ETElEE + =z 75&‘% 0 é ;h i .
Service tempﬁate 2 AA\’/ SSSID I-:3C_p\|/v€Fi32 A El

Service template 3

(\ GigabitEthernet1/0/1 Cloudnet =
Ten-GigabitEthernet1/0/1

K 2(radio2: 52?\\ | J

Service template 1 Service template 3
=P Service template 16 \ SSID H3C_WiFi_3 VLAN 1

Service template 2 \\ \

Service template 3 \ \\ &.
B K 3(radio3: 2. 4G)\ """""

Service template 1 \ Service template 15

Service template 16\ \\ \ ssip H3C_WiFi_15
Servicetemplate2 N OO ACL httE / httES
Service template 3 \\ \ \ :
\\ ‘ X : CE—

Service template 16
| SSID H3C_XXXXXX  _ . _V_L_A_N_ éQ9_4_ —— -
service template enable Permit soucre
DHCP Server 10.40.94.0/24
10.40.94.2~ =
GW:10.40.94.1

DNS Proxy
myap.h3c.com
10.49.94.1
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CloudE—rDTI2HILEDaT4T

version 7.1.064, ESS 2444P01

#

sysname H3C

#

#3ALY -V R EEILARERIOORE~NER
clock timezone Tokyo add 09:00:00
#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

dhcp enable

#GUI7 7t X FIDNS proxy

dns proxy enable

ip host myap.h3c.com 10.40.94.1

#

[ldp global enable

[Idp hold-multiplier 8

#

password-recovery enable

#

vian 1

#

vlan 4094

#%E B FSSIDIZ##i L 1=PCFDHCPE
dhcp server ip-pool 4094
gateway-list 10.40.94.1

network 10.40.94.0 mask 255.255.255.0

dns-list 10.40.94.1
#

HUUTF T4 bDHY—EZRTTL—HSSID) interface Vlan-interfacel

wlan service-template 1

ssid H3C_WiFi_1

portal domain cloud

portal apply web-server 1

portal temp-pass period 20 enable
service-template enable

#

wlan service-template 2

ssid H3C_WiFi_2

portal domain cloud

portal apply web-server 2

portal temp-pass period 20 enable
service-template enable

#

wlan service-template 3

ssid H3C_WiFi_3

portal domain cloud

portal apply web-server 3

portal temp-pass period 20 enable
service-template enable

#

wlan service-template 4

ssid H3C_WiFi_4

portal domain cloud

portal apply web-server 4

portal temp-pass period 20 enable
#

.. Fl#|service-template 5~15(& )
#EEFASSID

wlan service-template 16

ssid H3C_4BA660

vlan 4094

service-template enable

ip address dhcp-alloc

tcp mss 1400

#

interface Vlan-interface4094

ip address 10.40.94.1 255.255.255.0
dhcp server apply ip-pool 4094

#

interface GigabitEthernet1/0/1
port link-type trunk

port trunk permit vlan 1 to 4000
#

interface Ten-GigabitEthernet1/0/1
speed 1000

port link-type trunk

port trunk permit vlan 1 to 4000
#EHEFASSIDIE L |BA SEH
interface WLAN-Radio1/0/1
service-template 1
service-template 16
service-template 2
service-template 3

#

interface WLAN-Radio1/0/2
service-template 1
service-template 16
service-template 2
service-template 3

#

interface WLAN-Radio1/0/3
service-template 1
service-template 16
service-template 2
service-template 3

#

#http/https/telnet TAY AV BEMRBEREINDLSIZHRTE
linevty 031

authentication-mode scheme

user-role network-operator

#

line vty 32 63

user-role network-operator

#

ntp-service enable

ntp-service unicast-server pool.ntp.org
ntp-service unicast-server registry.h3c.com priority
ntp-service unicast-server time.nist.gov
ntp-service unicast-server time.windows.com
#GUIIZIZTEERIPO AT O EAHIR

acl advanced name default

rule O permit ip source 10.40.94.0 0.0.0.255
rule 1 permitip source 127.0.0.10

#

domain cloud

authentication portal none

authorization portal none

accounting portal none

#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role

#
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CloudE—rFDT 74D T4Y (FrE)

#IR—BIT I RERAIIL—ILER #

portal host-check enable portal local-web-server http

portal user log enable #

portal client-gateway interface Vlan-interfacel portal local-web-server https

portal free-rule 501 destination ip 114.114.114.114 255.255.255.255 #

portal free-rule 502 destination ip any udp 53 netconf soap http enable

portal free-rule 503 destination ip any tcp 53 netconf soap https enable

portal free-rule 504 destination ip any tcp 5223 #

portal free-rule 520 destination oasisauth.h3c.com ip http acl advanced name default
portal free-rule 521 destination short.weixin.gqg.com ip https acl advanced name default
portal free-rule 522 destination mp.weixin.gg.com ip http enable

portal free-rule 523 destination long.weixin.gg.com ip https enable

portal free-rule 524 destination dns.weixin.qg.com #

portal free-rule 525 destination minorshort.weixin.qg.com portal mac-trigger-server cloud
portal free-rule 526 destination extshort.weixin.qg.com binding-retry 2 interval 3

portal free-rule 527 destination szshort.weixin.qg.com cloud-binding enable

portal free-rule 528 destination szlong.weixin.qq.com #

portal free-rule 529 destination szextshort.weixin.qq.com undo attack-defense tcp fragment enable
portal free-rule 530 destination isdspeed.qg.com #Cloudnet|Z{E#%

portal free-rule 531 destination wx.glogo.cn cloud-management server domain cloudnet.h3c.com
portal free-rule 532 destination wifi.weixin.qg.com #
#IR—BILDA0KT J L AFRNF Y7 return

portal web-server 1
url http://oasisauth.h3c.com/portal/protocol

captive-bypass ios optimize enable #CloudE—F TCloudIHHMILIGLME S
server-type oauth T DT TCloudEBETEDENLSITHEYET
if-match user-agent CaptiveNetworkSupport redirect-url http://oasisauth.h3c.com/generate_404 <H3C>System-view _
if-match user-agent "Dalvik/2.1.0(Linux; U; Android7.0; HUAWEI" redirect-url http://oasisauth.h3c.com/generate_404 [H3CJundo cloud-management server domain
if-match original-url http://10.168.168.168 temp-pass LAL. GIoud‘)’O‘i':'ZG)T:&)UJTEfJ:W‘/Fb‘%(&')")
if-match original-url http://captive.apple.com/hotspot-detect.html user-agent Mozilla temp-pass redirect-url FIDT. RR—=CDERE—FEEHHLEY,

http://oasisauth.h3c.com/portal/protocol
if-match original-url http://www.apple.com user-agent Mozilla temp-pass redirect-url http://oasisauth.h3c.com/portal/protocol
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#
sysname H3C

#

clock timezone tokyo add 09:00:00
#

wlan global-configuration

#

telnet server enable

#

port-security enable

#

lldp global enable

lldp hold-multiplier 8

#

password-recovery enable

#
vian 1
#

interface NULLO
#

interface Vlan-interfacel

ip address 10.40.94.1 255.255.255.0
#

interface GigabitEthernet1/0/1
#

interface Ten-GigabitEthernet1/0/1
#

interface WLAN-Radio1/0/1
#

interface WLAN-Radio1/0/2
#

RAFDENEE—FDELY
BE—KIZE Lf:;>74’7“(WA63290) HE(T 17 IL/IAUR)

scheduler logfile size 16

#

line class console

user-role network-admin

#

line class vty

user-role network-operator

#

linecon 0

user-role network-admin

#

line vty 0 31

authentication-mode scheme
user-role network-operator

#

line vty 32 63

user-role network-operator

#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role

role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

role name level-7

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

role name level-13

description Predefined level-13 role
#

role name level-14

description Predefined level-14 role

31

user-group system

#

local-user admin class manage

password hash
$h$63W7GZxKNemM3ypd8m$30aogZt/iJol4co3LOluoeZ7
UKIgxitJ1CmHhEWORXx/bc2Uy436wNnMjBpNo4Ndg0OgM
Nv/x/VIIxqSpVHNN1Q==

service-type telnet http https

authorization-attribute user-role network-admin

#

ip http enable

ip https enable

#

undo attack-defense tcp fragment enable

#

return
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#
sysname H3C
#

clock timezone tokyo add 09:00:00
#
wlan global-configuration
#

telnet server enable
#

port-security enable
#

lldp global enable

lldp hold-multiplier 8
#

password-recovery enable
#
vian 1
#

interface NULLO
#

interface Vlan-interfacel

ip address 10.40.94.1 255.255.255.0
#

interface GigabitEthernet1/0/1
#

interface Ten-GigabitEthernet1/0/1
#

interface WLAN-Radio1/0/1
#

interface WLAN-Radio1/0/2
#

interface WLAN-Radio1/0/3

RAVRDEFEE—FDELD
BE—KIZE l,fz#:l>74/7‘(WA663§,WA6630X® ma (k) TILINUR))

scheduler logfile size 16

#

line class console

user-role network-admin

#

line class vty

user-role network-operator

#

linecon 0

user-role network-admin

#

line vty 0 31

authentication-mode scheme
user-role network-operator

#

line vty 32 63

user-role network-operator

#

domain system

#

domain default enable system

#

role name level-0

description Predefined level-0 role
#

role name level-1

description Predefined level-1 role
#

role name level-2

description Predefined level-2 role
#

role name level-3

description Predefined level-3 role

role name level-4

description Predefined level-4 role
#

role name level-5

description Predefined level-5 role
#

role name level-6

description Predefined level-6 role
#

role name level-7

description Predefined level-7 role
#

role name level-8

description Predefined level-8 role
#

role name level-9

description Predefined level-9 role
#

role name level-10

description Predefined level-10 role
#

role name level-11

description Predefined level-11 role
#

role name level-12

description Predefined level-12 role
#

role name level-13

description Predefined level-13 role
#

role name level-14

description Predefined level-14 role

32

user-group system

#

local-user admin class manage

password hash
$h$63W7GZxKNemM3ypd8m$30aogZt/iJol4co3LOluoeZ7
UKIgxitJ1CmHhEWORXx/bc2Uy436wNnMjBpNo4Ndg0OgM
Nv/x/VIIxqSpVHNN1Q==

service-type telnet http https

authorization-attribute user-role network-admin

#

ip http enable

ip https enable

#

undo attack-defense tcp fragment enable

#

return



TOEARAEDGUIZTHOEALTE Y 2 h—FERRT S >

FIEL:PCOIT SO HEEEMLLUTOURLFASILET,
http://10.49.94.1/

T 74 ILED A—HF—4%: admin, /XX —F: h3capadmin

@ Login x + Change Password =
< c

A FESWTVEWRE | myaph3c.com/web/frame/loginhtmi?ssi=false

The default password is not secure. A qualified password must meet the following

requirements: It must contain a minimum of 10 characters. It must contain a minimum of 2

types,and a minimum of 1 characters for each type. It can't contain the username or the
H3C WLAN Management Platform

reversed letters of the username.

» 0ld Password | |

New Password | |
‘ S admin ‘ Confirm Password | |
‘ I .{ °® ‘
[C] Remember username English =

IRAT—RIZI0XEU LT, EHFIREL
ED2EFEEH . BixSNTIVSA—
H—. adminfEEDNXFESFHEN &,




O A9 5EF v aRh—

H3C WAG320-I1P

FARTRSNFET

H Save ... Roadmap | & admin

SsiD

- httpsi/#10.10.11.22/wnm/frame/index.php?sessionid = 200002a6bbBab80d 36044126637 16cbed39#M_Dashboard

Actions All Networks » Dashboard
Dashboard
System Logs
Quick Start > —
Informational
Monitoring >
Wireless Configuration >
APs o= System usage o=
Network Security > Online Offline Unhealthy
5
4
System > 3 0% 72%
2
; CPU Memory
Tools > 0
16:20:38 16:20:43 16:20:48 16:20:53
Reporting >
Wireless services o= Clients o=
2.4GHz 5GHz

E 21—z [System View | Network View

client number

Access Points Clients

O 0o @olo

Event Logs

0001 L1002

I System View Network View I




—_— ==
GUIDA=Za2——F
 Network view
. Dashboard Network Security
Actions
Quick Start Packet Filter
Add New AP Traffic Policy
Dashboard Add New SSID Qos Policies, Priority Mapping
Add New User Access Control
A 802.1x
Quick Start > || Monitoring L
Wireless Network ALIJ:;R[e)Tﬂgatlon
Clients
Monitoring > Wireless Security User Management
Client Proximity Sensor A(I;\;I;Z? lfuczcr;lgﬁ!cication
Wireless Configuration > /:\ppllcatlon M(_m'to”r_'g Port Security
Wireless Configuration Portal
Wireless Networks Svst
Network Security > AP Management )I/?S em
Wireless QoS Sl L
cyet Wireless Security ACL, Time Range
ystem ’ WIPS Cloud Platform
Allowlist and denylist Tools
Tools > Radio Management Debug
Band Navigation, client proximity sensor Reporting
. Applications Client Statistics
Reporting > Mesh, Multicast Wireless Service Statistics

35



— Ee
GUIDAZa——&%
e System view
. Dashboard
Act
e Network Configuration
Network Interfaces
Dashboard VLAN

Metwork Configuration

Metwork Security

System

Tools

Network Routing
Routing table
Static Routing
Network Services
IP services
DHCP/DNS
Multicast
ARP
ND(Neighbor Discovery)
NAT
Management Protocol
HTTP/HTTPS
Telnet
SSH
NTP
LLDP
Log to buffer
Log to hosts

Network Security
Packet Filter
Traffic Policy
Access Control

802.1x
Authentication
RADIUS
User Management
Local users

System
Event Logs
Resource
ACL

Administrators
Management
Configuration save, import

Upgrade
Reboot

Tools
Debug

36
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B{EE—FDZEE(XOYUFXIEBootWare A= a21—TITLVET

e RS-232#EDaY—ILr—TIILEREL. D KIIZWAG6638D i DRI-450)
DX IHEALET FARTEHZR—L—FEIRR—=UFS IS0,

« WAG6638IIDCEIRFE-IFPOERMYFTEBELEIT DT, POERMYFZEAHAELTIEE.
POERAYF ML TPCHOLANKR—KZHEHLET . WAGE38DEAHF DRI-45:R—k
[X100M/1G/10G D BENFR#IZEYET,

a>yV—J)L—J)L

FIAIRDIPF RLA
192.168.0.50/24

POEA-A w3 B Z (EPCDIPT RL- X

192.168.0.10/24
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TIOEARACDOIEE—RFDATURIZKDER 3
FIE: REOBEE— FOHER > BFE— FOEE -> ZEINHE S D ORER

HIBIEDTE— FAHER(THHERETIHFITE—FR)

<H3C> display wlan device role Tera Term: Y7 )bik— BE X
Current running mode: FIT.
# system-view!|Z Tap-mode3 ~ > K Tanchor-acE— FIZCEHE =P |OOM‘3 v oK
<H3C> system-view 'E‘EEAP:E FICBETFD3DDE— h—-L—HB) :9500 v
System View: return to User View with Ctrl+Z. BIRTEET, . . i
[H3C] ap-mode anchor-ac ap-mode { anchor-ac | cloud | fit } 7 —2D): 8 bit v eI
. ) ) Lo _
Changing working mode will reboot system. Continue? [Y/N]:y 1A = »
#E— FZEDL® AP EBHICreboot L 7, Zb v HS): 1 bit o | ILTH)
System is starting...
Press Ctrl+D to access BASIC-BOOTWARE MENU... =0 —F[EN(F): e o
Booting Normal Extended BootWare
7' — bR Xy — VA -
Image file flash:/wa6600-boot.bin is self- A (SEE
decompressing.....ccccceeeuneee... .0 | =UFb/=(C) .0 | =) AT
....... Done
System image is starting...
Line con0 is available. AV Y —LVEROBEREIL. 9600 K—, T—%8E v |k,
Press ENTER to get started. NYFaBHL, RbyTEY F1, 7O—8#E%L

#ERBECloudE— FICH 7= & ZHERL £,
<H3C> display wlan device role

Current running mode: Anchor AC.

<H3C> save force




TIOCRARADENMEE—RDBootWare A =1 —[Z KBEH

1.APZUZ7—FLET, HABZRICRLET,

System is starting...

Press Ctrl+D to access BASIC-BOOTWARE MENU... Booting Normal Extended
BootWare

The Extended BootWare is self-decompressingDone.

3k 3k 3k 3k 3k ok ok ok ok ok ok ok ok ok ok ok ok ok ok >k ok ok sk sk sk sk sk ok sk sk ok sk ok sk sk sk ok ok ok sk sk ok ok ok ok sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk ok ok ok sk ok ok ok ok koo ok ok sk ke ok

* *
*H3C WA6638 BootWare, Version 7.12 *
* *

3k 3k 3k 3k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk sk sk sk sk ok ok ok ok sk ok sk sk sk sk ok ok ok sk ok ok ok ok sk sk sk sk sk sk ok sk ok ok sk sk sk ok ok sk ok ok ok ok ok ok ok ok okook ok ok sk sk ok

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd.

Compiled Date: Jan 28 2021

CPU L1 Cache: 32KB

CPU L2 Cache: 256KB

CPU Clock Speed: 2200MHz Memory Type: DDR3 SDRAM
Memory Size: 1024MB

Memory Speed: 933MHz

Flash Size: 256 MB

PCB Version: Ver.A BootWare Validating...

Press Ctrl+B to access EXTENDED-BOOTWARE MENU...

2. 787 F TCtrl+B%#8 L T, EXTENDED-BOOTWAREX = 2—% A

LY.

Password recovery capability is enabled. Note: The current operating device is
flash

Enter < Storage Device Operation > to select device.
===============<EXTENDED-BOOTWARE MENU>============
|<1> Boot System

|<2> Enter Serial SubMenu

|<3> Enter Ethernet SubMenu

|<4> File Control

|<5> Restore to Factory Default Configuration TIZHRFOIREICRT
|<6> Skip Current System Configuration

|<7> BootWare Operation Menu

|<8> Skip Authentication for Console Login

|<9> Storage Device Operation

|<0> Reboot

Ctrl+Z: Access EXTENDED ASSISTANT MENU
Ctrl+F: Format File System

Ctrl+C: Display Copyright

Ctrl+Y: Change AP Mode

Enter your choice(0-9):

3.Ctrl+Y¥—%ZiRL TAPE—FZZEHL X7,

Please select the new mode Current mode is Fit

INO. Mode

1 Fit Mode

|2 Anchor-AC  (Virtual AC mode)
K] Cloud Mode

[0 Exit

Enter your choice(0-3): 2
4. E—FESZAHDLET,

40



TOERARARDEEE—FRFDOATURIZEBAITEBERRIZCET

<H3C>restore factory-default

This command will restore the system to the factory default configuration and clear the operation data, and forcibly reboot the system.
Continue [Y/N]:y

Restoring the factory default configuration. This process might take a few minutes. Please wait....Done.

The system is rebooting...

%0ct 24 11:54:36:224 2022 H3C DEV/5/SYSTEM_REBOOT: System is rebooting now.

System is starting...
Press Ctrl+D to access BASIC-BOOTWARE MENU...

Booting Normal Extended BootWare A“ == . R & |

The Extended BootWare is self-decompressing....Done. R I FERELDE VB Y ICITAGWREA
Iiﬁﬁﬁﬂvﬂ)%— N atFlT’C'M\ Jr—L7x
T DNRN—= 3 UHFHWN t O< > FXBootMenuT

LEBATEAVEAPHY ETOT, 2222

BAL=3BY DAEZHL TH FL DA WS
Bl 77 —LTzTDODN=23 Ty THRE
IR BEEDHY T,

41
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FE—FDOFHEFTFIAVMADY VBN XELETY) VD)

- FITE— FEAN 246
H3C ACRREARZR b 7507 4 ZH 4 F(GUIHR) | -
H3C AP FIT®REBHA F — g 41 = N

- Anchor-ac(fABEEARLAN T > b A —5)E— FBN - § R . §¥ g

H3C Anchor-ACERB~RRX L7527 F 4 244 F(GUIHRE)
H3C Anchor-ACT¥ A FE—FKRXX T 50T 4 R

- Cloud®— F#n

H3C Cloud&IAPEBEARX 75 2 F 4 ZHA R
H3C CloudEFEAPETFEHA K

H3C AP BEEBEARZI T 9T 4 AHA R 4
BEE—Fnar7 4 J(startup.cfg) B>~ 7L

H3C WLAN APOATOA—3> 53> 7 4 754 F(EHR)

T =L T ON=3 Ty TR h
H3C WLAN 2> bA—Z EAPO 77— LT TERE

N TTNT =T 4 TN -r,n oo = -
H3C #EWIFI PS5 7Ny a—FT 4 v ITHALR - J

SE@ERUR. RAVvF  IN—F—, 77AT7I9F—ILHEBDOOSTH %Comwared < > KIIE)
H3CHR BEREERL —=> 2 v3.0
H3CH RS b l/—_/7\ v2.0

H3CY 2 S L —X—|C&2EAT VT4 FaL—23FE XHICRHRDAY 74 7BI(RA4yFnavy FEZICRHE)
H3CZ S5 l\“?ﬂ'@z@f’ﬁﬁ/{ F(EER)  ¥H3CREZDwindowsrR—ZRXDaA2vy FvaIilL—4%4—
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https://knowledge-jp.h3c.com/TechDoc/details/26
https://h3cgroup-my.sharepoint.com/:b:/g/personal/gw_koshiromasahiro_h3c_com/Ec3n1wnbmUNCo--_EusN6Y0BDdv0mgB-oWv-jpt3L9RrpA?e=QVbw2U
https://knowledge-jp.h3c.com/TechDoc/details/177
https://knowledge-jp.h3c.com/TechDoc/details/167
https://knowledge-jp.h3c.com/TechDoc/details/169
https://knowledge-jp.h3c.com/TechDoc/details/174
https://knowledge-jp.h3c.com/TechDoc/details/175
https://knowledge-jp.h3c.com/TechDoc/details/176
https://knowledge-jp.h3c.com/TechDoc/details/176
https://knowledge-jp.h3c.com/TechDoc/details/181
https://knowledge-jp.h3c.com/TechDoc/details/27
https://knowledge-jp.h3c.com/TechDoc/details/204
https://knowledge-jp.h3c.com/TechDoc/details/9
https://knowledge-jp.h3c.com/TechDoc/details/11
https://knowledge-jp.h3c.com/TechDoc/details/97
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https://knowledge-jp.h3c.com/TechDoc/details/95
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'm‘f?7’7t7<:l‘/FD—E(AC)#J%‘H‘EH:E&

T77J')M~"’*IEAP§51 50(WA6638), 32(WA6320)
_— S RY AR G 411/4/8/16/128/512/102 e
KX EHE A BEAPEL 128 1024 50(WA6638), 32(WA6320)
BRAREI——% 1280 20480 512
802.117aka)L HR—
< IJLFSSID(RF47-1) 16
SSIDDIER T HR—
802.11G 1R HR—
802.11n#A>1)— HR—
A—H—HDFIR SSIR—ZX/RFR—REHHR—
802.11MAC ST e
TARIL HR—
BHOEI—FELT HR—
40MHzE—KF ) 20MHz/40MHz® g
BEjX A vF
A—AJLERxE SSID + VLANIZEDLA—AH )L &xi% FIAILEDO—AHJLERE
BEUT7ILE S AL HR—
ACHH HR—
(DHCP#A <3243, DNS)
IPV6 k> R JL HR—
Clock[G1#A HR—
CAPIAR Jumbo frame&zi% HiR—
giﬁg%ngwgsz&NW/w% —2 HR—b:FEIP. VLAN, S =ACT KL R
APEACREIDL2 / L3S HiR—
APEACREIMDNATRS/A—H L HR—bk JEHR—
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AEE  hEE ________|WX1840H WX3840H Anchor-AC

(ZVRRAEToERaFA—)L)

O—sv4 ACHDAPRETOL2LL.30—30 % HR—pk
= ACRIDAPRITAOL2&EL3A—2 Y HR—bk FEHR—F
NAT HiR—bk HiR—bk
PPoE HiR—bk EHR—k
DDNS HiR—bk EHR—k
G/WHERE SSL-VPN HHR—k FEHAR—k EHFR—k
IPsec-VPN HR—bk JEHHR—F
RIP HiR—k JEHR—F
2RE gR—k SEHR—F
TORRGIEH AT RTL T —FF— HR—bk
WEP-64/128, EifWEP HR—k
WPA, WPA2 HR—k
TKIP HR—pk
CCMP HR—(892.11n% H#E12)
SSH v1.5/v2.0 HR—k
74 L XEAD TN

R—2ILEEE

HR—bk:JE—REREE. SR Y —/N\—

802.1xEREE

EAP-TLS, EAP-TTLS,
EAP-PEAP, EAP-MD5,
EAP-SIM, LEAP, EAP-FAST,
EAP offload (TLS,PEAP only)

EAP-TLS, EAP-TTLS,

EAP-PEAP, EAP-MDS5,

EAP-GTC

R—=BIR=TA)EALL Y3y

HiR—bk:SSIDR—X AP R—A)LR— Twia

n—hJUEREE

802.1x. /R—AJL. MACEREE
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AEE HER|WX1840H WX3840H Anchor-AC

QoS

A—AhJLEEEE
LDAP:EEE

APOS—2 3 R—2ND1—H—TF7H+1R
il

7 ZANT Ot A

VIPF+ )L

ARPIZE R 40

SSIDZEY 9 F LA

SSID & KAV TAAAH—/\—EIR
AAAY—/IN— /T T

DAV LRA—H—HNDO—hILAAA
H—/\—

TACACS+

T5A44 ) T4 %vELYS

L2-L4/NTy R TN AT ERNS T4 05
1]

L— IR

802.11e/WMM
A—H—=TOT7AMIVIZEIKT IR
il £

AT T MEEEIE IR
(FrREEREE7ILOUXL)
AT M EIE IR
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