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AY—FO&M > Alarms > Device state&Smart O&MM LD EHZEEMT S

Network Smart O&M Service » A {8 [El manuais | H3C_salesdemo |
Dashboard Alarm List Subscription
i Alarm Info:
(& lIssues * Alarm Info: Alarm Category Alarm Type Alarm Severity Alarm Triggers
e Analysis : =
CPU Usage Tip Avg CPU usage within 10 min exceeds | 85 % (75 to 100, 85 by default)
D &me Memory Usage Tip Avg memory usage within 10 min exceeds | 85 % (75 1o 100, 85 by default)

a Clients AP bulk dropped Tip Inthe past | 0 min one or more APs are disconnected, (0 to 120, 0 by default) (2)

AP frequent dropped Info An AP dropped more than 5 times in 24 hours yesterday
22  Network

. Device offline Info Device offline from cloud platform for more than 10 minutes / 24 hours
f‘\ - - . m
&  Optimization (] Device frequently offline Minor Device offline from cloud platform more than 7 times within 10 minutes
N Device state AP batch online Tip Inthe past | 0 min one or more APs are connected, (0 to 120, 0 by default)

< Security .

Port UP/DOWI Info Device port status changed

- Safeguard

Port PoE Info Port PoE function status changed
? VIP IP Address Conflict IMinor IP address conflicts were detected on a switch interface

EoGRE Tunnel Interface Up/D
{:_",";- Al-Driven Tasks i EoGRE Tunnle Interface State Change

own

Device upgraded successfully Tip Device upgraded successfully

(] Device upgraded failed Iinor Device upgraded failed
Device operation Device restart Info Device restart
~ Device unbinding Info Device unbound from the CLI

VVVVVV.TITOUC.CUTTI
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AY—FO&M > Alarms > Device state&Smart O&MM LD EHZEEHT 5

Optimization

Security

RF does not start
High noise floor
Message congestion

Channel radar avoidance

RF is off
AP noise floor is too high
Message congestion

The RF working channel has detected a radar and has evaded

H Smart O&M ervice » ) A & [E] Manuals | H3C_salesdemo| | -
Dashboard Alarm List Subscription
4~ High forwarding CPU utilizatio
(& Issues i The device's CPU usage is high because it forwards too many data packets
n
Issue Ana
Broadcast multicast ratio is too
Broadcast / multicast messages take up too much channel resources
B Alarms high
. Excessive wired port traffic Excessive traffic on the physical interface
Clients
Device temperature alarm Device temperature abnormality detected
Network

= Safeguard Wired port receiving error pack
]

¥ vip

Continuously receiving error packets on the physical interface of the AP
ets continue to grow

AP wired port is Down AP physical interface status is set to DOWN

C(.:)':- Al-Driven Tasks Wired port negotiation rate is |
AP physical interface negotiation rate is low Enable Periodic Sending (Once a Day)

ow

Wired port receiving resources
The AP physical interface peer sends packets too fast
are insufficient

Wired ports continue to send
The physical interface of the AP continues to send out ermmor messages
wrong packets

Wired ports negotiate half-dupl
AP physical interface duplex mode negotiation is half duplex

ex
AP temperature alarm AP temperature abnormality detected
. Insufficient sending resources Insufficient sending resources
@ Beacon frame sending failed Beacon frame sending failed
Smart O&M

Beacon frame resource is insu
Beacon frame resource is insufficient




Cloudnetf& 5L -[EEZE4 &L

A E A= L TIER B (5 )

AT—RO&M >Alarms > Device state&Smart O&MMS D EERE BT S

Smart O&M

Dashboard Alarm List Subscription
N Smart O&M n
@ Issues Beacon frame resource is insu
- flicient
Issue A
Data message sending failed
B Alarms
Insufficient message resource
2 Clients s
WAN port uplink bandwidth ala
&5 Network
rm
- WAN port downlink bandwidth
@  Optimization P
alarm
) Security Large deviation in flow ratio in
_ and out direction
&% Safeguard
High 2 4GHz channel usage
v viP High 5GHz channel usage

T Too many clients on 2.4 GHz r
Al-Driven Tasks ! -

adios

Too many clients on 5 GHz rad
i0s

WAN port connectivity IMinor
Loop detected on switch port Minor

Too much Tx broadcast or mult

Minor
icast traffic
IRF split Minor
STP discarding detected on s

Minor
witch port

Service »

Beacon frame resource is insufficient

Data message sending failed

Insufficient message resources

Alarm uplink bandwidth within past 10 minutes on the WAN port: | 50 M (Value range: 1-1000. Default: 50).

Alarm downlink bandwidth within past 10 minutes on the WAN port: | 2 M (Value range: 1-1000. Default: 50

The proportion of the outgoing and incoming traffic of the device exceeds the preset threshold of the system

Channel usage of 2.4 GHz radios exceeds | 60 % (Range: 20-100, Default 60).

Channel usage of 5 GHz radios exceeds | 60 % (Range: 20-100, Default: 60).

MNumber of clients on 2.4 GHz radios exceed | 20 (Range: 10-200, Default: 20)

Number of clients on 5 GHz radios exceed | 40 (Range: 10-200, Default: 40)

WAN port connectivity check. Packet loss rate exceeded | 10

% (10-100, 10 by default) in 10 minutes

Loop detected on switch port
Broadcast or multicast transmission rate exceeds | 100

IRF spiit

STP discarding detected on switch port

in the statistics collection period(40-500, 100 by default)

H3C
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&  [E manuais | H3C_salesdemo |

VWVWVV.TTOC.COUITTI

40



CloudnetfRfIL1=-[EEZEEBE(CA—ILTIZAB(FES) H3C

AY—RO&M >Alarms > Device state&Smart O&MMS D EH A BT S
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H Network Smart O&M Service » N oy Manuals | H3C salesdemo| |-
Dashboard Alarm List Subscription
|—_|t lssues Region lock Tip Device moved out of locked region
Is: . 3G/4G link detection Tip 3G/4G link disconnected/established
2 Alamms Traffic threshold Tip Traffic threshold exceeded
a2 Signal strength Tip Signal strength lower than threshold
2 Clients
Router Online device ratio Tip Online device ratio lower than threshold

€2  Network - VPN tunnel state Tip VPN tunnel established/disconnecied
~ L Wired link detection IMinor Wired connection disconnected/established
& Optimization

Card Insertion or Removal Tip Acard or sub card on the device was inserted or removed;
@ Security . . ) .

Camera Disassociation Iinor Camera went offline.
{9}3 Safeguard Abnormal Camera Traffic Info Uplink traffic of client failed to reach | 50 KB/s (10-2048. 50 by default).
v & Critical client goes offline IMinor Inthe past | 0 min one or more critical clients were disconnected (0 to 120, 0 by default) (@

VIP
Clients Critical client goes offiine frequ
i Info A critical client went offline over 5 times in the past day

(5—_};. Al-Driven Tasks - ently

Critical client goes online Tip Inthe past | Q min one or more critical clients were connected (0 to 120, 0 by default) (3)

Add Fault Report Tip A new fault report was submitted and needs processing
Fault Reports
Fault Report State Change Tip The state of a fault report changed
Doctor AP Doctor AP Test Notifications Iinor One Doctor AP test notification sent

n Cancel
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ZELI=A—ILDH

From: <cloudnet@oasisinfo.h3c.com>
B {+: 202244 12H(:K) 10:46
{44 Cloud platform—Alarm

To: <site_manager@h3c.com>

Cloud platform—Alarm The device WX1840H_DEMO in the TS Demo site outgoing and incoming traffic ratio
exceeds the system pre—made threshold, and there may be a large number of broadcast message replication.

www.h3c.com 42
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£ 120230910072346755.pcap

IPALF) REE =RV BEG) FriFv0 afe \EHe 22y SHw U-lm ALTH)
Am:Z® RE QRe=s=F a5/Eaaan
N [FET 708 - <G> %iEr
Mo, Time Source Destination Protocol  Leneth Info
2023-09-16 ©8:24:01.390623 172.16.10.45 224.9.9.251 IGMPv2 96 Membership Report group 224.9.8.251
2023-09-10 ©8:24:01.393454 b2:el:40:dd:2e:61 NewH3CTe_55.. LLC 122 S, func=RNR, N(R)=8; DSAP SNA Individual, SSAP NULL LSAP Command
2023-09-10 ©8:24:01.393472 b2:el:40:dd:2e:61 NewH3CTe_55.. LLC 122 5, func=RNR, N{R)=8; DSAP SNA Individual, SSAP NULL LSAP Command
20823-89-10@ ©8:24:81.396853 8.8.8.8 172.16.18.45 DNS 196 Standard query response @xe9cd HTTPS dns.google SOA nsl.zdns.google
2023-89-10 08:24:91.396919 8.8.8.8 172.16.10.45 DNS 152 Standard query response 8x869@ A dns.google A 8.8.8.8 A §.8.4.4
2023-09-10 ©8:24:01.403564 NewH3(Te_c2:3f:d@ Broadcast 8@2.11 318 Beacon frame, SN=2747, FN=0@, Flags=........ , BI=1@@, SSID="IKB-311"
2023-09-10 ©8:24:01.420898 b2:el:40:dd:2e:61 NewH3CTe_4b.. 862.11 56 Null function (No data), SN=2328, FN=8, Flags=...P...T
2023-89-18 ©8:24:01.4208955 b2:e1:48:dd:2e:61 NewH3CTe_4b.. 882.11 56 Null function (No data), SN=2321, FN=8, Flags=....... T
2023-09-10 ©8:24:01.421679 b2:el:408:dd:2e:61 IPvdmcast_fb LLC 191 S, func=RNR, N(R)=8; DSAP SNA Individual, SSAP NULL LSAP Command
2023-89-10 ©8:24:01.421708 b2:el:40:dd:2e:61 IPvbmcast_fb LLC 211 I P, N(R)=3, N(S)=48; DSAP Nestar Individual, SSAP @xdc Response
— 2023-09-10 08:24:01.422163 172.16.10.45 224.8.8.251 MDNS 189 Standard query ©@x808@ PTR _companion-link._tcp.local, "QU" question PTR _sleep-proxy._udp.lod
2823-89-10 88:24:01.422493 fe8@::183d:2a2f:9eal:aabl f02::fb MDNS 289 Standard query @x808@ PTR _companion-link._tcp.local, "QU" question PTR _sleep-proxy._udp.lod
2023-09-10 ©8:24:01.437667 b2:el:408:dd:2e:61 NewH3CTe_4b.. 862.11 56 Null function (No data), SN=2322, FN=8, Flags=...P...T
2023-09-10 ©8:24:01.480260 b2:el:40:dd:2e:61 NewH3CTe_4b.. 862.11 62 QoS Null function (No data), SN=2323, FN=8, Flags=o..P...T
2023-09-10 ©8:24:01.480349 NewH3(Te_f3:62:80 Broadcast 802.11 311 Beacon frame, SN=478, FN=8, Flags=........ , BI=18@, SSID="IKB-2087"
2023-09-10 ©8:24:01.489195 17.57.145.132 172.16.18.45 TCP 116 5223 + 61549 [ACK] Seg=1 Ack=1 Win=581 Len=8 TSval=4855163988 TSecr=1992325819
2023-09-10 ©8:24:01.489484 FuruncEl_6@8:27:d@ Broadcast 80@2.11 477 Beacon frame, SN=2995, FN=0@, Flags=........ , BI=1@@, SSID="IKB-41@"
2023-09-1@ ©88:24:01.505991 NewH3CTe_c2:3f:d@ Broadcast 8@2.11 318 Beacon frame, SN=2748, FN=0@, Flags=........ , BI=1@@, SSID="IKB-311"
2023-09-10 ©8:24:01.525004 b2:el:408:dd:2e:61 NewH3CTe_4b.. 862.11 56 Null function (No data), SN=2324, FN=8, Flags=....... T
2023-09-10 ©8:24:081.557310 172.16.10.15 172.16.10.45 MDNS 429 Standard query response @x800@ PTR TV21@._ companion-link._tcp.local SRV, cache flush 8 @ 491§
20823-89-10@ ©8:24:81.573391 172.16.18.26 224.8.8.251 MDNS 158 Standard query response @x8@08 PTR TV211. companion-link. tcp.local
2023-89-10 ©8:24:01.573754 fedl: :c62:7d54:25c6:216e ff02::fb MDNS 170 Standard query response 8x888@ PTR TV211l._companion-link._tcp.local
2023-09-10 ©8:24:01.582524 NewH3(Te_f3:62:80 Broadcast 8@2.11 311 Beacon frame, SN=471, FN=8, Flags=........ , BI=1@@, SSID="IKB-2@87"
2823-09-10 ©8:24:91.585100 172.16.10.31 172.16.10.45 MDNS 514 Standard query response 8x8008 PTR TV287._companion-link._tcp.local PTR 78-35-60@-63.1 TvV207. |
2023-09-16 ©8:24:01.591868 FuruncEl_6@8:27:d@ Broadcast 8@2.11 477 Beacon frame, SN=2996, FN=0@, Flags=........ , BI=1@@, SSID="IKB-41@"
2823-89-10 ©8:24:91.601037 172.16.16.223 172.16.160.45 MDNS 429 Standard query response 8x800@ PTR TV31l._ companion-link._tcp.local SRV, cache flush 8 @ 4919
2023-09-10 ©8:24:01.608348 NewH3CTe_c2:3f:d@ Broadcast 8@2.11 318 Beacon frame, SN=2749, FN=0@, Flags=........ , BI=1@@, SSID="IKB-311"
2823-09-10 ©8:24:81.619261 172.16.10.28 224.8.8.251 MDNS 158 Standard query response 8x8808 PTR TV288._ companion-link._ tcp.local
20823-89-10@ 88:24:081.619586 fed@: :4d2:7ceb:3817:13 82::fb MDNS 17@ Standard query response @x8@08 PTR TV2088._companion-link._tcp.local
2023_00_10 AK-I1-01 AROAGA h7:al-A0-Ad-Ta-A1 TBuAmract Fh 110 185 €  Func=RMR  M/RY=0A- NEAP SMA Tndiwidnal SSAD ML | SAP Cammand
> Frame 386: 189 bytes on wire (1512 bits), 189 bytes captured (1512 bits)
> PPI version @, 32 bytes
> 802.11 radio information
> IEEE 8@2.11 Data, Flags: ...... [F-
> Logical-Link Control
> Internet Protocol Version 4, Src: 172.16.18.45, Dst: 224.8.8.251
v User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Source Port: 5353
Destination Port: 5353 WWWh3CCOm 54
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